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selecting or Inputting an identifier (which may be pre-existing, such as a telephone number) of another party and a value to be
exchanged. The transaction may be conducted while the parties’ client devices are electronically connected or may be conducted
by one user on one device. Transactions are communicated to a system server during a synchronization between a party's client
device and a system server. When the transaction I1s submitted to the system, If the second party is not a registered user of the
system he or she Is Invited to register and complete the transaction.
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Abstract

A system and method are provided for facilitating a value exchange transaction
involving multiple parties. The system may comprise a synchronization server for
exchanging transaction details with client devices, a communication server for registering
new users, a financial server for interacting with external financial institutions, and a security
server for ensuring the security for value exchange transactions. In one method, a first party
Initiates a transaction on a client (e.g., a mobile computing device) by selecting or inputting
an identifier (which may be pre-existing, such as a telephone number) of another party and a
value to be exchanged. The transaction may be conducted while the parties’ client devices
are electronically connected or may be conducted by one user on one device. Transactions
are communicated to a system server during a synchronization between a party’s client
device and a system server. When the transaction is submitted to the system, if the second
party 1s not a registered user of the system he or she is invited to register and complete the

transaction.
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SYSTEM AND METHOD FOR ELECTRONICALLY
EXCHANGING VALUE AMONG DISTRIBUTED
USERS

BACKGROUND

This invention relates to the fields of computer systems and communications. More
particularly, a system and methods are provided for facilitating the exchange of value
among distributed users through computing devices.

Existing methods of transferring or exchanging values among multiple persons have
many shortcomings. For example, the use of cash requires regular replenishment, creates
the need to make change, allows the possibility of theft or loss and has no buili-in or easy
method of keeping records conceming cash payments and receipts. Similarly, checks can

be forged, they often provide only rudimentary record keeping (e.g., check stubs) and allow

one to unwittingly overdraw a checking account. Credit cards may mitigate some of the
problems with cash and checks, but cannot be used for making payments or exchanging
value between two or more individuals.

In addition, the formalities of existing value exchange transactions can make them
inefficient or difficult to complete. For example, transferring money to another person’s
bank or other financial account may require one to know the person’s account number.
That person may understandably be reluctant to divulge such information.

Thus, what is needed is a system and method for enabling value transfers without all
the shortcomings of existing means and techniques. It would be desirable, for example, to
allow a value exchange transaction to be conducted using a known or common identifier of

a person (e.g., electronic mail address, telephone number) rather than other, more sensitive,

information.

SUMMARY
In one embodiment of the invention a system and methods are provided for
conducting a value exchange between two or more persons using a distributed value

exchange system.
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In this embodiment the system may comprise one or more system servers
configured to register a person or other entity (e.g., a business) as a system user and allow
him or her to conduct value exchange transactions with persons who may or may not also
be registered users. A user then employs a client computing device (e.g., a2 handheld,
palmtop or desktop computer, a web-enabled telephone, a two-way pager) to initiate or
conduct a value transfer. The value exchange may be conducted while online with (e.g.,
connected to) the system, while offline, while connected (e.g., via wireless connection) to
another user’s device, etc. When the transaction is submitted to the system, it notifies

transaction parties that are as-yet unaware of the transaction and attempts to clear or

finalize the transaction and adjust the users’ account balances appropriately.

A communication server may be configured to receive connections (e.g., wired
and/or wireless) from persons wishing to become registered users. A synchronization
server may be configured to facilitate the synchronization of user’s client devices with the
system. During synchronization, users’ devices may submit transactions to the system,
recerve information on new or cleared transactions, synchronize account information on the
system with the information on the client device, etc. A security server may be configured
to enforce security procedures, possibly using asymmetric and/or symmetric cryptographic
techniques. A financial server interacts with other system servers and external financial
institutions to enable a user to inject value into the system and withdraw value from the
system. One or more databases may store account information for users (e.g., account
information, transaction details) and help coordinate system activity.

In one method of conducting a value exchange a person registers with the system,
an account is created for him and system software is downloaded to his client device. The
user may then conduct transactions on his client whether he is connected to the system or
not. When not connected, the client stores transaction details and, when later connected to
the system for synchronization purposes, uploads his transactions to the system and may
receive transactions initiated by other users. Each transaction may include an identifier of
another party to the transaction and the value to be exchanged. In one embodiment of the
invention transaction parties may be identified by identifiers that have meaning outside the
system, such as electronic mail addresses, telephone number, social security numbers, etc.
Thus, the user may initiate a transaction with a person who is not a registered user as long

as he knows an appropriate identifier of the person.



10

15

20

30

CA 02910997 2015-11-04

When the system receives a new transaction initiated by a user it attempts to contact
the other party or parties using the identifier(s) provided by the initiating user. If another
party is a registered user, the system may also know other methods of contacting the party.
For a party who is not already a user, he or she is invited to connect to the system, register
and complete the transaction.

Virtually any means of value transfer may be associated with the system. Users
may introduce value into their system accounts via credit card, check, cash, electronic funds
transfer, direct deposit, etc. Value may be withdrawn from the system using the same or
similar processes. The value that is exchanged between transaction parties may be
monetary (e.g., represented by United States dollars or other currency) or have some other
form, such as credits, affinity points, frequent flier miles, vouchers, barter points, etc.

DESCRIPTION OF THE FIGURES

FIG. 1 is a block diagram depicting a system for conducting value exchange
transactions in accordance with an embodiment of the present invention.

FIG. 2 is a flowchart illustrating one method of conducting a value exchange
transaction in accordance with an embodiment of the invention.

FIG. 3 depicts one form of an indirect value exchange transaction from a first user
to a second user performed on the first user’s mobile client device in accordance with an
embodiment of the invention.

FIG. 4 depicts one form of a direct value exchange from a first user to a second user
conducted with the user’s mobile client devices in accordance with an embodiment of the

ivention.

DETAILED DESCRIPTION

The following description is presented to enable any person skilled in the art to
make and use the invention, and is provided in the context of particular applications of the
invention and their requirements. Various modifications to the disclosed embodiments will
be readily apparent to those skilled in the art and the general principles defined herein may
be applied to other embodiments and applications without departing from the
scope of the present invention. Thus, the present invention is not intended to be limited to
the embodiments shown, but is to be accorded the widest scope consistent with the

principles and features disclosed herein.
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The program environment in which a present embodiment of the invention is
executed illustratively incorporates a general-purpose computer or a special purpose device
such as a hand-held computer. Details of such devices (e.g., processor, memory, data
storage, display, wired/wireless communication capability) are omitted for the sake of
clarity. |

It should also be understood that the techniques of the present invention might be
implemented using a variety of technologies. For example, the methods described herein
may be implemented in software executing on a computer system, or implemented in
hardware utilizing either a combination of microprocessors or other specially designed
application specific integrated circuits, programmable logic devices, or various
coﬁbinations thereof. In particular, the methods described herein may be implemented by
a sertes of computer-executable instructions residing on a storage medium such as a carrier
wave, disk drive, or computer-readable medium. Exemplary forms of carrier waves may
take the form of electncal, electromagnetic or optical signals conveying digital data streams
along a local network or a publicly accessible network such as the Internet.

Introduction

In one embodiment of the mvention a system and method are provided for
facilitating an exchange of value between two or more persons using client computing
devices. Values that are exchanged may be monetary in nature (using any currency) or may
take other forms, such as credits, debits, discounts, vouchers, certificates, mileage (e.g.,
frequent flier miles), etc. The computing devices used to conduct an exchange transaction
may or may not be portable in nature, and may employ virtually any communication media,
including both wired and wireless. In one implementation of this embodiment, at least one
user employs a portable computing device such as a handheld or palmtop computer, a smart
telephone, a two-way pager, etc. A computing device suitable for this embodiment may
always be linked to or in communication with another device (e.g., a system server), such
as a networked personal computer, or may be disconnectable, such as a hand-held personal
digital assistant (PDA). Thus, a value exchange transaction may be conducted offline or
online, while connected or disconnected from other system components.

A system according to this embodiment of the invention includes at least one highly
accessible computer server configured to facilitate value exchanges. INustratively, a user

who wishes to initiate a value exchange or value transfer with another party is registered
4
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with the server beforehand (e.g., an account is established for the user on the server). The
ether party may or may not be a registefed user at the time the fransaction is initiated or
communicated to the system. .

In one method of conducting a value exchange according to this embodiment of the
invention an entity involved in the exchange may be known by an identifier that has
meaning or use outside of the system, such as an electronic mail address, a telephone
number, a socjal security number, etc. Illustratively, each such identifier is only associated
with one person or entity, thus promoting accountability. In an altermative method,
however, multiple users or accounts may be associated with an identifier.

In one implementation of a method of conducting a value exchange a registered user
of the system initiates an exchange with an unregistered party by identifying that party to
the system server by his or her electronic mail address. The registered user may provide
various details of the value exchange, such as the form of the value (e.g., a monetary
amount, a number of credits or affinity points), a date on which to effect the transfer, the
unregistered party’s name, etc. The system may then attempt to contact the unregistered
party (e.g., via the provided electronic mail address), notify him or her of the value
exchange, identify the initiating user and invite the unregistered party to connect to the
server and close the exchange. The unregistered party may be required to register with the
system in order to close the transaction. For example, if the value exchange is to the
benefit of the unregistered user, he or she may wish to leave the value in the system in order
to use it to conduct an exchange with yet another party. Alternatively, the unregistered
party may be permitted to provide just enough information (e.g., credit card number,

address) to allow the system to close the transaction, without being registered.

In different embodiments of the invention the value exchange may be initiated by
the person who owes or is owed the value to be exchanged. Further, the value that is
exchanged may be of virtually any form and/or may be transformed in nature. For example,
a monetary amount or a credit or voucher held by a first user and accepied by a second user
may be transferred from the first user to the second user in exchange for goods or services.
Oz, the value may change from one currency to another or from being monetary in nature to
being represented by credits with a merchant, frequent flier miles, or some other value.
Thus, a user may pay for goods or services with value in many different forms, including
currency or points that are used only within the system (e.g., for transactions between

users).
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The systemn may also be configured to allow users to perform normal banking
operations (e.g., withdrawals, deposits, transfers), stock transactions, electronic ticketing,
etc. In another embodiment of the invention a third party may be involved to hold the value
i escrow until a transaction is closed.

Value may be introduced into the system (and credited to a user’s account) via cash,
check, debit, or virtually any other method that is presently used or that becomes accepted
in the business community. Value may exit the system in these and similar forms.

In alternative embodiments of the invention a distributed system deseribed herein
may be used for forms of communication other than value exchanges. For example, in one
alternative embodiment the system may be used to spread or disperse software among
multiple users. Illustratively, a registered system user could then provide an unregistered
person with the system software and thereby allow them to conduct a transaction. _
Advantageously, the software could be transmitted between users’ client devices using

wired or wireless communications.

Jne Embodiment of 2 Systen for Factlitating a Vs € 1Transi¢

FIG. 1 depicts-an illustrative system for facilitating value transfers according to one

embodiment of the invention. Alternative embodiments of the invention may incorporate
any subset of the components of the illustrated system.

The system of FIG. 1 includes central database 102, which is configured to store
various information used to facilitate value exchange transactions. Ilustratively, the
information stored in database 102 includes accounts for registered users of the system as
well as various information pertaining to unregistered users participating in or invited to
participate in a transaction. User information for registered and/or unregistered users may
include user identifiers (e.g., name, electronic mail address, telephone number, network
address, physical address), transaction records, account balances in one or more different
forms (e.g., money, frequent flier miles, store credits, affinity points, vouchers, coupons,
discounts), preferred communication methods (e.g., electronic mail, wireless voice),
security data, etc.

In the system of FIG. 1, database 102 is accessed by communication server 104,
synchronization server 106, financial server 108 and possibly security server 110. In this
embodiment, communication server 104 and/or other system servers are configured to

interact with one or more users through communication network 120. For example,
6
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communication server 104 may be or may include a web server, telephone switch, DSLAM
(Digital Subscriber Line Access Multiplexer), etc.

A network presence, such as a web site on the Intemet, that is hosted by
communication server 104 may serve as a primary access point to the system for new and,
possibly, existing users. Illustratively, users are given account names and passwords with
which to access the system after being registered. Other forms of security (e.g., digital
certificates, biometric devices) may be employed in other embodiments of the invention.

In one embodiment of the invention a user may download software for his or her
computing device from communication server 104. In particular, communication server
104 may allow a person to register with the system, access and/or modify account
information, conduct and clear transactions, etc. A user may be required, however, to
register with the system before being able to initiate or close a transaction.

Synchronization server 106 in the illustrated embodiment is configured to
synchronize information stored on the system with users’ client computing devices and
locally stored data. Illustratively, a user may connect to the synchronization server to
upload and/or download details of transactions (e.g., value exchanges) that involve the user.

During a synchrohization session, a user’s client may receive updated account information
(e.g., reflecting cleared transactions), may authorize the system to charge additional funds
to the user (e.g., by charging a credit card or transferring funds from a bank account),
access customer service, query the status of a transaction, initiate a new transaction, etc.

Financial server 108 is configured to interface with one or more financial
institutions, which may, in one embodiment of the invention, be external to the system.
Thus, the financial server may interact with credit card companies, banks (including
tradittonal and online banks) and other entities that handle or process value in suitable
forms; In particular, the financial server may be configured to transfer funds through the
ACH (Automated Clearing House). Financial server 108 may be configured to
automatically generate a charge or credit to a user’s account with an external financial
institution when the user’s system account balance falls below or rises above a
predetermined threshold. Further, the external value that the system can access for a user
through financial server 108 may affect the number of transactions that the user can
conduct or the amount of value m a transaction.

Security server 110 may cooperate with one or more of database 102,

communication server 104, synchronization server 106 and financial server 108 to apply,
7
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ensure or enforce securnty for value exchanges and actions related to value exchanges. In
one embodiment of the invention digital signatures may play a large part of the security
scheme. DSA (Digital Signature Algorithm), a vanant thereof (e.g., ECDSA or Elliptical
Curve DSA), RSA or other digital signature protocol may be used. Symmetric .
cryptographic schemes such as DES (Digital Encryption Standard) may also be applied in
the same or different embodiments. Message authentication codes may be used to verify
the integrity and authenticity of messages exchanged between the system and a user.

In a present embodiment of the invention public key encryption techniques may be
used with digital certificates to create cryptographically verifiable transactions and prevent
their repudiation. Symmetric encryption schemes may be employed for secure storage of
data (e.g., on users’ chent devices and/or on the system).

[liustratively the organization operating the value exchange system may actas a
Certificate Authority and certify individual users, while certified users may, in turn, certify
individual transactions. Certified users may be issued identity certificates for use in value
exchange transactions.

An identity certificate may include information such as the user’s name, electronic
mail address (or other meaningful identifier that identifies the user, such as a telephone
number or social security number), account number or name, etc. Illustratively, an identity
certificate also includes a public key of the user, which may be used to verify the
authenticity of transactions conducted by the user.

Individual users generate transaction certificates for transactions they conduct or
mﬂxate and the system authenticates them with the users’ public keys (e.g., during
synchronization). A transaction certificate may include the value being exchanged, an
identifier of another party to the transaction, other details (if necessary or desired), and may
be signed with the user’s private key. In one embodiment, a user’s client computing device
generates the public/key pair during user registration, and the private key is retained only
on the client device. |

The illustrated system may communicate with users through various types of
communication media. Communication network 120 may thus comprise a traditional wired
network (e.g., the Internet) and/or a wireless network usable by portable devices such as
portable computers (e.g., paimtop or handheld), smart (e.g., web-enabled) telephones, two-
way pagers, etc. Therefore, users may interact with the system by operating devices such as

client computer 122a, portable client computer or digital assistant 122b, wireless telephone
8
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122¢ and/or other devices capable of communicating with communication server 104
and/or synchronization server 106. IHustratively, portable client computer 122b may be
configured to conduct value exchanges with, or communicate them to, the system
independently and autonomously. Or, in an alternative embodiment, portable client
computer 122b may be operated to record details of an exchange in a disconnected mode
and then, when connected (e.g., docked) with another computing device (e.g., computer
122a) to forward those details to the system in order to finalize the exchange, and/or
synchronize with the system.

A portable client device employed by a user to participate in a value exchange
transaction may incorporate a senies of instructions for interacting with the system. For
example, in one embodiment of the invention a user’s client device includes a wallet
application that allows the user to access his or her account balance(s) while connected to
the system and/or while disconnected from the system. Illustratively, in this embodiment
of the invention a user’s device periodically connects to synchronization server 106.
During such a connection the user’s device communicates with the server to send and
receive new transaction information (e.g., details of new value exchanges involving the
user) and/or receive updated account information (e.g., to reflect closed transactions). The
user may also authorize or perform other activities involving his or her account, such as
transfer value to or from a system or institution external to the value exchange system.

One Method of Conducting a Valne Exchange

In one embodiment of the invention a value exchange fransaction may be conducted

by a single user (e.g., with his client device), while connected to or disconnected froma
system server (e.g., communication server 104, synchromzation server 106 of FIG. 1) or
another party’s client. In particular, in one embodiment of the invention a user inittates a
transaction by submitting it to the system, which then takes action to close the transaction
by notifying another participant, and possibly registering the other participant with the
system. In an alternative embodiment, however, a transaction may be conducted in a direct
communication between two (or more) parties, after which details of the transaction are
submitted to one of the system servers. In this alternative embodiment, at least one of the
parties (e.g., from whom value is being transferred) may be required to be registered with

the system.
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Hlustratively, a transaction cannot be closed or finalized until the system learns of

the transaction from one of the invoived parties, identifies the other participant(s) and
determines how to transfer the value. Closure of a transaction may include the actual

transfer of value from one party (e.g., in a first account and/or form) to a second party (e.g.,
to another account and/or form). Parties to a transaction may need to be registered with the
system and/or provide certain information (e.g., to identify a party, verify a party’s identity,
determining how to transfer value to or from the party) before the transaction can be closed.

In this section, one or more methods are described for using a value exchange
system such as that depicted in FIG. 1 to effect a value exchange between two or more
parties. The methods and operations described here may be altered or modified for
different types of computing devices that a party may employ and/or different system or
transaction configurations without exceeding the scope of the invention.

[n one embodiment of the invention the system of FIG. 1 may be envisioned as a
system for facilitating or conducting a financial transaction involving two or more persons.

Illustratively, at least one person in the transaction is already registered (e.g., has an
account) with the system so that at least one form or conduit for transferring value exists.
Advantageously, however, a registered user may initiate a transaction with an unregistered
party, who may be identified to the system with an existing identifier such as an electronic
mail address, telephone number, IP (Internet Protocol) address, etc. Thus, in this
embodiment identifiers associated with unregistered users (and/or registered users) may
already have significance or use outside of the system and there may thus be some degree
of assurance that they can be reached through or with those identifiers.

Once known to (e.g., registered with) the system, however, a user may conduct
value exchanges and other transactions using portable, sémi-portablc and other computing
devices. In particular, the system enables a user to conduct a secure transaction from his or
her client device directly (e.g., to another user or person having a compatibly equipped
device) or indirectly (e.g., by describing or submitting the transaction to a system server,
which may then notify another transaction party).

Illustratively, in a direct transfer the parties may exdhange cryptographic tokens in
order to prevent later repudiation and authenticate the transaction to the system, and, once
the system 1s informed of the transaction by at least one party, the transaction can be closed.

In an indirect transfer the system may contact another party (e.g., by electronic mail or
telephone) on behalf of an initiating user and, if the party is not already registered, invite
10
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that party to register with the system in order to receive and/or conduct their own transfers
or exchanges. In one embodiment of the invention the invited party may, of course, be able
to satisfy his or her part of the transaction (e.g., receive or pay money or other value)
without registering with the system. For example, he may send payment to or receive
payment from the system in a traditional form (e.g., check, credit card, debit card).
 With reference now to FIG. 2, an illustrative method of conducting an indirect value
exchange transaction according to one embodiment of the invention is presented. The
illustrated method is suitable for use with the system depicted in FIG. 1. |

In state 200, a first user (USER1) registers with the system, one method of which is
described in a following section. Illustratively, as part of the registration process USER]
provides his or her name and residence/postal address, a meaningful identifier (e.g.,
electronic mail address, telephone number, social security nomber) and pertinent financial
information. Financial data provided by USER1 may include a credit card or bank account
to be credited or charged for individual transactions and/or when the value of a transaction
exceeds a predetermined limit. In particular, users may be assigned limits on how much
value they can transfer through the system, based on the financial data regarding them, the
degree to which their personal information (e.g., address) can be verified, etc. The Limit
may affect the size or number of uncleared transactions that a user may be involved inat a
given time.

A registered user may be assigned an account number or other identifier within the
system. As mentioned above, however, a party may be included in a transaction by
specifying an externally meaningful identifier (e.g., electronic mail address, telephone
number) associated with the party. USER1 may register with the system, and conduct
transactions, using virtually any form of client device (¢.g., handheld or palmtop computer,
desktop, web-enable telephone) having the ability to communicate with another computing
device (e.g., a system server). |

In the presently described embodiment of the invention a digital certificate is
generated for or provided by USER1 as part of the registration process. Illustratively, a
certificate generated for USER|1 includes USER1’s name and electronic mail address (or
other meaningful identifier) and a public key signed by the system, all of which are
encrypted by a code (e.g., a Personal Identification Number or PIN) previously assigned to
or chosen by USER1. In one method of registering a usér described in a later section, a
public/private pair of cryptographic keys is generated (e.g., by the user’s client or security

11
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server 110) and the private key is retained only by the client or other computer system
operated by the user.

In state 202 USER1 enters a transaction in his client using software provided by the
system. Hlustratively, USERI simply enters the electronic mail address, telephone number
or other identifier of a party (e.g., USER?2) with whom he wishes to exchange value, plus
the value to be transferred. In this embodiment, the value may flow in either direction (Le.,
from or to USER1). The amount of value that USER1 may transfer (if the value is to flow
to USER2) may be limited to his system account balance (e.g., which may be stored on his
client and updated when the client synchronizes with the system). This amount may be
decreased by any other transfers (to other users) that have been requested or initiated but
not yet cleared. If, however, USER1 has provided other payment arrangements (e.g.,
through a credit card, electronic funds transfer), then he may be able to exceed his account
balance.

USER1 may be required to enter a security code (e.g., Personal Identification
Number or password) to activate the client system software before entering a transaction.
Niustratively, if an incorrect code is entered a predetermined number of times (e.g., ten), the
ability to enter transactions may be disabled and USER1 may be required to contact or
synchronize with the system (as described below) in order to re-enable the client software.

The software may maintain a list of all parties with whom USER1 has previously
conducted a value exchange transaction, in which case he may just select USER2’s
identifier if she is included in the list. The client system software employed by USERI
may offer multiple transaction options. For example, USER1 may be able to initiate a
unilateral transfer to (or from) USER2. USERI1 may also be able to initiate a bilateral

transaction if his client and USER2’s client are capable of direct (e.g., wireless)

communication. Yet further, USER1 may be able to transmit the client system software to
USER2’s client device. In this case, however, USER2 may not be able to transfer value to
another party until she registers with the system (and opens an.account).

At some time after entering the transaction in his client, in state 204 USERI1

~ synchronizes with synchronization server 106. In particular, USER1 initiates whatever

commands or actions are necessary to connect his client with the synchronization server.

The client may be able to connect directly, perhaps through a wireless connection, or
through any number of intermediate devices or media (e.g., the Internet). In particular, if

12
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- USERY’s client is a portable device, he may be required to dock it or otherwise conmect it

to another computer system in order to initiate a connection to synchronization server 106.

Synchronization may be required on a regular basis (e.g., at least once every thirty
days). If this requirement is not satisfied, the client software may automatically prevent
USERI1 from making payments or initiating transactions. In addition, transactions made on
USER1’s client may be automatically canceled or nullified if he does not synchronize
within a certain period of time (e.g., thirty days) after entering the transaction in the client.

In a typical synchronization pi'ocess according to one embodiment of the invention,
USERT!’s client connects to synchronization server 106 and identifies USER1 by his system
account number (and/or electronic mail address, telephone number or other meaningful
identifier). The server locates a user record for USERI (e.g., in database 102) and retrieves
a code (e.g., a PIN) assigned to or associated with the user. A digital certificate associated
with USER1, and which is to be transmitted to USER! during synchronization, is then
éncrypted with this code; this digital certificate may be the certificate that was generated
when USER1 was registered. Ilustratively, however, the digital certificate may be
augmented with one or more transaction certificates for tra<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>