CN 101145252 B

O REARAERE AR IVEILANE
:;‘D (12) % FHE#|

(10) WA ES CN 101145252 B
(45) A& H 2010.08. 11

(21) HIFS 200710096537. 2 (56) % bk 3214
US 5754656 A, 1998. 05. 19, 4 .
. US 5724425 A, 1998. 03.03, 43¢ .
(30) LS E US 6163361 A, 2000. 12.19, 4 .
60/314, 926 2001.08.24 US US 6049610 A, 2000. 04. 11, 43 .
10/164, 070 2002. 06. 06 US WO 00/43932 A2, 2000. 07. 27, & 1.3 % BiHH

(22) HiEH 2002.08. 22

(62) 7 IR FIFEE 555 6 TUER 27 ATV ISR 7 U 1947 .
02816541. 1 2002. 08. 22 FER S

(73) EFMA 210 A7
kil PSSR SN P N T

(72) % BAAN W3R « P« Bl
BHEHET « Y« KIRER

(74) TRIRIBNAE IR G R ER BB R
EATE 11219
RIBA IEHE  Flishee

(51) Int. CI.
Go7¢ 11,/00(2006. 01)
GO6F 15/16(2006. 01)
HO4L 9,32 (2006. 01)
B41J 2/175(2006. 01)
GO6K 17,/00(2006. 01)
BORIESRF 2 70 W 13 51 FHE 13 1T

(54) REAEFR

LU STRPRSE RIS S LIRSS
(57) %

AR E, H TS A AR IR E S
PR EMER AN . R BRI R T
B e iz i B 2D — MR 0 225 5 3%
BUS TS in s FiE R E 20— 3
%AW S, TR 5 5T AT
bLEL.




CN 101145252 B W F E k B 1/2 5T

Lo — i ] T 5 GO AL BE 2% — e 4 ] AR T R 155 25 TR B B fR 355 28 AL A

i, B

BHRE TR BESRB0E T HZ s — H12,

Mk, E T KT TR —HARKISE —HAT

RE AT ridis b LR

fEfds, AL TPl i & EIF H 5 PR REGH(E M BB, BT A7 4 25 10 B0 A7 1500 5
(EYIE- 2GS

2. MRYEAUHMIER | Pl s IR s, Forh, Ik R 2B 4E 5 I 48 S8 s i B2 [A) 0
[ 2 b —AYUE .

3. MRPEAHME SR | i BB OR s, Forh, Ik A0S 22 2038 5 b 2 i U] 565
025 AR 4

4. TRYEARNE R 1 Tk TR 5 2%, Soh, TR R MAF it 28 A8 7 o2 N 2% o

5. MRPEBAER 1 ik BB R 5 4%, Soh, I Ae sl s i 0 3 7B AL,

6. MRAEBOM E K 5 Prak BB IR £F 2%, JLrb, DTk 580 2 /03875 3L Pk YU 5 84
FUIT IR B SR AR ) Jn 2 A e

7. MRYEARMER | PR BB IR FR 25, Foh, TR DR RF 85 B0 B 0 IR 55 (s LALBET
ENHLAAE ]

8. MRPEBUANE R 7 ik B TR F52% , Tob, ik (s (0 55 (i b, RA S I b i A7 i
FEFERLE N SHTEDHLAH 7 @RI 10% —15 % AH O HU Bl 77 A 88 52 UG o

9. —FPEE AL RS, FLE -

BT REE A BB IR P, PR BB R A LA

BHs i S s0E LT Mg — AT,

MITRAEGEBSENF N2, Pk 208 T KT PR s — BRI —H1E, LK

N2 BLFE AL T BTl ™ S b 1R — RERFIAT il 2%, PIT IR A7 it s 10 B M A7 i TR ) 5
AT LK

F T A BE Pk R i AL 38 R 48, Tk Ak 38 R A

R BB N S TR — R AT R4l E,

B, HTIR S —RE&MG, H TA B PTIRSE — S RS Pl S iR 5 45 (1) M
B AR 1A, Forh 5 P N2 25 3015 A0 A8 I PIT IR N2 25 B A7 fidt 28 B U0 5 B A1, A
K

QLTRSS , VOE 5 IR SR TEAE , LD, TR AL PRSI B A AR RS 5 YU 5 i

ZIRAFAERIL R o
10. HRIEBCRESR 9 Prif BB AR S, Jo, Brid i s 22 /bl 70 i Ak i) 5
B Ry s A2

L1 ARPEBOMESR 9 Frid B UL B R G, Horh, BT WA 2 KA 4% P e B 2 7 00
A, b, BT ik SR 5 BT B A 38 A 4 MBI I8 L2525 4 BT S A i A B DA 5 B
BT LU TERAY, UL S, Bk b P35 AL B N A AEFTR AU S I ) 5 5 AT
BB TERAY 2 [ AFERBUR R o

12, MR ER 11 Pri’ (BB R 4L, Horb, Bk A 2220 7 1 i R3]

2



CN 101145252 B W F E k B 2/2 T

AN BT IR G TR AL B AR

13. HUEACFIESR 9 Bk (N EERALFE AR 48, b, FriR Ab 31 3R 4eid L FR A H 1 e v
K P s A D0 T4 i B T I Pk A B AR GUAR IR 0 Jo DRy 2 BR IR R 1) 45
oL

14, MRIEBOM R 13 Prik S RAL B AR G, S, BTk I 245 (47 fik 4 S A5 A7 A 4 4
TG, Frid At A Tl B N 5 A T EURUK 1096 15 %6 AHSGHIB Bl o

15, MRAEAUFER 9 Pk (W GERAL B R GE, Horh, Pk 4 2 5 22 /0 873 T R 0] BTk R
9] 5 B S P B A e BRI A AE AN 5 5 O 5 A TRMAF LE R B AR




CN 101145252 B WO B 1/13 7

BRIRIF R R AR R 4
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[0005] 28 Fo A R 77 v B ] ML RS (H SR B E AT EANBE S NI R . R
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T B S, IS ATRFE I ) N A T B TR R (BT ) A (FTERHL ) #5%m
FH R A5
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[0012] b ML UL, S Uiy 4 v 2 45 IR AR 2 A0 A, Bl an S8 . X AL AL, 41
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Bl 8RR AR T & . AR, 120k B R I R B 5 R B R (1) S8 ) 7 R
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FEM LA AE R, 90 T T EDALIR B 5

Ff 1 152 BF

[0015]  NAXAH(E, 245 B EIAH S A I8, AN T U BH mPokey R S 4 1 2 At A B, 7 B &
s

[o016] P& 1A AR — > St fa] 122 N =AU I AEM R T ZE A A 1] o
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TIALAT AL
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[0031] & 10A S Hl T2 e L E DL RS 1) R R AR IR 58— S 51 1 Jm AL o

[0032] & 10B J4 Hl T2 e ML E DL ARG 1) R B AR PR 58— S 1 1) TEAIL o
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— S L o

[0036] & 12C AR ¥ — A~ S 9] A 21 AT 22 2 A ™Y G - 1R S ) 245 P iR 1 B A S T 1) 28
i L o

[0037] & 12D S AR — A~ S 9] A2l AT 2 2 A Y G 1K) S ) 45 PR 1 AR A S5 i 1)
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fF 1470 b RETEER B SEEE] H, REID N A 130 A7 T 22 38 1471 b, AR SEFRNY H

6



CN 101145252 B WO B 4/13 51

It ] L B AT AT A 18 AL S, 9 A B G SO 14TR B o AR, ARSI Y T A
IR, TG 75 1 I 2 BRI A S A0AE ', HLAZ N 4w A 0 20 -6 0 1R L A 55, 91
EIRAS[AN: - 57 IEAR ] 5

[0042]  HRHEIE 1A 7R HH (P SEHER], RETD N & 25 130 n] A FEHR . T) W4 FE 7515 n.
IXFHEERS LRI [¥) REID M35 RN #EL 3 7 MR 32 31 64 {7 BN Z 2% 7503565 n, A
FECB o Pl o WM IRES 2 I FF SRR ) R INE HH BRAE RETD S E3s 137 0 1 24 B
Ze s A ENUAL T AR (1 [ P sl vT e S B0 R U

[0043] A f By G FERT 120 1R IE R E BRI OR 25 I N s 2k F i SRS xo BERLS
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A SRR 120 M4 AT DAFEZFT AL B A F AR BRI B 507 i
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x Fy {Hg N\ B AE N 3% 130 A7 R VAR 130 K AH 22 de fE iy R FER 120
Fo LT, BERE AL Y SEBR b G PR R MR I B A B &, R AR AL R
HHUE KPS n FEVEEBEIL S y 0 LIRS x {E.

[0046]  RUEFAS n BE RS v LIRS x #E RS B B EU, (AR IR Y, £
(RN R E I NI B 5 e bR B B B P e B o A R, SR 1) R S S DL A
(¥, MR T2 A28 BIRE . 7 ik tH REAEAR TS B 1 B sS4 T EPAL 100 b T
VERI D3 F €1 ST RERM 120, G SLREM 120 FIDhIE F0B ANS A SRRSO F T3 ENHL 100 1)
S5 Fo

[0047]  GnREH x MEAE My HoORE SR N4 7005 n R 2R EL, ) n F x ()
{H BB HAFETE RELID N 2E 130 T, 7E %A PS5 05 4 B I JF ] AR ) A H . mli%
PEHl, RGBS y A AR b, W P AP RS AE RFID &SSP, M &
120 ZZEAEFTENAL 100 LIS, 4T EPHLRERS AN 2R 2HT x T n ( L RATIEHEEEY v) , FF 56
UEEEUH x {EA2 T S5 U0 n {8 (DA v (5 ) AHAT, AiT38 e 2 15 2 A T4
NFT EIAL 100 (1) s & AR 120,

[0048] M\ CLJ 3R N 26 SE ok Dot I B — R A T F, nIAE S I AR X 2 2 R R 1S
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BT IEBALHR K BT A AT RER n (E, RO BRAE D IE 5 CA1F 3 T R HA AN n FIAH R
FIFEALAD x R IE AU B3, 75 sk VBN x B8 FTLL, Dt L BE A A BRI n.x FFE
A T

[0049]  Xf T HIFH'S n MRS v (W sV x B9S2 ke i 2 R 2 . @i H
—HE RO n Ry FEAT N, WR AN B VAR U R x o [RIRE Y, Dt RERS 15 3 1k
— 5 RS O AU x 545 —XF ny x HIFF.

[0050] g T HE—2D B 12 A RGN, VR AR A TR TE R AT 252 R R M 2 A BB
TREE RN . 25, TREREM 2 R0 Gt , BRSBTS B 2 2L AR 1B R 008
FRo WIRSNIE T AT FL AR BB R Ebl A, W] DASR F — A A 452 BeR BRI B2 AAE
WEGET o AT 7E FEHUH R Bl A A 1 452 B R B0 DT LA BT 1= B AL R P A0 0 AR V52 B o B 2
) S R0 o 80 1, RS £ i 8 P 8 P v s T b o) R LR A sl B R AT T2 R

W B AR B AR EOC A

[0051]  BAATISAT A 20 R0, HLEET ENHL 100 F5E &3 (K47t 2%, 49 201 RAM\ROM.EEPROM
AL N/ SV A AL b S b S | Tk A WA AT A DL R A N B SRR, T
XL AR IR o BT LU, B0, A B0 Pentium @3 Intel RAMALHES
IBM FEATITHENL. Al P, i BN R] BLE B Motorola R AMALEEAS ¥ APPLE ®
TR (HIE, iZ i E ML g b 2% AT DURATAT [ T S AL AR T3S | b o kb2 2%
(CPU) \FAb 2% . RISC R fRiFe 4R THEHL ) KB HSHL TR B0 A L oA A HE S
PR 55 2 2 s 2 B BUR R A R T SN BB T S LB S L. ST
SNUERN. AP35 R/ S AP 28 VT TAEAERR P 4R 2, IR P fa S R A EIE AT AE
MR ISP IR . IXFERFE T 482 7] REBRLAT it 75 BN U1 ROM. PROM. EPROM 25 (14 5
RMEAFAE RS A7, B0 AT DIOE i 9 4% sl 1Al 110 38 TRIDEBE M FE AT U5 T 3

[0052]  IAEZ %5 [ 1B Fron (S life], 7 T BRHRAT ERAL AL 100 LA R (s & FEH 120,
EE 1B R, (A S AEA 120 ZENEDRLRATENHL ML 100 W o AR AN H AR St
WAZ O ERE R 120 HTE 25 U BE 1670 R4S PBE 167R 2 i]. |87 Hy RETD W25 98 22 4%
TELESCPENE 1471 b AR ] DLz B /e 0 Ath 7, 49 G 22 /e 40 S8 147R b A &
Febf 120 2 J5, g M6 162 5 b IF /R SRR 4T EFLENL 100,

[0053] & T AL UL EH , LLTF U B AR A A B 1) SE e 1 ks HUR AR 415 n FIEARLS xo H
&, B RRANS y 5P n —iAEH DT R BT x, RIBAEARRAREREN . R
5 n SERBRBALS y FIARRZ AT LLEE T, fEHIE RPID N3 I, Fe 415 ]k A
[ s e, JF B TR A SR # T LU — T . 55— 5T, 76 L) R R s A
5y {PAEAE REID NZF 23, ELXE T RpFhes e R A TR 2 AH TR 1R (LA, IR AL U8 BH £
S s vHE O T P05 n A AR S TR AL S y A AR R

[0054] & 2A MR SP Ui e B, o H U4 — b A2 S AL A T S8 R A R B VR LT 1)
—ANSEHER o 1 G, HIE R LR A A E AR B, HIE B BUR L P D IR 202 Ko
PRI, W R A D LA x Fon (4R, sR2L PR LU . fEEPIR PRSP
FPER 202 2 5, T2 B RFID AR T 55 n D IR 204, 7] %75 FEM 1 il i
T 0 0 R 22 BEBIFERM b (¥ REID N4 R B2 BUT 415 ne 7405 n 78 T AR JF Hox
TR AR EE MR . N2, BE R PAT RS x = F(n) FPER 208, %L
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F 152 SUSABR T n (52 (e, BAARSR UL, F ol U2 248 8 R 0 an U R g vl 1. i
P ERAS x = F(n) BI2PER 208 tHE RS x 2 )5, A BB BT x /2#7E RFID
N ELE P IR 210, AT x JHAE N Z 48 1 A JLHARIX o

[0055]  ZEIE 2B o o2& — b FH AE =LA (0 mT 58 0 REM B B AR U 1) 55 — A ]
R S o AE IS b, S B SC A IR BB A R L By, o DR 2027 TP EERAL
BRI B LI Hh, 12RT 3 S A9 () 1R BE AR A PR R By, o 11020 BROA 70 5 0 2% A T ) 48 L ) B
k] B B, L] DAEE THUE 2 F DL AN % Fuikie 5 (Galois Field arithmetic). % FLEK
B, R AR B A B R I modQ] B, fE A B M AR T N 28— ANk
Diffie-Hellman J7 VALK TiXM B, X Z80 M AT Q BEAT L%, MFr Hiff 2 T 2L E,
o(G) =M modQ. ZSBISRL, WILEASTIRAT /A JIF), 26 F) 1A m] DA% DUF J7 ARk “HUBE” 175
5

[0056] G FIRRELMESE T M I G X7 AEXS Q IR EUAR o

[0057]  ZEAM A QMW NREE (prime values), EATZRIKIK R Z, M2 Q Mr =i %
L3 (prime Galois Field)GF(Q) HJZJt (primitiveelement) . fEIEFEFBREL Ty W20
B 202" PUEr w5, PP s RFID N T4 5 n 2DIR 204, & 2B
BTN SEEB I T — 0 2 R AHEM 2B y (K038 206, 2057 y A2 & i ik -5 08, T
T WG HL RS A, 3E R4 Z RETD N & 2 3 B 2 8 L

[0058] N LIPS AL (preparatory function)G(n, y) HIPER 208, B&#L G (n,
y) HMEIRAE A e Y Fy o (G) [RI5E SO INTAT R & pREL Fo G4 AE noy BUR BIFAUS xo
YLk, BELG (n,y) SRR (unique) X AT SER0FEM IR & B2 OR 2 11 ARIEHE, T
PEERELG (n, y) ARG RRRT noy BLG S ME— 145 5L, (AR — XS — WS AN 2 AR BH i b 23
(1) ARIEHE, A5 BREL G (n, y) NikEHE LRI (degenerative) JiaSH (pathological)
G{Ho Ry A2, IR 2 R S0 %08 15 B Ak T UL R (RSN IR -

[0059] G <0,

[0060] G =1,

[oo61] G= %ll il

[0062] G = (Q-1).

[0063] 4 AN FLAEE A BT, 7 A I AR YD PR 5K G T RE > BBOOR G B AL Ty o PR 20 42
Mo PRI GIERTE AL G (n, y) 2S5, B 2B FIoR sl thos RN ) — 2
RS x = By o6 (0, y) (5T 208, HH5EHEL IR, EREEUS x AR 5] REID 1
LA P08 210 T, B4R A S x AEE R — > SEHE 1K) RFID ARSI AILE IR IX . 14, 78
FEFEM AL y 1745 REID R385 212 P, AR BT KL T v A7 MR 28
s 2 JE s BISERT B 2 B S BT (KB ARG, ASTFER B PR 2875 m] LA g S50 o
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