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METHODS AND APPARATUS FOR 
COMMUNICATING DATA IN NETWORKS WITH 
SEPARATE CHANNELS FOR PACKET ASSEMBLY 

AND PACKET BROADCAST 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation application of 
application Ser. No. 09/624,280 ?led on Jul. 24, 2000, Which 
is a divisional application of application Ser. No. 08/ 687,777 
?led Jul. 31, 1996, Which issued as US. Pat. No. 6,115,747, 
Which application is a continuation-in-part application of 
application Ser. No. 08/556,518 ?led on Nov. 13, 1995, noW 
abandoned. Other related applications include application 
Ser. No. 08/690,673, Which issued as US. Pat. No. 5,761, 
433; application Ser. No. 08/690,676, Which issued as US. 
Pat. No. 5,793,981; application Ser. No. 08/688,799, Which 
issued as US. Pat. No. 6,061,730; and application Ser. No. 
08/690,735, Which issued as US. Pat. No. 6,076,117. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to computer netWorks 
and, more particularly, to computer netWorks in Which data 
is communicated among a plurality of computers. 

[0004] 2. Description of Related Art 

[0005] Computer networking involves moving data from 
one point to another. Computer networking or “interopera 
tion” usually begins With computers in the same of?ce or the 
same building connected in a local netWork. The term “local 
area netWor ” or LAN describes a group of computers 

typically connected by no more than 1,000 feet of cable 
Which interoperate and alloW people to share resources. 

[0006] In the late 1970s and early 1980s, important Work 
Was done on LANs for a large number of computers. An 
important set of standards and protocols called “Ethernet” 
Was conceived and developed to the point of becoming a 
commercial product. At about the same time, another set of 
standards and protocols knoWn as “ARCNET” Was devel 
oped. Soon thereafter, a third major netWorking technology 
knoWn as “Token Ring” Was developed. 

[0007] With the rapid increase of interest in netWorks, 
particularly local area netWorks, client/server computing is 
quickly becoming the backbone of data processing systems. 
As local area netWorks expand and as data processing tasks 
become more complex, netWorks become more congested, 
resulting in poor performance and requiring more compli 
cated customer installations. 

[0008] Many of today’s applications require netWorks 
With high bandWidth capabilities. Databases are becoming 
larger and more sophisticated and are being accessed by 
greater numbers of users. Further, many industries have been 
migrating toWard applications involving high-resolution 
color graphics, Which applications require high bandWidth to 
handle the large amount of data involved With this type of 
graphics. 

[0009] In many application environments, it is often desir 
able to store executable ?les in central data servers or ?le 
servers, to Which computer Workstations in the netWork are 
connected, rather than on the local disk drives of Worksta 
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tions. This is because the application programs must be 
constantly maintained and updated to ensure compatibility 
With neW peripherals and to take advantage of the latest 
revisions. This approach is especially advantageous in large 
organiZations Where the technical labor requirement for 
updating application programs at every Workstation is 
impractical. 

[0010] HoWever, When a substantial number of users (i.e., 
computers) simultaneously load program ?les over the net 
Work, bandWidth quickly becomes a serious problem. Even 
netWorks With feWer than 100 Workstations can become 
unusably sluggish in performance When the users are 
actively loading and executing programs from, for example, 
the WindoWsTM environment, over the netWork. 

[0011] To alleviate these problems, the common Wisdom 
has been to install more ?le servers and to divide the 
netWork into smaller local area netWorks connected together 
by routers or bridges. While this approach has greatly 
improved performance for many organiZations, it is costly 
and creates delays and complications When it is necessary 
for users to share information over a Wide area of the 
netWork. 

[0012] The computer industry is responding to these prob 
lems With a diversity of neW and innovative products. 
Ethernet adapters With data rates of up to 100 megabits per 
second (Mbps) are noW commercially available and are 
quickly becoming affordable. Another approach, knoWn as 
“sWitching hub technology,” dedicates a portion of the LAN 
to a single or small group of users. Many Token Ring LANs 
have also risen to the challenge to ?nd Ways to increase their 
performance and are operating at 16 Mbps. 

[0013] Most netWorking managers are looking forWard to 
the introduction of Asynchronous Transfer Mode (ATM) 
protocol as the solution to their netWorking bandWidth 
problems. Although most analysts see ATM as the Wave of 
the future, its emergence has been sloWer than predicted, 
because ATM doesn’t neatly ?t the layered models common 
to existing netWorks and the ATM speci?cation itself does 
not encompass such things as speed and protocols. ATM is 
a sophisticated sWitch netWorking system that hosts an 
active application at each end. Although it breaks data into 
53-Byte “Cells,” ATM is not a packet sWitched or router 
netWork architecture. In fact, for every stream of data sent, 
ATM creates a virtual circuit among tWo or more points. 
Many on-line services, neWspapers, and cable television 
providers believe ATM, With its roots in a telecommunica 
tions effort to unify voice and data transmissions, is the pipe 
they need to deliver large amounts of information to a 
desktop or set top box. But for that to happen, users Will need 
faster PCs, ATM aWare applications, and loWer prices. 

[0014] Existing netWorks have achieved a degree of 
interoperability through a foundation in the seven-layer 
Open Systems Interconnection (OSI) model. ATM, on the 
other hand, With its dedicated point-to-point connections, is 
a clear deviation from current technologies. To implement 
the ATM approach, application softWare needs to be modi 
?ed to become ATM aWare. This is necessary since the 
topology differences betWeen ATM and today’s netWorking 
schemes Will require logical decisions Which, in some cases, 
cannot be adequately provided through customiZed physical 
layer interfaces and drivers. 



US 2003/0041161 A1 

[0015] Network Interface Cards 

[0016] Network interface cards, sometimes called LAN 
adapters, function as an interface betWeen the computer and 
the netWork cabling, linking the computer to the netWork 
cable system. The card controls the How of data betWeen the 
computer’s internal data bus and the serial stream of data on 
the netWork cable. Some computers are provided With a 
netWork interface card on the motherboard of the computer, 
but the cards are usually added to the computer’s expansion 
bus. NetWork interface cards also change the form of the 
computer generated data from a Wide parallel stream, e.g., 8 
bits at a time, to a narroW stream moving 1 bit at a time in 
and out of the netWork port. Conventional netWork interface 
cards buffer data because the computer is typically much 
faster than the netWork. 

[0017] Many netWork interface cards have a processor 
specially designed for on-board processing poWer. These 
processors are augmented by 8K to 64K of RAM and by 
specialiZed transceivers that handle the electrical interface 
With the cable. 

[0018] NetWork interface cards generate the electrical 
signals that travel over the netWork cable. Each netWork 
interface card folloWs speci?c rules controlling access to the 
cable. NetWork interface cards for Ethernet and Token Ring 
both use the same basic system of electrical signaling of the 
cable. A technique called Manchester encoding provides a 
Way to transmit 0s and 1s using direct current voltage pulses 
that range from —15 to+15 volts. The netWork interface cards 
translate each eight changes in the voltage level as a char 
acter in the ASCII data alphabet. 

[0019] The Ethernet Protocol 

[0020] In the Ethernet approach to netWorking, each data 
packet issued by each computer in the netWork is received 
by all the other computers in the netWork. A computer 
monitors the netWork to determine When the netWork is idle, 
at Which time the computer may issue a packet. If the 
netWork is busy, the computer must Wait. If tWo or more 
computers determine that the netWork is idle and respec 
tively issue packets at the same time, a collision occurs. In 
busy Ethernet netWorks, collisions occur frequently. 

[0021] In an Ethernet netWork, the interface cards share 
the common cable by listening before they transmit and 
transmitting only during a break in the traf?c When the 
channel is quiet. This technique is called carrier-sense 
multiple access With collision detection (CSMA/CD). With 
collision detection, if tWo stations begin to transmit at the 
same time, they detect the collision, stop, and retry after a 
sufficient time interval. 

[0022] The Token Ring Protocol 

[0023] Collisions are eliminated by the Token Ring 
approach. In a Token Ring netWork, packets travel from 
computer to computer in a closed-loop ring. A packet Will 
travel in this manner until the packet reaches its address, at 
Which time it is read and removed from the ring by the 
computer at that address. 

[0024] NetWork interface cards for Token Rings use a 
complex media-access control scheme called “token pass 
ing.” Whereas Ethernet cards contend for access to the cable, 
Token Ring cards must have permission to transmit into a 
cable system that forms a complete electrical loop or ring. 
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Under this technique, the active cards negotiate, using their 
built-in serial number, to determine a master interface card. 
The master initiates a special message called a free token. 
When an interface card With data to send receives a free 
token, it changes the free token into a message and sends it 
to the next station up the ring for relay. After the addressed 
interface card receives the message and the message returns 
to the originating interface card, that card initiates a neW free 
token and the process begins again. As a draWback, a 
computer must Wait for the marker before issuing a packet. 
Further, if a packet is addressed incorrectly or is otherWise 
undeliverable, the packet Will endlessly circulate in the 
token ring. Therefore, special means must be provided to 
keep the ring clear. 

[0025] The ARCNET Protocol 

[0026] ARCNET netWork interface cards use a media 
access control scheme. A designated “master card” main 
tains a table of all active netWork interface cards and polls 
each netWork interface card in turn, giving permission to 
transmit. 

[0027] More speci?cally, ARCNET uses a star cabling 
pattern With passive and active hubs that can extend the 
cabling farther than Ethernet or Token Ring con?gurations. 
NetWorked devices share the cabling using an orderly poll 
ing scheme. The installer sets sWitches on each netWork 
interface card, Which gives the card a speci?c number. The 
loWest numbered active card becomes a master controller. It 
sends a message to each adapter in sequence, giving it 
permission to transmit any data it holds. The standard 
ARCNET signaling speed of 2.5 Mbps limits the maximum 
throughput, although faster speeds have been recently devel 
oped. 
[0028] The Asynchronous Transfer Mode Protocol 

[0029] An ATM netWork is con?gured much like a tele 
phone netWork. An issued packet travels from the issuing 
computer to the receiving computer on a communication 
line that other computers in the netWork are not currently 
sharing. Application softWare often needs to be modi?ed to 
be compatible With an ATM netWork. 

SUMMARY OF THE INVENTION 

[0030] A netWork includes a plurality of sequentially 
connected computers. Data packets generated by the com 
puters are merged into a stream of data packets on a delivery 
channel. The stream of data packets is then broadcast to all 
of the computers in the netWork on a separate broadcast 
channel. 

[0031] Other aspects, features, and advantages of the 
present invention Will become apparent to those skilled in 
the art from a reading of the folloWing detailed description 
With reference to the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0032] FIG. 1 is a block diagram of an exemplary embodi 
ment of a computer netWork implemented according to 
netWorking principles of the present invention; 

[0033] FIG. 2 is a block diagram of a computer netWork 
illustrating netWorking principles of the present invention, 
particularly illustrating a chain of stations connected by a 
sequential reception channel and a separate delivery chan 
nel; 



US 2003/0041161 A1 

[0034] FIG. 3 is a block diagram of an exemplary embodi 
ment of a network hub con?gured in accordance With 
networking principles of the present invention; 

[0035] FIG. 4 is a block diagram of an exemplary embodi 
ment of a netWork interface card con?gured in accordance 
With netWorking principles of the present invention; 

[0036] FIG. 5A is a block diagram of an exemplary 
method of merging data packets implemented in accordance 
With the netWorking principles of the invention; 

[0037] FIG. 5B is a block diagram of another exemplary 
method of merging data packets implemented in accordance 
With the netWorking principles of the invention; 

[0038] FIG. 6 is a block diagram of an exemplary embodi 
ment of a netWork having mirrored servers implemented in 
accordance With netWorking principles of the present inven 
tion; 
[0039] FIG. 7 is a block diagram of an exemplary embodi 
ment of a netWork hub for use in a mirrored-server netWork 

con?gured in accordance With the invention; 

[0040] FIG. 8 is a block diagram of an exemplary embodi 
ment of a Wide area netWork implemented in accordance 
With netWorking principles of the present invention; 

[0041] FIG. 9 is a schematic vieW of an exemplary 
embodiment of a computer netWork implement in accor 
dance With the present invention, particularly illustrating a 
?le-server netWork con?guration; 

[0042] FIG. 10 is a schematic vieW of an exemplary 
embodiment of a netWork interface card implemented in 
accordance With the invention; 

[0043] FIG. 11 is a schematic vieW of an exemplary 
embodiment of a computer netWork implemented in accor 
dance With the invention, particularly shoWing a dual ?le 
server netWork con?guration; 

[0044] FIG. 12 is a schematic vieW of an exemplary 
embodiment of a netWork hub implemented in accordance 
With the present invention; 

[0045] FIG. 13 is a schematic vieW of an exemplary 
embodiment of a computer netWork implemented in accor 
dance With the invention, particularly shoWing a Wide area 
netWork con?guration; 

[0046] FIG. 14 is a schematic vieW of an exemplary 
embodiment of a computer netWork implemented in accor 
dance With the present invention, particularly illustrating a 
Wide area netWork con?guration With access to the Internet; 

[0047] FIG. 15 is a schematic vieW of an exemplary 
embodiment of a computer netWork implemented in accor 
dance With the present invention, particularly shoWing a 
Wide area netWork con?guration With access to a mail 

server; 

[0048] FIG. 16 is a schematic vieW of an exemplary 
embodiment of a computer netWork implemented in accor 
dance With the present invention, particularly shoWing a 
mirror-server con?guration; and 

[0049] FIG. 17 is a schematic vieW of an exemplary 
embodiment of a computer netWork implemented in accor 
dance With the present invention, particularly illustrating a 
video-server netWork con?guration. 
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DESCRIPTION OF THE INVENTION 

[0050] Networking principles of the present invention are 
exempli?ed by the embodiments illustrated in the draWings. 
These principles focus on a tWo-channel approach to com 
municating data Within a netWork environment. Exemplary 
embodiments of these netWorking principles may take dif 
ferent forms, many of Which are illustrated in the draWings. 
HoWever, the disclosure herein Will detail speci?c preferred 
embodiments of this novel approach to netWorking and Will 
not provide an exhaustive description of all embodiments 
Within the scope of the netWorking principles set forth herein 
and in the appended claims. 

[0051] The NetWork 

[0052] Referring to the draWings, particularly to FIG. 1, a 
netWork 10 implemented according to the principles of the 
present invention is shoWn. The netWork 10 utiliZes tWo 
separate transmission channels to communicate data Within 
the netWork 10. One of the transmission channels sequen 
tially routes data issued from computers in the netWork 10 
through the computers in the netWork. The other transmis 
sion channel broadcasts this routed data to all the computers 
in the netWork 10. As knoWn in computer networking, data 
generated by computers is typically in the form of data 
packets. Each data packet includes not only the data gener 
ated by the computer but may also include addressing 
information, error detection information, and so on, so that 
each packet may be an addressed data packet. 

[0053] More speci?cally, the netWork includes a plurality 
of computers 12, preferably being capable of generating 
data, in communication With each other via communication 
media. Each of the computers 12 is provided With a netWork 
interface card (NIC) 14. AnetWork hub 16 interconnects the 
plurality of netWork interface cards 14, thereby intercon 
necting the computers 12 of the netWork 10. The netWork 
hub 16 also communicates via a broadcast output 18 thereof 
With a broadcast input 20 of each of the netWork interface 
cards 14. 

[0054] The interface betWeen the computer 12 and the 
netWork interface card 14 alloWs the computer 12 to gen 
erate data packets and to provide these generated data 
packets (i.e., local data packets) to the netWork interface 
card 14 for transmission to the netWork 10. The interface 
also alloWs the netWork interface card 14 to provide the 
computer 12 data packets received from the netWork or from 
a remote source (i.e., remote data packets). 

[0055] As illustrated in FIG. 1, the computers 12 are 
connected in the form of a chain of computers beginning 
With a ?rst computer (i.e., Computer 1) and ending With a 
last computer (i.e., Computer N) in the chain. In linking the 
computers 12 in this manner, data generated by Computer 1 
is sent to the netWork hub 16 Which in turn sends this 
Computer 1 data to Computer 2. In addition to sending the 
Computer 1 data back to the netWork hub 16, Computer 2 
may also generate and send its oWn local data to the netWork 
hub 16. The netWork hub 16 then sends the Computer 1 and 
Computer 2 data to Computer 3. This sequential linking of 
the computers 12 continues through to the last computer in 
the chain, i.e., Computer N. The last computer, hoWever, is 
not linked back to the ?rst computer. 

[0056] Computer N receives remote data packets from the 
netWork hub 16, Which remote data packets are data packets 
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generated by any one of or all of the computers preceding 
Computer N in the netWork (i.e., Computer 1 through 
Computer N-1). Computer N sends these remote data pack 
ets back to the hub 16, and may add local Computer N data 
packets to the chain of data packets. Therefore, data packets 
received by the netWork hub 16 from the last computer in the 
chain of computers, i.e., Computer N, are the data packets 
generated by any and all the computers 12 in the netWork 10, 
Which may be called “network data packets.” The netWork 
hub 16 then broadcasts these netWork data packets to all the 
netWork interface cards 14 in the netWork 10. Each of the 
netWork interface cards 14 then in turn provides these 
netWork data packets to the computer 12 connected thereto. 
Accordingly, all the computers 12 in the netWork 10 receive 
any data packet generated by any of the computers 12 in the 
netWork 10. 

[0057] In vieW of the foregoing description, the netWork 
ing principles of the present invention may be described as 
a netWork in Which (1) data packets are sequentially gath 
ered from the computers in the netWork on a reception or 
packet assembly medium and (2) the sequentially gathered 
data packets are delivered to all the computers in the 
netWork at the same time on a delivery or packet broadcast 
medium. 

[0058] Ablock diagram illustrating this novel networking 
principle is shoWn in FIG. 2. The netWork 10 includes a 
plurality of nodes or stations 22 (each station 22 preferably 
including a computer and a netWork interface card) through 
Which data packets issued by the stations 22 are sequentially 
chained and routed on a reception medium 24. The last 
station 22, i.e., Station N, provides the sequentially chained 
and routed data packets to a broadcast unit 26 Which 
broadcasts these data packets from the last station to all the 
stations 22 on a delivery medium 28, shoWn in dashed line. 

[0059] In order to describe the present invention as clearly 
as possible, generic terms for many of the devices and ideas 
common to netWorking technology are used. For eXample, in 
addition to the term “data” mentioned above, the term 
“computer” is used to described any electronic device 
capable of being connected Within a netWork, including 
computer Workstations, ?le servers, computer peripherals 
(Which may not be capable of generating data to send over 
the netWork), and so on. The term “station” is used to 
describe a computer coupled With a netWork interface card. 
The term “communication media” encompasses all media 
forms used to communicate data, including, for eXample, 
coaXial cable, tWisted-pair cable, ?ber optical systems, and 
infrared systems. 

[0060] The NetWork Hub 

[0061] A netWork hub implemented according to the prin 
ciples of the present invention is shoWn in FIG. 3. The 
netWork hub 16 may function as a media access unit by 
con?guring the communication media of the netWork 10 into 
a reception or packet assembly channel for sequentially 
routing data packets through the last computer in the net 
Work and a delivery or packet broadcast channel for broad 
casting data packets routed through the last computer in the 
netWork to all the computers in the netWork. 

[0062] In order to do this, the netWork hub 16 includes a 
plurality of input-and-output pairs 30. Each input-and-out 
put pair 30 has an input 32 and an output 34 paired together. 
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Each input-and-output pair 30 communicates With the net 
Work interface card of a station or computer of the netWork 
10 via the delivery channel 24 as described above. The input 
32 of each input-and-output pair 30 is connected to the 
output 34 of another input-and-output pair 30, shoWn by 
connection 36. Accordingly, data packets issued by a ?rst 
station are received by the input 32 of a ?rst input-and 
output pair 30 and are then provided to the output 34 of a 
second input-and-output pair 30, Which data packets are then 
sent to a second station. The input-and-output pair 30 
communicating With the last station in the netWork, i.e., 
Station N, provides data packets received by the input 32 
thereof to a broadcast ampli?er 38. The broadcast ampli?er 
38 then provides these data packets to the broadcast output 
18 to be broadcast to all the stations via the delivery channel 
28. 

[0063] The NetWork Interface Card 

[0064] AnetWork interface card implemented according to 
the principles of the present invention is shoWn in FIG. 4. 
The netWork interface card 14 includes a remote input 40 
and a remote output 42, each of Which is connectable to the 
reception medium 24. The remote input 40 receives data 
packets from one of the input-and-output pairs 30 of the 
netWork hub 16 and provides these data packets to the 
remote output 42. The remote output 42 in turn provides the 
data packets to the neXt input-and-output pair 30 sequen 
tially in the hub 16. 

[0065] The netWork interface card 14 further includes a 
local input 44 Which is connectable to the computer 12. The 
local input 44 is in communication With the remote output 
42. The local input 44 receives data packets from the 
computer to Which it is connected and provides these data 
packets to the remote output 42 for transmission to the 
netWork hub 16 on the reception medium 24. The remote 
input and output 40 and 42 and the local input 44 are 
concerned With the gathering, merging, and routing of data 
packets in the netWork on the ?rst transmission medium 24. 

[0066] Regarding the handling of data packets on the 
delivery medium 28 of the netWork 10, the netWork interface 
card 14 further includes at least one but preferably tWo 
broadcast inputs 46 and a local output 48 in communication 
With the inputs 46. 

[0067] The ?rst broadcast input 46 is connectable to the 
delivery medium 28 of the netWork, receives the broadcast 
netWork data packets from the broadcast output 18 of the 
netWork hub 16, and provides the broadcast data packets to 
the local output 48. The local output 48 then provides the 
netWork data packets to the computer to Which it is con 
nected. Either the netWork interface card 14 or the computer 
to Which it is coupled may determine Which of the data 
packets of the broadcast data packets are addressed to the 
computer. 

[0068] According to the exemplary embodiment shoWn, 
the netWork interface card 14 may include a broadcast 
processor 49 connected betWeen the broadcast inputs 46 and 
the local output 48. The broadcast processor 49 receives data 
packets from the broadcast inputs 46 and determines Which 
of the data packets are addressed to the local computer. The 
broadcast processor 49 then transmits the data packets 
addressed to the local computer to the local output 48. In 
other Words, the broadcast processor 49 monitors data 
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