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Methods are presented suitable for clustering computational
event logs (2) including a method for calculating a metric
distance between characters of different event messages (4)
by comparing both characters to a comparative set of
characters. Methods are presented for calculating a metric
distance between two event messages (4) comprising deter-
mining character metric distances between characters in the
compared words and word metric distances between the
words in the compared events (4), Methods are presented for
creating an area (8) in metric space corresponding to a new
cluster (6) when a further event message (26) is found in an
overlap region (24) of existing clusters (6, 8). Methods are
presented in populating and constructing an event table.
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METHODS OF CLUSTERING
COMPUTATIONAL EVENT LOGS

The present invention is in the field of computer program
event analysis, more specifically in the field of clustering
computational error logs.

Computers use file systems that allow for and manage
access to data on computer hardware. Many different file
systems exist including disk file systems such as FAT and
device file systems such as Linux. For high performance
computing (HPC) using large scale computing clusters,
parallel distributed file systems are generally used, for
example the Lustre™ file system.

Such file systems typically record events to allow the
computer processes and outcomes to be audited. This is
commonly known as computer data logging, where the
common standard for logging events is known as Syslog™
which separates the message generating software from the
storing system and the message analysing system.

Failures and errors generate event logs which are a feature
of modern computer systems. Event logs consist of lines of
programmer/developer written messages which contain
alert/warning/information messages about the system health
at a particular space and time, i.e., timestamps and host/node
names. This makes event logs a rich source of information
for system diagnostics.

The possibility of an error or a failure is increased when
many interdependent storage, network and computer sub-
systems need to co-operate and communicate to achieve a
seamless synergy of a single system without any collisions.
Thus failures are commonplace in HPC systems due to their
massive scale and complexity. The dependability, reliability
and availability of HPC systems greatly depend on their
ability to either completely avoid or quickly recover from
failures.

System event log analytics try to provide important
insight into the past and present behaviour of the system and
enable the prediction of the health of the system in the
future. Event logs are, however, unstructured. The event
messages are written by individual programmers/developers
to assist them with debugging the system at a very deep
technical level and are inherently difficult to work with by
others. Thus, the cryptic, technical, and voluminous event
messages make log analysis a daunting task. System admin-
istrators and network administrators in small computing
environments perform manual log analysis.

Manual event analysis is not an option for large HPCs
because thousands of storage, network and compute systems
generate massive amounts of complex, cryptic and unstruc-
tured content. Automated log analysis of HPC Lustre file
system logs for alert detection and anomaly identification
are currently under investigation, for example in the follow-
ing publications.

“An Evaluation of Entropy Based Approaches to Alert
Detection in High Performance Cluster Logs”, by A.
Makanju, A. Zincir-Heywood and E. Milios, IEEE QEST
2010.

“Diagnosing the Root-Causes of Failures from Cluster
Log Files” by Edward Chuah, et al., 2010 International
Conference on High Performance Computing.

“What supercomputers say: A study of five system logs”
by A. J. Oliner and J. Stearley, Proceedings of the 2007
International Conference on Dependable Systems and Net-
works (DSN), 2007.

A number of commercial and open source tools are
available to tackle the problem at small scales in limited
environments, for example:
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Splunk. http://www.splunk.com/

Pentaho http://www.pentaho.com/

Chukwa http://wiki.apache.org/hadoop/Chukwa

An important aspect of any automated log analysis is data
mining the massive amounts of unstructured cryptic log
messages for sensible event types. Once sensible event types
are extracted, each log message can be assigned with a
matching event type thereby creating some structure from
completely nonsensical initially unstructured data. This is
commonly known as clustering event logs.

Some approaches evaluate clusters using metric math-
ematics whereby a metric (otherwise known as a ‘distance
function’) is used to define a distance between two event
logs. Several different distance functions exist that define
how the distance is metricised including Hamming distance,
Levenshtein distance and Cosine similarity. Metric distances
are often conceptualised in a metric space and known
methods of calculating the distance function directly com-
pare the values in the different character strings being
evaluated.

FIG. 1 shows an example of some event logs generated by
a Lustre file system in an HPC environment. FIG. 2 shows
the different fields in typical event logs. Each event log is a
string of characters subdivided sequentially into a time field
(otherwise known as the event time stamp) a space field
(otherwise known as the event hostname) and the event
message. The event message can be further subdivided into
a class field, a facility field and a message field.

Clustering events is the task of grouping similar events
together such that event messages within a cluster are
similar or the same. Typically, pair-wise disjoint subsets of
similar/same events are created as shown in FIG. 3 which
shows a conceptualisation of a plurality of points clustered
into 4 subsets denoted by the subscripts A, B, C and D where
each subset contains similar (geometrically close) points.
The term ‘pairwise disjoint subsets’ refers to a collection of
sets, in this case event clusters, where any two sets in the
collection have no element in common. All subsets A, B, C
and D are pair-wise disjoint and the union of all them
represent the original entire set.

Analysing historical event logs from HPC systems often
involves dealing with a large amount of event logs because
modern computers, especially HPC systems, generate an
enormous amount of events in a short span of time. Repre-
senting a cluster simply as a set with points, i.e. a collocation
of all similar event messages, incurs a large memory foot-
print, leading to incredibly slow analysis when it comes to
finding out which cluster a given event message belongs to.

Treating the event log as a metric space M where a
distance function d is defined for any two given event
messages is used to enable efficient clustering and analysis.

A metric ball in metric space (such as an open ball or a
closed ball) can be used to represent clusters of event logs.
Mathematically, each ball can be represented by a centre
point p and a radius r. The ball contains a set of nearby points
which are similar to each other.

An open metric ball of radius r and centre p in M is a ball
that contains event logs within the space inside the ball but
excluding events on its boundary. It is denoted and defined
as follows:

B:p)® (rEMd(p.x)<r) Fqu. 1

A closed metric ball of radius r and centre p in M is a ball
that contains event logs within the space inside the ball
including events on its boundary. It is denoted and defined
as follows:

B:p)® rEMd(px) S 1) Fqu. 2
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In the above equations 1 and 2, d(p, x) denotes the
distance between points p and x.

When using a discrete metric space to describe event
messages, where the distance between any two points is zero
or a positive integer, the closed ball B(r, p) and open ball
B(r+1, p) are the same. Therefore, it is not necessary to
distinguish between open and closed balls in the mathemati-
cal analysis. We can simply refer to them as metric balls
meaning they are either open balls or closed balls, not a mix
of both.

A pairwise disjoint event cluster can be effectively rep-
resented by a metric ball in the metric space if a metric ball
exists comprising a covering of that particular cluster and
contains no other points than the points contained in the
cluster itself. This is geometrically illustrated in FIG. 3
where the clusters A, B, C, and D, are subsets of metric balls
B(R, X)), BRzXp), BRX), and B(R,,X ). The figures
herein illustrating metric balls and event messages depict
metric balls as two dimensional (2D) circles with two
dimensional clusters of event messages. Metric balls are not
circles, but balls in metric space and the circle drawings used
to show them are purely for conceptual understanding of
how different event messages may be covered by different
metric balls.

Even though each metric ball is a covering of the cluster,
it contains no other points than points already contained in
the cluster. Thus, the collection of subsets is pairwise
disjoint. This can be stated mathematically as follows:

SCB(R,X,)B(R,X,)\s=0sE{4,B,C.D} Equ. 3

Geometrically, the metric balls may or may not intersect
depending on their centre points and radius, but no points of
the event metric space belongs to more than one metric ball.
Geometrically, in FIG. 3, the metric ball B(Rz,Xj) is com-
pletely isolated from other balls. Both of the metric ball pairs
B(R X)), B(Rp,X,) and B(R-.X)/B(Ry.X,) intersect,
however, both of these intersections contain no points from
the event metric space.

According to a first aspect of the invention there is
provided a method of determining a metric distance in a
metric space between: a first character associated with a first
computational event message; a second character associated
with a second computational event message; comprising the
steps of: comparing both the first and second characters to a
comparative set of characters; outputting a first predefined
metric distance when both of the first and second characters
comprises a character from the said comparative set.

The method may further comprise the steps of: comparing
the first character with the second character; and, outputting
a fundamental predefined metric distance if the first and
second characters are identical.

The method may further comprise the steps of: comparing
the first character with the second character; and, outputting
a second predefined metric distance if: the first and second
characters are non-identical; and, at least one of the first or
second characters does not comprise a character from the
set.

The step of outputting a second predefined metric distance
may further comprise: outputting a first value for the second
predefined metric distance if: the first character comprises a
character from the said comparative set; and, the second
character does not comprise a character from the said
comparative set; or, outputting a second value for the second
predefined metric distance if: the first character does not
comprises a character from the said comparative set; and, the
second character comprises a character from the said com-
parative set; or, outputting a third value for the second
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predefined metric distance if: the first character does not
comprises a character from the said comparative set; and, the
second character does not comprises a character from the
said comparative set.

The fundamental metric distance may be zero.

The first predefined metric distance may be zero.

The first predefined metric distance may be non-zero.

The second predefined metric distance may be non-zero.

The second predefined metric distance may be greater
than the first predefined metric distance.

The first and second values of the second predefined
metric distance may be identical.

The first and second values of the second predefined
metric distance may be non-identical,

The third value of the second predefined metric distance
may be greater than both the first and second values of the
second predefined metric distance.

The numerical difference between the first and second
values of the second predefined metric distance may be
smaller than the numerical difference between any of: the
first and third values of the second predefined metric dis-
tance; or, the second and third values of the second pre-
defined metric distance.

The numerical difference between the first and fundamen-
tal metric distances may be smaller than any of: the numeri-
cal difference between the first value of the second pre-
defined metric distance and the first predefined metric
distance; or, the numerical difference between the second
value of the second predefined metric distance and the first
predefined metric distance; or, the numerical difference
between third value of the second predefined metric distance
and the first predefined metric distance.

The third value of the second predefined metric distance
may be at least ten times greater than the value of any of the
first and second values of the second predefined metric
distance.

The step of outputting a first predefined metric distance
may further comprise the steps of: comparing the first
character with the second character; and, outputting the first
predefined metric distance if the first and second characters
are different.

Any of the first, second and third values of the second
predefined metric distance may comprise a unit distance in
metric space.

The first character may comprise a character selected
from a first set of characters.

The second character may comprise a character selected
from a second set of characters.

The first and second sets of characters may comprise
alphanumeric characters.

The first and second sets of characters may be identical.

The comparative set of characters may comprise part of
the first or second sets of characters,

The comparative set of characters may be a predefined set
of characters.

The comparative set of characters may comprise decimal
characters.

The comparative set of characters may comprise the
characters {0, 1, 2, 3, 4, 5, 6, 7, 8, 9}.

The comparative set of characters may comprise hexa-
decimal characters.

The comparative set of characters may comprise the
characters {A, B,C,D, E,F,ab,c,d, e, f,0,1,2,3, 4,5,
6,7, 8,9}
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The first computational event message may be associated
with a first computational event log; and, the second com-
putational event message may be associated with a second
computational event log.

According to a second aspect of the invention there is
provided a method of calculating a distance in metric space
between computational event messages, each computational
event message comprising a set of one or more words, the
method comprising the steps of: determining for each word
in a first set of one or more words that corresponds to a word
in a second set of one or more words, a word metric distance
between said words by: determining for each character in the
said word of the first set that corresponds to a character in
the said word in the second set, a character metric distance
between the said characters; summing the said character
metric distances; summing the said word metric distances.

The method may calculate a distance in metric space
between computational event messages comprising the steps
of: providing a first event message associated with a first
event log; the first event message comprising a first word
sequence of one or more computational words; wherein each
of said one or more computational words comprises a
sequence of one or more characters; providing a second
event message associated with a second event log; the
second event message comprising a second word sequence
of one or more computational words; wherein each of said
one or more computational words comprises a sequence of
one or more characters; determining, in sequence, for each
word in the first word sequence that corresponds to a word
in the second word sequence, a word metric distance
between said words by: determining, in sequence, for each
character in the said word of the first sequence that corre-
sponds to a character in the said word in the second word
sequence, a character metric distance between the said
characters; summing the said character metric distances;
summing the said word metric distances.

The step of: providing the first event message, may further
comprise the steps of: providing a first event log comprising
the first event message; extracting the first event message
from the first event log. The step of providing the second
event message, may further comprise the steps of: providing
a second event log comprising the second event message;
extracting the second event message from the second event
log.

The first and second event logs may be first and second
error event logs respectively.

The method may further comprise the steps of: comparing
the number of words in the first event message to the number
of words in the second event message; and, increasing the
metric distance between the said event messages if one of
the said event messages comprises a greater number of
words than the other event message.

Increasing the metric distance between the said event
messages may further comprise the steps of: determining the
longest event message comprising the greatest number of
words; and, determining a set of words comprising, in
sequence, the words of the longest event message that are in
excess of the other event message; and, increasing the metric
distance between the said event messages by a value asso-
ciated with the said number of excess words.

Increasing the metric distance between the said event
messages may further comprise the steps of: determining a
set of words, comprising, in sequence, the words in the
longest message in excess of the last word in the word
sequence of the other event message; and, determining, for
each word in the set, a word weight value associated with the
number of characters in the said word; and, summing the
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word weight values; and, increasing the metric distance
between the said event messages by the sum of the word
weight values.

Determining a word metric distance between said words
may further comprise the steps of: comparing the number of
characters in the said word of the first word sequence to the
number of characters in the said word of the second word
sequence; and, increasing the word metric distance if one of
the said words comprises a greater number of characters
than the other said word.

Increasing the word metric distance may further comprise
the steps of: determining a character weight value associated
with the difference between the number of characters in the
said word of the first sequence to the number of characters
in the said word of the second sequence; and, increasing the
word metric distance by the character weight value.

Determining the character weight value may further com-
prise the steps of: determining a difference value by sub-
tracting the number of characters in the said word of the first
word sequence to the number of characters in the said word
of the second word sequence; taking the modulus of the
difference value.

The character metric distance between the said characters
may be determined using any of the methods and/or features
according to the first aspect.

According to a third aspect of the invention there is
provided a method of defining an area in metric space for
clustering computational event messages, comprising the
steps of: providing a first plurality of defined areas in metric
space: wherein: each area comprises at least one of a first
plurality of event messages; and, each of the said first
plurality of event messages is located within one of the
plurality of defined areas; providing an overlap region in
metric space wherein at least two of the said plurality of
defined areas partially overlap; determining whether a fur-
ther event message is located in the overlap region in metric
space; creating a further defined area in metric space com-
prising: the further event message; and, the event messages
comprised within the at least two partially overlapping
areas.

Each of the said first plurality of defined areas may
comprise: a metric ball in metric space; and, a radius,
defining the ball, extending from a central event message;
wherein the central event message is one of the first plurality
of event messages.

The step of creating the further area in metric space may
further comprise the steps of: providing a distance in metric
space, for each of the first plurality of defined areas,
between: the further event message; and, the said central
event message of the defined area; comparing each metric
distance for each defined area to the respective radius for the
defined area; determining that the further event message is
within the overlap region when the metric distance, for the
at least two overlapping areas, is smaller than the respective
radius; creating the further defined area in metric space upon
the said determination.

Determining that the further event message is within the
overlap region may comprise determining when the metric
distance, for the at least two overlapping areas is smaller
than or equal to the respective radius.

The method may further comprise: assigning the further
event message as the further central event message for the
further area; providing a further radius for the further area;
creating a circular further event area defined by the said
further radius extending from the said further central event
message.
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Providing the further radius may comprise the steps of:
calculating, for each of the overlapping areas, a summation
value of: the radius for that area; and, the respective distance
between the further event message and the central event
message for the said area; selecting the largest summation
value; providing the further radius based on the said selected
summation value.

Providing the further radius may comprise the steps of
providing the selected summation value as the further
radius.

The distances between the further event message and the
central event messages may be calculated by any of the
method and/or features described in the second aspect.

The method may further comprise providing the step of
creating a record comprising the defined areas.

The method may further comprise deleting, from the
record, the areas associated with the said overlap region
upon determining that the further event message is within
the overlap region.

The record may be a table.

According to a fourth aspect of the invention there is
provided a method of populating a table, the table compris-
ing a first plurality of data entries wherein each of the first
plurality of data entries is associated with: a defined area in
metric space; and, at least one of a first plurality of com-
putational event messages; the method comprising the step
of: providing a first further data entry in the table, the first
further data entry associated with a further defined area in
metric space as claimed in any of claims 30-40.

The first plurality of data entries and the first further data
entry may be associated with any one or more of: a radius;
or, a point in metric space corresponding to a central event
message; wherein each central event message corresponds to
one of the first plurality of event messages.

Each of the first plurality of data entries may correspond
to a different point in metric space corresponding to a
different central event message. The table may comprise a
second plurality of data entries; wherein each said data
entry: corresponds to a different data entry comprised within
the first plurality of data entries; and, comprises a radius.
The method may further comprise providing a second fur-
ther data entry: corresponding to the first further data entry;
and, comprising a further radius.

Each corresponding first and second data entry may be
located in the same row in the table.

The further radius may be determined according to the
methods and/or features described in the third aspect.

The first and/or second further data entries may be
inserted after the last respective data entries of the first
and/or second plurality of data entries in the table.

The method may further comprise the step providing a
first plurality of data entries by: providing a minimum
radius; and, determining for each of the first plurality of
event messages whether the said event message is located
within any defined areas; the defined areas corresponding to
the metric ball defined by each radii and corresponding
central event message point in metric space already in the
table; and, adding, to the table: the point in metric space
corresponding to the event message; and; the minimum
radius, if the said event message is not located in any defined
areas; or, adding to the table: the point in metric space
corresponding to the event message; and, the further radius;
if the said event message is located in a plurality of the said
defined areas.

The step of determining for each of the first plurality of
event messages whether the said event message is located
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within any defined areas; may further comprise the step of
flagging the said defined areas in the said determination.

The step of adding to the table; may further comprise the
step of deleting from the table the: point in metric space;
and, radius; associated with each flagged defined area.

The method may further comprise the step of re-running
the method with a different minimum radius.

Embodiments of the present invention will now be
described in detail with reference to the accompanying
drawings, in which:

FIG. 1 shows event logs generated by a Lustre file system
in an HPC environment,

FIG. 2 shows the last four event logs of FIG. 1 together
with an indication of different fields within the event logs,
FIG. 3 shows the event log clusters with metric balls,

FIG. 4a shows an original set of pair-wise disjoint metric
ball clusters;

FIG. 4b shows the clusters of FIG. 4a together with a
consolidated metric ball cluster;

FIG. 4¢ shows the events of the original clusters together
with the consolidated ball of FIG. 45, wherein the original
metric balls are deleted;

FIG. 5 shows a flow chart for the processes of creating a
consolidated metric ball.

FIG. 6 shows a flow chart corresponding to the construc-
tion of an event table,

The following methods are in the field of event log 2
clustering.

According to a first aspect there are provided methods for
calculating a metric distance between a first character asso-
ciated with a first computational event message 4, and a
second character associated with a second computational
event message 4. The said methods may be embodied in
software or hardware.

According to a second aspect there are provided methods
for calculating a distance in metric space between compu-
tational event messages 4. The said methods may be embod-
ied in software or hardware. The methods of the second
aspect may use any of the methods disclosed in the first
aspect.

According to a third aspect there are provided methods for
defining an area in metric space for clustering computational
events. The said methods may be embodied in software or
hardware. The methods of the third aspect may use any of
the methods disclosed in the first and second aspects.

According to a fourth aspect there are provided methods
of populating a table comprising a first plurality of data
entries, wherein the methods provides a further data entry in
the table associated with a further defined area in metric
space as calculated by any of the methods disclosed in the
third aspect.

Throughout all of the aspects described herein, the term
“computational event message” is used interchangeably
with the term “event message” or “message”. Event mes-
sages 4 may be any computational event messages 4 but are
preferably Syslog event messages 4.

It is also assumed herein throughout that event logs 2 and
event messages 4 are read from left to right and any
reference to any calculation or determination or other analy-
sis of an event message 4 “in sequence” is intended to be in
sequence from left to right.

Determining Character Metric Distances

Previous methods of determining distances between com-
putational events in metric space have comprised determin-
ing the exact metric distance between sequentially corre-
sponding characters in the two messages 4 being evaluated.
Therefore, any difference between each of the said two
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characters being compared may contribute a non-zero metric
distance between the two messages 4 and may complicate
the determination of suitable event clusters 6 due to the
likelihood that each event will be separated by a non-zero
metric distance. This also gives rise to high computer
processing requirements to make a clustering analysis.

The inventor of the present application has noticed that
typically at least a portion of the information in the event log
2, or event message, is not required to be analysed to
determine whether or not said messages 4 are similar to each
other for error analysis, and thus should be in the same
cluster. Event logs 2 are written by programmers and devel-
opers as debug messages 4. They typically include combi-
nations of various technical parameters such as IP addresses,
MAC addresses, process 1Ds etc. which are used by pro-
grammers and developers to help with their own debugging.
Typically these technical parameters are formed from hexa-
decimal or decimal characters. Directly comparing two
event messages 4 in metric space including the comparison
of these parameters such as IP addresses and MAC addresses
provides a significant computational burden upon the clus-
tering analysis. Furthermore, it may give rise to metric
distances that separate the events into different clusters 6
where the type of event message 4 is the same or similar.
These parameters are unnecessary for establishing a cluster
6 of similar or identical event messages 4.

A method is provided for determining a metric distance in
metric space whereby instead of only directly comparing a
character in one event log to another character in another
event log 2 to determine the character metric distance, the
method compares each said character (also referred to as the
first character and the second character) to a comparative set
of characters. If both of the first and second characters
comprise a character from the said comparative set, then the
method outputs a first predefined metric distance and ignores
any actual difference between the said characters. In this
manner, the method may be seen to be operating in a
pseudo-metric space.

For example, if the comparative set of characters con-
tained the decimal numbers {0, 1, 2, 3,4, 5, 6,7, 8, 9} and
the characters being compared between the two event mes-
sages 4 were the characters ‘3’ for the first character and ‘6’
for the second character, then the present method would
output a predefined character metric distance (for example
0). In contrast, an existing method that determines character
distances by taking the numerical distance between the
decimal characters, may output a distance of 3 (taken from
a calculation of 6-3), or a distance of 1 using Levenshtein
distance (which provides a distance of 1, or in principle any
other number, when the characters are different regardless of
their values). Conversely following from this example, using
the same comparative set and predefined character metric
distance, if the first character was 1 and second character
was 9, then the present method would output the same
predefined metric distance of 0, whilst the existing method
would output a character metric distance of 8 ((taken from
a calculation of 9-1) or a distance of 1, or any other number,
using Levenshtein distance.

Preferably this comparative set of characters is a partial
set of characters from the range of different characters used
to create the error log messages 4. Preferably, the set of
characters chosen for the comparative set are those charac-
ters which commonly occur in parts of the event messages
4 that are not typically required in determining the similarity
of event messages 4 for clustering. Preferably the method
comprises a first predefined output of 0, This predefined
output value, together with the choice of comparative char-
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acters, allows the method, when analysing all the characters
in the log 2, to ignore metric distances that have no bearing
on clustering events.

As described later, characters within an event message, or
within a word of an event message, may be compared
serially within the word or message 4 from left to right,
although in principle, any pair of characters (one from the
first message, one from the second message) from any of the
words in the respective first and second messages 4, may be
compared. For example, when comparing all the characters
in a particular word in the first event message to correspond-
ing characters in a particular word in the second event
message, the first character (reading the word left to right)
of the first word (reading the message 4 left to right) of the
first event message, is compared to the corresponding first
character (read the word left to right) of the first word
(reading the message 4 left to right) of the second event
message. Then, the second character (reading the word left
to right) of the first word (reading the message 4 left to right)
of the first event message is compared to the corresponding
second character (reading the word left to right) of the first
word (reading the message 4 left to right) of the second
event message, and so on until either the first or second word
has no corresponding character to be compared against.

Other terminology may be used to describe the compari-
son of the words and characters herein, including referring
to the words being compared in the first and second mes-
sages 4 as the first and second words, and the characters
being compared between two words as the first and second
characters.

Another way of describing this is that the characters in the
particular words of the first and second messages (when
analysing on a word by word basis), or the characters in the
message, are aligned or sequentially aligned.

If, once the characters are aligned, one or more of the
words being compared has no corresponding aligned char-
acter, then these one or more characters of a particular word
or message 4 are excess characters forming part of an excess
character set.

In the same manner, as described in the second aspect, the
words of two different messages 4 may also be “aligned’ (for
example for evaluation purposes) so that the first word
(when read left to right) of the first message is evaluated
with the first word (when read left to right) of the second
message, and so on.

An example of comparing aligned characters of words in
two different messages 4 is given below. Here, a hexadeci-
mal set of comparative characters is used together with a first
predefined character metric distance of 0. The two following
separate lines show two words in each of the messages 4:

“LOGIN 00b85” for the first message; and,

“FATAL 11e20” for the second message;

When each aligned character pair are compared to deter-
mine a character metric distance, a O character metric
distance would be found between all the characters in the
aligned words ‘00b85” and ‘01e80° because, for each aligned
character pair, both the characters comprise a character from
the comparative set. The only positive metric distances
derived from this example would result from sequentially
comparing the different characters between the aligned
words LOGIN and FATAL, because, sequentially, at least
one of the characters in each compared pair comprises a
character not within the set.

Preferably, the comparative set of characters are the
hexadecimal characters ABCDEF,abcdef 0123
4567 89), although in principle any set of characters may
be chosen for the set. The reason for choosing these char-
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acters is that they are the characters that are commonly used
to define MAC addresses, IP addresses and process 1Ds, all
of which are irrelevant for clustering similar event messages
4.

Preferably, if both of the characters being compared are
identical then, irrespective of whether or not they are one of
the comparative set of characters, the method outputs the
same first predefined value of metric distance. Again, pref-
erably this distance is zero, although in principle it could be
any value and may be a different predefined metric distance
to the first predefined metric distance. This is because the
goal of clustering using metrics is to only assign a positive
integer metric distance between elements (words/characters)
of'a message 4 when the elements are different and relevant
to distinguishing between different event types. If, for
example the word is the same (hence comprising the same
characters), then this is an indication that the event messages
4 share some similarity and therefore should be located
nearby in metric space.

If all the characters in the first message are identical, when
compared in sequence, to the characters in the second
message, then the messages 4 are the same and should
occupy the same point in metric space. Using the method as
described herein, this situation of preferably having a zero
metric distance between two events, may also occur when
both the corresponding characters in the first and second
message, when compared in sequence, are either:

A. Identical to each other but not identical to any of the

characters in the comparative set; or

B. Identical to each other and identical to any one of the
characters in the comparative set; or

C. Not identical to each other and wherein each of the first
and second compared characters are identical to any
one of the characters in the comparative set.

This example is assuming event messages 4 with identical

numbers of words and identical length of aligned words.

This is shown in the following example using a hexa-
decimal set of comparative characters and a first predefined
character metric distance of 0. The two following words in
each of the messages 4 are as follows:

“FATAL 11b85 for the first message; and,

“FATAL 11e20” for the second message;

Each character metric distance between aligned charac-
ters is 0 because:

1) the sequentially compared characters: {T and T}, {L

and L} from the first words in each respective message
4 are identical even though none of them are identical
to any of the comparative sets; therefore have a char-
acter metric distance of 0 as defined in point A) above;
and,

2) the sequentially compared characters: {F and F}, {A
and A}, from the first words in each respective mes-
sage; and {1 and 1} and {1 and 1} from the second
words in each respective message; are identical and
also comprise a character in the hexadecimal compara-
tive character set; therefore have a character metric
distance of 0 as defined in point B) above; and,

3) the sequentially compared characters: {A and 3} from
the first words in each respective message, and {b and
e}, {8 and 2}, {5 and 0} from the second words in each
respective message; have both of the compared char-
acters identical to at least one of the hexadecimal
characters in the comparative set; therefore have a
character metric distance of 0 as defined in point C)
above.

If, however the two aligned characters in the different

event logs 2 or event messages 4 are different, and at least
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one is not comprised within the comparative set of charac-
ters, the method outputs a different predefined metric dis-
tance (otherwise referred to in herein as a second predefined
metric distance). The second predefined metric may take any
value but is preferably a non-zero integer value. Preferably
this metric distance is 1 or “unitary metric distance”.

The characters used to create the two different event logs
2 or event messages 4 may in principle be chosen from two
different originating sets of characters, however preferably,
the comparative set of characters is both: a partial set of
characters of the first set of characters used to create the first
event message; and a partial set of characters of the second
set of characters used to create the second event message.

A further example of how the method presented herein
works in a pseudo-metric space is discussed below with
regard to a common event message 4 word sequence “Ker-
nel Error”. Table 1 provides a list of word pairs (including
“Kernel Error”) that are similar to the word pair “Kernel
Error”. By using a hexadecimal comparative set, the method
described herein, when comparing “Kernel Error” to any of
the word pairs in table 1, would assign a 0 metric distance
between each of the aligned characters, hence a 0 metric
distance between “Kernel Error” and each of the similar
aligned word pairs.

TABLE 1

Lists of words having a zero metric
distance to the words ‘Kernel Error’

Kernel Error K2rnel Error KOrnel Error Kbrnbl Arror Kd4rnel 3rror
Karnel Error K3rnel Error KArnol Error  Kernel Brror  KSrnel 4rror
Kbrmnel Error K4rnel Error KBrnol Error  Kdrndl Crror Kérnel Srror
Kernel Error KS5rnel Error KCrnel Error  Kernel Drror K7rnel 6rror
Kdmel Error Ké6rnel Error KDrnel Error  Kfrnfl Error  K8rnel 7rror
Kernel Error K7rnel Error KErnel Error  Klrnel Frror KO9rnel 8rror
Kfrnel Error K&rnel Error KFrnel Error K2rnel Arror KOrnel 9rror

Kl1mel Error K9rnel Error Karnal Error K3rnel Brror KArmnel Orror

However, in traditional methods for determining metric
distances between event messages 4, these character differ-
ences between the different word pairs in table 1, when
compared to the words “Kernel Error” will have the effect of
assigning a non-zero metric distance between the word pairs,
hence a non-zero metric distance between the event mes-
sages 4. The method presented herein therefore provides a
fast and efficient way of providing a zero metric distance to
similar words and messages 4 and therefore allows for
grouping of messages 4 with similar error types but using
different MAC addresses (for example). This method of
using pseudo metric space comes with a risk of identifying
two different events as a single event by setting a zero metric
distance when characters of different messages 4 are differ-
ent but both comprised within the comparative set. However
as shown above in Table 1, for words such as “Kernel” that
are misspelt to ‘karnel’, this can be an advantage because the
event message 4 shouldn’t have a metric distance, but would
do so using a traditional metric method. Furthermore, the
future development of error messages 4 using words such as
“karnel 3rror”, are extremely unlikely. This above described
comparison between aligned characters and a comparative
set is mathematically described below between two charac-
ters A and Bjk as follows where the metric distance between
two characters is ‘d.’.
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0 VALY B, with A? = B Equ. 4

de(Af, B) =10 VAL VB with A¥+ B and Al e T, BS € T

1 Otherwise

Here, T denotes the comparative set of characters, which
is preferably the hexadecimal set of characters as math-
ematically noted in equation 4a.

g A
'S {4B.CDEFabcdef0,123,456789} Equ. 4a

The method can be applied to an event message 4
extracted from an event log 2 or applied to all the characters
in the event log 2 or any part of an event log. Preferably
however the method is applied to an event message 4
extracted from an event log 2. When the said method is
applied to multiple characters aligned between two different
messages 4 being compared, a determination of the word
metric distance can be established.

The character distance function d. defined in equation 4
is given for two characters A and B and is re-stated generi-
cally below in equation 5 where the three different outcomes
are termed Case 1, Case 2 and Case 3. The above description
providing the conditions required (i.e. what the characters
are being compared) to give different character metric
distance outputs are just an example of a method of deter-
mining dc.

0 YVA,VBwithA=8 Case 1
0 VA,YBwithAxBand AeT,BeT Case?2
Case 3

Equ. 5
dc(A, B) =
1 Otherwise

Equation 5 has three cases. In case 1, A and B are same
regardless of whether they belong to the comparative set or
not. In case 2, A and B are different but both belong to the
comparative set. Case 3 described all other cases, i.e., at
least one of A or B does not belong to the comparative set.

In the example of equation 5, the metric distance value for
case 1 should be always zero because it is a fundamental
property of metric mathematics that identical characters
have no distance between them. The metric distance value
for case 2 is also set to zero, but does not necessarily need
to be zero and in principle can take any numerical value.
Similarly, the metric distance value for case 3 is non-zero
but does not necessarily need to be 1. In principle the output
value for case 3 can be any value. Preferably the output
value for case 3 is larger than the output value for case 2 as
exemplified in the following two equations, 5a and 5b for
character distance function dc.

dc(A, B) = Equ. 5a
0 YA VYBwithA=B Case 1
0 YA, VBwithAzxBand AeT,BeT Case?2
1000 Otherwise Case 3

dc(A, B) = Equ. 5b
0 YA VYBwithA=B Case 1
0.00001 YVA,VBwithA#+BandAeT,BeT Case2
1 Otherwise Case 3

In both of the above equations 5a and 5b, the distance
value dc is zero for case 1. This metric distance may be
termed the fundamental metric distance and preferably takes
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the value 0, although in principle it can be any value,
preferably less than the values attributed to cases 2 and 3.
The distance values ‘dc’ of cases 2 and 3 are different in each
of equations 5a and 5b but are similar in that, for each
instance, the numerical value for case 2 is negligible when
compared to the distance value of case 3. If case 2 provides
a non-zero value for dc, then the value of dc for case 3 is
preferably at least 10 times greater than that of case 2, or
preferably at least 100 times greater, or preferably at least
1000 times greater, or preferably at least 10,000 times
greater, or preferably at least 100,000 times greater, or
preferably at least 1000,000 times greater.

The distance is pseudo metric if it yields zero distance for
some elements or characters which are not same. In equation
5, case 2 yields zero for some circumstances where A is not
equal to B. Therefore, the distance function represented by
equation 5 is pseudo-metric and its corresponding metric
space will be pseudo-metric space. The distance functions
represented by equations Sa and 5b always yield a non-zero
value when A is not equal to B. Therefore, they are proper
(‘standard’ or ‘non-pseudo’) distance functions and their
corresponding metric spaces are proper metric spaces.

The above discussions illustrate that there are at least 3
character metric distance values, provided by the distance
functions represented by the equations 5, 5a and 5b. One of
the values is zero, another is zero or non-zero, and the other
is a non-zero value. These can be termed a first, second and
third value respectively. The second value is smaller, (pref-
erably negligible when compared to) the third value.

In the above distance functions represented by equations
5, S5a and 5b, case 3 can be divided into one or more further
cases depending on whether A and B are members of the
comparative set. Preferably there are three further 3 subdi-
vided cases. Equation 5c mathematically describes this
scenario.

dc(A, B) = Equ. 5¢
0 YA, VB withA=8 Case 1
0 YVA,VBwithAzxBand AeT,BeT Case?2
1 YA, YBwith AxB and Ae€T,B¢T Case 3
1 YA VYBwithA+Band A¢T,BeT Case4d
1 YA VYVBwithA+Band A¢T,BeT Case5

The above distance function, represented by equation Sc,
is exactly same as the distance function represented in
equation 5 but expanded out to show three cases (case 3,
case 4 and case 5) that represent different instances where A
and B are either part of the comparative set or not. Case 1
and case 2 remain exactly same as before but case 3, 4 and
5 can be treated differently.

Cases 3 and 4 represent the same scenario where one
character element (A or B) belongs to the comparative set
and the other does not. Preferably, both case 3 and case 4
yield non-zero values. These non-zero values may be iden-
tical or different. Preferably, case 3 and case 4 should also
yield values which are significantly greater than values
yielded by case 2 as described above.

Case 5 corresponds to the case where both A and B do not
belong to the comparative set. This case should yield the
highest value because the contribution of these character
distance value to the final event distance value will be high
and subsequently push dissimilar event messages further
apart. The values of cases 3, 4 and 5 in equations 5c-5g may
be termed first, second and third values, where the third
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value represents case 5, whilst each of the first and second
values may represent one of cases 3 or 4.

Equations 5d-5g show some further examples.

The distance function represented by equation 5d pro-
vides: a zero for case 1; a zero for case 2; identical non-zero
outputs (in this example the value 1) for case 3 (where A and
B are different but A belongs to the comparative set and B
does not) and case 4 (where A and B are different 5. but B
belongs to the comparative set and A does not); and a
non-zero output (in this example 100) for case 5 (where A
and B are different and neither belong to the comparative
set).

dc(A, B) = Equ. 5d
0 YA, VYBwithA=B Case 1
0 YA, VBwithAxBand AecT,BeT Case?2
1 YA VBwith AxB and AeT,B¢T Case 3
1 YA, VBwithAxBand A¢T,BeT Cased
100 VA, YVBwithA+Band A¢T,B¢T Case$

The distance function represented by equation Se pro-
vides: a zero for case 1; a zero for case 2; non-identical
non-zero outputs (in this example the respective values 2
and 3) for case 3 (where A and B are different but A belongs
to the comparative set and B does not) and case 4 (where A
and B are different but B belongs to the comparative set and
A does not); and a non-zero output (in this example 100) for
case 5 (where A and B are different and neither belong to the
comparative set).

dc(A, B) = Equ. Se
0 YA, VYBwithA=B Case 1
0 YA, VBwithAxBand AeT,BeT Case 2
2 YA, VB with AB and Ae€T,BgT Case 3
3 YA, VBwithAxBand A¢T,BeT Case 4
100 VA, YVBwithA+Band A¢T,B¢T CaseS

The distance function represented by equation 5f pro-
vides: a zero for case 1; a non-zero value for case 2 (in this
example the value 1); non-identical non-zero outputs (in this
example the respective values 23 and 42) for case 3 (where
A and B are different but A belongs to the comparative set
and B does not) and case 4 (where A and B are different but
B belongs to the comparative set and A does not); and a
non-zero output (in this example 1000) for case 5 (where A
and B are different and neither belong to the comparative
set).

dc(A, B) = Equ. 5f
0 YA, VYBwithA=B Case 1
0 YA, VBwithAxBand AeT,BeT Case 2
23 YA, VB with A+B and AeT,BgT Case 3
42 YA, VBwithAxBand A¢T,BeT Case 4
1000 VA, VBwithA+Band A¢T,BeT  Case S

The distance function represented by equation 5g pro-
vides: a zero for case 1; a non-zero value for case 2 (in this
example the value 0.0001); identical non-zero outputs (in
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this example the value 1) for case 3 (where A and B are
different but A belongs to the comparative set and B does
not) and case 4 (where A and B are different but B belongs
to the comparative set and A does not); and a non-zero
output (in this example 10) for case 5 (where A and B are
different and neither belong to the comparative set).

dc(A, B) = Equ. 5¢
0 YA VYBwithA=B Case 1
00001 VA,VBwithA+BandAeT,BelT Case?2
1 YA VB with AB and AeT,BgT Case 3
1 YA VBwithAxBand A¢T,BeT Cased
10 YA, VBwithAzxBand A¢T,BegT Case5

Determining Event Metric Distances

In the second aspect, a distance function for event mes-
sages 4 is defined.

An event message 4 is typically a string of characters. It
is typically a sequence of words separated by word-separa-
tors. White space is a typical word separator but other
characters such as colon (:), hyphen (-), etc., can also be
treated as word separators depending on the context. When
the word separators in an event message 4 ‘A’ are ignored,
it can be represented as follows:

AR d Ay 4, Ay

2 Equ. 6

where A, represents the last and A, for 0% i% N represent
the i word of the event message 4 A.

A word is a sequence of characters. The i” word of the
event A can be represented as follows:

; Ma.
AT EACALAZ A A Equ. 7

where M, represents the last character of the word A, and

A/ for 0% j& M, represent the j* character of the i” word
of the event message A.

The method presented in the second aspect calculates a
distance in metric space between computational event mes-
sages 4.

The event messages 4 being compared are referred to as
a first event message (for example message A) and a second
event message (for example message B). The first event
message is associated with a first event log 2 and comprises
a first word sequence of one or more computational words.
Each of the said one or more computational words com-
prises a sequence of one or more characters.

Similarly, the second event message is associated with a
second event log. The second event message comprises a
second word sequence of one or more computational words.
Each of the said one or more computational words com-
prises a sequence of one or more characters.

The method determines the metric distance between event
messages 4 by determining the metric distance between
aligned words in the first and second message. For example,
if both message A and message B have three words each,
then the method calculates the metric distances between
words: {A| to B}, {A, to B,}, {A, to B,}.

In an example, if:

message A has 3 words {KERNEL ERROR FATAL},

whilst,

message B has 2 words {KERNEL STACKS};



US 10,496,900 B2

17

then the method calculates the metric distances between
words: {A 0B, }, {A, to B}, i.e. {KERNEL to KERNEL},
{ERROR to STACKS}. In this example, the word A,
(FATAL) is not compared to another word because there is
no corresponding word B; in the word sequence of message
B. The un-aligned words in a word sequence are preferably
assigned a non-zero positive metric numeric value, although
in principle they may be ignored. Preferably a word weight
is assigned to un-aligned words as described herein.

The metric distance between the two messages A and B is
then determined, at least partially, based upon the summa-
tion of the above said word metric distances. In the example
above, the event metric distance is at least partially deter-
mined by adding the word metric distance of {KERNEL to
KERNEL}, to the word metric distance of {ERROR to
STACKS}. The absolute message metric distance may also
be determined, additionally, by one or more other factors,
such as, but not limited to, word weights for un-aligned
words as discussed below.

The distance between each aligned word pair is deter-
mined at least partially, by summing the distances between
the aligned characters in the said word pair. For example,
word A,, in message A, has characters A,', A%, A,>, whilst
word B,, in message B, has characters B,', B, B.>, B,*.
The aligned character pair distances are therefore the metric
distances between: {A,' and B,'}, {A,? and B,}, {A,> and
B.>}. The character B,* is an excess un-aligned character
when compared to the character sequence in word A,
because it has no corresponding aligned character to com-
pare against.

The metric distance between the characters can be deter-
mined by any suitable method, including, but not limited to
the methods disclosed in the first aspect described herein.

Following through the example above where:

message A has 3 words {KERNEL ERROR FATAL},
whilst,

message B has 2 words {KERNEL STACKS};
the method according to the second aspect, using the method
of determining character metric distances of the first aspect
(with a hexadecimal comparative set and a first predefined
distance of 0 and a second predefined distance of 1) would
base the event metric distance at least partially upon the
following:

1. The word metric distance dy;,, of {KERNEL to KER-
NEL}. This would be 0 because all of the aligned
characters {K to K} {E to E} {R to R} {Nto N} {E to
B} {L to L} are identical, therefore each outputting a
character metric distance of 0. The summation of all the
character metric distances in the first aligned words
total to 0.

2. The word metric distance dy, of {ERROR to
STACKS}. This would result in a value of 5 because
each of the aligned characters {E to S} {R to T} {R to
A} {Oto C} {R to K} have non identical characters in
each aligned pair.

Thus the summation of the word metric distances in this
example would be dg, 5 0+5=5. Here we are assuming
that the last character ‘S’ in ‘STACKS’ has no contribution
to the metric distance.

The method according to the second aspect may also
account for situations where the number of words in the
message 4 being compared are non-identical, for example
message A containing 8 words and message B containing 4
words where the excess number of un-aligned words in
message A is 4. Preferably, the method assigns a numeric
value to each and every word in the longest message 4 that
is in excess of the last word in the shorter message 4 when
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the words in the messages 4 are aligned. This numeric value
may be termed a ‘weight’ or ‘word weight’. The method
preferably determines the event metric distance from the
summation of the aligned word metric distances as described
above and the summation of each of the word weights.

For example if the number of words in message A is N,
and the number of words in message B is N then if N <N
then each of the words in N in excess of N, is assigned a
corresponding word weight w(B). Similarly, if N >N then
each of the words in N, in excess of Ny is assigned a
corresponding word weight w(A).

Mathematically, the distance d between two events A and
B taking into account word weights can be defined as
follows:

Ny Np Equ. 8
D dwlAL B+ ) wiB) Ns<Np
i=0 =Ny +1
Na
dg(A. B)=1 " dw(Ai, By Na =Ng
i=0
Np Na
> dwlAn B+ Y wA) Ny>Np
i=0 i=Ng+1

Here w(A,) and w(B,) denote the weights of the i word
in events A and B respectively, and d, (A,, B,)) denotes the
distance between the i” words in events A and B. Term d,
is defined as the summation of word-wise distances and
weights and can also be defined as follows:

min(N 4,Ng) max(N 4,Ng) Equ. 9
de(A, By= ) dw(Ai B+ w(C)
=0 k=min(N 4,Ng)+1
Where:
A; N> Np
' B; Otherwise

The numeric value or ‘word weight’ given to the excess
words may in principle be any value. Preferably, the second
aspect determines the word weights based upon the number
of characters in the word where the weight w(X,) of a word
X, in event message X, is defined as the number of characters
in that word. Therefore we have the following, where M is
the last character:

wXy)=1+My; Equ. 10

It is noted in Equation 10 that the numeral ‘1’ is added to
‘Mxyy” due to the computational notation of indexing from
0 instead of 1.

Similarly to calculate the event message distance d using
aligned word metric distances, and additionally, word
weights when the number of words in each message 4 are
non-identical; the metric distance dj between any two
words A, and B, may further utilise a value associated with
the number of excess characters the longest word (in the
aligned word pair) has over and above the last aligned
character in the corresponding shortest word. This value is
preferably the absolute numerical difference (i.e. the modu-
lus of the difference) between the number of characters in
the aligned words.
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For example when calculating the word metric distance
d, of {ERROR to STACKS} as described above, STACKS
has 6 characters whilst ERROR has 5 characters. The
absolute (modulus) difference between the number of char-
acters in the strings is |5-61=1. Preferably, this extra value
is added to the summation of the aligned character metric
distances between the two words, i.e. the characters {E to S}
{Rto T} {Rto A} {Oto C} {R to K}. Using the method of
determining character metric distances of the first aspect
(with a hexadecimal comparative set and a first predefined
distance of 0 and a second predefined distance of 1) would
give the word metric distance between ERROR and
STACKS the metric value of 6 (5 units of metric distance
arising from the aligned character pairs and 1 unit of metric
distance arising from the excess un-aligned character ‘S’
from the word STACKS).

Mathematically this can be defined as follows:

Meas) Equ. 11
i

Z dc(Af, BS) + Mg~ Muy Map <M

k=0

Mag)

> de(al, B
k=0

Miap
D (A By + Moy = Mg ) Mayy > Mig
k=0

dw(A;, Bj) = My = Mg

Here d(A/f, BjA) denotes the distance between the char-
acters A,* and Bjk. Again, d. is defined as the summation of
character-wise distances and weights and can also be written
as follows:

min[M(A‘_),M(Bj)] Equ. 12

2

k=0

dip(Ai. B) = [Moay. Mig | + de(A¥, BY)

Preferably, the method according to the second aspect
uses the method mathematically corresponding to all of
equations 8 (hence 9), 10 and 11 (hence 12).

Clustering Event Messages

According to a third aspect, there are provided methods
and associated software and hardware for defining an area in
metric space for clustering computational event messages 4.

Preferably, the method provides for finding a finite mini-
mal cover for the event metric space with a number of
pair-wise disjoint metric balls 8 of varying centre points and
allowing for varying radii 30. Mathematically, for the event
metric space M we need to find N collectively exhaustive
and mutually exclusive metric balls 8. Mathematically this
is denoted as:

B(R,X;) for 0% <N where €N Equ. 13
for which the following two equations are satisfied:
N-1 Equ. 14
U B(R:, X;)= M where R; >0 and X; € M
i=0
B(Ri, X))\ B(Rj, X;) = for i+ j Equ. 15

Subsequently the problem reduces to finding X, and R, in
the event metric space.
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The method according to the third aspect, defines an area
in metric space for clustering computational event messages
4. The event logs 2 are preferably taken from a list of event
logs 2 (hence event messages 4) such as shown in FIGS. 1
and 2. Preferably the method sequentially analyses each log
2 in sequence, from the top of the list to the bottom of the
list, when clustering messages 4.

The method takes a first plurality of existing clusters 6. At
least two of the said existing clusters 6 overlap in at least one
overlap region 24 in metric space. For purposes of clarity,
the ‘overlap region 24’ is the region of metric space where
clusters 6 overlap; whilst the overlapping clusters 6 or
overlapping areas (or overlapping defined areas) refer to the
existing areas in metric space (for example existing metric
balls 8) that partially overlap with one another giving rise to
the overlap region. The existing clusters 6 are preferably
those already determined or created from a cluster analysis
of a first plurality of event messages 4. Preferably the said
first plurality of event messages 4 comprises part of the list
of event messages 4 in the said list of logs 2.

Preferably the first plurality of event messages 4 com-
prises the event message 4 starting at the top of the list and
subsequently each further event message 4 in sequence
down the list up down to the Y event message 4 on the list
where Y is the number of messages 4 in the first plurality of
event messages 4.

The existing clusters 6 are defined areas in metric space
that contain one or more event messages 4. FIG. 3 shows an
example of a geometrical representation of a first plurality of
event messages 4 divided into four clusters A, B, C, D. Each
of the said first plurality of event messages 4 is located
within one of the plurality of clusters 6 (defined areas).

Preferably, as shown in FIG. 3, each existing cluster 6 is
defined by a metric ball 8 centred about a central event
message 10 with a radius R. In FIG. 3 it is shown that two
overlap regions 24 exist: one overlap region 24 between
metric balls A and D, and another between metric balls C and
D.

The method then examines an event that has not already
been analysed for incorporation into a cluster 6 (i.e. a new
event or a further event) and analyses if the event is within
any of the overlap regions 24. Preferably the further event
message 26 is one of the event messages 4 in the list of logs
2. Preferably the further event message 26 is the event
message 4 immediately following the last of the first plu-
rality of event messages 4 in the list that have already been
analysed for incorporation into a cluster.

If the further event message 26 is determined to reside
within an overlap region, then the method creates a further
cluster 6 (defined area). The further cluster 6 comprises a
metric area comprising the further event message 26 and the
event messages 4 originally comprised within the existing
clusters 6 creating the said overlap region. Preferably, the
method deletes the existing clusters 6 that defined the
overlap region 24 at any time after the determination is made
that the further event message 26 resides within the overlap
region.

FIG. 4a shows an example of this method whereby three
existing clusters 6 are represented by three metric balls 8
{B,, B,, B,} with respective radii 30 {R,, R,, R;} and centre
event messages {X,, X,, X;}. As shown in FIG. 4a, a new
(further) event ‘E’ is found in the overlap region 24 defined
by the said three existing metric balls 8. FIG. 45 shows a
new further defined area in the form of a further metric ball
8, 28 that encompasses all of the first plurality of event
messages 4 and the further event message ‘E’. The further
metric ball 8, 28 is also known as a consolidated metric ball
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8, 28 and has a radius R and centre point ‘E’. FIG. 4¢ then
shows the deletion of the existing metric balls 8 {B,, B,
B;}.
Preferably the further event message ‘E’ is determined to
be within an overlap region 24 by examining the metric
distances, for each of the first plurality of existing defined
areas (clusters 6), d, between the further event message E;
and the said central event message 10 of the existing defined
areas.
The said distances, d,, are compared to the respective
metric ball radii 30 associated with the said central event
message 10. If at least two of the said comparisons deter-
mine that the further event message E is covered by the
associated metric ball, then the further event message E is
determined to be within the overlap region.
If using closed metric balls 8, the distance must be smaller
than the radius 30 of the ball. If using open metric balls 8 the
distance must be smaller than or equal to the radius 30.
All of the existing clusters 6 that contribute to the overlap
region 24 are flagged so that the area covered by the further
defined area can be suitably large to cover all of the event
messages 4 originally covered by the metric balls 8 contrib-
uting to the overlap region.
In FIG. 4, for example, three metric distances (dz;, dgs,
dz;) would be respectively calculated between:
1. The central event message X,, of metric ball B;; and
further event message E.

2. The central event message X,, of metric ball B,; and
further event message E.

3. The central event message X;, of metric ball B;; and
further event message E.

The determination would then be made whether at least
two of the said distances were either smaller than (for a
closed metric ball); or smaller than or equal to (for an open
ball); the respective radii 30 associated with the metric ball
8 used to determine the said distance. Thus, for example
using a closed ball 8 representation, whether:

1. dg <R,

2. dp<R,

3. dg<R,

In FIG. 4, all the event metric distances (d,, dz5, dz;) are
smaller than the respective radii 30, thus the consolidated
metric ball 8, 28 is formed with further central event
message E and radius R that covers all of the events in the
original three metric ball 8 clusters as well as the new event
E.

Preferably the distance between the central event message
10 of an existing metric ball 8 and the further event message
26, is calculated using the method according to the second
aspect as described herein, although in principle, any suit-
able event metric distance determining method could be
used.

Preferably the new radius R of the consolidated metric
ball 8, 28 is determined by calculating a summation value,
for each of the overlapping existing metric balls 8. Each
summation value is the numeric value of the radius 30 for
that existing metric ball 8 added to the respective distance
between the further event message 26 and the central event
message 10 for the said metric ball.

For example, in FIG. 4a, the summation value for metric
ball B, is dz;+R;; the summation value for metric ball B,
is d,+R,; the summation value for metric ball B; is dz;+R;.

The method then selects the largest of the summation
values and provides the further radius 30 based on the largest
summation value. Preferably, the further radius 30 is the
selected summation value. For the example shown in FIG.
4b, the summation value is that associated with existing
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metric ball B;. Using this method of setting the radius 30 for
the consolidated metric ball 8, 28 makes sure that all the
event messages 4 previously covered by the existing metric
balls 8 contributing to the overlap region 24 are included in
the consolidated metric ball 8, 28.

Mathematically, the consolidated metric ball 8, 28 can be
created as follows. Let E be the extracted event and let

2 represent all the metric
balls 8 flagged in this instance. Then the consolidated metric
ball 8, 28 is represented by B(R,, E) where R =max{R,+d,
(X, B) Vi where 1% 1% p}.

FIG. 5 shows an example of a flow chart for determining
the consolidated metric ball 8, 28 radius 30 as described
above.

The method according to the flow chart of FIG. 5 may be
amended or modified in any suitable way according to the
methods described in the first, second and third aspects.

FIG. 5 firstly starts by setting R_=0, and also setting i=1.
The total number of metric balls 8 flagged, p, is obtained.

A first determination is then made as to whether ‘1’ is
greater than p, (i>p?). If the answer to the first determination
is yes then the method according to the flow chart of FIG.
5 then makes a consolidated metric ball B(R_,E). After this
the method according to the flow chart of FIG. 5 comes to
an end.

If however upon the determination of whether i>p, the
answer is no, then the method proceeds by getting the i
metric ball B(R,,X,). After this step, a metric distance d is
calculated which is equal to d (X,.E)+R,.

After this calculation there proceeds a second determina-
tion step determining whether R _<d.

If the answer is yes, then R_ is set to be equal to d. The
next step then sets ‘i’ equal to ‘i+1°.

If the answer to this second determination (R_<d?) is no
then the setting of R _=d is ignored and the method simply
proceeds to the setting of ‘i=i+1".

After the setting of ‘i=i+1’, the method then further
proceeds by going back to the first determination step of
determining whether or not i>p.

Preferably the clusters 6 are defined in a table where each
new defined area (cluster) is inserted into the table beneath
(or following) the last cluster entry in the table. The table
may be initially populated or unpopulated.

Event Table

In a fourth aspect, methods are presented for populating
a table. The table comprises a first plurality of data entries.
Each of the first plurality of data entries is associated with
a defined area in metric space (i.e. a cluster) and at least one
of a first plurality of computational event messages 4. Each
of the said first plurality of clusters 6 that have associated
data entries in the table, may comprise a metric space
covering one or more of the first plurality of event messages
4. The method inserts a first further data entry in the table,
the first further data entry is associated with a further defined
area (cluster) in metric space as described in the third aspect
described herein.

Preferably the first plurality of data entries and the first
further data entry are associated with any one or more of, a
radius 30, or a point in metric space, corresponding to a
central event message 10. Each central event message 10
corresponds to one of the first plurality of event messages 4.

Preferably, each of the first plurality of data entries in the
table corresponds to a different point in metric space corre-
sponding to a different central event message 10 specific for
that cluster. Preferably the table comprises a second plurality
of data entries, each corresponding to a different specific
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data entry comprised from the first plurality of data entries.
Each of the second plurality of data entries comprises a
radius 30. That radius 30 (being one of the second plurality
of data entries) is preferably the radius 30 of the metric ball
8 defining the cluster 6 where the corresponding central
event message 10 (being one of the first plurality of data
entries) is the centre point of the metric ball.

Similarly, the first further data entry and second further

data entries inserted into the table, likewise respectively
correspond to the central event message 10 of the consoli-
dated metric ball 8, 28 (i.e. the further metric coordinates of
the further message) and the radius 30 of the consolidated
metric ball 8, 28. In other words, when a consolidated metric
ball 8, 28 is formed, the method inserts both the data relating
to the metric coordinates of the further event message 26 and
the radius 30 of the consolidated metric ball 8, 28 (i.e. the
further defined area). Preferably these ‘further’ data entries
are a further set that are inserted after the last set of data
entries present in the table that relate to an existing cluster.

FIG. 6 shows an example of the method steps involved in
creating an event table for storing the said data entries
described herein.

Firstly an initial minimum radius R, ;. is set. This defines
the default radius 30 that new metric ball 8 clusters are
assigned with.

An event table is then initialised. In principle, the table
could be initialised at any time before the assigning of the
minimum radius 30 up to the requirement to insert a data
entry into the table.

The method determines whether or not a message 4 (for
example, but not limited to a syslog event message) is
available to be analysed. If there are no messages 4 to be
analysed, the method ends. If there are event messages 4 to
be analysed (typically by sequentially analysing a list of
error logs 2) then the new message (also known as the
further message) ‘E’ is retrieved and the message 4 is
extracted from the log.

Using methods described herein, all the metric balls 8 that
cover E are identified and flagged. When the first message in
the cluster analysis is analysed, there typically will be no
existing metric balls 8 represented in the table and therefore
the first message will not correspond to any existing metric
balls 8. If only one ball 8 is flagged then the new message
E is allocated to that existing metric ball 8 and the method
goes back to obtaining and analysing the next new message
log 2.

If no metric balls 8 are flagged then then new event ‘E’
does not fall within the coverage of any existing metric balls
8 and is used to create a new metric ball ‘B> with the
minimum radius 30, whereby the entries in the table for the
metric ball 8 correspond to the said minimum radius 30 and
the event message ‘B(R,» E)’ (the event message 4 in this
instance being assigned as the central event message 10).
Once the new metric ball 8 is formed, the method adds
B(R,, v E) to the event table and then checks to see if any
new event logs 2 are to be analysed again.
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If more than one event message 4 is flagged then the new
message ‘B’ is covered by a plurality of existing metric balls
8 in an overlap region. A new consolidated metric ball B(R .,
E) is formed using methods described herein. Data values
corresponding to the consolidated metric ball radius 30 and
the new event message (B(R,,»» E)) are added to the event
table, preferably after the last set of data entries. The data
entries relating to the existing flagged metric balls 8 are then
deleted and the method returns to check if there are any
further event logs 2 to be analysed.

Once the event table is created it can be used for various
log 2 analysis purposes. Each metric ball 8 entry in the event
table represents a syslog message/event cluster. To deter-
mine which event cluster 6 a given a syslog message 4 (that
has already been included in the clustering analysis) belongs
to we only need to find out which metric ball 8 in the event
table contains the given event message. There will be
exactly one metric ball 8§ which will contain the given event.

It is simple to determine if a given syslog message 4
belongs to a particular event cluster 6 or not. Let E be the
event extracted from the given syslog message 4 and let
B(R, X) be a metric ball 8 entry in the event table repre-
senting a syslog event cluster 6 where X is the central event
message 10 for that metric ball. Then, either B(R, X) is an
open ball 8 and d (X, E)<R or B(R, X) is a closed ball 8 and

d (X, E)% R when the syslog message E belongs to this
cluster. Otherwise E does not belong to this cluster.

Sometimes there is a need to analyse new syslog event

messages 4 which were not part of the process initially when
constructing the event table. This is particularly relevant in
the case of online syslog message processing where new
syslog messages 4 will continuously be generated and there
is a need to maintain an event table that clusters all past
messages 4 generated so far. In this case the event table
needs to be modified as new messages 4 are processed.

One of the following happens when there is a new syslog

message and an existing event table:

1. The syslog message 4 belongs to no event clusters 6.
There is therefore a need to extract the event, create a
new metric ball, and add this metric ball 8 to the event
table.

2. The syslog message 4 belongs to exactly one event
cluster. There is no need to do anything in this instance.

3. The syslog message 4 belongs to more than one event
cluster. There is need to flag all metric balls 8 that the
extracted event belongs to, create a consolidated metric
ball 8, 28 as described herein, remove all flagged metric
ball 8 entries from the event table and add the consoli-
dated metric ball 8, 28 entry.

Results

The method according to the third aspect, (using the

method of the first aspect using a hexadecimal comparative
set and a first predefined metric character distance of 0 and
a second predefined character metric distance of 1; with the
method of the second aspect using equations 8-12) was
implemented as an algorithm. The algorithm was imple-
mented in Perl programming language and evaluated using
Blue Gene/L. supercomputer logs 2 available from Sandia
National Laboratories. Table 2 and Table 3 show the results
when running the algorithm to analyse, respectively, 1 day,
1 week, 2 weeks, 4 weeks, 8 weeks, and 20 weeks of Blue
Gene/LL log messages 4.
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Number of event clusters vs. number of syslog lines

Duration of Log Messages

+ 1 DAY 1 WEEK 2 WEEKS 4 WEEKS 8 WEEKS 20 WEEKS

XYR,m=1) 39 194 242 437 664 1209 Number of Event Clusters
XY(R,,s = 5) 19 152 187 317 466 693

MTT/SLCT 124 8,934 9,362 21,805 58,576 69,688

Number of Log 16,851 222,609 837,178 1,384,976 2,935,994 3,691,534

Messages

Table 2 shows the number of log messages 4 and number
of event clusters 6 found. The numbers of event clusters 6
found using the method presented herein are shown for
algorithms using a minimum radius R,,; of 1 and 5. The
results of an MTT/SLCT clustering algorithm are shown in
comparison. The present method reduces the number of
event clusters 6 formed to 1% or 2% of that of the SLCT
algorithm. For example, 20 Weeks of Blue Gene/L log 2 has
approximately 3.7 million lines. The SLCT algorithm
assigns them into ~70,000 clusters, The present method with
minimum radii of 1 and 5 respectively put them into
approximately 1200 and 700 event clusters 6. This is a
reduction to 1% or 2% of the number of clusters found by
the existing SLCT algorithm and shows that the present
method provides a clustering method that outputs a number
of clusters 6 that is more suitable for further analysis.

TABLE 3

15

20

25

hence the character weighting factor as described in equa-
tion 12 introduces a non-zero integer metric distance
between these similar messages 4.

However, for the same log 2 when the minimum radius 30
is 5 there is the following single representative:

RAS KERNEL INFO generating core.304

With this larger minimum radius 30, the other two events
ending in ‘17’ and ‘3616°, when analysed, fell within the
existing ball 8 centred on the already analysed event ‘304’,
hence, no new balls 8 were formed.

Clearly, a minimum radius 30 of 1 produces 3 clusters 6
of the format ‘generating core’ whereas minimum radius 30
of 5 produces just 1 cluster 6 of the same format.

The accuracy of the method was 100% when evaluated
with Blue Gene/l. log messages 4. This was visually
inspected and verified for the Blue Gene/L logs 2 for up to

Minimum radius vs. number of event clusters

Duration of Log Messages

+ 1 DAY 1 WEEK 2 WEEKS 4 WEEKS 8 WEEKS 20 WEEKS
XYR,,; = 1) 39 194 242 437 664 1209 Number of Event Clusters
XYR,im = 2) 24 161 199 365 566 939
XYR,,p =3) 22 156 191 343 514 815
XYR,m =4 20 154 189 325 483 729
XYR,im=95) 19 152 187 317 466 693
XYR, i = 6) 19 151 186 263 407 623
XYRuim=T) 19 148 183 253 391 593
XYR,,; = 8) 18 144 177 247 369 565
XYR,im=9) 18 139 171 234 219 166
XY(R,,:, = 10) 18 132 165 225 211 156

Table 3 shows how the number of clusters 6 varies with
minimum radius 30. For a given minimum radius 30 and
given order of processing log messages 4, the algorithm
outputs an event table. The method presented herein there-
fore may provide varying ways of clustering log messages 4
at least by varying the default minimum radius 30 and/or
changing the characters in the comparative set.

The centre points of the metric balls 8 are representative
events of clusters 6. A close examination of representative
events in the clusters 6 reveals that decreasing/increasing the
minimum radius 30 of the algorithm has an effect on the
grouping of different length words formed of hexadecimal
characters. For example, for 1 day Blue Gene/L logs 2 we
have the following representative events when minimum
radius 30 is 1:

RAS KERNEL INFO generating core.304

RAS KERNEL INFO generating core.17

RAS KERNEL INFO generating core.3616

Each of the three above logs 2 are covered by different
clusters 6 because each one has a different length end word,
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a week. Each event table output from the algorithm with
different minimum radii 30 represented a valid clustering
method for given log messages 4. As described above for the
‘generating core’ string, the algorithm groups them into 1 or
3 clusters 6 depending on the minimum radius 30 but both
groupings are acceptable.

When comparing the present method with previous meth-
ods, such as Sisyphus and the SLCT algorithm, the present
method is more efficient and generates fewer clusters 6 to
analyse. The event clustering method used in Sisyphus
considers a word appearing a particular position in a log
message 4 as a token and subsequently a token considered
as an event and used for clustering. This method generates
a very large amount of events. The SLCT algorithm over-
comes this problem by extracting patterns. While the SLCT
algorithm reduces the number of event clusters 6 compared
to the Sisyphus algorithm the number of event clusters 6
generated is still high. Further, the SLCT groups all events
that it cannot cluster into a new cluster, thereby reducing the
accuracy of clustering.
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Some of clusters discovered by SLOT algorithm from
Blue Gene/LL 1 day logs 2 are given below:

RAS KERNEL INFO ddr:

RAS KERNEL INFO generating

RAS KERNEL INFO generating core.385

RAS KERNEL INFO generating core.257

RAS KERNEL INFO generating core.65

RAS KERNEL INFO*double-hummer alignment excep-
tions

RAS KERNEL
exceptions

RAS KERNEL
exceptions

RAS KERNEL
exceptions

RAS KERNEL
exceptions

RAS KERNEL
exceptions

RAS KERNEL
exceptions

RAS KERNEL
exceptions

RAS KERNEL
exceptions

RAS KERNEL
exceptions

RAS KERNEL
exceptions

RAS KERNEL
exceptions

RAS KERNEL
exceptions

RAS KERNEL
exceptions

Clearly the SLCT algorithm is unable to capture (and
hence ignore) decimal/hexadecimal patterns for clustering
effectively.

The said methods described herein may be embodied as
one or more pieces of software. The said software is pref-
erably held or otherwise encoded upon a memory device
such as, but not limited to, any one or more of, a hard disk
drive, RAM, ROM, solid state memory or other suitable
memory device or component configured to software. The
said methods may be realised by executing/running the
software. Additionally or alternatively, the said methods
may be hardware encoded. The said methods encoded in
software or hardware are preferably executed using one or
more processors. The said memory and/or hardware and/or
processors are preferably comprised as, at least part of, one
or more servers and/or other suitable computing systems.

INFO 221 double-hummer alignment

INFO 223 double-hummer alignment

INFO 203 double-hummer alignment

INFO 102 double-hummer alignment

INFO 183 double-hummer alignment

INFO 201 double-hummer alignment

INFO 222 double-hummer alignment

INFO 242 double-hummer alignment

INFO 101 double-hummer alignment

INFO 122 double-hummer alignment

INFO 202 double-hummer alignment

INFO 181 double-hummer alignment

INFO 121 double-hummer alignment

The invention claimed is:

1. A method comprising:

selecting, via a processor, a plurality of event messages
generated by a computing cluster, the event messages
comprising unstructured logs of the computing cluster;

determining, via the processor, message metric distances
between the event messages based on combining word
metric distances between aligned words of the event
messages, determining the word metric distances
involving treating aligned numeric characters between
the aligned words as matching characters regardless of
differences between the aligned numeric characters;

clustering the event messages into event types based on
the message metric distances; and
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storing a record of the event types associated with the
event messages, the record used for system diagnostics
of the computing cluster.

2. The method of claim 1, wherein determining the word
metric distances comprises treating aligned hexadecimal
characters between the aligned words as matching characters
regardless of differences between the aligned hexadecimal
characters.

3. The method of claim 2, wherein the aligned hexadeci-
mal characters comprise {A, B, C,D, E, F,a, b, c,d, e, 1, 0,
1,2,3,4,5,6,7,8, 9}.

4. The method of claim 2, wherein the aligned hexadeci-
mal characters are used to identify at least one of an address
and a process identifier and are irrelevant to clustering the
event messages.

5. The method of claim 1, wherein the event messages
comprise Syslog messages.

6. The method of claim 1, further comprising:

defining a plurality of areas in metric space, wherein each

area comprises at least one of the event types;
defining an overlap region in metric space wherein at least
two of the plurality of defined areas partially overlap;
determining whether a further event message generated
by a computing cluster is located in the overlap region
in metric space; and

updating the record with a further defined area in metric

space comprising the further event message.

7. The method of claim 1, wherein determining the word
metric distances comprises increasing the word metric dis-
tances if the aligned words have a different number of
characters.

8. The method of claim 1, wherein determining message
metric distances comprises increasing the message metric
distances if the event messages have a different number of
words.

9. The method of claim 1, wherein storing the record of
the event types comprises storing an event table, each entry
of the event table comprising one of the event types and the
event messages associated therewith.

10. The method of claim 1, wherein the event messages
are stored on a parallel, distributed file system.

11. An apparatus comprising:

a storing system that stores event messages comprising

unstructured logs of a computing cluster; and

a processor coupled to the storing system and configured

to perform:

selecting a plurality of event messages generated by a
computing cluster, the event messages comprising
unstructured logs of the computing cluster;

determining message metric distances between the
event messages based on combining word metric
distances between aligned words of the event mes-
sages, determining the word metric distances involv-
ing treating aligned numeric characters between the
aligned words as matching characters;

clustering the event messages into matching event
types based on the message metric distances; and

storing a record of the event types associated with the
event messages, the record used for system diagnos-
tics of the computing cluster.

12. The apparatus of claim 11, wherein determining the
word metric distances involving treating aligned hexadeci-
mal characters between the aligned words as matching
characters regardless of differences between the aligned
hexadecimal characters.
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13. The apparatus of claim 12, wherein the aligned
hexadecimal characters comprise {A, B, C, D, E, F, a, b, c,
d,e £,0,1,2,3,4,56,7,8,9}.

14. The apparatus of claim 12, wherein the aligned
hexadecimal characters are used to identity at least one of an
address and a process identifier and are irrelevant to clus-
tering the event messages.

15. The apparatus of claim 11, wherein the event mes-
sages comprise Syslog messages.

16. The apparatus of claim 11, wherein the processor is
further configured to:

define a plurality of areas in metric space, wherein each
area comprises at least one of the event types;

define an overlap region in metric space wherein at least
two of the plurality of defined areas partially overlap;

determine whether a further event message generated by
a computing cluster is located in the overlap region in
metric space; and

update the record with a further defined area in metric
space comprising the further event message.

17. The apparatus of claim 11, wherein determining the
word metric distances comprises increasing the word metric
distances if the aligned words have a different number of
characters.

18. The apparatus of claim 11, wherein determining
message metric distances comprises increasing the message
metric distances if the event messages have a different
number of words.

19. The apparatus of claim 11, wherein storing the record
of the event types comprises storing an event table, each
entry of the event table comprising one of the event types
and the event messages associated therewith.

20. The apparatus of claim 11, wherein the storing system
comprises a parallel, distributed file system.

21. The apparatus of claim 11, wherein determining the
word metric distances involves treating aligned numeric
characters between the aligned words as matching characters
regardless of differences between the aligned numeric char-
acters.

22. A system comprising:

a computing cluster that generates and stores event mes-
sages on a parallel, distributed file system, the event
messages comprising unstructured logs of the comput-
ing cluster; and

a server configured to read the stored event messages, the
server comprising a processor that is configured to:
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determine message metric distances between the event
messages based on combining word metric distances
between aligned words of the event messages, deter-
mining the word metric distances involving treating
aligned numeric characters between the aligned
words as matching characters such that at least one
of an address and a process identifier identified by
the aligned numeric characters are made irrelevant to
clustering the event messages;

cluster the event messages into event types based on the
message metric distances;

cluster the event messages into matching event types
based on the message metric distances; and

store a record of the event types associated with the
event messages, the record used for system diagnos-
tics of the computing cluster.

23. The system of claim 22, wherein determining the word
metric distances involving treating aligned hexadecimal
characters between the aligned words as matching characters
regardless of differences between the aligned hexadecimal
characters.

24. The system of claim 22, wherein the server is further
configured to:

define a plurality of areas in metric space, wherein each

area comprises at least one of the event types;
define an overlap region in metric space wherein at least
two of the plurality of defined areas partially overlap;

determine whether a further event message generated by
a computing cluster is located in the overlap region in
metric space; and

update the record with a further defined area in metric

space comprising the further event message.

25. The system of claim 22, wherein determining the word
metric distances comprises increasing the word metric dis-
tances if:

the aligned words have a different number of characters;

or

the event messages have a different number of words.

26. The system of claim 22, wherein determining the word
metric distances involves treating aligned numeric charac-
ters between the aligned words as matching characters
regardless of differences between the aligned numeric char-
acters.



