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1. 

METHOD AND SYSTEM FOR PREVENTING 
UNAUTHORIZED PROCESSORMODE 

SWITCHES 

CROSS-REFERENCE TO RELATED 
APPLICATION 

This application claims foreign priority to patent applica 
tion EP 05292787.8, filed Dec. 23, 2005. This application 
may relate to the commonly-assigned, co-pending U.S. 
patent application entitled, “Method and System for Prevent 
ing Unsecure Memory Accesses.” Ser. No. 1 1/343,072, incor 
porated herein by reference. 

BACKGROUND 

Mobile electronic devices such as personal digital assis 
tants (PDAs) and digital cellular telephones are increasingly 
used for electronic commerce (e-commerce) and mobile 
commerce (m-commerce). It is desired for the programs that 
execute on the mobile devices to implement the e-commerce 
and m-commerce functionality in a secure mode to reduce the 
likelihood of attacks by malicious programs and to protect 
sensitive data. 

For security reasons, most processors provide two levels of 
operating privilege: a lower level of privilege for user pro 
grams; and a higher level of privilege for use by the operating 
system. The higher level of privilege may or may not provide 
adequate security for m-commerce and e-commerce, how 
ever, given that this higher level relies on proper operation of 
operating systems with Vulnerabilities that may be publi 
cized. In order to address security concerns, some mobile 
equipment manufacturers implement a third level of privi 
lege, or secure mode, that places less reliance on corruptible 
operating system programs, and more reliance on hardware 
based monitoring and control of the secure mode. U.S. Patent 
Publication No. 2003/0140245, entitled “Secure Mode for 
Processors Supporting MMU and Interrupts, incorporated 
herein by reference, describes a hardware-monitored secure 
mode for processors. 
A flexible architecture providing a third level of privilege, 

such as that described above, may be exploitable by software 
attacks. Thus, there exists a need for methods and related 
systems to eliminate the potential for malicious Software to 
manipulate the system into entering a secure mode and 
executing non-secure instructions. 

BRIEF SUMMARY 

Disclosed herein are techniques for preventing unautho 
rized processor mode switches. An illustrative embodiment 
includes a system comprising a processor adapted to activate 
multiple security levels for the system and a monitoring 
device coupled to the processor and employing security rules 
pertaining to the multiple security levels. The monitoring 
device restricts usage of the system if the processor activates 
the security levels in a sequence contrary to the security rules. 

Another illustrative embodiment includes a device com 
prising a security bus port adapted to couple to a processing 
unit comprising bits which determine a security level of the 
processing unit. The device also comprises a security viola 
tion bus port coupled to the security bus port and logic 
coupled to the security and security violation bus ports and 
adapted to monitor the bits via the security bus port. If the 
logic determines that the processing unit adjusted the bits in a 
sequence contrary to the security rules, the logic outputs an 
alert signal via the security violation bus. 
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2 
Yet another illustrative embodiment includes a method 

comprising monitoring bits in a processing unit, where the 
bits are indicative of a security level of the processing unit. 
The method also comprises determining whether the bits 
indicate a Switch between security levels in a sequence con 
trary to a predetermined sequence stored on the processing 
unit. 

NOTATION AND NOMENCLATURE 

Certain terms are used throughout the following descrip 
tion and claims to refer to particular system components. As 
one skilled in the art will appreciate, various companies may 
refer to a component by different names. This document does 
not intend to distinguish between components that differ in 
name but not function. In the following discussion and in the 
claims, the terms “including and “comprising are used in an 
open-ended fashion, and thus should be interpreted to mean 
“including, but not limited to.” Also, the term “couple' or 
“couples’ is intended to mean either an indirect or direct 
connection. Thus, if a first device couples to a second device, 
that connection may be through a direct connection, or 
through an indirect connection via other devices and connec 
tions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a more detailed description of the preferred embodi 
ments of the present invention, reference will now be made to 
the accompanying drawings, wherein: 

FIG. 1 shows a computing system constructed in accor 
dance with at least some embodiments of the invention; 

FIG. 2 shows a portion of the megacell of FIG. 1 in greater 
detail, and in accordance with embodiments of the invention; 

FIG.3 shows various security modes used by the system of 
FIG.1, inaccordance with embodiments of the invention; and 

FIG. 4 shows a flow diagram of an exemplary method in 
accordance with embodiments of the invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

The following discussion is directed to various embodi 
ments of the invention. Although one or more of these 
embodiments may be preferred, the embodiments disclosed 
should not be interpreted, or otherwise used, as limiting the 
Scope of the disclosure, including the claims, unless other 
wise specified. In addition, one skilled in the art will under 
stand that the following description has broad application, 
and the discussion of any embodiment is meant only to be 
exemplary of that embodiment, and not intended to intimate 
that the scope of the disclosure, including the claims, is lim 
ited to that embodiment. 

FIG. 1 shows a computing system 100 constructed in 
accordance with at least some embodiments of the invention. 
The computing system 100 preferably comprises the ARMR) 
Trust Zone(R) architecture, but the scope of disclosure is not 
limited to any specific architecture. The computing system 
100 may comprise a multiprocessing unit (MPU) 10 coupled 
to various other system components by way of a bus 11. The 
MPU 10 may comprise a processor core 12 that executes 
applications, possibly by having a plurality of processing 
pipelines. The MPU 10 may further comprise a security state 
machine (SSM) 56 which, as will be more fully discussed 
below, aids in allowing the computer system 100 to enter a 
secure mode for execution of secure Software, Such as 
m-commerce and e-commerce software. 
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The computing system 100 may further comprise a digital 
signal processor (DSP) 16 that aids the MPU 10 by perform 
ing task-specific computations, such as graphics manipula 
tion and speech processing. A graphics accelerator 18 may 
couple both to the MPU 10 and DSP 16 by way of the bus 11. 
The graphics accelerator 18 may perform necessary compu 
tations and translations of information to allow display of 
information, such as on display device 20. The computing 
system 100 may further comprise a memory management 
unit (MMU) 22 coupled to random access memory (RAM) 24 
by way of the bus 11. The MMU 22 may control access to and 
from the RAM 24 by any of the other system components 
such as the MPU 10, the DSP16 and the graphics accelerator 
18. The RAM 24 may be any suitable random access memory, 
such as synchronous RAM (SRAM) or RAMBUSTM-type 
RAM. 
The computing system 100 may further comprise a USB 

interface 26 coupled to the various system components by 
way of the bus 11. The USB interface 26 may allow the 
computing system 100 to couple to and communicate with 
external devices. 
The SSM 56, preferably a hardware-based state machine, 

monitors system parameters and allows the secure mode of 
operation to initiate such that secure programs may execute 
from and access a portion of the RAM 24. Having this secure 
mode is valuable for any type of computer system, Such as a 
laptop computer, a desktop computer, or a server in a bank of 
servers. However, in accordance with at least some embodi 
ments of the invention, the computing system 100 may be a 
mobile (e.g., wireless) computing system Such as a cellular 
telephone, personal digital assistant (PDA), text messaging 
system, and/or a computing device that combines the func 
tionality of a messaging system, personal digital assistant and 
a cellular telephone. Thus, some embodiments may comprise 
a modem chipset 28 coupled to an external antenna 30 and/or 
a global positioning system (GPS) circuit 32 likewise coupled 
to an external antenna 34. 

Because the computing system 100 in accordance with at 
least Some embodiments is a mobile communication device, 
computing system 100 may also comprise a battery 36 which 
provides power to the various processing elements. The bat 
tery 36 may be under the control of a power management unit 
38. A user may input data and/or messages into the computing 
system 100 by way of the keypad 40. Because many cellular 
telephones also comprise the capability of taking digital still 
and video pictures, in some embodiments the computing 
system 100 may comprise a camera interface 42 which may 
enable camera functionality, possibly by coupling the com 
puting system 100 to a charge couple device (CCD) array (not 
shown) for capturing digital images. 

Inasmuch as the systems and methods described herein 
were developed in the context of a mobile computing system 
100, the remaining discussion is based on a mobile computing 
environment. However, the discussion of the various systems 
and methods in relation to a mobile computing environment 
should not be construed as a limitation as to the applicability 
of the systems and methods described herein to just mobile 
computing environments. 

In accordance with at least Some embodiments of the 
invention, many of the components illustrated in FIG. 1, 
while possibly available as individual integrated circuits, are 
preferably integrated or constructed onto a single semicon 
ductor die. Thus, the MPU 10, digital signal processor 16, 
memory controller 22 and RAM 24, along with some or all of 
the remaining components, are preferably integrated onto a 
single die, and thus may be integrated into a computing device 
100 as a single packaged component. Having multiple 
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4 
devices integrated onto a single die, especially devices com 
prising a multiprocessor unit 10 and RAM 24, may be 
referred to as a system-on-a-chip (SOC) or a megacell 44. 
While using a system-on-a-chip may be preferred, obtaining 
the benefits of the systems and methods as described herein 
does not require the use of a system-on-a-chip. 

FIG. 2 shows a portion of the megacell 44 in greater detail. 
The processor 46 comprises a core 12, a memory manage 
ment unit (MMU) 22 and a register bank 80 including a 
current program status register (CPSR) 82 and a secure con 
figuration register (SCR) 84, described further below. The 
processor 46 couples to a security state machine (SSM) 56 by 
way of a security monitoring (SECMON) bus 73, also 
described below. The processor 46 couples to the RAM 24 
and ROM 48 by way of an instruction bus 50, a data read bus 
52 and a data write bus 54. The instruction bus 50 may be used 
by the processor 46 to fetch instructions for execution from 
one or both of the RAM 24 and ROM 48. Data read bus 52 
may be the bus across which data reads from RAM 24 propa 
gate. Likewise, data writes from the processor 46 may propa 
gate along data write bus 54 to the RAM 24. 
The ROM 48 and the RAM 24 are partitioned into public 

and secure domains. Specifically, the ROM 48 comprises a 
public ROM 68, accessible in non-secure mode, and a secure 
ROM 62, accessible in secure mode. Likewise, the RAM 24 
comprises a public RAM 64, accessible in non-secure mode, 
and a secure RAM 60, accessible in secure mode. In at least 
Some embodiments, the public and secure domain partitions 
in the ROM48 and the RAM 24 are virtual (i.e., non-physical) 
partitions generated and enforced by the MMU 22. The SSM 
56 monitors the MMU 22 for security purposes via bus 25, as 
described further below. 

Secure ROM 62 and secure RAM 60 preferably are acces 
sible only in secure mode. In accordance with embodiments 
of the invention, the SSM56 monitors the entry into, execu 
tion during and exiting from the secure mode. The SSM 56 
preferably is a hardware-based state machine that monitors 
various signals within the computing system 100 (e.g., 
instructions on the instruction bus 50, data writes on the data 
write bus 52 and data reads on the data read bus 54) and 
activity in the processor core 12 through SECMON bus 73. 

Each of the secure and non-secure modes may be parti 
tioned into “user and “privileged' modes. Programs that 
interact directly with an end-user, Such as a web browser, are 
executed in the user mode. Programs that do not interact 
directly with an end-user, Such as the operating system (OS), 
are executed in the privileged mode. By partitioning the 
secure and non-secure modes in this fashion, a total of four 
modes are made available. As shown in FIG. 3, in order of 
ascending security level, these four modes include the non 
secure user mode 300, the non-secure privileged mode 302, 
the secure user mode 306, and the secure privileged mode 
304. There is an intermediate monitor mode 308, described 
further below, between the modes 302 and 304. The computer 
system 100 may operate in any one of these five modes at a 
time. 
The computer system 100 may switch from one mode to 

another. FIG. 3 illustrates a preferred mode-switching 
sequence 298. The sequence 298 is preferred because it is 
more secure than other possible Switching sequences. For 
example, to switch from the non-secure user mode 300 to the 
secure privileged mode 304, the system 100 should first pass 
through non-secure privileged mode 302 and the monitor 
mode 308. Likewise, to pass from the secure user mode 306 to 
the non-secure user mode 300, the system 100 should switch 
from the secure user mode 306 to the secure privileged mode 
304, from the secure privileged mode 304 to the monitor 



US 8,959,339 B2 
5 

mode 308, from the monitor mode 308 to the non-secure 
privileged mode 302, and from the non-secure privileged 
mode 302 to the non-secure user mode 300. 

Each mode switch is enacted by the adjustment of bits in 
the CPSR 82 and the SCR 84. The CPSR 82 comprises a 
plurality of mode bits. The status of the mode bits determines 
which mode the computer system 100 is in. Each mode cor 
responds to a particular combination of mode bits. The mode 
bits may be manipulated to Switch modes. For example, the 
bits may be manipulated to switch from mode 300 to mode 
3O2. 
The SCR 84 comprises a non-secure (NS) bit. The status of 

the NS bit determines whether the computer system 100 is in 
secure mode or non-secure mode. In at least some embodi 
ments, an asserted NS bit indicates that the system 100 is in 
non-secure mode. In other embodiments, an asserted NS bit 
indicates that the system 100 is in secure mode. Adjusting the 
NS bit switches the system 100 between secure and non 
secure modes. Because the status of the NS bit is relevant to 
the security of the system 100, the NS bit preferably is 
adjusted only in the monitor mode 308, since the monitor 
mode 308 is, in at least some embodiments, the most secure 
mode. 
More specifically, when the system 100 is in the monitor 

mode 308, the processor 46 executes monitor mode software 
(not specifically shown) on the secure ROM 62, which pro 
vides a secure transition from the non-secure mode to the 
secure-mode, and from the Secure mode to the non-secure 
mode. In particular, the monitor mode Software performs 
various security tasks to prepare the system 100 for a switch 
between the secure and non-secure modes. The monitor mode 
software may be programmed to perform security tasks as 
desired. If the processor 46 determines that these security 
tasks have been properly performed, the monitor mode soft 
ware adjusts the NS bit in the SCR register84, thereby switch 
ing the system 100 from non-secure mode to secure mode, or 
from secure mode to non-secure mode. 
The NSbit and the CPSRbits are provided by the processor 

46 to the SSM56 via the SECMON bus 73. The SSM56 uses 
the SECMON bus 73 to monitor any mode switches enacted 
by the processor 46. For example, if the system 100 switches 
from the non-secure user mode 300 to the non-secure privi 
leged mode 302, the CPSR mode bits on the SECMON bus 73 
reflect the mode switch. The SSM 56 receives the updated 
CPSR mode bits and determines that the system 100 has 
switched from the non-secure user mode 300 to the non 
secure privileged mode 302. Likewise, if the system 100 
switches from the non-secure privileged mode 302 to the 
secure privileged mode 304, the processor 46 updates the 
CPSR mode bits to reflect the mode switch, and further unas 
Serts the NS bit in the SCR 84 to reflect the Switch from the 
non-secure mode to the secure mode. Upon receiving the 
updated CPSR mode bits and the NS bit, the SSM 56 deter 
mines that the system 100 has switched from the non-secure 
mode to the secure mode and, more specifically, from the 
non-secure privileged mode 302 to the secure privileged 
mode 304. 
The SSM 56 uses the SECMON bus 73 in this way to 

ensure that the processor 46 does not take any action that may 
pose a security risk. For example, for security reasons, the 
processor 46 preferably adjusts the NS bit in the SCR 84 only 
when the system 100 is in the monitor mode 308. The SSM56 
uses the SECMON bus 73 to ensure that the processor 46 does 
not adjust the NS bit when the system 100 is not in monitor 
mode 308. Thus, if the SSM56 detects that the NS bit is being 
adjusted by the processor 46 and the CPSR 82 mode bits 
indicate that the system 100 is in the monitor mode 308, the 
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6 
SSM56 takes no action. However, if the SSM 56 detects that 
the NS hit is being adjusted and the CPSR mode bits indicate 
that the system 100 is not in monitor mode 308 (e.g., the 
system 100 is in one of the modes 300,302,304 or 306), the 
SSM 56 may report a security violation to the power reset 
control manager 66 via the security violation bus 65. The 
power reset control manager 66 then may reset the system 
100. The SSM56 also may take any of a variety of alternative 
actions to protect the computer system 100. Examples of such 
protective actions are provided in the commonly owned 
patent application entitled, “System and Method of Identify 
ing and Preventing Security Violations Within a Computing 
System.” U.S. patent application Ser. No. 10/961.748, incor 
porated herein by reference. 

In addition to monitoring the NS bit and/or CPSR bits, the 
SSM 56 also may use the SECMON bus 73 to ensure that 
when Switching modes, the processor 46 does not deviate 
from the preferred mode switching path shown in FIG. 3. In 
particular, the SSM56 monitors the CPSR bits provided on 
the SECMON bus 73. Each mode (e.g., mode 300,302,304, 
306, and 308) corresponds to a particular combination of 
CPSR bits. By decoding the CPSR bits provided on the SEC 
MON bus 73, the SSM 56 determines the mode in which the 
computer system 100 is operating. If, in decoding the CPSR 
bits. the SSM 56 determines that the processor 46 has per 
formed an illegal mode switch (e.g., from mode 300 to mode 
304 without first passing through modes 302 and 308), the 
SSM56 reports a security violation to the power reset control 
manager 66 via the security violation bus 65. The SSM 56 
alternatively may take any other Suitable action(s) to protect 
the computer system 100, such as those disclosed in the U.S. 
patent application Ser. No. 10/961,748 referenced above. 

In addition to monitoring the NS bit, the SSM56 also may 
use the SECMON bus 73 in conjunction with the MMU bus 
25 to monitor the MMU 22 and to ensure that the MMU's 
activities do not compromise the Security of the computer 
system 100. For example, for security reasons, it is undesir 
able for the MMU 22 to be disabled when switching from 
non-secure mode to secure-mode. Accordingly, the SSM 56 
checks bus 25 to ensure that the MMU 22 is enabled when the 
NS bit on the SECMON bus 73 indicates that the system 100 
is Switching from the non-secure mode to the secure mode. 
For example, if the MMU 22 is disabled when the NS bit is 
unasserted, the SSM 56 reports a security violation to the 
power reset control manager 66 via the security violation bus 
65. Alternatively, the SSM56 may take any of the protective 
actions mentioned above. 

For security reasons, it is also undesirable to fetch instruc 
tions from public (i.e., unsecure) memory when in the Secure 
or monitor modes. For this reason, the SSM56 may monitor 
both the instruction bus 50 and the SECMON bus 73 to ensure 
that while the system 100 is in either the monitor mode or 
secure mode, the processor 46 does not fetch an instruction 
from the public ROM 68 and/or the public RAM 64. If the 
SSM 56 detects that an instruction tagged as “unsecure' is 
fetched on the instruction bus 50 while bits on the SECMON 
bus 73 indicate that the system 100 is in monitor or secure 
mode, the SSM 56 reports a security violation to the power 
reset control manager 66 via the security violation bus 65. The 
SSM 56 also may take alternative measures to protect the 
computer system 100 as mentioned above. 

For security reasons, it is also undesirable to read data from 
and/or write data to public (i.e., unsecure) memory when in 
the monitor mode. For this reason, the SSM56 may monitor 
the data read bus 52, the data write bus 54 and the SECMON 
bus 73 to ensure that the processor 46 does not read data from 
and/or write data to either the public ROM 68 and/or the 
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public RAM 64 while the system 100 is in the monitor mode. 
For example, if the SSM 56 detects that data read from the 
public ROM 68 is being carried on the data read bus 52 while 
bits on the SECMON bus 73 indicate that the system 100 is in 
the monitor mode, the SSM 56 reports a security violation to 
the power reset control manager 66 or takes some other Suit 
able, protective measure. In another example, if the SSM 56 
detects that data is being written to the public RAM 64 via 
data write bus 54 and the SECMON bus 73 indicates that the 
system 100 is in monitor mode, the SSM 56 takes a suitable, 
protective measure (e.g., reports a security violation to the 
power reset control manager 66). 

FIG. 4 illustrates a flow diagram of a process 400 used to 
monitor the computer system 100 for at least some of the 
security violations mentioned above. The process 400 begins 
by monitoring the processor 46 using the SSM 56 (block 
402). The process 400 further comprises determining whether 
one or more of the CPSR mode bits have been altered (block 
404). As mentioned above, the SSM 56 determines whether 
one or more of the CPSR mode bits have been altered by 
monitoring the SECMON bus 73. If any of the CPSR mode 
bits have been altered, the process 400 comprises determining 
whether an illegal mode switch has occurred (block 406). An 
illegal mode Switch may be, for example, a deviation from the 
preferred mode switching pattern shown in FIG. 3. The pat 
tern may be stored, for instance, on the CPU 46 or on one of 
the memories 24 or 48. Ifan illegal mode switch has occurred, 
the process 400 comprises reporting a security violation and 
taking one or more suitable, protective measures (block 408). 

Otherwise, the process 400 then comprises using the SEC 
MON bus 73 to determine whether the NS bit is being 
changed (block 410). If the NS bit is being changed, the 
process 400 comprises using the CPSR bits on the SECMON 
bus 73 to determine whether the change is occurring (or 
occurred) with the computer system 100 in the monitor mode 
(block 412). If the change in the NS bit is occurring (or 
occurred) with the computer system 100 in a mode other than 
the monitor mode, the process 400 comprises reporting a 
security violation and taking one or more Suitable, protective 
measures (block 408). 
The above discussion is meant to be illustrative of the 

principles and various embodiments of the present invention. 
Numerous variations and modifications will become apparent 
to those skilled in the art once the above disclosure is fully 
appreciated. It is intended that the following claims be inter 
preted to embrace all such variations and modifications. 
What is claimed is: 
1. A system, comprising: 
a processor apparatus adapted to activate one of more than 
two operating modes for the system, each mode having 
an assigned security level wherein the security levels are 
partitioned into secure and non-secure modes with an 
intermediate mode between the secure and non-secure 
modes and wherein the system switches between the 
secure and non-secure modes by adjusting a single bit 
stored in the processor apparatus, said bit adjusted only 
in the intermediate mode; and 

a monitoring device coupled to the processor apparatus and 
employing security rules pertaining to the more than two 
operating modes, wherein the monitoring device 
restricts usage of the system if the processor apparatus 
Switches to a secure operating mode from a non-secure 
operating mode or to a non-secure operating mode from 
a secure operating mode without first Switching to the 
intermediate mode. 

2. The system of claim 1, wherein the monitoring device 
determines that the processor has activated an operating mode 
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8 
contrary to security rules by monitoring a plurality of bits 
stored on the processor, said bits indicative of a current Secu 
rity level. 

3. The system of claim 2, wherein the monitoring device 
restricts usage of the system if saidbits are altered in a pattern 
contrary to a predetermined pattern stored on the system. 

4. The system of claim 1, wherein the monitoring device 
restricts usage of the system by causing the system to be reset. 

5. The system of claim 1, wherein the monitoring device 
restricts usage of the system by blocking execution of Soft 
ware that causes the processor to activate the security levels in 
the sequence contrary to the security rules. 

6. The system of claim 1, wherein the system comprises a 
wireless communications device. 

7. A device, comprising: 
a first bus coupled to a processing unit for carrying bits 

which identify an operating mode of the processing unit 
and a security level of the operating mode wherein the 
security level is one of a secure mode, a non-secure 
mode and an intermediate mode between the secure and 
non-secure modes and wherein the processing unit 
Switches between the secure and non-secure modes by 
adjusting one of the bits stored on the processing unit; 

a second bus coupled to the first bus; and 
logic coupled to the first and second busses for monitoring 

said bits via the second bus and for permitting the pro 
cessing unit to adjust the bits only while in the interme 
diate mode, wherein if the logic determines that the 
processing unit adjusted the bits in order to move from a 
secure operating mode to a non-secure operating mode 
or from a non-secure operating mode to a secure oper 
ating mode without first switching to the intermediate 
mode the logic outputs an alert signal via the second bus. 

8. The device of claim 7, wherein said alert signal causes 
the processing unit to be reset. 

9. The device of claim 7, wherein said alert signal causes 
Software running on the processing unit to be aborted. 

10. The device of claim 7, wherein the device comprises a 
mobile communication device. 

11. A method, comprising: 
monitoring bits in a processing unit, said bits indicative of 

one of more than two security levels associated with an 
operating mode of the processing unit wherein said 
security levels are partitioned into secure and non-secure 
modes; and 

determining whether a change is made to at least one of the 
monitoring bits in a mode other than a monitor mode 
indicating a Switch by the processing unit to a secure 
operating mode from a non-secure operating mode or to 
a non-secure operating mode from a secure operating 
mode and restricting usage of the processing unit if there 
has been Such a change. 

12. The method of claim 11, wherein restricting usage of 
the processing unit comprises resetting the processing unit. 

13. The method of claim 11, wherein restricting usage of 
the processing unit comprises preventing execution of Soft 
ware that causes said switch between security levels. 

14. A system, comprising: 
a processor apparatus adapted to activate one of more than 
two operating modes for the system, each mode having 
an assigned security level wherein said security levels 
are partitioned into at least two secure and at least two 
non-secure modes with a monitor mode being between 
said secure and non-secure modes, and wherein the sys 
tem. Switches between the secure and non-secure modes 
by adjusting a single bit stored on the processor appara 
tus, said bit adjusted only in the monitor mode; and 
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a monitoring device coupled to the processor apparatus and 
employing security rules pertaining to said more than 
two operating modes, wherein the monitoring device 
restricts usage of the system if said single bit is adjusted 
in a mode other than the monitor mode. 

15. The system of claim 14, wherein the monitoring device 
determines that the processor has activated an operating mode 
contrary to security rules by monitoring a plurality of bits 
stored on the processor, said bits indicative of a current secu 
rity level. 

16. The system of claim 15, wherein the monitoring device 
restricts usage of the system if saidbits are altered in a pattern 
contrary to a predetermined pattern stored on the system. 

17. The system of claim 14, wherein the monitoring device 
restricts usage of the system by causing the system to be reset. 15 

18.The system of claim 14, wherein the monitoring device 
restricts usage of the system by blocking execution of soft 
ware that causes the processor to activate the security levels in 
the sequence contrary to the security rules. 

19. The system of claim 14, wherein the system comprises 
a wireless communications device. 

20. A device, comprising: 
a first bus coupled to a processing unit for carrying bits 
which identify an operating mode of the processing unit 
and a security level of the operating mode wherein secu 
rity levels comprise a secure operating mode, a non 
Secure operating mode and a monitor operating mode 
between the secure and non-secure modes and wherein 
the processing unit switches between the secure and 
non-secure modes by adjusting one of the bits: 

a second bus coupled to the first bus; and 
logic coupled to the first and second busses for monitoring 

the bits via the second bus wherein the logic permits the 
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processing unit to adjust the bits only while in the moni 
tor operating mode and wherein if the logic determines 
that the processing unit adjusted the bits in a sequence in 
order to move from a secure operating mode to a non 

5 secure operating mode or to a non-secure operating 
mode from a secure operating mode without first switch 
ing to a monitor operating mode, the logic outputs an 
alert signal via the second bus. 

21. The device of claim 20, wherein said alert signal causes 
'' the processing unit to be reset. 

22. The device of claim 20, wherein said alert signal causes 
Software running on the processing unit to be aborted. 

23. The device of claim 20, wherein the device comprises 
a mobile communication device. 

24. A method, comprising: 
monitoring bits in a processing unit, said bits indicative of 

one of more than two security levels associated with an 
operating mode of the processing unit wherein said 
security levels are partitioned into secure and non-secure 
modes activated by adjusting a single bit; and 

determining whether said bits indicate the processing unit 
has switched to a secure operating mode from a non 
secure operating mode or to a non-secure operating 
mode from a secure operating mode without first switch 
ing to a monitor operating mode and restricting usage of 
the processing unit if there has been such a switch. 

25. The method of claim 24, wherein restricting usage of 
the processing unit comprises resetting the processing unit. 

26. The method of claim 24, wherein restricting usage of 
the processing unit comprises preventing execution of soft 
ware that causes said switch between security levels. 


