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TECHMIQUES FOR MANAGING PRIVACY OF ANETWOREK COMMUNICATION

CROSS-REFERENCE TO RELATED APPLICATIONS
This patent application claims priority to U8, Non-Provisional Patent Application
Mo. 14/745,826, filed June 22, 2015, which is hereby incorporated by reference herein in its

entirety.

FIELD OF THE DISCLOSURE
The present disclosure relates to network conwnunications technologies, and more

particularly, to technigues for managing privacy of a network comumunication,

BACKGROUND OF THE DISCLOSURE

The use of electronic devices to access content over networks has grown significantly
over the vears. People now access websites over networks, such as the Intemet, to obtain
mformation, share their thoughts, manage their personal lives, entertain themselves, and for
many other reasons. With so much of a person’s daily life now involving communication
“online,” there is a vast amount of information available to entities that monitor, or intercept,
these communicaiions, such as companies, hackers, governments, and others. Moreover,
many of these entities are incentivized to gather this information for personal gain, sale, or
control. For example, companies may sell this information to other companies that may use
it to target advertising at people with certain characteristics. As another example, repressive
governments may use this mformation lo identify mndividuals who disagree with their
policies, or who are trying to organize protests. However, individuals may not want their
communications to be accessible to these entities. In particular, individuals may be hesitant

to provide certain personal information, such as mformation about their finances or political
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thoughts, online for fear of it being monitored or intercepted.

Different techniques have been used to secure, encrypt, and/or anonynuze
communications. However, these techniques mayv be limuted, complex fo implement, and/or
inconvenient. These techniques may also have disadvantages for network communications,
such as increased packet sizes and slower network communication speeds. Moreover, many
users may not even be aware that these techniques are available.

In view of the foregoing, it mav be undersiood that there may be significant problems

and shortcomings associated with current network communications techniques.

SUMMARY OF THE BISCLOSURE

Techniques for managing privacy of a network communication are disclosed. In
addition, the present disclosure provides for encrypting and/or anonymizing a network
communication based on one or more rules.

In accordance with the present disclosure, there is provided a computer-implemented
system for managing privacy of a network commumnication. The system comprises one or
more memory devices that store instructions, and one or more computer processors that
execute the mstructions. The one or more compulter processors execute the instructions to
receive a first network communication, and to extract mformation from the first network
commuication.  The one or more computer processors also execute the mnstructions to
identify a privacy rule based on the information. The one or more cormputer processors
further execute the insiructions to generate a second network communication based on the
first network communication and the privacy rule, and to cause the second network
commnuunication to be sent.

In accordance with other aspects of the disclosure, the second network

communication includes data from the first network communication, and the sysiem is a
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router that routes the first network commumication by generating and sending the second
network communication.

In accordance with additional aspects of the disclosure, the system further comprises a
storage device, and the privacy rule is selecied from a plurality of privacy rules stored on the
storage device.

In accordance with further aspecis of the disclosure, the privacy rule is identified
based on the information relating to a particular domain name or Iniernet Protocol (IP)
address.

In accordance with still further aspects of the disclosure, the one or more processors
further execule the instructions to identify a category of website associated with the domain
name or 1P address, and identify the privacy rule based on the calegory of website.

In accordance with other aspects of the disclosure, the privacy rule is identified based
on the mformation relating to one or more of a port or protocol used by the chient device in
sending the first network communication,

In accordance with still other aspects of the disclosure, the privacy rule is configured
by a user of the client device.

fn accordance with additional aspects of the disclosure, the information indicates that
the user of the client device wants to anonymize the second network comynunication.

fn accordance with further additional aspects of the disclosure, the second network
conmmunication is generated by encapsulating one or more messages from the first network
communication in one or more lavers of encryption.

In accordance with other aspects of the disclosure, the second network
communication is generated for sending over an onion routing network,

In accordance with additional aspects of the disclosure, the second network

communication is generated for sending over a virtual private network (VPN).
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Furthermore, in accordance with the present disclosure, there is provided a computer-
implemented method for managing privacy of a network communication. The method
comprises recetving a first network commumication from a client device, and extracting

information from the first network communication. The method also comprises identifving,

U

by one or more computer processors, a privacy rule based on the information. The method
further comprises generating a second network commumication from the first network
communication based on the privacy rule, and sending the second network communication.

In accordance with other aspects of the disclosure, the privacy rule is identified based
on the mformation relating to a particular domain name or Internet Protocol (IP} address.
10 In accordance with still other aspects of the disclosure, the method further comprises
identifying a category of website associated with the domain name or IP address, and
tdentifying the privacy rule based on the category of website.

In accordance with further aspects of the disclosure, the privacy nule is identified

based on the information relating to one or more of a port or protocol used in the client device

Ju—
n

i sending the first network communication.

In accordance with still further aspects of the disclosure, the privacy rule is configurec
by a user of the client device.

In accordance with additional further aspects of the disclosure, the information
mdicates that the user of the client device wanis to anonvnuze the second network
20 communication,

In accordance with other aspects of the disclosure, the second network
communication is generated by encapsulating one or more messages from the first network
communication in one or more lavers of encryption.

In accordance with further aspects of the disclosure, the second network
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communication includes data from the first network communication, and the method further
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comprises routing the first network communication by generating and sending the second
network communication.

Additionally, in accordance with the preseni disclosure, there is provided a non-
transitory computer-readable medium storing instructions that, when executed by one or more
compuier processors, cause the one or more computer processors to perform a method for
managing privacy of a network communication. The method comprises receiving a first
network communication, and extracting information from the first network communication.
The method also comprises identifying a privacy rule based on the information. The method
further comprises generating a second network commumnication from the first network
communication based on the privacy nule, and sending the second network communication,

The present disclosure will now be described in more detail with reference to
particular embodiments thereof as shown i the accompanying drawings. While the present
disclosure 1s described below with reference to particular embodiments, i should be
undersiood that the present disclosure 1s not imited thereto. Those of ordinary skill n the art
having access to the teachings herein will recognize additional mmplementations,
maodifications, and embodiments, as well as other fields of use, which are within the scope of
the present disclosure as described herein, and with respect to which the present disclosure

may be of significant utility.

BRIEF DESCRIPTION OF THE DRAWINGS
In order to facilitate understanding of the present disclosure, reference is now made to
the accompanying drawings, in which like elements are referenced with like numerals. These
drawings should not be construed as limiting the present disclosure, but are intended to be
tHustrative only.

Figure 1 illustrates an example commumications environment for implementing

(9]



U

10

-
n

b2
L

WO 2016/209637 PCT/US2016/036807

embodiments and features consistent with the present disclosure,

Figure 2 illustrates another example communications environment for implementing
embodiments and features consistent with the present disclosure,

Figure 3 illustrates still another example communications environment for
implementing embodiments and features consistent with the present disclosure.

Figure 4 illustrates a further example communications environment for implementing
embodiments and features consistent with the present disclosure.

Figure S illustrates a block diagram of an example computing environment for
implementing embodiments and features consistent with the present disclosure.

Figure 6 illustrates a Oowchart of an example method for managing privacy of
network commumications, consisient with embodimenis of the present disclosure.

Figure 7 illustrates an example table of privacy profiles for managing privacy of
network commumications, consisient with embodimenis of the present disclosure.

Figure 8 tllustrates an example screen of a web browser for managing privacy of
network commumications, consistent with embodimenis of the present disclosure.

Figure 9 illustrates a block diagram of an example computer system for implementing

ernbodiments and features consistent with the present disclosure.

DETAILED DESCRIPTION OF EXAMPLE EMBODIMENTS
Reference will now be made in detail to the example embodiments of the present
disclosure, certain examples of which are ilhustrated in the accompanying drawings.
Embodiments of the present disclosure relate to computerized systems, methods, and
media for managing privacy of a network communication. Embodiments of the present
disclosure nclude computerized systems, methods, and media for encrvpting and/or

anonymizing network cormmunications based on one or more rules.
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The use of electronic deviges (o access content over networks has grown significantly
over the vears. People now access websites over networks, such as the Internet, to obtain
mformation, share their thoughts, manage their personal hives, enfertain themselves, and for
many other reasons. With so much of a person’s daily hife now involving commumication
“online,” there is a vast amount of information available to entities that monitor, or infercept,
these communications, such as companies, hackers, governments, and others. Moreover,
many of these entities are incentivized to gather this information for personal gain, sale, or
control. For example, companies may sell this information to other companies that may use
it to target advertising at people with cerfain characteristics. As another example, repressive
governments may use this mformation to identify individoals who disagree with their
policies, or who are trving to organize protesis. However, individuals may not want their
communications 1o be accessible by these entities. In particular, individuals may be hesitant
io provide certain personal mformation, such as information about their finances or political
thoughts, online for fear of it being monitored or intercepted.

FIG. | illustrates an example communications environment 100 for routing network
comymunications. In conwnunications envivonment 100, a router 130 wmay route
communications between one or more computing devices 103, 110, 115 and one or more
computing devices 125 over one or more networks 120, such as the Internet.  Computing
devices, 105, 110, 115 may be connected to router 130 over a local area network (LAN).
When conununicating with computing device(s) 125 over the Internet. for example,
communications may occur in packets of data. Each of the packets may include, for example,
a source address field, a destination address field. and other data. The source address field
and destination address field may include Internet Protocol (IP) addresses, for example.
When a router 130 receives a first packet from one of computing devices 105, 110, 115 that is

destined for communication over network{s) 120, #f may save the source IP address and
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estination 1P address from the first packet i a table, and then may replace the source [P
address in the source address field of the first packet with an 1P address of the router before
sending the first packet to computing device 125 over network(s) 120. For example, when
computing device 105 sends a packet destined for computing device 123, router 130 may
save the source IP address, which may be the IP address of computing device 105, in a table,
and then may replace the source IP address in the first packet with an IP address of the router
before sending the packet to computing device 125 over network(s) 120.

When computing device 125 receives the first packet, it may extract the source IP
address. Computing device 125 may then communicate a reply by sending a second packet.
The second packet may mclude a source address field, a destination address field, and other
data. Tn order to route the second packet to the computing device that sent the first packet
{e.g., computing device 105}, the destinalion address field of the second packet may be set (o
the source address of the first packet {e.g., the IP address of router 130}). The source address
field of the second packet may inchude the TP address of computing device 125, When router
130 receives the second packet, it may identify that the source address of the second packet is
the same address as the destination address of the first packet. Based on this identification,
router 130 may realize that the second packet s likely a response to the first packet sent by
computing device 105, and may route the second packet to coraputing device 105,

When mdividuals communicate over a network, such as the Internet, these
communications may be monitored or mtercepted by enfities, such as companies, hackers,
governments, and others. Thus, these entities may access the source addresses, destination
addresses, and/or data of the communications they intercept. However, individuals may not
want the data they communicate or their identities {2.g., as indicated by source or destination
addresses ), to be accessible to other enfaties.

Different technigues can be used to add privacy to network commumications. Some of
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these techniques may be implemented at a router, which can enciypt and/or anonymize
communications before routing the communications to their next destination in a network.

FIG. 2 illustrates an example communications environment 200 for using one
technique for adding privacy 1o network communications. In communications environment
200, router 130 may route communications between one or more computing devices 105,
110, 115 and one or more computing devices 125 over one or more networks 120, such as the
internet. Computing devices 105, 110, 115 mayv be connected fo router 130 over a LAN.
Like n the example described with respect to FIG. 1, communications may occur in packets
of data, and each of the packets may include, for example, a source address field, a
destination address field, and other data. The source address field and destination address
field may wnclude 1P addresses, for example. Communications environment 200 may also
mclude one or more proxy servers 235, Although Hustrated as being separate from
network{s) 120, proxy server(s) 235 may be computing devices within network(s) 120 for
relaying communications. Commumications in commumications environmment 200 may occur
simlarly to that described with respect to FIG. 1, however, proxy server{s) 235 may add
additional levels of anonymity to the conmnunications.

A proxy server 235 may operaie in a manner siroilar to the way rowter 130 may
operate {e.g., as described with respect to FIG 1), When a proxy server 235 receives a first
packet from a router 130, it may save the source [P address (e.g., the IP address of router 130)
and destination TP address forma the first packet in a table, and then replace the source IP
address in the source address field of the first packet with an 1P address of proxy server 235

efore sending the first packet 1o computing device 135 over network{s) 120. When
computing device 125 receives the first packet, it may extract the source IP address {e.g., the
1P address of proxy server 233). Computing device 125 may then communicate a reply by

sending a second packet. The second packet may include a source address field, a destination

9
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address field, and other data. In order to route the second packet to the computing device that
sent the first packet, the destination address field of the second packet mav be set to the
source address of the first packet (e g, the IP address of proxy server 235} The source
address field of the second packet may include the 1P address of computing device 1235,

When proxy server 235 receives the second packet, it may identify that the source
address of the second packet is the same address as the destination address of the first packet.
Based on this identification, proxy server 235 may realize that the second packet is likely a
response to the first packet sent by router 130, and may route the second packet to router 130.
Router 130 may then route the second packet to the compuiing device thai originally sent the
first packet, as described above with respect to FIG. 1. Thus, adding a proxy server to the
commumication path between a computing device 105, 110, 115 and a computing device 125
adds another layer of anonymity to the communication, because the identity {e.g., TP address)
of router 130 is replaced with the identity {e.g. TP addressy of proxy server 235 as
communications pass through proxy server 235, This may be referred {0 as an additional
“bop” 1 the communication path between a computing device 108, 116, 115 and a
computing device 125. While FIG. 2 dlustrates an example involving one proxy server,
commuications between a computing device 105, 110, 115 and a computing device 125 may
be passed through additional proxy servers (additional hops) to further anonymize the
commurcations.

FIG. 3 ilustrates an example communications environment 300 for using another
technique for adding privacy to network communications. In conumunications environment
300, router 130 may route communications between one or more computing devices 105,
110, 115 and one or more computing devices 125 over one or more networks 120, such as the
Internet. Computing devices 105, 110, 115 may be connected to router 130 over a LAN.

Like in the example described with respect to FIG. 1, communications may occur in packets

10
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of data, and each of the packets may include, for example, a source address field, a
destination address field, and other data. The source address field and destination address
field may include 1P addresses, for example. Communications environment 300 may also
include one or more virtual private networks (VPNsy 335, Communications in
communications environment 300 may occur similarly to that described with respect to FIG.
1; however, VPN(s} 335 may add additional levels of anonymity and/or security {o the
communications.

A VPN may extend a private network across a public network, such as the Internet. It
may enable a computing device f{o communicate data across a public network while
benefiting from the securnity and/or anonymuiy of a private network. A VPN may be created
by establishing a virtual poini-to-point connection through one or more dedicated
connections, virtual tunneling protocols, and/or use of encryption.  Secure VPN protocols
may include, for example, Intemet Protocol Security (IPsec), Transport Layer Security
(TLS), Secure Sockets Layer (SSL), Datagraro Transport Layer Security (DTLS), Microsoft®
Point-to-Point Encryption (MPPE), Microsoft® Secure Socket Tunneling Protocol (SSTP),
Multi Path Virtual Private Network (MPVPN), Secure Shell (S8H) VEN, and other protocols.
Encryvpting communications and/or sending conununications over a trusted network using
VPN may moake it more difficult for entities to monitor or intercept the coramurmications. For
example, the entities may be required to decrvpt the coromurucations and/or bvpass security
protocols of the network before they can understand the information in the communications.

FIG. 4 illustrates an example communications environment 400 for using still another
technique for adding privacy to network communications. In communications environment
400, router 130 may roule communications between one or more computing devices 103,
116, 115 {(although only computing device 110 is illustrated in FIG. 4) and one or more

computing devices 125 over one or more networks 120 (not shown in FIG. 4), such as the

i
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Internet. Computing devices 105, 110, 115 may be connected to router 130 over a LAN.
Like in the example described with respect to FIG. 1, communications may occur in packets
of data, and each of the packets may include, for example, a source address field, a
destination address field, and other data. The source address field and the destination address
field may include 1P addresses, for example. Communications environment 400 may also
include one or more onion routers 440-480. Omnion routers 440-480 may be computing
devices that are separate from network(s} 120, or may be compuiing devices within
network{s) 120, for relaving communications. Onion routers 440-480 may be connected
together with one or more networks {not shown}, such that communications may oCCur
between any two onion routers 440-480,

In onion routing, communication packets may be encapsulated n layers of encrvption,
like the layers of an onion. To {ransmit a packet over an onion routing network, a computing
device may select a set of omon routers from a list of onion routers. The selected hist of
onion routers may then be arranged into a cormmunication path through which the packet will
be transmitted. FIG. 4 dlustrates an example communication path in which the packet is
routed through onion routers 440, 460, and 480 to computing device 123

Alayer of encrvption may be added for each onion router in the conunication path,
such that each of the encrvption layers may be decrypted by only one corresponding onion
router in the communication path. As the packet travels the communication path, each of the
onion routers may peel away a single laver of encryption, revealing only the next destination
to which the packet is to be sent. As a result, the destination of the packet may remain hidden
unti! the last onion router in the communication path peels away the last laver of encrvption.
Moreover, the sender of the packet may remain anonymous, because each onion router only
knows the source address of the onion router from which it recetved the packet. Thus, onion

rowting may provide for security and/or anonymity in network communications.
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Tor is software that may enable anonvmous comnumication over an onion roufing
network. Individuals can install Tor software, such as a Tor browser, which may aliow them
to send communications through a voluntesr network of onion routers. When an individual
chooses to transmit communications using Tor, the communications packets, including the

estination address of the packets, may be encrypted multiple times and sent through a
communication path of randomly selected onion routers. Each of the onion routers may then
decrypt a layer of encryption to reveal only the nexi onion router in the communication path.
When the final onion router in the communication path decrypts the mnermost layer of
encryption, it may send the communication packet {o its final destination.

The techniques discussed above are only a few of the technigues available for adding
privacy to nelwork communicabions. Nevertheless, existing technigues for adding privacy to
network commumications may be limited to certain mdividuals, can be complex o
implement, and may be inconvenient to use. Moreover, while adding securnity and/or
anony ity to network communications, the techuniques may have disadvantages for network
commurnications.  For example, use of encryption may slow network communications as
packet sizes get larger and processing times {(e.g., latencies due to decrvplion) increase.
Accordingly, even when individuals understand how to add privacy to network
connunications, they may wish to add differing levels of privacy to different types of
network coromunications, to take advantage of higher network speeds when higher levels of
privacy are not required.  However, manually selecting to transition between different
network communications techniques may be inconvenient for users.

Embodiments of the present disclosure can address the challenges associated with
adding privacy to network communications. For example, embodiments of the present
disclosure provide computerized systems. methods, and media for managing privacy of

network communications. In some embodiments, the computerized systems, methods, and

13
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media may encrypt and/or anonymize network communications based on one or more rules.
For example, a compuiing device, such as a router, may recetve a first network
communication, such as a communicafion packet, and extract information from the first
network communication. The information may relate, for example, to an IP address or
domain name to which the user is requesting a connection, or to a request from the user that a
fevel of privacy be added to the network communication. Based on the mformation, a
privacy rule may be identified. A second network commumication may then be generated
based on the first network communication and the privacy rule. For example, the second
network communication may be a second packet, which is encrypted and contains data from
the first packet, and/or a second packet that contains data from the first packet, but is rerouted
io a proxy server. That is, the second network cormmmunication may be a routed version of the
first network communication with a certain level of encyprtion and/or anonvmity added. The
second network communication may then be sent {o a next destination in the network on the
way 1o the communication’s final destination.

The computer-implemented methods disclosed herein may be executed, for example,
by one or more computer processors that receive mstructions from one or more non-~transitory
computer-readable mediums. Sunularly, systems consistent with the present disclosure may
mclude at least one computer processor and memory, and the memory may be a non-
iransitory computer-readable medium.

As used herein, a non-transifory computer-readable medium refers to any type of
physical memory on which information or data readable by a computer processor may be
stored. Examples include random access memory (RAM), read-only memory (ROM),
volatile memory, nonvolatile memory, hard drives, compact disc ROMsg {CD ROMs), digital
versatile discs (DVDg), flash drives, magnetic sirip storage, semiconductor storage, optical

disc storage, magneto-optical disc storage, and/or any other known physical storage medium.
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Singular terms, such as “memory” and “computer-readable storage medium,” may
additionally refer to multiple structures, such as a plurality of memories and/or computer-
eadable storage mediums,

As used herein, a “memory” may comprise any type of compuier-readable siorage
medium unless otherwise specified A compuier-readable storage medium may store
mnstructions for execution by one or more processors, including instructions for causing the
one or more computer processors to perform steps or stages consistent with embodiments
disclosed herein.  Additionally, one or more computer-readable storage mediums may be
utilized in implementing a computer-implemented method.

As used herein, the indefinite articles “a” and “an” mean “one or more” in open-ended

P4

%9

claimos contamning the fransifional phrase “comprising,” “inchuding,” and/or “having.

FIG. 5 is a block diagram of an example computing environment 500 for
implementing embodiments of the present disclosure. The arrangement and number of
components in computing environment 500 is provided for purposes of illustration
Additional arrangements, nuraber of components, and other modifications may be made,
consistent with the present disclosure. In some embodiments, computing environment 500
may correspond to, and by another way of representing, any one or more of the
communications environments described with respect to FiGs. 1-4.

As shown in FIG. 5, computing environment 300 may include one or moore client

devices 510, networks 520, 540, 560, routers 330, relavs 550, and communication devices

5370. Client devices 510 may be coupled to router(s} 530, relay(s) 550, and communication

U

device(s) 370 by one or more networks 520, 540, 560,
By way of example, a client device 510 could be a personal computer, deskiop

computer, laptop computer, server, web server, mobile computer, mobile phone, smart phone,

tablet computer, nethook, electronic reader, personal digital assistant (PDA), wearable

[
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computer, smart watch, gaming device, set-top box, television, personal organizer, portable
electronic device, smart appliance, navigation device, and/or other type of computing device.
In some embodiments. a client device 510 could include one of client devices 105, 110, 113
described with respect to FiGs. 1-4. In some embodiments, a client device 510 mav be
impiemented with hardware devices, and/or software applications running thereon. A client
device 510 may commmnicate with one or more computer systems (e.g., roufer(s) 530,
refay(s) 550, communication device(s) 570} over one or more networks 520, 540, 560. A
chient device 510 may store browser software that enables client device 510 to access
resources on a network, such as the Intemet  In some embodiments, one or more of client
devices 510 may be implemented using a computer system, such as computer system 300 of
FIG. 9.

Computing environment 500 may include one or more networks 320 In one
embodiment, network(s) 520 may be one or more local networks {e.g., personal area
networks {(PANs), LANs, metropolitan area networks {MANS)), though the disclosure is not
so limited. Network(s) 520 may connect client device(s) 510 with one or more router{s} 530,
relay(s) 550, communication devices 5370, and/or other client devices 310, Network(s) 520
may include one or more PANs, LANs, MANs, wide area networks (WANs), or any
combination of these networks. Network(s) 520 mayv include any combination of one or
more of a vanety of different network types, including Ethemet, intranet, twisted-pair,
coaxial cable, fiber optic, cellular, satellite, Institute of Electrical and Electronics Engineers
(IEEE) 802.11, Wi-Fi, terrestrial, Internet, infrared, and/or other types of wired or wirelass

etworks. Network{s) 520 may include a network with a topology and tunctionality for
carrving out one or more techniques for adding privacy to comumunications, such as one or
more of the techniques described with respect to F1Gs. 1-4,

Chent device(s) 510, relayv(s} 550, and/or communication device(s} 370 may be
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configured to communicate with one or more routers 530 through one or more networks 520,
540, 560, A router may be a home gateway (HGW), relay, bridge, swiich, access point, hub,
connaction pomnt, or any other ivpe of device that may relay messages onto different
networks, or different links of a network. In some embodiments, a router may append or
remove data, such as encryption data and/or network address information, to received
communications data. A rouwter 530 mayv be any type of device for relaying network
messages, and may exist as software, hardware, or a combination of software and hardware.
in some embodiments, a router 530 could include router 130 described with respect to FIGs.
1-4. In some embodiments, one or more of routers 530 may be implemented using a
computer system, such as compuler system 900 of FIG. 9.

Computing environment 500 may also winclude one or wmore networks 540
Network(s) 540 may connect relay{s) 540 with one or more routers 530 and/or one or more
commurication devices 570, Network(s) 540 may include one or more PANs, LANs, MANs,
WANSs, or any combination of these networks. Network(s) 540 may include a combination of
one or more of a vartety of different network types, including Ethernet, intranet, twisted-pair,
coaxial cable, fiber optic, cellular, satellite, IEEE 80211, Wi-F1, terrestnial, Intemet, and/or
other types of wired or wircless networks. Network{s) 540 may include a network with a
topology and functionality for carryving out one or more techniques for adding privacy to
commurications, such as one or more of the techniques described with respect to FiGs. 1-4.

Chient device(s) 510, router(s) 530, and/or communication device(s) 570 may be
configured to communicate with one or more relays 550 through one or more networks 520,
340, 560. A relav 550 may be a router, bridge, gateway, server, proxy server, switch, or other
type of device that may relay messages onto different networks, or different links of a

etwork. In some embodiments, a relay 550 may append or remove data. such as encryption

data and/or network address information, o received communications data. A router 530
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may be anv type of device for relayving network messages, and may exist as software,
hardware, or a combination of software and hardware. In some embodiments, a relay 550
could include proxy server 235, or an onion router {(e.g., one of onion routers 440-480}
described with respect to FIGs. 1-4. In some embodiments, one or more of routers 530 may
be implemented using a computer svstem, such as computer system 900 of FIG. 9.

Computing environmeni 500 may also include one or more networks 360
Network(s} 360 may connect communication device(s) 570 with one or more relays 550,
routers 530, and/or client devices 510. Network{s) 560 may include one or more PANS,
LANs, MANs, WANSs, or any combination of these networks, Network{s) 560 may include a
combination of one or more of a variety of different network types, including Ethernet,
miranet, twisted-pair, coaxial cable, fiber optic, cellular, satellite, IEEE 80211, Wi-Fy,
terrestrial, Internet, and/or other types of wired or wireless networks. Network{s) 560 may
mclude a network with a topology and functionality for carrying out one or more techniques
for adding privacy to communications, such as one or more of the lechnigues described with
respect to FIGs. 1-4.

Chient device(s) 310, router(s) 530, and/or relay{s) 350 may be configured to
communicate with one or more communication devices 570. A communication device 570
may include any type of computing device that can connect to network(s) 560 and
communicate with client device(s) 510. A communication device 570 may include a server,
web server, server farm, personal computer, deskiop computer, laptop computer, server, web
server, mobile computer, mobile phone, smart phone, tablet computer, netbook. elecironic
eader, personal digital assistant {(PIDDA). wearable computer, smart watch, gaming device, set-
top box, television, personal organizer, portable electronic device, smart appliance,
navigation device, and/or other tvpe of computing device. In some embodiments, a

commuication device 570 could include client device 125 described with respect to FIGs. 1-
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4. In some embodiments, a communication device 570 may be implemented with hardware
davices, and/or software applications running thereon. A commumication device 510 may
communicate with one or more computer svstems (e g.. client device(s) 510, router(s) 530,
relay(s) 550) over one or more networks 520, 540, 560. In some embodiments, one or more
of communication devices 570 may be implemented using a computer system, such as
computer system 900 of FIG. 9.

Although computing environment 500 of FIG. § illustrates separate client device(s)
510, router(s) 330, relay(s} 550, and commumication device(s) 570, the disclosure is not so
hmited. Any of router{s} 330, relay(s} 550, and/or commumication device{s) 37¢ could be
implemented together on the same computer system, such as on computer system 900 of FIG.
9.

Although computing environment S00 of FIG. § illustrates separate network(s) 520,
540, 560, the disclosure is not so limated. For example, embodiments of the present
disclosure may be implemented in computing environments utilizing onlv one or two
networks, which may mclude only local network(s) and/or wide area network{(s}.

FIG. 6 illustrates a flowchart of an exarmple method 600 for managing pruvacy of a
network conumunication, congsistent with embodiments of the present disclosure. Example
method 600 may be implemented in a computing environment (see, e.g., FIG. 5} using one or
more cormputer svstems {see, e.g., computer systern 900 of FIG. 9). In some embodiments,
method 600 may be performed by one or more routers 330, by one or more relays 550, or any
combination of the above.

In step 602 of method 600, a first network communication may be received. The first
network communication may be recetved from a chient device, such as a client device 510,
The first network communication may include one or more segments of a message. For

example, the first network communication may include one or more packets, frames,
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datagrams, cells, or anv other type of message segment used by a particular network protocol
and/or network protocol laver. The first network communication may be a communication
intended to be routed to a destination device, such as a communication device 370. The first
network communication may include information.

In step 604 of method 600, the mformation may be extracted from the network
communication. The information may identify, for example, a destination address, domain
name, or umiversal resource locator {URL) of a particular communication device with which
the chient device wishes to communicate. Alternatively, or additionally, the information may
identify anv combination of one or more of a location of the client device, a protocol used by
the client device in sending the network communication, and a port used by the client device
used in sending the network commumication. Altermativelv, or additionally, the information
may 1dentifv a request {rom a user of the chient device to add a certain level of privacy to the
network commumication, and/or to future network communications related 1o the network
communication,

n step 606 of method 600, a privacy rule may be identified based on the information.
For example, one or more privacy rules may be stored in a storage device. The privacy rules
may be stored as privacy profiles. each of which may associate one or more rules for
anonymizing and/or encrypting communications with one or more conditions. The one or
more conditions may relate to information that may be extracted from network
conrounications, such that a privacy profile mav be identified based on the extracted
mnformation,

In step 608 of method 600, a second network communication may be generated. In
some embodiments, the second network communication may include data from the first

etwork communication, and may include encrvption, a different destination address, and/or

other data for adding privacy to the communication. In some embodiments, the second
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network communication may be a routed version of the first network communication. That
is, the message information of the first network comumunication intended for relay to the
destination device {e.g., communication device 570) may be included in the second network
communication.

In step 610 of method 600, the second network communication may be sent. The
second network communication may be seni, for example, {o a next relay or router in a
communication path between the client device and the destination communication device.

FiGG. 7 illustrates an example table of privacy profiles, including their associated
conditions and rules. A plurality of privacy profiles may be stored, for example, in a storage
device at a router 530 and/or relay 550, In some embodiments, a condition may specify a
particidar 1P address, URL, or domam name, and one or more ruides for handhng
communications nvolving the particular TP address, URL, or domain name. For example,
mformation extracted {tom a first communication may mdicate that the client device is
requesting  fo  access and/or  interact with  a  web  server associated  with
hitp://www.example.com. A condition may be specified for hitp://www.example. com, and
one or more rules may be associated with the condition. When htip://www.example com is
identified from the mformation extracted from the first network communication, the
computer svstem {e.g., computer system 200 of FIG. 9) implementing method 600 may know
io apply the one or more rules in routing the network commnumication.

In some embodiments, a computer system (e.g., computer system 900 of FIG. 9)
implementing method 600 may store information categorizing websites. This information
may be received over one or more networks (e.g., network(s) 520, 5340, 560} from one or
more sarvers or service providers that provide this type of information. The information may
be recetved on request from the computer system, or on a periodic basis. The information

may indicate, for example, that hitp/www.example.com 15 a finance website. When
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mformation is  extracted from the first network communication identifving
hitp//www . example com, the computer system (e.g. compuier system 900 of FIG 9)
implementing method 600 may recognize that hitp:/www.example.com is a finance website,
and that there are one or more privacy rules stored for websites i the finance category. In
the example illustrated in Figure 7, a rule indicates that the computer svstem (e.g., computer
system 900 of FIG. 9} implementing method 600 should use encryption for routing the
communication over VPN when the communication involves communication with a finance
webstte.

In some embodiments, privacy profiles may be associated with applications. For
exarnple, it the mformation extracted from a first network communication indicates that the
client device 1s communicaling using a protocol and/or port of a dating application, one or
more nules may be applied in routing the cornmunication.  In the example shown in FIG. 7,
when the information indicates that the client device is communicating using a daiing
apphication, the communication may be routed using encryption for sending the
communication over VPN,

in some embodiments, a client device’s location may be used in determining whether
o apply one or more privacy rules. For example, information about risk factors associated
with various locations may be stored in a computer system (e.g., computer system 900 of
FIG. 9) imoplementing roethod 600, In the example iHustrated in FIG. 7, when information
extracted from a first network commurication indicates that the client device 1s in a hagh risk
focation (e.g., a country with a repressive government), and further indicates that the client
device is attempting to access and/or interact with a protest website, a rule may indicate that
Tor should be used for routing the communication over an onion routing network.

Any combination of one or more conditions and/or one or more rules may be used in

the privacy profiles. For example, a privacy profile may include any combination of one or
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more conditions relating to a website, website category, application, application type,
protocol, port, explicit user privacy request, network activity categories, network traffic
categories, client device location, or any other conditions. A privacy profile may also include
any combination of one or more rules, such as rules for encrvpting {e.g., using one or more of
IPsec, TLS, 88L, DTLS, MPPE, S8TP, MPVEN, S5H VPN, onion routing, and Tor), and/or
anonymizing {e.g., using proxy servers, onion routing, and/or Tor} network communications.

In some embodiments, a client device 510 may be configured with software for
making explicit requests for adding privacy to communications. The software may include,
for example, a plug-in for web browsing software, or any other type of client application.
FIG. 8 illustrates an example screen 800 of a web browser with a webpage opened {0 an
example website at URL  hitp://www.example.cormn.  The web browser includes ploug-in
software, such that a control button (e.g., button §10) appears in the browser. Although
ilfustrated in the upper right of screen 800, button 810 may appear anvwhere in the browser
software, such as i any toolbars, pull-down menus, or other graphical user imterface
elements. A user may select the control button to indicate that the user wishes to add privacy
to network communications.

After pressing the button, all network communications issued from the chient device,
or issued from the client device as a result of the browser application, may have an addec
level of privacy, using any of the encryption and/or anonymization techmques previously
described. When the user no longer wishes to add privacy to the network communications,
he/she may press the control bution again to disable the addition of privacy to the network
communications. In some embodiments, a user may further configure a level of privacy to
add to communications when the control button is pressed. For example, a user may select to
use a certain type of encrvption over VPN, a certain number of proxy hops, onion routing,

and/or Tor. When a user selects to add privacy to network communications, the first network
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conmmunication received in step 602 of method 600 may include information indicative of the
explictt user request for privacy. The second network communication may then be any one
or more further network commumications after the user has pressed the control button, and
before the user again presses the control button to disable the addition of privacy to the
network commumnications.

Conditions and/or rules may be configured into privacy profiles by explicit user
selection and/or by service provider selection. In some embodiments, conditions and/or rules
may be configured by one or more machine leaming algonthms. For example, a computer
system {e.g., computer system 900 of FIG. 9} implementing method 600 may learn over time
which websites, website calegories, applications, application types, protocols, poris, network
activity categories, network traffic categories, client device locations, or any other conditions,
are frequently involved in cormmunications after a user has selected to add privacy to network
commurications, such as using the control bution. Thus, if a user of a chient device ofien
selects the control button before visiling a websile associating with a cerlain type of
embarrassing music, the compuler system {e.g, compuler sysiem 90¢ of FIG 9)
mplementing method 600 may learn that it should automatically add privacy to future
network communications mmvolving this website.  Similarly, the computer system {e.g,
computer systern 900 of FIG. 9) implementing method 600 may leam the types of privacy
rules the user of the chient device selects to apply when accessing content involving any one
or more of these various conditions, and may learn that it should automatically add this level
of privacy to future network communications involving the same combination of conditions.

In some embodiments, a service provider may crowd source the machine-leamed
mformation from many routers 330, and provide this information among the routers 530. For
examplie, it may be learned that many users often select to add privacy to network

communications when they access the finance website at http://www example.com. This
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mformation mav be conveved to other routers so that privacy is automatically added to
network comumunications when information in the network communications indicates a
equest to access and/or interact with the website hiip://www example com.

Although the description above often describes the computer svstem (e.g., computer
system 900 of FIG. 9 implementing method 600 as automatically adding privacy to network
communications, ong would recognize thai the compuder system could first ask the user
whether he/she would like to add privacy to network communications before implementing
the additional privacy. For example, if a computing system automatically determines that
privacy should be added to certain network communications, it could send a message to the
chient device indicating that it recommends adding privacy to the communications. The user
could select a bution indicating that he/she wishes to add the privacy, or a button indicating
that he/she does not wish to add the privacy, to the network communications. The computing
system implementing method 600 may then add or refran from adding the privacy
encryption and/or anonymization based on the user’s response.

FIG. 9 1s a block diagram Hustrating an example computer sysiem 900 that may be
used for implementing embodiments consistent with the present disclosure, including the
example svsterns and methods described herein. Coroputer system 900 mav include one or
more computing devices 910, Computer systern 900 mayv be used to implement client
device(s) 510, router(s) 530, relay(s) 550, and/or communication device(s) 570. The
arrangement and number of components in computer system 900 s provided for purposes of
tHustration. Additional arrangements, number of components, or other modifications may be
made, consistent with the present disclosure.

As shown in FIG. 9, a computing device 910 may include one or more processors 920
for executing instructions. Processors suitable for the execution of instructions may include,

by wav of example, both general and special purpose microprocessors, and any oneg or more

o}
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processors of any kind of digital computer. A computing device 910 may also include one or
more input/output (1/0) devices 930, By way of example, /0 devices 930 may include keys,
buttons, mice, joysticks, stvluses, etc. Kevs and/or buttons may be physical and/or virtual
{e.g., provided on a touch screen interface). A computing device 910 may also be connected
to one or more displays (not shown) via VO 930, A display may be implemented using one
or more display panels, which may include, for example, one or more cathode ray tube (CRT}
displays, liquid crystal displays {LCDs), plasma displays, light emitting diode {LED)
displays, touch screen type displays, projector displays (e.g., images projected on a scresn or
surface, holographic images, eic.}, organic light emtting diode (OLED) displays, field
emigsion displays (FEDs). active malrix displays, vacuum fluorescent (VFR)} displays, 3-
dimensional (3-D) displavs, electronic paper {(e-ink} displays, or any combination of the
above types of displays.

A computing device 910 may include one or more storage devices configured to store
data and/or software instructions used by processor(s} 920 to perform operations consistent
with the disclosed embodiments. For example, a computing device 910 may include main
memory 940 configured to store one or more software programs that, when executed by
processor(s) 920, cause processor{s) 920 to perform functions or operations consistent with
disclosed embodiments.

By way of example, main memory 940 mayv include NOR and/or NAND flash
mernory devices, read only memory (ROM) devices, random access memory (RAM) devices,
etc. A computing device 910 may also include one or more storage mediums 950, By way of
example, storage medium(s) 950 may include hard drives, solid state drives, tape drives,
redundant array of independent disks (RAID) arravs, etc.  Although FIG. 9 illustrates only
one main memory 940 and one storage medium 950, a computing device 910 may include

any number of main memories 940 and storage mediums 950. Further, although FIG 9
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tHustrates main memory 940 and/or storage medium 950 as part of computing device 910,
main memory 940 and/or storage medium 950 may be located remotely and computing
device 910 may be able to access main memory 940 and/or storage medium 950 via
network{s) 520, 540, 560.

Storage medium(s} 950 may be configured to store data, and may store data received
from one or more client device(s) 510, router(s) 530, relay(s) 550, and/or communication
device(s) 570. The data mav take or represent various content or information forms, such as
documents, tables, lists, IP addresses, MAC addresses, user names, passwords, autheniication
mformation, decryption keys or codes, client device information, security mformation,
software applications, files, and any other tvpe of iformation and/or content which may be
used in network applications, or any combination thereof. In some embodiments, storage
medivm(s) 950 may be configured to store website categorization information, crowd sourced
privacy information, routing tables, privacy profiles, privacy conditions, privacy rules, and/or
any other type of mformation used to implement the embodiments disclosed herein,

A computing device 910 may further include one or more communication interfaces
960,  Communication interface(s) 960 may allow software and/or data to be transferrec
between chient device(s) 510, router(s) 530, relay(s) 550, and/or communication device(s)
370. Examples of commmunication inferface 960 may mclude a modem, network interface
card (e.g. FEthemet card), communications port, personal computer memorv card
international  association (PCMCIA)Y slots and cards, antennas, etc. Commumnications
mterface{s) 960 may transfer software and/or data in the form of signals, which may be
electronic, electromagnetic, optical. and/or other types of signals. The signals may be
provided to/from communication interface(sy 960 via a communications path (eg,

etwork(s) 520, 540, 560), which mayv be implemented using wired, wirgless, cable, fiber

optic, radio frequency (RF), and/or other communication channels.

b2
-2



I

b2
L

U

0

n

WO 2016/209637 PCT/US2016/036807

The disclosed embodiments are not limited to separate programs or computers
configurad to perform dedicated tasks. For example, a router 530 or relay 350 may include a
computing device 910 that includes a main memory 940 that stores a single program or
multiple programs and may additionally execute one or more programs located remotely from
router 530 or relay 550, respectively. Similarly, a client device 510, router 530, relay 550,
and/or comimunication device 570 may execute one or more remofely stored programs instead
of, or in addition to, programs stored on these devices. In some examples, a router 53¢
and/or relay 550G may be capable of accessing separate server(s)y router(s), relay{s),
cateway(s}, and/or other computing systems that generate, maintain, and provide network
configuration, security, website categorization information, privacy information, and/or other
mformation.

Embodiments of the present disclosure can address the challenges associated with
adding privacy to network communications. The computerized systems, methods, and media
disclosed herein may allow privacy io automatically be added to network commumications
associated with activities with which a user may be concemed, or to be added with a simple
press of a button. Moreover, the computerized systems, methods, and media may allow a
user to configure preferences for adding privacy to network communications, and/or provide
for learning a user’s preferences for adding privacy to network coramunications over fime.
Accordingly, privacy profiles may be established for network conumunications in which a
user may be concemned about, for example, privacy, identity theft, censorship, and/or the
dangers of being tracked online by oppressive governmenis, organizalions, OF agenciss,
Privacy profiles may also be associated with network communications in which a user may
be concerned about embarrassment. such as network communications associated with
pomography, sexual orientation, fetish, dating. or embarrassing music.  Thus, the

computerized systems, methods, and media disclosed herein provide for a conveniaent way of
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adding different lavers of privacy to different communications, allowing users to freely
express themselves ondine with less fear of adverse consequences.

The subject matter described herein can be implemented in digital electronic circuiiry,
or in computer software, firmware, or hardware, including the structural means disciosed in
this specification and equivalents thereof, or in combinations of them. The subject matter
described herein can be implemented as one or more computer program products, such as one
or more programs tangibly embodied in an information carrter {e.g., in a machine readable
storage device), or embodied in a propagated signal, for execution by, a computer, or multiple
computers). A computer program {also known as a program, software, software application,
ot code) can be written i anv form of programming language, wncluding compiled or
mterpreted languages, and it can be deployed i any form, including as a stand-alone program
or as a module, component, subroutineg, or other unit suitable for use in a computing
environment. A computer program does not necessarily correspond to a file. A program can
be stored in a portion of a file that holds other programs or data, in a single file dedicated 10
the program in question, or in mutiiple coordinated files {e.g., files that store one or more
maodules, sub programs, or portions of code). A computer program can be deploved to be
executed on one computer or on multiple computers at one site or distributed across multiple
sites and interconnected by a communication network,

The processes and logic flows described in this specification, including the method
steps of the subject matter described herein, can be performed by one or more programmable
Processors executing one or more computer programs to perform functions of the subject
matter described herein by operating on mput data and generating output. The processes and
logic flows can also be performed by, and apparatus of the subject matter describad herein
can be implemented as, special purpose logic circuitry, 2.g., an FPGA (field programmable

array) or an ASIC (application specific mtegrated circuit).
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Processors suitable for the execution of a computer program include, by way of
example, both general and special purpose microprocessors, and any one or more processor
of any kind of digital computer. Generally, a processor may receive instructions and data
from a read only memory or a random access memory or both.

Computer programs based on the written description and methods of this specification
are within the skill of a software developer. The various programs or program modules can
be created using a varietvy of programming technigues. For example, program sections or
program modiules can be designed in or by means of Java, C, C++, assembly langunage, or any
such programming language. One or more of such sofiware sections or modules can be
miegrated mnio a compuler systern or existing communications software.

At this point it should be noted that, as implied above, managing the addition of
privacy to network commnunications mn accordance with the present disclosure as described
above may involve the processing of input daia and the generation of output data to some
exteni. This inpul data processing and output data generation may be implemenied in
hardware or software. For example, specific electronic components may be employved in an
application specific itegrated circuit or similar or related circuitry for tmplersenting the
functions associated with managing the addition of privacy to network conwuunications in
accordance with the present disclosure as described above.  Alternatively, one or more
computer processors operating in accordance with instructions may implement the functions
associated with managing the addition of privacy to network coramunications in accordance
with the present disclosure described above. If such is the case, it is within the scope of the
present disclosure that such instructions may be stored on one or more non-transitory
computer-readable storage media {e.g., a magnetic disk or other storage medium). or
transmitied 1o one or more compuier Processors via one or more signals embodied in one or

MOIe Carrier waves.
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The present disclosure is not limited in scope by the specific embodiments described
heremn. Indeed, other vartous embodiments of and modifications o the present disclosure, in
addition to those described herein, will be apparent to those of ordinary skill in the art from
the foregoing description and accompanying drawings. Thus, such other embodiments and
modifications are intended to fall within the scope of the present disclosure. Further,
although the present disclosure has been described herein in the context of at least one
particular implementation in at least one particular environment for at least one particular
purpose, those of ordinary skill in the art will recognize that its usefulness is not himited
thereto and that the present disclosure may be beneficially implemented in any number of
environments {or any number of purposes. Accordingly, the claims set forth below should be
construed in view of the {ull breadih and spirit of the present disclosure as described herein,
mcluding all systems, wmethods, and non-transitory computer-readable media which fall

within the {rue spirit and scope of the present disclosure.
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CLAIMS
1. A computer-implemented system for managing privacy of a network commumnication,
the system comprising:
onie or more memory devices that store instructions; and

one or more computer processors that execute the instructions to:

U

receive a first network communication;

extract information from the first network communication;

identify a privacy rule based on the information;

generate a second network communication based on the first network
10 communication and the privacy rule; and

cause the second network communication to be sent.

2. The system of claim 1, wherein the second network communication includes data
from the first network commumication, and the system comprises a router that routes the first

i

n

network communication by generating and sending the second network communication.

3. The system of claim 1, wheremn the system further comprises a storage device, and the

privacy rule is selected from a plurality of privacy rules stored on the storage device.

20 4. The systern of claim 1, wherein the privacy rule is 1dentified based on the information

relating to a particular domain name or Internet Protocol (IP) address.

93

The system of claim 4, wherein the one or more processors further execute the

mstructions to;

b2
L

identify a category of website associated with the domain name or IP address; and
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identify the privacy rule based on the category of website.

6. The system of claim 1, wherein the privacy rule is identified based on the information
relating to one or more of a port or profocol used by the client device in sending the first

network communication.

U

~

The system of claim 1, wherein the privacy rule is configured by a user of the client

device.

10 38 The system of claim 1, wherein the information indicates that the user of the client

device wants to anonymize the second network communication.

9. The system of claim 1, wherein the second network commumication 1s generated by

encapsulating one or more messages from the first network communication in one or more

n

lavers of encryption.

10, The system of claim 9, wherein the second network commurication is generated for

sending over an onion routing network.

20 11, The system of claim 1, wherein the second network conwuunication is generated for

sending over a virtual private network (VPN).

12. A computer-implemented method for managing privacy of a network communication,
the method comprising;

recetving a first network commumication from a client device;
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extracting information from the first network communication;

identifying, by one or more computer processors, a privacy rule based on the
information;

generating a second network communication from the first network communication
based on the privacy rule; and

sending the second network communication.

13, The method of claim 12, wherein the privacy rule is identified based on the

mformation relating to a particular domain name or Internet Protocol (1P} address.

14. The method of claim 13, fusther compnising:
identifving a category of website associaied with the domain name or [P address; and

identifying the privacy rule based on the category of website,

15. The method of claim 12, wherein the privacy rule is identified based on the
mformation relating to one or more of a port or protocol used by the client device in sending

the first network communication.

16 The method of claim 12, wherein the privacy rule 15 configured by a user of the client
device.
17. The method of claim 12, wherein the information indicates that the user of the client

davice wants to anonymize the second network commumication.

18. The method of claim 1. wherein the second network communication is generated by
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encapsulating one or more messages from the first network conumunication in one or more

fayers of encryption.

19. The method of claim 12, wherein the second network communication includes data
from the first network communication, firther comprising routing the first network

communication by generating and sending the second network communication.

20. A non-transitory computer-readable medium storing instructions that, when executed
by one or more computer processors, cause the one or more computer processors to performa
method for managing privacy of a network commumcation, the method comprising:

recetving a {irst network commumication;

extracting imformation from the first network commumication;

identifying a privacy rule based on the information;

generating a3 second network communication from the first network communication
based on the privacy rule; and

sending the second network coramunication.

G2
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AMENDED CLAIMS
received by the International Bureau on 31 October 2016 (31.10.2016)

1. A computer-implemented system for managing privacy of a network communication,
the system comprising:
one or more memory devices that store instructions; and
one or more computer processors that execute the instructions to:
receive a first network communication;
extract information from the first network communication;
identify a privacy rule from a plurality of privacy rules based on the
information, wherein each of the privacy rules identifies an associated network routing
scheme;
generate a second network communication based on the first network
communication in accordance with the network routing scheme associated with the identified
privacy rule; and

cause the second network communication to be sent.

2. The system of claim 1, wherein the second network communication includes data
from the first network communication, and the system comprises a router that routes the first

network communication by generating and sending the second network communication.

3. The system of claim 1, wherein the system further comprises a storage device, and the

plurality of privacy rules are stored on the storage device.

4. The system of claim 1, wherein the privacy rule is identified based on the information

relating to a particular domain name or Internet Protocol (IP) address.
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5. The system of claim 4, wherein the one or more processors further execute the
instructions to:
identify a category of website associated with the domain name or IP address; and

identify the privacy rule based on the category of website.

6. The system of claim 1, wherein the privacy rule is identified based on the information
relating to one or more of a port or protocol used by a client device in sending the first

network communication.

7. The system of claim 1, wherein the privacy rule is configured by a user of a client
device.
8. The system of claim 1, wherein the information indicates that a user of a client device

wants to anonymize the second network communication.

9. The system of claim 1, wherein the second network communication is generated by
encapsulating one or more messages from the first network communication in one or more

layers of encryption.

10. The system of claim 9, wherein the second network communication is generated for

sending over an onion routing network.

11.  The system of claim 1, wherein the second network communication is generated for

sending over a virtual private network (VPN).
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12. A computer-implemented method for managing privacy of a network communication,
the method comprising:

receiving a first network communication from a client device;

extracting information from the first network communication;

identifying, by one or more computer processors, a privacy rule from a plurality of
privacy rules based on the information, wherein each of the privacy rules identifies an
associated routing scheme;

generating a second network communication from the first network communication in
accordance with the routing scheme associated with the identified privacy rule; and

sending the second network communication.

13. The method of claim 12, wherein the privacy rule is identified based on the

information relating to a particular domain name or Internet Protocol (IP) address.

14. The method of claim 13, further comprising:
identifying a category of website associated with the domain name or IP address; and

identifying the privacy rule based on the category of website.

15. The method of claim 12, wherein the privacy rule is identified based on the
information relating to one or more of a port or protocol used by the client device in sending

the first network communication.

16. The method of claim 12, wherein the privacy rule is configured by a user of the client

device.
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17. The method of claim 12, wherein the information indicates that the user of the client

device wants to anonymize the second network communication.

18. The method of claim 12, wherein the second network communication is generated by
encapsulating one or more messages from the first network communication in one or more

layers of encryption.

19. The method of claim 12, wherein the second network communication includes data
from the first network communication, further comprising routing the first network

communication by generating and sending the second network communication.

20. A non-transitory computer-readable medium storing instructions that, when executed
by one or more computer processors, cause the one or more computer processors to perform a
method for managing privacy of a network communication, the method comprising:

receiving a first network communication;

extracting information from the first network communication;

identifying a privacy rule from a plurality of privacy rules based on the information,
wherein each of the privacy rules identifies an associated network routing scheme;

generating a second network communication from the first network communication in
accordance with the routing scheme associated with the identified privacy rule; and

sending the second network communication.

39
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