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FIG. 1

(57) Abstract: A plurality of work requests may be received
from a plurality of clients. A plurality of credits may be dis-
tributed among the plurality of clients. The plurality of cred-
its may be distributed in response to a refreshed credit cycle.
At least one of the work requests to be processed may be se-
lected based on an amount of the credits available for the cli-
ents. An amount of credits to distribute to the clients may be
determined in response to the refreshed credit cycle based on
an amount of the credits used to process the at least one work
request during a last credit cycle compared to a system credit
capacity of the system.
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CREDIT DISTRIBUTION TO CLIENTS

BACKGROUND
[0001]  Cerlain devices or systems may distribute credits among a plurality
of clients. Each of the credils may be used by dients o use a discrele
amount of & shared resource, such as bandwidih. Manufaciurers,
administrators and/or vendors, may be challenged to improve aliocation or use

of the credits among the clients.

BRIEF DESCRIPTION OF THE DRAWINGS
{00027  The following detalled description references the drawings, whersin:
(00031 FIG. 1 is an example block diagram of a system to distribute credits
among clients;
[0004]  FIG. 2 is ancther example block diagram of a system to disiribule
credits among dlients;
{00051 FIG. 3 is an example block diagram of a computing device including
instructions for allocaling credils among dlients; and
(00067 FIG. 4 is an example flowchart of a method for allocating credils

amaong clients.

DETAILED DESCRIPTION
{00071 Spedific details are given in the following description o provide a
thorough understanding of embodiments. However, it will beg understood that
embodiments may be practiced without these specific detalls. For example,

systems may be shown in block diagrams in order not to obscure
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embodiments in unnecessary detall. In other instances, weli-known
processes, structures and techniques may be shown without unnecessary
detail in order to avoid obscuring embodiments.

[0008]  Fixed credil based systemns may be used {o allow for fair sharing of
a resource among clients, such as where there is more bandwidth at a front-
plane than a baci-plane of a network swiich. Howsever, fixed credit based
systerns may not compensate the allocation of the credits for clients that are
inactive or transient system conditions that iead o excessive credits being
distributed o at least some of the clients.

(0008  For example, clients may be given a fixed amount of credils al a
fixed time interval. If the system can move at 100% efficiency but only 80% of
the clients are aclive, then this may leave a portion of crediis in the system
ungoverned by credit arbitration logic.  This may in turm lead to unfair
servicing and excessive credit depletion. Additionally, during periods of less
than 100% efficiency, the credit based system may disiribute more credit than
the system can move, which may lead fo credit build up and/or unfair
arbitration.

(00107 Examples may improve a qualily of service by improving
managemsnt of credit distribution and reducing undesired conditions that
cause unfair arbitration, such as excessive or insufficient credit levels. An
example system may include an arbitration unit, a credit accounting unit and a
credit timer. The arbitration unit may receive a plurality of work requests from a
plurality of clients. The credit accounting unit may distribute a plurality of crediis
among the plurality of clients. The credif imer may refresh the gredit cycle. The

credit accounting unit may distribute the plurality of credils in response o the
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refreshed credit cycle. The coredit accounting unit may determine an amount of
credits to distribute o the clients in response to the refreshed credit cydle
based on an amount of the credits used o process any work requests during
a last credit cycle compared [0 a system credil capacity of the system .

(00111 When clients in the sxample system are all above or below a
threshold number of credits, the credit system may corect o regulate the
disiribution of service, unlike current credit systems. For example, the dlients’
credit may remain arcund the stable point in examples by fairly arbitrating or
choosing the next client 1o service. However, in current systems, where only
portion of the clienls are aclive, those clients may relatively quickly run out of
credit and an arbitration unit may have a periced of time in which i has no credit
indication to grant next of service fairdy. Thus, examples may improve dient
arbilration falmess In a credit based system where credit capacity s
indeterminate by not allocating more credit than the system can move. This may
be achieved by making credit cycle adjusiments based on idle credit bandwidth
and credit availability, as explained below.

[0012] Referring now 1o drawings, FIG. 1 is an example block diagram of a
systern 100 to distribute credits among clients. The system 100 may include
any type of device o transmil and receive dala, such as a network switch,
Ethernel swiich, server, hub, network slement, data link layer swilch, andfor
or any type system to having z finite capadcity of a resource.

{00131  The system 100 is shown o include an arbitration unit 110, a credit
accounting unit 120 and a credit timer 130. The arbilfration unit 110, credit
accourting unif 120 and credit timer 130 may include, for example, a hardware

device including eleclronic circuitry for implementiing the functionality described
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below, such as control fogic and/or memory. In addition or as an aliernative, the
arbitration unit 110, credif accounting unit 120 and credit timer 130 may be
implemented as a series of instructions encoded on a machine-readable storage
medium and executable by a processor.

[0014]  The arbitration unit 110 may receive a plurality of work requests
from a plurality of clients.. The credit timer 130 may refresh the credit cydle.
The credit accounting unit 120 may disltribute the plurality of credits among
the plurality of clienis in response {0 the refreshed credit cycle.

{00151  The arbitration unit 110 may select any work requests to be
procassed based on an amount of the credits available for the clients. The
credit accounting unit 110 may delermine an amount of credils o distribuls to
the clients in response {0 the refreshed credit cycle based on an amount of
the c¢redits used 10 process any work request during a last credit cycle
comparad o a system credil capacity of the system. For example, the credit
accounting unit 126 may delermine a number of cradits each work reguest
costs o process based on the size of the work reguest. The number of
credits used may be a sum of the cosis of all the work requests processed
during the credit cycle.. The sysiem 100 is explained in further detail below
with respect to FIG. 2.

[0016] FIG. 2 is ancther example block diagram of a system 200 o disiribule
credits among clients. The system 200 may include any type of device o
transmit and recsive data, such as a network switch, Ethernet switch, server,
hub, network element, dala link layer switch, andior or any type system o

having a finite capacity of a resource.
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{30177 The system 200 of FIG. 2 may include at least the funclionality andior
hardware of the system 100 of FIG. 1. For example, the sysiem 200 includes
the arbitration unit 210, a credit accounting unit 220 and the credit fimer 130,
The gystern 200 further includes an idle bandwidih unit 240 and an idle dlient
detection unit 250. The credif accounting unit 220 of FIG. 2 may include at
least the functionality and/or hardware of the credit accounting unit 120 of FIG.
1.

{00181  The idie bandwidth and idle dlient detection unils 240 and 250 may
include, for example, a hardware device including electronic cirouitry for
implementing the functionality described below, such as control logic and/or
memory. In addition or as an alternative, the idle bandwidih and idle dient
detection units 240 and 250 may be implemented as a serigs of instructions
encoded on a machinereadable storage medium and execuiable by a
ProCessor.

{00181 The system 200 may relate to arbilration based on clients 260
having available credit. The credil may be distributed at fixed time intervals,
e.g. credit cycles. The amourd of credit distributed among all of the clienis 260
may be equal o the capacity of the system 200 between the credit cycles. As
noted above, the credit timer 130 may pericdically assert o the coredil
accounting unit 220 when to refresh the credit cycle. For instance, the credit
timer 130 may count down from a fixed time, and assert that the credit cycle is
to be refreshed when the countdown reaches zero. This fixed time may be
determined experimentally or based on specifications {0 be large encugh fo

not burden the system 200 with excessive credit updates vel small enough o
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reduce a likelihood of excessive bursting of work units from an individual client
260.

[0020]  Then, the credit timer 130 may resel to the fixed time and begin
counting down again. The idle credit delection unit 250may delermine which
of a plurality of clients 280-1 to 260C-n, where n is a natural number, is aclive.
For instance, as shown in FIG, 2, the idle credit detection unit 250may monitor
whether any of the clients 260-1 0 260-n are sending work requesis o the
arbifration unit 210. The idle credit detection unit 250 may indicate the aclive
clients o the credit timer 130 and the credit accounting unit 220.

[0021]  The credit accounting unit 220 may only distribute credits fo the
active clients 280 in response lo refreshed credit cycle. Thus, the coredit
accounting unit 220 may not distribute any the plurality of credits to non-active
clients 260 of the plurality of clients 260-1 to 260-n, in response 1o the
refreshed credit gycle. The credit accounting unit 220 may compare the
amount of the credils processed 228 during a last credit cycle to a system
credit capacily 226 of the system 200 o determine the amount of credits 1o
distribuie to the active clients 260 in response o the refreshed credif cycle.
[0022] The arbitration unit 210 may only select the aclive clients 280
having a threshold number 212 of the credits. The threshold number 212 may
be determined experimentally and/or based on preference. In one instance,
the threshold number 212 may be set to zero. The arbifration unit 210 may
use any type of scheduling algorithm o select from the works requssts of the
active clients 280 having the positive amount of credils, such as preemptive
scheduling, round-robin, first in first oul, shorlest remaining time, multilevel

queue scheduling and the like. Each of the clients 260 may interface with the
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arbifration unit 210 via a separate porl. In one example, an amount of the
plurality of credits distributed to sach of the active clients 260 may be based
on bandwidths of the ports of the aclive clienis 260,

(00231 An amount of the piurality of credils disiributed among the plurality
of clients 260-1 to 260-n may relate o the system capacily 226 between
intervais of the credit cycle. The credit accounting unit 220 may include a
plurality of counters 222-1 o 222-n, sach of the counters 222 may correspond
to one of the plurality of clients 280-1 1o 260-n.

{00241  The credit accounting unit 220 may increment the counters 222 of
the active dlients 260, in response o the refreshed credit cycle. The credit
accouniing unit 220 may output the distributed credits 1o the arbitration uni
210 in response 1o the refreshed credit cyde as well as o the credit timer 130
for reasons explained below. The credit accounting unit 220 may subtract an
amount of the crediis from the counter 222 corresponding {0 the selecied
client 26C based on a size of the work request processed for the selected
client 260 via the system processing pipe 250.

[0025] For example, if the counter 222 of the aclive client 260 had 60
credits and the work requaest of the active client 260 cost 20 crediis, the new
value of the counter 222 of the active client 260 may be 40 credits. Further,
after the refresh cycle, more credits may be added to the counter 222 of the
active client 260 after the refresh cycle. Mulliple clients and/or work requests
may be processed between refresh cydles, such as by forwarding data at the
data link layer (layer 2).

[0026]7  Atleast one of the counters 222 corresponding to one of the clienis

260 may not be updalted I the corresponding counter 260 reaches a
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maximum credit value 224, in one example, the credil accounting unit 220
may initially distribute the plurality of credits evenly among the plurality of
clients 260-1 to 260-n. The system 200 may monitor, through the idle
bandwidth unit 240, the amount of idie credit moving through the system in order
o determine when 1o mask a fixed rate credit cycle from occurring. The idle
bandwidth monitor 240 may monilor an amount of the plurality of credits
distributed between all of the clients 260-1 o 260-n that are not processed
during the refreshed credit cycle. Further, the idle bandwidih monitor 240
may cause the refresh cydle 1o be skipped or delayved based on a number of
the unprocessed credits.

{00277  For example, just prior {o a credit cycle, the idle bandwidth monitor
240 may add a difference between the credils processed 228 for the work
requests and a system credit capacily of the sysiem 244 to an idle credit
counter 242, if the number of the credits processed 246 is less than the
system credit capacily 244. For example, the idle bandwidth monitor 240 may
subtract the amount of credit that was processed 228 from the amount of credit
244 the system 200 can physically move during a time interval (system credit
rate/capacily). If he remaining value is positive, then the system 200 may have
moved less than 100% of credit and the remaining value may be added into the
idle credit counter 242, If the remaining value is negative, then the system 200
may be over 100% utilized.

{00281  The surplus credit may indicate that there is additional work gueusd
up in the system 200 that will carry over into the next credit cycle. The surplus
credit may be preserved and used in the next credit cycle accounting as oredit

processed 246 by the credit accounting unit 220, For instance, the credit
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accounting unit 220 may sublract the above cailculated difference from the
plurality of credits 1o be processed for the next credit cycle.

{00281 At the start of a credit cycle, the “idle credit’ count of the idle credit
counter 242 may be compared to the systern credit capacily 226. The credit
accounting unit 220 may skip the next credit cycle, if a value of the idle credi
counter 242 exceeds the system credii capacity 228. For example, in this
case, the idie bandwidth unit 240 may signal to the credit timer 130 o
skip/delay the next credit cycle. The idle bandwidih monitor 240 may also
decrement the idle credit counter 242 by the amount of the system credit
capacily 226, if the value of the idie credit counter 242 exceeds the system
credit capacity 226,

{00301  This operation may ensure that the system 200 is only distributing
crediis fo the clients 260 when the system 200 is actively moving traffic. For
example, if the systern 200 was continuously running at 100% of the system
credit capacity 226, then the amount of idle credit would be (0 and the credit
cycles would never be skipped. If the system 200 was completely idle, then the
idle credit would always be 100% of the sysiem credit capacity 226 and the
systern 200 would continuously skip the credit cycles. Additionally, if the system
200 was running at 50% of the system credit capacily 226, the system 200
would only build up enocugh idie credit fo skip every other credil cycle.

{00311 As noled above, the system 200 may monitor the clients 260 that are
actively using credits, such as through the idle dlient detection unit 250. If all of
active dlients are below the threshold number 212 of credits 260, meaning that
there is unutitized credit in the systerm 200 (distributed to at least one inactive

dlient 260}, the credit timer 130 may premalurely generate the credit cycle to



WO 2015/152891 PCT/US2014/032429
10

distribule credils. Issuing the credit cycle may cause at least some of the aclive
clients 260 to be above the threshold number 212 of credits where the system
arbitration can fairly service clients with credits. Thus, the credit timer 130 may
trigger the next credit cycle before a fixed time interval if all of the active
clients 260 are below the threshold number 212 of credits.

[0032]  In addition, o prevent too many crediis from getling distributed back
into the systerm, a credit cycle wili be skipped if all active clients are above the
threshold number 212 of credits. This will improve the time it takes for the
system o stabilize to a point where the arbitration system 200 can enforce fair
service, Thus, the credit timer 130 may skip the next credit oycle, if all of the
active clienis 2860 are above the threshold number 212 of credits.

(00331 FIG. 3 is an gxample block diagram of a computing device 300
including instructions Tor allocating credits among clients. In the embodiment of
FiG. 3, the compuling device 300 includes a processor 310 and a machine-
readable storage medium 320. The machine-readable storage medium 320
further includes instructions 322, 324, 326 and 328 for allocating credits among
clients.

{00347 The compuling device 300 may be, for example, a secure
micropracessor, a notebook computer, a deskiop computer, an all-in-one
system, a server, a network device such as a swilch or server, a controller, a
wireless device, or any other type of device capable of execuling the
instructions 322, 324, 326 and 328. In certain examples, the computing device
300 may include or be connected o additional components such as memaories,

controllers, elc.
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{00357 The processor 310 may be, at least one ceniral processing unit
(CPLY, at least ong semiconductor-based microprocassor, at least one graphics
processing unit (GPU), other hardware devices suilable for relrieval and
execution of instructions stored in the machine-readable storage medium 320,
or combinations thereof. The processor 310 may felch, decode, and execute
instructions 322, 324, 326 and 328 to implement allocating credits among
clients. As an alternalive or in addition {o retrigving and executing instructions,
the processor 310 may include at least one integrated dircuit (IC), other control
fogic, other electronic circuits, or combinations thereof that include a number of
electronic components for performing the functionality of instructions 322, 324,
326 and 328.

(00361 The machine-readable storage medium 320 may be any electronic,
magnetic, optical, or other physical storage device that contains or siores
executable instructions. Thus, the machine-readable slorage medium 320
may be, for example, Random Access Memory (RAM), an Electrically
Erasable Programmable Read-Only Memory (EEPROM), a storage drive, a
Compact Disc Read Only Memory (CD-ROM]}, and the like. As such, the
machine-readable sforage medium 320 can be non-fransitory. As described in
detail below, machine-readable storage medium 320 may be encoded with a
series of executable instructions for allocating credits among clients.

(00377 Moreover, the instructions 322, 324, 328 and 328 when execuled by a
processor {e.g., via one processing element or mulliple processing slements of
the processor) can cause the processor {o perform processes, such as, the

process of FIG. 4. For example, the delermine instructions 322 may be
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executed by the processor 310 determine which of a pluralily of clients are
activg in sending work requests to a network switch.

[0038]  The calculate instructions 324 may be executed by the procassor
310 to caloulate a number of credits to distribute 0 each of the active dlients.
Each of the cradits may comespond o a work unit and a size of the work
request may correspond to atl least one work unit. The decrease insiructions
326 may be execuied by the processor 310 to decrease a total number of the
credits distributed to the active dlient having the work request processed
based on the size of the processed work request. The distribute instructions
328 may be execuled by the processor 310 to distribule more credits to the
active clienis at a next credit cycle based on a comparison of the system
credit capacity of the system 300 fo a number of the credils used by the
plurality of clients over at least one previous craedit cycle.

{00381 FIG. 4 is an example flowchart of a method 400 for allocating credits
among clients. Although execution of the method 400 is described below with
reference to the system 200, other suilable components for execution of the
method 400 may be ulilized, such as the system 100. Additionally, the
components for executing the method 400 may be spread among multiple
devices (e.g., a processing device in communication with input and output
devices). In certain scenarios, multiple devices acting in coordination can be
considered a single device o perform the method 400, The method 400 may be
implementsd in the form of executable instructions stored on a machine-
readable storage medium, such as storage medium 320, and/or in the form of

electronic circuitry.
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{00407 At block 410, the system 200 determines if the credit cvcle has
passed or expired. {f the credit cycle has passed, at block 420, the system
200 determines if the idle credit counter 242 is less than the system credit
capacity 244, Al block 420, the system 200 defermines if the idle credit
counter 242 is less than the system credit capacity 244, If the idle credit
counter 242 is grealer than or equal fo the system credit capacily 244, at
block 430, the system 200 disiribules credils 1o each of the aclive clients 260.
The idle credit counter 242 may be incremented based on unprocessed
credits 246, The method 400 then flows from block 430 to block 450.

(0041} However, if the idle credit counter 242 is less than the sysiem credit
capacity 244, the method 400 flows from block 420 to block at block 440.
Then, at block 440, the system reduces the idle credit counter 242 by the
system cradit capacity 244, Next, the method 400 flows from block 440 io
biock 450, Further, if the credil cycle has not passed, the method 400 flows
from block 410 1o block at block 450, At block 450, the system 200 selects at
least one active client 260 from a plurality of dlients 260-1 to 260-n. At block
480, the sysiem 200 reduces an amount of credits distributed to the selected
client 260 by a size of 2 work request processed of the selecled client 280, Al
biock 470, the system 200 determines it all of the clients 260-1 to 260-n are
below the threshold number 212 of credits. I all of the clients 260-1 to 260-n
are below the threshold number 212 of credils, the method 400 flows back to
biock 410, Otherwise, if at least one of the dlienis 260-1 o 280-n is greater
than or equal to the threshold number 212 of credits, the method 400 flows

back io biock 430,
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{00427  The amount of credits distributed over a plurality of credit cycles
may vary based on a number of the credits used during at least one previous
credit cycle. The credit cycle may be refreshed before a Tixed time interval if
all of the aclive dlienis 260 have less than the threshold number of credits.
The credit cycle may be delaved by more than the fixed fime interval, if a
threshold number of the distributed credits are not used by the plurality of

clients 260 over al least one of the credii cycles.



WO 2015/152891 PCT/US2014/032429
15

CLAIMS
We claim:
1. A system, comprising:

an arbitration unit 1o receive a plurality of work requests from a plurality
of clients;

a credit accounting unit to distribute a plurality of credits among the
plurality of clients; and

a credit timer o refresh a credit cydle, wherein

the arbitration unit is o select at least one of the work requests o be
processed based on an amount of the credits available for the dlients,

the credit accounting unit is fo determine an amount of credils to
distribute o the dlients in response to the refreshed credit cycle based on an
amount of the crediis used {0 process the at least one work request during a
fast credit cycle compared 1o a system credif capacity of the system, and

the arbifration unit is © only select the active dlients having atl least a

threshold number of the credits.

2. The systemn of claim 1, wherain.

the credit imer is fo trigger the next credit cycle before a fixgd time
interval if all of the active clients are below a threshold number of credits, and

the credit limer is to skip the next credit cycle if alf of the aclive clients

are above the threshold number of the crediis.

3. The systern of claim 1, further comprising:
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an idle client detection unit to determine which of the plurality of clients
is active, wherein

the credit accounting unit is o not distribute any of the plurality of
credits to non-active clients of the plurality of clienis, in response to the

refrashed cradit cydle.

4, The system of claim 3, wherein,

the credit imer is {o trigger the next credit cycle before a fixed time
interval if all of the active clients are below a threshold number of credits, and

the credit timer is 1o skip the next credit cycle if all of the active clienis

are above the threshold number of the credits.

5. The system of claim 1, wherein,

the credit accounting unit includes a plurality of counters, each of the
counters to correspond {o one of the plurality of clients, and

the credit accounting unit is o increment the counters of the active

clients, in response o the refreshed credit cycle.

8. The system of claim 5, wherein the credit accounting unit is o
subtract an amount of the credits from the counter corresponding fo the
selected client based on a size of the work request processed for the selecied

client.
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7. The system of claim §, wherein,

at least one of the counters corresponding o one of the clients is not
updated if the corresponding counter reaches a maximum credit value, and

an amount of the plurality of credits distributed among the plurality of

clients relates to a system credit capacity between intervals of the credit cydle.

8. The system of claim 1, further comprising:

an idle bandwidth monitor to monitor an amount of the plurality of
credits distributed between all of the dlients that are not processed during the
refreshed credit cvcle, wherein

the idie bandwidih monitor is {0 cause the refresh cycle to be skipped

based on a number of the unprocessed credits.

9. The systermn of claim 8, wherein the idle bandwidth monitor is to
add a difference between ihe credils processed for the work request and a
system credil capacity of the system 10 an idle credit counter in responseg 1o
the refreshed credit cycle, if the number of the credils processed is less than

the system credit capacity.

10.  The system of ¢laim 8, wherein the idle bandwidih monitor is {0
decrement the idie credit counter by the amount of the system credit capacity
in response fo the refreshed credit cycle, if the value of the idie credit counter

exceeds the system credit capacity.
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11, The system of claim 10, wherein the idie bandwidih monifor is to
indicats to the credit timer o skip the next credit cycle if a value of the idle

credit counter exceeds the system credit capadcity.

12. The system of claim 11, wherein at least one of a plurality of
counters of the credit accounting unit corresponding o one of the clienis is not

updated if the corresponding counter reachss a maximum credit value.

13. A method, comprising:

distributing credits {0 each active client of a plurality of clients, if a
credit cycle has passed and an idle oredif counter is less than a system credit
capacity of a system;

reducing the idle credit counter by the system credit capacity, if the idle
credit counter is greater than or equal to the syslem credit capacity;

seiecting atl least one of the active clients if at least one of the credit
cycle has not passed, the idle credit counter is reduced and the credils are
distributed;

decreasing an amount of credits distributed o the selecled client by a
size of a work request processed of the selected dlient; and

distributing credifs to each of the aclive clients, if all of the active clients

are below a threshold number of cradiis.

14.  The method of ¢laim 13, whersin,
the credit cycle is refreshed before a fixed time interval if all of the

active clients less than a threshold number of credifs, and
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the credit cycle is delayed by more than the fixed lime interval, if a
threshold number of the distributed credits ars not used by the plurality of

clienis over atl least one of the credit cydles.

15. A non-transitory computer-readable storage medium storing
instructions that, if executed by a processor of a sysiem, cause the processor
to:

determine which of a plurality of clienis are active in sending work
requests to the nelwaork switch;

calculate a number of credits {o distributed to each of the aclive clients,
each of the credils o correspond o a work unit with a size of the work request
to correspond 1o at least one work unit;

decrease a total number of the credits distribuied to the active client
having the work request processed based on the size of the processed work
request; and

distribute more credits {0 the active clients al a next credit cycle based
on a comparison of a credit syslem capacity of the network switch 1o a
number of the credils used by the plurality of clienis over at least ong previous

credit cycle.
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