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(57) Abstract: It is described a method for controlling an admission of a mobile station (MS) (220) to a femto access point (FAP)
(210). The method comprises (a) receiving an access request message by an AAA server (250), wherein the access request mes-
sage comprises a closed subscriber group (CSG) information being assigned to the FAP and wherein the access request message is
indicative for an access request of the MS to the FAP, which is connected via a femto gateway (234) and/or via a FAP manage-
ment system (132) to the AAA server, (b) performing an admission control by the AAA server, whereby the CSG information of
the access request message is compared with admission control data being stored in the AAA, (¢) returning a first access message
from the AAA server to the femto gateway and/or to the FAP management system, wherein the first access message is indicative
for a match or a missing match between the CSG information and the admission control data, (d) transmitting a second access
message from the femto gateway and/or from the FAP management system to the FAP based on first access message, and (e)
granting or refusing the access request to the MS by the FAP based on the second access message. It is further described an AAA
server and a computer program for executing the described admission control method.
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DESCRIPTION

Admission control to a Femto Access Point

Field of invention

The present invention generally relates to the field of tele-
communication networks. In particular, the present invention
relates to a method for controlling an admission of a mobile
station to a femto access point of a mobile telecommunication
network, in particular to a WiMAX femto access point of a Wi-
MAX telecommunication network. Further, the present invention
relates to an authentication, authorization and accounting
server and to a computer program for controlling an admission
of a mobile station to a femto access point in accordance

with the mentioned admission control method.

Art Background

In the past the demand for handling wireless broadband data
traffic (e.g. multimedia and/or video data traffic) over the
internet has been increased. Therefore, also home users and
office users have become important target customers for wire-
less operators and solution providers in order to boost their
Average Revenue per User (ARPU) or their operating margin.

This trend seems to be unbowed.

Work related to WiMAX (Worldwide Interoperability for Micro-
wave Access) femto cells and networks and specifically, the
concept of WiMAX Femto Access Points (WFAP) targets to extend
the reliable high data rate of a WiMAX access inside a home
and/or inside an office environment. On the one hand a WFAP
may provide wireless broadband access to all Mobile Stations
(MSs). In this respect there may be no conceptual difference
compared to a so called macro Base Station (BS). On the other

hand the WFAP may only provide service to a limited number of
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users. The latter can also mean that the WFAP provides radio
access only for a Closed Subscriber Group (CSG) that allows
only a small group of explicitly listed subscribers and de-
vices access to the network infrastructure and broadband IP

connectivity through the respective WFAP.

Information about a CSG such as for instance its members
shall be administered or maintained by each WFAP of a tele-
communication network. Thereby, for all allowed users (a) Mo-
bile Station Identifiers (MSIDs), (b) Network Access Identi-
fiers (NAIs) and/or (c) any other identities of devices or
subscribers of the respective WiMAX telecommunication system
are stored within a memory of the respective WFAP. At the
same time, one system requirement for WiMAX Femto Systems 1is
that the MS or the WiMAX subscription shall maintain a list
of WFAP identities for the WFAPs where the MS or the WiMAX
subscription is a member of the WFAP’s CSG. Because a WFAP is
not expected to be configured with more than one CSG, a CSG
Identifier (ID) can be used to identify the CSG information
for a specific WFAP and also to denote this WFAP uniquely.
Thereby, the CSG ID may have several forms such as for in-
stance a string or the same form as a BS identifier (BSID). A
corresponding list identifying CSGs a MS is assigned to,
which list is maintained on the MS, can be called as CSG ID
list.

A CSG configuration of a WIMAX femto cell within a WiMAX
telecommunication network typically comprises one or more
WFAPs, which are connected via one or more Femto Gateways
(GW) to an Authentication, Authorization and Accounting (AAA)
server. The related CSG ID list being assigned to the sub-
scriber or MS is stored not only in a MS. The CSG ID list is
rather also stored in the AAA server that is responsible for
the subscription together with the actual subscription infor-

mation of the WiMAX home operator.

A proper working CSG concept is very important for a WiMAX

femto system. Whenever a MS tries to access the WFAP, admis-
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sion control should be done. Thereby, admission control means
that by means of a policy of the CSG and/or any other femto-
related policy it is checked whether or not the MS can access
to this WFAP. If a MS wants to access the WFAP, and is not on
the respective CSG ID list of the WFAP, this MS should be re-
jected by the telecommunication network. In addition, the ad-
mission control may include that when a CSG information is
modified such as for instance by adding a new subscriber/MS
to a specific CSG of a WFAP and extending the subscription or
the MS CSG ID 1list, the network operator has to authorize
this modification prior to implementing the actual modifica-

tion.

If the CSG information can be synchronized between the WFAP
and the AAA server, the admission control may be done only on
WEAP or on the respective Femto-GW the WFAP is connected to.
However, if synchronization couldn’t be guaranteed to 100%,
the admission control cannot be executed by the WFAP or

Femto-GW alone.
There may be a need for providing an effective and reliable

admission control to a Femto Access Point (FAP) of a telecom-

munication network.

Summary of the Invention

This need may be met by the subject matter according to the
independent claims. Advantageous embodiments of the present

invention are described by the dependent claims.

According to a first aspect of the invention a method is pro-
vided for controlling an admission of a mobile station to a
femto access point of a mobile telecommunication network, in
particular to a WiMAX femto access point of a WiMAX telecom-
munication network. The provided method comprises (a) receiv-
ing an access request message by an authentication,

authorization and accounting server, wherein the access re-
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quest message comprises a closed subscriber group information
being assigned to the femto access point and wherein the ac-
cess request message i1s indicative for an access request of
the mobile station to the femto access point, which is con-
nected via a femto gateway and/or via a femto access point
management system to the authentication, authorization and
accounting server, (b) performing an admission control by the
authentication, authorization and accounting server, whereby
the closed subscriber group information of the access request
message i1s compared with admission control data being stored
in the authentication, authorization and accounting server,
(c) returning a first access message from the authentication,
authorization and accounting server to the femto gateway
and/or to the femto access point management system, wherein
the first access message is indicative for a match or a miss-
ing match between the closed subscriber group information and
the admission control data, (d) transmitting a second access
message from the femto gateway and/or from the femto access
point management system to the femto access point based on
first access message, and (e) granting or refusing the access
request to the mobile station by the femto access point based

on the second access message.

The described method is based on the idea that when an sub-
scriber does the initial network entry with a specific MS via
a Femto Access Point (FAP), the Authentication, Authorization
and Accounting (AAA) server, which is responsible for the
subscription, shall do the admission control in order to de-
termine whether this MS is eligible to access the telecommu-

nication network through this FAP, or not.

If the FAP is a WiMAX femto access point (WFAP) and the tele-
communication network is a WiMAX telecommunication network,
the access request message may be an extension of a standard-
ized RADIUS Access—-Request message or Diameter Extensible Au-
thentication Protocol (EAP) Request message, which is trans-
mitted from the Femto gateway (GW) and/or from the FAP man-

agement system to the AAA server. In this message, which may
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be abbreviated "DER" message, besides the EAP data, also the
identification (ID) of the Closed Subscriber Group (CSG) may
be attached for instance as a new RADIUS attribute or a Di-
ameter attributed value pair (AVP). In this respect the ab-
breviation RADIUS is used Remote Authentication Dial In User

Service.

After receiving the Access Request or the DER message includ-
ing CSG ID, the AAA server shall do admission control for the
MS by matching the "CSG ID" or the CSG information against
admission control data stored as part of the subscription
data in the AAA server and/or in any data base being con-
nected to the AAA server. Thereby, the admission control data
may comprise for this particular subscription or MS a list of
WEAP identities, which may serve as an access point for this
MS. The AAA server can perform the comparison respectively
the matching either based on the subscription ID (permanent
ID or Network Access Identifier (NAI)) and/or based on the ID
of the MS (MS ID) used by the subscriber.

If Admission Control has succeeded in the AAA server, the
first access message is an Access Accept message, which may
contain also the CSG ID list or CSG information of the sub-
scription or of this specific MS. Further, other femto-
related policy may be included in this Access Accept message.
The first access message respectively the Access Accept mes-

sage may be of the type of a Diameter EAP message.

Transferring the CSG ID list or the CSG information to the
Femto-GW and/or to the FAP management system may provide the
advantage that an Access Service Network (ASN), after receiv-
ing such information from the Femto GW, can execute handover
(HO) decisions based on femto cell specific policy of the
subscription or MS locally without being forced to contact

the AAA server for every handover decision.

Granting or refusing the access request of the mobile station

can be carried out by the Femto-GW and/or by the FAP manage-
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ment system by returning the admission control result includ-
ing the received data to the WFAP in a message being based on
an AuthRelay EAP Transfer message or on a

Key Change Directive message. Alternatively, the access re-

quest can be granted or refused directly by the WFAP.

It is mentioned that the second access message is also in-
dicative for a match or a missing match between the closed
subscriber group information and the admission control data.
The first access message and the second access message may be
the same, i1.e. the femto gateway and/or to the FAP management

system may simply forward the first message to the FAP.

The described method may allow to synchronize CSG-related in-
formation for admission control and Femto policy control be-
tween the WFAP, the Femto-GW and/or to the FAP management
system respectively the Access Service Network (ASN) GW and
the AAA server, wherein the last one is responsible for au-
thenticating and authorizing network entry for a subscriber
or MS entering the network with femto support for instance
using a WFAP for network access or handing over to a WFAP af-

ter initial an entry of the network.

According to an embodiment of the invention the method fur-
ther comprises performing an authentication procedure with

respect to the mobile station.

The authentication procedure may be carried out for instance
in the femto GW and/or in the FAP management system. In this
case (a) the femto GW and/or the FAP management system repre-
sents an authenticator and (b) the access request message
transmitted from the femto GW and/or from the FAP management
system and received by the AAA server comprises an informa-
tion element being indicative for an authentication of the

mobile station.

It is pointed out that of course the described method may be

stopped or terminated in case the authentication of the MS is
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not successful. In this case the access request of the MS
will not be successful, i.e. the FAP provides no access to

the respective MS.

The authenticator respectively the femto GW and/or the FAP
management system may cache the CSG information, a CSG ID
list and/or other femto-related policy locally as part of the
MS context for the specific session of the MS. This may pro-
vide the advantage that this information is present at the
femto GW and/or in the FAP management system when it will be

needed.

According to a further embodiment of the invention the method
further comprises transferring the closed subscriber group
information from the femto gateway and/or from the femto ac-
cess point management system to the authentication, autho-
rization and accounting server. This means that the femto GW
and/or the FAP management system contributes at least par-
tially to the authentication of the MS. Thereby, the CSG in-
formation may be included in the above described access re-
quest message, which is received by the authentication,

authorization and accounting server.

According to a further embodiment of the invention the method
further comprises transferring the closed subscriber group
information from the femto access point to the femto gateway
and/or to the FAP management system. This may provide the ad-
vantage that it is not necessary that the femto GW and/or the
FAP management system has to be preconfigured with the CSG-ID
information of all the WFAPs being assigned to the Femto-GW.

The described transfer of the closed subscriber group infor-
mation may be done already during an initial network entry of

the mobile station.

The CSG information being assigned to and transferred by the
FAP may be for instance the corresponding CSG ID. Upon re-

ceiving the CSG information respectively the CSG ID the femto
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gateway and/or the FAP management system may act as the au-
thenticator in charge for handling the MS’s network entry
over the standardized R6 reference point respectively an ap-
propriate R6 interface between the FAP and the femto GW
and/or the FAP management system. In case of a WiMAX system
this can be realized for example by extending the known

MS PreAttachment Req message or the known AuthRelay EAP
Transfer message from the WFAP to the femto GW/FAP management
system respectively the Authenticator. Thereby, the respec-
tive information is transferred in addition to the EAP data
which have been obtained from the MS, which requests the net-

work entry.

Further, the femto GW/FAP management system respectively the
authenticator can be statically configured with the CSG ID or
CSG information for each WFAP and can derive the correct CSG
information based on the source identity of the entity (WFAP)

that sent the R6 respective message.

According to a further embodiment of the invention the method
further comprises using the closed subscriber group informa-

tion by an Access Service Network for carrying out a handover
decision for the mobile station between a source access point

and a target access point.

The source access point and/or the target access point may be
any point of attachment such as for instance the FAP, another

FAP, a relay node or a base station.

Generally speaking, when a HO action or preparation takes
place in the ASN or between different ASNs, the ASN (i.e. an
ASN-GW, a femto GW, a relay node, a BS or a FAP respectively
a WFAP) may use the CSG information such as the CSG ID and
possibly also additional femto-specific policy received by
the above described admission control method to assist any HO
decision. The femto GW/FAP management system respectively the

authenticator for the subscription/MS may assist the admis-
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sion control through an Authentication Key (AK) context re-

trieve procedure.

Specifically, the CSG information or the CSG ID of the target
point of attachment may be included in an extended Context
Transfer (e.g. Context Request) message as a new Type Length

Value (TLV) information element.

Further, an anchor authenticator, i.e. the authenticator be-
ing assigned to the first point of attachment (e.g. the FAP)
may carry out the HO admission control for the MS based on

the cached CSG info and/or another femto-related policy.

If admission control succeeds, an AK context is sent. By con-
trast, i1f the admission does not succeed, the authenticator
rejects to feedback an AK context and the reject reason is

given in a result code of the context response message.

Further, if the AK context retrieve procedure happens during
a HO preparation phase and is triggered by the target point
of attachment, the reject reason for admission control may be
added into an HO response message (HO Rsp) from the target

point of attachment to the source point of attachment.

The described usage of the closed subscriber group informa-
tion by an Access Service Network for carrying out a handover
decision may provide the advantage that the ASN can carry out
local handover decisions based on a femto specific policy
like a CSG information or FAP IDs, without the requirement to
contact the AAA server responsible for the actual subscrip-
tion or the MS which is requesting a HO. This is considered
as a major performance optimization that significantly re-
duces signalling load between WiMAX ASN and Connectivity
Serving Network (CSN) or between a Network Access Provider
(NAP) and a Network Service Provider (NSP) (if NAP and NSP

are different business entities).
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According to a further embodiment of the invention the method
further comprises sending a message from the authentication,
authorization and accounting server to an access serving net-
work being associated with the femto gateway, wherein the
message comprises the closed subscriber group information
and/or policy information for admission control of the femto
access point. This may mean that the CSG information and/or
other femto-related policy for admission control is provided
or updated from the AAA server to the ASN. In addition, dy-
namic updates of femto-related information can be realized by
the AAA server.

The femto-related information may be distributed for instance
by means of an extended RADIUS COA (Change-of-Authorization)
message including the updated femto-related information. Al-
ternatively, the femto-related information may be distributed
by sending a Diameter WiMAX Change-of-Authorization-Request

(WCAR) message with the same information.

The distribution of femto-related information may provide the
advantage to enable dynamic changes of the femto-related pol-
icy information for a subscription or MS, e.g. mid-session
updates of the CSG information. Further, this enables users
for instance to update the list of allowed WFAPs for a MS in
a mid-session respectively during an open session. It may not

be necessary to power cycle the respective network device.

It is mentioned that the described message from the AAA
server to the ASN may also be used for other parameters for
updating procedures from the AAA server to the femto GW or to
an ASN GW.

According to a further embodiment of the invention the method
further comprises (a) receiving a user identification of the
subscriber of the mobile station, which is requesting access
to the femto access point, by the authentication, authoriza-
tion and accounting server from the femto access point and/or

from the femto access point management system, (b) looking up
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for subscription information of the mobile station based on
the user identification, wherein subscription data stored in
the authentication, authorization and accounting server are
taken into account, (c) transferring the subscription infor-
mation from the authentication, authorization and accounting

server to the femto access point.

The user identification may be transferred directly or indi-
rectly from the femto access point to the AAA server. In the
latter case the FAP may contact the AAA server through a lo-
cal network entity like the femto GW and/or the FAP manage-
ment system, which is controlling the FAP and send the user
identification of the subscription respectively the MS, which
wants to enter the mobile telecommunication network, to the
AAA server. The correct AAA server (in case it 1s not the
same as the AAA server owning the subscription for the FAP)
can be found based on the operator realm that is part of the

user identification information.

In case the AAA server comprises a first server component be-
ing used for authentication, authorization and accounting of
FAPs and a second server component being used for authentica-
tion, authorization and accounting of MSs the user identifi-
cation can be sent first to the first AAA server component
(AAA (FAP)), which can then contact the second AAA server
component (AAA (MS)) for resolution of the subscription in-
formation of the MS. Alternatively the AAA (MS) can be di-
rectly contacted by the femto GW and the subscription infor-
mation of the MS can be obtained directly.

After receiving the subscription information from the authen-
tication, authorization and accounting server the FAP may at
least temporarily store the subscription information in a CSG

being assigned to the FAP.

Generally speaking, the described method allows the owner of
the FAP to configure the respective CSG information and add

new users or new MSs to the respective CSG. This can be done
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by entering a human-readable information instead of the MSID
respectively the Media Access Control (MAC) address of the
MS. The entering of the human-readable information can be
done with the help of an appropriate network backend infra-
structure such as for instance an I/0 device or an appropri-

ate administration interface.

It is mentioned that it is not necessary to transmit the
whole subscription information of the mobile station from the
authentication, authorization and accounting server to the
femto access point. This might be in conflict with privacy
concerns because the WFAP may not be allowed to have a full
knowledge of the MS subscription information. Preferably, the
subscription information comprises and/or may be limited to
the MS-ID respectively the MS MAC address.

According to a further embodiment of the invention the user
identification is the username of the subscriber of the mo-
bile station. This may provide the information that the user
identification can be easily handled, recognized and remem-

bered by human being.

By contrast to the procedure of entering the MSID manually by
the FAP owner, which is a considerably inconvenient and
faulty process (the MSID is typically a 48-bit MAC address
that needs to be typed into the administration interface by
the user as hexadecimal encoding), the described usage of the
human readable username is much simpler. Therefore, the
chance of a human error with respect to the user identifica-

tion can be reduced.

The username may be a human-readable name in Network Access
Identifier (NAI) format that is similar to an e-mail address,
like for instance first.lastname@wimaxoperator.com. This
holds in particular for a WiMAX femto system, wherein the FAP
is a WFAP and, if applicable, the FAP management system is a

WEAP management system.
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According to a further embodiment of the invention (a) the
user identification is received by the authentication, autho-
rization and accounting server from the femto access point
via the femto gateway and/or via a femto access point manage-
ment system and/or (b) the subscription information is trans-
ferred from the authentication, authorization and accounting
server to the femto access point via the femto gateway and/or

via the femto access point management system.

In this respect it is mentioned that the FAP Management Sys-

tem may also be integrated into the femto GW.

According to a further embodiment of the invention the method
further comprises updating the closed subscriber group infor-
mation being assigned to the femto access point by the au-

thentication, authorization and accounting server.

Generally speaking, the AAA server, when receiving the re-
quest from the FAP and/or from the femto GW or the FAP man-
agement system with the user identification information, can
update the CSG information of the FAP. It is mentioned that
this only works in case the above described first AAA server
component being used for authentication, authorization and
accounting of FAPs and a the above second AAA server CoOmpo-
nent being used for authentication, authorization and ac-
counting of MSs is the same network entity, which can return
the updated CSG information to the Femto-GW and/or to the
FAP.

According to a further embodiment of the invention the sub-
scription information is an identification of the mobile sta-
tion. The identification of the MS may be the well known MSID
of the MS used by the user. As has already been mentioned
above the MSID may be read from the subscription data stored
in the AAA server and is returned to the femto GW, the FAP

management system or to the FAP.
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In this respect it is mentioned that the AAA server is typi-
cally the only network entity in a WiMAX telecommunication
network that is able to resolve a MSID to a username for a

specific subscription.

According to a further embodiment of the invention the sub-
scription information comprises a list of mobile station
identifications that are valid for a specific user owning the
subscription. This may mean that the AAA server can return to
the FAP, to the femto GW and/or to the above described FAP
management system a whole list of MSIDs. In this case, the
CSG of the FAP can be updated with all possible mobile de-

vices for this user in a single step.

According to a further embodiment of the invention the method
further comprises entering the user identification in an ad-
ministration interface of the femto access point. This may
provide the advantage that the user identification can be

easily entered.

It is mentioned that at time of entering by the MS the FAP is
typically not yet aware of the subscription information re-
spectively of the MSID that is required for updating the CSG
being assigned to the FAP.

According to a further aspect of the invention an authentica-
tion, authorization and accounting server is provided for
controlling an admission of a mobile station to a femto ac-
cess point of a mobile telecommunication network, in particu-
lar to a WiMAX femto access point of a WiMAX telecommunica-
tion network. The provided authentication, authorization and
accounting server comprises (a) a receiving unit for receiv-
ing an access request message, wherein the access request
message comprises a closed subscriber group information being
assigned to the femto access point and wherein the access re-
quest message i1s indicative for an access request of the mo-
bile station to the femto access point, which is connected

via a femto gateway and/or via a femto access point manage-
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ment system to the authentication, authorization and account-
ing server, (b) a storage unit for storing admission control
data, (c) a processor unit for performing an admission con-
trol, whereby the closed subscriber group information of the
access request message is compared with the admission control
data, and (d) a transmitting unit for returning a first ac-
cess message to the femto gateway and/or to the femto access
point management system, wherein the first access message 1is
indicative for a match or a missing match between the closed

subscriber group information and the admission control data.

Also this further aspect of the invention is based on the
idea that when an subscriber does the initial network entry
with a specific MS via a FAP, the described AAA server, which
is responsible for the subscription, shall do the admission
control in order to determine whether this MS is eligible to

access the telecommunication network or not.

The admission control information may be transferred from the
femto gateway and/or from the FAP management system to the
femto access point by means of a second access message, which
is based on the first access message. Thereby, the first ac-
cess message and the second access message may be the same,
i.e. the femto gateway may simply forward the first message
to the FAP.

Further, based on the second access message the FAP may grant

or refuse the access request to the mobile station

According to a further aspect of the invention there is pro-
vided a computer program for controlling an admission of a
mobile station to a femto access point of a mobile telecommu-
nication network, in particular to a WiMAX femto access point
of a WiMAX telecommunication network. The computer program,
when being executed by a data processor, is adapted for con-

trolling the above described admission control method.
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As used herein, reference to a computer program is intended
to be equivalent to a reference to a program element and/or
to a computer readable medium containing instructions for

controlling a computer system to coordinate the performance

of the above described method.

The computer program may be implemented as computer readable
instruction code in any suitable programming language, such
as, for example, JAVA, C++, and may be stored on a computer-
readable medium (removable disk, wvolatile or non-volatile
memory, embedded memory/processor, etc.). The instruction
code 1s operable to program a computer or any other program-
mable device to carry out the intended functions. The com-
puter program may be available from a network, such as the
World Wide Web, from which it may be downloaded.

The invention may be realized by means of a computer program
respectively software. However, the invention may alsoc be re-
alized by means of one or more specific electronic circuits
respectively hardware. Furthermore, the invention may also be
realized in a hybrid form, i.e. in a combination of software

modules and hardware modules.

It has to be noted that embodiments of the invention have
been described with reference to different subject matters.
In particular, some embodiments have been described with ref-
erence to method type claims whereas other embodiments have
been described with reference to apparatus type claims. How-
ever, a person skilled in the art will gather from the above
and the following description that, unless other notified, in
addition to any combination of features belonging to one type
of subject matter also any combination between features re-
lating to different subject matters, in particular between
features of the method type claims and features of the appa-
ratus type claims is considered as to be disclosed with this

application.
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The aspects defined above and further aspects of the present
invention are apparent from the examples of embodiment to be
described hereinafter and are explained with reference to the
examples of embodiment. The invention will be described in
more detail hereinafter with reference to examples of embodi-

ment but to which the invention is not limited.

Brief Description of the Drawings

Figure la shows a femto system network architecture for a
Closed Subscriber Group configuration within a Mobile Sta-
tion, a WiMAX Femto Access Point, a Femto Gateway and a WiMAX

Femto Access Point management system and two AAA servers.

Figure 1lb shows a simplified femto system network architec-
ture for a Closed Subscriber Group configuration within a Mo-
bile Station, a WiMAX Femto Access Point, a combined device
including the functionality of a Femto Gateway and a WiMAX

Femto Access Point management system and two AAA servers.

Figure Z2a shows a transactional flow diagram for performing

an admission control for a Mobile Station to a femto system.

Figure 2b shows a transactional flow diagram for updating a
Closed Subscriber Group information with a resolution from a

Network Access Identifier to a Mobile Station Identifier.

Figure 2c¢ shows a transactional flow diagram for updating a
Closed Subscriber Group information with a resolution from a
Network Access Identifier to a Mobile Station Identifier via

an administration portal.

Detailed Description

The illustration in the drawing is schematically. It is noted

that in different figures, similar or identical elements are
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provided with the same reference signs or with reference
signs, which are different from the corresponding reference

signs only within the first digit.

Figure la shows a network architecture of a femto system 100.
The femto system 100 comprises a WiMAX Femto Access Point
(WFAP) 110, which currently serves a Mobile Station (MS) 120.
The WEFAP 110 is connected to a WFAP Management System 132 and
to a Femto Gateway (GW) 134 by respectively an extended R6
interface. The Femto-GW 134 and the WFAP Management System
132 are connected to each other via an extended R3 interface.
The Femto-GW 134 is adapted for connecting the WFAP 110 to a

Connective Service Network (CSN) 140.

As can be seen from Figure la, the MS 120 has an identifica-
tion MSID equal to "1". Further, a list comprising different
CSG ID's is stored in the MS 120. According to the embodiment
described here the MS 120 is assigned at least to a first CSG
having a CSG ID "x" and to a second CSG having a CSG ID "z".

As can be further seen from Figure la, the WFAP 110 serves
the above mentioned CSG being identified with the CSG ID "x"
Further, the WFAP 110 has stored ID's about different MS
which are assigned to the CSG "x". According to the embodi-
ment described here at least the MS 120 having the MSID "1"
and a further not depicted MS having the MSID "2" are members
of the CSG "x"

The CSN 140 comprises (a) a first AAA server 152 being used
for authentication, authorization and accounting (AAA) of
WFAPs and (b) a second AAA server 154 being used for AAA of
MSs. According to the embodiment described here the first AAA
server 152, which is abbreviated with "AAA (WFAP)", is as-
signed to a first operator such as for instance a first Net-
work Service Provider (NSP) and the second AAA server 154,
which is abbreviated with "AAA (MS)", is assigned to a second

operator such as for instance a second NSP. The AAA (WFAP)
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server 152 stores all CSG profiles of the WFAP 110. The AAA
(MS) server 154 stores all CSG identification profiles the MS
120 is assigned to. Further, also CSG identification profiles
of other MSs, which are not depicted in Figure la, may be
stored in the AAA (MS) server 154. Generally speaking, the
AAA (WFAP) server 152 manages WFAP related CSG information,
e.g. CSG ID and CS3G, etc. The AAA (MS) server 154 manages the
MS related CSG information such as CSG ID list, MSID, etc.
More general, the AAA (WFAP) may be a data base.

The two AAA servers 152 and 154 are respectively connected
the WFAP management system 132 and to the Femto-GW 134 via an

extension of the standardized R3 interface.

It has to be mentioned that the two AAA servers 152 and 154

could also be realized by one single AAA server.

Preferred procedures for updating a Closed Subscriber Group
information with a resolution from a Network Access Identi-
fier to a Mobile Station Identifier will be described beneath

in detail with reference to Figures 2b and 2c.

Figure 1lb shows a simplified femto system network architec-
ture 100 for a configuration of a Closed Subscriber Group
within a MS 120, a WFAP 110 and two AAA servers 152 and 154.
As can be easily seen from the Figures 1lb and 1lc, the network
architecture 100 shown in Figure 1lc differs from the network
architecture 100 shown in Figure la by the merge of the WFAP
Management System 132 and the Femto-GW 134 (see Figure la)
into a single network element 130. Further, the WFAP 110 and
the network element 130 are connected with each other via an
extended Ro interface. Furthermore, extended R3 interfaces
are used both for the connection of the network element 130
with the AAA (MS) server 154 and the connection of the net-
work element 130 with the AAA (WFAP) server 152. Apart from

these differences the femto system network architecture 100b
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is at least substantially the same as the femto system net-

work architecture 100a.

Figure Z2a shows a transactional flow diagram for performing
an admission control for a Mobile Station 220 to a femto sys-

tem as shown in Figure 1la.

When the subscriber does the initial network entry with a
specific MS 120 via a WFAP 210, an AAA server 250 being re-
sponsible for the subscription will take care of the admis-
sion control to determine whether this MS 120 is eligible to

access or not.

Step 1: As can be seen from Figure 2a, during an initial Net-
work entry in a first step, the MS 220, which wants to get an
access to the WFAP 210, sends an Access Request message to
the WFAP 210.

Step 2: In a second step, still during the initial Network
entry of the MS 120, the WFAP transfers the Access Request
message together with the CSG ID or CSG information of the
WFAP 210 to a Femto-GW 234. According to the embodiment de-
scribed here the Femto-GW 234 acts as an Authenticator in
charge for handling the network entry of the MS 220 over an
R6 reference point (see Figure la). This can for example hap-
pen by extending the MS PreAttachment Reg or AuthRelay EAP
Transfer message from the WFAP 210 to the Authenticator 234.
Also, the Authenticator 234 can be statically configured with
the CSG ID or CSG information for each WFAP and can derive
the correct CSG information based on the source identity of
the WFAP entity which has sent respective message over the R6

interface.

Step 3: In a third step, the Access Request message is sent
from the Femto-GW 234 to an AAA server 250. The corresponding
message is for instance a Diameter DER message. Thereby, be-
sides the EAP payload, the CSG ID is also attached, for in-
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stance as a new RADIUS attribute or a Diameter attributed

value pair (AVP).

Step 4: After receiving the Access Request message including
CSG ID, in a fourth step the AAA server executes an admission
control procedure for the MS 220. Thereby, the CSG ID or CSG
information is matched against admission control data (al-
lowed WFAP identities for this subscription or MS 220), which
are stored as a part of the subscription data in the AAA
server 250. Thereby, the AAA server 250 can perform this
matching either based on the subscription ID (permanent ID or
NAI) and/or based on the MS ID of the MS 220 used by the sub-

scriber.

Step 5: If both Authentication and Admission Control succeed,
in a fifth step the AAA server 250 returns a first Access
message to the Femto-GW 234. This first message includes a
CSG ID list or a CSG information of the subscription or this
specific MS 220. Further, the first Access message may also
include other femto-related policy information. This may al-
low an Access Service Network (ASN) being connected to the
Femto-GW 234, after receiving such information to do handover
(HO) decisions locally based on Femto specific policy of the
subscription or MS 220. Such local HO decisions would not re-
quire to contact the AAA server 250 for every handover deci-

sion.

Step 6: In a sixth step the Femto-GW 234 respectively the au-
thenticator 234 caches the CSG ID list, the CSG information
and/or other femto-related policy locally as part of the MS

context for the specific session.

Step 7: In a seventh step the authenticator 234 returns the
admission control result including the received data to the
WFAP 210 in an AuthRelay EAP Transfer message or in a

Key Change Directive message.
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When a HO action or preparation takes place in the ASN or be-
tween different ASNs, the ASN (ASN-GW, Femto-GW, a Base Sta-
tion or a WFAP) uses the CSG ID or CSG information and addi-
tional Femto-specific policy received by the above described
method to assist any HO decision. The authenticator for the
subscription respectively for the MS may assist the admission
control through an Authentication Key (AK) context retrieve
procedure. This might be realized by the following steps (a),
(b), (c) and (d).

Step (a): The CSG ID or CSG information of a target point of
attachment is included in the Context Request message as a
sub RADIUS Type Length Value (TLV)

Step (b): an anchor authenticator, i.e. the authenticator be-
ing assigned to the first point of attachment (e.g. Femto GW)
may carry out the HO admission control for the MS based on

the cached CSG info and/or another femto-related policy.

Step (c): If admission control succeeds, an AK context is

sent. By contrast, if the admission does not succeed, the au-
thenticator rejects to feedback an AK context and the reject
reason 1is given in a result code of the context response mes-

sage.

Step (d): If the AK context retrieve procedure happens during
a HO preparation phase and is triggered by the target point
of attachment, the reject reason for admission control may be
added into an HO response message (HO Rsp) from the target

point of attachment to the source point of attachment.

Figure 2b shows a transactional flow diagram for updating a
Closed Subscriber Group information with a resolution from a

Network Access Identifier to a Mobile Station Identifier.

Step 1: In a first step the user will retrieve the informa-

tion about the real username for the WiMAX subscription from
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the friend or owner of the new MS to be added to the WFAP
CSG. The WFAP owner enters the username or NAI for whom the
MSID has to be added to the CSG information of the WFAP.

Step 2: In a subsequent second step the WFAP 210 triggers the
NAI-to-MSID resolution by sending a message to the Femto-GW
234. Preferably, this is a new WiMAX R6 message, carrying at
least the WFAP ID, CSG ID, and the username/NAI information

to be resolved.

It is mentioned that if the WFAP 234 triggers this through a
WEAP Management system instead of the Femto-GW, the procedure
will be basically the same. However, in this case the corre-
sponding message is preferably based on the TR-69 protocol

for WFAP management.

Step 3: In a subsequent third step the Femto-GW 234 will
trigger a request to the AAA server 252 of the WFAP 210. This
is preferably a RADIUS or Diameter request message that is a
new message. Alternatively, the corresponding message may be
based on an already existing exchange extended by one or more
new RADIUS attributes, or Diameter AVPs. It will carry at
least the WFAP ID, CSG ID, and the username/NAI information

to be resolved.

Step 4: In a subsequent optional fourth step in case the AAA
server 252 for the WFAP 210 is not the same as the AAA server
254 for the MS, the AAA (WFAP) server 252 will send a request
message to the AAA (MS) server 254. This request message will
carry at least the WFAP ID, CSG ID, and the username/NAI in-

formation to be resolved.

It is mentioned that if the AAA server 252 for the WFAP 210
is not the same as the AAA server 254 for the MS, in the
above described third step the Femto-GW 234 can alternatively
send the message directly to the AAA server 254 of the MS.
The AAA server 254 for the MS can be discovered based on the

realm information in the username respectively in the NATI.
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Preferably also this message is based on the RADIUS or Diame-

ter protocol.

Step 5: In a subsequent fifth step, which is associated with
the optional request message of the fourth step, the AAA (MS)
server 254 will respond to the request received in the fourth
step with a response containing the MSID. It will resolve the
received NAI or username information to the appropriate MSID
using the subscription information stored in the AAA server

(or backend) database.

It is mentioned that if there are several MSIDs configured
for the subscription identified by the username or NAI, the
AAA server 254 can return the whole list of MSIDs. It can

also return only this MSID that has an active session.

Step 6: In a subsequent sixth step the AAA (WFAP) server 252
will respond to the request received in step 3, with a re-
sponse containing the MSID. It will resolve the received NAT
or username information to the appropriate MSID using the
subscription information stored in the AAA server (or back-

end) database.

It is mentioned that if step 4 and step 5 are not performed
and the functionality of the AAA (WFAP) server 252 and of the
AAA (MS) server 254 are the same, the combined AAA server
will also update the CSG information of the WFAP 210 with the
new MSID(s) .

It is further mentioned that if there are several MSIDs con-
figured for the subscription identified by the username or

NAI, the AAA server can return the whole list of MSIDs. How-
ever, the AAA server can also return only this MSID that has

an active session.

The response message of step 6 may be a RADIUS or Diameter
response message that is a new message. Alternatively, this

message may be based on an already existing exchange message
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extended by one or more new RADIUS attributes or Diameter
AVPs.

Step 7: In a subsequent seventh step the Femto-GW will re-
spond to the message received from the WFAP in step 2, by
sending the requested MSID information. Preferably, this is a
new WiMAX R6 message, carrying at least the WFAP ID, CSG ID,

MSID and the username/NAI information.

It is mentioned that if the WFAP 210 has triggered this in
above described step 2 through the WFAP Management system in-
stead of the Femto-GW, the procedure will be the same. How-
ever, in this case the message may be preferably based on the

TR-69 protocol for the WFAP management.

Step 8: In a subsequent eighth step the WFAP 210 updates its

CSG information with the received MSID.

It is further mentioned that alternatively (but with the same
message flow) the WFAP 210 can request an update of the CSG
instead of just requesting resolution to a MSID. In this case
the AAA server will receive a CSG update request from the
WFAP with the NAI, will update the CSG (if allowed by opera-
tor policy) and will return the updated CSG information in-
stead or in addition to the MSID.

As an alternative to the above described implementation, the
WFAP owner can enter the username (see step 1 of Figure 2Db)
by using a self-administration portal 260 of the WFAP opera-
tor instead of entering the information directly in the WFAP
210. However, the basic concept is the same as in the message
flow shown in Figure 2b (resolve NAI to MSID(s) via AAA serv-

er) .

Figure 2c¢ shows the related steps and message flows, which
are considered to be self-explanatory and for the sake of

conciseness will not be described in detail here.
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It is noted that message 5 of Figure 2c¢ can be realized for
example with a RADIUS CoA (change-of-authorization) message
that is carrying the CSG information, WFAP ID etc. Corre-
spondingly, in this case message 9 would be a CoA Ack mes-

sage.

It should be noted that the term “comprising” does not ex-

A\ A\ 7

clude other elements or steps and “a” or “an” does not ex-
clude a plurality. Also elements described in association
with different embodiments may be combined. It should also be
noted that reference signs in the claims should not be con-

strued as limiting the scope of the claims.
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List of reference signs:

100

110
120
130

132
134
140
150
152
154

210
220
234

250
252
254
260

telecommunication network / femto system architec-
ture

WiMAX Femto Access Point

Mobile Station

network element implementing

(a) WiMAX Femto Access Point Management System and
(b) Femto Gateway

WiMAX Femto Access Point Management System

Femto Gateway

Connective Service Network

AAA server

AAA (WFAP) server

AAA (MS) server

WiMAX Femto Access Point

Mobile Station

Femto Gateway / Authenticator / WiMAX Femto Access
Point Management System

AAA server

AAA (WFAP) server

AAA (MS) server

Administration Portal
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CLAIMS:

1. A method for controlling an admission of a mobile station

(120, 220) to a femto access point (110, 210) of a mobile

telecommunication network (100), in particular to a WiMAX

femto access point (110, 210) of a WiMAX telecommunication
network (100), the method comprising

e receiving an access request message by an authentication,
authorization and accounting server (150, 250),

- wherein the access request message comprises a closed
subscriber group information being assigned to the femto
access point (110, 210) and

- wherein the access request message is indicative for an
access request of the mobile station (120, 220) to the fem-
to access point (110, 210), which is connected via a femto
gateway (134, 234) and/or via a femto access point manage-
ment system (132) to the authentication, authorization and
accounting server (150, 250),

e performing an admission control by the authentication,
authorization and accounting server (150, 250), whereby the
closed subscriber group information of the access request
message 1s compared with admission control data being
stored in the authentication, authorization and accounting
server (150, 250),

e returning a first access message from the authentication,
authorization and accounting server (150, 250) to the femto
gateway (134, 234) and/or to the femto access point manage-
ment system (132), wherein the first access message is in-
dicative for a match or a missing match between the closed
subscriber group information and the admission control da-
ta,

e transmitting a second access message from the femto gateway
(134, 234) and/or from the femto access point management
system (132) to the femto access point (110, 210) based on
first access message, and

e granting or refusing the access request to the mobile sta-
tion (120, 220) by the femto access point (110, 210) based

on the second access message.
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2. The method as set forth in the previous claim, further

comprising

e performing an authentication procedure with respect to the
mobile station (120, 220).

3. The method as set forth in any one of the previous claims,

further comprising

e transferring the closed subscriber group information from
the femto gateway (134, 234) and/or from the femto access
point management system (132) to the authentication, autho-

rization and accounting server (150, 250).

4. The method as set forth in the previous claim, further

comprising

e transferring the closed subscriber group information from
the femto access point (110, 210) to the femto gateway
(134, 234) and/or to the femto access point management sys-—
tem (132).

5. The method as set forth in any one of the previous claims,

further comprising

¢ using the closed subscriber group information by an Access
Service Network for carrying out a handover decision for
the mobile station (120, 220) between a source access point

and a target access point.

6. The method as set forth in any one of the previous claims,

further comprising

¢ sending a message from the authentication, authorization
and accounting server (150, 250) to an access serving net-
work being associated with the femto gateway (134, 234),
wherein
the message comprises the closed subscriber group informa-
tion and/or policy information for admission control of the

femto access point (110, 210).
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7. The method as set forth in any one of the previous claims,

further comprising

e receiving a user identification of the subscriber of the
mobile station (120), which is requesting access to the
femto access point (110, 210), by the authentication, au-
thorization and accounting server (152, 154, 252, 254) from
the femto access point (110, 210) and/or from the femto ac-
cess point management system (132),

e looking up for subscription information of the mobile sta-
tion (120) based on the user identification, wherein sub-
scription data stored in the authentication, authorization
and accounting server (152, 154, 252, 254) are taken into
account,

e transferring the subscription information from the authen-
tication, authorization and accounting server (152, 154,
252, 254) to the femto access point (110, 210).

8. The method as set forth in the previous claim, wherein
the user identification is the username of the subscriber of
the mobile station (120).

9. The method as set forth in any one of the previous claims
7 to 8, wherein

- the user identification is received by the authentication,
authorization and accounting server (152, 154, 252, 254) from
the femto access point (110, 210) via the femto gateway (134,
234) and/or via a femto access point management system (132)
and/or

- the subscription information is transferred from the au-
thentication, authorization and accounting server (152, 154,
252, 254) to the femto access point (110, 210) via the femto
gateway (134, 234) and/or via the femto access point manage-

ment system (132).

10. The method as set forth in any one of the previous claims

7 to 9, further comprising
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e updating the closed subscriber group information being as-
signed to the femto access point (110, 210) by the authen-

tication, authorization and accounting server (152, 252).

11. The method as set forth in any one of the previous claims
7 to 10, wherein

the subscription information is an identification of the mo-
bile station (120).

12. The method as set forth in any one of the previous claims
7 to 11, wherein

the subscription information comprises a list of mobile sta-
tion identifications that are valid for a specific user own-

ing the subscription.

13. The method as set forth in any one of the previous claims
7 to 12, further comprising
entering the user identification in an administration inter-

face (260) of the femto access point (210).

14. An authentication, authorization and accounting server
for controlling an admission of a mobile station (120, 220)
to a femto access point (110, 210) of a mobile telecommunica-
tion network (100), in particular to a WiMAX femto access
point (110, 210) of a WiMAX telecommunication network (100),
the authentication, authorization and accounting server (150,
250) comprising
e a receiving unit for receiving an access request message,
- wherein the access request message comprises a closed
subscriber group information being assigned to the femto
access point (110, 210) and
- wherein the access request message is indicative for an
access request of the mobile station (120, 220) to the fem-
to access point (110, 210), which is connected via a femto
gateway (134, 234) and/or via a femto access point manage-
ment system (132) to the authentication, authorization and
accounting server (150, 250),

e a storage unit for storing admission control data,
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e a processor unit for performing an admission control,
whereby the closed subscriber group information of the ac-
cess request message is compared with the admission control
data, and

e a transmitting unit for returning a first access message to
the femto gateway (134, 234) and/or to the femto access
point management system (132), wherein the first access
message 1s indicative for a match or a missing match be-
tween the closed subscriber group information and the ad-

mission control data.

15. A computer program for controlling an admission of a mo-
bile station (120, 220) to a femto access point (110, 210) of
a mobile telecommunication network (100), in particular to a
WiMAX femto access point (110, 210) of a WiMAX telecommunica-
tion network (100), the computer program, when being executed
by a data processor, is adapted for controlling the method as

set forth in any one of the claims 1 to 13.
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