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PRINT DATA COMMUNICATION WITH DATA 
ENCRYPTION AND DECRYPTION 

TECHNICAL FIELD 

0001. The present invention relates to a print control 
apparatus, an image forming apparatus, an image forming 
apparatus management Server, a print processing System, a 
print control method, a computer program, and a computer 
readable recording medium, and is more Specifically Suitable 
for printing data via a communications medium Such as the 
Internet and a network, etc. 

BACKGROUND ART 

0002 Methods of acquiring and printing data on a printer 
(an example of an image forming apparatus) from a host 
computer includes: a Stand-alone connection methods in 
which the host computer and the printer are directly con 
nected with each other through a cable; and a network 
connection method in which the host computer and the 
printer are connected with each other through a network So 
that the network connection allows the use of the remote 
printer. 
0003) Among these methods, the network printing for 
printing data through a network using the above-mentioned 
network connection has an advantage of printing on another 
printer connected to a network (Internet). The network 
printing also has an advantage of allowing a plurality of 
terminal devices to share large high-Speed printers and 
expensive color printers, and that of printing data on a 
remote printer as described above. These advantages pro 
mote the use of network printing explosively. 

DESCLOSURE OF THE INVENTION 

0004. However, networks and the Internet are used by an 
unlimited number of users, and it is not so difficult for a third 
party to tap the printing data travelling through the networks 
and Internet when the third party intends to. 
0005 For example, when important data such as securi 
ties or confidential data is printed on a printer in a client Site 
connected to the Internet, or a Salesman printS Such data 
using a printer near a visiting site, it is undesired that the 
printing data can be tapped, falsified before reaching the 
printer, or printed on a wrong printer other than the printer 
specified by the printer driver. 
0006. However, in the conventional technology, there has 
been the problem that printing data can be tapped and used 
by a third party when data can be printed through a com 
munications medium Such as a network, Internet, etc. 
0007. The present invention has been developed to solve 
the above-mentioned problems. As a first aspect of the 
present invention, even if printing data is tapped when it is 
printed through a communications medium Such as a net 
work, Internet, etc., the tapped data can be protected from 
being used by a third party. Furthermore, as a Second aspect 
of the present invention, even if printing data is tapped and 
falsified when it is printed through a communications 
medium Such as a network, Internet, etc., the tapping or the 
falsification can be detected to protect data against illegal 
printing. 
0008 Additionally, as a third aspect of the present inven 
tion, when a port, a URL, or other information that are 
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Suitable examples of destination of a printer is obtained from 
a printer management Server through a network and Internet, 
the information about the print destination data is protected 
against tapping. 

0009. Other features and advantageous of the present 
invention will be apparent from the following description 
taken in conjunction with the accompanying drawings, in 
which like reference characters designate the same or Similar 
parts throughout there of. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010 FIG. 1 shows the concept of the first embodiment 
of the present invention in reference to an example of the 
configuration of the print processing System; 

0011 FIG. 2 is a block diagram of the first embodiment 
of the present invention in reference to an example of the 
configuration of the print processing System; 

0012 FIGS. 3A and 3B show the first embodiment using 
a memory map of RAM; 

0013 FIG. 4 shows the first embodiment of the present 
invention by explaining an encryption key used in the print 
processing System; 

0014 FIG. 5 shows the first embodiment of the present 
invention in reference to a flowchart of the process of the 
printer driver; 

0.015 FIG. 6 shows the first embodiment of the present 
invention in reference to a flowchart of the process of the 
printer; 

0016 FIG. 7 shows the second embodiment of the 
present invention in reference to a flowchart of the proceSS 
of the printer driver; 

0017 FIG. 8 shows the second embodiment of the 
present invention in reference to a flowchart of the proceSS 
of the printer; 

0018 FIG. 9 shows the third embodiment of the present 
invention in reference to a flowchart of the process of the 
printer driver; 

0019 FIG. 10 shows the third embodiment of the present 
invention in reference to a flowchart of the process of the 
printer; 

0020 FIG. 11 shows the concept of the fourth embodi 
ment of the present invention in reference to an example of 
the configuration of the print processing System; 

0021 FIG. 12 is a block diagram of the fourth embodi 
ment of the present invention in reference to an example of 
the configuration of the print processing System; 

0022 FIGS. 13A, 13B and 13C show the fourth embodi 
ment using a memory map of RAM, 

0023 FIG. 14 shows the fourth embodiment of the 
present invention by explaining an encryption key used in 
the print processing System; 

0024 FIG. 15 shows the fourth embodiment of the 
present invention in reference to a flowchart of the proceSS 
of the printer management Server; 
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0025 FIG. 16 shows the fourth embodiment of the 
present invention in reference to a flowchart of the proceSS 
of the printer driver; 
0026 FIG. 17 shows the fourth embodiment of the 
present invention in reference to a flowchart of the proceSS 
of the printer; 
0027 FIG. 18 shows the fifth embodiment of the present 
invention in reference to a flowchart of the process of the 
printer management Server, 
0028 FIG. 19 shows the fifth embodiment of the present 
invention in reference to a flowchart of the process of the 
printer driver; 
0029 FIG.20 shows the sixth embodiment of the present 
invention in reference to a flowchart of the process of the 
printer driver; 
0030 FIG.21 shows the sixth embodiment of the present 
invention in reference to a flowchart of the process of the 
printer management Server, 
0031 FIG.22 shows the sixth embodiment of the present 
invention in reference to a flowchart of the process of the 
printer; and 
0032 FIG. 23 shows an embodiment of the present 
invention in reference to the encrypting proceSS on the 
information about a destination. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

First Embodiment 

0033. The first embodiments of the print control appara 
tus, the printer, the printer management Server, the print 
processing System, the print control method, the computer 
program, and the computer-readable recording medium 
according to the present invention are described below by 
referring to the attached drawings. 
0034 FIG. 1 shows the concept of the first embodiment 
of the present invention in reference to an example of the 
configuration of the print processing System. 

0035) In the embodiments of the present invention, the 
user operates a print instruction from a host computer 3000 
mounted as a print control apparatus, and considers a case in 
which data is printed on a network printer 1500a shared over 
a network (LAN) 100 and an Internet printer 1500b con 
nected through Internet 200. In addition to the printers, an 
example of an image forming apparatus can be a Scanner, a 
facsimile, a digital camera, and a composite machine (mul 
tifunction peripheral device) provided with the functions of 
a copy machine, a printer, a facsimile, a Scanner, etc. 
0.036 FIG. 2 is a block diagram of the first embodiment 
of the present invention in reference to an example of the 
configuration of the print processing System. 
0037 Unless otherwise specified, the host computer 3000 

is connected to a printer 1500 (network printer 1500a and 
Internet printer 1500b) through a LAN, a WAN, a public 
circuit, the Internet, and any other means (communications 
medium). 
0038. In FIG. 2, the host computer 3000 includes a CPU 
1 for processing a document containing graphics, images, 
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characters, tables (including spreadsheets, etc.), etc. in a 
mixed manner according to the document processing pro 
gram, etc. stored in program ROM of ROM 3 or in external 
memory 11, and centrally controls each of the devices 2 to 
8 connected to a system bus 4. 
0039) Program ROM 3b of the ROM 3 or the external 
memory 11 also stores an operating System program (OS), 
etc. which is the control program of the CPU 1. Font ROM 
3a of the ROM 3 or the external memory 11 stores font data, 
etc. for use in the above-mentioned document processing. 
Additionally, data ROM 3c of the ROM 3 or the external 
memory 11 Stores various data for use in performing the 
above-mentioned document processing. 
0040 RAM 2 functions as main memory, a work area, 
etc. of the CPU 1. 

0041) A keyboard controller (KBC) 5 controls the key 
input from a keyboard 9 or a pointing device not shown in 
the attached drawings. 
0.042 A CRT controller (CRTC) 6 controls the display of 
a CRT display (CRT) 10. 
0043 A disk controller (DKC) 7 controls the access to the 
hard disk (HD) and the external memory 11 such as a 
flexible disk (FD), etc. Storing a boot program, various 
applications, font data, a user file, an editing file, a printer 
control command generation program (hereinafter referred 
to as a printer driver), etc. 
0044) A printer controller (PRTC) 8 is connected to the 
printer 1500 through the network 100, and performs a 
controlling process on the bidirectional communications 
with the printer 1500. The printer controller 8 can add a 
command depending on a connection protocol to a printing 
job when the printing job is transmitted to the printer 1500. 
The command can also be automatically added by the 
operating System program (OS). 
0045. The CPU 1 performs the rasterization on the out 
line font in the display information RAM set in the RAM2, 
and enables WYSIWYG on the CRT 10. 

0046) The CPU 1 opens various windows recorded 
according to the command indicated by the mouse cursor, 
etc. not shown in the attached drawings on the CRT 10, and 
performs various types of data processing. Before perform 
ing print processing, the user opens the window for print 
Settings. Then, the user Sets a printing process for a printer 
driver including Setting a printer, Selecting a printing mode, 
etc. using the opened window. 
0047. In the printer 1500, a printer CPU 12 has the 
function of outputting an image Signal as output information 
to a printing unit 17 (printer engine) through a printing unit 
interface (printing unit I/F) 16 connected to a system bus 15 
according to the control program, etc. Stored in the program 
ROM of ROM 14 or the control program, etc. stored in 
external memory 21. 

0048 Program ROM 14b of the ROM 14 stores a control 
program, etc. of the printer CPU 12. Font ROM 14a of the 
ROM 14 stores font data, etc. for use in generating the 
output information. Data ROM 14c of the ROM 14 stores 
the information, etc. for use by the host computer 3000 on 
a printer having no external memory 21 Such as a hard disk, 
etc. 
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0049. The printer CPU 12 can communicate with the host 
computer 3000 through an input unit 18, and can notify the 
host computer 3000 of the information, etc. in the printer 
1500. 

0050. The data received from the printer driver is stored 
in RAM 13, and converted into an image Signal by the 
control program. A command added depending on the com 
munications protocol is interpreted also by the control 
program. 

0051. The RAM 13 is a recording medium functioning as 
the main memory, a work area, etc. of the printer CPU 12, 
and is configured Such that its memory capacity can be 
extended by the optional RAM connected to the extension 
port not shown in the attached drawings. The RAM 13 is 
used as an output information expansion area, environment 
data storage area, NVRAM (non-volatile RAM), etc. 
0.052 The above-mentioned hard disk (HD) and external 
memory 21 Such as an IC card, etc. are acceSS-controlled by 
a memory controller (MC) 20. The external memory 21 is 
connected as an optional unit, and Stores font data, an 
emulation program, form data, etc. 
0.053 An operation panel 22 is provided with Switches 
for operations, an LED indicator, a liquid crystal panel, etc. 
Additionally, the above-mentioned external memory 21 is 
not limited to one unit, but can include at least one or more 
memory units. The memory can also be configured to be 
provided with, in addition to built-in fonts, an optional font 
card, and a plurality of external memory units Storing a 
program for interpretation of printer control languages of 
different types. Furthermore, the memory can include 
NVRAM not shown in the attached drawings to store printer 
mode Setting information from the operation panel 22. 
0.054 FIG. 3A is a memory map showing the control 
program which is stored in the program ROM 3b of the host 
computer 3000 according to the embodiment of the present 
invention, and becomes executable after it is loaded to the 
RAM 2 of the host computer 3000. 
0.055 The encryption, a data feature amount computation 
function, etc. for use in the host computer 3000 according to 
the embodiment of the present invention are resident as a 
part of a program 304 related to a printing process. A public 
key of a printer designated for printing and a private key of 
a printer driver itself are resident as a part of a related data 
303. 

0056 FIG. 13B is a memory map showing the control 
program which is stored in the program ROM 14b of the 
printer 1500 according to the embodiment of the present 
invention, and becomes executable after it is loaded to the 
RAM 13 of the printer 1500. 
0057 The decryption, a data feature amount computation 
function, etc. for use in the printer 1500 according to the 
embodiment of the present invention are resident as a part of 
a program 313 related to a printing process. A public key of 
a specific printer driver and a private key of a printer itself 
are resident as a part of a related data 312. 
0.058 FIG. 4 shows the encryption key for use in the 
print processing System (refer to the flowcharts shown in and 
after FIG. 5) according to the embodiment of the present 
invention. In the embodiment, the encryption is realized by 
the public key cryptosystem and the conventional encryption 
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System, and each information equipment has its own public 
key and private key. Therefore, FIG. 4 clearly shows the 
respective keys. 
0059. In FIG. 4, the picture showing the key overriding 
the data indicates that the data is encrypted by the corre 
Sponding key. 
0060. In the print processing system according to the 
embodiment of the present invention, the printing process 
cannot be performed on any printers other than the Specified 
printer by transmitting printing data encrypted in the public 
key cryptosystem. 

0061 The public key cryptosystem is a method in which 
the encryption and the decryption are realized using different 
keys (private key and public key) between a user and the 
user's communication partner, and data encrypted using one 
key cannot be decrypted without using the other key. 
0062. In the public key cryptosystem, the public key is 
normally published, and the private key is kept in Secret. In 
the public key cryptosystem, it is not necessary to prepare a 
Specific key for each communication partner, and a public 
key can be published. Therefore, a key can be easily 
transmitted to a communication partner with a person who 
can decrypt the key limited to the user. 
0063. If the public key cryptosystem is applied to, for 
example, the printer 1500 according to the present embodi 
ment, and the printing data is encrypted using the published 
public key of the printer, then the data can be printed only 
on the destination printer with the printing data transmitted 
from any printer driver, thereby disabling the other printers 
to print the data. 
0064. The process of a printer driver generating an 
encrypted printing job is described below in detail by 
referring to the process flow shown in FIG. 5. 
0065. Upon receipt of a print request from an application, 
the printer driver of the host computer 3000 encrypts the 
printing data using the public key of the destination printer 
1500 (step S501). 
0066. Then, the encrypted printing data is transmitted as 
a printing job to the printer 1500. 
0067. The public key of the printer 1500 is published, and 
the printer driver selects the public key of the destination 
printer 1500 for use. 
0068 The process of the printer 1500 obtaining printing 
data from the received printing job is described below in 
detail by referring to the process flow shown in FIG. 6. 
0069. The printer 1500 decrypts the printing data in the 
received printing job using the private key of the printer 
1500 (step S601), and obtains the printing data. 
0070 AS described above, the private key of the printer 
1500 is held by the printer 1500 as an unpublished key. 
0071. When an unspecified printer tries to print the 
printing data, the printing data is encrypted, and cannot be 
decrypted or printed as is. Furthermore, Since only the 
specified printer 1500 has the key to decrypt the encrypted 
data, the other printers cannot decrypt the data. Therefore, in 
the print processing System according to the embodiment of 
the present invention, although printing data is tapped on the 
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network 100, the printing data can be protected against 
printing on the other printers. 

Second Embodiment 

0.072 The second embodiments of the print control appa 
ratus, the printer, the printer management Server, the print 
processing System, the print control method, the computer 
program, and the computer-readable recording medium 
according to the present invention are described below. The 
configuration of the hardware of the print processing System 
according to the present embodiment is similar to the 
configuration of the above-mentioned first embodiment. 
Therefore, the same components as those in the first embodi 
ment are assigned the Same reference numerals shown in 
FIGS. 1 to 6, and the detailed explanation is omitted here. 
0073. In the first embodiment, the print processing sys 
tem can protect printing data against printing on other 
printers even if the printing data is tapped. 
0074) However, since the public key of the printer 1500 

is published, the printer 1500 cannot determine whether or 
not printing data has been falsified when anybody hooks the 
original printing data and transmits different data to the 
printer 1500 through the same steps as the process shown in 
FIG. 5. This may cause a serious problem when the printing 
data if an estimate, Securities, etc. 
0075. Therefore, in the printing process according to the 
present embodiment, the presence/absence of the falsifica 
tion can be checked by a printer by receiving a printing job 
with a digital signature added to printing data. 
0.076 A digital signature is obtained by encrypting the 
computed feature amount of the contents of printing data 
using a private key of a printer driver of the host computer 
3000. The printer has a built-in public key of a specific 
printer driver, and uses it in decrypting and checking the 
digital signature. 

0077. The feature amount of the contents of the printing 
data is represented by a hash value, a checksum, etc. A hash 
value is computed using a hash function which is hardly 
obtained from a computation result or is hardly falsified to 
obtain the same hash value. 

0078. The process of a printer driver of a host computer 
according to the present embodiment generating an 
encrypted printing job is described below in detail by 
referring to the process flow shown in FIG. 7. 
0079 Upon receipt of printing data at a print request from 
an application, the printer driver of the host computer 
encrypts the printing data using a public key of the desti 
nation printer (step S701). 
0080. Then, a feature amount is computed from the 
original non-encrypted printing data using a feature amount 
computation function (step S702), and the feature amount is 
encrypted using a private key of the printer driver (Step 
S703). The result is used as a digital signature. Then, the 
host computer transmits a combination of the encrypted 
printing data and the digital Signature as a printing job to the 
printer for printing the printing data. 
0081. The process of a printer according to the present 
embodiment obtaining printing data from a received printing 
job is described below in detail by referring to the process 
flow shown in FIG. 8. 
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0082 The printer decrypts the printing data in the 
received printing job using the private key of the printer 
(step S801) to obtain the printing data. Then, it decrypts the 
digital Signature in the printing job using the public key of 
the source printer driver (step S802) to obtain the feature 
amount of the obtained printing data. 
0083. Then, the printer computes the feature amount 
from the obtained printing data using a feature amount 
computation function (step S803), compares the feature 
amount with the feature amount of the received printing data 
(step S804), and confirms that the obtained printing data in 
step S801 is not falsified if the feature amounts match each 
other. 

0084. If the feature amount computed by the printer does 
not match the feature amount of the received printing data in 
the process in step S804, the following condition can be 
assumed. 

0085 That is, there can be a case in which printing data 
cannot be decrypted using the public key of a specific printer 
driver, and the Source of the received printing data is 
different from the correct host computer, and a case in which 
the computed feature amount of the printing data is different 
from the feature amount of the received printing data, 
thereby indicating the falsification of the printing data. In 
each case, the printing job has not been correctly transmit 
ted. 

0086. In the print processing system according to the 
present embodiment, illegal printing data can be detected by 
a printer. When the illegal printing data is detected, the 
illegal printing data is not output after the detection, and the 
host computer is notified of the reception of the illegal 
printing data which is an effective countermeasure. 
0087. In the present embodiment, the body of the printer 
has a feature amount computation function common to the 
printer driver. Furthermore, it is assumed that a public key 
of a specific printer driver (or host computer) has been 
recorded in advance in the body of the printer. 
0088. The encryption key specific to a printer driver is 
not limited to a printer driver, but can be replaced with an 
encryption key specific to the host computer 3000 or the 
Current uSer. 

0089 For example, when the encryption key is specific to 
the host computer 3000, the host computer 3000 can be used 
in the multi-user mode So that all user using the host 
computer 3000 can print the printing data on the printer 1500 
on the same conditions. 

0090 When an encryption key is specific to a user, the 
printing data can be printed on the same conditions by a 
desktop personal computer in a company and a notebook 
personal computer (PC) out in the field. 
0091 Thus, only one public key can be recorded in the 
printer in any case in which an encryption key is specific to 
a printer driver, the host computer 3000, or a user. 

Third Embodiment 

0092. The third embodiments of the print control appa 
ratus, the printer, the printer management Server, the print 
processing System, the print control method, the computer 
program, and the computer-readable recording medium 
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according to the present invention are described below. The 
configuration of the hardware of the print processing System 
according to the present embodiment is similar to the 
configurations of the above-mentioned first and Second 
embodiments. Therefore, the same components as those in 
the first and Second embodiments are assigned the same 
reference numerals shown in FIGS. 1 to 8, and the detailed 
explanation is omitted here. 
0093. In the above-mentioned first and second embodi 
ments, printing data is protected against tapping or falsifi 
cation of the tapped printing data So that the printer driver 
can be printed with the Security of the printing data 
improved. 
0094) However, since the encryption and decryption of 
the printing data in the above-mentioned public key cryp 
tosystem requires a long processing time, it is not desired to 
apply the method to printing data of a large size. 
0.095 Therefore, in the present embodiment, the conven 
tional encryption System which is much higher in perfor 
mance (requires much shorter processing time) than the 
public key cryptosystem is described. 
0096. The conventional encryption system refers to a 
method of encryption and decrypting data using the same 
key (Secret key) between a user and its partner. Practically, 
data is encrypted by replacing or shifting a bit String of a 
Sentence with another bit String according to a rule repre 
Sented by a Secret key. 
0097. The processing of the conventional encryption sys 
tem is considered to be Several hundred times faster than the 
complicated process of the public key cryptosystem having 
the feature that it is difficult to perform prime factorization 
when the value obtained by multiplying prime numbers, or 
that it is difficult to estimate a value in an oval curve into 
which the value has been input. 
0.098 However, on the other hand, it is necessary to pass 
a Secret key in a Safe method to each partner, and to prepare 
a Secret key Specific to each partner. 
0099. In the present embodiment, the public key crypto 
System is combined with the conventional encryption SyS 
tem to encrypt printing data using a Secret key, and pass the 
Secret key to a printer using a public key. 
0100. The process of a printer-driver generating an 
encrypted printing job is described below in detail by 
referring to the process flow shown in FIG. 9. 
0101. Upon receipt of the printing data at a print request 
from an application, the printer driver of a host computer 
first generates a Secret key (Step S901), and encrypts the 
received printing data using the generated Secret key (Step 
S901). The generated secret key is encrypted using the 
public key of the printer (step S903). 
0102) Then, the feature amount is computed from the 
original non-encrypted printing data using a feature amount 
computation function (step S904), and the feature amount is 
encrypted using the private key of the printer driver (Step 
S905). The result is a digital signature. 
0103) Then, the host computer transmits a combination of 
the printing data encrypted using the Secret key, the Secret 
key encrypted using the public key of the printer, and the 
digital signature as a printing job to the printer. 
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0104. The process of the printer obtaining printing data 
from a received printing job is described below in detail by 
referring to the process flow shown in FIG. 10. 
0105 The printer decrypts the received secret key in the 
printing job using the private key of the printer (step S1001), 
and obtains the Secret key in the printing job. 
0106 Then, the printing data in the printing job is 
decrypted using the obtained (decrypted) Secret key (Step 
S1002), and the printing data is obtained. 
0107 The digital signature of the printing job is 
decrypted using the public key of the Source printer driver 
(step S1003), and the feature amount of the printing data is 
obtained. 

0.108 From the obtained printing data, the body of the 
printer computes the feature amount using a feature amount 
computation function (step S1004), the computed feature 
amount is compared with the received feature amount of the 
printing data (step S1005). If the feature amounts match 
each other, it is confirmed that the obtained printing data in 
step S1002 has not been falsified. 
0109 Thus, according to the present embodiment, a time 
consuming public key cryptosystem is only used in the 
encryption and decryption of a Secret key, and it is not 
necessary to manage a Secret key for each of a plurality of 
printers connected to the network and Internet. Furthermore, 
Since the host computer can change the Secret key each time 
communications are established, the printing data can be 
more Safely transmitted to a printer. 

Fourth Embodiment 

0110. The fourth embodiments of the print control appa 
ratus, the printer, the printer management Server, the print 
processing System, the print control method, the computer 
program, and the computer-readable recording medium 
according to the present invention are described below. 
0111. In the above-mentioned first to third embodiments 
of the present invention, the printing data can be protected 
against tapping by encrypting the printing data by means 
capable of decrypting the data only by a Specified printer, 
and the printing data can be protected against falsification by 
adding a digital signature (obtained by the Source of the 
printing data encrypting the feature amount of the printing 
data using its own private key, and the falsification of the 
data can be detected by confirming the contents by the 
decryption using the public key of the Source) to the printing 
data. 

0112 However, in the method described in the above 
mentioned first to third embodiments, the host computer (or 
the printer driver) has to be informed of the public keys of 
all printers which can be specified. Similarly, the public keys 
of all printer drivers have to be recorded in the body of the 
printer. 
0113. Therefore, a large print processing System capable 
of using a plurality of host computers and printers requires 
laborious operations in recording and maintaining necessary 
information. 

0114. In this situation, the present embodiment maintains 
the System of Safely transmitting printing data through the 
Internet and network using the print processing System 



US 2005/0289346 A1 

described in the above-described first to third embodiments, 
the printer management Server centrally manages the nec 
essary information about the public keys of printers, etc., 
and the printer driver obtains necessary information from the 
printer management Server, thereby eliminating the neces 
sity to manage the information about each printer. The print 
processing System with the above-mentioned configuration 
is described below. 

0115 Thus, the configuration of the hardware of the print 
processing System according to the present embodiment is 
designed by adding a printer management Server to the print 
processing System described by referring to the first to third 
embodiments of the present invention. Therefore, the com 
ponents also included in the first to third embodiments are 
assigned the same reference numerals as in FIGS. 1 to 3, and 
the detailed explanation is omitted here. 
0116 FIG. 11 shows the concept of the fourth embodi 
ment of the present invention in reference to an example of 
the configuration of the print processing System. 
0117. It is assumed that a user operates a print instruction 
from the host computer 3000, and the network printer 1500a 
shared on the network (LAN) 100 and the printer 1500b 
connected through the Internet 200 perform printing pro 
CCSSCS. 

0118 Aprinter management server 4000 (4000a, 4000b) 
manages the information (a setting position, an address, an 
encryption key, etc.) about possible printers, and the host 
computer 3000 obtains the information about necessary 
printer from the printer management server 4000 during 
printing, and transmits printing data to the corresponding 
printer. 
0119) The print processing system according to the 
present embodiment can also transmit printing data to the 
printers 4000a and 4000b through the printer management 
server 4000. The printer management server 4000 can be 
connected to network 100 or the Internet 200. 

0120 FIG. 12 is a block diagram of the fourth embodi 
ment of the present invention in reference to an example of 
the configuration of the print processing System. 
0121 Unless otherwise specified, the host computer 3000 
is connected to the printer 1500 through any LAN, WAN, 
public circuit, Internet, etc. 
0122) In FIG. 12, the printer management server 4000 
comprises a CPU 31 for executing a control program Stored 
in ROM 33 or an external memory not shown in the attached 
drawings, and RAM 32 functioning as the main memory, a 
work area, etc. of the CPU 31, and the CPU 31 centrally 
controls each of the units 32 and 33 connected to a system 
buS 35. 

0123. A network interface cart (NIC) 34 performs a 
bidirectional communications process with the printer driver 
and the printer 1500. 
0.124 FIG. 13A is a memory map showing the control 
program which is stored in the program ROM 3b of the host 
computer 3000 according to the embodiment of the present 
invention, and becomes executable after it is loaded to the 
RAM 2 of the host computer 3000. 
0.125 The encryption, a data feature amount computation 
function, etc. for use in the host computer 3000 according to 
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the embodiment of the present invention are resident as a 
part of a program 304 related to a printing process. 
0.126 A public key of the printer management server 
4000 and a private key of a printer driver itself are resident 
as a part of a related data 303. 
0127 FIG. 13B is a memory map showing the control 
program which is stored in the program ROM 33 of the 
printer management server 4000 according to the embodi 
ment of the present invention (or an external memory not 
shown in the attached drawings), and becomes executable 
after it is loaded to the RAM 32 of the printer management 
Server 4000. 

0128. The encryption/decryption, a data feature amount 
computation function, a printer retrieval process, etc. for use 
in the printer management server 4000 according to the 
embodiment of the present invention are resident as a part of 
the program 313 related to a printing process. 
0129. The printer information (a setting position and an 
address of each printer, a public key of each printer, etc.) 
managed by the printer management server 4000 is resident 
as a part of the related data 312. 
0.130 FIG. 13C is a memory map showing the control 
program which is stored in the program ROM 14b of the 
printer 1500 according to the embodiment of the present 
invention, and becomes executable after it is loaded to the 
RAM 13 of the printer 1500. 
0131 The decryption, a data feature amount computation 
function, etc. for use in the printer 1500 according to the 
embodiment of the present invention are resident as a part of 
a program 323 related to a printing process. A public key of 
the printer management server 4000 and a private key of a 
printer driver itself are resident as a part of a related data 
322. 

0132 FIG. 14 shows the key for use in the print pro 
cessing System (refer to the flowcharts shown in and after 
FIG. 15) according to the embodiment of the present 
invention. In the embodiment, the encryption is realized by 
the public key cryptosystem, and each information equip 
ment has its own public key and private key. Therefore, the 
respective keys are individually represented. 
0133. In FIG. 14, the picture showing the key overriding 
the data indicates that the data is encrypted by the corre 
Sponding key. 
0134) In the print processing System according to the 
embodiment of the present invention, the printer driver 
obtains the information about the printer 1500 from the 
printer management server 4000 in a safe method, and the 
printing data encrypted in the public key cryptosystem is 
transmitted to the printer 1500. 
0.135 The public key cryptosystem is a method in which 
the encryption and the decryption are realized using different 
keys (private key and public key) between a user and the 
user's communication partner, and data encrypted using one 
key cannot be decrypted without using the other key. 
0.136. In the public key cryptosystem, the public key is 
normally published, and the private key is kept in Secret. In 
the public key cryptosystem, it is not necessary to prepare a 
Specific key for each communication partner, and a public 
key can be published. Therefore, a key can be easily 
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transmitted to a communication partner with a person who 
can decrypt the key limited to the user. 
0.137 If the public key cryptosystem is applied to, for 
example, the printer 1500 according to the present embodi 
ment, and the printing data is encrypted using the published 
public key of the printer, then the data can be printed only 
on the destination printer with the printing data transmitted 
from any printer driver, thereby disabling the other printers 
to print the data. 

0138 A digital signature is used as a method of a printer 
driver Safely obtaining printer information from the printer 
management server 4000. 
0.139. A digital signature is obtained by encrypting a 
computation result of the feature amount of the contents of 
the data to be transmitted using a Source private key. In this 
example, the printer information is encrypted using the 
private key of the printer management server 4000. 

0140. The printer driver holds the public key of the 
printer management Server 4000, decrypts the digital Signa 
ture using the public key, and compares the decrypted digital 
Signature with the feature amount computed from the Sepa 
rately transmitted printer information, thereby Successfully 
confirming the identification of the Source and the presence/ 
absence of the falsification of the printing data (printing job). 
0.141. The feature amount can be represented by a hash 
value, a checksum, etc. A hash value is computed using a 
hash function which is hardly obtained from a computation 
result or is hardly falsified to obtain the same hash value. 
0142. When a user performs a printing operation in an 
application, the application passes the printing data to the 
printer driver, and performs a printing process. The printer 
driver determines the first printer for outputting data, and 
transmits printer information Search request data to the 
printer management server 4000 to obtain the address and 
the key of the printer. 

0143. The selection reference of the printer in the printer 
management server 4000 which receives the printer infor 
mation Search request data may be requested to: 

0144) “print an estimate, etc. on the printer at hand 
(of, for example, the closest convenience store) when 
a user is out', 

0145 “print data on the printer closest to the user 
when the user stays away from home or office”; 

0146) “confidentially print data on the printer of a 
client, etc.” 

0147 To determine a printer on which data is to be 
printed, the user performs a printer Selecting operation in 
advance or interactively. 

0.148. The process of the printer management server 4000 
retrieving printer information and returning the information 
to the printer driver is described below in detail. 
014.9 The printer management server 4000 selects an 
appropriate printer from the list of the printer information 
managed by the server depending on the contents (necessary 
capabilities of a printer Such as the position, color/both 
SideS/staple, etc. of the printer) of the printer information 
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Search request data received from the printer driver, and 
retrieves the printer information about the corresponding 
printer (step S501). 
0150. It is assumed that the above-mentioned printer 
information includes a printer address, the public key, etc. of 
a printer. 

0151. When a printer communicates data with a host 
using a SOAP (simple object access protocol) implemented 
on the HTTP (hyper text transfer protocol), it is effective to 
encrypt a URL. 

0152 FIG. 23 shows an embodiment of the present 
invention in reference to the encrypting proceSS on the 
information about a destination. In (1) in FIG. 23, upon 
recognition of a print instruction from a user, a host com 
puter 2301 uses the SOAP implemented on the HTTP and 
requests a printer 2305 to transmit as printer information the 
destination (a URL in this case) of the data of the printer 
together with the device ID and the function of the device. 
In (2) and (3) in FIG. 23, the printer transmits the printer 
information including URL2305 to the host computer 2301 
which has transmitted the request to obtain the printer 
information. At this time, the URL is encrypted using a 
public key 2302 of the host. Simultaneously or immediately 
after the encryption, a post method of the HTTP from an 
external unit to the URL of the transmitter is awaited. In (4), 
the host computer 2301 decrypts the URL using a its own 
private key 2303. Using the post method of the HTTP, the 
host computer 2301 inputs the data to be printed into the 
decrypted URL indicating a predetermined Storage area in 
the printer. The post method is prescribed in the HTTP, and 
is a procedure remotely called for input of data to a prede 
termined storage area. Refer to, for example, RFC 2616 
which is a document issued from the IETF (Internet Engi 
neering Task Force). 
0153. At this time, it is not safe if the URL is transmitted 
as raw data because the printer awaits an external post 
method in the above-mentioned step (2), and is externally 
vulnerable. That is, if the URL is transmitted as raw data, it 
is subject to an attack from an evil cracker. When the evil 
cracker is informed of the URL, he or She can take cracking 
action Such as a write to a storage area of the URL in the 
printer using the obtained URL, or attempt illegal access. 
Then, it is desired that a URL is transmitted after being 
encrypted in the printer using a public key obtained from the 
host computer. The host computer decrypts the URL in the 
host computer obtained from the printer using its own 
private key, and transmits the printing data using the URL in 
the post method of the HTTP. 
0154) It is obvious that the URL is an example of a URI 
(unified resource identifier). Described above is an URL as 
a preferable example, but it is also effective in enhancing the 
Security of the identification information indicating a desti 
nation printer Such as an IP address, the address of the 
identifier of the SMB prescribed by NETBEUI, that is, the 
information about the destination and the information about 
the destination of image forming data, etc. 
O155 In the printer search step in step S501, it is not 
always necessary to Select one printer. That is, in the printer 
Search Step in Step S501, an interactive process can be 
performed such that the printer management server 4000 can 
roughly Select Some printerS depending on the conditions 
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(contents of Search request data of the printer information), 
once return the printer information about the roughly 
Selected printers to the printer driver, and allow the printer 
driver to finally Select a desired printer from among the 
roughly Selected printers. 

0156 Furthermore, the printer management server 4000 
can transmit the printer information about all printers man 
aged by itself without roughly Selecting the printers, and 
allow the printer driver to Select a desired printer. 

O157 Then, the printer management server 4000 com 
putes the feature amount using the feature amount compu 
tation function from the retrieved printer information (Step 
S502), and encrypts the feature amount using the private key 
of the printer management server 4000 (step S503). The 
result obtained in step S503 is a digital signature. Finally, the 
printer information and the digital signature are returned to 
the printer driver. 
0158. The process of a printer driver transmitting an 
encrypted printing job to a printer is described below in 
detail by referring to the process flow shown in FIG. 16. 
0159. Using the public key of the printer management 
server 4000, the printer driver decrypts a digital signature 
contained in the digital Signature and the printer information 
returned from the printer management server 4000, and 
obtains the feature amount (step S601). The printer driver is 
assumed to hold the public key of the printer management 
Server 4000. 

0160 Next, the printer driver computes the feature 
amount from the obtained printer information using the 
feature amount computation function (Step S602), compares 
it with the received feature amount (step S603), and con 
firms that the printer information has been transmitted from 
the desired printer management server 4000 and the printing 
data has not been falsified if the feature amounts match each 
other as a result of the comparison. 

0.161 Then, the printer driver retrieves a public key 
contained in the printer information (step S604), and 
encrypts the printing data transmitted from the application 
using the retrieved public key (step S605). Finally, the 
encrypted printing data is transmitted as a printing job to the 
printer 1500. 
0162 The process of the printer obtaining printing data 
from a printing job is described below in detail by referring 
to the process flow shown in FIG. 17. 
0163 The printer 1500 decrypts the printing data in the 
received printing job using the private key of the printer 
1500 (step S701), and obtains the printing data. 
0164. In each step shown in FIGS. 16 and 17, a printing 
job can be transmitted from the printer driver to the printer 
1500 which protecting the printing job against illegal print 
ing by other printers than a specified printer. 

0.165. The printer driver only has to be informed of the 
secret key of the printer management server 4000 to obtain 
the printer information in a safe method without individually 
managing the address, capability or Secret key of a target 
printer. That is, only the printer management server 4000 has 
to be appropriately maintained to easily and Safely print 
printing data from any host computer. 
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Fifth Embodiment 

0166 The fifth embodiments of the print control appa 
ratus, the printer, the printer management Server, the print 
processing System, the print control method, the computer 
program, and the computer-readable recording medium 
according to the present invention are described below. The 
configuration of the hardware of the print processing System 
according to the present embodiment is similar to the 
configurations of the above-mentioned fourth embodiments. 
Therefore, the same components as those in the fourth 
embodiments are assigned the same reference numerals 
shown in FIGS. 11 to 15, and the detailed explanation is 
omitted here. 

0167. In the above-mentioned fourth embodiment, since 
a digital Signature is added to the information communicated 
at a printer information obtaining request of a printer driver, 
there is no possibility that data is falsified, but can be 
referred to by anybody over a network. Therefore, the 
Subsequent action can be tracked by the third party. 
0.168. Therefore, the present embodiment shows an 
example of encrypting data returned by the printer manage 
ment server 4000 to enhance the security of the information. 
0169. The difference from the fourth embodiment is the 
communications between a printer management Server and 
a printer driver, and the process of printing encrypted 
printing data on the printer Side is the same as the proceSS 
shown in FIG. 17. 

0170 If a user performs a printing operation on an 
application, the printing data is passed by the application to 
the printer driver for the printing process. The printer driver 
transmits printer information Search request data to the 
printer management server 4000. At this time, according to 
the present embodiment, the public key of the printer driver 
is also transmitted to reduce the information for Server 
management. It is not required to transmit when the Server 
manages the public key of the printer driver to be managed. 
0171 The process of the printer management server 4000 
retrieving printer information and returning it to the printer 
driver is describe below in detail by referring to the process 
flow shown in FIG. 8. 

0172 The printer management server 4000 retrieves an 
appropriate printer from the printer information list managed 
by the Server depending on the contents of the above 
mentioned printer information Search request data received 
from the printer driver (step S 801). The process of this step 
is the same as the process in step S501 described above in 
reference to the fourth embodiment. 

0173 Then, the printer management server 4000 encrypts 
the retrieved printer information using the received public 
key of the printer driver (step S802). Then, the printer 
management Server 4000 computes the feature amount using 
a feature amount computation function from the original 
printer information (step S803), and encrypts the feature 
amount using the private key of the printer management 
server 4000 (step S804). 
0.174. The result obtained in step S804 is a digital signa 
ture. Finally, the encrypted printer information and the 
digital signature are returned to the printer driver. 
0.175. The process of the printer driver transmitting the 
encrypted printing job to the printer is described below in 
detail by referring to the process flow shown in FIG. 19. 
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0176) The printer driver decrypts the printer information 
received from the printer management server 4000 using the 
private key of the printer driver (step S901), and obtains the 
printer information. 
0177. The printer driver decrypts the digital signature 
received from the printer management server 4000 using the 
public key of the printer management server 4000, and 
obtains the feature amount of the printer information (S902). 
The printer driver is assumed to hold the public key of the 
printer management server 4000. 
0.178 Then, the printer driver computes the feature 
amount using the feature amount computation function from 
the obtained printer information (step S903), compares it 
with the received feature amount (step S904), and confirms 
that the obtained printer information has been transmitted 
from the desired printer management server 4000 and the 
printing data has not been falsified if the feature amounts 
match each other as a result of the comparison. 
0179 Then, the printer driver retrieves a public key 
contained in the printer information (step S905), and 
encrypts the printing data received from the application 
using the retrieved public key (step S906). Finally, the 
encrypted printing data is transmitted as a printing job to the 
printer 1500. 
0180. In the above-mentioned steps, the printer informa 
tion returned from the printer management server 4000 can 
be accessed only by the printer driver which has issued the 
request to the printer management server 4000, thereby 
Successfully enhancing the Security. 

0181 Since the printer driver transmits its own public 
key, it is not necessary for the printer management Server 
4000 to manage the corresponding printer driver. Since the 
public key is published, there is no problem of passing it to 
the printer management server 4000. 
0182. In this example of the present embodiment, printer 
information is encrypted. However, means for transmitting 
the public key of the printer driver from the printer driver to 
the printer management server 4000, and returning the 
information encrypted using the public key to the printer 
driver can also be applied to other data. 
0183 Therefore, when other data than the printer infor 
mation is encrypted, the System of the printer management 
server 4000 which is free of management of the printer 
driver can be provided. 
0184. In the above-mentioned example of the present 
embodiment, the Secret key of the printer driver is used. 
However, an available Secret key is not limited to the Secret 
key of a printer driver, but the key of the host computer 3000 
can be used, or the key of the current user can be used 
obviously. 

0185. For example, when the secret key of the host 
computer 3000 is used, the host computer 3000 can be used 
in a multi-user mode So that anybody on the host computer 
3000 can print printing data on the printer 1500 on the same 
condition. 

0186 Furthermore, when the secret key of a user is used, 
the user can print printing data on the same condition from 
an in-house desktop personal computer (PC) or any note 
book personal computer (PC) out in the field. 
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Sixth Embodiment 

0187. The sixth embodiments of the print control appa 
ratus, the printer, the printer management Server, the print 
processing System, the print control method, the computer 
program, and the computer-readable recording medium 
according to the present invention are described below. The 
configuration of the hardware of the print processing System 
according to the present embodiment is similar to the 
configurations of the above-mentioned fourth and fifth 
embodiments. Therefore, the same components as those in 
the fourth embodiments are assigned the same reference 
numerals shown in FIGS. 11 to 19, and the detailed expla 
nation is omitted here. 

0188 In the fourth and fifth embodiments of the present 
invention, printing data cannot be printed on the printers 
other than a Specified printer. 

0189 However, if anybody hooks the original printing 
data and transmits different data to a target printer by 
following the same steps as the fourth and fifth embodi 
ments, the printer cannot determine whether or not the 
received printing data has been falsified. 

0190. This problem can be solved by assigning a digital 
Signature to printing data. However, to Solve the problem, 
the public key of the target printer driver is to be recorded 
in the printer. 

0191) Furthermore, the public key is to be recorded in all 
printers in the print processing System. If a target host 
computer is added, all printers have to be maintained cor 
respondingly. Therefore, determining in this method 
whether or not printer driver has been falsified requires a 
laborious operation. 

0.192 Here, according to the present embodiment, print 
ing data is transmitted through the printer management 
server 4000 so that the printing data can be protected against 
falsification and the maintenance of the printer 1500 can be 
almost eliminated. 

0193 The process of the printer driver transmitting print 
ing data to the printer management Server is described below 
in detail by referring to the process flow shown in FIG. 20. 

0194 When a user performs a printing operation on an 
application, the application passes printing data to the 
printer driver, thereby performing a printing process. 

0.195 To first determine the destination printer, the 
printer driver generates request data to the printer manage 
ment server 4000, or designates a printer through interactive 
communications with the printer management server 4000 
(S1001), and generates a request to specify a printer to be 
transmitted to the printer management server 4000. 

0196. Then, the printer driver encrypts the printing data 
received from the application using the public key of the 
printer management server 4000 (step S1002). Finally, it 
transmits the encrypted printing data and the printer desig 
nation request to the printer management server 4000. 

0197) The process of the printer management server 4000 
transmitting the encrypted printer driver to the printer 1500 
is described below in detail by referring to the process flow 
shown in FIG. 21. 
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0198 In response to the printer designation request 
received from the printer driver, the printer management 
server 4000 selects an appropriate printer from the printer 
information list managed by the Server, and retrieves the 
corresponding printer information (step S1101). ASSume that 
the printer information contains the address, the public key, 
etc. of the printer. 
0199 Next, the printer management server 4000 decrypts 
the printing data received from the printer driver using the 
private key of the printer management server 4000 (step 
S1102), and obtains the printing data. After this step, the 
information equipment other than the printer management 
server 4000 cannot tap the printing data. 
0200. Then, the printer management server 4000 encrypts 
the obtained printing data using the public key of the printer 
contained in the printer information (step S1103). 
0201 The printer management server 4000 then com 
putes the feature amount computation function from the 
obtained printing data (step S1104), and encrypts the com 
puted feature amount using the private key of the printer 
management server 4000 (step S1105). The obtained result 
is a digital signature. 
0202 Finally, the printer management server 4000 trans 
fers a combination of the encrypted printing data and the 
digital Signature as a printing job to the printer address 
contained in the printer information. 
0203 The process of the printer 1500 obtaining the 
printing data from the received printing job is described 
below in detail by referring to the process flow shown in 
FIG. 22. 

0204. The printer 1500 decrypts the printing data in the 
received printing job using the private key of the printer 
1500 (step S1201), and obtains the printing data. After this 
Step, information equipment other than a specified printer 
cannot tap the printing data. 
0205 Then, the printer 1500 decrypts the digital signa 
ture in the received printing job using the public key of the 
printer management server 4000 of the source (step S1202), 
and obtains the feature amount of the printing data. 
0206. The printer 1500 then computes the feature amount 
using the feature amount computation function from the 
obtained printing data (step S1203), compares the result 
with the received feature amount (step S1204), and confirms 
that the printing data obtained in step S1201 has not been 
falsified if the feature amounts match each other. 

0207 Thus, according to the present embodiment, the 
printing data can be not only protected against tapping, but 
also protected against the falsification. 
0208 Furthermore, the public key of other information 
equipment to be held by each information equipment is only 
the public key of the printer management server 4000 for the 
printer driver and the printer. The printer management Server 
4000 has to manage only the public key of the printer 
managed by the Server. Therefore, although the configura 
tion of the print processing System is changed, only the 
printer management server 4000 is to be maintained. 

Other Embodiments of the Present Invention 

0209 The present invention also includes the embodi 
ment of providing a program code of the Software for 
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realizing the function of the above-mentioned embodiments 
for the apparatuses connected to various devices or the 
computers in the System So that various devices can be 
operated to realize the functions of the above-mentioned 
embodiments, and operating various devices according to 
the program stored in the computer (CPU or MPU) of the 
System or the apparatus. 

0210. In this case, the program code of the above-men 
tioned Software realizes the functions of the above-men 
tioned embodiments, and the program code itself, and the 
means for providing the program code for the computer, for 
example, the Storage medium Storing the program code 
configure the present invention. The recording medium 
Storing Such a program code can be, for example, a flexible 
disk, a hard disk, an optical disk, a magneto-optic disk, 
CD-ROM, a magnetic tape, a non-volatile memory card, 
ROM, etc. 

0211 The embodiments of the present invention also 
include a program code not only when the functions of the 
above-mentioned embodiments are realized by the computer 
executing the provided program code, but also when the 
functions of the above-mentioned embodiments are realized 
in cooperation with the OS (operating System) operated in 
the computer or another application Software, etc. 
0212. Furthermore, after the provided program code is 
Stored in the memory of the function expanding board of a 
computer or the function expanding unit connected to the 
computer, a part or all of the actual process can be performed 
by the CPU provided in the function expanding board and 
the function expanding unit at an instruction of the program 
code, and the functions of the above-mentioned embodi 
ments are realized by the process. It is obvious that this 
process can also be included in the present invention. 
0213 AS described above, according to the present 
invention, a printing job containing printing data is trans 
mitted to a specified printer through a communications 
medium, and the Specified printer is controlled to print the 
printing data. At this time, the printing data is encrypted in 
the encrypting method in which only the printer designated 
to print the printing job can perform decryption. Therefore, 
although the printing job containing printing data is tapped, 
the printing data can be protected against illegal printing by 
any other printers and the tapped printing data can be 
protected against illegal use by the third party. 

0214) Furthermore, according to another feature of the 
present embodiment, the feature amount computed from the 
printing data can be encrypted to generate a digital signature, 
and the generated digital Signature can be contained in the 
printing job and transmitted. Therefore, the Source of the 
printing job can be designated and no falsification on the 
printing job can be guaranteed. As a result, although the 
printing data is printed through the communications 
medium, tapping or falsification of the printing data, if 
occurs, can be detected. Thus, erroneous printing can be 
prevented, and important printing data can be safely printed. 

0215 According to another feature of the present 
embodiment, the printers connected to a communications 
medium can be collectively managed by a printer manage 
ment Server. Therefore, the print control apparatus and a 
printer have only to hold the public key of the printer 
management Server, and the printer management Server only 
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has to hold the public key of the printer managed by the 
Server, thereby considerably reducing the laborious opera 
tions required for maintenance in a large System including a 
plurality of print control apparatuses and a plurality of 
printers. 

1. A print control apparatus which transmits a printing job 
including printing data to a specified image forming appa 
ratus through a communications medium, and controls the 
printing data to be printed by the Specified image forming 
apparatus, comprising: 

printing data encryption means for encrypting the printing 
data in a specified encrypting method in printing the 
printing job; 

obtaining means for obtaining information about a desti 
nation for the image forming apparatus, and 

decryption means for decrypting information about the 
destination obtained by Said obtaining means. 

2. The print control apparatus according to claim 1, 
further comprising: 

feature amount computation means for computing a fea 
ture amount from the printing data; and 

printing job transmission means for including the feature 
amount computed by Said feature amount computation 
means in the printing job and transmitting the feature 
amount to the Specified image forming apparatus 
through the communications medium. 

3. The print control apparatus according to claim 1, 
wherein 

the information about the destination obtained by said 
obtaining means is a port or a uniform resource iden 
tifier (URI) for printing. 

4. The print control apparatus according to claim 1, 
wherein 

Said printing data encryption means functions as public 
key encryption means for performing encryption based 
on a public key cryptosystem, and encrypts the printing 
data using a public key of the image forming apparatus 
Specified for printing the printing data based on the 
public key cryptosystem. 

5. The print control apparatus according to claim 1, 
further comprising: 

Secret key generation means for generating a Secret key 
commonly used by the image forming apparatus Speci 
fied for printing the printing data; 

Secret key encryption means for encrypting the Secret key 
generated by Said Secret key generation means, and 

printing job transmission means for including the Secret 
key encrypted by Said Secret key encryption means in 
the printing job, and transmitting the key to the com 
munications medium, wherein: 

Said printing data encryption means functions as common 
key encryption means for performing encryption based 
on a conventional encryption System, and encrypts the 
printing data using the Secret key generated by Said 
Secret key generation means based on the conventional 
encryption System; and 

Said Secret key encryption means functions as public key 
encryption means for performing encrypt based on the 
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public key cryptosystem, performs the encryption 
based on the public key cryptosystem, and encrypts the 
Secret key using a public key of the image forming 
apparatus Specified for printing the printing data. 

6. The print control apparatus according to claim 2, 
further comprising 

digital Signature generation means for generating a digital 
Signature by performing encryption based on a public 
key cryptosystem on the feature amount computed by 
Said feature amount computation means and encrypting 
the feature amount using a private key of Said digital 
Signature generation means, wherein 

Said printing job transmission means includes in the 
printing job the digital Signature generated by Said 
digital signature generation means instead of the fea 
ture amount computed by Said feature amount compu 
tation means, and transmits the printing job to the 
communications medium. 

7. The print control apparatus according to claim 1, 
further comprising: 

image forming apparatus Selection means for Selecting an 
image forming apparatus for printing the printing data 
from the group consisting of a plurality of image 
forming apparatuses by issuing an inquiry to an image 
forming apparatus management Server for managing 
information about the image forming apparatuses, and 

image forming apparatus information obtaining means for 
obtaining information about the image forming appa 
ratus Specified for printing the printing data from the 
image forming apparatus management Server. 

8. The print control apparatus according to claim 7, 
wherein: 

Said image forming apparatus information obtaining 
means obtains an encryption key and an address of the 
image forming apparatus Specified for printing the 
printing data from the image forming apparatus man 
agement Server; and 

Said printing data encryption means encrypts the printing 
data using the key of the image forming apparatus 
obtained by Said image forming apparatus information 
obtaining means, and transmits the encrypted printing 
data directly to the address of the image forming 
apparatus obtained by Said image forming apparatus 
information obtaining means. 

9. The print control apparatus according to claim 7, 
wherein 

Said printing data encryption means obtains an encryption 
key of the image forming apparatus management 
Server, encrypts the printing data, and transmits the 
encrypted printing data to the image forming apparatus 
management Server. 

10. The print control apparatus according to claim 7, 
wherein 

Said image forming apparatus Selection means Selects 
from the group consisting of a plurality of image 
forming apparatuses a corresponding image forming 
apparatus by Said image forming apparatus information 
obtaining means transmitting to the image forming 
apparatus management Server a necessary condition for 
Said image forming apparatus Selection means Selecting 
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a corresponding image forming apparatus from the 
group consisting of a plurality of image forming appa 
ratuSeS. 

11. The print control apparatus according to claim 7, 
wherein 

the image forming apparatus management Server roughly 
Selects corresponding image forming apparatuses from 
the group consisting of a plurality of image forming 
apparatuses by Said image forming apparatus informa 
tion obtaining means transmitting to the Server a nec 
essary condition for the image forming apparatus man 
agement Server roughly Selecting the corresponding 
image forming apparatuses from the group consisting 
of a plurality of image forming apparatuses, and the 
image forming apparatus management Server which 
has roughly Selected the corresponding image forming 
apparatuses from the group of the plurality of image 
forming apparatuses interactively communicates with 
Said image forming apparatus Selection means, thereby 
Selecting the image forming apparatus for printing the 
printing data from the group of the plurality of image 
forming apparatuses. 

12. An image forming apparatus which prints encrypted 
printing data contained in a printing job received through a 
communications medium, comprising: 

printing data decryption means for decrypting the printing 
data in a predetermined decrypting method for the 
encrypted printing data; 

feature amount obtaining means for obtaining a feature 
amount from the received printing job; 

feature amount computation means for computing a fea 
ture amount from the printing data decrypted by Said 
printing data decryption means, 

transfer means for encrypting and transferring informa 
tion about a destination corresponding to an image 
forming apparatus, and 

printing data confirmation means for comparing the fea 
ture amount computed by Said feature amount compu 
tation means with the feature amount obtained by Said 
feature amount obtaining means, and confirming that 
the encrypted and received printing data has not been 
destroyed or falsified if a comparison result indicates 
matching feature amounts. 

13. The image forming apparatus according to claim 12, 
wherein 

Said printing data decryption means functions as public 
key decryption means for performing decryption based 
on a public key cryptosystem, performs the decryption 
to decrypt the encrypted and received printing data 
using a private key of Said printing data decryption 
means, and obtains the printing data. 

14. The image forming apparatus according to claim 12, 
further comprising: 

Secret key retrieval means for retrieving an encrypted 
Secret key from the received printing job, and 

Secret key obtaining means for performing decryption 
based on a public key cryptosystem on the encrypted 
Secret key retrieved from Said Secret key retrieval 
means, decrypting the encrypted Secret key using a 
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private key of Said Secret key obtaining means, and 
obtaining the Secret key of the printing job, wherein 

Said printing data decryption means functions as common 
key decryption means for performing decryption based 
on a conventional encryption System, applies the con 
ventional encryption System to decrypt the encrypted 
printing data using the Secret key, and obtains printing 
data. 

15. The image forming apparatus according to claim 12, 
further comprising 

digital signature retrieval means for retrieving a digital 
Signature from the received printing job, wherein: 

Said feature amount obtaining means obtains a feature 
amount by decrypting the digital Signature retrieved by 
Said digital signature retrieval means based on a public 
key decrypting method using a public key of a Source 
of the printing job; 

Said printing data confirmation means compares the fea 
ture amount computed from the printing data decrypted 
by Said printing data decryption means with the feature 
amount obtained by Said feature amount obtaining 
means, confirms that the feature amounts match each 
other, thereby confirming that the Source is a specified 
image forming apparatus driver and that the encrypted 
and received printing data has not been destroyed or 
falsified. 

16. An image forming apparatus management Server 
which manages information about an image forming appa 
ratus connected through a communications medium, com 
prising: 

information holding means for holding a list of informa 
tion including a Setting position, a capability, and an 
encryption key of each available image forming appa 
ratus connected through the communications medium; 

image forming apparatus Selection means for referring to 
the list of information held by said information holding 
means in response to an inquiry from a print control 
apparatus which controls printing of the image forming 
apparatus, and Selects an appropriate image forming 
apparatus for printing data from the group consisting of 
a plurality of image forming apparatuses, 

image forming apparatus information obtaining means for 
obtaining in response to an inquiry from the print 
control apparatus an encryption key and address infor 
mation about the image forming apparatus Selected by 
Said image forming apparatus Selection means, and 

image forming apparatus information transmission means 
for decrypting the encrypted printing data received 
from the print control apparatus using the key held by 
Said information holding means, re-encrypting the 
decrypted printing data using the key of the image 
forming apparatus obtained by Said image forming 
apparatus information obtaining means, and transmit 
ting the re-encrypted printing data to the address 
obtained by Said image forming apparatus information 
obtaining means. 

17. A print control method for transmitting a printing job 
containing printing data to a Specified image forming appa 
ratus through a communications medium to control the 
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printing data to be printed by the Specified image forming 
apparatus, comprising the Step of 

performing printing data encryption proceSS for encrypt 
ing the printing data in an encrypting method in which 
the image forming apparatus Specified for printing the 
printing data can decrypt the data, obtaining informa 
tion about a destination of the image forming appara 
tus, and decrypting the obtained information about the 
destination. 

18. The print control method according to claim 17, 
further comprising a feature amount computing process of 
computing a feature amount from the printing data, and a 
printing job transmitting process of including the feature 
amount computed in Said feature amount computing proceSS 
in the printing job and transmitting the feature amount to the 
Specified image forming apparatus through the communica 
tions medium. 

19. The print control method according to claim 18, 
wherein 

Said printing data encryption proceSS performs a public 
key encrypting proceSS which is encryption based on a 
public key cryptosystem using a public key of the 
image forming apparatus Specified for printing the 
printing data, and encrypts the printing data. 

20. The print control method according to claim 17, 
further comprising: 

a Secret key generating process of generating a Secret key 
commonly used by the image forming apparatus Speci 
fied for printing the printing data; 

a Secret key encrypting process for encrypting the Secret 
key generated in Said Secret key generating process; 
and 

a printing job transmitting proceSS for including the Secret 
key encrypted in Said Secret key encrypting process in 
the printing job, and transmitting the key to the com 
munications medium, wherein: 

Said printing data encryption process performs a common 
key encrypting proceSS which is encryption based on a 
conventional encryption System using the Secret key 
generated in Said Secret key generating process, and 
encrypts the printing data; and 

Said Secret key encrypting process performs a public key 
encrypting proceSS which is encryption based on a 
public key cryptosystem using a public key of the 
image forming apparatus Specified for printing the 
printing data, and encrypts the Secret key. 

21. The print control method according to claim 18, 
further comprising 

a digital signature generating process of performing 
encryption based on a public key cryptosystem using a 
private key on the feature amount computed in Said 
feature amount computing process and encrypting the 
feature amount, thereby generating a digital Signature, 
wherein 

Said printing job transmitting process includes in the 
printing job the digital Signature generated in Said 
digital Signature generating process instead of the fea 
ture amount computed in Said feature amount comput 
ing process, and transmits the printing job to the 
communications medium. 
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22. The print control method according to claim 17, 
further comprising: 

an image forming apparatus Selecting process of Selecting 
an image forming apparatus for printing the printing 
data from the group consisting of a plurality of image 
forming apparatuses by issuing an inquiry to an image 
forming apparatus management Server for managing 
information about the image forming apparatuses, and 

an image forming apparatus information obtaining pro 
ceSS of obtaining information about the image forming 
apparatus Specified for printing the printing data from 
the image forming apparatus management Server. 

23. The print control method according to claim 23, 
wherein: 

Said image forming apparatus information obtaining pro 
ceSS obtains an encryption key and an address of the 
image forming apparatus Specified for printing the 
printing data from the image forming apparatus man 
agement Server; and 

Said printing data encrypting process encrypts the printing 
data using the key of the image forming apparatus 
obtained by Said image forming apparatus information 
obtaining process, and transmits the encrypted printing 
data directly to the address of the image forming 
apparatus obtained in Said image forming apparatus 
information obtaining process. 

24. The print control method according to claim 22, 
wherein 

Said printing data encrypting process obtains an encryp 
tion key of the image forming apparatus management 
Server, encrypts the printing data, and transmits the 
encrypted printing data to the image forming apparatus 
management Server. 

25. The print control method according to claim 22, 
wherein 

Said image forming apparatus Selecting process Selects 
from the group consisting of a plurality of image 
forming apparatuses a corresponding image forming 
apparatus by Said image forming apparatus information 
obtaining process of transmitting to the image forming 
apparatus management Server a necessary condition for 
Said image forming apparatus Selecting process of 
Selecting a corresponding image forming apparatus 
from the group consisting of a plurality of image 
forming apparatuses. 

26. The print control method according to claim 22, 
wherein 

the image forming apparatus management Server roughly 
Selects corresponding image forming apparatuses from 
the group consisting of a plurality of image forming 
apparatuses by Said image forming apparatus informa 
tion obtaining process of transmitting to the Server a 
necessary condition for the image forming apparatus 
management Server roughly Selecting the correspond 
ing image forming apparatuses from the group consist 
ing of a plurality of image forming apparatuses, and the 
image forming apparatus management Server which 
has roughly Selected the corresponding image forming 
apparatuses from the group of the plurality of image 
forming apparatuses interactively communicates with 
Said image forming apparatus Selecting process, 
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thereby Selecting the image forming apparatus for 
printing the printing data from the group of the plurality 
of image forming apparatuses. 

27. The print control method according to claim 25, 
further comprising: 

a feature amount obtaining process of obtaining a feature 
amount from the received printing job; 

a feature amount computing process of computing a 
feature amount from the printing data decrypted in Said 
printing data decrypting process, 

a transfer process of encrypting and transferring informa 
tion about a destination corresponding to an image 
forming-apparatus, and 

a printing data confirming process of comparing the 
feature amount computed in Said feature amount com 
puting process with the feature amount obtained by Said 
feature amount obtaining process, and confirming that 
the encrypted and received printing data has not been 
destroyed or falsified if a comparison result indicates 
matching feature amounts. 

28. The print control method according to claim 26, 
wherein 

Said printing data decrypting proceSS functions as a public 
key decrypting proceSS for performing decryption 
based on a public key cryptosystem, performs the 
decryption to decrypt the encrypted and received print 
ing data using a private key, and obtains the printing 
data. 

29. The print control method according to claim 27, 
further comprising: 

a Secret key retrieving process for retrieving an encrypted 
Secret key from the received printing job, and 

a Secret key obtaining process of performing decryption 
based on a public key decrypting method on the 
encrypted Secret key retrieved from Said Secret key 
retrieving process, decrypting the encrypted Secret key 
using a private key of Said private key obtaining 
process, and obtaining the Secret key of the printing 
job, wherein 

Said printing data decrypting process functions as a com 
mon key decrypting process of performing decryption 
based on a conventional encryption System, decrypts 
the encrypted printing data using the Secret key, and 
obtains printing data. 

30. The print control method according to claim 27, 
further comprising 

a digital Signature retrieving process of retrieving a digital 
Signature from the received printing job, wherein: 

Said feature amount obtaining proceSS obtains a feature 
amount by decrypting the digital signature retrieved in 
Said digital Signature retrieving process based on a 
public key decrypting method using a public key of a 
Source of the printing job; 

Said printing data confirming process compares the fea 
ture amount computed from the printing data decrypted 
in Said printing data decrypting process with the feature 
amount obtained in Said feature amount obtaining pro 
ceSS, confirms that the feature amounts match each 

Dec. 29, 2005 

other, thereby confirming that the Source is a specified 
image forming apparatus driver and that the encrypted 
and received printing data has not been destroyed or 
falsified. 

31. A print control method comprising: 
an information holding process of holding a list of infor 

mation including a Setting position, a capability, and an 
encryption key of each available image forming appa 
ratus connected through the communications medium; 

a Selecting process of referring to the list of information 
held in Said information holding process in response to 
an inquiry from a print control apparatus which con 
trols printing of the image forming apparatus, and 
Selects an appropriate image forming apparatus for 
printing data from the group consisting of a plurality of 
image forming apparatuses, 

an information obtaining process of obtaining in response 
to an inquiry from the print control apparatus an 
encryption key and address information about the 
image forming apparatus Selected in Said image form 
ing apparatus Selecting process, and 

an image forming apparatus information transmitting pro 
ceSS of decrypting the encrypted printing data received 
from the print control apparatus using the key held in 
Said information holding process, re-encrypting the 
decrypted printing data using the key of the image 
forming apparatus obtained in Said information obtain 
ing process, and transmitting the re-encrypted printing 
data to the address obtained in Said information obtain 
ing process. 

32. A computer-readable Storage medium Storing a com 
puter program to direct a computer to perform: 

a printing data encrypting process of encrypting the 
printing data in an encrypting method in which an 
image forming apparatus Specified for printing the 
printing data can decrypt the data when a printing job 
containing printing data is transmitted to a specified 
image forming apparatus through a communications 
medium to control the printing data to be printed by the 
Specified image forming apparatus, 

an obtaining process of indicating information about a 
destination for the image forming apparatus, and 

a decrypting process of decrypting the obtained informa 
tion about the destination. 

33. A print control apparatus which transmits a printing 
job including printing data to a Specified image forming 
apparatus through a communications medium, and controls 
the printing data to be printed by the Specified image 
forming apparatus, comprising: 

a printing data encryption unit, which encrypts the print 
ing data in a Specified encrypting method in printing the 
printing job; 

an obtaining unit, which obtains information about a 
destination for the image forming apparatus, and 

a decryption unit, which decrypts information about the 
destination obtained by Said obtaining unit. 


