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o (57) Abstract: A communication system (100) is provided that comprises an overlay communication system and an underlay ad-hoc
communication system. Route discovery in the ad-hoc communication system takes place by notifying the overlay communication
system of the source and destination nodes. The overlay communication system instructs all base stations between the source and
destination nodes to instruct all nodes to participate in route discovery.
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METHOD AND APPARATUS FOR ROUTE DISCOVERY WITHIN A COMMUNICATION
SYSTEM

Field of the Invention

The present invention relates generally to communication systems and in
particular, to a method and apparatus for route discovery within such communication

systems.
Background of the Invention

Route discovery within a communication system is well known. In particular,
a message flooding procedure occurs that is often the basis of on-demand route
discovery and network initialization. Message flooding is basically defined as a
broadcast procedure covering a complete network. It operates as follows: When a
node, or remote unit, in a network wishes to discover a route to another node in the
network a message is broadcasted to all of its neighbors specifying the destination
address. Upon receiving the message, all of the neighboring nodes will rebroadcast
the message to their neighbors. When a node receives the same message again, it
discards it. The procedure repeats itself until all of the nodes in the network are
reached, or a time-to-live for the message expires. As discussed, the purpose to flood
the network in a routing algorithm is essentially to find a path to send data to
destinations. The message content is usually a request of route discovery.

Although message flooding is a dependable way to find a route within the
network, flooding is proven to generate excessive amounts of system traffic and
interference. In particular, the exponential increase of the signaling messages, due to
the fact that every host in the searched area has the obligation to rebroadcast the
route-discovery packet, leads to serious redundancy, contention, and collision.
Therefore, a need exists for a method and apparatus for route discovery within a
communication system that minimizes system interference caused by message
flooding.
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Brief Description of the Drawings

FIG. 1 is a block diagram of a communication system.

FIG. 2 illustrates a notification message

FIG. 3 is a block diagram of a transceiver.

FIG. 4 is a flow chart showing operation of a node acting as a source node that
wishes to discover a route to a destination node.

FIG. 5 is a flow chart showing operation of a node aiding in route discovery.

FIG. 6 is a flow chart showing operation of an overlay communication system.

Detailed Description of the Drawings

To address the need for route -discovery within a communication System, a
communication system (100) is provided that comprises an overlay communication
system and an underlay ad-hoc communication system. Route discovery in the ad-hoc
communication system takes place by notifying the overlay communication system of
the source and destination nodes. The overlay communication system instructs all
base stations between the source and destination nodes to instruct all nodes to
participate in route discovery.

Because only certain nodes will participate in flooding, the flood of RT _DISC
messages would happen only in the direction of the destination node. This greatly
reduces the amount of flooding within communication system 100. Additionally, the
above-flooding procedure does not impose any limits on capacity or latency of the ad-
hoc network; therefore, the ad-hoc network formed between stations can be very
large.

The present invention encompasses a method for route discovery between a
source node and a destination node within an ad-hoc communication system. The
method comprises the steps of receiving a route discovery request from the source
node, locating a source base station and a destination base station serving the source
node and the destination node, and determining intervening base stations between the
source and the destination base stations. Intervening nodes in communication with the
intervening base stations are instructed to participate in route discovery.

The present invention additionally encompasses a method for flooding within
an underlay communication system. The method comprises the steps of receiving a
notification message instructing a node to participate in route discovery, wherein the
notification message comprises a first session identification, receiving a route-
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discovery message comprising 2 second session identification, and determining if the
first session identification matches the second session identification. The route-
discovery message is forwarded based on whether the first session identification
matches the second session identification.

The present invention additionally encompasses a method for route discovery
within an ad-hoc communication system. The method comprises the steps of receiving
a flood message, determining that a particular node within an ad-hoc communication
system is out of cellular coverage, and rebroadcasting the flood message with an
indication that the node is out of cellular coverage based on the determination that the
particular node is out of cellular coverage.

The present invention additionally encompasses a route-discovery message
comprising a source address, a destination address, and a session identification that
identifies a particular route/destination combination.

The present invention additionally encompasses an apparatus comprising a
receiver receiving a route discovery request from a mnode in an underlay
communication system to communicate with a destination node within the underlay
communication system, logic circuitry locating the source and the destination node,
and determining intervening base stations between the source and the destination
nodes, and a transmitter transmitting instructions instructing intervening nodes in
communication with the intervening base stations to participate in route discovery.

Finally, the present invention additionally encompasses an apparatus
comprising a receiver receiving a notification message instructing a node to
participate in route discovery, wherein the notification message comprises a first.
session identification, the receiver also receiving a route-discovery message
comprising a second session identification, logic circuitry determining if the first
session identification matches the second session identification, and a transmitter
forwarding the route-discovery message based on whether the first session
identification matches the second session identification.

Turning now to the drawings, wherein like numerals designate like
components, FIG. 1 is a block diagram of communication system 100.
Communication system 100 comprises an ad-hoc underlay communication system
comprising a plurality of nodes 103. The underlay communication system is
preferably a neuRFon™ communication system available from Motorola, Inc. that is
modified to perform the functionality set forth below. However, in alternate
embodiments of the present invention, the underlay communication system may
comprise any ad-hoc network, such as, but not limited to a WLAN network typically
utilizing IEEE 802.11b ad hoc networking protocols or a RoofTop™ Wireless
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Routing mesh network manufactured by Nokia, Inc. As one of ordinary skill in the art
will recognize, each node 103 within the underlay

Communication system 100 additionally comprises an overlay communication
system such as a cellular communication system. The overlay communication system
comprises a plurality of transceivers 101, with transceivers 101 being adapted to
communicate with nodes 103 that are within communication range. Transceivers 101
are all in communication with base station controller (BSC) 106. In the preferred
embodiment of the present invention transceivers 101 are preferably cellular base
stations, each having an associated coverage area 102 however, in alternate
embodiments, transceivers 101 may comprise other transmission/reception equipment
such as beacons. Additionally BSC 106 serves to link base stations 101 so that
communication between base stations can be achieved. Although not shown, it is
envisioned that cellular base stations 101 are simultaneously in communication with
nodes 103 within the ad-hoc network. |

As one of ordinary skill in the art will recognize, transmissions between two
nodes within the underlay communication system generally take place through
intervening nodes, with the intervening nodes receiving a source transmission, and
“repeating” the source transmission until the source transmission reaches its
destination node. Thus, a first node (e.g., node 104), wishing to transmit information
to a second node (e.g., node 105), must first determine a route (i.e., those intervening
nodes) between the first and the second node. In prior-art systems, this is
accomplished via message flooding.

As discussed above, message flooding is a dependable way to find a path
within communication system 100, however, flooding generates an excessive amount

~ of system interference. In order to address this issue, in the preferred embodiment of

- the present invention the overlay communication system aids in route determination
for the underlay communication system. In particular, when a first node within the
underlay communication system desires to determine route information to a second
node, the first node transmits a route-needed (RT_NEED) to a transceiver within the
overlay communication system. The route-needed message notifies the overlay
commui}ication system of the desire to determine a route from the first node (source)
to the second node (destination) and comprises the identity of both the first node and
the second node.

Once an overlay transceiver (referred to as a source cellular base station)
receives the route needed message, the message is passed onto Base Station
Controller (BSC) 106 where BSC 106 determines the destination nodes general
location by detefmining which base station 101 (referred to as a destination cellular
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base station) that the destination node is closest to. This is accomplished utilizing

location area information collected during location updates from cellular subscribers
when they register their location with the nearest base station.

Once gross location for the destination node is determined, BSC 106
determines a plurality of intervening base stations 101 that exist between the source
cellular base station and the destination cellular base station. BSC 106 then instructs
the source base station, destination cellular base station, and all intervening base
stations to broadcast a notification (NOTIF) message to nodes 103 within their
coverage area (shaded area in FIG 1). The notification message notifies nodes 103 to
participate in route discovery between the source node and the destination node by
repeating any flood, or route discovery (RT_DISC) message attempting to discover
the route between the source and the destination nodes.

Since there may be concurrent ad-hoc route discovery procedures, cells/sectors
from outside a Flooding Region could be part of other Flooding Regions, in which the
nodes located in such cells would also be listening for RT_DISC messages and could
potentially re-broadcast RT_DISC messages originated in neighboring regions. To
avoid this problem, the cellular network would broadcast a specific session
identification in the NOTIF message that uniquely identifies the route. Thus, as shown
in FIG. 2, the NOTIF message comprises the source node identification, the
destination node identification, and the session identification. Nodes in the ad-hoc
network would only re-broadcast the RT_DISC messages if the route identifier
matches the one broadcasted by the cellular network in the NOTIF message. By using
specific route identifier for each flooding procedure, the flood of RT_DISC messages
is guaranteed to be restrained to just the cells/sectors in between Sender and
Destination stations. It should be noted that if the node is participating in more than 1
ad-hoc toute discovery procedure, it would store the session identification of all
discovery procedures.

Once a NOTIF message is received by a node 103, the node 103 immediately
awakes and monitors for route discovery (RT _DISC) messages comprising the
particular route identifier. Normal flooding protocols then take place with only those
nodes that received the NOTIF message having the particular route identifier
participating in the flooding procedure.

When the source node 103 receives the NOTIF message having the particular
route identifier, it immediately begins a flooding procedure by broadcasting the
RT DISC message (containing the route identifier) in order to identify the route
between the source and the destination nodes. Upon receiving the RT_DISC message,
all of the neighboring nodes will rebroadcast the message to their neighbors. The
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procedure repeats itself until all of the nodes in the network are reached, or a time-to-
live for the message expires. This results in the destination node determining route
information to the source node by analyzing the RT_DISC message to determine
those nodes intervening between the source and the destination node. The route
information comprises information such as a sequence of intervening IP addresses
corresponding to each node from the first node to the second node.

In the preferred embodiment of the present invention route information is
passed back to BSC 106 by the destination node transmitting this information to the
destination base station. The route information may comprise several routes. BSC 106
then can determine a best route between the source and the destination node. These

routes can be based on various criteria, such as, but not limited to routes having:

e a shortest path between the source and the destination nodes,
o afewest intervening nodes between the source and the destination nodes, and
¢ intervening nodes having a greatest amount of battery power.

The best route is eventually provided to the source node so that communication can be
achieved between the source and the destination nodes. Alternatively, route
information may be passed to at least one node in the underlay communication system
participating in communication between the source and the destination node. This
route information may simply comprise “next hop” information for a node
participating in the communication, where the “next hop” is simply a node’s address
to pass communication.

Because only certain nodes will participate in flooding, the flood of RT_DISC
messages would happen only in the direction of the destination node. This greatly
reduces the amount of flooding within communication system 100. Additionally, the
above-flooding procedure does not impose any limits on capacity or latency of the ad-
hoc network; therefore, the ad-hoc network formed between stations can be very
large.

FIG. 3 is a block diagram of transceiver 300 in accordance with the preferred
embodiment of the present invention. In the preferred embodiment of the present
invention all nodes 103 and transceivers 101 contain the elements shown in
transceiver 300. As shown, transceiver 300 comprises logic circuitry 301, receive
circuitry 302, transmit circuitry 303, and storage 304. For simplicity, transceiver 300
is shown having a single transmitter 302 and receiver 303, however, one of ordinary
skill in the art will recognize that transceiver 300 will comprise multiple transmitters
and receivers for communication via the overlay network and the ad hoc network.
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Continuing, logic circuitry 301 preferably comprises a microprocessor
controller, such as, but not limited to a Motorola PowerPC microprocessor. Logic
circuitry 361 serves as means for controlling transceiver 300, means for analyzing
message content to determine any actions needed, means for locating nodes in the
underlay communication system, and means for determining route information
between nodes. Additionally receive and transmit circuitry 302-303 are common
circuitry known in the art for communication utilizing a well known communication
protocol, and serve as means for transmitting and receiving messages. For example,
for underlay nodes 103, receiver 302 and transmitter 303 are well known neuRFon™
elements that utilize the neuRFon™ communication system protocol. Other possible
transmitters and receivers include, but are not limited to transceivers utilizing
Bluetooth, IEEE 802.11, or HyperLAN protocols. Similarly, for transceivers 101,
receiver 302 and transmitter 303 are well known elements that utilize the overlay
communication system protocol (e.g., CDMA, TDMA, GSM, WCDMA, . . ., etc.).

Transceiver 300 may serve as:

e anode wishing to discover a route to another node,

e anode aiding in route discovery between two differing nodes,

e a transceiver in an overlay communication system participating in route
discovery as a source base station, destination base station, or as an

intervening cellular base station.

Flow charts detailing operation of transceiver 300 for these three scenarios are shown
in FIG. 4 through FIG. 6.

FIG. 4 is a flow chart showing operation of node 300 acting as a source node
that wishes to discover a route to a destination node. It should be noted that all nodes
within the ad-hoc system are in a standby mode in that the node performs basically
two operations. Firstly, receiver 302 periodically checks to determine whether it is
being paged, and secondly, performs location updates when required (this is the
normal Cellular Location update procedure and happens just when moving from one
location area to another.).

The logic flow begins at step 401 where the source node, utilizing transmitter
301, transmits a RT_NEED message to overlay communication system informing the
overlay communication system of the need to discover a route between the source
node (first node) and a destination node (second node). As discussed above, the
RT NEED message comprises the identification of both the source and the
destination nodes. This causes the overlay communication system to instruct all nodes
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in intervening cells to listen for flood messages as part of the route-discovery process.
Thus, at step 403, a NOTIF message is received by receiver 302 via a cellular
communication channel. This triggers logic 301 to activate receiver 302 and
transmitter 303 enabling ad hoc network communication.

As discussed above, the NOTIF message contains a unique route identifier, or
session ID identifying the route trying to be determined. Because the first node was
the node that sent the RT_NEED message, once the NOTIF message is received, the
node immediately begins transmitting a flood message (RT_DISC) at step 405
utilizing the ad hoc network communication channel. As discussed above, the flood -
message contains the unique session ID. The flood message propagates throughout the
ad-hoc network via normal flooding procedures. Considering that enough user density
is present in the Floodirfg Region, the RT_DISC message will eventually reach the
destination node, causing the destination node to send an ADHOC_PATH_FOUND
to its serving base station. This message indicates that a path was found and contains
the ID of all stations that are in the path. Finally, at step 407 the route is provided by
the base station to the source node.

FIG. 5 is a flow chart showing operation of a node aiding in route discovery.
The logic flow begins at step 501 where receiver 302 receives a NOTIF message from
a cellular base station. As discussed above, the NOTIF message indicates that a node
within the ad-hoc network wishes to perform route discovery, and instructs the
receiver of the NOTIF message to participate in route discovery. The NOTIF message
comprises a unique session ID for the route. The session ID is stored by logic circuitry
301 in storage 304 (step 503). At step 505 the node receives a flood message
(RT_DISC), and at step 507 the logic circuitry 301 determines if the session ID on the
flood message matches the session ID within storage 304. As discussed above, since
there may be concurrent ad-hoc route discovery procedures, cells/sectors from outside
a Flooding Region could be part of other Flooding Regions, in which the nodes
Jlocated in such cells would also be listening for RT DISC messages and could
potentially re-broadcast RT_DISC messages originated in neighboring regions. To
avoid this problem, the cellular network would broadcast a specific session
identification in the NOTIF message that uniquely identifies the route. Nodes in the
ad-hoc network would only re-broadcast the RT_DISC messages if the route identifier
matches the one broadcasted by the cellular network in the NOTIF message. Thus, if
at step 507, the session ID matches, the logic flow continues to step 509 where the
RT DISC message is rebroadcast by transmitter 303 as part of standard flooding
techniques, otherwise the logic flow ends at step 511. However, if node 103 is
participating in several route discovery procedures, it would only go to step 511 after
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it has rebroadcast the RT_DISC of all routes being discovered or if all corresponding
timers had expired.

FIG. 6 is a flow chart showing operation of the overlay communication
system. As discussed above, the overlay communication system comprises a plurality
of cellular base stations, each capable of acting as a source, destination, or intervening
base station. The logic flow begins at step 601 where a receiver within a source base
station receives a route discovery request (RT _NEED message) from a source node
indicating that a route is needed between source node and a destination node. At step
603 the identification of the source and the destination nodes are passed to BSC 106
where BSC 106 uses logic circuitry (not shown) to determine a source base station,
destination base station and all intervening base stations. This is accomplished by
utilizing location area information collected during location updates from nodes when
they register their location with the nearest base station. BSC 106 locates the source
and the destination node and then determines intervening base stations between the
source and the destination nodes.

Continuing, once the source, destination, and intervening base stations are
determined by BSC 106, BSC 106 instructs the base stations to broadcast a NOTIF
message to all nodes within communication range of the source, destination, and
intervening base stations (step 605) utilizing cellular communication channels and
transmitter 303. As discussed above, this immediately causes the source node activate
its ad hoc networking transceiver and to begin flooding, and all nodes that received
the NOTIF message will also activate their ad hoc networking transceiver enabling
them to receive and rebroadcast the flood message, and thus participate in route
discovery.

Flooding eventually results in the destination base station receiving route
information from the destination node (step 607). This information is passed to BSC
106 at step 609 where BSC 106 determines at least one route between the source and
the destination nodes (step 611). BSC 106 provides this information to the source base
station, which, in turn provides at least one route to the source node (step 613) so that
communication can take place between the source and the destination nodes.

The above procedures result in only a small number of potential nodes
participating in message flooding. This greatly reduces system interference. In an
alternate embodiment of the present invention the above-described procedures may
also be extended to include out of coverage nodes (i.e., those nodes not within any
coverage area 104). In such a situation, a node that does not have cellular coverage
will not be able to receive NOTIF messages from any base station directly, and would
therefore be unavailable for routing. To allow such users to participate in the routing,
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a station out of cellular coverage would periodically wake up and listen for RT_DISC
broadcasts even though it does not know the session ID to listen for. If the out of
coverage station receives a RT_DISC message, it would forward the message with a
special flag that would identify it as an out of coverage relay. The recipient of this
RT DISC message (with the out of coverage flag) would be responsible for
forwarding this flag in subsequent RT _DISC messages that are looking for the
destination node. If the destination node receives a route containing the out of
coverage flag, the destination node would be responsible for letting the destination
base station know about the identity of the out of coverage station. (Alternatively, the
first station that receives a RT DISC message with the out of coverage flag could
assume the responsibility of informing its base station of the identity of this out of
coverage station). Regardless of the approach, if BSC 106 determines that this out of
coverage station should be part of the desired route between source node and the
destination node, BSC 106 would request that this out of coverage station’s neighbor
inform the out of coverage station to participate in the ad hoc network.

While the invention has been particularly shown and described with reference to
a particular embodiment, it will be understood by those skilled in the art that various
changes in form and details may be made therein without departing from the spirit and
scope of the invention. It is intended that such changes come within the scope of the
following claims.

10
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Claims

1. A method for route discovery between a source node and a destination node within
an ad-hoc communication system, the method comprising the steps of:

receiving a route discovery request from the source node;

locating a source base station and a destination base station serving the source
node and the destination node;

determining intervening base stations between the source and the destination
base stations; and

instructing intervening nodes in communication with the intervening base

stations to participate in route discovery.

2. The method of claim 1 further comprising the steps of:

receiving route information from the destination node;

determining at least one route between the source and the destination node;
and

providing route information to at least one node in the underlay

communication system.

3. The method of claim 2 wherein the step of determining the at least one route
comprises the step of determining a set of intervening nodes based on battery life of

" the intervening nodes.

4. The method of claim 1 wherein the step of instructing intervening nodes to
participate in route discovery comprises the step of providing the intervening nodes
with a session identification, instructing the intervening nodes to only forward route-
discovery messages containing the session identification.

5. A method for flooding within an underlay communication system, the method
comprising the steps of:

receiving a notification message instructing 2 node to participate in route
discovery, wherein the notification message comprises a first session identification;

receiving a route-discovery message comprising a second session
identification;

determining if the first session identification matches the second session

identification; and
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forwarding the route-discovery message based on whether the first session
identification matches the second session identification.

6. The method of claim 5 wherein the step of receiving the notification message
comprises the step of receiving the notification message from an overlay

communication system.

7. A method for route discovery within an ad-hoc communication system, the method
comprising the steps of:

receiving a flood message;

determining that a particular node within an ad-hoc communication system is
out of cellular coverage;

rebroadcasting the flood message with an indication that the node is out of
cellular coverage based on the determination that the particular node is out of cellular

coverage.

8. The method of claim 7 wherein the step of receiving the flood message comprises
the step of receiving a route-discovery message in an ad-hoc communication system.

9. An apparatus comprising:
‘ a receiver receiving a route discovery request from a node in an underlay
communication system to communicate with a destination node within the underlay
communication system;

logic circuitry locating the source and the destination node, and determining
intervening base stations between the source and the destination nodes; and

a transmitter transmitting instructions instructing intervening nodes in
communication with the intervening base stations to participate in route discovery.

10. An apparatus comprising:

a receiver receiving a notification message instructing a node to participate in
route discovery, wherein the notification message comprises a first session
identification, the receiver also receiving a route-discovery message comprising a
second session identification;

logic circuitry determining if the first session identification matches the
second session identification; and

a transmitter forwarding the rolite-discovery message based on whether the
first session identification matches the second session identification.

12
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AMENDED CLAIMS
[received by the International Bureau on 22 April 2005 (22.04.05);
new claim 11 added; remaining claims unchanged (1 page)]

11. A route-discovery message comprising:
a source address;
a destination address; and
5 a session identification that identifies a particular roure/destination
combination.

13
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