Office de la Propriete Canadian CA 2760512 A1 2010/12/09

Intellectuelle Intellectual Property
du Canada Office (21) 2 760 51 2
L rganieme An agency of 12 DEMANDE DE BREVET CANADIEN
d'Industrie Canada Industry Canada
CANADIAN PATENT APPLICATION
13) A1
(86) Date de depot PCT/PCT Filing Date: 2010/06/01 (51) CLInt./Int.Cl. GO6F 21/24(2006.01),
(87) Date publication PCT/PCT Publication Date: 2010/12/09 GO6F 13/14(2000.01)
: : - _ (71) Demandeur/Applicant:
(85) Entree phase nationale/National Entry: 2011/10/31 MICROSOFT CORPORATION. US
(86) N° demande PCT/PCT Application No.: US 2010/036966
) o o (72) Inventeurs/Inventors:
(87) N publication PCT/PCT Publication No.: 2010/141515 ZHANG HAO, US:
(30) Priorité/Priority: 2009/06/04 (US12/478 608) CHOW, DANNY TIN-VAN, US;

KOMAN, AYSE YESIM, US;
BYRUM, FRANK D., US;
MEHTA, MAYANK, US;
JAIN, CHANDRESH K., US;
BOCTOR, VICTOR, US;

(74) Agent: SMART & BIGGAR

(54) Titre : DECRYPTAGE EN PIPELINE EN COUCHE DE TRANSPORT POUR AGENTS D'ANALYSE DE CONTENUS
(54) Title: TRANSPORT PIPELINE DECRYPTION FOR CONTENT-SCANNING AGENTS

FIG. 1

(57) Abréegée/Abstract:

Transport pipeline decryption may be provided. Consistent with embodiments of the Invention, a protected message may be
recelved and decrypted. The decrypted message may be provided to pipeline agents, such as anti-virus, anti-spam, journaling,
and/or policy enforcement agents. The message may then be re-encrypted and delivered.

SoaoRRE f /[
TR - e St
R S N « w_® .-y
I ALY ""
[N

I*I ) . Pen, B N o
C an ad a http:/opic.ge.ca + Ottawa-Hull K1A 0C9 - atip.://eipo.ge.ca OPIC 48 & 7%% 110

- SRR RO S 2 A\-‘
OPIC - CIPO 191 s




CA 2760512 A1 2010/12/09

en 2 760 512
13) A1

(72) Inventeurs(suite)/Inventors(continued): CHUNG, CHARLIE R., US; PATEL, TEJAS D., US; ZHONG, YURUI, US;
FULAY, AMIT K., US; KOSTAL, GREGORY, US; KAMAT, PANKAJ M., US: YARMOLENKO, VLADIMIR, US;
KARAMFILOV, KRASSIMIR E., US




woO 20107141515 A3 |{WI M0 RH 0 )0 R0 O O R A

CA 02760512 2011-10-31

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization

International Bureau

(43) International Publication Date
9 December 2010 (09.12.2010)

(10) International Publication Number

WO 2010/141515 A3

(51)

(21)

(22)

(25)

(26)
(30)

(71)

(72)

International Patent Classification:
GO6rF 21/24 (2006.01) GO6F 13/14 (2006.01)

International Application Number:
PCT/US2010/036966

International Filing Date:
1 June 2010 (01.06.2010)

Filing Language: English
Publication Language: English
Priority Data:

12/478,608 4 June 2009 (04.06.2009) US

Applicant (for all designated States except US). MI-
CROSOFT CORPORATION [US/US]; One Microsoft
Way, Redmond, Washington 98052-6399 (US).

Inventors: ZHANG, Hao; c/o Microsoit Corporation,
LCA - International Patents, One Microsoit Way, Red-
mond, Washington 98052-6399 (US). CHOW, Danny
Tin-Van; c/o Microsoft Corporation, LCA - International
Patents, One Microsoft Way, Redmond, Washington
98052-6399 (US). KOMAN, Ayse Yesim; c/o Microsoft
Corporation, LCA - International Patents, One Microsoft
Way, Redmond, Washington 98052-6399 (US).
BYRUM, Frank D.; c/o Microsoft Corporation, LCA -
International Patents, One Microsoft Way, Redmond,

Washington 98052-6399 (US). MEHTA, Mayank; c/o
Microsoit Corporation, LCA - International Patents, One
Microsoft Way, Redmond, Washington 98052-6399 (US).
JAIN, Chandresh K.; ¢/o Microsoft Corporation, LCA -
International Patents, One Microsoft Way, Redmond,
Washington 98052-6399 (US). BOCTOR, Victor; c/o
Microsoit Corporation, LCA - International Patents, One
Microsoft Way, Redmond, Washington 98052-6399 (US).
CHUNG, Charlie R.; c/o Microsoft Corporation, LCA -
International Patents, One Microsoft Way, Redmond,
Washington 98052-6399 (US). PATEL, Tejas D.; ¢/o
Microsofit Corporation, LCA - International Patents, One
Microsoft Way, Redmond, Washington 98052-6399 (US).
ZHONG, Yuhui; c/o Microsoit Corporation, LCA - In-
ternational Patents, One Microsoft Way, Redmond,
Washington 98052-6399 (US). FULAY, Amit K.; ¢/o
Microsoft Corporation, LCA - International Patents, One
Microsoit Way, Redmond, Washington 98052-6399 (US).
KOSTAL, Gregory;, c/o Microsoft Corporation, LCA -
International Patents, One Microsoft Way, Redmond,
Washington 98052-6399 (US). KAMAT, Pankaj M.; c/o
Microsoit Corporation, LCA - International Patents, One
Microsoft Way, Redmond, Washington 98052-6399 (US).
YARMOLENKQO, Vladimir; c/o Microsoit Corporation,
LCA - International Patents, One Microsoft Way, Red-
mond, Washington 98052-6399 (US). KARAMFILOY,
Krassimir E.; c/o Microsott Corporation, LCA - Interna-

[Continued on next page]

(534) Title: TRANSPORT PIPELINE DECRYPTION FOR CONTENT-SCANNING AGENTS

Auth. ;
Server

130

135

[ )

FIG. 1

(87) Abstract: Transport pipeline decryption may be provided. Consistent with embodiments of the invention, a protected mes-
sage may be received and decrypted. The decrypted message may be provided to pipeline agents, such as anti-virus, anti-spam,
journaling, and/or policy enforcement agents. The message may then be re-encrypted and delivered.



(81)

CA 02760512 2011-10-31

WO 2010/141515 A3 U] A0W 0 AR 0 A O 0 A R

tional Patents, One Microsoft Way, Redmond, Washing-
ton 98052-6399 (US).

Designated States (unless otherwise indicated, for every

kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
NO, NZ, OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD,
SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,
1T, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every

kind of regional protection available). ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG,

ZM, ZW), Furasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, SE, SL SK,
SM, TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ,
GW, ML, MR, NE, SN, TD, TG).

Published:

(83)

with international search report (Art. 21(3))

before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of

amendments (Rule 48.2(h))

Date of publication of the international search report:
3 March 2011



10

15

20

29

30

CA 02760512 2011-10-31
WO 2010/1415135 PCT/US2010/036966

TRANSPORT PIPELINE DECRYPTION FOR CONTENT-SCANNING AGENTS
BACKGROUND
[001] Transport pipeline decryption 1s a process for allowing the scanning of content 1n
encrypted messages. In some situations, organizations may wish to scan incoming
messages 1n accordance with organization policies. For example, a company may wish to
employ agents such as anti-virus and/or anti-spam scanners, but those agents may not be
able to decrypt the content. Thus, the conventional strategy 1s to either reject encrypted
messages out of hand or bypass the agents. This often causes problems because the
conventional strategy may result in valuable messages being lost or harmful messages
being allowed 1n. For example, a company may receive a flood of e-mails containing
viruses that cannot be detected until the message 1s opened by a user, potentially allowing

the virus to harm the organization's computers.

SUMMARY

[002] Transport pipeline decryption of protected messages may be provided. This
Summary 18 provided to introduce a selection of concepts 1n a simplified form that are
further described below 1n the Detailed Description. This Summary 18 not intended to
identify key features or essential features of the claimed subject matter. Nor 1s this
Summary mtended to be used to limit the claimed subject matter’s scope.

[003] Transport pipeline decryption may be provided. Consistent with embodiments of
the invention, a protected message may be received and decrypted. The decrypted
message may be provided to pipeline agents, such as anti-virus, anti-spam, journaling,
and/or policy enforcement agents. The message may then be re-encrypted and delivered.
[004] Both the foregoing general description and the following detailed description
provide examples and are explanatory only. Accordingly, the foregoing general
description and the following detailed description should not be considered to be
restrictive. Further, features or variations may be provided 1n addition to those set forth
herein. For example, embodiments may be directed to various feature combinations and

sub-combinations described 1n the detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

[005] The accompanying drawings, which are incorporated in and constitute a part of
this disclosure, 1llustrate various embodiments of the present invention. In the drawings:
[006] FIG. 11s a block diagram of an operating environment;

[007] FIG. 2 1s a flow chart of a method for providing transport pipeline decryption; and
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[008] FIG. 3 1s a block diagram of a system including a computing device.

DETAILED DESCRIPTION
[009] The following detailed description refers to the accompanying drawings.
Wherever possible, the same reference numbers are used in the drawings and the
following description to refer to the same or similar elements. While embodiments of the
invention may be described, modifications, adaptations, and other implementations are
possible. For example, substitutions, additions, or modifications may be made to the
clements 1llustrated 1n the drawings, and the methods described herein may be modified by
substituting, reordering, or adding stages to the disclosed methods. Accordingly, the
following detailed description does not limit the invention. Instead, the proper scope of
the mnvention 18 defined by the appended claims.
[010] Transport pipeline decryption may be provided. Consistent with embodiments of
the present invention, an organization may wish to scan the content of incoming, internal,
and/or outgoing messages, such as for anti-virus, anti-spam, journaling, or policy
enforcement. For example, a message sent from one user to another user within the same
organization may be accessed by a pipeline agent operative to insert a confidentiality
notice. Encrypted messages may need to be decrypted so that the clear text of the message
may be provided to pipeline agents for scanning prior to re-encryption and delivery.
[011] FIG. 1 1s a block diagram of an operating environment 100 that may utilize
transport pipeline decryption. Operating environment 100 may comprise a first
organization 1035, a second organization 110, and a trust broker 115 that may communicate
via a network 120. First organization 105 may comprise a first authorization server 1235, a
first mail server 130, and a first user 135. Second organization 110 may comprise a
second authorization server 140, a second mail server 145, and a second user 150. For
example, trust broker 115 may comprise a Microsoft® Windows Live® federation server,
as produced by Microsoft® Corporation of Redmond, WA. Authorization servers 125 and
140 may comprise a Windows® Server 2008 server, as produced by Microsoft®
Corporation of Redmond, WA. Mail servers 130 and 145 may each comprise an
Exchange® server, also produced by Microsoft® Corporation of Redmond, WA. First
user 135 may comprise a computing device such as computing device 300, described
below with respect to FIG. 3, used by a sender of a message. Second user 150 may also
comprise a computing device used by a recipient of the message. Network 120 may

comprise a public network, such as the Internet, a cellular data network, a VPN, or other
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communication medium. Although examples are provided with respect to an e-mail
message, the methods described may be applied to any protected electronic document that
may be shared among different users.
[012] Pipeline decryption may comprise decryption of the protected message on behalf
of an organization and/or a recipient other than the final recipient of the message. For
example, an organization may receive messages sent by other organizations. Policies of
the rece1ving organization may comprise instructions that incoming messages should be
scanned by pipeline agents, such as an anti-virus scanning agent or a spam filtering agent.
Other agents may include an archiving and/or journaling agent operative to save copies of
Incoming messages.
[013] Encrypted messages may pose a problem for these pipeline agents, for the pipeline
agents may need access to the clear text of the message 1n order to function. Thus the
organization may need to designate a server, such as mail server 145, as being responsible
for decrypting the message and providing access to the clear text of the message for the
pipeline agents. Consistent with embodiments of the invention, an administrative user
account may be used to request the decryption key on behalf of the receiving organization.
[014] FIG. 2 1s a flow chart setting forth the general stages involved 1n a method 200
consistent with an embodiment of the invention for providing transport pipeline
decryption. Mecthod 200 may be implemented using computing device 300 as described 1n
more detail below with respect to FIG. 3. Ways to implement the stages of method 200
will be described 1n greater detail below. Method 200 may begin at starting block 205 and
proceed to stage 210 where computing device 300 may receive a protected message. For
example, second mail server 145 may receive a message created and/or sent by first user
135. Second mail server 145 may determine that the message 1s protected against an
authorization server associated with another organization, such as first authorization
server 125 associated with first organization 105.
[015] From stage 210, where computing device 300 received the protected message,
method 200 may advance to stage 215 where computing device 300 may determine
whether computing device 300 1s authorized to perform pipeline decryption. For example,
second mail server 145 may determine whether the protected message comprises a
property field authorizing pipeline decryption. The property ficld may be set by a sender,
such as first user 135, or as a policy of a sending organization, such as first organization

105. The property ficld may be signed to prevent spoofing of the field, and the signature
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may need to be verified prior to allowing pipeline decryption. The authorization server
recerving the request for a decryption license may be operative to validate the signature
before 1ssuing the license. The property field may comprise a list of organizations
authorized to perform pipeline decryption. Consistent with embodiments of the invention,
the property field may comprise a Boolean (true/false) property authorizing or denying
pipeline decryption by any recipient. If computing device 300 1s not authorized to
perform pipeline decryption, method 200 may end at stage 255 and the protected message
may be delivered to a recipient and/or discarded by the receiving organization without
being decrypted.

[016] If computing device 300 determines that the receiving organization 1s authorized to
perform pipeline decryption 1n stage 215, method 200 may continue to stage 220 where
computing device 300 may retrieve a decryption key for the protected message. For
example, second mail server 145 may receive a security token from trust broker 115 that
verifies the 1identity of the receiving organization. The security token may then be sent to,
for example, first authorization server 125 associated with first organization 105 where
first organization 105 comprises a sending organization. First authorization server 125
may return a decryption key for the protected message authorizing and/or enabling second
mail server 145 to decrypt the message.

[017] From stage 220, method 200 may proceed to stage 225 where computing device
300 may decrypt the message. For example, second mail server 145 may use the received
decryption key to produce a decrypted, clear text version of the protected message.
Consistent with embodiments of the invention, the decryption key may be stored along
with the decrypted message and/or the encrypted message. This may allow the efficient
re-encryption of the message at a later time using the same key.

[018] From stage 225, where computing device 300 decrypted the protected message,
method 200 may advance to stage 230 where computing device 300 may provide access to
the decrypted message and/or the encrypted message to a pipeline agent. Each of a
plurality of pipeline agents may be assigned a priority number that may be used to
determine an order 1n which the pipeline agents may access the message. For example, an
anti-virus agent may scan the message for viruses, then a spam-filtering agent may
determine whether the message content indicates that the message comprises an unwanted
message. A journaling agent may save a copy of the decrypted and/or the encrypted

message to an archive.
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[019] Consistent with embodiments of the invention, stage 225 may be performed by a
server assoclated with a sending organization. For example, first mail server 130 may
decrypt an outgoing protected message, provide access to a policy agent operable to insert
a standard confidentiality disclaimer 1n the message, and re-encrypt the message before
sending the message to its recipient(s).

[020] Further consistent with embodiments of the invention, pipeline agents may register
with computing device 300. The registration may comprise a requested priority and an
indication whether the agent needs access to the decrypted message, the encrypted
message, and/or both. For example, a journaling agent may register with a low priority 1n
order to only archive messages 1identified as clean by an anti-virus agent.

[021] From stage 230, method 200 may advance to stage 235 where computing device
300 may determine whether 1t 18 able to re-encrypt the decrypted message. For example,
the decryption key may be associated with a permission license that only authorizes read
access to a message. If computing device 300 1s determined to be unable to re-encrypt the
message at stage 235, method 200 may end at stage 255 and the message may be discarded
and may not be delivered. Consistent with embodiments of the invention, a non-delivery
notification may be sent to the message's sender.

[022] If, at stage 235, computing device 300 determines that the decrypted message may
be re-encrypted, method 200 may advance to stage 240 where computing device 300 may
re-encrypt the decrypted message. For example, second mail server 145 may use the
decryption key saved with the decrypted message to re-encrypt the message. Consistent
with embodiments of the invention, computing device 300 may retrieve a new copy of the
decryption key from an authorization server.

[023] Further consistent with embodiments of the invention, computing device 300 may
stamp the re-encrypted message with a property field indicating that the message has
already been processed by at least one pipeline agent associated with the organization.
For example, second mail server 145 may comprise a central mail server of second
organization 110. After the processing of method 200, the re-encrypted message may be
sent to a relay mail server (not shown) associated with a regional office of the
organization. Messages received by the relay mail server may be subject to the same
content-scanning policies as messages received by second mail server 145. The stamped
property field may inform the relay mail server which pipeline agents have already been

provided access to the message so that the relay mail server may bypass the decryption/re-
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encryption process. Consistent with embodiments of the invention, the property field may
allow the relay mail server to decrypt the message and provide access to the message
contents to a different and/or redundant pipeline agent associated with the relay mail
server. For example, the relay mail server may decrypt the message and provide access to
a journaling agent to save an archive copy without re-scanning the message by an anti-
virus agent.

[024] From stage 240, method 200 may advance to stage 245 where computing device
300 may save an archive copy of the protected message. For example, 1f a pipeline agent
modified the text of the decrypted message, computing device 300 may save a copy of the
original, protected message, the original, decrypted message, the modified, decrypted
message, and/or the modified, re-encrypted message.

[025] From stage 245, method 200 may advance to stage 250 where computing device
300 may deliver the re-encrypted message to a receiving user. For example, second mail
server 145 may deliver the re-encrypted message to an e-mail inbox associated with
second user 150. After delivering the message at stage 250, method 200 may then end at
stage 255.

[026] An embodiment consistent with the invention may comprise a system for providing
pipeline decryption. The system may comprise a memory storage and a processing unit
coupled to the memory storage. The processing unit may be operative to receive an
encrypted message, determine, by a server associated with an organization receiving the
message, whether pipeline decryption 1s authorized for the message, decrypt the message
if authorized, and provide access to the decrypted message to a pipeline agent. Attempts
to decrypt the message, whether or not authorized, may be recorded and reported to a
sender of the message.

[027] Consistent with embodiments of the invention, attempts to be recorded wherein the
receiving organization may inform an authorization server associated with a sending
organization upon receipt of an encrypted message from the sending organization and/or
may request a decryption key for the encryption message. The processing unit may
determine whether a sending user and/or organization configured a permission setting of
the encrypted message authorizing pipeline decryption by the recerving organization.

[028] The processing unit may be further operative to determine whether the message
may be re-encrypted prior to delivering the message to a recipient, and may discard the

message 1f re-encryption 18 not possible. Consistent with embodiments of the invention,
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read-only pipeline decryption may be provided. For example, the encrypted message may
be saved and delivered to at least one recipient as originally received. This may result in
changes made to the decrypted message by a pipeline agent being effectively discarded
and may guarantee that the protected message 1s not altered. Pipeline decryption may be
performed by either and/or both of the sending organization and the receiving
organization.

[029] Another embodiment consistent with the invention may comprise a system for
providing transport pipeline decryption. The system may comprise a memory storage and
a processing unit coupled to the memory storage. The processing unit may be operative to
receive a protected message, decrypt the protected message, provide access to the
protected message to at least one message agent, re-encrypt the decrypted message, and
deliver the re-encrypted message. The processing unit may be further operative to request
a decryption key for the protected message from an authorization server, save the
decryption key with the decrypted message, and re-encrypt the message with the same
key. The message agent may be operative to register with the processing unit for access to
the message content, scan, and/or alter the content of the message. The processing unit
may be further operative to stamp the re-encrypted message with a property, such as an X-
header, for example, indicating that the message has been provided to at least one
messaging agent. The processing unit may also be operative to scan a received message
and determine 1f the stamped property indicates that the message has already been
provided to appropriate messaging agents associated with the organization. If the message
has already been scanned, the processing unit may be operative to bypass the decryption
and content scanning.

[030] Yet another embodiment consistent with the invention may comprise a system for
providing secure mail between organizations. The system may comprise a memory
storage and a processing unit coupled to the memory storage. The processing unit may be
operative to recerve an encrypted message, determine whether the protected message
comprises at least one property authorizing pipeline decryption prior to delivery to a
receiving user, and, 1n response to determining that the protected message comprises at
least one property authorizing pipeline decryption prior to delivery to a receiving user,
retrieve a decryption key associated with the encrypted message from an authorization
server associated with a sender of the encrypted message, decrypt the encrypted message,

wherein the system 18 associated with at least one of the following: a sending organization
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and a receiving organization, save the decryption key with the decrypted message, provide
read access and write access to the encrypted message and the decrypted message to at
Ieast one pipeline agent, and determine whether the system 1s operable to re-encrypt the
decrypted message. In response to determining that the server 1s operable to re-encrypt
the decrypted message, the processing unit may be further operative to re-encrypt the
message with the saved decryption key, send the re-encrypted message to at least one
recipient, save an archive copy of the decrypted message and the encrypted message, and
add at least one property field to the re-encrypted message, wherein the at least one
property field identifies the re-encrypted message as having been provided to the at least
on¢ pipeline agent by the server.

[031] FIG. 3 1s a block diagram of a system including computing device 300. Consistent
with an embodiment of the invention, the aforementioned memory storage and processing
unit may be implemented 1n a computing device, such as computing device 300 of FIG. 3.
Any suitable combination of hardware, software, or firmware may be used to implement
the memory storage and processing unit. For example, the memory storage and
processing unit may be implemented with computing device 300 or any of other
computing devices 318, in combination with computing device 300. The aforementioned
system, device, and processors are examples and other systems, devices, and processors
may comprise the aforementioned memory storage and processing unit, consistent with
embodiments of the invention. Furthermore, computing device 300 may comprise an
operating environment for system 100 as described above. System 100 may operate in
other environments and 1s not limited to computing device 300.

[032] With reference to FIG. 3, a system consistent with an embodiment of the invention
may include a computing device, such as computing device 300. In a basic configuration,
computing device 300 may include at least one processing unit 302 and a system memory
304. Depending on the configuration and type of computing device, system memory 304
may comprise, but 1s not limited to, volatile (e.g. random access memory (RAM)), non-
volatile (e.g. read-only memory (ROM)), flash memory, or any combination. System
memory 304 may include operating system 305, one or more programming modules 306,
and may include an encryption component 307. Operating system 3035, for example, may
be suitable for controlling computing device 300°s operation. In one embodiment,
programming modules 306 may include a client e-mail application 320. Furthermore,

embodiments of the invention may be practiced 1n conjunction with a graphics library,
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other operating systems, or any other application program and 1s not limited to any
particular application or system. This basic configuration 1s 1llustrated 1n FIG. 3 by those
components within a dashed line 308.

[033] Computing device 300 may have additional features or functionality. For example,
computing device 300 may also include additional data storage devices (removable and/or
non-removable) such as, for example, magnetic disks, optical disks, or tape. Such
additional storage 1s illustrated in FIG. 3 by a removable storage 309 and a non-removable
storage 310. Computer storage media may include volatile and nonvolatile, removable
and non-removable media implemented 1in any method or technology for storage of
information, such as computer readable instructions, data structures, program modules, or
other data. System memory 304, removable storage 309, and non-removable storage 310
are all computer storage media examples (1.¢ memory storage.) Computer storage media
may include, but 1s not limited to, RAM, ROM, clectrically erasable read-only memory
(EEPROM), flash memory or other memory technology, CD-ROM, digital versatile disks
(DVD) or other optical storage, magnetic cassettes, magnetic tape, magnetic disk storage
or other magnetic storage devices, or any other medium which can be used to store
information and which can be accessed by computing device 300. Any such computer
storage media may be part of device 300. Computing device 300 may also have input
device(s) 312 such as a keyboard, a mouse, a pen, a sound 1nput device, a touch mput
device, etc. Output device(s) 314 such as a display, speakers, a printer, etc. may also be
included. The aforementioned devices are examples and others may be used.

[034] Computing device 300 may also contain a communication connection 316 that may
allow device 300 to communicate with other computing devices 318, such as over a
network 1n a distributed computing environment, for example, an intranet or the Internet.
Communication connection 316 1s one example of communication media.

Communication media may typically be embodied by computer readable instructions, data
structures, program modules, or other data in a modulated data signal, such as a carrier
wave or other transport mechanism, and includes any information delivery media. The
term “‘modulated data signal” may describe a signal that has one or more characteristics
set or changed 1n such a manner as to encode information in the signal. By way of
example, and not limitation, communication media may include wired media such as a

wired network or direct-wired connection, and wireless media such as acoustic, radio
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frequency (RF), infrared, and other wireless media. The term computer readable media as
used herein may include both storage media and communication media.

[035] As stated above, a number of program modules and data files may be stored in
system memory 304, including operating system 305. While executing on processing unit
302, programming modules 306 (¢.g. client e-mail application 320) may perform
processes including, for example, one or more method 200°s stages as described above.
The aforementioned process 1s an example, and processing unit 302 may perform other
processes. Other programming modules that may be used 1n accordance with
embodiments of the present invention may include electronic mail and contacts
applications, word processing applications, spreadsheet applications, database
applications, slide presentation applications, drawing or computer-aided application
programs, ctc.

[036] Generally, consistent with embodiments of the invention, program modules may
include routines, programs, components, data structures, and other types of structures that
may perform particular tasks or that may implement particular abstract data types.
Moreover, embodiments of the invention may be practiced with other computer system
configurations, including hand-held devices, multiprocessor systems, microprocessor-
based or programmable consumer electronics, minicomputers, mainframe computers, and
the like. Embodiments of the invention may also be practiced 1n distributed computing
environments where tasks are performed by remote processing devices that are linked
through a communications network. In a distributed computing environment, program
modules may be located in both local and remote memory storage devices.

[037] Furthermore, embodiments of the invention may be practiced i an electrical
circuit comprising discrete electronic elements, packaged or integrated electronic chips
containing logic gates, a circuit utilizing a microprocessor, or on a single chip containing
clectronic elements or microprocessors. Embodiments of the invention may also be
practiced using other technologies capable of performing logical operations such as, for
example, AND, OR, and NOT, including but not limited to mechanical, optical, fluidic,
and quantum technologies. In addition, embodiments of the invention may be practiced
within a general purpose computer or 1n any other circuits or systems.

[038] Embodiments of the invention, for example, may be implemented as a computer
process (method), a computing system, or as an article of manufacture, such as a computer

program product or computer readable media. The computer program product may be a
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computer storage media readable by a computer system and encoding a computer program
of mstructions for executing a computer process. The computer program product may also
be a propagated signal on a carrier readable by a computing system and encoding a
computer program of instructions for executing a computer process. Accordingly, the
present invention may be embodied 1n hardware and/or 1in software (including firmware,
resident software, micro-code, etc.). In other words, embodiments of the present invention
may take the form of a computer program product on a computer-usable or computer-
readable storage medium having computer-usable or computer-readable program code
embodied m the medium for use by or in connection with an instruction execution system.
A computer-usable or computer-readable medium may be any medium that can contain,
store, communicate, propagate, or transport the program for use by or in connection with
the mstruction execution system, apparatus, or device.

[039] The computer-usable or computer-readable medium may be, for example but not
limited to, an clectronic, magnetic, optical, electromagnetic, infrared, or sesmiconductor
system, apparatus, device, or propagation medium. More specific computer-readable
medium examples (a non-exhaustive list), the computer-readable medium may include the
following: an ¢lectrical connection having one or more wires, a portable computer
diskette, a random access memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash memory), an optical fiber, and a
portable compact disc read-only memory (CD-ROM). Note that the computer-usable or
computer-readable medium could even be paper or another suitable medium upon which
the program 1s printed, as the program can be electronically captured, via, for instance,
optical scanning of the paper or other medium, then compiled, interpreted, or otherwise
processed 1n a suitable manner, 1f necessary, and then stored 1n a computer memory.

[040] Embodiments of the present invention, for example, are described above with
reference to block diagrams and/or operational 1llustrations of methods, systems, and
computer program products according to embodiments of the mnvention. The
functions/acts noted 1n the blocks may occur out of the order as shown 1n any flowchart.
For example, two blocks shown 1n succession may in fact be executed substantially
concurrently or the blocks may sometimes be executed 1n the reverse order, depending
upon the functionality/acts involved.

[041] While certain embodiments of the invention have been described, other

embodiments may exist. Furthermore, although embodiments of the present invention
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have been described as being associated with data stored in memory and other storage
mediums, data can also be stored on or read from other types of computer-readable media,
such as secondary storage devices, like hard disks, tfloppy disks, or a CD-ROM, a carrier
wave from the Internet, or other forms of RAM or ROM. Further, the disclosed methods’
stages may be modified in any manner, including by reordering stages and/or inserting or
deleting stages, without departing from the invention.

[042] All rights including copyrights in the code included herem are vested 1n and the
property of the Applicant. The Applicant retains and reserves all rights 1n the code
included herein, and grants permission to reproduce the material only 1n connection with
reproduction of the granted patent and for no other purpose.

[043] While the specification includes examples, the invention’s scope 1s indicated by
the following claims. Furthermore, while the specification has been described 1n language
specific to structural features and/or methodological acts, the claims are not limited to the
features or acts described above. Rather, the specific features and acts described above are

disclosed as example for embodiments of the invention.
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CLAIMS

1. A method (200) for providing pipeline decryption, the method (200) comprising:

recerving (210) an encrypted message;

decrypting (225) the encrypted message by a server (130, 145); and

providing (230) access to the decrypted message to at least one pipeline agent.
2. The method (200) of Claim 1, further comprising:

determining (235) whether the server (130, 145) 1s operable to re-encrypt the
decrypted message;

in response to determining that the server (130, 145) 1s operable to re-encrypt the
decrypted message, re-encrypting (240) the message; and

delivering (250) the re-encrypted message to at least one recipient (135, 150).
3. The method (200) of Claim 2, further comprising:

in response to determining that the server (130, 145) 1s not operable to re-encrypt
the decrypted message, discarding the message.
4. The method (200) of Claim 1, further comprising:

prior to decrypting the encrypted message, determining (215) whether the
recerving organization (110) 1s authorized to decrypt the message for the at least one
pipeline agent.
5. The method (200) of Claim 4, wherein determining (215) whether the receiving
organization (110) 1s authorized to decrypt the message for the at least one pipeline agent
comprises determining whether a permission setting associated with the encrypted
message authorizes an organization (105, 110) associated with the server (130, 145) to
decrypt the message.
0. The method (200) of Claim 4, further comprising determining, by a sender (133,
150) of the message, whether a recerving organization (110) not authorized to decrypt the
encrypted message has attempted to decrypt the encrypted message.
7. The method (200) of Claim 1, further comprising retrieving (220) a decryption key
associated with the protected message from an authorization server (130, 145) associated
with a sender (135, 150) of the message.
8. The method (200) of Claim 7, further comprising saving the decryption key
assoclated with the protected message with the decrypted message.
9. The method (200) of Claim 8, further comprising re-encrypting (240) the
decrypted message using the saved decryption key.
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10. A computer-readable medium which stores a set of instructions which when
executed performs a method (200) for providing transport pipeline decryption, the method
(200) executed by the set of instructions comprising:

recerving (210) a protected message;

decrypting (225) the protected message;

providing (230) access to the protected message to at least one message agent;

re-encrypting (240) the decrypted message; and

delivering (250) the re-encrypted message.
11.  The computer-readable medium of Claim 10, further comprising stamping (240)
the re-encrypted message with at least one property indicating that the message has been
provided to the at least one message agent.
12.  The computer-readable medium of Claim 10, wherein the at least one message
agent comprises at least one of the following: an anti-virus agent, a journaling agent, a
policy agent, and a spam filter agent.
13.  The computer-readable medium of Claim 10, further comprising providing write
access to the decrypted message to the at least one message agent.
14.  The computer-readable medium of Claim 10, further comprising:

determining (215) whether the protected message comprises at least one property
authorizing pipeline decryption prior to delivery to a recerving user (135, 150); and

in response to determining (215) that the protected message does not comprise the
at least one property authorizing pipeline decryption prior to delivery to a receiving user
(135, 150), delivering (250) the protected message to the receiving user (135, 150) without
decrypting the protected message.
15. A system (300) for providing transport pipeline decryption, the system comprising:

a memory storage (304, 309, 310); and

a processing unit (302) coupled to the memory storage, wherein the processing unit
1S operative to:

receive (210) an encrypted message,
determine (215) whether the protected message comprises at least one

property authorizing pipeline decryption prior to delivery to a receiving user (1335,

150),
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in response to determining (215) that the protected message comprises at
least one property authorizing pipeline decryption prior to delivery to a receiving
user (135, 150):
key associated with the encrypted message from an authorization
server (125, 140) associated with a sender (135, 150) of the encrypted
message,
decrypt (225) the encrypted message, wherein the system 18
associated with at least one of the following: a sending organization (105)
and a recerving organization (110),
save the decryption key with the decrypted message,
provide (230) read access and write access to the encrypted message
and the decrypted message to at least one pipeline agent, wherein the at
least one pipeline agent comprises at Ieast one of the following: an anti-
virus agent, a journaling agent, a policy agent, and a spam filter agent;
determine (235) whether the system 1s operable to re-encrypt the
decrypted message, and
in response to determining (235) that the server (130, 145) 1s
operable to re-encrypt the decrypted message:
retrieve (220) a decryption
re-encrypt (240) the message with the saved decryption key,
send (250) the re-encrypted message to at least one recipient
(135, 150),
save (245) an archive copy of the decrypted message and the
encrypted message, and
add (240) at least one property field to the re-encrypted
message, wherein the at least one property field identifies the re-
encrypted message as having been provided to the at least one

pipeline agent by the server (130, 145).
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