I 000 T 0O O

Al

w,
\&

~

=

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
31 May 2001 (31.05.2001)

(10) International Publication Number

WO 01/39465 Al

(51) International Patent Classification’: HO04L 29/06,
12/66, GO6F 17/30
(21) International Application Number: PCT/EP99/09058

(22) International Filing Date:
23 November 1999 (23.11.1999)

(25) Filing Language: English

(26) Publication Language: English

(71) Applicant (for all designated States except US): PERI-
DOT INVESTMENTS LIMITED [CY/CY]; 1 Lam-
bousas Street, 1095 Nicosia (CY).

(72) Inventors; and
(75) Inventors/Applicants (for US only): DOYEN, Sébastien,

Paul, Gérald [BE/BE]; 14, rue d’Evrehailles, B-5530
Yvoir (BE). BRIGHAM, Marco, Paulo, Ferreira
[BE/BE]; Kipdorp, 4-2°, B-2000 Antwerpen (BE).

(74) Agents: BEISSEL, Jean et al.; Office Ernest T. Freylinger
S.A., B.P. 48, L-8001 Strassen (LU).

(81) Designated States (national): JP, US.

(84) Designated States (regional): European patent (AT, BE,
CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, IT, LU, MC,
NL, PT, SE).

Published:
—  With international search report.

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.

(54) Title: METHOD FOR CONTENT DISTRIBUTION TO A NETWORK CLIENT

60

:’"""""""""1

Poloes i

! i ERS

: : (

| !

\ ~C2 '

i :

' 1

| |

bl es |
— . : i c ER
® — . —

' i

S

(57) Abstract: Method for content distribution to a network client (NC), wherein the network client (NC) has an established con-
nection (C1) to a gateway device (GD). The gateway device (GD) is able to establish a connection (C3) to an external resource server
(ERS) upon a request from the network client (NC) to access a certain external resource (ER) located on the external resource server
(ERS). The gateway device (GD) is located between the network client (NC) and the external resource server (ERS). It comprises
a gateway server (GS) and at least one content server (CS), wherein upon receipt of the request, the gateway server (GS) verifies
whether the network client (NC) has an established connection to the content server (CS), or has had an established connection to the
content server (CS) within a predetermined lapse of time. If the network client (NC) has - or has had - an established connection to
the content server (CS), the gateway server (GS) establishes a connection (C3) to the external resource server (ERS). If the network
client (NC) does not have - or has not had - an established connection to the content server (CS), the gateway server (GS) establishes
a connection to the content server (CS), before establishing a connection (C3) to the external resource server (ERS).
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Method for content distribution to a network client

Introduction

The present invention relates to a method for content distribution to a network

client accessing an external resource via a generic gateway device.

State of the Art

in certain contexts, it is desirable to deliver content to network clients accessing
external resources via a generic gateway device. Depending on the actual

context, such content could be of the following nature:

- Security related, comprising of security information relative to the resource
currently being accessed, or of wider scope, such as general security

guidelines for accessing external networking resources.

- Legal advice, pertaining to any legal issues related to the resource currently
being accessed, or of more general scope, such as the legal liability of the

user’s actions when accessing external resources.

- Context information, pertinent to the resource currently being accessed, or
of more general scope such as guidance to best usage of the resource,

content pertinent to the information being accessed, etc.
- General information, pertaining to the connection status, advertising, etc.

The above examples are solely of illustrative character and do not represent an

exhaustive list.

A network client establishes a connection to a generic gateway device in order
to access an external resource. Upon request from the network client, the
generic gateway device establishes a connection to an external resource, so
that the network client can access the external resource. Distribution of content
to the network client upon access to the external resource is desired. This
distribution of content has however so far only been possible by means of a link
embedded in the requested external resource itself. This method has e.g. been
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widely used in World Wide Web pages, where a hyperlink is triggered when a
certain page is loaded. This hyperlink redirects the network client to another
web page, usually containing some kind of pertinent information, before the
actual requested page is displayed. This method of content distribution relies on
the fact that the external resource is accordingly modified, which can only be
done by the authorised administrator of the external resource. It has up to date
not been possible to distribute content to a network client without altering the
external resource, i.e. it has not been possible to deliver content independently

of the external resource requested.

Object of the invention

The object of the present invention is to provide a more universal method for
content distribution to a network client accessing an external resource via a

gateway device.

General description of the invention

The above-mentioned problems are overcome by using a method for content

distribution to a network client according to claim 1 or claim 2.

A network client has an established connection to a gateway device, which is
able to establish a connection to an external resource server upon a request
from the network client to access an external resource located on the external
resource server. The gateway device is located between the network client and
the external resource server and comprises a gateway server and at least one

content server.

Upon receipt of a request, the gateway server verifies whether the network
client has an established connection to the content server. If this connection is
established, the gateway server does all the necessary operations so that the
network client can access the requested external resource. If this connection is
not established, the gateway server first establishes a connection to the content

server, before doing all the necessary operations so that the network client can
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access the requested external resource. The network client needs to have an

active connection to the content server in order to access the external resource.

As an alternative, the gateway server verifies whether the network client has
had an established connection to the content server within a predetermined
lapse of time. If this connection has been established within a predetermined
lapse of time, the gateway server does all the necessary operations so that the
network client can access the external resource. If this connection has not been
established within a predetermined lapse of time, the gateway server first
establishes a connection to the content server, before doing all the necessary
operations so that the network client can access the requested external re-
source. The network client needs to have had at least one active connection to
the content server within the predetermined iapse of time in order to access the
requested external resource. An active connection at the moment of the request
does not necessarily have to be established. This enables a periodic distribution

of content to a network client.

By using any one of the methods laid out above, content can be delivered to a
network client without interfering with the external resource itself. The external
resource does not have to be modified. Content is not delivered by the external
resource, but by the gateway device used in conjunction with the present
method. The content delivered to the network client is hence independent from
the external resource itself. Distribution of content to the network client can be
regulated by the gateway device. It is hence the administrator of the gateway

device, who can decide what content should be distributed.

The gateway server is responsible for the handling of all networking communi-
cation between the network client and the external resource. It has the ability to
establish a connection to the external resource server. To do so, the gateway
server can either forward the network client’s request to the external resource
server, thereby allowing the establishment of a real networking connection
between the network client and the external resource server or, alternatively, it
can establish a networking connection to the external resource server on behalf

of the network client, also known as proxying.
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The gateway server can either replace the generic gateway device, or exist as a
separate device. In any case, the gateway server must be an obligatory pas-
sage for the establishment of any connection from the networking client to the

external resource server.

The gateway server preferably embodies the abilities of a generic gateway
device to establish a connection to the external resource server, and further

embodies the ability to enforce arbitration on content delivery.

Arbitration on content delivery is preferably based on a policy for content
distribution. The policy for content distribution comprises a set of rules neces-
sary to regulate the distribution of content to network clients accessing an
external resource. These rules could, amongst many others, refer to specific
criteria like the type of external resource requested, the time of the request, the
name of the user, the user's request record, or the availability of network
bandwidth. The policy for content distribution not only comprises rules for
deciding when content should be distributed, but also what content should be
distributed. The person skilled in the art will of course understand that the policy

for content distribution can comprise a large number of other possible criteria.

Those skilled in the art will understand that the network client, the gateway
server and the content server can all be. integrated within a single computer.
They will also understand that some or all of these devices can be allocated
their own computer each. The content server can for example be a separate
computer, a harddisk, a folder or even just a file. They will also understand that
it is not a necessity for network clients, gateway device and external resource
servers to be located at different geographic locations, although this usually is
the case. The content server distributes content to the network client either via

the gateway server, or directly via the content server.

The distribution of content via the gateway server is only possible if the content
from the content server can be encapsulated in the response from the external
resource server. The gateway server then accesses the content server for the
appropriate content and does the necessary encapsulation in the response from
the external resource server, prior to delivery to the network client. This method
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should more easily be implemented if the gateway server is establishing a
connection to the external resource server on behalf of the network client. A
means for ensuring that the user does access the appropriate content may be

used.

The distribution of content via the content server requires the network client to
directly access the appropriate content server. A means for ensuring that the
network client does access the appropriate content should be used.

Control for ensuring that the network client does access the appropriate content
can for example be enforced by the gateway server or by the network client, in

co-operation with the content server.

The gateway server can enforce such control by for example redirecting the
network client's original request to the content server. Upon successful content
delivery, the content server redirects the network client back to the gateway
server. The gateway server will then honour the original request upon verifica-

tion of successful content delivery by the content server.

Such control can also be enforced by the gateway server by establishing a
connection from the network client to the external resource server upon suc-
cessful authentication from the network client. Such authentication would be

issued by the content server upon successful content delivery.

Gateway server based control can also be achieved through encapsulation of
the content from the content server in the response from the external resource.

The network client can enforce such control for example through some kind of
software that checks whether the appropriate content has been delivered to the
user by the content server before forwarding‘the user's request. This software
must then be an obligatory passage for the establishment of any connection

from the networking client to the external resource server.

According to an embodiment of the invention, the network client is part of an

internal network, which can comprise more than one network client.

In this case, the gateway device is advantageously located within the internal
network and connects the internal network to an external network — i.e. every-
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thing that lies beyond the internal network, from a networking point of view. The
gateway device can hence be used to monitor and regulate access from the
network clients to the external network. When a network client within the
internal network sends a request to access the external network, a warning

message may for example be displayed on the screen of the network client.

The content server preferably distributes different content to the network client
depending on the time of the request. A different message can for example be
shown to a network user whether he sends a request within or out of office
hours. Furthermore, the content distributed to a network client can for example
vary according to the policy for content distribution. A different content can
hence be distributed according to the type of external resource requested, the
time of the request, the name of the user, or any one of the criteria defined in

the policy for content distribution.

In a preferred embodiment, the gateway device comprises more than one
content server, which preferably contain different content. This enables large
quantities of different contents to be accessible at any one time. One content
server can for example be allocated to each predetermined group of external
resources. In addition, the individual content servers can of course each contain

content that is for example variable with time.

According to an embodiment of the invention, the gateway server comprises
one or more filters, which select a specific content server. By means of these
filters, the gateway server can analyse the request characteristics and decide
which content server to use for checking for an established connection. A
multitude of content servers and the filters are particularly of interest, if there is
a large quantity of different contents to be'distributed according to different

request criteria.

More than one gateway device can be located between the network client and
the external resource server. A first gateway device can for example be located
within an internal network and regulate distribution of content to the individual
network clients based on criteria defined by the system administrator of the

internal network. A second gateway device can be located at the service
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provider, who can in turn distribute content to the network clients. A further
gateway device may even be located within an external resource server, the
external resource server can then distribute content to the network client before
access to the external resources located on the external resource server is

granted.

The present invention also relates to a gateway device for distribution of content
to a network. Such a gateway device can establish a connection between a
network client and an external resource server. The gateway device can further

distribute content to the network client.

The gateway device comprises a gateway server and at least one content
server. The gateway server can advantageously have the ability to verify
whether the network client has an established connection to the content server.
The gateway server can alternatively have the ability to verify whether the
network client has had an established connection to the content server within a
predetermined lapse of time. In either of these embodiments, the gateway
server checks whether content from the content server has been distributed to

the network client.

The gateway server preferably has the ability to establish a connection to the

external resource server, and to enforce arbitration on content delivery.

In an embodiment of the invention, the gateway device is located within an
internal network. It then connects the internal network fo the external network
and can hence be used to monitor and regulate access from the network clients

to the external network.

The content of the content server is advantageously time-dependent. The
content distributed to a network client by the content server can hence vary
according to the time of the request. A different message can for example be

shown to a network user whether he sends a request within or out of office

hours.

In a preferred embodiment, the gateway device comprises more than one
content server, which preferably contain different content. This enables large

quantities of different contents to be accessible at any one time.
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According to this embodiment of the invention, the gateway server advanta-
geously comprises one or more filters. These filters decide which specific
content server to access. By means of these filters, the gateway server can
analyse the request characteristics and decide which content server to use for

checking for an established connection.

Detailed description with respect to the figures

The present invention will be more apparent from the following description of
some not limiting embodiments with reference to the attached drawings,

wherein

Fig.1: shows a schematic setup of a network using the method for content
distribution according to the invention;

Fig.2: shows a flow chart of the method for content distribution; and

Fig.3: shows a more complex setup of a network using the method for content

distribution according to the invention.

Fig.1 shows a network client NC, a gateway device GD and an external re-
source server ERS. The gateway device GD comprises a gateway server GS
and a content server CS, wherein the gateway server GS is responsible for
handling all networking communication between the networking client NC and
the external resource server ERS, and the content server CS contains content

that is to be distributed to the network client NC.

The gateway server GS has an established connection C1 to the networking
client NC, and a connection C2 to the content server CS. The gateway server
GS has the ability to establish a connection C3 to the external resource server
ERS, so that the network client NC can access the external resource ER.

The method for content distribution to a network client NC is explained by
referring to Fig.1 and Fig.2. Via his networking client NC, a networking user (not
shown) instructs the gateway server GS to establish a connection C3 to the
external resource server ERS. Upon receipt of this instruction S10, the gateway
server GS verifies whether a connection is established between the network

client NC and the content server CS S20. If this connection is established, the
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gateway server GS establishes a connection C3 to the external resource server
ERS S30. If however, the connection between the network client NC and the
content server CS is not established, the gateway server GS first establishes it
S25, before establishing a connection C3 to the external resource server ERS
S30.

Fig.3 shows an internal network IN, an external gateway device EGD and an
external resource server ERS containing an external resource ER. The internal
network IN comprises more than one network clients NC1, NC2, NC3, and an
internal gateway device IGD. The internal gateway device IGD comprises an
internal gateway server IGS and more than one internal content servers ICS1,
ICS2, ICS3. The internal network IN is connected to an external gateway device
EGD, which is responsible for handling all networking communication between

the internal network IN and an external resource server ERS.

At least one of the network clients has a respective established connection C41,
C42, C43 to the internal gateway server IGS. The internal gateway server IGS
has connections C51, C52, C53 to the different internal content servers ICS1,
ICS2, ICS3.

The internal gateway server IGS receives an instruction from a network client
NC1, NC2, NC3, having a respective established connection C41, C42, C43 to
the internal gateway server IGS, to access an external resource ER located on
an external resource server ERS. The internal gateway server IGS anaiyses the
request and verifies whether a connection is established between the network
client NC1, NC2, NC3 and an appropriate internal content server ICS1, ICS2,
ICS3. If this connection is established, the internal gateway server IGS estab-
lishes a connection C6 to the external gateway device EGD. If this connection is
not established, the internal gateway server IGS first establishes a connection
to the appropriate internal content server ICS1, ICS2, ICS3, so that the internal
content server ICS1, ICS2, ICS3 can distribute appropriate content to the
network client NC1, NC2, NC3. Only then does the internal gateway server IGS
establish a connection C6 to the external gateway device EGD.
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The external gateway device EGD comprises an external gateway server EGS
and more than one external content servers ECS1, ECS2. Upon receipt of the
request to access an external resource ER located on an external resource
server ERS from the internal network IN, the external gateway server EGS and
verifies whether a connection is established between the internal network IN
and an appropriate external content server ECS1, ECS2. If this connection is
established, the external gateway server EGS establishes a connection C8 to
the external resource server ERS, so that the network client NC1, NC2, NC3
can access the requested external resource ER1, ER2, ER3. If this connection
is not established, the external gateway server EGS first establishes a connec-
tion to the appropriate external content server ECS1, ECS2, so that the external
content server ECS1, ECS2 can distribute appropriate content to the network
client NC1, NC2, NC3. Only then does the external gateway server EGS
establish a connection C8 to the external resource server, so that the network
client NC1, NC2, NC3 can access the requested external resource ER1, ERZ2,
ERS.

An example implementation is described herebelow:

The network client, being a web browser running the HTTP protocol, wants to
access an external resource, which is a certain web page on an external
resource server. The external resource server, being a web server running the
HTTP protocol, is located somewhere on the Internet. The gateway device
displays a message to the network client according to some criteria for content
distribution. This criteria is for example such that any user accessing external
web servers after office hours should be warned that web surfing is to be done
between office hours. Such warning is to be issued via a warning web page on

the content server.

The gateway device comprises a gateway server and a content server , wherein
the gateway server is a modified version of an HTTP proxy, which is able to
access a content server if needed, and wherein the content server is a web

server running the HTTP protocol located on the internal network.
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In order to access the external resource, the network client has to connect to
the gateway device. The gateway server of the gateway device verifies whether
the network client has already been shown a certain message, i.e. whether the
network client has a connection to a content server of the gateway device. If the
connection to the content server is established, the gateway server functions as
a regular HTTP proxy and connects to the external resource server. If however
the connection to the content server is not established, the gateway server will
establish this connection, and the content server will deliver its content to the
network client. In case the request is made out of office hours, the message that
web surfing is to be done between office hours will be delivered to the network
client. During office hours the content of the content server is either empty or
comprises another message, as for example a warning to only surf the web for

work purposes.

The gateway server assures that the warning page is delivered to the network

client by one of the following ways:

- by encapsulating the warning page retrieved from the content server on the

HTTP response from the external resource server,

- by serving an HTTP redirection to the warning page on the content server.
This redirection is such that it contains information regarding the original
request. Upon receiving this request, the criteria for content distribution then
serves a redirect to the original resource, along with some authorisation

key, together with the warning page in another session of the network client.
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1.

Claims

Method for content distribution to a network client (NC), wherein the network
client (NC) has an established connection (C1) to a gateway device (GD),
wherein the gateway device (GD) is able to establish a connection (C3) to
an external resource server (ERS) upon a request from the network client
(NC) to access an external resource (ER) located on the external resource
server (ERS), the gateway device (GD) being located between the network

client (NC) and the external resource server (ERS),

characterised in that the gateway device (GD) comprises a gateway
server (GS) and at least one content server (CS), wherein upon receipt of
the request, the gateway server (GS) verifies whether the network client

(NC) has an established connection to the content server (CS), wherein

- if the network client (NC) has an established connection to the content
server (CS), the gateway server (GS) establishes a connection (C3)to

the external resource server (ERS);

- if the network client (NC) does not have an established connection to the
content server (CS), the gateway server (GS) establishes a connection
to the content server (CS), before establishing a connection (C3) to the

external resource server (ERS).

2. Method for content distribution to a network client (NC), wherein the network

client (NC) has an established connection (C1) to a gateway device (GD),
wherein the gateway device (GD) is able to establish a connection (C3) to
an external resource server (ERS) upon a request from the network client
(NC) to access an external resource (ER) located on the external resource
server (ERS), the gateway device (GD) being located between the network

client (NC) and the external resource server (ERS),

characterised in that the gateway device (GD) comprises a gateway
server (GS) and at least one content server (CS), wherein upon receipt of

the request, the gateway server (GS) verifies whether the network client
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(NC) has had an established connection to the content server (CS) within a

predetermined lapse of time, wherein

- if the network client (NC) has had an established connection to the con-
tent server (CS) within a predetermined lapse of time, the gateway
server (GS) establishes a connection (C3) to the external resource
server (ERS),

- if the network client (NC) has not had an established connection to the
content server (CS) within a predetermined lapse of time, the gateway
server establishes a connection to the content server (CS), before es-

tablishing a connection (C3) to the external resource server (ERS).

. Method according to any of the preceding claims, wherein the gateway

server establishes a connection (C3) to the external resource server (ERS),

and enforces arbitration on content delivery.

. Method according to any of the preceding claims, wherein arbitration on

content delivery is based on a policy for content distribution.

. Method according to any of the preceding claims, wherein the network client

(NC) is part of an internal network comprising more than one network client
(NC1, NC2, NC3).

. Method according to claim 5, wherein the gateway device (GD) is located

within the internal network and wherein the gateway device connects the
internal network to an external network, the external network being every-

thing that lies beyond the internal network, from a networking point of view.

. Method according to any of the preceding claims, wherein the content server

(CS) distributes content to the network client (NC), which is time-dependent.

. Method according to any of the preceding claims, wherein the gateway

device (GD) comprises more than one content server (CS1, CS2, CS3),

each comprising different content.

Method according to claim 8, wherein the gateway server (GS) comprises
one or more filters and wherein said filter chooses the appropriate content

server based on the request characteristics.
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10.Method according to any of the preceding claims, wherein more than one
gateway device (GD) is iocated between the network client (NC) and the

external resource server (ERS).

11.Gateway device for use in a method for content distribution according to any
one of claims 1 to 10, said gateway device comprising means for handling
all networking communication between a network client (NC) and an exter-
nal resource server (ERS), characterised in that the gateway device (GD)
further comprises means for distributing content to the network client (NC).

12.Gateway device according to claim 11, wherein the gateway device (GD)

comprises a gateway server (GS) and at least one content server (CS).

13.Gateway device according to claim 12, wherein the gateway server (GS)
comprises means for verifying whether the network client (NC) has an es-

tablished connection to the content server (CS).

14.Gateway device according to claim 12, wherein the gateway server (GS)
comprises means for verifying whether the network client (NC) has had an
established connection to the content server (CS) within a predetermined

lapse of time.

15.Gateway device according to any of claims 12 to 14, wherein the gateway
server (GS) has the ability to establish a connection (C3) to the external

resource server (ERS), and to enforce arbitration on content delivery.

16.Gateway device according to any of claims 11 to 15, wherein said gateway

device (GD) is located within an internal network.

17.Gateway device according to any of claims 12 to 16, wherein the content of

the content server (CS) is time-dependent.

18.Gateway device according to any of claims 12 to 17, wherein the gateway
device (GD) comprises more than one content server (CS1, CS2, CS3),

each comprising different content.

19. Gateway device according to any of claims 12 to 18, wherein the gateway
server (GS) comprises one or more filters for establishing a connection be-

tween said network client (NC) and a content server (CS) depending on one
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or more parameters of a request from the network client (NC) to access said

external resource (ER).
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