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(57) ABSTRACT 

A Synchronous data-stream generator, Suitable for use as a 
Synchronous Stream cipher providing copy right protection 
for audio/video data, generates a Stream of output data items 
in Synchronisation with a clock trigger. The data-stream 
generator comprises at least two parallel arranged Subgen 
eratorS M, i1, Such as linear feedback shift registers. The 
output of the SubgeneratorS M is combined forming the 
output data items of the data-stream generator. A control 
Subgenerator C is used for generating a stream of control 
data items. Control means (150) comprises for at least one 
Subgenerator M, an associated number Selector S for, in 
dependence on the control data item of the control Subgen 
erator C, selecting a number n, from a group H of different 
integer numbers. At least two numbers of the group H are 
larger than Zero. The control means (150) causes the asso 
ciated Subgenerator M to provide at the output the Selected 
n; -th data item successive to a last generated data item 
(effectively skipping n-1 data items). 
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SYNCHRONOUS STREAM CPHER 

0001. The invention relates to a synchronous data-stream 
generator for generating a stream of output data items of at 
least one bit in Synchronisation with a clock trigger; the 
data-Stream generator comprising: 

0002 a plurality of subgenerators M, i21, each 
Subgenerator M comprising a respective clock input 
and a respective output; each Subgenerator M being 
operative to generate a data item of at least one bit on 
the respective output in response to a trigger received 
via the respective clock input; 

0003) means for combining a generated data item of 
each of the Subgenerators M, forming the output 
data item of the data-Stream generator; 

0004 a control subgenerator C comprising an input 
for receiving the clock trigger and an output; the 
control Subgenerator C being operative to generate a 
control data item of at least one bit on the output in 
response to the clock trigger, and 

0005 control means operative to provide a trigger to 
at least one of the clock inputs of the Subgenerators 
M; in dependence on the control data item of the 
control Subgenerator C. 

0006 The invention further relates to an encryptor and/or 
decryptor Station comprising the Synchronous data-stream 
generator. The invention also relates to an apparatus com 
prising a decryptor station comprising the Synchronous 
data-Stream generator. 

0007. The invention further relates to a method for gen 
erating an output Stream of data items, each of at least one 
bit in Synchronisation with a clock trigger; the method 
comprises: 

0008 generating a control stream of control data 
items, each of at least one bit, in Synchronisation 
with the clock trigger; and 

0009 generating a plurality of data streams DS, of 
data items, each of at least one bit; each data Stream 
DS, being generated according to a respective pre 
determined algorithm A, 

0010 controlling the generation of data items for at 
least one of the data Streams DS in dependence on 
the control data items of the control Stream; and 

0.011 forming the output stream bv combining the 9. p y 9. 
generated data Streams DS. 

0012. The invention relates also to a computer program 
for performing the method and a computer-readable Storage 
medium having the program recorded thereon. 
0013 Such a synchronous data-stream generator is 
known as the alternating Step generator from "Handbook of 
Applied Cryptography”, A. J. Menzes, P. C. van Oorschot, 
S. A. Vanstone, CRC Press, 1997, pages 209-211. In this 
system, two Linear Feedback Shift Registers (LFSRs) M1 
and M2 are used to generate two data-streams. The data 
Streams are combined into one bit output Stream of the 
data-stream generator via an XOR (Exclusive OR) opera 
tion. A third LFSR C is used as a control Subgenerator whose 
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output controls the clocking of the LFSRS M1 and M2. The 
Sequence of operation is as follows: 

0014) 
0.015 if the output of C is a logic “1”, then M is 
clocked; M is not clocked but its output is repeated 

0016 if the output of C is a logic “0”, then M is 
clocked; M is not clocked but its output is repeated 

0017) 
0018 Non-linearity is introduced in this system by using 
C to irregularly clock one of the Subgenerators at a time 
under control of the output of the Subgenerator C. The data 
Stream generator can be used in many applications. For 
instance, the data-stream generator may be used as a pseudo 
random generator, and as Such can be used for encrypting/ 
decrypting data by adding the output bits modulo 2 (XOR) 
to the data bits. 

0019. It is an object of the invention to provide a syn 
chronous data-Stream generator of the kind Set forth which 
is more resistant against known attacks. It is a further object 
to provide Such an improved data-Stream generator that is 
Suitable for use in digital consumer electronics Systems with 
a low gate-complexity for a hardware implementation and 
offering a speed Suitable for encryption/decryption of digital 
audio/video signals. 
0020. To meet the object of the invention, the control 
means comprises for at least one Subgenerator M, an asso 
ciated number Selector S for, in dependence on the control 
data item of the control Subgenerator C, Selecting a number 
n; from a group H of different integer numbers; at least two 
numbers of the group H being larger than Zero; the group H 
being associated with the number Selector Si, and in that the 
control means is operative to cause the associated Subgen 
erator M, to provide at the output the selected n-th data 
item Successive to a last generated data item. In this way, the 
Subgenerator(s) M is triggered/clocked more irregularly 
causing a higher level of non-linear behaviour. Instead of 
approximately half of the time the Subgenerator not being 
clocked (i.e. maintaining the same output), the group may be 
larger with at least two integers being different from Zero, 
allowing the Subgenerator to be clocked more frequently 
(i.e. the output is less frequently kept constant which is the 
result of a Zero being Selected for the Subgenerator and 
consequently the Subgenerator not being clocked whereas 
another one is being clocked) and being provided with more 
than one trigger at a time (i.e. in fact skipping a number of 
n-1 data items and providing the n-th data item at the 
output). Such a skipping may simply be performed by in 
response to one clock trigger to the data-stream generator, 
clocking a subgenerator n times. By not or less frequently 
maintaining the same output of a Subgenerator, the data 
Stream generator has more States. The hardware/software 
required to achieve this can be kept to a minimum, making 
the improvements Suitable for high-Speed consumer elec 
tronic applications. 

register C is clocked 

the outputs of M and M are combined. 

0021. A data item may simply consist of one bit (0 or 1), 
or be formed using more bits, representing a larger range of 
numbers. Combining the output of the Subgenerators may be 
done using a simple operation, Such as a bitwise XOR, or 
may be a more complicated (non-)linear operation. 
0022. In an embodiment according to the measure as 
defined in the dependent claim 2, the balanced Selection is 
an effective way to ensure maximum period. 
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0023. According to the measure defined in the dependent 
claim 3, the Subgenerator is always clocked at least once, 
ensuring that the combined output always contains a new 
contribution of each of the Subgenerators. Selecting from 
two numbers, of which one number is a “one allows for a 
Simple and fast implementation. 
0024. According to the measure defined in the dependent 
claim 4, at least two Subgenerators are irregularly and 
differently clocked, increasing the non-linearity further. 
0.025 According to the measure defined in the dependent 
claim 5, a finite State machine is used as a generator. 
0026. According to the measure defined in the dependent 
claim 6, a feedback shift register is used as the finite State 
machine, allowing a simple and fast implementation Suitable 
for consumer electronic applications. The feedback shift 
register may have a linear feedback or, alternatively, a 
non-linear feedback. 

0.027 According to the measure defined in the dependent 
claim 7, the n-th output data item is generated in one 
operation (one trigger) instead of using n; successive clock 
triggers. In this way a high bit-rate can be achieved at an 
only marginal increase in gate-complexity. This makes the 
Stream generator particularly Suitable for use in digital 
audio/video equipment, Such as a CD or DVD-like player, 
where a high bit-rate at low cost is required. 
0028. According to the measure defined in the dependent 
claim 8, more output bits of the control data item are used, 
increasing the variability in the number Selection process. 
0029 Preferably, the data-stream generator is used in an 
encryptor and/or decryptor Station for generating a pseudo 
random Stream of data items. Symmetrical encryption/de 
cryption can then be achieved by combining (e.g. using an 
XOR operation) the generated data stream with a stream to 
be encrypted/decrypted. Advantageously, the decryptor is 
incorporated in a playback device, Such as a disc player, 
where the data Stream to be encrypted is read from a record 
carrier, Such as a tape or disc. The encryptor and decryptor 
may also be used for protecting transfer of digital data, in 
particular audio and/or Video data, via a network Such as 
IEEE 1394. In such a case, raw digital data is encrypted in 
the transmitter Station and decrypted in the receiving Station. 
Key information may be provided in any Suitable way, Such 
as using public key exchange methods. 
0.030. It is an object of the invention to provide a method 
for generating a Synchronous data-Stream, which is more 
resistant against known attacks. It is a further object to 
provide Such method that is Suitable for use in digital 
consumer electronics Systems with a low gate-complexity 
for a hardware implementation and offering a speed Suitable 
for encryption/decryption of digital audio/video signals. 
0.031) To meet the object of the invention, the method is 
characterised in that the Step of controlling the generation of 
data items for at least one of the data Streams DS, comprises 
Selecting for the data stream DS, a number n from an 
asSociated group of different integer numbers; at least two 
numbers of the groups being larger than Zero; the Selection 
being in dependence on the control data items of the control 
Stream; and 

0032 the step of generating a data item for the data 
Stream DS, comprises generating as a next data item 
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of the data Stream DS, a data item which according 
to the algorithm A would be the n-th data item 
Successive to a last generated data item. 

0033. In this method, the algorithm A corresponds to the 
functionality of Subgenerator M and as Such will not be 
described in detail Separately. 
0034. The invention also relates to computer program for 
causing a processor to perform this method. The program 
may be for any Suitable processor, Such as an embedded 
microcontroller or Risc-processor, or for processors opti 
mized for executing encryption Software. Implementing the 
steps of the method in Software functions lies within the 
skills of a skilled person and will not be elaborated further. 
0035. The invention also relates to a computer-readable 
Storage medium having the computer program. Any Suitable 
medium may be used, like a magnetic storage medium (e.g. 
floppy disk), or optical storage medium, Such as a CD-ROM, 
or electrical Storage medium, Such as (non-volatile) RAM or 
ROM. 

0036) These and other aspects of the invention will be 
apparent from and elucidated with reference to the embodi 
ments shown in the drawings. 
0037 FIG. 1 shows a block diagram of the synchronous 
data-Stream generator 100 according to the invention; 
0038 FIG. 2 illustrates a feedback shift register; 
0039 FIG. 3 illustrates a “one-clock, multi-step/feed 
back LFSR; 
0040 FIG. 4 shows a block diagram of a preferred 
embodiment of the data-stream generator; and 
0041) 
tuS. 

0042 FIG. 1. The shown generator 100 comprises two 
Subgenerators 110 (M) and 120 (M). The subgenerators 
M, and M. comprise a respective input 112 and 122 for 
receiving a clock trigger. In response to a clock trigger 
received via the respective inputs 112 and 122, the Subgen 
erators M and M provide a data item at the respective 
output 114 and 124. This results in respective streams of data 
items DS and DS. Typically, each data item consists of one 
bit. However, it will be appreciated that the data item may 
have any desired value range, e.g. expressed using more than 
one bit. Preferably, the output data items of the subgenera 
tors are from the Same range. The generator 100 comprises 
combination means 130 for combining the data items gen 
erated by the Subgenerators M and M. A simple way of 
combining the data streams DS and DS is to use a bit-wise 
XOR operation. It will be appreciated that although only two 
Subgenerators M and M2 are shown, equally well more than 
two Subgenerators can be arranged in parallel and their 
output combined. Using more Subgenerators will in general 
increase the period of the data-stream generator 100 and 
increase the linear complexity, at the expense of requiring 
more hardware or Software processing for the implementa 
tion. 

FIG. 5 illustrates an encryptor/decryptor appara 

0043. The data-stream generator 100 further comprises a 
control subgenerator 140 (C). The control subgenerator C 
comprises an input 142 for receiving a clock trigger. The 
input 142 is coupled to the clock input 102 of the data 
Stream generator 100. In response to the clock trigger, the 
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subgenerator C provides a control data item at the 
output 144. The control data item of the subgenerator C is 
used to control the clocking of the subgenerators M (in FIG. 
1, 1 sis2). Since the generated control data item normally 
is not combined with the output data items of M, the size of 
the control data item may be chosen independently of the 
Size of the data items of the Subgenerators M and M. 
0044) The data-stream generator 100 also comprises a 
control means 150. The control means 150 comprises a 
clock input 152 for receiving a clock trigger. Preferably, the 
clock input 152 is coupled to the clock input 102 of the data 
stream generator 100, ensuring that the control means 150 
operates Synchronous with the control Subgenerator C. How 
ever, also a separate clock may be used, as long as the output 
of the data-stream generator 100 is synchronous with the 
clock trigger received via the clock input 102. The control 
means 150 further comprises a number selector. The number 
Selector Selects a number n, from a predetermined group of 
different integer numbers. The Selection is performed in 
dependence on the control data item of the control Subgen 
erator C. The control means 150 is operative to, in response 
to the clock trigger, cause a Selected one of the Subgenerators 
Mi to provide at the output the n-th data item Successive to 
a last output data item. This may, for instance, be imple 
mented by, for n=3, providing three clock triggers to M. 
So, in this way one clock trigger at input 152 may, depend 
ing on the value of the control data item, result in providing 
e.g. 3 triggers to input 112 of M. The number Selector 
preferably stores the numbers of the group in a memory (e.g. 
in ROM or RAM whose content is loaded from a non 
volatile memory Such as a record carrier). Alternatively also 
other means, Such as an algorithm may be used to generate 
a number. In principle, the number Selection and related 
triggering according to the invention may be performed for 
only one of the Subgenerators. Preferably, a number Selec 
tion is performed for each of the Subgenerators M, which 
number determines how many times M is 'clocked. This 
Selection may be done using only one number Selector, 
which in turn Selects a number for the various Subgenerators 
M. In order to increase speed, preferably, the control means 
150 comprises a respective number generator S for each 
respective subgenerator M. In FIG. 1, number generator 
116 (S) is associated with the subgenerator M and number 
generator 126 (S) with Subgenerator M. In the example, 
each of the number generators 116 and 126 comprises a 
respective memory 118 and 128 for storing the respective 
group H, of numbers n, Advantageously, at least two of the 
groups H are different. Preferably, all groups H are differ 
ent. 

0.045 According to the invention, the group H comprises 
at least two different integer numbers, of which at least two 
numbers are larger than Zero. For instance, possible groups 
are: 1 and 3; 1 and 5; 0, 1 and 7; 0, 3 and 11, etc. Preferably, 
the group does not include the integer Zero. In this way, each 
clock trigger to the data-Stream generator 100 results in the 
Subgenerator Massociated with the group being 'clocked at 
least once. Preferably, the group does include the integer 
one, Since in general it is simple to cause a Subgenerator M 
to generate the next data item at the output (e.g. by Simply 
providing one clock trigger to the Subgenerator M). It will 
be appreciated that according to the invention at least one 
Subgenerator M is controlled in the manner as described 
above, where the number of triggerS is Selected from an 
asSociated group H with at least two integers larger than 
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Zero. Preferably, all Subgenerators are controlled in this way. 
However if so desired, one or more of the Subgenerators may 
also be controlled by Selecting a number from the group {0, 

0046 Preferably, the group H consists of only two inte 
gers, of which a first one, advantageously, is a one and a 
Second one is larger than one. In this way the control means 
150 only needs to take a simple binary decision on which 
number to use for 'clocking the Subgenerator. Such a 
decision can be based on one output bit of the control 
Subgenerator C. 

0047. In a further embodiment, the number selector S is 
operative to perform a balanced Selection where each of the 
numbers n; of group H, has a substantially same chance of 
being selected. This can be achieved in various different 
ways. For instance, by using a control Subgenerator C with 
a balanced output and maintaining this balance during the 
Selection (e.g. directly using one bit of the balanced control 
data item to select between two numbers of H, where H. 
consists of only two numbers). 

0048. In a further embodiment a finite state machine is 
used by a Subgenerator to create a pseudo-random Stream of 
data items. Preferably, all subgenerators M and the control 
Subgenerator C are based on finite State machines. Advan 
tageously, different machines are used for each Subgenerator. 
For a finite State machine, a clock trigger causes a State 
transition of the machine, where a State transition results in 
outputting a data item. If according to the invention n; is 
larger than one, then n-1 outputs need to be Suppressed 
(for instance, Sampling of the output is only enabled after nit 
State transition triggerS have been provided to the finite State 
machine). Any Suitable finite state machine may be used. For 
instance, DES may be used in an output feedback mode. 

0049 Advantageously, the finite state machine is based 
on a feedback shift register. Any suitable feedback shift 
register may be used. FIG. 2 illustrates a feedback shift 
register 200. The register 200 comprises k sequentially 
arranged Storage cells po to p_1. In the example, po is the 
low-order cell from which the output data item is Supplied. 
Typically, a data item is one bit, but a cell may also be able 
to Store more bits. In response to a trigger received via the 
input 210, the content of all cells is shifted over, usually, one 
location towards the low order cell. Since normally the 
trigger is a clock pulse, this can be seen as a transition in 
time from t to t+1. The shift can be expressed using the 
following formula 

p' = p, for i = 0 to k-1 

0050. The previous content of po (i.e. p.) has been made 
available at the output 220 of the register 200. Due to the 
shift, cell p has become empty. This cell is reloaded with 
a combination of the data items in one or more of the other 
cells at time t. Shown is a simple linear combination, where 
the content of po' and ps' are combined using a bit-wise 
XOR operation. 
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(t+1) (t) (t) p: ' ' ' = p, ep 

0051) The shown linear feedback shift register (LFSR) 
can be represented by the following polynomial: 

0.052 In this formula, for n-bit storage cells, f(x)eFix). 
The LFSR can be in one of 2 internal states (the state with 
all Zeros is not used). A pseudo-random sequence of 2' 
output items without any repetition of the output occurs if 
the representing polynomial is a So-called primitive poly 
nomial. Primitive polynomials are well known for various 
degrees of the polynomials. Preferably LFSRs based on 
primitive polynomials are used for each Subgenerator based 
on an LFSR. Such primitive polynomials are well known for 
various degrees of the polynomials. For a simple implemen 
tation in hardware, preferably a sparse polynomial is used 
(i.e. a polynomial with only a few coefficients), requiring 
only a Small amount of logic to implement the feedback 
function. It will be appreciated that instead of a linear 
feedback function also a non-linear feedback function may 
be used. 

0.053 A conventional FSR can be caused to output the 
n-th data item, where n>1, following the last output data 
item by providing n triggers (clock pulses) to the FSR. For 
high Speed applications, the resulting form of clock multi 
plication (one input clock trigger provided to the data stream 
generator 100 resulting in ninternal triggers to an FSR) may 
be a problem. According to the invention, for LFSRs the n-th 
data item is Supplied using only one internal trigger at the 
expense of Some additional logic. This is illustrated for the 
LFSR represented by the polynomial: 

0054 Ashift over one position (n=1) can be described as: 

(t+1) (t) 
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0057 FIG.3 illustrates a possible implementation of this 
principle where the LFSR is associated with group H={1,3} 
(i.e. a shift over one position or three position occurs). For 
each cell a respective switch 310 to 370 has been added, 
where a first position corresponds to the conventional feed 
back (n=1) and the Second position corresponds to the newly 
defined 10 feedback which has the same effect as three 
Successive conventional shifts and feedbackS. 

0058 For above defined polynomial, the same one 
trigger, multiple shift/feedback principle can also be 
executed for n=4. 

p;"| p$4. for i = 0 to 2; 

p;"| p', ep", for i = 3 to 6 

0059) In more general terms for the polynomial f(x)=x'+ 
x+1 a shift over n positions (with 1sns4) in one operation 
is given by: 

p' = p, for i = 0 to 7-n; 

p' = p), ep', for i = 7-n + 1 to 6 

0060 Generalising the principle for any LFSR with a 
characteristic polynomial given by: 

k 

0061 , gives that in response to the trigger to transit in 
time from t to t+1 the following shifting of data items 
between the Storage cells needs to be performed in parallel: 

= p, for i = 0 to 5; p; Pil p;"| p', for i = 0 to k - in - 1, 
p;" pS. ep'", or equivalent: piti) p", €e p's, for i = 6 k 

- 

p' = aip, k, for i = k - in to k - 1 
i=0 

0055 Similarly a shift over two positions (n=2) can be 
described as: 

p!") p', for i = 0 to 4; 

ps' = peep'", and p3" = peep'", or equivalent: p' = p.'s ep', for i = 5 to 6 

0056. A shift over three positions (n=3) can be described 0062. In this way a fast implementation is achieved, 
S. 

p') = p, for i = 0 to 3; 

p' = p' (ep', for i = 4 to 6 

avoid complications of internal feedback loops. Such an 
internal feedback loop occurs if the highest order cell needs 
to be fed with a data item which is not yet explicitly present 
in the register, i.e. the item first needs to be created from 
items which are present. This situation, for instance, occurs 
for the sample polynomial of f(x)=x'+x+1 if five internal 
shifts/feedbacks occur in response to one general trigger. To 
illustrate this, extending the principle described above for 
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p+1) p$4. for i = 0 to 1; 

p' = p' (ep', for i = 2 to 6 

0.063 which for p gives: 

(t+1) (t) (t) p; ' ' ' = p ep', 

0064 where actually cellp, does not exist (in fact a form 
of a double feedback occurs: once p is fed-back in the 
conventional way, followed by a feedback of the new 
content of p to p (in combination with p)). Realising that 
the content of p, corresponds to the content of P6 after one 
normal shift operation and as Such: 

(t) (t) (i) l; ... (t+1)- (i) (t) (t) p = peep', this gives: p"" = p 'e peep'. 

0065. As such it will be appreciated that the general 
principle described above can be expanded, albeit at the 
expense of more logic or operations (in the example two 
instead of one XOR operation). 
0066. In a further embodiment, the control data items of 
the control Subgenerator C comprise a plurality of L bits. At 
least one and, preferably, all number SelectorS S comprise 
mapping means for mapping the L bits of the control data 
item, as output by the control Subgenerator, to one of the 
integers n; of the corresponding group H, In principle any 
Suitable mapping may be used. Advantageously, a balanced 
mapping is used. FIG. 4 illustrates a preferred arrangement 
for mapping multiple bits (in the example: L is three bits) to 
one of the integers (in the example: the integer is selected 
from a group of two integers). In the example, two Subgen 
erators LFSR1 (410) and LFSR2 (420) are used, each with 
a respective number selector 416 and 426. Each of the 
number Selectors comprises a respective boolean function F. 
for mapping more than one bit to one bit. In the example, 
two bits (ka andk) are mapped to one bit. The mapping may 
be chosen in a fixed way, Such as shown in the following 
table: 

k()k() 
OO O1 1O 11 

F. 1. 1. O 1. 
F. O 1. O 1. 

0067. According to the value in the table, ifk'k'9-'01 
(binary), both F and F generate as output a binary 1, 
whereas ifka'k'='00', F, generates a '1' and F generates 
a '0'. Alternatively, the mapping table may be loaded to a 
configurable initial value, e.g. from a key. In the arrange 
ment of FIG. 4 it is preferred that F and F perform a 
different mapping. The functions F and F may be chosen 
Such that their output is balanced. In the shown arrangement 
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it is not required that F and F provide a balanced output. 
Balancing is achieved by combining the outputs of the 
functions with an output bit ko" of the control subgenerator 
C, assuming that this output is balanced (which is the case 
for an LFSR). In the arrangement, respective functions G 
are used to map the two respective bit streams 419 and 429 
to respective Streams of numbers, Selected from respective 
groupS H, which numbers determine the number of internal 
clocking of the respective Subgenerators M. Examples of 
Suitable groups of numbers are: H = {1, 5 and H={1, 7}. 
0068 The functions G may be defined as follows: 

0069 G(0)=1; G(1)=5, 
0070 G(0)=1; G(1)=7. 

0071 Alternative mapping functions may also be used 
for G. ASSuming that the Subgenerators H are finite State 
machines with a period q, then the functions G preferably 
meet the following criterion in order to obtain optimal 
non-linear behaviour and length of the period of the overall 
generator 100: assuming that p is the Smallest period of the 
Stream of input bits for G and at and b respectively indicate 
the number of binary '0's and '1's during this period 
(p=a+b), then the gcd(a,G(O)+b G(1), q)=1. A similar 
criterion applies for groups with more than two numbers. 
0072 The arrangement of FIG. 4 in combination with the 
internal multiple shifting/feedback technique of FIG. 3 for 
LFSR1 and LFSR2 can be implemented in hardware using 
less than 2000 gates for registers of approx. 35 one-bit cells, 
and can operate at bit rates of over 80 Mbps using conven 
tional techniques, Such as Standard programmable devices. 
Obviously, the System may also be implemented using 
Software techniques. 
0073 FIG. 5 illustrates a block diagram of an encryptor 
or decryptor station 500. The station 500 comprises an input 
510 for receiving a stream 515 of encrypted, respectively, 
decrypted data items in Synchronisation with a clock trigger 
520. The clock may be generated internally to the apparatus 
or be accompanying the Stream of data items. The Station 
further includes the data-stream generator 100 according to 
the invention. The clock trigger 520 is Supplied as input to 
the data Stream generator 100, which in response generates 
a synchronous stream 530 of data items. The station 500 
comprises combination means 540, such as an XOR opera 
tor, for combining the received data stream 515 with the 
generated data Steam 530. By using a Same Stream generator 
100 (i.e. a same generation function used under control of 
the same initial values, Such as a key) in both an encryptor 
Station as well as a decryptor Station a So-called Symmetrical 
encryption System is achieved. Advantageously, the encryp 
tor Station is used to encrypt digital audio/video data, which 
is then Stored in an encrypted form on a record carrier, Such 
as an optical Storage medium, or is transmitted in an 
encrypted form, e.g. Via Internet. The encrypted data may 
then be made readily accessible to a reader/receiver appa 
ratus, whereas access to the key is restricted to the decryptor 
Station in the reader/receiver Station. Such a restricted acceSS 
may, for instance, be achieved using public key encryption 
methods to transfer the key in an encrypted form. With Such 
techniques it can be assured that only an authorised receiver 
receives the key and is able to decrypt the data. For 
distribution via a storage medium, Special authorised hard 
ware may be used in the reader to extract the key from the 
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Storage medium. The key may be Stored in the Storage 
medium in a way not accessible to the normal data read-back 
hardware. Preferably, such a key is then supplied to the 
decryptor Station in a way not normally accessible from the 
outside. For instance, the key read-back hardware and the 
decryptor Station may be incorporated in the same IC, which 
may even be made tamper-resistant. FIG. 5 illustrates using 
a decryptor station 500 in a reader/playback apparatus 550. 
The apparatus 550 comprises a storage medium 560. Instead 
of permanently comprising the storage medium (record 
carrier), the apparatus may also comprise berthing means, 
Such as a tray, for receiving the Storage means. The appa 
ratus 550 comprises a clock 570, providing the timing for the 
reading/Supply of data from the Storage medium to the 
decryptor station 500. The reading is performed by a reader 
580, which provides the data stream 515. The reader 580 
also retrieves data, Such as a key, for initialising the decryp 
tor station 500. The initialisation data 590 is supplied to the 
decryptor Station. It will be appreciated that a similar reverse 
arrangement can be used for encrypting data and Storing the 
data in encrypted form, if required in combination with the 
used initialisation data. 

0.074. Using the encryption/decryption according to the 
invention the content owner or distributor achieves an 
effective copyright protection, which particularly for con 
Sumer electronics receiver/reader apparatuses can be imple 
mented in a cost-effective manner. 

1. A Synchronous data-stream generator for generating a 
Stream of output data items of at least one bit in Synchro 
nisation with a clock trigger, the data-stream generator 
comprising: 

a plurality of Subgenerators Mi, ie1, each Subgenerator 
M. comprising a respective clock input and a respective 
output; each Subgenerator M being operative to gen 
erate a data item of at least one bit on the respective 
output in response to a trigger received via the respec 
tive clock input; 

means for combining a generated data item of each of the 
Subgenerators M, forming the output data item of the 
data-Stream generator; 

a control Subgenerator C comprising an input for receiv 
ing the clock trigger and an output; the control Sub 
generator C being operative to generate a control data 
item of at least one bit on the output in response to the 
clock trigger; and 

control means operative to provide a trigger to at least one 
of the clock inputs of the Subgenerators M in depen 
dence on the control data item of the control Subgen 
erator C, characterised in that the control means com 
prises for at least one Subgenerator M, an associated 
number Selector S for, in dependence on the control 
data item of the control Subgenerator C, Selecting a 
number n, from a group H, of different integer num 
bers; at least two numbers of the group H being larger 
than Zero; the group H being associated with the 
number Selector Si, and in that the control means is 
operative to cause the associated Subgenerator M to 
provide at the output the selected n-th data item 
Successive to a last generated data item. 

2. A clock-controlled data-stream generator as claimed in 
claim 1, characterised in that the number Selector S is 
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operative to perform a balanced Selection where each of the 
numbers n; of group H, has a Substantially same chance of 
being Selected. 

3. A clock-controlled data-stream generator as claimed in 
claim 1, characterised in that at least one of the groups H. 
consists of the integer one and one integer larger than one. 

4. A clock-controlled data-Stream generator as claimed in 
claim 8, characterised in that the control means comprises 
for at least two of the Subgenerators Man associated number 
Selector S, for selecting the number n, from an associated 
group H of different integer numbers; at least two of the 
groups H being different. 

5. A clock-controlled data-Stream generator as claimed in 
claim 1, characterised in that the Subgenerator M, and/or the 
control Subgenerator C comprises a finite State machine for 
creating a pseudo-random Stream of data items. 

6. A clock-controlled data-Stream generator as claimed in 
claim 4, characterised in that the finite State machine com 
prises a feedback Shift register. 

7. A clock-controlled data-Stream generator as claimed in 
claim 6, characterised in that the feedback shift register is a 
linear feedback Shift register associated with a characteristic 
polynomial 

k 

the linear feedback shift register comprising K Sequentially 
arranged storage cells po to pk, po being the low-order cell 
from which the output data item is Supplied; the linear shift 
register being operative to provide the n-th data item as 
output data item in response to the trigger to transit in time 
from t to t+1 performing the following shifting of data items 
between the Storage cells in parallel: 

p!") p', for i = 0 to k - in - 1, 

k 

pi*1) a pink, for i = k - in to k-1 
i O 

8. A clock-controlled data-Stream generator as claimed in 
claim 1, characterised in that the control data item of the 
control Subgenerator C comprises a plurality of L output 
bits, and in that the number Selector S comprises mapping 
means for mapping the L output bits to one of the integers 
n; of the group H, 

9. An encryptor and/or decryptor Station comprising: 
an input for receiving a Stream of encrypted, respectively, 

decrypted data items in Synchronisation with a clock 
trigger; 

a data-stream generator as claimed in claim 1 for in 
response to the clock trigger generating a stream of 
generated data items, and 

means for combining the received Stream of encrypted, 
respectively, decrypted data items with the Stream of 
generated data items providing a stream of decrypted, 
respectively, encrypted data items. 

10. A consumer electronics apparatus comprising a 
decryptor Station as claimed in claim 9 and means for 
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reading a stream of encrypted data items from a record 
carrier and for providing the Stream of data items to the 
decryptor Station for decryption. 

11. A method for generating an output Stream of data 
items, each of at least one bit in Synchronisation with a clock 
trigger, the method comprises: 

generating a control Stream of control data items, each of 
at least one bit, in Synchronisation with the clock 
trigger, and 

generating a plurality of data streams DS of data items, 
each of at least one bit; each data Stream DS, being 
generated according to a respective predetermined 
algorithm A, 

controlling the generation of data items for at least one of 
the data Streams DS, in dependence on the control data 
items of the control Stream; and 

forming the output Stream by combining the generated 
data Streams DS, characterised in that 
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the Step of controlling the generation of data items for at 
least one of the data streams DS, comprises Selecting 
for the data Stream DS, a number n from an associated 
group of different integer numbers; at least two num 
bers of the groups being larger than Zero; the Selection 
being in dependence on the control data items of the 
control Stream; and 

the Step of generating a data item for the data stream DS, 
comprises generating as a next data item of the data 
Stream DS, a data item which according to the algo 
rithm A would be the n-th data item Successive to a last 
generated data item. 

12. A computer program for causing a processor to 
perform the method as claimed in claim 11. 

13. A computer-readable Storage medium having the 
computer program as claimed in claim 12 recorded thereon. 


