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FIG 1

X being connectable to a further device. The method comprises determin-
ing, for each of the interfaces, a characteristic of the interface. Respect-
ive ones of the M virtual connections are associated with respective
ones of the N interfaces based upon the determined characteristics.
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MOBILE DATA COMMUNICATION

The present invention relates to a method of providing data communication to a
moving object such as a vehicle.

Computers are commonplace in modern society. Many computers are now
connected to a worldwide network known as the Internet which allows computers to
exchange data with one another. In particular, users can use computing devices to
access the worldwide web which provides a vast quantity of information which can be
downloaded to a user's computer.

With the increased portability of computers, and the increasing sophistication of
mobile devices such as mobile telephones and palmtop computers, there is a
growing demand for Internet connectivity while on the move. One response to this
demand is based upon devices having built-in long-range telecommunications
capabilities, such as devices which make use of mobile telephone networks. While
such solutions can be effective, they typically suffer from problems of low bandwidth
and incomplete geographic coverage. The problem of low bandwidth is a particular
issue when a user wishes to access content comprising a large quantity of data (for
example video content). The problem of incomplete geographic coverage is
particularly problematic when a user is moving, given that data communication may
be interrupted when a signal is lost (for example when a train enters a tunnel).

An alternative method of providing Internet connectivity to mobile devices is based
upon the use of access points. Such access points may be provided, for example, in
public buildings such as libraries and cafes, and can be accessed by mobile
computing devices which are located within a predetermined range of the access
point. One common technology used to allow mobile computing devices to connect to
such access points is specified by IEEE standard 802.11, and is commonly referred
to as WIFi. The use of access points in this way is advantageous in that it allows
higher bandwidth connections to be established.

The limitations of systems based upon the connection of mobile devices to mobile

telephone networks has led to the proposal that public transport vehicles, such as
trains or buses, may be beneficially provided with wireless access points, such that

Confirmation copy



WO 2012/110771 PCT/GB2012/000173

mobile computing devices used by passengers traveling in the vehicle can be
provided with Internet connectivity.

The provision of Internet connectivity to a vehicle can be specially tailored to cope
with the routes traveled by the vehicle, such as through tunnels and cuttings. More
power is available on the vehicle than on a mobile computing device, meaning that
systems fitted to vehicles can generally support larger, higher gain antennas than
those that are generally installed in portable user devices such as mobile telephones.
Furthermore, greater computational power can be used in signal processing in a
device associated with a vehicle given that there is room for larger, more powerful
processing devices.

Different types of communication links can be used to provide data communication to
a vehicle, separately or together, appropriate to the locations through which the
vehicle travels. Furthermore, if a vehicle’'s route is known, the communication links
can be managed to provide a higher level of service with greater bandwidth, lower
latencies, and fewer losses of connection than if the communications were made
directly to individual users using a mobile telephone network. It follows that the
provision of a wireless access point on board a vehicle has considerable advantages.
Such provision does, however, bring challenges.

It is known to place a number of base stations along a known route, for example
alongside a train track. It is further known to connect each base station to a home
server via appropriate connections, for example land-based cables. The home server
may be connected to the Internet via standard means, for example via cable or via a
digital subscriber line (DSL). A communication control unit is placed on the vehicle.
As the vehicle travels along the route, the communication control unit wirelessly
connects to a particular base station. In this way, the communication control unit can
connect to the Internet through the home server, routed via the base stations and any
intermediate devices in the network. The communication control unit is adapted to
distribute the Internet connection to devices within the vehicle, allowing users to
connect to the Internet whilst onboard the vehicle.

Known systems, however, suffer from performance disadvantages through their
failure to make most effective use of available resources, such as base stations.
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There is therefore a need for methods of providing data communications to a moving
object, such as a vehicle, that provide improved performance.

It is an object of embodiments of the invention to obviate or mitigate at least some of
the problems outlined above.

According to a first aspect of the present invention, there is provided a method of
providing connectivity to a device having N communication interfaces and M virtual
connections, each interface being connectable to a further device the method
comprising: determining, for each of the interfaces, a characteristic of the interface;
associating respective ones of the M virtual connections with respective ones of the
N interfaces based upon the determined characteristics.

In this way, a device with a plurality of communication interfaces may efficiently
utilize a plurality of virtual connections for communication with further devices,
thereby making efficient use of available resources.

The characteristic of the interface may be based upon whether the interface is
connected to a further device.

The characteristic of the interfface may be based upon a characteristic of a
connection between the interface and a further device.

The method may further comprise establishing a connection between one of the
interfaces and one of a plurality of further devices.

The method may further comprise selecting one of the plurality of further devices with
which a connection is to be established based upon a respective characteristic

associated with the plurality of further devices.

The respective characteristic may represent a signal strength of connection between

the device and the plurality of further devices.

Each of the virtual connections may be a connection between the device and a host
device (sometimes referred to herein as a home agent) and communication is
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provided between the device and the host device via the further device. The host
device may be adapted to provide communication between the device and a
predetermined network, such as the Internet.

All of the M virtual connections may be associated with a single one of the N
interfaces, or alternatively, each of the M virtual connections may be associated with
a respective ane of the N interfaces. The M virtual connections may be distributed
evenly among the N interfaces, or clustered among a subset of the N interfaces. That
is, the M virtual connections may be distributed amongst the N interfaces in any way.

The M virtual connections may be communication tunnels.

N and M may be equal positive integer numbers.

The device may be aboard a vehicle. The device may be arranged for connection
with one or more client devices (e.g. computing devices such as laptops, mobiles
telephones, PDAs and so on) by wired or wireless means. For example the device
may act as a wireless access point.

A data packet to be transmitted from the device may be assigned to one of the M
virtual connections based upon an attribute of that data packet, for example, a
destination of the data packet.

According to a second aspect of the present invention, there is provided a method of
communicating with a device having N communication interfaces and M virtual
connections, each interface being connectable to a further device, the method
comprising: receiving a first data packet through one of the M virtual connections, the
first data packet comprising an indication of a first time and an indication of a first
further device; associating the first further device with the one of the M virtual
connections; receiving a second data packet through the one of the M virtual
connections, the second data packet comprising an indication of a second time and
an indication of a second further device; associating the second further device with
the one of the M virtual connections if, but only if, the second time is later than the
first time; and transmitting a third data packet to the first device using the one of the
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M virtual connections and the further device associated with the one of the M virtual
connections.

According to a third aspect of the present invention, there is provided a method of
providing communication to a first device. The method comprises establishing a
plurality of connections, each connection being between a first device and one of a
plurality of second devices. Establishing a plurality of vitual connections, each virtual
connection being between said first device and one of a plurality of third devices
through one of said second devices. Selecting one or more of said virtual
connections based upon data indicating characteristics of said virtual connections.

It may be that the most appropriate third device with which to establish a virtual
connection when connected to one of the second devices, may not be the most
appropriate third device with which to establish a virtual connection when connected
to another of the second devices. The third aspect overcomes this problem by
making available a plurality of third devices amongst which the first device can select.
As the first device connects to different ones of the second devices, the first device
can select the most appropriate third device based upon characteristics of
connections between each second device and each of the third devices.

The characteristics of the virtual connections may comprise a parameter associated
with communication using the virtual connections.

The parameter may be indicative of properties of a link between one of the second
devices and one of the third devices.

The data may provide an indication of a round trip time for data sent using each of
said virtual connections.

Each of the virtual connections may be a communication tunnel.
The method may further comprise storing a routing table comprising a plurality of

entries, each entry associating particuiar routing data with a particular virtual
connection.
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The method may further comprise receiving a data packet comprising routing data,
and processing the received data packet with reference to the routing table to obtain
a virtual connection associated with the routing data.

The method may further comprise determining whether the obtained virtual
connection is one of the one or more selected virtual connections.

If the obtained virtual connection is not one of the one or more virtual connections,
the method may comprise obtaining another of the virtual connections, the other of

the virtual connections being one of the one or more selected virtual connections.

Another of the virtual connections may be obtained if but only if the obtained virtual

connection is not in use.

The method may further comprise terminating use of a particular virtual connection if

a time out time is reached.

The first device may be aboard a vehicle.

The first device may be arranged to receive data packets from client devices.

The first device may be arranged to wirelessly receive data packets from client
devices.

It will be appreciated that aspects of the present invention can be implemented in any
convenient way including by way of suitable hardware and/or software. For example,
a device arranged to implement the invention may be created using appropriate
hardware components. Alternatively, a programmable device may be programmed to
implement embodiments of the invention. The invention therefore also provides
suitable computer programs for implementing aspects of the invention. Such
computer programs can be carried on suitable carrier media including tangible carrier
media (e.g. hard disks, CD ROMs and so on) and intangible carrier media such as
communications signals.
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An embodiment of the invention will now be described, by way of example, with
reference to the accompanying drawings, in which:

Figure 1 is a schematic illustration of a network of computing devices;

Figure 2 is a schematic illustration showing components of the network of Figure 1 in
further detail;

Figure 3 is a timing diagram showing processing of data packets in known systems;

Figure 4 is a flowchart showing processing carried out by a home agent of the
network of Figure 1 upon receipt of a data packet;

Figure 5 is a timing diagram showing the processing of data packets in the network of
Figure 2;

Figure 6 is a schematic illustration showing the network of Figure 1 with an additional

home agent;

Figure 7 is a schematic illustration showing part of the network of Figure 5;

Figure 8 is a schematic illustration of components used to determine communication
tunnels used for particular communications; and

Figure 9 is a flowchart of processing carried out by the components shown in Figure
8.

Figure 1 shows a network which is used to provide data communication to a train 1.
The train 1 is provided with a communications control unit (CCU) 2 which is arranged
to connect to base stations A to F, each of which are connected to a network 3. Both
the CCU 2 and the base stations A to F are provided with wireless communications
interfaces to allow a wireless connection to be established between the CCU 2 and
the base stations A to F. A home agent 4 is also connected to the network 3. Virtual
communication tunnels are established between the CCU 2 and the home agent 4,
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using data packet encapsulation, so as to allow data packets to be securely
exchanged between the CCU 2 and the home agent 4.

It will be appreciated that while Figure 1 shows each of the base stations A to F
directly connected to a single network 3, each base station A to F may be connected
to one or more further networks which are in turn connected to the network 3. For
example, the base station A may be connected to a 3G cellular network, while the
base station B may be connected to an IEEE 802.16 (WiMax) network, each of which
may be connected to the network 3. Further, while the Internet 5 and the network 3
are shown separately in Figure 1, the network 3 may be connected to, and may at
least partly include, the Internet 5.

The home agent 4 is connected to the Internet 5. Host computers 6a, 6b are also
connected to the Internet 5. The connection of the CCU 2 to the home agent 4
through a communication tunnel means that from the point of view of computers
connected to the Internet 5 (for example the host computers 6a, 6b), all traffic is seen
to emanate from the home agent 4, such that computers connected to the Internet 5
need not be concerned with details of the communication between the home agent 4
and CCU 2. Instead, computers connected to the Internet § can simply deliver data
packets to the home agent 4 which can then process received data packets to
ensure that such data packets are properly forwarded to the CCU 2.

The CCU 2 is arranged to provide wireless network connectivity on board the train 1.
In this way passengers travelling on the train 1 can use mobile computing devices
(such as laptop and palmtop computers, for example) to connect to the CCU 2 and
thereby obtain access to the Internet 5. The connection between the mobile
computing devices and the CCU 2 can take any suitable form, but may be in
accordance with IEEE standard 802.11 (WiFi).

As the train 1 moves in the direction shown by the arrow X, the CCU 2 connects to
different ones of the base stations A to F. Each base station A to F has a finite area
within which it can receive and transmit data, and it is preferred that the finite areas
overlap, such that there is a time during travel of the train during which the train is
able to communicate with more than one of the base stations A to F. In Figure 1, the
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train 1, and therefore the CCU 2 is within the signal range of both of the base stations
A, B and is connected to both of the base stations A, B.

Figure 2 shows the network of Figure 1, in which some components are shown in
further detail. More particularly, it can be seen that the CCU 2 comprises a router 7
connected to four communication interfaces 8, 9, 10, 11. In the present embodiment,
communication interfaces 8, 9, 10, 11 take the form of wireless bridges. Each of the
wireless bridges 8 to 11 is arranged to transmit data at a respective frequency (which
may be a predefined frequency, or may be a frequency which is selected when a
connection using that wireless bridge is established). The CCU 2 is also provided
with the ability to establish four communication tunnels between the CCU 2 and
home agent 4. It will be appreciated that a CCU 2 may be provided with other
numbers of wireless bridges, and/or other numbers of communication tunnels
between the CCU 2 and the home agent 4, as appropriate.

The provided communication tunnels are distributed amongst the four wireless
bridges 8, 9, 10, 11 which have a current connection with a base station. That is,
communication tunnels are not distributed to wireless bridges not having a current
connection with a base station, such that each communication tunnel is associated
with a wireless bridge having a current connection with a base station, thereby

rendering all communication tunnels operable.

The base station A is provided with two wireless bridges 12, 13, the wireless bridge
12 being arranged to transmit and receive data at a first frequency while the wireless
bridge 13 is arranged to transmit and receive data at a second frequency. It will be
appreciated that the first and second frequencies may be predetermined, fixed,
frequencies, or alternatively, the wireless bridges 12, 13 may be adapted to select
respective first and second frequencies upon establishment of a connection. For
example, establishment of a connection between one of the wireless bridges 12, 13
and one of the wireless bridges 8 to 11 may initiate a handshake process by which
the respective first and second frequencies are determined. The base station A
further comprises two network address translation (NAT) devices 14, 15, such that
the NAT device 14 is connected to the wireless bridge 12, while the NAT device 15 is
connected to the wireless bridge 13.
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The base station B is configured similarly to the base station A. More specifically, the
base station B comprises two wireless bridges 16, 17 respectively arranged to
transmit and receive data at different frequencies, and each of the wireless bridges
16, 17 is connected to a respective NAT device 18, 19. The NAT devices 14, 15, 18,
19 may be, for example, NAT capable network switches, such as a DI-604 available
from D-Link Corporation, Taipei, Taiwan.

In Figure 2, the wireless bridge 8 of the CCU 2 is connected to the wireless bridge 12
of the base station A, while the wireless bridge 9 of the CCU 2 is connected to the
wireless bridge 17 of the base station B. Two of the four communication tunnels
between the CCU 2 and the home agent 4 are assigned to the wireless bridge 8
while the remaining two of the four communication tunnels are assigned to the
wireless bridge 9. In this way, the CCU 2 can transmit data packets to each of the
base station A and the base station B, and thereby increase the bandwidth available
for communication with the home agent 4.

Referring again to Figure 1, as the train 1 moves in the direction of the arrow X, the
strength of the signal at the CCU 2, first from the base station A, and then from the
base station B will decrease, while the CCU 2 will move into the signal range of other
base stations C, D, E, F. At a time when the CCU 2 is within range of the base
stations A, B and C, the strength of the signal from the base stations A and C is
comparable and relatively weak, while the signal from the base station B is relatively
strong. In this case, the CCU 2 connects to all three of the available base stations A,
B, C. For example, the bridge 8 of the CCU 2 may remain connected to the bridge 12
of the of the base station A, and the bridge 9 of the CCU 2 may remain connected to
the bridge 17 of the base station B, while the CCU 2 establishes a connection
between the bridge 10 of the CCU 2 and a free wireless bridge of the base station C.
Upon connection with the base station C, one or more of the four communication
tunnels between the CCU 2 and the home agent 4 are transferred to the wireless
bridge connected to the bridge 10.

It will be appreciated that allocation of communication tunnels amongst the bridges 8
to 11 may be carried out in any convenient way. For example, communication
tunnels may be distributed evenly (or as close to evenly as is possible) between the
wireless bridges 8 to 11. Alternatively, communication tunnels may be assigned to
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respective ones of the wireless bridges 8 to 11 of the CCU 2 based upon relative
signal strengths of connections or potential connections with respective base stations
A to F and/or the amount of data currently being received/sent by the respective
wireless bridges. For example, a single communication tunnel may be transferred
from the wireless bridge 8 to the wireless bridge 10, leaving the wireless bridge 9
(having a relatively strong connection with the base station B) with two of the four
communication tunnels. As the train 1 continues to move in the direction of the arrow
X, the signal strength from the base station A decreases below a usable or
predetermined limit with no further base stations being in range of the CCU 2, such
that the remaining communication tunnel assigned to the wireless bridge 8 is
transferred to the wireless bridge 10 which is connected to the base station C.

Referring again to Figure 1, it can be envisaged that there may be a time at which the
train will be within range of each of the base stations C, D, E, F. At this time, each of
the wireless bridges 8 to 11 will connect to a respective one of the base stations C,
D, E, F and each of the four communication tunnels will be assigned to a respective
one of the wireless bridges 8 to 11. That is, each wireless bridge 8 to 11 will be
assigned a single communication tunnel.

Tunnels may further be assigned based upon a measure of a cost of service of using
a particular base station. For example, sending and receiving data packets via a
base station in one location connected to a particular 3G network may incur a
relatively high cost compared with the sending and receiving of a base station in a
different location connected to the same 3G network. In this case, it may be desirable
to preferentially allocate tunnels to particular wireless bridges 8 to 11 based upon a
measure of the cost of using the base station to which that wireless bridge is
connected.

Although details of the connection between the home agent 4 and the CCU 2 need
not be considered by computers connected to the Internet 5, it will be appreciated
that the home agent 4 needs to be able to properly route data packets to and from
the CCU 2, as the CCU 2 connects to different base stations along the route of the
train 1. One known method for determining routes uses the router information
protocol (RIP). This protocol can be used to propagate changes in routes to be
followed from the CCU 2 to the home agent 4 through the network. The propagation
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of route changes is triggered when the base station to which the CCU 2 is connected
changes. It will however be appreciated that such propagation will take some time,
and there is a danger that some data packets will be incorrectly routed. Furthermore,
in such an arrangement a CCU is able to receive data from only a single base station
at a particular point in time. Such an approach also suffers from problems from the
point of view of scalability. Similar problems exist for other dynamic routing protocols,
such as the Open Shortest Path First protocol (OSPF).

One method for routing response data packets from the home agent 4 to the CCU 2
requires modifying the header of each data packet sent by the CCU 2 at the NAT
device of the base station at which that data packet is received. That is, the
respective NAT devices of the base stations A to F are arranged to receive data
packets from their respective wireless bridge and forward such data packets onwards
over the network 3. As is well known, data packets often include a header including a
first field identifying a source of the data packet and a second field identifying the
destination of the data packet. Routinely, data packets generated by the CCU 2 will
include within their headers data indicating the address of the CCU 2 as a source
address.

In the present embodiment data packets received at the NAT devices are
encapsulated Internet Protocol (IP) data packets. The IP data packets include a field
indicating an IP address of a device from which the data packet emanated (i.e. the
CCU 2). The NAT devices can be arranged to modify received data packets before
the data packets are forwarded over the network 3, by modifying the source address
within the data packets to identify the NAT device rather than the CCU 2. In this way,
the home agent 4 receives data packets which appear (based upon their source
address) to emanate from one of the NAT devices, not from the CCU.

When NAT devices are used in this way, the home agent 4, and indeed any other
devices connected to the network 3 need not take any action to modify routes which
data packets follow when the CCU 2 (i.e. one of the wireless bridges 8 to 11 of the
CCU 2) connects to a different base station. Instead, upon receipt of a data packet
the home agent 4 stores data indicating from which NAT device that data packet was
received and forwards data packets intended for the CCU 2 to the indicated NAT

device. In this case, however, problems may arise when the CCU 2 connects to a
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base station from which data packets have a relatively short round trip time (RTT)
between the home agent 4 and that base station, from a base station from which
data packets have a relatively long RTT between the home agent 4 and that base
station.

For example, as illustrated in Figure 3, at time TO the CCU 2 sends a data packet
through base station A which, for the purposes of this example, has a RTT of 400ms
with the home agent 4 (i.e. it takes approximately 200ms for a data packet to reach
the home agent 4). The CCU 2 connects to, and sends a second data packet through
base station B 100ms later, the base station B having a RTT of 20ms with the home
agent 4. The home agent 4 receives the second data packet first at 110ms after time
TO, and updates its records to indicate that data packets should be sent to the CCU 2
via the second base station. However, 90ms later at TO + 200ms, the home agent
receives the first data packet and updates its records to indicate, incorrectly, that
data packets should be sent to the CCU 2 via the first base station. That is, the
method described above routes data packets based upon the order of receipt at the
home agent 4, not order of transmission of data packets from base stations. It will be
appreciated that this is problematic in that data packets transmitted from the home
agent 4 may not be optimally routed.

Therefore, in some embodiments of the present invention, the CCU 2 is adapted to
provide information in the encapsulated IP data packet to indicate which base station
should be used to transmit data packets to the CCU 2. Further, each data packet
sent by the CCU 2 is provided with a time stamp indicating when that data packet
was transmitted. That is, each data packet emanating from the CCU 2 includes an
identifier of a particular base station, a time stamp and an identifier of the CCU 2
within a header portion of that data packet. As described above, the home agent 4
maintains a record of which base station is associated with the CCU 2 at any

particular time.

Figure 4 shows the processing carried out at the home agent 4 to update data
indicating which base station is associated with the CCU 2 at any particular time. At
step S1 the home agent 4 receives a data packet from the CCU 2. At step S2 the
home agent 4 determines if the base station indicated in the received data packet is
different to the base station currently associated with the CCU 2. If it is determined
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that the base station indicated in the received data packet is the same as the base
station currently associated with the CCU 2, processing ends at step S3.

If. on the other hand, it is determined that the base station indicated in the data
packet is different to the base station currently associated with the CCU 2,
processing passes to step S4. At step S4, it is determined whether the time stamp
included in the received data packet is later than the time stamp of the last data
packet which last caused the CCU 2 to be associated with a base station. If the time
stamp of the received data packet is not later than the time stamp of the last data
packet which caused the home agent 4 to update the base station association data
for the CCU 2, processing ends at step S3. That is, if the time stamp of the received
data packet is not later than the time stamp of the last received data packet to cause
an update of the base station association data, it can be inferred that the currently
recorded base station is the base station which the CCU 2 has most recently chosen
to use.

If, on the other hand, the time stamp of the data packet is later than the time stamp
associated with the last update operation, processing passes to step S5 at which the
home agent 4 updates the base station association data for the CCU 2 indicate that
data packets should be sent to the base station indicated in the received data packet.
Processing passes from step S5 to end at step S3.

In some embodiments of the present invention, data packets sent and received
from/to the CCU 2 are allocated to particular ones of the communication tunnels
based upon the host 6a, 6b to which those data packets are destined or from which
they are received. In further detail, client devices aboard the vehicle 1 send data
packets to the CCU 2 for routing through a particular communication tunnel to hosts
6a, 6b connected to the Internet 5. For example, the host 6a may be a web server
from which a client device requests a particular web page hosted by that web server.
Each time a client device requests communication with a new host 6a, 6b, one of the
four available communication tunnels is assigned to that host such that data packets
sent to that host are sent via the assigned communication tunnel. The particular
communication tunnel to use for communication with a new host 6a, 6b may be
selected using any appropriate algorithm, for example the selection may be a round

robin selection.
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The CCU 2 maintains a routing table associating each communication tunnel with the
hosts 6a, 6b. Further communications with hosts 6a, 6b by client devices aboard the
vehicle 1 will use the communication tunnel associated with that host 6a, 6b in the
routing table, irrespective of the wireless bridge 8 to 11 to which that communication
tunnel is currently assigned.

In further embodiments of the present invention, data packets may be allocated to
communication tunnels in any convenient way. For example, data packets may be
allocated to communication tunnels on a per-packet basis. That is, for each data
packet sent from the CCU 2, a respective communication tunnel may be selected to
transmit that data packet to the home agent, the communication tunnel selection

being based on, for example, round robin selection.

Figure 5 is a schematic illustration showing a transfer of data packets between the
CCU 2 and the home agent 4 utilising two communication tunnels. It is to be
understood that where the it is described below that communication tunnels the CCU
2 are allocated to base stations, this indicates that communication tunnels are
allocated to wireless bridges of the CCU 2 which are currently connected to those
base stations. In the example of Figure 5, it should be understood that the CCU 2
has two available communication tunnels.

At time TO, the CCU 2 connects to the base stations A and B. A first communication
tunnel C, is allocated to the base station A while a second communication tunnel C,
is allocated to the base station B.

At time T1, a client device aboard the vehicle 1 and connected to the CCU 2 requests
communication with the host 6a (for example, by requesting a web page from the
host 6a). The address of the host 6a is associated with the communication tunnel C,
(which association is added to the routing table maintained by the CCU 2) and a data
packet P, is transmitted to the base station A for forwarding to the home agent 4, the
data packet P, indicating that reply data packets should be sent via the base station
A
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At time T2, a client device requests communication with the host 6b. The address of
the host 6b is associated with the communication tunnel C, and a data packet P, is
transmitted to the base station B for forwarding to the home agent 4, the data packet
P, indicating that reply data packets should be sent via the base station B.

At time T3 the CCU 2 loses connection with the base station A and connects with the
base station C. The tunnel C, is therefore allocated to the base station C. At time T4,
a client device requests communication with the host 6a. The host 6a has been
associated with the tunnel C, at the CCU 2 such that a data packet P; is transmitted
to the base station C for forwarding to the home agent 4, the data packet P;
indicating that reply data packets should be sent to the base station C.

At time T5, the data packet P, is received at the home agent 4. The home agent 4
examines the header of the data packet P; and updates its record to indicate that
data packets sent through the communication tunnel C, should be sent via the base
station A. The data packet P, is forwarded to the host 6a.

At time T6, the data packet P, is received at the home agent 4. The home agent 4
examines the header of the data packet P, and updates its record to indicate that
data packets to be sent to the CCU 2 through the communication tunnel C, should be
sent via the base station B. The data packet P is forwarded to the host 6b.

At time T7, the home agent 4 receives the data packet P;, and updates its record to
indicate that data packets to be sent to the CCU 2 through the communication tunnel
C, should be sent via the base station C. The data packet P, is forwarded to the host
6a.

At time T8, the home agent 4 receives a data packet R, from the host 6a in response
to the data packet P,, and determines from the routing table, that the data packet R,
should be sent to the CCU 2 via the base station C, despite the data packet P,
having been received at the home agent 4 from the base station A.

At time T9, the home agent 4 forwards the data packet R, to the CCU 2 through the
tunnel C, via the base station C.
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At time T10, the home agent receives a data packet R, in response to the data
packet P, from the host 6b, and at time T11 forwards the data packet R; through the
tunnel C,to the CCU 2 via the base station B.

At time T12, the home agent receives a data packet R; in response to the data
packet P; from the host 6a and at time T13 forwards the data packet R; through the
tunnel C, to the CCU 2 via the base station C.

While the above described embodiment uses a single home agent 4, in other
embodiments of the present invention, multiple home agents may be provided. In
Figures 6 and 7, there is generally illustrated the network of Figure 1 but having two
home agents 4a, 4b. In the now described embodiments having two home agents,
the CCU 2 establishes a respective communication tunnel between each
communication interface of the CCU 2 which is connected to a base station and each
of the home agents 4a, 4b. As such the CCU 2 establishes a number of
communications tunnels the number being the product of the number of
communication interfaces provided by the CCU 2 which is currently connected to a
base station and the number of home agents 4a, 4b. The CCU 2 then chooses a
tunnel to be used for communication at any particular time, as described below. In
general terms, selection of a tunnel to be used for communication is based upon a
round trip times between each communication interface (via a respective base

station) and a respective home agent.

Figure 8 is a schematic illustration of components provided to ensure that data
packets sent from the CCU 2 are transmitted over preferred communication tunnels.
It can be seen that three communications interfaces 101, 102, 103 are provided by
the CCU 2 and each of these interfaces establishes a connection with a respective
base station. The CCU 2 is arranged to communicate with three home agents 104,
105, 106. As described above, this means that nine communication tunnels 107 are
established, as shown in Figure 8. It can be noted that each established
communication tunnel 107 is associated with a particular communication interface
101, 102, 103, known as its home communication interface. it can further be noted
that each communication interface 101, 102, 103 has associated with it as many
communication tunnels as there are home agents 104, 105, 106. When a particular

communication interface 101, 102, 103 is not connected to a base station, its
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associated communication tunnels are associated with others of the communication
interfaces.

A monitoring service 108 monitors parameters associated with the communication
tunnels 107. For example, the monitoring service 108 monitors a round trip time for
each communication tunnel 107, being a time taken for a data packet to travel from
one of the interfaces 101, 102, 103 to its respective home agent 104, 105, 106 and
back to the respective interface 101, 102, 103. it will be appreciated that
communication tunnels having a shorter round trip time are preferred. The monitoring
service 108 provides a set of preferred communication tunnels 109 to a route
database service 110. The route database service 110 populates a routing table 111
which is then used to appropriately route traffic 112 received at the CCU 2 which is to
be forwarded to one of the home agents.

In more detail, traffic 112 is received at the CCU and processed with reference to
entries in the routing table 111 to select a communication tunnel. Such routing may
be based upon a destination IP address, such that all traffic destined for a particular
destination IP address is sent over a common communication tunnel. This may be
advantageous as out of order packets are avoided. However the routing table may be
indexed in any convenient way, and as such routing may be based upon source or
destination IP address, a combination of both, or any other convenient routing data.

As was described above, the monitoring service 108 provides a set of preferred
communication tunnels 109 for use in routing to the route database service 110
which in turn populates the routing table 111. Where the routing table 111 does not
include an entry associated with particular routing data (i.e. associated with a
particular destination IP address), a traffic monitoring application 113 determines if
the traffic is associated with a client device aboard the vehicle 1 (as opposed to
administrative data, which may be destined for a particular home agent for example)
and passes the routing data (i.e. the destination IP address) to the route database
service 110. The route database service 110 is then configured to select a
communication tunnel of the set of preferred communication tunnels 109 to be
associated with that routing data, and to create an appropriate entry in the routing
table 111 such that further traffic associated with that routing data is transmitted over
the same communication tunnel.
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It will be appreciated that, over time, the monitoring service 108 may modify the
preferred tunnel set 109, as parameters associated with the communication tunnels
vary. As such, the set of communication tunnels used to populate the routing table

111 may vary overtime.

Furthermare, it will be appreciated that where the routing table has been populated
based upon a particular set of preferred communication tunnels, over time the routing
table 111 may need to be updated. As such, when a look up operation is carried out
using the routing table 111, the processing of Figure 9 can usefully be carried out.

At step S10 a destination IP address is received for processing. At step S11 a check
is carried out to determine whether the received IP address is included in the routing
table 111. If the IP address is included in the routing table, processing passes to step
S12 where a check is carried out to determine whether the communication tunnel
specified in the routing table is one of the currently preferred communication tunnels
109. If this is the case, the communication tunnel specified in the routing table is
used at step S13. If, however, the check of step S12 indicates that the tunnel
specified in the routing table 111 is not a preferred communication tunnel,
processing, processing passes to step S14 where a check is carried out to determine
whether there are any active TCP sessions associated with the IP address. If it is the
case that there are active TCP sessions associated with the |P address , the tunnel
indicated in the routing table is used at step S13.

If the check of step S14 indicates that the tunnel indicated in the routing table is not
currently in use, one of the preferred communication tunnels is selected, and the
routing table is appropriately updated at step S15. Processing also passes from step
S11 to step S15 when the IP address is not included in the routing table 111. .

Where a communication tunnel is no longer preferred (in the sense that it is no longer
included in the set of preferred communication tunnels 109), it may continue to be
used for existing TCP sessions until either those sessions end, or a timeout occurs. A
route database cleaning service 114 operates to ensure that, periodically, a clean
command is used to prevent the continued use of non-preferred communication
tunnels. This is achieved by enforcing a maximum lifetime on TCP sessions (e.g. 1
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hour) after which time TCP sessions are closed, thereby ensuring that overly long
TCP sessions do not continue to maintain non-preferred communication tunnels in

use.

In some embodiments of the present invention, multiple routing tables 111 may be
provided. For example, it may be desirable to specify a plurality of classes of traffic,
where the determination of preferred communication tunnels is different for each
class of traffic. In this case, respective, corresponding route database services 110
are provided for each of the routing tables 111, each operating as described above.
Where multiple routing tables 111 and multiple route database services 110 are
provided, the client traffic monitoring application 113 determines to which class
particular traffic belongs, and passes routing data to the appropriate route database
service 110 to update the appropriate routing table 111.

It will be appreciated that the particular components of Figure 8 are merely
exemplary, and functionality performed by particular components may be performed
by multiple components, or the functionality of several components may be
performed by a single component. For example, the functionality of the client traffic
monitoring application 113 and the route database cleaning service 114 may be
performed by the route database service 110. Similarly, rather than modifying an
external routing table 111, the route database service 110 may maintain an internal
routing table and use this to determine the home agent to which client traffic is to be
forwarded.

Referring back to Figures 6 and 7, before establishment of a communication tunnel
between the CCU 2 and a home agent 4a, 4b, the CCU 2 and the home agent 4a, 4b
communicate, for example using TCP, to determine the appropriate attributes of the
communication tunnel to be established. It will be appreciated that the attributes of
the communication tunnel may depend upon a number of factors including the
networks over which the communication tunnel is provided and the requirements for
use of the communication tunnel. Example attributes agreed by the CCU 2 and the
home agent may include an encryption algorithm for use in encrypting data packets
transmitted via the communicate tunnel, a compression factor for data transmitted via

the communication tunnel and a maximum transmission unit (MTU) size.
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Referring to Figure 2, it was explained that the wireless bridges 8 to 11 on board the
train 1 are connected to a router 9. These wireless bridges are Layer 2 devices. To
prevent problems, such as broadcast storms, arising from bridging loops between the
CCU and the base stations, each bridge is separated from each other bridge by
means of Layer 3 devices, such that each Layer 2 bridge is only accessible via a
separate IP address. The separation of Layer 2 devices may be achieved by any
appropriate means, such as the use of port based virtual LANs, or by connecting
each bridge through individual, physical Ethernet ports. Additionally or alternatively,
bridging loops may be controlled by the use of appropriate filtering between ports of
the Layer 2 devices.

It was further explained that each of the wireless bridges 8, 9 operate on a different
frequency, and that each base station A, B contain a wireless bridge arranged to
operate on corresponding frequencies. Such an arrangement helps to ensure that
data packets sent between the CCU and the base stations follow the correct wireless
path. Furthermore, where switches are used to direct data packets it is advantageous
to use managed switches as these allow more control over Layer 2 traffic.

it will be appreciated that the base stations A to F provide wireless communication to
the CCU 2. A variety of different base stations can be used in embodiments of the
invention. Any base station not having network address translation capability can be
provided with an associated device providing such capability for use in some
embodiments of the present invention. From the preceding discussion it can be seen
that where NAT devices are used each device providing network address translation
capability need have its own unique IP address.

CCuUs of different trains have unique IP addresses, and each of the wireless bridges
associated with a CCU has a different IP address. However the addresses of the
wireless bridges associated with a CCU need not be unique amongst a plurality of
CCUs.

In the preceding description it has been explained that the CCU 2 connects to base
stations A to F. These base stations can conveniently be provided at the side of a
track along which the train travels. In alternative embodiments of the invention the

CCU 2 may be configured to communicate with base stations associated with
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respective mobile telephone networks such that the CCU 2 is configured to connect
to different mobile telephone networks as the train moves. Similarly, the CCU 2 can
be adapted for connection to satellite networks.

It has been explained in the preceding description that the CCU 2 is arranged to
provide wireless network connectivity onboard the train 1 such that passengers
travelling on the train 1 can use mobile computing devices to connect to the CCU 2. It
will be appreciated that in some embodiments of the invention the CCU 2 is not
adapted to provide wireless network connectivity onboard the train. Such
embodiments can be useful in providing, for example, telemetry services and closed
circuit television.

The preceding description has been concerned with an embodiment in which the
CCU 2 is associated with a train. It will be appreciated that the methods described
herein are in no way limited to trains, but are instead widely applicable to any
situation in which data communication is provided to a moving person or object. In
particular, the methods described can be used to provide data communication to
other vehicles (e.g. busses and cars).
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Claims

1. A method of providing connectivity to a device having N communication
interfaces and M virtual connections, each interface being connectable to a further
device the method comprising:
determining, for each of said interfaces, a characteristic of said interface;
associating respective ones of said M virtual connections with respective
ones of said N interfaces based upon said determined characteristics.

2. A method according to claim 1, wherein said characteristic of said interface is
based upon whether said interface is connected to a further device.

3. A method according to claim 1 or 2, wherein said characteristic of said
interface is based upon a characteristic of a connection between said interface and a
further device.

4. A method according to any preceding claim, further comprising establishing a
connection between one of said interfaces and one of a plurality of further devices.

5. A method according to claim 4, further comprising selecting one of said
piurality of further devices with which a connection is to be established based upon
respective characteristics associated with said plurality of further devices.

6. A method according to claim 5, wherein the respective characteristics
represent a signal strength of possible connections between said device and said
plurality of further devices.

7. A method according to any preceding claim, wherein each of said virtual
connections is a connection between said device and a host device and
communication is provided between said device and said host device via said further
device.

8. A method according to any preceding claim, wherein all of said M virtual
connections are associated with a single one of said N interfaces.
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9. A method according to any preceding claim wherein said M virtual
connections are distributed evenly among said N interfaces.

10. A method according to any preceding claim, wherein said M virtual
connections are communication tunnels.

11. A method according to any preceding claim, wherein N and M are equal.

12. A method according to any preceding claim, wherein said device is aboard a
vehicle.

13. A method according to any preceding claim, wherein a data packet to be
transmitted from said device is assigned to one of said connections based upon an
attribute of that data packet.

14. A method according to claim 13, wherein said attribute is a destination of said
data packet.

15. A method of communicating with a device having N communication interfaces
and M virtual connections, each interface being connectable to a further device, the
method comprising:

receiving a first data packet through one of said M virtual connections, said
first data packet comprising an indication of a first time and an indication of a first
further device;

associating said first further device with said one of said M virtual
connections,

receiving a second data packet through said one of said M virtual
connections, said second data packet comprising an indication of a second time and
an indication of a second further device;

associating said second further device with said one of said M virtual
connections if, but only if, said second time is later than said first time; and

transmitting a third data packet to said first device using said one of said M
virtual connections and the further device associated with said one of said M virtual

connections.
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16.  Apparatus for providing connectivity to a device having N communication
interfaces and M virtual connections, each interface being connectable to a further
device, the apparatus comprising:

means for determining, for each of said interfaces, a characteristic of said
interface;

means for associating respective ones of said M virtual connections with
respective ones of said N interfaces based upon said determined characteristics.

17.  Apparatus for communicating with a device having N communication
interfaces and M virtual connections, each interface being connectable to a further
device, the method comprising:

means for receiving a first data packet through one of said M virtual
connections, said first data packet comprising an indication of a first time and an
indication of a first further device;

means for associating said first further device with said one of said M virtual
connections;

means for receiving a second data packet through said one of said M virtual
connections, said second data packet comprising an indication of a second time and
an indication of a second further device;

means for associating said second further device with said one of said M
virtual connections if, but only if, said second time is later than said first time;

means for transmitting a third data packet to said first device using said one
of said M virtual connections and the further device associated with said one of said
M virtual connections.

18. A computer program comprising computer readable instructions configured to
cause a computer to carry out a method according to any one of claims 1 to 15.

19. A computer readable medium carrying a computer program according to
claim 18.

20. A computer apparatus for providing connectivity to a device having N
communication interffaces and M virtual connections, each interface being
connectable to a further device the apparatus comprising:

a memory storing processor readable instructions; and
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a processor arranged to read and execute instructions stored in said memory;
wherein said processor readable instructions comprise instructions arranged to
control the computer to carry out a method according to any one of claims 1 to 15.

21. A method of providing communication to a first device, the method
comprising:

establishing a plurality of connections, each connection being between a first
device and one of a plurality of second devices;

establishing a plurality of virtual connections, each virtual connection being
between said first device and one of a plurality of third devices through one of said
second devices;

selecting one or more of said virtual connections based upon data indicating
characteristics of said virtual connections.

22. A method according to claim 21, wherein said characteristics of said virtual
connections comprise a parameter associated with communication using said virtual

connections.

23. A method according to claim 22, wherein said parameter is indicative of
properties of a link between one of said second devices and one of said third
devices.

24. A method according to claim 21, 22 or 23, wherein said data provides an
indication of a round trip time for data sent using each of said virtual connections.

25. A method according to ‘any one of claims 21 to 24, wherein each of said

virtual connections is a communication tunnel.

26. A method according to any one of claims 21 to 25, further comprising storing
a routing table comprising a plurality of entries, each entry associating particular
routing data with a particular virtual connection.

27. A method according to claim 26, further comprising:
receiving a data packet comprising routing data; and
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processing said received data packet with reference to said routing table to
obtain a virtual connection associated with said routing data.

28. A method according to claim 27, further comprising:
determining whether said obtained virtual connection is one of said one or
more selected virtual connections.

29. A method according to claim 28, wherein, if said obtained virtual connection is
not one of said one or more virtual connections, obtaining another of said virtual
connections, the other of the virtual connections being one of said one or more
selected virtual connections.

30. A method according to claim 29, wherein another of said virtual connections
is obtained if but only if said obtained virtual connection is not in use.

31. A method according to claim 30, further comprising terminating use of a
particular virtual connection if a time out time is reached.

32. A method according to any one of claims 21 to 31, wherein said first device is
aboard a vehicle.

33. A method according to any one of claims 21 to 32, wherein said first device is
arranged to receive data packets from client devices.

34. A method according to claim 33, wherein said first device is arranged to
wirelessly receive data packets from client devices.

35. A computer program comprising computer readable instructions configured to
cause a computer to carry out a method according to any one of claims 21 to 34.

36. A computer readable medium carrying a computer program according to
claim 35.

37. A computer apparatus for providing communication to a first device, the
apparatus comprising:
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a memory storing processor readable instructions; and

a processor arranged to read and execute instructions stored in said memory,

wherein said processor readable instructions are arranged to control the
computer to carry out a method according to any one of claims 21 to 34.

38. Apparatus for providing communication to a first device, the apparatus
comprising:

means for establishing a plurality of connections, each connection being
between a first device and one of a plurality of second devices;

means for establishing a plurality of virtual connections, each virtual
connection being between said first device and one of a plurality of third devices
through one of said second devices;

means for selecting one or more of said virtual connections based upon data
indicating characteristics of said virtual connections.
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