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(57) ABSTRACT

A method includes periodically sending a polling call to an
enterprise system outside the firewall at a first polling rate
during normal operating conditions, monitoring for a fault
condition, periodically sending polling calls to the device
outside the firewall at a second polling rate when a fault
condition is detected, the second polling rate being higher
than the first polling rate. The second polling rate is used as
result of a fault condition. The method also includes sending
a problem report with the polling calls when the fault
condition is detected.
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ADAPTIVE DEVICE-INITIATED POLLING

[0001] This application is a continuation-in-part of U.S.
application Ser. No. 10/028,126 filed Dec. 20, 2001 which is
hereby incorporated by reference in its entirety.

BACKGROUND

[0002] 1. Field of the Art

[0003] The present disclosure generally relates to man-
agement of devices having a microprocessor and, more
particularly, to management systems including adaptive
device-initiated polling.

[0004] 2. Background and Relevant Art

[0005] Remote connectivity to equipment in the field has
become a common practice for many Original Equipment
Manufacturers (OEMs). The equipment is frequently dis-
tributed over a broad geographical region and often involves
hundreds if not thousands or tens of thousands of individual
devices. A centralized server system is often used to provide
connectivity between the OEMs and the equipment. This
connectivity allows the OEM to be much faster in resolving
problems with the equipment, in part at least because a
centralized server system allows the OEM to manage the
devices from one or a few locations rather than at the site of
each piece of equipment. Such an approach allows the
OEMs to be more proactive in preventing problems or be
more proactive in addressing problems before they become
serious. Remote connectivity also enables OEMs to provide
many new value added services, such as automatic consum-
ables replenishment to their customers.

[0006] One very common hurdle that companies wishing
to deploy remotely connected devices face is the network
infrastructure that is deployed at the customer site. Security
measures such as firewalls and Internet proxies as well as
common IT infrastructure mechanisms such as Network
Address Translation (NAT) represent a barrier for direct
connectivity to the equipment. In particular, to provide direct
connections between all the equipment and the centralized
server system would often be prohibitively expensive. As a
result, many approaches have been proposed that involve
use of the Internet or other global area networks. One
difficulty with such approaches is that security measures
frequently block access to on-site devices by external sys-
tems.

[0007] A common technique for overcoming this barrier is
to use device initiated polling. A device performing device-
initiated polling typically resides within a firewall. The
device sends a polling call to a system that is outside the
firewall. An initial polling call often identifies the device and
includes any number of parameters from the device, such as
consumable levels, operating statistics, or other information.
When the external system receives a polling call from the
device, the external system services the call and sends a
reply back to the device inside the firewall. The reply may
include a request that the polling device return additional
information back to the polling device during a later polling
period. By sending the request from within the firewall, a
two-way connection is opened through the firewall between
the device inside the firewall and the external system Fre-
quently, when the external system seeks to initiate contact
with the device without first having received a request from
the device, the firewall disallows the contact.
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[0008] Current techniques frequently use a pre-set polling
rate that may be changed by a user with appropriate per-
missions. Users are presented with a challenging decision
between bandwidth utilization and responsiveness of the
device. If the polling rate is set too low, a user may have to
wait up to the entire polling period in order to contact the
device to begin performing diagnostics or data capture. If the
polling rate is set too high, the device is responsive, but may
use too much enterprise system bandwidth adding to the
ongoing telecommunications cost of the system and posing
scalability problems as the number of devices grows.

[0009] The subject matter claimed herein is not limited to
embodiments that solve any disadvantages or that operate
only in environments such as those described above. Rather,
this background is only provided to illustrate one exemplary
technology area where some embodiments described herein
may be practiced.

BRIEF SUMMARY

[0010] A method is provided herein that includes periodi-
cally sending a polling call to an enterprise system outside
the firewall at a first polling rate during normal operating
conditions, monitoring for a fault condition, periodically
sending polling calls to the device outside the firewall at a
second polling rate when a fault condition is detected, the
second polling rate being higher than the first polling rate.
The second polling rate is the result of a fault condition. The
method also includes sending a problem report with the
polling calls when the fault condition is detected.

[0011] This summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the Detailed Description. This summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used as an aid
in determining the scope of the claimed subject matter.

[0012] Additional features and advantages will be set forth
in the description which follows, and in part will be obvious
from the description, or may be learned by the practice of the
teachings herein. Features and advantages of the invention
may be realized and obtained by means of the instruments
and combinations particularly pointed out in the appended
claims. Features of the present invention will become more
fully apparent from the following description and appended
claims, or may be learned by the practice of the invention as
set forth hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] In order to describe the manner in which the
above-recited and other advantages and features can be
obtained, a more particular description of the subject matter
briefly described above will be rendered by reference to
specific embodiments which are illustrated in the appended
drawings. Understanding that these drawings depict only
typical embodiments and are not therefore to be considered
to be limiting in scope, embodiments will be described and
explained with additional specificity and detail through the
use of the accompanying drawings in which:

[0014] FIG. 1 illustrates a system having distributed assets
able to perform adaptive device initiated polling according
to one example;

[0015] FIG. 2 is a flowchart illustrating a method of
performing adaptive device initiated polling according to
one example; and
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[0016] FIG. 3 is a flowchart illustrating a method of
managing distributed devices according to one example.

DETAILED DESCRIPTION

[0017] The present system and method provides a mecha-
nism for a remotely monitored device to dynamically adjust
the rate at which the device initiates a connection to its
enterprise based on condition within the device or through
device operator assistance. For example, a device may be
configured to normally contact an enterprise system once a
day. However, if a fault condition is detected within or
signaled by the device, the polling rate would automatically
be adjusted to an increased rate for an increased period. In
addition to increasing the polling rate, the device also sends
a problem report to the enterprise system. The enterprise
system then notifies a service technician and/or customer
service agent that a fault condition has occurred and that the
device is requesting service. As a result, the service techni-
cian provides rapid notification that the device has encoun-
tered a fault condition, rather than having to wait until the
end of the polling period. This rapid notification is provided
while minimizing the bandwidth used by the device to
communicate with the enterprise system during periods
when the device is not encountering a fault condition.

[0018] Additionally, when the service technician begins to
diagnose and address the fault condition, the device is
polling at increased rate. The increased polling rate allows
the technician to receive quicker responses from the device.
Specifically, the length of each polling period is decreased
with an increased polling rate because the device sends
polling calls more frequently. As a result, the time the
service technician waits for responses from the device
between polling periods is decreased with an increased
polling rate. Thus, the system is also more responsive when
the service technician is working to address the fault con-
dition.

[0019] Further, the enterprise system may be configured to
respond to the problem report. For example, the enterprise
system may include a server or servers that receives the
problem report and automatically responds to the device
with instructions to the device, such as instructions to
diagnose and/or remedy the fault condition.

[0020] FIG. 1 illustrates a schematic view of a system 100
that includes an enterprise system 110 that is used to manage
a number of devices 120 using a network, such as the
Internet or a global computer network. The devices 120 each
include a microprocessor based system that autonomously
and regularly initiates a connection to poll the enterprise
system 110. The enterprise system 110 is a centrally located
remote enterprise system that is responsible for monitoring
and managing the device. This polling mechanism allows
the device to query the enterprise system from behind
typical intranet security measures 130. The intranet security
measures may include firewalls, Internet proxies and Net-
work Address Translators (NATSs). A typical polling process
will now be discussed in more detail.

[0021] The devices 120 may include any number of
devices that have a microprocessor. Examples of some
devices include, without limitation, copiers, printers, fax
machines, and other office machines, machine tools, hospital
equipment, or any other device that includes a microproces-
sor. The microprocessor in each device 120 monitors any
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number of parameters, such as parameters relating the
operation of the device. In the case of office equipment,
these parameters may include the current level of consum-
ables or any other condition. Further, the parameters may
include information that may be relevant to the manufacturer
or customer service provider. In short, any number of
desired parameters may be monitored and tracked by the
device 120. These parameters may then be logged for
communication to the enterprise system 110.

[0022] A device 120 automatically and autonomously ini-
tiates a polling call at the end of a polling period during
normal operating conditions. The polling period during
normal operating conditions may be set as desired and may
vary from device to device. Examples of polling periods
include, without limitation, an hour, several hours, a day,
several days, a week, or any other period of time. At the end
of each polling period, the device 120 sends a polling call to
the enterprise system 110 over an external network, such as
the Internet 140 or global computer network. The polling
call includes all of the parameters tracked during the polling
period. The polling call also includes a request for the
enterprise system 110 to return data relevant to the device
120. The device 120 opens a portal through the security
measures by sending the polling call to the Internet 140.

[0023] The enterprise system 110 receives the polling call
from the Internet 140. The enterprise system 110 then stores
the parameters and other information sent with the polling
call and fulfills any requests included with the polling call.

[0024] The enterprise system 110 then formulates a
response to the polling call. The response includes any
commands, actions, and requests to the device that have
been queued up since the last time the device 120 polled the
enterprise system 110.

[0025] The enterprise system 110 sends the response over
the Internet 140 to the device 120 through the security
measures 130. The security measures 130 allow the response
to pass to the device 120 because the polling call previously
sent opened the portal between the device 120 and the
enterprise system 110. The device 120 receives the call and
processes the information as necessary. The device 120 then
again monitors parameters during normal periods of opera-
tion and again polls at the end of the normal polling period.

[0026] The device 120 is also configured to monitor for
fault conditions. Each device 120 may be configured to store
one or more threshold value associated with one or more
parameter. When one or more threshold values are sur-
passed, a fault condition exists within the device 120. The
device 120 may autonomously initiate an increased polling
rate through adaptive device-initiated polling as will be
discussed in more detail below.

[0027] It may be desirable for the enterprise system 110 to
also notify a service technician 150 or customer service
agent of the fault condition. The service technician 150 may
then use a local computer 160 to access the device 120 via
the enterprise system 110. Such a configuration may allow
the service technician to diagnose and address the fault
condition quickly. Specifically, the length of each polling
period is decreased with an increased polling rate because
the device sends polling calls more frequently. As a result,
the time the service technician waits for responses from the
device between polling periods is decreased with an
increased polling rate.
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[0028] FIG. 2 is a flowchart illustrating a process for
adaptive device-initiated polling from the perspective of a
device. Adaptive device-initiated polling includes normal
periodic polling, which begins at 200. Normal periodic
polling may include gathering device operating parameters,
requests, or any other information to be transmitted with the
next polling call.

[0029] As depicted at 210 adaptive device-initiated poll-
ing also includes monitoring for fault conditions. The device
monitors for fault conditions by sensing any number of
parameters and then comparing the parameters to any
threshold values that may be stored on the device related to
the parameters. Not all of the parameters have threshold
values. Further, of the parameters that have threshold values,
those threshold values may or may not be compared within
the device. Those of ordinary skill in the art will appreciate
that the comparison of a monitored parameter value to a
threshold parameter value may also be performed by the
enterprise system.

[0030] At 220, the device determines whether a fault
condition has occurred. If a fault condition has not been
detected (No, 220), at 230, the device then determines
whether the normal polling period is complete. If the normal
polling period is not complete (No, 230), the device con-
tinues to monitor for fault conditions at 210 until the normal
polling period is complete. Once the normal polling period
is complete, (YES, 230), at 240 the device initiates a polling
call to an external enterprise system and the normal periodic
polling process begins again.

[0031] The normal periodic polling will generally con-
tinue so long as no fault condition is detected (No, 220).
However, once a fault condition is detected (Yes, 220), at
250 the device then begins to poll the enterprise system at an
increased rate relative to the normal periodic polling rate.
Any number of fault conditions may be detected that include
sensing any number of parameters or actions.

[0032] To this point detecting a monitored parameter value
that surpasses a corresponding threshold parameter has been
discussed as the trigger for a fault condition. In addition,
other conditions may trigger a fault condition. For example,
if an end user of the device encounters an unexpected
problem, the user may be able to externally instigate a fault
condition. In particular, the user may indicate through the
operator interface of the device that the user needs assistance
from the manufacturer’s customer support organization. The
manual initiation of a service request would then result in the
polling rate increase and notification described above.
According, receiving a manual request from a user can be
considered as detecting a fault condition.

[0033] In addition, other external sources may be used to
trigger a fault condition. Specifically, a device may be
connected to a telephone line, such as through a modem. The
device may be configured to poll periodically. A service
technician from the device’s manufacturer may desire to
query the device for some specific parameters without
waiting until the end of the polling period for the device to
poll the enterprise and receive the request. The device could
be configured to adjust its polling rate in response to
detecting the telephone ringing to minimize delay. As such,
one fault condition may include detecting a telephone ring-
ing with or without answering the call. Once the fault
condition is detected, the device may begin polling the
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enterprise server at an increased rate, such as by using the
telephone line to dial out to the enterprise server for a
predetermined period.

[0034] In addition to polling the enterprise server at an
increased rate, at 260 the device also sends a problem report
to the enterprise server. The problem report provides noti-
fication to the enterprise system that a fault condition has
occurred. The problem report may include the actual con-
dition that caused the change in the polling rate. The
problem report may also include a screen capture of a visual
image of the device’s user interface screens at the time of the
default condition. Further, the problem report may include
information about when and how the fault condition
occurred. Such information may allow a technician or other
person or machine rendering service to quickly determine
which measures to use to remedy the fault condition. By
increasing the polling rate and sending a problem report that
includes a request for service, a technician is notified of the
fault and will be able to perform diagnostics on a device that
is polling at a much more responsive rate than the rate used
under normal conditions. The increased polling rate may
allow the technician to more quickly diagnose and correct
the fault condition as the delay between each polling call is
decreased.

[0035] While increasing the polling rate and sending a
problem report are illustrated as separate steps, those of
ordinary skill in the art will appreciate that the two steps may
occur simultaneously or be part of a single step. When the
polling rate is increased, the device begins to log how long
the polling rate has been increased. The increased polling
period may have a time out period after which the polling
rate will be returned to the normal periodic polling rate, as
will be discussed below.

[0036] Once the device has increased the polling rate and
sent the problem report, at 270 the device then determines
whether the fault condition has been addressed. The fault
condition may be addressed by receiving information back
from the enterprise server, such as instructions provided to
the enterprise system by a service technician. Additionally,
the enterprise system itself may generate instructions to
diagnose and correct the fault condition. If the device
receives instructions and the instructions correct the fault
condition (Yes, 270), the device stops polling at the
increased polling rate and again begins periodic polling at
200. Other factors may remedy the fault condition. For
example, it may be possible that the device is able to correct
the fault condition or that a user on-site at the device’s
location is able to fix the fault condition. In any case, if the
fault condition is addressed, the device returns to normal
periodic polling.

[0037] If the fault condition is not addressed, at 280 the
device then determines whether the fault period has timed
out. If the fault period has timed out (Yes, 280), the device
may then begin a new normal periodic polling period at 200.
Alternatively, when the fault period has timed out (Yes, 280)
the device may instead resume a normal periodic polling
process midstream, which would poll the enterprise system
at the end of the polling period underway when the fault
condition was detected.

[0038] If the fault period has not timed out (No, 280), the
device continues to poll at the increased rate at 250 and to
send problem reports at 260 until either the fault condition
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is addressed at 270 or the fault period times out at 280.
Accordingly, the present method provides for relatively low
polling rates during periods of inactivity to thus reduce the
amount of bandwidth utilizes. The present method also
provides for increasing the polling rate of the device when
a fault condition is detected. Fault conditions may include
detecting that a monitored parameter value has surpassed a
threshold parameter value, that a fault action has occurred
such as detecting a telephone ringing or receiving an exter-
nal command to increase a polling rate for a desired dura-
tion. Further, the present method allows the device to send
a problem report and service request to a technician or other
customer service representative. By notifying the technician
when the fault condition is detected, the technician may be
able to respond quickly to the fault condition. When the
technician responds, the device is already polling at an
increased rate, thereby reducing the wait time the technician
experiences associated with each polling period.

[0039] FIG. 3 is a flowchart illustrating a method of
managing distributed assets according to one example as
seen from the point of view of the enterprise system. The
method begins at 300 when the enterprise system receives a
polling call from a device. The enterprise system 300 at 310
then determines whether the polling call includes a problem
report. If the polling call does not include a problem report
(No, 310), the enterprise system at 320 responds to the
polling call by returning any commands, actions, and/or
requests to the device that have been queued up since the last
time the device polled the enterprise system.

[0040] If the polling call does include a problem report
(Yes, 310), the enterprise system at 330 notifies a service
technician and/or customer service agent that a fault condi-
tion has been report and the device has requested service. At
340, the enterprise system then receives instructions from
the technician and/or customer service, which the enterprise
system then includes in responses to the polling calls. The
enterprise system itself may be configured to generate
instructions to the device in response to receive a problem
report. In such an example, the enterprise system would
analyze the problem report and automatically respond to the
device with instructions to the device, such as instructions to
diagnose and/or remedy the fault condition.

[0041] In addition, the enterprise system may also be
configured to compare monitored parameter information to
threshold information to generate a problem report. In such
a case, the device would then receive notification that a fault
condition existed which would trigger the increased polling
rate previously discussed.

[0042] In conclusion, a system and method have been
discussed herein that provide a mechanism for a remotely
monitored device to dynamically adjust the rate at which the
device initiates a connection to its enterprise based on
condition within the device or through device operator
assistance. For example, a device may be configured to
normally contact an enterprise system once an hour. How-
ever, if a fault condition is detected within or signaled by the
device, the polling rate would automatically be adjusted to
an increased rate for an increased period. In addition to
increasing the polling rate, the device also sends a problem
report to the enterprise system. The enterprise system then
notifies a service technician and/or customer service agent
that a fault condition has occurred and that the device is
requesting service.
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[0043] Embodiments herein may comprise a special pur-
pose or general-purpose computer including various com-
puter hardware, as discussed in greater detail below.

[0044] Embodiments may also include computer-readable
media for carrying or having computer-executable instruc-
tions or data structures stored thereon. Such computer-
readable media can be any available media that can be
accessed by a general purpose or special purpose computer.
By way of example, and not limitation, such computer-
readable media can comprise RAM, ROM, EEPROM, CD-
ROM or other optical disk storage, magnetic disk storage or
other magnetic storage devices, or any other medium which
can be used to carry or store desired program code means in
the form of computer-executable instructions or data struc-
tures and which can be accessed by a general purpose or
special purpose computer. When information is transferred
or provided over a network or another communications
connection (either hardwired, wireless, or a combination of
hardwired or wireless) to a computer, the computer properly
views the connection as a computer-readable medium. Thus,
any such connection is properly termed a computer-readable
medium. Combinations of the above should also be included
within the scope of computer-readable media.

[0045] Computer-executable instructions comprise, for
example, instructions and data which cause a general pur-
pose computer, special purpose computer, or special purpose
processing device to perform a certain function or group of
functions. Although the subject matter has been described in
language specific to structural features and/or methodologi-
cal acts, it is to be understood that the subject matter defined
in the appended claims is not necessarily limited to the
specific features or acts described above. Rather, the specific
features and acts described above are disclosed as example
forms of implementing the claims.

[0046] The present invention may be embodied in other
specific forms without departing from its spirit or essential
characteristics. The described embodiments are to be con-
sidered in all respects only as illustrative and not restrictive.
The scope of the invention is, therefore, indicated by the
appended claims rather than by the foregoing description.
All changes which come within the meaning and range of
equivalency of the claims are to be embraced within their
scope.

What is claimed is:
1. A method comprising:

periodically sending polling calls to an enterprise system
outside the firewall at a first polling rate during normal
operating conditions;

monitoring for a fault condition;

periodically sending polling calls to the device outside the
firewall at a second polling rate when a fault condition
is detected, the second polling rate being higher than
the first polling rate, wherein the second polling rate is
used as a result of a fault condition; and

sending a problem report with the polling calls when the

fault condition is detected.

2. The method of claim 1, further comprising the step of
receiving service instruction from an external source in
response to sending the problem report and performing
service responsive to the service instructions.
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3. The method of claim 1, further comprising the step of
receiving service instructions generated by the enterprise
system in response to sending the problem report and
performing service responsive to the service instructions.

4. The method of claim 1, further comprising the step of
sending the polling calls at the first polling rate when the
fault condition has been corrected.

5. The method of claim 1, further comprising the step of
sending the polling calls at the first polling rate when a
predetermined period has elapsed, the predetermined period
beginning when the fault condition is detected.

6. The method of claim 1, wherein the step of sending a
problem report includes sending the actual condition that
triggered the fault condition.

7. The method of claim 1, wherein the step of sending the
problem report includes sending a screen capture of the user
interface display at the time of the condition.

8. The method of claim 1, wherein the step of detecting
the fault condition includes detecting an external input.

9. The method of claim 8, wherein detecting the external
input includes detecting at least one of detecting a telephone
call and receiving input from a user interface of the device.

10. The method of claim 1, wherein the polling call is sent
over the Internet.

11. A method of managing distributed devices in a net-
work environment, the method comprising:

receiving polling calls from a plurality of distributed
devices;

determining whether each polling call includes a problem
report; and

notifying a technician if a problem report has been
received, wherein the device sending the problem
report increases a polling rate for a determined dura-
tion.

12. The method of claim 11 further comprising the step of
comparing monitored parameters included in the polling
calls, comparing the monitored parameters to threshold
parameters, and instructing the device to increase a polling
rate if the monitored parameters surpass the threshold
parameters.

Dec. 13, 2007

13. The method of claim 12, wherein the step of instruct-
ing the device includes instructing the device via the Inter-
net.

14. The method of claim 11, wherein the step of receiving
polling calls includes receiving the polling calls via the
Internet.

15. A centralized enterprise system, comprising:

at least one server;

a plurality of distributed devices, each of the distributed
devices being configured to periodically poll the server
at a first polling rate during normal conditions and to
automatically poll the server at an increased rate when
a device detects a fault condition; and

wherein the server automatically notifies a service tech-

nician that a fault condition has occurred in the device.

16. The system of claim 15, wherein at least one of the
distributed devices accesses the server using the Internet.

17. The system of claim 15, wherein the server is con-
figured to respond to polls from the distributed devices using
the Internet.

18. The device of claim 15, wherein the device is con-
figured to detect a fault condition that includes a monitored
value surpassing a threshold value.

19. The device of claim 15, wherein the device is con-
figured to detect a fault condition that includes detecting an
external input.

20. A centralized enterprise system, comprising:

at least one server;

a plurality of distributed devices, each of the distributed
devices being configured to periodically poll the server
at a first polling rate during normal conditions and to
automatically poll the server at an increased rate as a
result of a fault condition; and

wherein the server automatically responds with further
instructions to the device to diagnose or remedy the
fault condition that has occurred in the device.



