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& Agske 1 AT dagEGerify)S AFSshE 49, A8 (o) R FA WA A=-A4 9 (n)E& AHEst

o e tAd Mrel] ik F7H40 FA WS Felst Aledtes & & Avk. AA7IAM A WA Al=-A
]

~

L o
[e]

[} T
A FH (e A1 719 AR olulA (p)ol Wd AH-FAA-AF P uek Ade) Fyolug, AFAIL o
Az & Qe P WA AZ-A4 F9 () dAD A8 (e)el Al 719 A olu A (p)ZRE A
&% P metow Fwshe W AgH,

~

ol\

2 o] AAld S WE YAY AW WA i FUHA A WS A TEHE 7 3AATE Lol
dnFE AHEEE U 71(K) 2FE AL 71(H(p ) 2 A
¢l 71(H(p))E Abgste]l AR E #45 dugZEVerify)dA 58 AW dae]E(Sign)S AHgste] §a3%
A (0)s d9=2 AZE = do. a8y @i A Fd5M0)7F &3 3lAl F<(collapsing hash
function)o]il ¥2k HAFE A E AP ol FAo] WAde] Sl7] wiiell AW (p)e #E A 71 (H(p))
Akl A B 4= 7] wliEo] A S (n)S AAE 4 ok, ek @2E dauF(Verify)2 A

it
d
-
LN
4
0,
o
ket

N

o
%
o
o
)
ko
o
s
4

X

%S
Y, gl Al wE A" Ay B e 7] A dare]E (KeyGen) R AW Fare]F(Sign)& A

§3he A9 WA DAEQ A" A Ao 4F A F(erify) S A8l A A B9
SE AP (o) el 4TS & & dvh
wowge] Aadsel me g dg U8 Ay g

2
RUR )
rob
PL
f
fols
rlet
oX
rlo
>
o,
ue
k]
o
N
2
0Q
£
o
1o
k)
z

S5 ARUHCp))el A AR AAHow FAF Un

Ak, gk AFE dugdSVerify) S AMgsts RE AF
Verify)& A& &3] wAXOD 2 370 71 (Kl disk A

webd] R owme AAdEd e G4 Wy UA" A8 3He TR Ad U948 A3 dudZ, A
5 L AZ-AY 3P A2US TIFE G 5 Ao

DSA HEi= ECDSAE & wrgo] ArjdEo w& gt AE X A g Ay 7
42 4= gt} DSA 2 ECDSAS 93 72 7] A7 EdHoz #3F Fso] A3 A 7Hs 8k o

= &

oW, i siAl FHO)e 2 FEshAl & dAsh] el 7
FHAE AteE H ARSEE E ol dF 27t d

dueFoR ARgshs A2 o Hieta AFet. Jbed HAY e
WEEAY 27 2E g7kA] wR Ao R A (e vhold) et A
ECDSA= 71 #& 21 27|12 wess 71 &2 7] 2718 27wl

o

f

O
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[0043]

[0044]

[0045]

[0046]

[0047]

[0048]

[0049]

[0050]

[0051]

[0052]

[0053]
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THE B Ao o] AFEE secp256rl(HEE Zekel 256v1)Y 4 Utk

2 oty o] Ao e upgl AMgE Tgla B WAAY E dEd AFEEE A g4
Z2 o] secp256rl A3 2 HgHsl7] wio] SHA-2560]T).

rr

o¥ S eheelaL,

2 owge] Aaelge] W g g UAE AE gael Aed AR-A4 $9 ARHe TAE-GR) gkl
adrk. 8@ AR-A2 F9 A2 F s ZKBooolw, ol Al A1 7HE 7bA3E MPC-in-head T
3ol FuE SHA-256 T-@olY] wiEolt}. wEkA, ZKBoot B WAAS TE 5L A% Az-A4 59
Ea

Yo Agd 4 qnh.

T2 2 g Aald gl wE oA HQl A AR ECDSA 7] A dare] = (KeyGen,) = HERATH

&2 B gl Al mE oA HQl FAF A’ ECDSA MH are]E(Signg)& HERATH

ki

25 Fxshd, AW dae]F(Signg) (200)2 A7 (H(p))E AHESFe] ECDSA A& Alitshs 2 Hell= 7
AZI(H(p el AP elu el digk AR-A2 T, FA71(K)7F A7 H(p ) ZHE AxtATHE A 2-A]4]
=9, HD7F A= wWAX g 94 (commitment ) S E8H5H= 7ZKBoo =™ (1w )& wHEH3L),

(210, 102kD)el A & o] Ao e T8 AokmMel (Giacomel11) 9] SHA-256 F=E AT},
() A AR GA #7F A 71(K)E w=FAZ 7] wEel, v @AI(220, 118D E 5]
A 5l Fort dasith. dF £, 9l 71K)7F PR F 3 1K) E AT o, Ef-
(ECO)ol gt g 4e K, = K..G mod Pol™, o714 G B =4

1
o

*4z

Lo
L

de 7IA Aol P Al

o,
A

o]l

mods REZ A vEhdth. AAEe Al 6= A A(K)E B WHolth. A9l A (K)E 1614 2
3]

Atole] ghelal wAlell HMIE AZE o] AREEZ] wiEol, F 7I(K) o™ 1904 256 Atele] ujH o]
T Eojof gtk MPC-in-the-head A|=-#2] THlA, /4 71(K)E ALtsks ol o 3|29 AolE 7}
ol BAEM, ol Fuvt T IrY AVIE EAEH JH 71(K) dtel =F2 RS ongitt. uhebA,
o] AAle el web, eal frElsHAl ARl 71(K) e #s FUtR AE/w717] s, 3 7] ALkl A
s|Re] 7 AHom FAHES A 71(K)e w3t #AIgle] v Fod WA & Fdste= =7t 44
% AA oA, BFY THL secp256rl TAolmz  wlg] Holw Al 4= 2560t} E3, ElY

o), Z 3w (Montgomery) AFThe] o]F @ F7} 34k 7| HS WOl £2S F7lelal glo]w @
A WA S8l FelstA A, o7 AR R ZledA A 71E AR W A

it

2

B mx e
fr 2 do 2
_{

2
Al oh

H
w
flo
re
)
o,
lo
i1
>
2

ol 2 dAIH0 A Ul ECDSA AE gaElE(Verify)S WERIAT

H
w
tlo
21_1‘

Az %R WA ECDSA AFE dadE(Verify,)(300)2 A1 IHE(310) (5815 E 128F2171x) 7 A

DI E (Verify) T FAHE BODSA A% AFol T, A2 T (320) (1424196 208ke174x)7h 2 el A4
dEol whE A 4 A4 FP F7h AFQ T RROR THEE & & Atk

WA S whE G g O A5 g dAEe FEe ¢ dolz FHEon 64uE vholAma
YTE Q%9 1094 Cygwin @AE A8s= 8712 CPU Zo9} 8GB RAMS- 2+ Intel 15-8250U 8th Gen ™41l
A AISEARE #9 A $E0] (U SAGHI 24 SYA UL Koo 2= S04 250
A 504 FHom MARES Wel FW A/E okl AW FueZ(Sign)d BF AnFEVerify)el A
@A ZREYG. SRS 28 ZAAE SR HE FEIb FARAR )9 E 13 ol 2 A7)
S} A ARE oA 9 F7he,

2 OlN

fl

ZKBoo Rounds 50 100 150 200 250
= 7] (Kbytes) 1,978 3,956 5,934 7,912 9,890
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[0054]

[0055]

[0056]

[0057]

[0058]

[0059]

[0060]

[0061]

[0062]

SIHS31 10-2024-0105371

Ay dad]E 3 AlZk(sec) 20.9 45.9 72.9 95.1 118.2
He dugE F3 ATH(sec) 19.6 45.0 71.0 93.2 115.7
25001 E 7= el digh SAHE W= ol iﬂoﬂ o 10MB =719 vwig- & THE HAFH AW dx
El%(Signq) = ds dagE(erify,) & st T ° AL 280l A™-}. ey olollA E=oEE

A" M Ao Al wiE FEe SHel HlsvlHes AgEar ]l

2
N o

S5 wER AR 4 9 o L 290 Al UAY Al AT AFA7 Az UL H2 A
AHE) AR el U GBS B2 F A, ol 3 AY E= HEY] AFS KU Sl A1g
A4 Aol BE JFS F g 5 9

< S o ge] wpoligol M (o] 5) 3 AHE FAE AT A3, & dye] AAdE] w
2 42 ug gAY MY a2 V)] (AAHERA @2) Adobe Acrobat(o]EnH] ofZ 2 M) Reader DCE A3}
o &AW dxd AW B2le] AA wx FEoR A U4 ERl-~RE Ay PDFE 843k FAlO E
A-2=wZ Ao WX HAT. wEs Sepo|dES A RFoA 64H]E mlo]aRAXE ALk 105 APt
= 870¢] CPU o9} 8GB RAM=S- zt& Intel 15-8250U 8AIHH 71AI7F U =EHo|A] TﬁgE] AT, Aol = Bl
-2 FEtolAES) BHl-2'E AW7E 23T BRel-2RZ Sete|dES A o] Ze}o|AET} ofn|
ECDSAE A ¥star F=AHEA] &1 A8 4= A%=5 Adobe Acrobat Reader DC v2021. x7} A2, Ed-2E
x S 739 djo 2 Zgrol 7} 23 ¥] ol (Pierre-Francois Carpentier (&3]
https://github.com/kakwa/uts—server)9 2 A2~ EfY-28Z Aquj7} AR & F=9 37 ALEEHU
=

)

dsst FolreEle A El-2¥E AWE OpenSSL v1.1.xE ARESER AW QAFAY AF 7]

(Certification Authority, ©]8} 'CA') 3 2GS 3& ¥k oy} RFC3161°] W& UAYE Mg 33t

T}, OpenSSL v1.1.1b BJA-E X.509 1= 253} gol-~8lx m%o g 3% oxd A WAaS 4233
Kol

=% 459tk ZKBoo WS V71 M OoR BAhEA OpenSSLol ECDSA A wAstES A staolrt, o
S 53 ZKBoo FHo] &3] A=A u7lx] 7igpE|A] 93 ECDSA A E Eld-Avlx s ZElo]dEd 13k
FooE. mebd FHe A5A% dE Agug

2l Zof v

WA 25685 7ZKBoo =S ZH7F 10MByteol B2 Fo|dE A AET
AE AH®E X509 ¢15A = 5% T2 W0 T wkelE PKCS#7 EFSl-~H)

A S-S Dropbox (=4822 ) (www.dropbox. com)oll 713k t).

L 4E H2E $91 2 I Axdsed mE g WA oAE A B e] g 3o ARE AHE e
= A thelojgolt},

L 5E & I AAdEdd mE G A tAYE AW e g FHA e Aod A5A AT T

25 NG A5 onAEE LERT

L 62 B AxdEe mE A g9 A9 e AAE 7

o AAE A9 onAE LtEbT,

2

14 Elel-sglx SejolEe] olgt 7]

T 45 Fxshd, AP tholo 1 (400) HAE T 1 AAd S wE $xF A tA" A w4
A FEo ALE AHHES BAFET. & 4o =AE wpe Zo], FEL2 HFT AMEA(401)7) BlY-AEE &
O|AEZA] oj=H] ofZ = (Adobe Acrobat) B|T(402)E AMEE 4 A sISith. FdL2 E3 UASA da

3 2 93 OpenSSL(406)S AF&3}aL, OpenSSL(406)< FH-E =Fuh~(408)9] 7|&ele BlY-2ws

Ef]-Ei T
A (404) 5 2T
?‘& v FEEE A BA (41004, HE AFRAH(401) 9] 93kl OpenSSL(406)S FE CA 2AZEA o thgt 7]
NSNS A (412)3HE Hl AFEE AL, HF AFEA0D e okl BFd-ARIE Aqu] QlFAo] tigk 7] 2 9l
1 A (414)sHE o AFEETH. 2 3o AAg S utel FoH AFA AT F27F AgEa, ogr)A
%E CAE = 59 o]m%](500)9] A=-E(510, 52002 o] FIF CA flo] AW ASTAE AT, F ASA

T EFEaU08)e] A A FHE dERZ] 3 tXdE A 992 AR=EA X509 dd-FE-FHS
(Authority-Information-Access) 3% ;}Oﬂ Aol #3(416, 418)E XSt} HF A, fxd AF 4= <l
T 71 = AEA o UAd A AXE A A A ARE ARESte] A~ THse 38 A%
2Y F Y. FE A JAFAE 5‘4% AFEAF(40D) O Al ThERE(420)E U FE-F-E#2~E(root-to-

_>d,
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[0063]

[0064]

[0065]

[0066]

[0067]

[0068]

[0069]

ZIHSd 10-2024-0105371

trust) S AAs7] 98 o] wn] obAZWA(402) 02 FFALTH422). E 52 HxaH . Ut WA BHE AZS 1)
7] Ao® oZA AZS 2= Aol 719 ALA ojulR|o] tlet Bio] A ZHEO AuTdowH % o|ako
RS AL 5 AT

RFC3161 ©A(430)el 4, PDF A= & AHEAH40L)7F PDFE 708 (432)%F Fol, o] of =M (402) o2

Bl EFQ-2EIE AW (404) 29 23S A3 T oz Efd-2~ExE £ 9ul, E-2~®E AH(404)=

OpenSSL(406)] ECDSA A% 2 #14:(436)3+31, ECDSA A7 ¥l PKCSH7 Eh)-2=¥1Z S OpenSSL(406) 23] %
HRTH438). ERRl-EE A (404)3 BRl-E Sukg ojt] b= RN (402) AT ATH40). Brel-2u

S5 (442)2 frARSHAl, =EErA(408)0l, URL W7t BFYG-Awzol] wso] ATk, o] BFY-AwE

o] :mn] o} ZWl(402)°l o8 AEHa(44d), HE AFEA0D) O] 9] UFel] 1% (446)S 918 PRl A&

2= 9t}. A= o= % 69 o]u=|(600)0] LFEFL}F gtk AT ere o]nu] ol mHle ECDSA AHE B9

3L
s

it} rlr

u!

-2=' gl RISA ARIS AT ¥, ZKBoo TS ASSHA worw, HFT AMEAE AFsks ti7] ARt
ol 3t WMl WAgstA] W=
X2E Jadel= wAI4s0)0NA, HF dalEFVerify)S AT ¢ e BE HS PAE A5A/AHE
EEd gl F3E5 wmeh452) A WA EMSA A5 4ae]5(300, = 3) HAdR st Ay A5 93
P2 U TS TR =45 & Ut
A g A" M Ao ® HRA o mpolag o] dEE AlxFl A= FFS olsEty] 8, el
nfol 1ol wAllM MY 2 AZ DAl ik Aol AnE i 20 JETT. B 2004 B 5 U],
o o] Axd s wel Gt S ASsels Ade vloladeld MR WA AW GAREe] 4t
e A RIS Jadel=d ¥, SHe U & AR UL PAAES dadlsse Aol
o 27] dadel=g Aue A3 FAR A9, oA dadel=HA kS i v AW BARER
TEEE FAS] A8 SlelA =oE A gXY AW w2 wet HAF: VleS EFste Aol
A
=z 2
AT AR
3l 1 <EFbs
A8 Aol 1’ A4 AP, AYE MFe T2 (A9 e 2 W4 FHS ¥
AR ° E-AF Aldlell g1z H kg gatA] g, AT TAAES A
GRS A who] e o] g )
s FHIHA AFE AR
U s g Z(Ver1fy)o AL-g-5}
o] NS S 5 g
Ao o npo] 2go]d ZzA2e] A1 v |ez = Aejola, wpo]aH =
° of siF. MEE ARE 4 g | ZA2 A2 G dF. A T
TS E@ﬂ. A S 7 [AhAEo] ol ol el y At
% GAREe] of BAE FHs] (4 2He Edoi AUE AR
Mol wo]lagAdel= AL 7vhd | HEsr] A& Fo, AT FAA
22 g AT PARES S | ES A2ES el Alx
G SRE TAE ek AWS |Wol Aun 29e AT UM
AL 2S5, a#old ZTEAAT AL
=
5t

1 o}z mfo]xdolAd HA &S, A 19 7] YA LuEZ=(KeyGen), A L1#]Z=(Sign) % AZE Ly
(Verify)S o] 3] AF&3.

HN

“ulol ol hm. Aol 29] 7] A L3 E(KeyGen), MM L ZE(Sign) 2 AE L1 E(Verify,) S

AgEES Qoo

o

FAel S Al

Bodbg o]l AAjo 5o wE U A fAE AE H A A WesE ouel vaw
w99 4 vk mr 2YUd P AFEEel eddld geHel weh, EAE-g vhidel triem
gov), B owwel WadEe he P oy UAY A pe FHES Adstn AF Asd BAES 9



[0070]

[0071]

[0072]

[0073]

[0074]

[0075]

[0076]
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sl BFHe Aol @ Aotk EAE-GA mhghelel ojsk FmEA, NISTE 2030974 109 gele] oz
RSA-2048% GFEE BHE 5 Yt A AFEF FHY Aol Frhs nuAE AT olF AdH
S, NISTE A% Fa-uot U4 A 2 7-ug S F5e A9sr] 98 TAE-g4 28 49
of Hesa vk, AF AW 202974 MED 49 ARe EFEEW @ 2 988 Aow dgdn
| 2 e E-nA

hs)

)
ole} MR NISTw &7d wE X2E-gzt AMRS 93] F 719 JEHE 3iA 7|9 AHE
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2

A= 2024 o] F-o] AMEE AAE FAS FHste] ARE YA
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TAE AFE7] Y3 Aol oldS FriE Aok dt)h. 5|8, HWEd AR Ay FdAlelA B Iy
dAIAQ HAAAES FE7] Y3 HYs ZEPS ATE FolA, HEH HFIdE 7IAE vie} Fo] &
drde] WO Wl romA, dAH ANeEdA ARE wAE 2 53 Wi s 9 wdd o]
A Bgd WAl ool = &g olsstelof wrt.

=y

=]

%A U4 ECDSA 7] A4 €¢318]%: KeyGeng

1 begin

2 G + ECC base point; P + ECC order;
3 Generate secret pre-image p; 110

4 Compute private key K = H(p); ——

5 Compute public key K, = (x,y) where K, = K - G mod P;
6 destroy Ks;

7 return p, Kp:

8 end

w2

F1

%A U4 ESDSA A4 €318 %F: Signg

1 begin

2 G + ECC base point; P + ECC order;

3 p + secret pre-image;

4 M + message;

5 Generate signature random 7r;

6 Compute r~! where r *r~! =1 mod P

4 Compute R = (R,, R,) where R =r -G mod P;

8 Compute hash of message H(M);

9 Enumerate ZKBoo proof 7 = begin

10 Zero-knowledge computation of private key K¢ where Ks = H(p) ;
11 Zero-knowledge computation of public key K, where _\21 0

K, = Ks -G mod P;

12 Compute s where s = r~! « (H(M) + R, * K,) mod P; 220

13 Commit R, s in the proof;
14 end
15 destroy r, 771, Kg;
16 return o = { Rz, s}, 7;
17 end

200
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k1

)
@

SIS

FA U4 ESDSA A% ¢318 %! Verifyq

1 begin
2 G + ECC base point; P + ECC order;
3 K, + ECC public key;
4 R, s + signature o; m + proof; M + message;
5 Compute s~! where s * s™' =1 mod P; N
6 Compute hash of message H(M);
7 Compute u; = s~ %« H(M) mod P;
8 Compute u; = s~ x R, mod P; > 310
9 Compute V = (V,,Vy) where V = u; - G + uz - K;, mod P;
10 if V. # R, then
11 | return "Failed Signature Verification”
12 end S
13 else
14 Verify ZKBoo proof m = begin
15 Check that R, s is committed in the proof;
16 Check that zero-knowledge computation of K, from unknown
pre-image is correct; 320
17 if Check Failed then
18 | return " Failed Proof Verification”
19 end
20 end
21 end
22 return success;
23 end

w
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E95
Certificate Viewer X
| ~
‘ This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry. Multiple issuance chains are being displayed because none of the chains
were issued by a trust anchor.
Show all certification paths found
[ PQ-SERVER CA Summary Detais Revocation Trust  Policies Legal Notice |
TSA CERT 1
: I Certificate data: |
| a |
X — =
& Certificate e e =
General Detais Certification Path 24 Exended key usa.. TimeStamping
@ Key usage Digital Signature, Non-Repudiation
‘ Show: | <Al> v| A Besic constraints  <see details>
. @3 Public key EC PUBLIC (P-256)
| | meld Vakue ~ & SHA1 digest of p.. <see details>
Public key parameters ECDSA_P256 ] X509 data 308202F73082029EA0030201..
gw“v[m 153040256 9e6f86a6d608 2. .. = SHAT digest 88 ABOD 97 OE 55 61 1C 63 93 FC4E ..
 Authority Key Identifier KeyID=153f0402564¢6386a. .. @8 MD5 digest A1 ED 34 09 5589 BO 6D EF D6 71 CB.
Basic Constrants Subject Type=CA, Path Lengt.
| Thumbprint B8206fcefc2c31cf0f7d3adeas. ..
v
[ 1) Authority Info Access
Access Method =Certification Repository (1.3.6.1.5.5.7.48.5)
Alternative Name:
IURL =https: /www.dropbox. 2k
|3oyovfardi=0
Copy toFie... |

‘ertificate path is valid.

()]
o

=46
sample_ts.pdf - Adobe Acrobat Reader DC (32-bit) = m] X
File Edit View Sign Window Help
Home Tools sample ts.pdf @ A Ssignin
EA®BAQAOD 1/ ABHOO am- o AE L
% Signed and all signatures are valid. Q
daroido s A
X E)O
[E]~ Validate All -
@ R
\ &) Rev. 1: Signed by TSA CERT 1
a Signature is valid: a
Document has not been madified since this signatui E‘
Signature is valid, but revocation of the signer’s ider ¥
Signature is a document timestamp signature. r[]
Signature is not LTV enabled and will expire after 20;
> Signature Details E(
Last Checked: 2021.07.04 14:58:04 +08'00"
Field: Signature? (invisible signature) 4
Click to view this version
v
I+
< > v

\520

v
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