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(57) Abstract: Methods, systems, and computer-readable media are disclosed for packet sanitization. A particular method inter-
cepts a packet of a packet stream, where the packet stream is transmitted in accordance with a particular protocol. The packet is
analyzed based on a specification associated with the particular protocol. Based on the analysis, a data value of a field of the pack-
et is replaced with a sanitized data value to create a sanitized packet. The sanitized packet may be injected into the packet stream
or may optionally be forwarded to a signature module that checks the sanitized packet for malicious content. When malicious con-
tent is found, the sanitized packet may be dropped, the sanitized packet may be logged, the sanitized packet may be redirected, or
a notification regarding the sanitized packet may be sent to an administrator.
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SANITIZATION OF PACKETS

BACKGROUND
[0001] Information Technology (IT) professionals and IT departments often deploy
network security systems in an effort to prevent security threats from compromising a
computing environment. Network security systems frequently include tools to monitor
network traffic, such as Internet traffic, for known security threats.
[0002] Monitoring network traffic can include examining individual packets that make up
the network traffic. However, the individual packets are typically examined for known
security threats. Consequently, security threats that are unknown may not be detected.

SUMMARY

[0003] The present disclosure describes protocol sanitization in accordance with published
specifications, such as protocol specifications, request for comments (RFC) documents,
Internet drafts, research publications, conference publications and slides, and documented
expected application behavior characteristics. Packets of a packet stream flowing in and
out of a computing environment are intercepted. The packet stream is transmitted in
accordance with a particular protocol. The packets are analyzed based on a specification
for the particular protocol. When the analysis indicates that a particular packet includes
fields that contain questionable (e.g., invalid) data values, the data values may be replaced
with sanitized values to create a sanitized packet. The sanitized packet is then injected
back into the packet stream.
[0004] The resulting sanitized packet may be subject to signature-based verification,
where the sanitized packet is compared to malicious packet signatures. If a match is
found, security actions may be taken (e.g., dropping the packet, rewriting the packet,
logging the packet, or redirecting the packet).
[0005] The sanitized values may be retrieved from a list of common values included in a
published specification associated with the particular protocol. Thus, the system may
enforce and spread the use of practices in compliance with published standards for the
protocol.
[0006] This Summary is provided to introduce a selection of concepts in a simplified form
that are further described below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the claimed subject matter, nor is

it intended to be used to limit the scope of the claimed subject matter.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0007] FIG. 1 is a block diagram to illustrate a particular embodiment of a packet
sanitization system;
[0008] FIG. 2 is a block diagram to illustrate another particular embodiment of packet
sanitization system;
[0009] FIG. 3 is a flow diagram to illustrate a particular embodiment of a method of
packet sanitization;
[0010] FIG. 4 is a flow diagram to illustrate another particular embodiment of a method of
packet sanitization;
[0011] FIG. 5 is a flow diagram to illustrate another particular embodiment of a method of
packet sanitization; and
[0012] FIG. 6 is a block diagram of a computing environment including a computing
device operable to support embodiments of computer-implemented methods, computer
program products, and system components as illustrated in FIGs. 1-5.

DETAILED DESCRIPTION

[0013] In aparticular embodiment, a method is disclosed that includes intercepting a
packet of a packet stream. The packet stream includes data transmitted in accordance with
a particular protocol. The method also includes analyzing the packet based on a
specification associated with the particular protocol. Based on the analysis, a data value of
a field of the packet may be replaced with a sanitized data value to create a sanitized
packet. The method includes injecting the sanitized packet into the packet stream.
[0014] In another particular embodiment, a system is disclosed that includes a network
interface, an analysis module, and a sanitization module. The network interface is
configured to intercept a packet of a packet stream and to inject a sanitized packet into the
packet stream. The packet and the sanitized packet conform to a particular protocol. The
analysis module is configured to compare the packet to a protocol specification for the
particular protocol. The sanitization module is configured to identify any field of the
packet that contains an invalid data value. The sanitization module is further configured to
replace the invalid data value with a sanitized data value to form the sanitized packet.
[0015] In another particular embodiment, a computer-readable medium is disclosed that
includes instructions, that when executed by a computer, cause the computer to receive a
packet of a packet stream, where the packet stream is transmitted in a particular network
protocol. The computer-readable medium also includes instructions, that when executed

by the computer, cause the computer to analyze the packet based on a specification
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associated with the network protocol. Based on the analysis, an invalid data value in a
particular field of the packet is identified. The computer-readable medium includes
instructions, that when executed by the computer, cause the computer to retrieve a
sanitized data value from a list of common data values for the particular field. The
computer-readable medium also includes instructions, that when executed by the
computer, cause the computer to replace the invalid data value in the particular field with
the sanitized data value to form a sanitized packet. The sanitized packet is compared to
one or more malicious packet signatures to form a sanitized and signature-verified packet.
The computer-readable medium includes instructions, that when executed by the
computer, cause the computer to transmit the sanitized and signature-verified packet to a
destination computing device when the comparison does not identify a match between the
sanitized packet and any of the one or more malicious packet signatures.

[0016] FIG. 1 is a block diagram to illustrate a particular embodiment of a packet
sanitization system 100. The system 100 includes a network interface 110 configured to
intercept packets (e.g., a packet 104) of a packet stream 102. The network interface 110 is
also configured to inject packets, such as a sanitized packet 106, into the packet stream
102. The network interface 110 is communicatively coupled to an analysis module 120
and to a sanitization module 130. The analysis module 120 and the sanitization module
130 are also communicatively coupled to each other.

[0017] The packet stream 102 may be transmitted in accordance with a particular protocol.
By way of example, and not limitation, the particular protocol may include hypertext
transfer protocol (HTTP), hypertext transfer protocol secure (HTTPS), file transfer
protocol (FTP), transport control protocol (TCP), Internet control message protocol
(ICMP), server message block (SMB), simple network management protocol (SNMP),
Internet message access protocol (IMAP), tabular data stream (TDS), post office protocol
(POP3), simple mail transfer protocol (SMTP), or remote procedure call (RPC). The
network interface 110 may be a wired data communication interface such as an Ethernet
interface or a wircless data communication interface such as an IEEE 802.11 compatible
wireless interface. The network interface 110 may intercept packets, such as the packet
104, of the packet stream 102 and send the intercepted packets to the analysis module 120.
[0018] The analysis module 120 is configured to receive intercepted packets from the
network interface 110 and may include logic 122 to compare the intercepted packets to a
protocol specification 124. The logic 122 may compare the packet 104 to the protocol

specification 124. In a particular embodiment, the protocol specification 124 includes a
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request for comments (RFC) document associated with the particular protocol or an
Internet draft associated with the particular protocol. In another particular embodiment,
the protocol specification 124 includes documented expected application behavior
characteristics of an application associated with the particular protocol. For example, the
protocol specification 124 may indicate that HTTP packets transmitted by a particular web
browser generally include a header section that conforms to a particular format. The
analysis module 120 may also be configured to send the packet 104 and analysis results
108 to the sanitization module 130.

[0019] The sanitization module 130 may receive the packet 104 and the analysis results
108 regarding the packet 104 from the analysis module 120. The sanitization module 130
may include logic 132 to identify a packet field containing an invalid data value. For
example, the logic 132 may identify a ficld of the packet 104 that contains an invalid data
value based on the analysis results 108 (and thus based on the protocol specification 124).
It should be noted that the invalid data value need not be malicious. Instead, the invalid
data values may be non-compliant with published protocol specifications (e.g., the packet
104 may include a data field that has a length larger than the maximum acceptable length
provided in a published protocol specification). The data values may also deviate from
documented expected application behavior.

[0020] The sanitization module 130 may also include logic 134 to replace an invalid data
value with a sanitized data value, thereby creating a sanitized packet 106. The sanitization
module 130 is configured to send sanitized packets, such as the sanitized packet 106, to
the network interface 110 for reinjection into the packet stream 102. In a particular
embodiment, the packet 104 includes a checksum value, and the sanitization module 130
recalculates the checksum value for the sanitized packet 106 prior to sending the sanitized
packet 106 to the network interface. The checksum value may need to be recalculated due
to the difference in data between the packet 104 and the sanitized packet 106.

[0021] The analysis module 120 and the sanitization module 130 may operate at one or
more layers of the Open Systems Interconnection (OSI) Reference Model that are higher
than the network layer. For example, the analysis module 120 and the sanitization module
130 may operate at one or more of the transport layer, the session layer, the presentation
layer, or the application layer.

[0022] In a particular embodiment, the analysis module 120 and the sanitization module
130 are located in the same place (e.g., at the same computing device). The computing

device may be a personal computer, a server, a gateway, a firewall, a host-based intrusion
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detection and prevention system, or some other computing device. Alternatively, the
analysis module 120 and the sanitization module 130 may be distributed (i.e., located in
different places). For example, the analysis module 120 and the sanitization module 130
may be located at different computing devices of a distributed intrusion detection and
prevention system.

[0023] In operation, the network interface 110 may intercept the packet 104 of the packet
stream 102, where the packet stream 102 is transmitted in accordance with a particular
protocol. For example, the packet 104 may be an Internet control message protocol
(ICMP) packet. The network interface 110 may then send the intercepted packet 104 to
the analysis module 120. The analysis module 120 may compare the packet 104 to the
protocol specification 124. In this case, the protocol specification 124 is related to ICMP
because the packet 104 is an ICMP packet. For example, the protocol specification 124
may include RFC 792, a published RFC document associated with ICMP. When the
protocol specification 124 includes RFC 792, the comparison may include comparing the
packet 104 to various acceptable message formats provided for ICMP packets provided in
RFC 792. The analysis module 120 may then send the packet 104 and the analysis results
108 to the sanitization module 130.

[0024] The logic 132 to identify a packet field containing an invalid data value of the
sanitization module 130 may identify a field of the packet 104 that contains an invalid data
value. For example, the logic 132 may identify that although the packet 104 is an ICMP
echo_request packet or an ICMP echo_reply packet, the packet 104 includes a data field
that contains information. In ICMP, echo_request and echo_reply packets are used in
“pinging” remote computing devices, to detect whether the remote computing devices are
accessible via a network. Accordingly, although the ICMP specification (and RFC 792)
allows ICMP packets to have data payloads, echo_request and echo_reply packets usually
have empty data fields (RFC 792 indicates that the data field values may be disregarded
when processing echo_request and echo_reply packets). When an echo_request packet or
an echo_reply packet has information in the data field, a remote attacker may be
attempting to covertly communicate information (e.g., secure information such as credit
card numbers and social security numbers) via the data field. It will thus be appreciated
that the logic 132 may identify potentially harmful data in a packet even when the data is
compliant with a protocol specification.

[0025] Once it has been determined that the packet 104 includes a field that contains an

invalid data value, the logic 134 to replace an invalid data value with a sanitized data value
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may replace the invalid data value in the packet 104 with a sanitized data value to form the
sanitized packet 106. For example, when the packet 104 is an ICMP echo_request or
echo_reply packet with information in the data field, the logic 134 may delete the
information from the data field (e.g., replace the information with a sequence of binary
zeroes), thereby forming the sanitized packet 106. The sanitization module 130 may then
send the sanitized packet 106 to the network interface 110, and the network interface 110
may inject the sanitized packet 106 into the packet stream 102.

[0026] It will be appreciated that the system 100 of FIG. 1 may enable high-level packet
sanitization. For example, the system 100 of FIG. 1 may enable packet sanitization at the
transport, session, presentation, and application layer of the OSI Reference Model. It will
also be appreciated that the system 100 of FIG. 1 may sanitize packets even when the
packets contain data that is not known to be malicious (e.g., non-compliant with published
protocol specifications or deviating from expected application behavior).

[0027] FIG. 2 is a block diagram to illustrate another particular embodiment of packet
sanitization system 200. The system 200 includes a network interface 210 configured to
intercept packets (e.g., a representative packet 204) of a packet stream 202. The network
interface is also configured to inject packets, such as a sanitized and signature-verified
packet 208, into the packet stream 202. The system 200 also includes an analysis module
220 and a signature module 240 communicatively coupled to the network interface 210
and to a sanitization module 230. In an illustrative embodiment, the packet stream 202 is
the packet stream 102 of FIG. 1, the analysis module 220 is the analysis module 120 of
FIG. 1, and the sanitization module 230 is the sanitization module 130 of FIG. 1.

[0028] The packet stream 202 may be transmitted in accordance with a particular protocol.
The network interface 210 may be a wired data communication network interface or a
wireless data communication network interface. Upon intercepting a packet of the packet
stream 202, the network interface 210 may send the intercepted packet to the analysis
module 220. For example, the network interface 210 may intercept the packet 204 and
send the packet 204 to the analysis module 220.

[0029] The analysis module 220 is configured to receive intercepted packets from the
network interface 210 and may include logic 222 to compare the intercepted packets to a
protocol specification 224. For example, the logic 222 may compare the packet 204 to the
protocol specification 224. In a particular embodiment, the protocol specification 224
includes a request for comments (RFC) document associated with the particular protocol,

an Internet draft associated with the particular protocol, or expected application behavior
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associated with the particular protocol. The protocol specification 224 may be defined in a
language such as extensible markup language (XML), generic application level protocol
analyzer language (GAPAL), a binary representation, or some other language. The
protocol specification 224 may be defined in any language. The analysis module 220 may
also be configured to send the packet 204 and analysis results 226 to the sanitization
module 230.

[0030] The sanitization module 230 may receive the packet 204 and the analysis results
226 regarding the packet 204 from the analysis module 220. The sanitization module 230
may include logic 232 to identify a packet field containing an invalid data value. For
example, the logic 232 may identify a field of the packet 204 that contains an invalid data
value based on the analysis results 226 (and thus based on the protocol specification 224).
It should be noted that the invalid value need not be malicious. For example, the invalid
data values may be non-compliant with published protocol specifications or deviate from
normal behavior.

[0031] The sanitization module 230 may also include logic 234 to replace an invalid data
value with a sanitized data value, thereby creating a sanitized packet 206. In a particular
embodiment, the sanitized data value is retrieved from a list that contains common field
values for various protocols. The list of common field values may be included in the
protocol specification 224 or may be located elsewhere. Alternatively, the sanitized value
may be user-specified and user-modifiable when a security rating of the field is a low
security rating and may be system-specified and non user-modifiable when the security
rating of the field is a high security rating. The sanitization module 230 may also be
configured to send sanitized packets, such as the sanitized packet 206, to the signature
module 240. In a particular embodiment, the sanitization module 130 may also replace
valid data values with sanitized data values to create the sanitized packet 206.

[0032] The signature module 240 is configured to receive sanitized packets from the
sanitization module 230. The signature module 240 may include logic 242 to compare a
sanitized packet to malicious packet signatures 244 and logic 246 to take security actions
based on the comparison, thereby creating a sanitized and signature-verified packet 208.
For example, the logic 242 may compare the sanitized packet 206 to the malicious packet
signatures 244, and the logic 246 may take a security action if a match between the
sanitized packet 206 and any of the malicious packet signatures 244 is found. The
malicious packet signatures 244 may include signatures associated with malwares, security

exploits, or network intrusion attempts. For example, the malicious packet signatures 244
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may include signatures of packets known to contain computer virus payloads. Security
actions may include, but are not limited to, dropping the sanitized packet 206, rewriting
the sanitized packet 206, logging the sanitized packet 206, redirecting the sanitized packet
206, or sending a notification regarding the sanitized packet 206 to an administrator. The
notification may be instant or near-instant and may be in the form of a simple messaging
system (SMS) message or an electronic mail (e-mail). For example, the sanitized packet
206 may be dropped (e.g., discarded without being forwarded), rewritten to include non-
malicious data (e.g., a known malicious payload may be replaced with zeroes), logged in a
network security incident log (e.g., a log used by system administrators to gauge the
effectiveness of network security measures), or redirected to a computing device other
than the intended recipient of the packet for further analysis (e.g., a system administrator’s
computer or a honeypot for attack simulation). When the logic 246 to take security
actions does not drop the sanitized packet, the signature module 240 may send the
resulting sanitized and signature-verified packet 208 to the network interface 210 for
injection into the packet stream 202.

[0033] In operation, the network interface 210 may intercept a packet of the packet stream
202 that is transmitted in accordance with a particular protocol. For example, the packet
204 may be a Remote Procedure Call (RPC) packet. The network interface 210 may send
the intercepted packet 204 to the analysis module 220. The analysis module 220 may
compare the packet 204 to the protocol specification 224, where the protocol specification
is related to RPC. For example, the protocol specification 224 may be a GAPAL
specification for RPC. The analysis module 220 may then send the packet 204 and the
results of the analysis 226 to the sanitization module 230.

[0034] The logic 232 to identify a packet field containing an invalid data value may
identify a field of the packet 204 that contains an invalid data value. For example, the
logic 232 may identify that the packet 204 includes the pattern “..\” in a field that will be
passed to RPC’s universal naming convention (UNC) canonicalization function. It should
be noted that such a pattern was used as a propagation vector by the “Conficker” worm.
Once it has been determined that the packet 204 includes a field that may contain an
invalid data value, the logic 234 to replace an invalid data value with a sanitized data value
may replace the invalid data value in the packet 204 with a sanitized data value, thereby
creating the sanitized packet 206. For example, the sanitized packet 206 may be created

by removing the “.\” pattern, along with the directory name before the pattern, from the
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field as per the protocol specification 224. The sanitization module 230 may then send the
sanitized packet 206 to the signature module 240.

[0035] The signature module 240 may compare the sanitized packet 206 to the malicious
packet signatures 244, where the malicious packet signatures 244 include signatures of
malicious RPC packets. In a particular embodiment, the comparison includes examining
the sanitized packet 206 for an occurrence of a regular expression associated with the
malicious packet signatures 244. Based on the comparison, the signature module 240 may
take a security action. For example, the sanitized packet 206 may be logged. The
signature module 240 may then send a resulting sanitized and signature-verified packet
208 to the network interface 210, and the network interface 210 may then inject the
sanitized and signature-verified packet 208 into the packet stream 202 for subsequent
transmission and processing.

[0036] It will be appreciated that the system 200 of FIG. 2 is compatible with protocol
specifications that may be defined in various languages. As such, the system 200 of FIG.
2 may be used with third-party protocol specifications. Compatibility with third-party
protocol specifications may reduce the work required by system administrators to keep the
system 200 of FIG. 2 updated with changes in protocol technologies. It will also be
appreciated that by replacing invalid field values with common field values and by not
permitting users to modify sanitized values for high security rated fields, the system 200 of
FIG. 2 may enforce protocol security practices based on published and peer-reviewed
standards. It will further be appreciated that the system 200 of FIG. 2 may take security
actions based on comparisons between sanitized packets and malicious packet signatures,
further reducing the chances that a malicious packet passes through the system 200 of FIG.
2 undetected.

[0037] FIG. 3 is a flow diagram to illustrate a particular embodiment of a method 300 of
packet sanitization. In an illustrative embodiment, the method 300 may be performed by
the system 100 of FIG. 1 or the system 200 of FIG. 2.

[0038] The method 300 includes intercepting a packet of a packet stream, at 302. The
packet stream is transmitted in accordance with a particular protocol. For example, in
FIG. 1, the network interface 110 may intercept the packet 104 of the packet stream 102,
where the packet 104 is an ICMP packet.

[0039] The method 300 also includes analyzing the packet based on a specification

associated with the particular protocol, at 304. For example, in FIG. 1, the analysis
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module 120 may analyze the ICMP packet 104 based on the protocol specification 124,
where the protocol specification 124 is associated with I[CMP.

[0040] The method 300 further includes, based on the analysis, replacing a data value of a
field of the packet with a sanitized data value to create a sanitized packet, at 306. For
example, in FIG. 1, the sanitization module 130 may replace a data value of a field of the
ICMP packet 104 to create the sanitized packet 106.

[0041] The method 300 includes injecting the sanitized packet into the packet stream, at
308. For example, in FIG. 1, the network interface 110 may inject the sanitized packet
106 into the packet stream 102.

[0042] It will be appreciated that the method 300 of FIG. 3 may enable high-level packet
sanitization based on protocol specification, including the sanitization of packets that
contain data not known to be malicious (e.g., non-compliant with published protocol
specifications or deviating from expected behavior). It will thus be appreciated that the
method 300 of FIG. 3 may identify unknown malwares that are in the wild or that are not
yet fully developed and being tested.

[0043] FIG. 4 is a flow diagram to illustrate another particular embodiment of a method
400 of packet sanitization. In an illustrative embodiment, the method 400 may be
performed by the system 200 of FIG. 2.

[0044] The method 400 includes intercepting a packet of a packet stream, at 402. The
packet stream is transmitted in accordance with a particular protocol and the packet
includes a checksum. For example, in FIG. 2, the network interface 210 may intercept the
packet 204 of the packet stream 202, where the packet stream 202 is transmitted in
accordance with a particular protocol (e.g., RPC).

[0045] The method 400 also includes analyzing the packet based on a specification
associated with the particular protocol, at 404. The specification may be a protocol
specification, an RFC document, an Internet draft, or may include expected behavior
characteristics of a computer application associated with the particular protocol. For
example, in FIG. 2, the analysis module 220 may compare the packet 204 with the
protocol specification 224 (e.g., an RPC protocol specification). The protocol
specification 224 is discussed herein with respect to FIG. 2.

[0046] The method 400 further includes, based on the analysis, replacing a data value of a
field of the packet with a sanitized data value to create a sanitized packet, at 406. The
sanitized data value may be user-modifiable when a security rating of the field is a low

security rating or a non user-modifiable value when the security rating of the field is a

10



10

15

20

25

30

WO 2010/129433 PCT/US2010/033256

high security rating. For example, in FIG. 2, the sanitization module 230 may replace a
data value of a field of the packet 204, thereby creating the sanitized packet 206.

[0047] The method 400 includes calculating a modified checksum for the sanitized packet,
at 408. For example, in FIG. 2, the sanitization module 230 may calculate a modified
checksum for the sanitized packet 206.

[0048] The method 400 also includes comparing the sanitized packet to a malicious packet
signature, at 410. The comparison may include examining the sanitized packet for an
occurrence of a regular expression associated with the malicious packet signature. For
example, in FIG. 2, the signature module 240 may compare the sanitized packet 206 to the
malicious packet signatures 244.

[0049] The method 400 further includes taking a security action based on the comparison
with the malicious packet signatures and creating a sanitized and signature verified packet,
at 412. The security action may include dropping the sanitized packet, rewriting the
sanitized packet, logging the sanitized packet, redirecting the sanitized packet, or sending
a notification regarding the sanitized packet to an administrator. For example, in FIG. 2,
the signature module 240 may take a security action based on the signature comparison
(e.g., rewrite malicious values in the sanitized packet 206 with zeroes).

[0050] The method 400 includes injecting the sanitized and signature-verified packet into
the packet stream, at 414. For example, in FIG. 2, the network interface 210 may inject
the sanitized and signature-verified packet 208 into the packet stream 202.

[0051] It will be appreciated that the method 400 of FIG. 4 enables both sanitization as
well as signature verification of packets. It will also be appreciated that by calculating a
modified checksum for the sanitized packet, the method 400 of FIG. 4 may comply with
protocol security policies that automatically drop a particular packet when the checksum
of the particular packet does not correspond to the data of the particular packet (i.e., the
particular packet has been modified during transit).

[0052] FIG. 5 is a flow diagram to illustrate another particular embodiment of a method
500 of packet sanitization. In an illustrative embodiment, the method 500 may be
performed by the system 200 of FIG. 2.

[0053] The method 500 includes receiving a packet of a packet stream, at 502. The packet
stream is transmitted in a particular network protocol. For example, referring to FIG. 2,

the analysis module 220 may receive the packet 204 from the network interface 210.
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[0054] The method 500 also includes analyzing the packet based on a specification
associated with the particular network protocol, at 504. For example, referring to FIG. 2,
the analysis module 220 may compare the packet 204 with the protocol specification 224.
[0055] The method 500 further includes, based on the analysis, identifying an invalid and
non-malicious data value in a particular field of the packet, at 506. For example, referring
to FIG. 2, the analysis module 220 may identify an invalid and non-malicious data value in
a particular field of the packet 204.

[0056] The method 500 includes retrieving a sanitized data value from a list of common
data values for the particular field, at 508. For example, referring to FIG. 2, the
sanitization module 230 may retrieve a sanitized value from a list of common data values
for the particular field.

[0057] The method 500 also includes replacing the invalid and non-malicious data value
in the particular field with the sanitized data value to form a sanitized packet, at 510. For
example, referring to FIG. 2, the sanitization module 230 may replace the invalid and non-
malicious data value with the sanitized data value to form the sanitized packet 206.

[0058] The method 500 further includes comparing the sanitized packet to one or more
malicious packet signatures to form a sanitized and signature-verified packet, at 512. For
example, referring to FIG. 2, the signature module 240 may compare the sanitized packet
206 to the malicious packet signatures 244 and may form the sanitized and signature-
verified packet 208.

[0059] The method 500 includes transmitting the sanitized and signature-verified packet
to a destination computing device when the comparison does not identify a match between
the sanitized packet and any of the one or more malicious packet signatures, at 514. For
example, referring to FIG. 2, the network interface 210 may transmit the sanitized and
signature-verified packet 208 to a destination computing device by injecting the sanitized
and signature-verified packet 208 into the packet stream 202.

[0060] It will be appreciated that the method 500 of FIG. 5 may enforce defined protocol
practices by replacing invalid and non-malicious data values in packets with sanitized
values based on a protocol specification. For example, in the case of ICMP, the method
500 of FIG. 5§ may enforce ICMP security practices by removing data in the data field of
ICMP echo_request packets and ICMP echo_reply packets.

[0061] FIG. 6 shows a block diagram of a computing environment 600 including a
computing device 610 operable to support embodiments of computer-implemented

methods, computer program products, and system components according to the present
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disclosure. In an illustrative embodiment, the computing device 610 may include one or
more of the system components 120 and 130 of FIG. 1 or the system components 220,
230, and 240 of FIG. 2. Each of the components 120 and 130 of FIG. 1 or the components
220, 230, and 240 of FIG. 2 may include the computing device 610 or a portion thereof.
[0062] The computing device 610 typically includes at least one processor 620 and system
memory 630. Depending on the configuration and type of computing device, the system
memory 630 may be volatile (such as random access memory or “RAM?”), non-volatile
(such as read-only memory or “ROM,” flash memory, and similar memory devices that
maintain stored data even when power is not provided) or some combination of the two.
The system memory 630 typically includes an operating system 632, one or more
application platforms 634, one or more applications 636, and may include program data
638. In an illustrative embodiment, the system memory 630 may include one or more
modules as disclosed herein. For example, the system memory 630 may include one or
more of the analysis module 120 of FIG. 1 and the sanitization module 130 of FIG. 1. As
another example, the system memory 630 of FIG. 6 may include one or more of the
analysis module 220 of FIG. 2, the sanitization module 230 of FIG. 2, and the signature
module 240 of FIG. 2.

[0063] The computing device 610 may also have additional features or functionality. For
example, the computing device 610 may also include removable and/or non-removable
additional data storage devices such as magnetic disks, optical disks, tape, and standard-
sized or miniature flash memory cards. Such additional storage is illustrated in FIG. 6 by
removable storage 640 and non-removable storage 650. Computer storage media may
include volatile and/or non-volatile storage and removable and/or non-removable media
implemented in any method or technology for storage of information such as computer-
readable instructions, data structures, program components or other data. The system
memory 630, the removable storage 640 and the non-removable storage 650 are all
examples of computer storage media. The computer storage media includes, but is not
limited to, RAM, ROM, electrically erasable programmable read-only memory
(EEPROM), flash memory or other memory technology, compact disks (CD), digital
versatile disks (DVD) or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or any other medium that can be
used to store information and that can be accessed by computing device 610. Any such
computer storage media may be part of the computing device 610. The computing device

610 may also have input device(s) 660, such as a keyboard, mouse, pen, voice input
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device, touch input device, etc. Output device(s) 670, such as a display, speakers, printer,
etc. may also be included.

[0064] The computing device 610 also contains one or more communication connections
680 that allow the computing device 610 to communicate with other computing devices
690 over a wired or a wircless network. In an illustrative embodiment, the communication
connections 680 include the network interface 110 of FIG. 1 or the network interface 210
of FIG. 2.

[0065] The one or more communication connections 680 are an example of
communication media. By way of example, and not limitation, communication media
may include wired media such as a wired network or direct-wired connection, and wireless
media, such as acoustic, radio frequency (RF), infrared and other wireless media. It will
be appreciated, however, that not all of the components or devices illustrated in FIG. 6 or
otherwise described in the previous paragraphs are necessary to support embodiments as
herein described. For example, the input device(s) 660 and output device(s) 670 may be
optional.

[0066] The illustrations of the embodiments described herein are intended to provide a
general understanding of the structure of the various embodiments. The illustrations are
not intended to serve as a complete description of all of the elements and features of
apparatus and systems that utilize the structures or methods described herein. Many other
embodiments may be apparent to those of skill in the art upon reviewing the disclosure.
Other embodiments may be utilized and derived from the disclosure, such that structural
and logical substitutions and changes may be made without departing from the scope of
the disclosure. Accordingly, the disclosure and the figures are to be regarded as
illustrative rather than restrictive.

[0067] Those of skill would further appreciate that the various illustrative logical blocks,
configurations, modules, and process or instruction steps described in connection with the
embodiments disclosed herein may be implemented as electronic hardware, computer
software, or combinations of both. Various illustrative components, blocks,
configurations, modules, or steps have been described generally in terms of their
functionality. Whether such functionality is implemented as hardware or software
depends upon the particular application and design constraints imposed on the overall
system. Skilled artisans may implement the described functionality in varying ways for
each particular application, but such implementation decisions should not be interpreted as

causing a departure from the scope of the present disclosure.
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[0068] The steps of a method described in connection with the embodiments disclosed
herein may be embodied directly in hardware, in a software module executed by a
processor, or in a combination of the two. A software module may reside in computer
readable media, such as random access memory (RAM), flash memory, read only memory
(ROM), registers, a hard disk, a removable disk, a CD-ROM, or any other form of storage
medium known in the art. An exemplary storage medium is coupled to the processor such
that the processor can read information from, and write information to, the storage
medium. In the alternative, the storage medium may be integral to the processor or the
processor and the storage medium may reside as discrete components in a computing
device or computer system.

[0069] Although specific embodiments have been illustrated and described herein, it
should be appreciated that any subsequent arrangement designed to achieve the same or
similar purpose may be substituted for the specific embodiments shown. This disclosure
is intended to cover any and all subsequent adaptations or variations of various
embodiments.

[0070] The Abstract of the Disclosure is provided with the understanding that it will not
be used to interpret or limit the scope or meaning of the claims. In addition, in the
foregoing Detailed Description, various features may be grouped together or described in a
single embodiment for the purpose of streamlining the disclosure. This disclosure is not to
be interpreted as reflecting an intention that the claimed embodiments require more
features than are expressly recited in each claim. Rather, as the following claims reflect,
inventive subject matter may be directed to less than all of the features of any of the
disclosed embodiments.

[0071] The previous description of the embodiments is provided to enable any person
skilled in the art to make or use the embodiments. Various modifications to these
embodiments will be readily apparent to those skilled in the art, and the generic principles
defined herein may be applied to other embodiments without departing from the scope of
the disclosure. Thus, the present disclosure is not intended to be limited to the
embodiments shown herein but is to be accorded the widest scope possible consistent with

the principles and novel features as defined by the following claims.
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CLAIMS

1. A method comprising:

intercepting (302) a packet (104) of a packet stream (102), wherein the packet
stream (102) is transmitted in accordance with a particular protocol;

analyzing (304) the packet (104) based on a specification (124) associated with the
particular protocol;

based on the analysis, replacing (306) a data value of a field of the packet (104)
with a sanitized data value to create a sanitized packet (106); and

injecting (308) the sanitized packet (106) into the packet stream (102).
2. The method of claim 1, wherein the data value is not a malicious data value.
3. The method of claim 1, wherein the specification is one of a protocol specification
for the particular protocol, a request for comments (RFC) document associated with the
particular protocol, and an Internet draft associated with the particular protocol.
4. The method of claim 1, wherein the specification includes documented expected
behavior characteristics of a computer application associated with the particular protocol.
5. The method of claim 1, wherein the packet includes a checksum and wherein the
method further comprises calculating a modified checksum for the sanitized packet.
6. The method of claim 1, wherein the sanitized data value is modifiable by a user of
a computer that intercepted the packet when a security rating of the field is a low security
rating, and wherein the sanitized data value is not modifiable by the user of the computer
that intercepted the packet when the security rating of the field is a high security rating.
7. The method of claim 1, further comprising maintaining a list of common field data
values for the particular protocol and wherein the sanitized data value is a common field
data value for the field.
8. The method of claim 7, wherein the list of common ficld data values for the
particular protocol is included in the specification associated with the particular protocol.
9. The method of claim 1, further comprising, after the invalid data value is replaced
with the sanitized data value, comparing the sanitized packet to one or more signatures.
10. The method of claim 9, wherein the one or more signatures include a signature of a
malicious packet.
11. The method of claim 10, wherein the sanitized packet is examined for an

occurrence of a regular expression associated with the signature of the malicious packet.
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12. The method of claim 1, further comprising taking a security action wherein the
security action includes at least one of dropping the sanitized packet, rewriting the
sanitized packet, logging the sanitized packet, redirecting the sanitized packet, or sending
a notification regarding the sanitized packet to an administrator.
13. A system comprising;

a network interface (110) configured to intercept a packet (104) of a packet stream
(102) and to inject a sanitized packet (106) into the packet stream (102), wherein the
packet (104) and the sanitized packet (106) conform to a particular protocol;

an analysis module (120) configured to compare the packet (104) to a protocol
specification (124) for the particular protocol; and

a sanitization module (130) configured to identify a field of the packet (104) that
contains an invalid data value and to replace the invalid data value with a sanitized data
value to form the sanitized packet (106).
14. The system of claim 13, further comprising a signature module configured to
compare the sanitized packet to one or more malicious packet signatures.
15. The system of claim 13, wherein the analysis module and the sanitization module
operate at one or more layers of the Open Systems Interconnection (OSI) Reference Model

that are higher than the network layer.
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f 300

Intercept a packet of a packet stream, where the packet stream is
transmitted in accordance with a particular protocol

| 302

l

Analyze the packet based on a specification associated with the
particular protocol

)— 304

l

Based on the analysis, replace a data value of a field of the
packet with a sanitized data value to create a sanitized packet

; 306

l

Inject the sanitized packet into the packet stream

; 308
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Intercept a packet of a packet stream, where the packet stream is )’_ 402
transmitted in accordance with a particular protocol and where the
packet includes a checksum

v

Analyze the packet based on a specification (e.g. a software 404
specification, a request for comments (RFC) document, an )_
Internet draft, or documented expected application behavior)
associated with the particular protocol

v

Based on the analysis, replace a data value of a field of the

packet with a sanitized data value (e.g. a user-modifiable value )— 406

when a security rating of the field is a low security rating or a non

user-modifiable value when the security rating of the field is a high
security rating) to create a sanitized packet

v

)— 408
Calculate a modified checksum for the sanitized packet

v

Compare the sanitized packet to a malicious packet signature by )_ 410
examining the sanitized packet for an occurrence of a regular
expression associated with the malicious packet signature

I

Take a security action based on the comparison (e.g., drop the 412
sanitized packet, rewrite the sanitized packet, log the sanitized /—

packet, redirect the sanitized packet, or send a notification

regarding the sanitized packet to an administrator), thereby
creating a sanitized and signature-verified packet

I

. e . " 41 4
Inject the sanitized and signature-verified packet into the packet )_
stream
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f 500

502
Receive a packet of a packet stream, where the packet stream is

transmitted in a particular network protocol

:

Analyze the packet based on a specification associated with the
particular network protocol

l 506
Based on the analysis, identify an invalid and non-malicious data /

value in a particular field of the packet

:

Retrieve a sanitized data value from a list of common data values
for the particular field

:

Replace the invalid and non-malicious data value in the particular
field with the sanitized data value to form a sanitized packet

I

Compare the sanitized packet to one or more malicious packet
signatures to form a sanitized and signature-verified packet

I

Transmit the sanitized and signature-verified packet to a
N . : . 514
destination computing device when the comparison does not j
identify a match between the sanitized packet and any of the one
or more malicious packet signatures
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