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(57) Abstract: The present disclosure provides methods operable in a balloon network. The method can include determining that a
balloon is at a location associated with a legally-defined geographic area. An area profile of the legally-defined geographic area may
identify geographically-restricted data that must not be removed from the legally-defined geographic area. The method can also in -
clude determining that the balloon contains at least some of the geographically-restricted data. The method can also include determ-
ining that the balloon is likely to move out of the legally-defined geographic area. The method can also include removing the geo-
graphically-restricted data from the memory of the balloon.
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Method for Ensuring Data Localization on an Ad Hoc Moving Data Network

BACKGROUND
(6881} Unless otherwise mdicated herein, the materials described in this section are
not prior art to the claims i this application and are not admitted to be prior art by inclusion
in this sectiou.
18062} Computing devices such as personal computers, laptop computers, tablet
computers, cellular phones, and countless types of Internet-capable devices are increasingly
prevalent in numerous aspects of modern Iife.  As such, the demand for data connectivity via
the Internet, cellular data networks, and other such networks, is growing. However, there are
many areas of the world where data conmectivity is still unavailable, or if available, is

unrelable and/or costly. Accordingly, additional network mfrastructare is desirable.
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SUMMARY

16663} In one aspect, the presemt disclosure provides a computer-implemented
method. The method can include determining that a first balloon is at 8 location associated
with a legally-defined geographic area, whercin a balioon network provides service in a
plurality of legally-defined geographic arcas, and wherein an area profile identifies
geographicaliy-restricted data that nwst not be removed from the legally-defined geographic
area. The method can also include determining that the first balloon contains at least some of
the geographically-restricted data. The method can also include deternuining that the first
halloon s likely to move out of the legally-defined geographic arca. The method can also
include removing the geographically-resiricted data from the memory of the first balloon.

6084} In ancther aspect, the present disclosure provides a method operable by a first
balloon in a balloon network, The method can include receiving at least a portion of
geographicaliy-restricted data when the first balloon enters 2 legaily-defined goographic area.
The method can also inclode determining that the legally-defined geographic area has an area
profile that identifies geographically-restricted data that owst not be removed from the
fegally-defined geographic arca. The method can also include determining that the first
balloon is likely to move out of the legally-defined geographic arca. The method can also
mclade removing the geographically-restricted data from the memory of the first balloon.

[B805] In vet another aspect, the present disclosure provides a computer-readable
medium storing instructions that, when executed by one or more processors in a computing
device, cause the computing device to perform functions.  The functions can mclude
determining that a first balloon 1¢ at a location associated with a legally-defined geographic
arca, wherein a balloon network provides service in a plurality of legally-defined geographic
arcas, and wherein an arca profile identifies goographically-restricted data that must not be

removed from the legally-defined geographic area.  The functions can also include
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determining that the first balloon contains at least some of the geographically-restricted data.
The functions can also inchlude determining that the first balloon 1s likely to move out of the
fegally-defined geographic arca. The functions can also include removing the
geographically-restricted data from the memory of the first balloon.

[BB36] These as well as other aspects, advantages, and alternatives, will become
apparent to those of ordinary skill in the art by reading the following detailed description,

with reference where appropriate to the accompanying drawings.
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BRIEF DESCRIPTION OF THE DRAWINGS
18067) Figure 1 is a simplified block diagram illustrating a balloon network,
according to an cxemplary embodiment.

6088} Figure 2 is a block diagram illustrating a balloon-network control system,

according to an exemplary embodiment.

[G069] Figure 3 shows a high-altitude balloon, according to an cxemplary
embodiment.
18614] Figure 4 is a simplified block diagram illustrating a balloon network that

includes super-nodes and sub-nodes, according to an excraplary embodiment.

#0611} Figuwre 3A is a simplified flow chart illustrating a method, according to an
excrplary embodiment.

(6812} Figure 5B is a flow chart illustrating a method, which is a continuation of the
method shown in Figure SA, according to an exemplary embodument,

[8013] Figure & is a simplificd flow chart illustrating 2 method, according to an
exemplary embodiment.

16614} Figare 7 depicts a computer-readable medivm configured according to an

example embodiment.
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DETAILED BDESCRIPTION
16615} Exemplary methods and systerns are described herein. It should be vnderstood
that the word "excmplary” is used hercin to mean "serving as an example, instance, or
illostration.” Any embodiment or feature deseribed herein as "exemplary™ is not necessarily
to be construed as preferred or advantageous over other embodiments or features. The
exemplary embodiments described bercin are not meant to be lmiting. It will be readily
understood that certain aspects of the disclosed systems and methods can be arranged and
combined in a wide variety of different configurations, all of which are contemplated herein.
6616} Furthermore, the particular arrangements shown in the Figures should vot be
viewed as limiting. 1t should be understood that other embodiments may include more or less
of cach element shown in a given Figure. Further, some of the illustrated clements may be
combined or omitted.  Yet further, an exemplary emmbodiment may include elements that are
not illustrated in the Figures.
L {verview
18617) Exemplary embodiments may generally relate to a data network formed by
halloons, and in particular, to 2 mesh network formed by high-altitude balloons deploved in
the stratosphere. In order that the balloouns can provide a reliabic mesh network in the
stratosphere, where winds may affect the locations of the various balloons in an asymmetrical
manner, the balloons i an exemplary network may be configured move latitudinally and/or
longitudinally relative to one another by adjusting their respective altitudes, such that the
wind carries the respective balloons to the respectively desired locations.
[8018] Further, in an exemplary balloon network, the balloons may communicate with
one ancther using froe-space optical convoumications.  For instance, the balloons may be

configured for optical communications using ultrabright LEDs or lasers for optical signaling.

o
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In addition, the balloons may commmumicate with ground-based station{s) using radio-
frequency (RF) commumications.

[6819] In an ecxemplary balloon network, the balloons are free to move from one
fegally-defined geographic area to another. A legally-defined geographic area can be defined
by @ country, state, city, arca where international law applies, or even by some more
temporary measure (e.g., a “disaster area” or “no-fly zone” as defined periodically by the U.S.
government).

18624] Each legally-defined geographic area may have its own rules regarding
whether certain data can be removed from that arca or must romain in that area. This data
may be referred to hercin as geographically-restricted data.  Ouwe cxample of such
geographically-restricted user data that i3 defined as being private by privacy laws of a
certam country. Such privacy laws may specify that the private user data cannot leave the
country.  Another example is data that includes confidential information relating to the
government of a legally-defined geographic arca. Other examples are possible as well
Therefore, it may be necessary for the balloons in the balloon network to comply with the
laws of various legally-defined geographic arcas as the balloons move in and out of such
areas.

6021} Accordingly, a balloon may implement an example method o detect when it is
about to move out of a given legally-defined geographic area, and responsively delete
geographically-restricied data that is prohibited from being moved out of the given legally-
defined geographic area. Further, in some instances, there may be a requirement that the
geographically-restricted data be stored by at least one device in the legally-defined
geographic arca. Accordingly, before a balloon deletes geographically-restricted data, the
balloon may check whether the data is mirrored at another balloon or other location (e.g., a

ground-based station) that 13 located in the legally-defined geographic area. If the

6
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geographically-restricted data is not mirrored, then the balloon may send the geographically-
restricted data to another balloon in the legally-defined geographic area before it leaves the
legally-defined geographic arca. In another example, if the geographically-restricted data is
not mirrored, then the balloon may send the geographically-restricted data to a ground-based
station located in the legally-defined geographic area before the balloon leaves the legally-
defined geographic area.

{6922} As g specific example, consider a balloon that is positioned over the United
States of America (USA). While positioned over the USA, the balloon may determine that it
is about to move o Cavada, and responsively determine whether @ currently has
geographically-resiricted data that must romain in the USA, in its data storage. If the balioon
has geographically-restricted data that most remain in the USA, then the balloon may delete
the geographically-restricted data before it moves into Canada (and further, may send the
geographically-restricted data 1o anothor balloon and/or a ground-based station that is
currently located in the USA). Other examplcs are also possible.

16623} It should be understood that the above examples are provided for llustrative
purposes, and should not be construed as limiting.  As such, the method additionally or
alternatively includes other steps or includes fewer steps, without departing fron the scope of
the mvention.

L. Exemplary Balloon Metworks

[8024] in some cmbodiments, 8 high-altitude-balloon network may be homogenous.
More specifically, in 3 homogenous high-altitade-balloon network, each balloon is configured
to communicate with nearby balloons via free-space optical links. Further, some or all of the
balloons in such a nctwork, may also be configured communicate with ground-based
station(s} using RF commumnications. {(Note that in some embodiments, the balloons may be

homogenous in so far as cach balloon is configured for free-space optical communication
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with other balloons, but heterogeneouns with regard to RF communications with ground-based
stations.)

13025] In other embodiments, a high-altitude-balioon network may be heterogencous,
and thos may toclude two or more different types of balloons.  For example, some balloons
may be configured as super-nodes, while other balloons may be configured as sub-nodes.
{Note also that some balloons may be configured to function as both a super-node and a sub-
node.)

18626} In such a configuration, the super-node balloons may be configured to
comvnunicate with nearby super-node balloons via free-space optical links. However, the
sub-node balloons may not be configured for frec-space optical communication, and may
mstead be configured for, e.g., RF commumications. Accordingly, a super-node may be
further configured to communicate with nearby sub-nodes using RF commumications. The
sub-vodes may accordingly relay conununications from the super-vedes to ground-based
station{s) using RF comumumications. Configured as such, the super-nodes may collectively
function as backhaul for the balloon network, while the sub-nodes function to relay
comaunications from the super-nodes to ground-based stations.

18627} Figwre 1 is a simplificd block diagram ilustrating a balloon network 104,
according to an exemplary embodiment. As shown, balloon network 100 includes balloons
102A to 102E, which are configured to communicate with one another via free-space optical
hinks 104, Configured as such, balloons 102A o 102E may collectively function as a mesh
network for packet-data communications. Further, balioons [02A to 102D may be configured
for RF commumications with ground-based stations 106 via RF links 108,

180258} In an cxemplary ombodiment, balloons 102A to 102E are high-altitude
balloons, which are deployed in the stratosphere. At moderate latitudes, the siratosphere

melades altitudes between approximately 10 kilometers (km) and 30 km altitude above the
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surface. At the poles, the stratosphere starts at an altitude of approximately § km. In an
exenplary embodiment, high-altitude balloons may be generally configured to operate in an
altitude range within the siratosphere that has lower winds {e.g., between 5 and 20 miles per
hour (maph)).

{3028} More specifically, in a high-altitude-balloon network, balloons 102A to 102E
may generally be configured to operate at altitudes between 17 ki and 22 km (although other
altitudes are possible). This asltitude range may be advantageous for several reasons. In
particular, this layer of the stratosphere generally has mild wind and turbulence (e.g., winds
between 5 and 20 miles per hour (oph)).  Further, while the winds between 17 km and 22
km may vary with latitude and by scason, the variations can be modeled in a reasonably
accorate manner. Additionally, altitudes above 17 ki are typically above the maximum flight
level designated for commercial air traffic. Therefore, interference with commercial flights is
not a concern when balleons are deployed between 17 km and 22 km

(8034} To transmit data to another balloon, a given balloon 102A to 102E nway be
contigured to transmit an optical signal via an optical link 104, In an exerplary embodiment,
& given balloon 102A to 102E may use one or more high-power light-emitting diodes {LEDs)
to transmit an optical signal Alternatively, some or all of balloons 102A to 102E may
mclade laser systems for frec-space optical communications over optical links 104, Gther
types of free-space optical communication are possible. Further, in order to receive an optical
signal from another balloon via an optical link 104, a given balloon 10ZA to 102E may
inchude one or more optical receivers. Additional details of exemplary balloons are discussed
in greater detail below, with reference to Figure 3.

18631} In a further aspect, balloons 102A to 102D may utilize one or more of various
different RF air-interface protocols for communication ground-based stations 106 via RF

tinks 108, For instance, some or all of balloons 102A to 102D may be configured to
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communicate with ground-based stations 106 using protocols described i IEEE 802.11
(including any of the IEEE B02.11 revisions), various cellalar protocols such as GSM,
CDMA, UMTS, EV-DO, WiMAX, and/or LTE, and/or one or more proprigty protocols
developed for balloon-to-grovnd RF communication, among other possibilities.

[8032] In a further aspect, there may scenarios where RF Hinks 108 do not provide a
desired Huk capacity for balloon-to-ground communications. For instance, increased capacity
may be desirable to provide backhaul links from a ground-bascd gateway, and in other
scenarios as well, Accordingly, an exemplary network may also include downlink balloons,
which provide a high-capacity ar-to-ground link.

16633] For example, in balloon network 100, balloon 102E is configured as a
downlink balloon. Like other balloons in an exemplary network, a8 downlink balloon 102E
may be operable for optical commupication with other balloons via optical links 104,
However, a downlink balloon 102E may also be configured for frec-space optical
communication with a ground-based station 112 via an optical link 110, Optical link 110 may
thercfore serve as a high-capacity link (as compared to an RF link 108) between the balloon
network 100 and a ground-based station 108,

18034} Note that in some tmplementations, a downlink balloon 102E may additionally
be operable for RF communication with ground-based stations 186, In other cases, a
downlink balloon 102E may only use an optical hink for balloon-to-ground commumications.
Further, while the arrangement shown in Figure 1 includes just one downlink balloon 10ZE,
an exemplary balloon network can also include multiple downlink balloons. On the other
hand, 4 balloon network can also be implemented without any downlink balloons.

18635} In other inplementations, a downlink balloon may be equipped with a
specialized,  high-bandwidth RF  communication  system  for  balloon-to-ground

communications, instead of or in addition to a free-space optical compmmication system. The

10
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high-bandwidth RF communication system may take the form of an ultra-wideband system,
which provides an RF hnk with substantially the same capacity as the optical bnks 104,
(rther forms are also possible.

[#836] Ground-based stations, such as ground-based stations 106 and/or 108, may
take various forms. Generally, a groumd-based station may include components such as
transceivers, transmitters, and/or recesivers for communication via RF links and/or optical
links with a balloon network. Further, a ground-based station may use various aur-interface
protocols in order comoumicate with a balloon 102A to 102E over an RF link 108, As such,
& ground-based station 106 may be contigured as an access points via which various devices
can connect to balloon network 100, Ground-based stations 106 wmay have other
configurations and/or serve other purposes without departing from the scope of the invention.
{8837} Further, some ground-based stations, such as ground-based station 108, may
be configured as gateways between balloon network 100 and one or more other networks.,
Such a ground-based siation 108 may thus serve as an nlerface between the balicon network
and the Internet, a cellolar service provider’s network, and/or other types of networks.
Variations on this configuration and other configurations of a ground-based station 108 are

also possible.

[BO38] A, Mesh-Network Functionality

[8039] As noted, balloons 102A to 102E may collectively fumction as a mesh network,
More specifically, since balloons 102A to 102E may commumnicate with one another using
free-space optical links, the balloons may collectively fimction as a free-space optical mesh
network.

16840 In a mesh-network configuration, cach balloon 102A to 102E may function as

a node of the mesh network, which is operable to receive data divect to it and fo route data o

1
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other balloons. As such, data may be routed from a souree balloon to a destination balloon by
determining an appropriate sequence of optical Hnks between the source balloon and the
destination ballcon. These optical links may be collectively referred to as a “hightpath” for
the connection between the source and destination balloons. Further, cach of the optical Hinks
may be referred to as a “hop” on the Lightpath.

8041} Further, i order to operate as a mesh network, balloons 102A to 102E may
employ various routing techniques and self-bealing algorithims. In some embodiments, 2
balloon network 100 may employ adaptive or dynamic routing, where a lightpath between a
source and destination balloon is determined and set-up when the connection is needed, and
released at a later time. Further, when adaptive routing is used, the lightpath may be
determined dynamically depending upon the corrent state, past state, and/or predicted state of
the balloon network.

18042} In addition, the network topology may change as the balloons 1024 to 102E
move relative to one apother and/or relative to the ground.  Accordingly, an exemplary
balloon network 100 may apply a mesh protocol to update the state of the network as the
topology of the network changes. For exanple, to address the mobility of the balloons 1024
to 102E, balloon network 100 may employ and/or adapt various techniques that arc employed
in mobile ad hoc networks (MANETs). Other examples are possible as well,

3043} fn some implementations, a balloon network 100 may be configured as a
transpareot mesh network., Move specifically, in a transparent balloon network, the ballocns
may tnclade components for physical switching that is entirely optical, without any electrical
mvolved in physical routing of optical signals. Thus, in a transpavent configuration with
optical switching, signals travel through a mulii-hop lightpath that is entirely optical.

18844] In other implementations, the balloon network 100 may implement a free-

space optical mesh network that is opaque. In an opagoe configuration, some or all balloons

12
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102 A to 102E may implement optical-clectrical-optical (OEQ) switching. For example, some
or all balloons may include optical cross-connects (OXCs) for OEQO conversion of optical
signais. Other opaque configurations arc also possible.

804 5] In a further aspect, balloons in an exemplary balloon network 100 may
mplement wavelength division multiplexing (WDM), which may help to increase link
capacity.  When WDM is implemented with transparent switching, physical lghipaths
through the balloon network may be subject to the “wavelength continuity constraint.” More
specifically, because the switching in a fransparent network is entirely optical, it may be
necessary to assign the same wavelength for all optical links on a given lightpath.

18046} An opaque configuration, opn the other hand, may avoid the wavelength
contimiuity constraint. In particular, balloons in an opague balloon network may imchude the
OFEO switching systems operable for wavelength conversion.  As a result, balloons can
convert the wavelength of an optical signal at each hop along a lightpath.

{8047} Further, various routing algorithms may be ecmployed in an opaque
contiguration. For example, to determine a primary lightpath and/or one or more diverse
backup lightpaths for a given connection, excoplary balloons may apply or consider shortest-
path routing techniques such as Dijkstra's algorithm and k-shortest path, and/or edge and
node-diverse or disjoint routing such as Sowrballe's algorithm, among others. Additionally or
alternatively, techniques for improving QoS may be emploved when determining a lightpath,
Other techniques are also possible.

[6048] B. Station-Keeping Fonctionality

8049} In an exemplary embodiment, a balloon network 100 may implement station-
keeping functions 1o help provide a desired vetwork topology. For example, station-keeping
may invoive ¢ach balloon 1024 to 102E maintaining and/or moving into a cortain position

relative to one or more other balloons in the network (and possibly In a certain position

o
(8]
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relative to the ground). As part of this process, each balloon 102A to 102E may implement
station-keeping fumctions to determine its desired positioning within the desired topology, and
if necessary, to detormine how to move to the desired position.

{6058} The desired topology may vary depending upon the particular implementation.
In some cases, balloons may implement station-keeping to provide a substantially uniform
topology. 1o such case, a given balloon 102A to 102E may implement station-keoping
functions to position itself at substantially the same distance (or within g certain range of
distances} from adjacent balloons in the balloon network 100.

18651} In other cases, a balloon network 100 may have a nos-uniform topology. For
instance, exemplary embodiments may invelve topologies where balloons area distributed
more or less densely in certain areas, for various reasons. As an example, to help meet the
higher bandwidth demands that are typical in urban aveas, balloons may be clustered more
densely over urban areas. For similar reasons, the distribution of balloons may be denser
over land than over large bodies of water. Many other exampies of non-uniform topologies
are possible.

16652} In a further aspect, the topology of an exeraplary balleon network may be
adaptable. In particular, station-kecping functionality of exemplary balloons may aflow the
balloons to adjost their respective positioning in accordance with a change in the desired
topology of the network. For example, one or more balloons could move to new positions to
increase or decrease the density of balloons in a given area.

18653} In some embodiments, a balloon network 100 may employ an energy function
1o determine if and/or how balloons should move to provide a desired topology. In particular,
the state of 2 given balloon and the states of some or all nearby balloons may be nput t¢ an
energy function. The encrgy function may apply the current states of the given balloon and

the nearby balloons 1o a desired network state (e.g., a state corresponding to the desired
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topology). A vector indicating a desired movement of the given balloon may then be
determined by determining the gradient of the energy fumction. The given balloon may then
determing appropriate actions to take in order to effectuate the desired movement. For
example, a balloon may determine an altitude adjustment or adjustments such that winds will
move the balloon m the desired manner.

(8054 {. Centrol of Balloons in a Balloon Network

[8055] in some embodiments, mesh networking and/or station-keeping functions may
be cenralized.  For example, Figare 2 is a block diagram illustrating a balloon-network
control system, according to an exemplary embodiment.  In parficular, Figure 2 shows a
distributed control system, which includes a central control system 200 and a number of
regional control-systems 202A 1o 202B.  Such a control system may be configured to
coordinate certain fumctionality for balloon network 204, and as such, may be configured to
control and/or coordinate certain functions for balloons 206A 1o 2061,

(8634} In the illustrated cmbodiment, central control system 200 may be contigured
to communicate with balloons 206A to 2061 via mumber of vegional control systems 202A to
202C,  These regional coontrol systems 202A to 202C may be configured to reccive
cotmunications and/or aggregate data from balloons in the respective geographic arcas that
they cover, and to relay the communications and/or data to central control system 200,
Further, regional control systems 202A to 202C may be configured to route conumunications
from central control system 200 to the balloons in their respective geographic arcas. For
imstance, as shown in Figure 2, regional control system 202A may relay commumnications
and/or data between balloons 206A to 206C and central control system 200, regional control
system 2028 may relay communications and/or data between balloons 206D 1o 206F and
central control system 200, and regional conirol system 2020 may relay communications

and/or data between balloons 206G to 2061 and central control system 200,
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(8837} In order to facilitate communications between the central control system 200
and balloons 206A to 2061, certain balloons may be configured as downlink balloons, which
are operable to communicate with regional control systems 2024 to 202C. Accordingly, cach
regional control system 202A to 202C may be configured to communicate with the downlink
balloon or balloons in the vespective geographic area it covers. For example, in the illustrated
embodiment, balloons 204A, 204D, and 204H ave configured as downlink balloons. As such,
regional control sysiems 202A to 202C may respectively communicate with balloons 2044,
204D, and 204H via optical links 206, 208, and 210, respectively.

16658] In the Ulustrated configuration, where enly some of balloons 206A to 2061 are
configured as downlink balloons, the balloons 206A, 206D, and 206H that arc configured as
downlink balloons may fonction to relay communications from central control system 200 o
other balloons in the balloon network, such as balloons 2068, 206C, 206E to 206G, and 2061
However, it sheuld be understood that it in some uuplementations, it 15 possible that all
balloons may function as downlink balloons. Further, while Figure 2 shows omultiple
balloons configured as downlink balloons, it 15 also possible for a balloon network to include
only one downkink balloon.

18059} Note that a regional control system 2024 to 2028 may in fact just be particular
type of ground-based station that is configured to communicate with downlink balloons {(e.g.,
such as ground-based station 112 of Figure 1). Thus, while not shown in Figure 2, the control
systern shown in Figore 2 may be implomented in conjunction with other types of ground-
based stations {e.g., access points, gateways, efc.).

(86640} In a centralized control arrangement, such as that shown in Figure 2, the
central control system 200 (and possibly regional control systeras 2024 1o 202C as well) may
coordinate certain mesh-networking fonctions for balloon network 204, For example,

balloons 200A to 2066 may send the central control systemn 200 certain state mformation,
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which the central control system 200 may utilize to determine the state of balloon network
204. The state nformation from a given balloon may include location data, optical-link
information {(¢.g., the identity of other balloons with which the balloon has established an
optical Hnk, the bandwidth of the Hink, wavelength usage and/or availability on a link, etc.),
wind data collected by the balloon, and/or other types of information.  Accordingly, the
central control system 200 may aggregate state information from some or all the balloons
206 A to 2061 in order to determine an overal] state of the network.

8661} The overall state of the network may then be used to coordinate and/or
facilitate certain mesh-networking functions such as determining lightpaths for connections.
For example, the central control system 200 may determine a current topology based on the
aggregate state information from some or all the balloons Z06A to 2061 The topology may
provide a picture of the current optical links that arc available in balloon network and/or the
wavelength availability oo the links. This topology may then be sent to some or all of the
balloons so that a routing tochnigue may be emploved to select appropriate fightpaths {and
possibly backup Hghtpaths) for comnumications through the balloon network 204.

18662} In a further aspect, the contral control systern 200 (and possibly regional
control systems 202A to 202C as well) may also coordinate ceriain station-keeping functions
for balloon network 204, For example, the central control system 20{ may input state
mformation that s received from balloons 206A to 2061 to an energy function, which may
effectively compare the current topology of the network to a desired topaology, and provide s
vector indicating a direction of movement (if any) for cach balloon, such that the balloons can
move fowards the desived topology. Further, the central control system 200 may use
altitudival wind data to determine respective altitude adjustments that may be initiated to
achicve the movement towards the desired topology.  The central control system 200 may

provide and/or support other station-keeping fimetions as well.
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(6663} As noted, Figire 2 shows a distributed-coniroel arrangement, with regional
control systems 202A to 202C coordinating comnumications between a central control
system 200 and a balloon network 204. Such an arrangement may be uscful in a balicon
network that covers a large geographic area. In some embodiments, a distributed control
system may even support a global balloon network that provides coverage everywhere on
carth. Of course, a distributed-control arrangement may be uscul in other sconarios as well.
[8064] Further, @t should be understood that other control-system arrangements arg
possible. For instance, some implementations may involve a distributed control system with
additional lavers (e.g., sub-region systems within the regional condrof systems, and se on).
Alternatively, control functions may be provided by a single, centralized, control system,
which communicates directly with ong or more downlink balloons.

[BB65] fn & further aspect, conirol and coordination of a balloon network may be
shared between a ground-based control system and a balloon network 1o varying degrees,
depending upoun the implementation. In fact, in some cmbodiments, there may be no ground-
based control system. In such an ermbodiment, all network control and coordination fimetions
may be mmplemented by the balloon network itself.  For example, certain balloons may be
configured to provide the same or similar functions as central control system 200 and/or
regional control systems 202A to 202C. Other examples are also possible.

[BO6S] Furthermore, control and/or coordination of a balloon network may be de-
centralized. For cxample, cach balloon may relay state information to, and receive state
imformation from, some or all nearby balloons. Further, eack balloon may relay state
nformation that it receives from a nearby balloon to some or all nearby balloons. When all
halloons do so, cach balloon may be able to individually determine the state of the network,

Alternatively, certain balloons may be designated to aggregate state information for a given
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portion of the network.,  These balloons may then coordinate with one another to determine
the overall state of the network.

18067} Further, in some aspects, control of a balloon network may be partially or
entirely localized, such that it is not dependent on the overall state of the network., For
example, individual balloons may implement station-keeping fimetions that only consider
nearby balloons. To particular, cach balloon may implement an energy function that fakes
into account its own state and the states of nearby balloons. The energy funciion may be used
to mamtain and/or move to a desired position with respect to the nearby balloons, without
necessartly considering the desired topology of the network as a whole, However, when cach
balloon implements such an energy function for station-keeping, the ballocon network as a
whole may maintain and/or move towards the desired topology.

{368} As an example, each balloon A may receive distance information d, to dy with
respect to cach of its k closest neighbors.  Hach balloon A may treat the distance to cach of
the k balloons as a virtual spring with vector representing a force divection from the first
nearest neighbor balloon 1 toward balloon A and with force magnitude proportional to di. The
balloon A may sum each of the k vectors and the suromed vector is the vector of desired
movement for balloon A, Balloon A may attempt to achicve the desired movement by
controiling its altitude.

80698} Alternatively, this process could assign the force magnitude of each of these
virtual forces equal to & x d;, for instance. Other algorithms for assigning force magnitudes
for respective balloons in a mesh network are possible.

186781 In another embodiment, a similar process could be carried out for each of the k
halloons and cach balloon could transmit its planned movement vector to is local neighbors.
Further rounds of refinement to each balloon’s planned movement vector can be made based

on the corresponding planned movement vectors of s neighbors. it will be evident to those
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skilled in the art that other algorithms could be tmplemented in a balloon network in an effort
to maintain a set of balloon spacings and/or a specific network capacity level over a given

geographic location.

[8071] B. Legally-Defined Geographic Areas within a Balleon Network
8072} In a further aspect, which 18 Ulustrated by Figure 2, a balloon network may

serve a coverage arca that is subdivided mto a number of legally-defined geographic arcas
220 to 240, Further, while Figure 2 illustrates three legally-defined geographic areas 220 to
240, more or less legally-defined geographic areas may be defined, without departing from
the scope of the invention. Yet further, while legally-defined geographic arcas 220 to 240 arc
shown as distinet coverage areas that do not overlap, it is possible that two or more legally-
defined geographic aveas may be defined so as to overlap (at least partially).

[8073] In one embodiment, the legally-deftined geographic aveas 220 to 240 reprosent
counirics. In other embodiments, the logally-defined geographic arcas 220 to 240 could
represent regions other than country boumdaries {eg, a city, state, or an area where
international law applies). The legally-defined geographic arcas 220 to 240 could also
represent geographic arcas that ave defined on 3 temporary basis (e.g., “disaster area” as
defined periodically by the U.S. government).

[8074] In an cxemplary embodiment, each balloon 206A to 2061 may be provided
with an arca profile of the respective legally-defined geographic arca 220 to 240 in which the
balloon is located at a given point in time. The area profile of a legally-defined geographic
area may mehide information that ndicates how to comply with the laws of that legally-
defined geographic area.  For example, in the illustrated state of balloon network 204,
balloons 206A to 206C may store or otherwise have access to the arca profile for legally-

defined geographic avea 220, balloons 206D to 206F may store or otherwise have access to
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the area profile for legally-defined geographic arca 230, and balloons 206G to 2061 may store
or otherwise have access o the area profile for legally-defined geographic area 240,

18675} In an exemplary embodiment, the arca profile for a given legaliy-defined
geographic area 220 to 240 may identify ceortain geographically-restricted data or types of
geographically-restricted data that should not leave the respective legally-defined geographic
arca.  Accordingly, when a given balloon 2004 to 2061 15 about to feave a given legally-
defined geographic arca 220 to 240, the balloon may cross-check data siored in iis data
storage against the area profile for the given legally-defined geographic area, in order to
identify any geographically-restricted data in its data storage. If the balloon ideuntifies any
geographically-resiricted data, then it may delete the geographically-resiricted data before it
leaves the legally-defined geographic arca.

[8076] Note, that while the arca profile may dentify geographically-restricted data,
the area profile need not actually include the geographically-rostricted data. Thus, the fact
that a balloon 206A to 2061 has received and stored an area profile does not necessarily mean
that it has stored the geographically-restricted data that is identified by the area profile.

18677} In some cmbodiments, the arca profile may further indicate certain
geographically-restricted data that must be stored at least one location within the legally-
defined geographic area. Accordingly, before a balioon deletes the geographically-restricted
data, the balloon may check whether the data is mirrored at another balloon or other device
located in the legally-defined geographic arca. If the geographically-restricted data is not
mirrored, then the balloon may send the geographically-restricted data to another balloon in
the legally-defined geographic avea, before it moves out of the legally-defined geographic
area.

18678} In some cases, such as the example iflustrated in Figure 2, the coverage area of

the balloon network may include defined border areas, which separate the legally-defined
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geographic arcas. In the ihustrated embodiment, legally-defined geographic arcas 220 and
230 are separated by border area 222, while legaliv-defined geographic aveas 230 and 240 are
separaied by border area 232, In one ombodiment, a border arca may also be treated ag an
arca where two or more coverage arcas overlap. For imstance, border area 222 may be
created by defining legally-defined geographic arcas 220 and 230 such that these geographic
arcas overlap 1o border area 222, In another erabodiment, a border arca may be treated as &
distinct arca that separates two adjacent coverage arcas.

16679 As noted, a balloon 206A to 2061 may delete geographically-restricted data m
respounse o deteroning that it is likely o move out of a legally-defined geographic area. A
balloon may determine that it is likely to move out of a legally-defined geographic arca in
varions ways. Several non-limiting examples will now be provided.

[B088] In some embodiments, a balloon 206A to 2061 may delete geographically-
restricted data for a given legally-defined geographic arca when or shortly after t moves into
a border arca 222 or 232 of the given lcgally-defined geographic area. In other words,
moving into and/or remaining in the border area for a certain period of time may be
considered 1o be an indication that the balloon is hikely to move out of the legaliy-defined
geographic arca, so the balioon may responsively delete geographically-restricted data. For
example, a balloon 206C may detect that it has moved from the location ilhustrated 1 Figure
2, within legally-defined geographic area 220, to a location within border area 222, In
response, balloon 2060 may delete any geographically-restricted data that is identified by the
area profile for legally-defined geographic area 220.

86813 In some embodiments, balloon 206C may determine that it 15 hikely 1o move
ot of 2 legally-defined goographic area 220 by checking s previous, cuorrent, and/or planned
direction of movement to verify that it is heading out of legally-defined geographic arca 220.

Further, based on the previous, current, and/or planned direction of movement, balloon 2066C
9 n 3 2
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may determine the probability that it will move cut of the legally-defined geographic arca
226, As such, when balloon 206C is located in border area 222, balloon 206C may condition
the deicting of its arca profile upon a determination that the probability of moving out of the
fegally-defined geographic area 220 is greater than a threshold probability.

[B082] Note that because area profiles may identify, but not include, geographically-
restricted data, it may be possible for a balloon 206A to 2061 to store arca profiles for a
number of geographic arcas. For example, a balloon 206C may include s first arca profile
associated with a legally-defined geographic area 220, As the balloon 206C moves out of the
fegally-defined geographic area 220, the balloon 206C may not delete the first area profile.
Umce the balioon 206C cunters the legally-defined goographic area 230, the balloon 206C may
further include a second area profile asscciated with the legally-defined geographic arca 230.
Therefore, the balloon 206C includes both the first area profile and the second area profile.
The balloon 206C operates according to the area protie of the legally-defined geographic
area in which the balloon is located. Such an cmbodiment would be useful for balloons that
are Bkely to re-enter a logally-defined geographic arca.

16083} Note that while the border areas 222 and 232 that are illustrated in Figure 2
can be described and/or defined as arcas that separate and/or at least partially define legally-
defined geographic areas 220 to 240, legally-defined geographic arcas may be defined
without defining border areas. Further, border areas can alternatively be deseribed and/or
defined as arcas where two or more geographic arcas overiap. As yet ancther alternative,
there may be no border arcas whatsoever {either defined specifically, as areas that separate
legally-defined geographic areas, or as a result of overlapping legally-defined geographic
Breas ).

18084} In a further aspect, the legally-defined geographic arcas (and border areas, if

any) may be defined so as o create a substantially contiguous coverage area. For instance, in
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the illustrated balloon network 204, legally-defined geographic aveas 220 to 240 and border
areas 222 to 232 subdivide a substantially contiguous coverage ares. However, it should be
understood that the coverage of a balloon network may also extend to locations that are not
part of any legally-defined geographic area or border area, without departing from the scope
of the invention.

[B885] In some embodiments, balloons may request and/or receive some or all of an
area profile from a ground-based station. For cxample, a control system may maintain 2
profile database mdicating the settings for certain operational parameters to be used by
halloons while operating in a given legally-defined geographic arca and/or other data that is
associated with a given legally-defined geographic area. Such a profile database may be
searchable by legally-defined geographic area, such that an area profile may be determined
for a given legally-defined geographic area.  Accordingly, a control systermn may query the
databasc to retrieve some ot all of the area profile that is associated with a particular legally-
defined geographic arca. Further, there may be a single, central, database that is searchable to
determine particular area profiles, ov a number of separate databases that collectively provide
the area profiles for all legally-defined geographic arcas in a balloon network.

[8886] In some embodiments, the control system may be a contral control system 200,
which provides the arca profiles for all legally-defined geographic areas in a balloon network,
In other embodiments, there may be a number of regional control systems 202A 1o 202C,
which may operaie independently or may comunumnicate with a central control system that
coordinates and/or controls certain functions of the regional systems, such as is ilhustrated in
Figure 2.

18687} More specifically, in the configuration illustrated in Figure 2, regional control
systems 202A to 2020 may provide at icast a portion of the respective area profile for cach of

legally-defined geographic areas 220 to 240, Accordingly, a balloon may determine its area
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profile according to the area profile for a given legally-defined geographic area 220 to 240 by
communicating with the vegional control system 2024 to 202C that is associated with the
given icgally-defined geographic arca.

[B0ER] Further, to determine its area profile according to its corrent legally-defined
geographic ares, 4 balloon may commumicate directly with a regional control system 202A to
202C, or may comynunicaie indirectly with a regional control systern via other balloons
and/or other ground-based stations. For exanple, in the illustrated state of balloon network
204, balloon 206A may send an area profile request direetly to regional control system 2024,
In another exaraple, balioon 206C may send an area profile request to regional control system
Z02A indirectly: e.g., via balloon Z00A or via balloon 2068 and Z06A. Other cxamples are
possible as well

[BORG] fn at least some embodiments, balloon 206A does not actually store the area
profile. Instead, a ground-based station and/or designated balioon in the balloon network 204
may store the arca profile, and other balloons in the balloon network may simply query the
groumd-based station and/or the designated balloon for the information from the area profile.
18654] In one embodiment, a given balloon 206A to 2061 may periodically send
focation update messages to one or more ground-based control systems, which indicate the
balloon’s location. As such, when a control system determines that a balloon has movedto a
location associated with a new legally-defined geographic arca, the control system may
responsively send an area profile signal to the balloon, which indicates and/or provides some
or all of the area profile for the new legally-defined geographic area. Further, the control
system may initiate a transmission io the balloon of the geographically-resiricted data

corresponding to the legally-defined geographic area.
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{8691} E. Exemplary Balloon Configuration

16692} Various types of balloon systems may be incorporated in an exemplary balloon
network.  As noted above, an exemplary embodiment may utilize high-altitude balloons,
which typically operate in an altitude range between 17 km and 22 km. Figure 3 is a
simplified block diagram illustrating a high-altitude balloon 300, according 1o an exemplary
embodiment. As shown, the balloon 300 includes an envelope 302, a skitt 304, a payload 306,
and a cut-down system 308 that is attached between the balloon 302 and payload 304.

LR The envelope 302 and skirt 304 may take various forms, which may be
currently well-known or yet o be developed. For instance, the envelope 302 and/or skirt 304
may be made of a highly-flexible latex material or may be made of a rubber material such as
chloroprene. Other materials are also possible. Further, the shape and size of the envelope
302 and skart 304 may vary depending upon the particular implementation. Additionally, the
envelope 302 may be filled with various different types of gases, such as hehum and/or
hydrogen. Other types of gases are possible as well.

16654} The paylead 306 of balloon 300 may mchude a processor 312 and on-board
data storage, such as memory 314, The memory 314 may take the form of or inchude a non-
transitory compuier-readable medivm.  The noun-transitory computer-readable medium may
have instructions stored thereon, which can be accessed and executed by the processor 312 in
order to carry out the balloon functions described heren.

[8695] The payload 306 of balloon 300 may also include various other types of
equipment and systems to provide a number of different functions, For example, payioad 306
may include optical compumication system 316, which may transmit optical signals via an
ultra-bright LED system 320, and which may roceive optical signals via an optical-
cotranumnication receiver {e.g., a photo-diode receiver system). Further, pavioad 306 may

melade an RF commmunication system 318, which may transmit and/or receive RF
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communications via an anterma system 340, The payload 306 may also include a power
supply 326 to supply power to the various components of balloon 300, The payload 306
may also include a solar power generation system 327.

8086} Further, pavicad 306 may include various types of other systems and sensors
328. For example, payload 306 may include one or more video and/or still cameras, a GPS
system, various motion sensors (e.g., accelerometers, gyroscopes, and/or compasses), and/or
various sensors for capturing environmental data.  Further, some or all of the componenis
within payload 306 may be implemented n a radiosonde, which may be operable to measure,
o.g., pressure, altitude, geographical position (latitude and longitude), temperature, relative
humidity, and/or wind speed and/or direction, among other information.

68971 As noted, balioon 306 includes an ultra-bright LED system 320 for free-space
optical communication with other balloons. As such, optical commumication system 316 may
be configured fo transmit a frec-space optical signal by modulating the ultra-bright LED
systern 32{}. The optical communication system 316 may be implemented with mechanical
systems and/or with hardware, firmware, and/or software. Generally, the manner in which an
optical communication system is implemented may vary, depending upon the particular
application.

[6898] In a2 further aspect, balloon 300 may be configured for altitude control. For
mstance, balloon 300 may inchide a variable buoyancy system, which is configured to change
the altitude of the balloon 300 by adjusting the volume and/or density of the gas in the
balloon 300. A varniable booyancy sysiem may take various forms, and may generally be any
system that can change the volume and/or density of gas in envelope 302,

18659] In an exermoplary embodiment, a variable buoyaney systeme may include a
bladder 310 that is located inside of cnvelope 302, The buoyancy of the balloon 300 may

therefore be adjusted by changing the density and/or volame of the gas in bladder 310, To
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change the density in bladder 316, balloon 300 may be configured with systems and/or
mechanisms for heating and/or cooling the gas in bladder 310, Further, to change the volume,
balloon 300 may include pumps or other features for adding gas to and/or removing gas from
bladder 310, Additionally or aliernatively, to change the volume of bladder 310, balloon 300
may inchide release valves or other features that are controllable to allow air to escape from
bladder 310.

[0 186] Further, a balloon 306 may include a navigation system (not shown). The
navigation system may implement station-keeping fonctions 1o maintain position within
and/or move to a position in accordance with a desired topology. Tu particular, the navigation
system may use altitudinal wind data to determine altitudinal adjustments that resolt in the
wind carrying the balloon in a desired direction and/or to a desired location. The altitude-
control system make then make adjustments to the density of the balloon chamber in order to
cffectuate the determined altitudinal adjustments and cause the baloon to move laterally 1o
the desired direction and/or to the desired location. Alternatively, the altitudinal adjustments
may be computed by 8 ground-based control system and communicated to the high-altitude
balloon.

60181} As shown, the balloon 300 also includes a cut-down systerm 308, The cut-
down systemn 308 may be activated to separate the payload 306 from the rest of balloon 300.
This fimctionality may be utilized anvtime the payload needs to be accessed on the ground,
such as when it is time to remove balloon 300 from a balloon network, when maintenance is
due on systems within payleoad 306, and/or when power supply 326 needs to be recharged or
replaced.

180162} In an alternative arrangement, a balloon may not include a cui-down system.
In such an arrangement, the navigation system may be operable to navigate the balloon to a

landing location, n the event the balloon needs to be removed from the network and/or
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accessed on the groumd. Further, it 18 possible that 2 balioon may be self-sustaining, such that
it theoretically does not need to be accessed on the ground.

i Balleon Network with Optical and RF Links Between Balloons

80183} In some embodiments, a high-altitude-balloon network may include super-
node balloons, which conmunicate with one another via optical links, as well as sub-node
balloons, which communicate with super-node balloons via RF links. Figure 4 is a simplified
block diagram ilustrating a balloon petwork that includes super-nodes and sub-nodes,
according to an exemplary embodiment. More specifically, Figure 4 illustrates a portion of 2
halloon vetwork 400 that ncludes super-vode balloons 410A to 410C (which may also be
referred to as “super-nodes”) and sub-node balioons 420A to 4200 (which may alsoe be
referred to as “sub-nodes”).

30164} Each super-node balloon 410A to 410C may include a frec-space optical
comummnmication system that is operable for packet-data convnunication with other super-node
balloons. As such, super-nodes may communicate with one another over optical links, For
example, in the illustrated embodiment, super-node 410A and super-node 401B may
comvnunicate with one another over optical Huk 402, and super-node 410A and supernode
401C may communicate with onc another over optical Hnk 404,

[#3185] Each of the sub-node balloons 420A to 4200 may include a radio-frequency
{RF) communication system that is operable for packet-data commumication over one or more
RF air interfaces. Accordingly, some or all of the super-node balloons 410A to 410C may
imchide an RF communication system that i3 operable to route packet data to one or more
nearby sub-node balloons 420A t0 420Q. When a sub-node 420A receives data from a super-
node 410A via an RF Huk, the sub-node 420A may in turn use s RF comyaunication system

to transmit the received data to g ground-based station 430A to 430L via an RF link.
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(86146} In some embodiments, all sub-node balloons may be configured to establish
R¥ Hnks with ground-based stations. For example, all sub-nodes may be configured similarly
to sub-node 420A, which is operable to relay communications between super-node 410A and
a ground-based station 430A via respective RF hnks.

[Bo1874 fn other embodiments, some or all sub-nodes may also be configured 1o
establish RF links with other sub-nodes. For instance, in the illustrated embodiment, sub-
node balloon 420F is operable to relay commumications between super-node 4100 and sub-
node balloon 420E.  In such an embodiment, two or more sub-nodes may provide a nushi-
hop path between a super-noede balloon and a ground-based station, such as the multi-hop
path provided between super-node 410C and a ground-based station 430E by sob-node
balloons 420F and 420F.

[80188] Note that an RF link may be a directional link between a given entity and one
or more other entities, or may be part of an ommi-directiona! broadcast. Tn the case of an RF
broadeast, it is possible that one or more “links” may be provided via a single broadcast. For
exanple, super-node balloon 410A may establish a separate RF link with cach of sub-node
balloons 420A, 4208, and 420C. However, in other implomentations, super-node balloon
410A may broadcast a single RF signal that can be received by sub-node balloons 4204,
4208, and 420C. In such an implementation, the single R¥ broadcast may effectively provide
all of the RF hinks between super-node balloon 410A and sub-node balloons 420A, 4208, and
426C. Other examples are also possible.

[8G189] Generally, the free-space optical links between super-node balloons have more
bandwidth capacity than the RF links between super-node balloons and sub-node balloons.
Further, free-space optical conynunication may be received at a much greater distance thag
RF commumications. As such, the super-node balloons 410A to 410C may function as the

backbone of the balloon network 400, while the sub-nodes 420A 1o 4200 may provide sub-
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networks providing access to the balloon network and/or connecting the balloon network to
other networks.

1661190} As noted above, the supernodes 410A to 410C may be configured for both
longer-range optical communication with other supernodes and  shorter-range RF
communications with nearby sub-nodes 420. For example, super-nodes 410A to 410C may
use high-power or uhtra-bright LEDs to transott optical signals over optical links 402, 404,
which may extend for as much as 100 miles, or possibly more. Configured as soch, the
super-nodes 410A 0 410C may be capable of optical conmunications at data rates of 10 to
58 Gbit/sec.

{68111} A larger number of high-altitude balloons may then be configured as sub-
nodes, which may communicate with ground-based Internet nodes at data rates on the order
of approximately 10 Mbit/sec. For mstance, in the illustrated implementation, the sub-nodes
420A 10 4200 may be configured to connect the super-nodes 410A to 410C to other networks
and/or directly to client devices. Note that the data rates and link distances described in the
above example and elsewhere herein are provided for illustrative purposes and should not be
considered limiting; other data rates and link distances are possible.

1#0112] In a further aspect, some or all of the soper-node balloons may be configured
as downlink balloons. Additionally or alternatively, some or all of sub-nodes 4204 10 420Q
may be configured as downlink balivons. Further, it is possible that a hierarchical balloon
network such as that shown in Figure 4 may be implemented without any downlink balloons.
(60113 Further, in some embodiments, the super-node balloons, such as super-nodes
410A 10 410C, may function as a core network (1.¢., a backbone network), while the sub-node
halloons 420A to 4200 may function as one or more access networks to the core network of
super-nodes.  In such an embodiment, some or all of the sub-nodes 420A to 4200 may also

fumction as gateways to the balloon network 400, Note also that in some embodiments, some
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or all of the ground-based stations 430A to 430L may additionally or alternatively funection as
gateways to balloon network 400.

[68114] In another aspect, it should be understood that the network topology of the
hierarchical balloon network shown in Figure 4 is but one of many possible network
topologies.  Further, the network topology of an exemplary balloon network may vary
dynamically as super-node and/or sub-node balloons move relative to the ground and/or
relfative to one another. Further, as with the balloon networks illustrated in Figures 1 and 2, a
desired topology may be specified for a hierarchical balloon network may change
dynamically over time as service needs and/or goals of the network change.

{68115} Legally-defined geographic arcas can be defined in 8 heterogencous balloon
network, such as balloon network 400. For example, as shown in Figure 4, legally-defined
geographic arcas 470, 480, and 490 may be defined within the coverage area of balloon
network 400,

(60116} In an embodiment where super-node balloons 410A to 410C serve as a core
network, and sub-node balloons 420A to 4200 provide an access network or access networks,
focation-specitic arca profiles may only be implemented by the sub-node balloons 420A to
42043, Alternatively, both super-node balloons 410A to 410C and sub-node balloons 420A o
42003 can implement location-specific arca profiles.

(881174 Further, in some embodiments, a super-node balloon 410A 10 4106C may
facilitate implementation of location-specific arca profiles by some or all of sub-vode
balloons 420A 10 420Q. For example, each super-node balloon 410A to 410C could store an
area profile for a certain legally-defined geographic arca 470 to 490, respectively. As such, a
sub-node balleon 420A to 4200 could query a nearby super-node balloon for the area profile
that is associated with the legally-defined geographic arca in which it located or anticipates

that it will soon be located. Alernatively, a super-node balloon 410A 1o 410C may function
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as a control system, in a similar manner as described above n reference to Figure 2. Other
implementations of location-specific area profiles in heterogeneous balloon networks are also
possible.

iv. Examnles of Methods

[8081] Figure 5A is a simplified flow chart llustrating method 500, according to an
exemplary embodiment.  Although the blecks are illustrated in a sequertdial order, these
blocks may alse be performed in parailel, and/or in a different order than those described
herein. Also, the various blocks may be combined mnto fewer blocks, divided into additional
blocks, and/or removed based upon the desired impleomentation.

[60118] In addition, for method 600 and other processes and methods disclosed herein,
the flowchart shows fanctionality and operation of one possible implementation of present
embodiments. In this regard, each block may represent a module, a segment, or a portion of
program code, which inchudes one or more instructions executable by a processor for
implementing specific logical functions or steps in the process. The program code may be
stored on any type of computer-readable medium, for example, such as a storage device
including a disk or hard drive. The computer-readable medium may include nou-transitory
computer-readable medivm, for example, such as computer-readable media that stores data
for short periods of time like register memory, processor cache and Random Access Memory
{(RAM)Y, The computer-readable mediunm may also include non-transitory media, such as
secondary or persistent fong term storage, like read only memory (ROM), optical or maguetic
disks, compact-disc read only memory (CD-ROM), for example. The computer-readable
media may also be any other volatile or non-volatile storage systems. The computer-readable
medium may be considered a computer-readable storage medivm, for example, or a tangible

storage device.

5]
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(60119} At block 502, method 500 involves determining that a first balloon is at a
focation associated with a legally-defined geographic area. In one example, reforring to
Figure 3, the positioning system 324 of the first balloon may determine a current location of
the first balloon to be within (e.g., located over) the legally-defined geographic area. Other
embodiments for determining the location of the first balloon are possible as well.

(841281 In one embodiment, balloons in the balloon network are provided with
software for situations when a balloon could no longer determine its location. Such software
may be a function of the last known location of the balloon, whether the new location of the
balloon is totally voknown or harder to verify, how long the balloon has been in a
geographically indeterminate state, what data the balloon is carrying, and what rules applied
to that data where the balloon had been. For example, such a software system might be set so
that from a last known location and traveling at a known speed and divection, the system will
calculate when the balloon would be expected to leave the legally-defined geographic ares
and would execule its other procedures as described here-in as though it were leaving this
area at two minutes prior to the estimated area-exit time. The software may contain other
functions as weil.

168121} At block 504, method 500 further involves detormining that the legally-
defined geographic area has an area profile that identifies geographically-restricted data that
must not be removed from the legally-defined geographic area.  FEach legally-defined
geographic arca may have its own rules regarding what data cannot be removed from that
area and/or must be stored in that arca. For example, an arca profile may identify certain
user-data, or certain types of user-data, which camnnot leave a certain legallv-defined
geographic area. Such an area profile may be defined in accordance with privacy laws

enacted in those legally-defined geographic arcas, or defined for other reasons.
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186122} Amn arga profile for a legally-defined geographic arca may identify rules such
that balloons that arc located in the legally-defined geographic area will operate in
accordance with the legal requirements established by the governing body of that arca.
Accordingly, balloons must adapt their operation to varying legal requirements of differently-
governed legallv-defined geographic areas as, e.g., they move from one country, state, ity to
another (and/or into an arca where international law applies). In an exanmple embodiment, the
area profile for a legally-defined geographic arca may inclode a list of geographically-
restricted data that must not be removed from the legally-defined geographic area.

186123} A balloon may use varicus techniques to determine the arca profile for the
legally-defined geographic area. In some embodiments, the balloon may request and/or
receive some or all of an area profile from a ground-based station that is associated with the
legally-defined geographic area for which the arca profile is being requested.  As such, a
balloon may acquire some or all of the information making up an arca profile from the
ground-based station or stations that arc located in or otherwise associated with the legally-
defined geographic area.

186124} For cxample, a coutrol system may matntain 2 prefile database providing
information indicating the rules in a given legally-defined geographic arca and/or other data
that is associated with a given legally-defined geographic arca. In some embodiments, the
control system may be a central control system, which provides the arca profiles for all
legally-defined geographic areas in a balloon network. In other embodiments, there may be s
number of regional control systems, which may operate independently or may comnmmicate
with a central control system that coordinates and/or controls certain functions of the vegional
systems.

16125] More specifically, in the configuration with regional conirol systems, the

regional control systems may provide at least a portion of the respective avea profile for each
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of the legally-defined geographic arcas.  Accordingly, a balloon may determine is area
profile according to the area profile for a given legally-defined geographic area by
cotmunicating with the regional control syster that is associated with the given legally-
defined geographic arca.  Further, to determine its area profile according to its corrent
legally-defined geographic avea, a balloon may commumicate directly with a regional control
system, or may communicate indirectly with a regional control system via other balloons
and/or other ground-based stations. For example, a balloon may send an area profile request
directly to & regional control system.  In another example, a balloon may send an area profile
request to a regional control system fndirectly; e.g., via ancther balloon located in the same
legally-defined geographic arca.

(881261 In at least some embodiments, balloon 206A does not actually store the arga
profile. Instead, a ground-based station and/or designated balioon in the balloon network 204
may store the arca profile, and other balicons in the balloon network may stmply guery the
ground-based station and/or the designated balloon for the information from the area profile.
66127} In some embodiments, some or all balloons that operate in a balloon network
may be configured fo broadcast am arca profile signal via a designated comuwmication
channel, which indicates at least a portion of the area profile for a geographic area with which
the broadcasting balloon is associated {(e.g., the legally-defined geographic area in which the
balloon s currently located or a legally-defined geographic arca that the balicon was recently
located in). In such an ombodiment, block 504 may involve the balloon that seeks to
determine the area profile for the legally-defined geographic arca, searching the designated
communication chamnel for an area profile signal that indicates at least a portion of the area
profile for the legally-defined geographic area.

[60128] At block 506, method 500 invoives determining that the first balloon contains

at least some of the geographically-restricted data. In one example, veferring to Figure 3, the
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processor 312 may scan the memory 314 of the first balloon to determine if the balloon
contains at least some of the geographically-restricted data. Other embodiments are possible
as well.

(601291 At block S08, method 300 involves determining that the first balicon is likely
to move out of the legally-defined geographic area. In one embodiment, the first balloon may
determing that # is likely to move out of the legally-defined geographic arca by checking s
previous, current, and/or planned direction of movement to verify that it is heading out of the
legally-defined geographic area. Further, based on the previous, current, and/or planned
direction of movement, the first ballcon may determine the probability that it will move out
of the legaliy-defined geographic arca. As such, when the first balioon is located in 2 border
arca, the first balloon may condition the removal of the geographically-restricted data, at
block 510 below, upon a determination that the probability of moving out of the legally-
defined geographic area is greater than a threshold probability.  Other embodiments are
possible as well,

166130] At block 510, methed 500 involves removing the geographically-restricted
data from the memory of the first balioon. This will ensure that the first balloon 15 in
compliance with the laws of the legally-defined geographic area.

301314 In one embodiment, the geographically-restricted data dogs not need {o be
saved, and can stmply be removed from the memory of the first balloon betore the first
balloon leaves the legally-defined geographic arca.  In another embodiment, the
geographically-restricted data must be saved in at least one location in the legally-defined
geographic area.

166132] Figure 5B is a flowchart illustrating method 550, which is a continuation of
method 500 shown in Figure SA. At block 552, method 550 mvolves determining that the

arca profile further requires that the geographically-restricted data be saved in at least one
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location in the legally-defined geographic area. In an example embodiment, the area profile
for the legally-defined geographic arca may include a hist of geographically-restricted data
that moust be saved i at least one location in the legally-defined geographic arca.

(30133 At biock 554, method 500 involves determining whether ancther device
located i the legally-defined geographic area contains at least some of the geographically-
restricted data. In one embodiment, the device may be a second balloon that is operable in
the balloon network and is located in the legally-defined geographic arca.  In another
embodiment, the device may be a ground-based station located i the legally-defined
geographic arca. U it is determined that the geographically-restricted data is not Jocated on
another device in the legally-defined geographic arca, the method continues at block 556.
80134} At block 556, method 550 invelves transferring the geographically-restricted
data from the first balloon 1o a device located in the legally-defined geographic area before
removing the geographically-restricted data from the memory of the fust balicon. In one
embodiment, the device receiving the geographically-restricted data from the first balloon is
second balloon that is operable in the balloon network and is located in the legally-defined
geographic arca. In another embodiment, the device receiving the geographically-restricted
data from the first balloon is a ground-based station located in the legally-defined geographic
arca. In onc embodiment, the geographically-restricted data is transferred from the first
balloon to the device via a RF air-interface. In another embodiment, the geographically-
restricted data is transforred from the first balloon to the device via a freg-space optical link,
[86135] As a specific example, geographically-restricted data that must not leave
Country Z comprises data &, B, Cand D. A first balloon located in Country Z includes data
Aand B. A second ballooun located in Country Z comdains data C. A third balloon located in
Country Z contains data D. If it is determined that the third balloon is Ekely to leave Couniry

Z, the third balloon checks to see it another balloon or ground-based station located in
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Cowuntry Z contains data D. If the third balloon determines that no other device in Country Z
includes data D, the third balioon transfers data D to another balloon or a ground-based
station located in Country Z. Then, the third balloon removes data D from its memory before
it leaves Country Z so as to comply with the laws of Country Z. Other embodiments are
possible as well

[80136] Figure & is a simplified flow chart illustrating method 600, according to an
exemplary embodiment. Blocks 602-606, 610 are similar to blocks 502-308 of method 500,
described above. However, at block 608, method 600 nvolves the addinonal step of
cncrypting the geographically-restricted data with an encryption key. In one embodiment, the
geographically-restricted data is cncrypted using an encryption algorithm, turning i into
unreadable ciphertext. This may be done with the use of an encryption key, which may
specify how the message is 10 be encoded. The encryption scheme may also contamn a key-
gencration algorithi, to randomly produce encryption keys. Other example embodiments arc
possible as well,

186137} At block 612, method 600 involves removing the encryption key from the
memory of the first balloon. In such an embodiment, the encrypted data may leave the
legally-defined geographic arca so long as the encryption key does not also leave the legally-
defined geographic area. Therctore, by removing the encryption key from the memory of the
first balloon, the geographically-restricted data would be effectively useless and vnreadable
cutside of the legally-defined geographic arca. This method is another embodiment {0 cnsure
that the first balloon is in compliance with the laws of the legally-defined geographic area.
[66138] Figure 7 depicts a computer-readable mediom configured according to an
exaraple embodiment. In example embodimends, the exampie system can include one or
MOTe processors, ong or more forms of memory, one or more input devices/inierfaces, one or

more output devices/interfaces, and machine-readable instructions that when executed by the
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one or more processors cause the system to carry out the various functions, tasks, capabilitics,
gte., described above.

160139} As noted above, in some cmbodiments, the disclosed methods can be
mplemented by computer program instructions encoded on a non-tramsitory computer-
readable storage media in 8 machine-readable format, or on other non-transitory media or
articles of manufactore. Figure 7 is a schematic illustrating a conceptual partial view of an
example compuier program praduct that includes a computer program for cxecuting s
computer process on a computing device, arranged according to at least some embodiments
presented herein,

10148} In one embodiment, the example computer program product 700 is provided
using a signal bearing medhun 702, The signal bearing mediinn 702 may include one or
more programming instructions 704 that, when executed by one or more processors may
provide functionality or portions of the functionality described above with respect to Figures
1-6. Insome examples, the signal bearing medium 702 can be a compuier-readable medium
706, such as, but not limited to, a hard disk drive, a Compact Disc (CD), a Digital Video Disk
(DVD), a digital tape, memory, cte. In some implementations, the signal bearing medium
702 can be a computer recordable medium 708, such as, but not Hmited o, memory,
read/write (R/W) CDs, R'W DVDs, cte.  In some implementations, the signal bearing
medium 702 can be 3 communications medium 710, such as, but not lmited 1o, a digital
and/or an analog communication mediom (e.g., a fiber optic cable, 8 waveguide, a wired
communications link, a wireless communication link, etc.). Thus, for example, the signal
bearing medium 702 can be conveyed by a wireless form of the compumications medium
716.

#6141} The one or more programming instructions 704 can be, for example, computer

exccutable and/or logic implemented instructions.  In some examples, a computing device
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such as the processor 312 of Figure 3 is configured to provide various operations, functions,
or actions in response o the programming instructions 704 conveyed to the processor 312 by
one or more of the computer-readable medium 706, the computer recordable mediom 708,
and/or the communications medimm 710,

60142} The non-transitory computer-readable medivm could also be distributed
amoung multiple data storage clements, which could be remotely located from each other. The
computing device that executes some or all of the stored instructions couid be a balioon, such
as the balloon illustrated 1o Figure 3. Alternatively, the computing device that executes some
or all of the stored instructions could be another computing device, such as a server.

Y. Conclusion

80143} The particular arrangements shown in the Figures should not be viewed as
hmiting. It should be understoed that other embodiments may inchide more or less of each
clement shown in a given Figure. Further, seme of the tlustrated clements may be combined
or omitted. Yet further, an exemplary cmbodiment may imclide cloments that are not
illustrated in the Figures.

6144] Additionally, while various aspects and embodimerds bave been disclosed
herein, other aspects and cmbodiments will be apparent o those skilled in the art. The various
aspects and embodiments disclosed herein are for purposes of illustration and are not mtended
to be Hnuting, with the true scope and spirit being indicated by the following claims. Gther
embodiments may be utilized, and other changes may be made, without departing from the
spirit or scope of the subject matter presented herein. It will be readily understood that the
aspects of the present disclosure, as generally described herein, and illastrated in the figures,
can be arranged, substituted, combined, separated, and designed in a wide vanety of different

configurations, ali of which are contemplated herein.
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CLAIMS

We claimy

1. A computer-implemented method conmprising:

determining that a first balloon is at a location associated with a legally-defined
geographic area, wherein a balloon network provides service in a plurality of legally-defined
geographic arcas, and wherein an area profile idemtifics geographicaliy-restricted data that
must not be removed from the legally-defined geographic area;

determining that the first balloon contains at least some of the geographically-
restricted data;

determining that the first balicon is likely to move out of the legaliy-defined
geographic area; and

responsively removing the geographically-restricted data from the memory of the first

baltoon.

2. The method of claim 1, wherein the arvea profile further requires that the
geographically-restricted data be saved in at least one location in the legaliy-defined
geographic arca, the method further comprising:

responsive to the determination that the first balloon is likely to move out of the
legally-defined geographic arca, transferring the geographically-restricted data from the first
balloon to a device that is located in the legaliy-defined geographic arca, before removing the

geographically-restricted data from the memory of the first balloon.

3 The method of claim 2, wherein the device receiving the geographically-
restricted daia from the first balloon is a second balloon located in the legally-defined

geographic area.
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4. The method of claim 2, wherein the device receiving the geographically-

restricted data from the first balloon is a ground-based station located in the legally-defined

geographic area.

5. The method of claim 2, wherein the geograpbically-restricted data s

transferred via g RF air-interface.

6. The method of claim 2, wherein the geographically-restricted data s

transferred via a free-space optical k.

7. The method of claim I, wherein the area profile fimther requires that the
geographically-restricted data be saved in at least onc location in the legally-defined
geographic area, the method further comprising:

determining if a second balloon located in the legally-defined geographic area
contains the geographically-restricted data;

responsive to the determination that the second balicon does pot mclude the
geographically-restricted data, transferring the geographically-restricted data from the first
balloon to a device that is located in the legally-detfined geographic area, before removing the

geographicaliy-restricied data from the memory of the first balloon.

8. The method of claim 1, wherein determining the first balloon is likely to move
ot of the legally-defined geographic arca comprises:

determining a direction in which the first balloon is travelling;

o
(8]
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based on the direction in which the first balloon is travelling, determining a
probability that the first balloon will move out of the legally-defined geographic area; and
determining that the probability that the first balloon will move out of the legally-

defined geographic area is greater than a threshold probability.

9. A macthed operable by a first balloon in a balloon network, the method
comprising:

receiving at least a portion of geographically-restricted data when the first balloon
cuters 2 legally-defined geographic area;

determining that the legally-defined geographic area bas an area profile that identifics
geographically-restricted data that must not be removed from the legally-defined geographic
area;

determining that the first balloon is lbikely to move out of the legally-defined
geographic arca; and

responsively removing the geographically-restricted data from the memory of the fivst

batloon.

10, The method of claim 9, wherein the area profile fimther requires that the
geographically-restricted data be saved n at least one location in the legally-defined
geographic area, the method further comprising:

responsive to the determination that the first balloon is likely to move out of the
legally-defined geographic area, transferring the geographically-restricted data from the fivst
halloon to a device that 15 located in the legally-defined geographic arca, before removing the

geographically-resiricted data from the memory of the first balloon.
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i1 The method of claim ¢, wherein the device receiving the geographically-
restricted data from the first balloon is a second balloon located i the legaliy-defined

geographic arca.

12. The method of claim 9, wherein the device receiving the geographically-
restricted data from the first balioon is a ground-based station located in the legally-defined

geographic arca.

13. The method of claim 9, wherein the geographically-restricted data s

transferred via a RF air-interface.

t4.  The method of claim 9, wherein the geographically-restricied data is

transferred via a free-space optical link.

15. The method of claim 9, wherein the avea profile further requires that the
geographically-restricted data be saved in at least one location in the legally-defined
geographic arca, the method further comprising:

determining if a second balloon located in the legally-defined geographic area
contains the geographically-restricted data;

responsive io the determination that the second balloon does not include the
geographically-restricted data, transferring the geographically-restricted data from the first
balloon to a device that is located n the legally-defined geographic area, before removing the

geographically-restricted data from the memory of the first balloon.
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16. The method of claim 9, wherein determining the fivst balloon is likely to move
out of the legally-defined geographic area comprises:

determining a direction in which the first balloon is travelling;

based on the direction in which the first balloon is travelling, determining a
probability that the first balloon will move out of the legally-defined geographic area; and

determining that the probability that the first balloon will move out of the legally-

defined geographic arca is greater than a threshold probability.

17. A couputer-readable medium storing instructions that, when executed by one
{7 OIS processors in a computing device, cause that computing device to perform functions,
the functions comprising:

determining that a first balloon 18 at a location associated with a legally-defined
geographic arca, wherein a balicon network provides service in a plurality of legally-defined
geographic arcas, and wherein an arca profile identifics geographicaliy-restricted data that
must not be removed from the legally-defined geographic arca;

determining that the first balloon contatns at least some of the geographically-
restricted data;

determining that the first balloon is likely to move out of the legally-defined
geographic area; and

responsively removing the geographicaliy-resiricted data from the memory of the first

balloon.

18. The computer-readable medivm of claim 17, wherein the arca profile further
requires that the geographicaliy-restricted data be saved in at least one location in the legally-

defined geographic area, the functions further comprising:
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responsive to the determination that the first balloon is likely to move out of the
legally-defined geographic area, transferring the geographically-restricted data from the fivst
balloon to a device that is located in the lcgally-defined geographic area, before removing the

geographically-restricted data from the memory of the first balloon.

19, The computer-readable mediurn of claim 17, wherein the area profile further
requires that the geographically-resiricted data be saved in at least once location in the legally-
defined geographic area, the functions further comprising:

determining if 2 second balloon located in the legally-defined geographic arca
contains the geographically-restricted data;

responsive to the determination that the second balloon does not contain the
geographically-restricted data, transferring the geographically-restricted data from the first
balloon to a device that is located 1 the legally-defined geographic arca, before removing the

geographicaliy-restricied data from the memory of the first balloon.

20, The computer-readable medium of 17, wherein determining the first balloon is
likely to move out of the legally-defined geographic arca comprises the functions of:

determining a direction in which the first balloon is traveliing;

based on the divection in which the first balloon is travelling, determining a
probability that the first balicon will move out of the legally-defined geographic area; and

determining that the probability that the first balloon will move out of the legally-

defined geographic arca is greater than a threshold probability.

21, A computer-implemented method comprising:
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determining that a first balloon 15 at a location associated with a legally-defined
geographic area, wherein a balloon network provides service in a plorality of legaliy-defined
geographic arcas, and wherein an arca profile identifies geographically-resiricted data that
must not be removed from the legally-defined geographic area;

determining that the first balloon contains at least some of the geographically-
restricted data;

encrypting the geographically-sensitive data with an encryption key;

determining that the first balioon is hkely to move out of the legaliy-defined
geographic area; and

responsively removing the encryption key from the memory of the first balloon.
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