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Description

BACKGROUND OF THE INVENTION:

The present invention relates to remote actuating apparatus capable of responding to multiple types of
security codes including security codes generated from storage at a transmitter and from keypad
generation at a transmitter.

Remote actuating apparatus such as automatic garage door openers comprise remote transmitters and
a receiver which responds to signals from the transmitters to generate actuating signals thereby opening a
door. The receivers of such arrangements provide security in their operation by actuating only when a
properly transmitted request is received which maiches one of the small number of allowable security
codes. The security codes are used to deny access by miscreants and to limit the possibility that someone
with a similar transmitter would erroneously open garage doors other than his or her own.

Two basic types of security code transmitters are known in the art. One type disclosed in U.S. Patent
No. 4,750,118 to C. Heitschel, et al., includes an arrangement which stores a security code on a long term
or permanent basis and which transmits the stored security code in response to the pressing of a transmit
push-button switch. The long term storage of the security code can be provided by a computer-type
memory within the transmitter or by a set of switches within the transmitter which are only rarely changed.
The stored code type of transmitter in extremely easy to use since it requires only the pressing of a
fransmit button. The security of such an arrangement is also good, given the large number of possible
security codes that are provided for with today's remote actuation equipment. However, the code of the
stored code-type transmitters remains with the transmitter and should the transmitter be lost or stolen,
others can actuate the receiver with which it is paired by merely pressing a transmit button.

The second basic type of code transmitter does not include long term security code storage, but
instead, includes a keypad which the user manipulates to define a particular security code which the user
has memorized. In essence, the long term storage of the transmitter is replaced with human memory. Thus,
the keypad-type transmitter can only be used to open a door by people knowing the proper code to enter.
Should a keypad-type transmitter be lost or stolen, it includes no memory of the security code to be used
and thus, an individual who comes into possession of the transmitter without the owner's permission cannot
automatically control a receiver. Keypad transmitters, however, are much less convenient to use than stored
code transmitters because the code must be remembered and re-entered for each use of the keypad
fransmitter. Also, when a user's arms are full of packages or when the user is driving a car, keypad code
entry can be physically difficult.

Reference should also be made to EP-A-0,099,762 which describes the remote control of, for example,
a garage door by means of encoded signals.

A need exists for a door actuation arrangement which provides the security against loss or theft of a
keypad transmitter while retaining the ease of use of a stored code transmitter.

SUMMARY OF THE INVENTION

A garage door opening system in accordance with the present invention comprises a door actuating
apparatus which responds to door open request signals from remote transmitters of a keypad type and from
remote fransmitters of the long-term storage type by selectively opening a garage door. Advantageously, an
operator controlled security switch is included at the door actuating apparatus which enables the operator to
lock out the stored code type door open requests, while permitting keypad type door open requests fo
selectively open the door.

For normal operation, the actuation apparatus opens the door and responds to both types of door open
requests. However, when greater security is desired, such as when a stored code type fransmitters is lost or
stolen, the security switch setting can be changed to lock out the stored code type transmitter. During the
time that the stored code type transmitter is locked out, operation by the keypad type transmitter is still
permitted. When greater security is no longer needed, e.g., the lost transmitter is found, controlling the
security switch again permits door actuation by both types of remote transmitters. In an embodiment of the
invention, the door actuation apparatus can also be controlled to inhibit all door actuation, regardless of the
type of the door open request signals received.

Each type of door open request includes a security code sequence which is distinguishable from the
security code sequence of the other types of door open requests. The actuating apparatus includes a
memory for storing permitted security code sequences of both the keypad type and the stored code type.
The permitted code sequences are those which are permitted to open the door. In response to a received
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door open request, the door actuating apparatus determines the type of received request and compares the
security code of the received request with the same type of stored permitted code sequence. When the
compared code sequences are the same, a door actuation signal is generated. The door actuation signal
generated in response to a received stored code type door open request may be inhibited by the setting of
the security switch.

For even greater utility, a door opening apparatus in accordance with the present invention can respond
fo two formats of stored code type security signals and to the keypad type security signals. The actuation
apparatus comprises memory for storing at least one permitted stored code of all three possible types of
received door open requests. When a door open request is received, its type and format are determined
and it is compared with the same type of stored permitted code sequence. When the compared code
sequences are the same, door actuation signals are generated. When the security switch is controlled to be
in the increased security mode, door actuation signals responsive to both types of stored security code
transmitters are inhibited, while those of a keypad transmitter are not.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a perspective view showing a garage door operator embodying various features of the present
invention;

FIG. 2 represents a ten code word security format used with the garage door operator of FIG. 1;

FIG. 3 represents a twenty code word security format used with the garage door operator of FIG. 1;

FIG. 4 is a block diagram of a stored code type ten code word transmitter for use with the operator of
FIG. 1;

FIG. 5 is a block diagram of a twenty code word stored code type transmitter;

FIG. 6 is a flow diagram of the operation of the transmitter of FIG. 5;

FIG. 7 is a block diagram of a keypad type transmitter used with the operator of FIG. 1;

FIG. 8 is a flow diagram of the operation of the transmitter of FIG. 7;

FIG. 9 is a block diagram of a control unit of the operator of FIG. 1;

FIG. 10 is a flow diagram showing a programming mode of operation for the transmitter of FIG. 9; and
FIG. 11 is a flow diagram showing the response of the control unit to received security codes.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

FIG. 1 illustrates a garage door operator 10 mounted to the ceiling of a garage and connected to
operate a door 17. Garage door operator 10 has a head end unit 11 which is supported from the ceiling and
includes a motor (not shown) which drives a suitable chain 15 to which a frolley 13 is attached so that it
moves along rail 12. The trolley 13 has a release cord 20 and pivotally carries a lever arm 14 which is
attached to a bracket 16 mounted to the door, so as to raise and open it by pulling along conventional rails
19. Similarly, head end unit 11 lowers the door by moving trolley 13 away from the head end unit 11 until
the door has achieved the closed position.

Head end unit 11 includes an operating mechanism which energizes the motor to open and close the
door. The operating mechanism is actuated in response to an actuation signal transmitted over a conductor
18 from a control unit 38. Control unit 38 generates the actuation signal on conductor 18 in response to an
operate switch 39 on the control unit 38 and in response to door actuation request signals from remote
fransmitters 24 through 26. The door actuation request signals from remote transmitters 24 through 26,
each comprise a sequence of code words which must match a sequence of allowable code words stored in
control unit 38 before actuation signals are generated on conductor 18. In the present embodiment, remote
fransmitters 24 and 25 fransmit in a 10 code word format in which each door actuation request signal
includes 10 code words and remote transmitter 26 transmits in a 20 code word format in which each door
actuation request signal includes 20 code words.

FIG. 2 represents a door actuation request signal of the 10 code word format in which ten code words
41 make up the security code proper. Each of the code words 41 comprises 4-bits which are used to
convey one of three code designations. The coding of these three designations, which are labelled A, B and
C is shown in Table 1. Since each of the code words 41 indicates one of three states and ten such words
exist in a code sequence, approximately 59,000 unique code word sequences can be created with the 10
code word coding format.
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CODE WORD REPRESENTATIONS

TABLE 1
Code Transmitted Code
Character
Bit-1 Bit-2 Bit-3 Bit-4
A 0 0 0 1
B 0 0 1 1
C 0 1 1 1

The code words are transmitted from a fransmitter to a control unit 38 using RF signals and each
sequence of code words begins with a single logic one synchronization pulse 42 (FIG. 2). After the
fransmission of a complete ten word code sequence, a blanking interval is produced by the transmitter of
approximately 39-bit intervals, then the entire code sequence beginning with the logic one synchronization
pulse 42, is repeated. Transmission in this manner resulis in a continuing sequence of fransmitted 10 word
code sequences, each separated by 39 blank bit times and each beginning with a logic one synchronization
pulse 42. Control unit 38 recognizes the 10 code word format recognizes the format by the presence of the
one bit time synchronization pulse 42 following a blanking interval and records each successive sequence
of ten code words. As is well known in the art, multiple repetitions of the same code word sequence are
received before the code word sequence is determined to have been received correctly.

FIG. 3 represents a 20 code word sequence of the present embodiment. The 20 code word sequence
of FIG. 3 comprises two frames of code words where a frame 1 consists of code words 1 through 10 and a
frame 2 consists of code words 11 through 20. The code words of frame 1 are denoted 44 and those of
frame 2 are denoted 49. A code sequence of 20 three state code words as shown in FIG. 3 permits in
excess of three billion unique code combinations.

20 code word sequences are transmitted in a manner different from the 10 code word sequences. Each
frame 1 is transmitted using substantially the same format as each frame of the 10 code word system and
begins with a logic one synchronization pulse 42 and ends with a blanking interval of approximately 39-bit
times. Each frame 2, however, is transmitted at the end of the blanking interval and begins with a
synchronization 2 signal 46 which comprises three consecutive logic ones. At the conclusion of the
fransmission of a frame 2, another blanking interval is enforced followed by repetitive transmissions of
frame 1 and frame 2, each separated by a blanking interval and each frame 2 beginning with a 3-bit
synchronization signal 46.

Regardless of whether a 10 or 20 code word format is used by a given transmitter, the code words of
the format must be accurately produced by that transmitter. The code word sequence to be transmitted is
stored in a memory in transmitters 24 and 26, while the code word sequence transmitted by transmitter 25
is entered by user manipulation of a push button keys 27 (FIG. 1).

FIG. 4 is a block diagram of a transmitter 24 which transmits pre-stored code words in the ten code
word format. In FIG. 4, a transmit unit 31 operates in accordance with signals from a time generator 33 to
read the ten permanently stored code words from a code word source 39 and convert them into RF signal
bursts which are transmitted to the control unit 38 (FIG. 1) via an antenna 34. The transmitter of FIG. 4 is
normally at rest. When an operator wishes to transmit a code, that operator presses push button 36 to
which timing generator 33 responds by generating a continuing sequence of clock pulses at the rate of
approximately one pulse per millisecond. These clock pulses are applied to tfransmit unit 31 via a conductor
37 and control the reading of the ten code words from code word source 39 and their transmission in the
ten code word format from antenna 34. Code word source 39 is a memory which permanently stores the
ten code words in the format shown in Table 1. In order to facilitate identification of the source of
transmitted code word sequences, the tenth code word stored by code word source 39 is always a code
character "A" as shown in Table 1.

In order to control the minimum number of times that the code sequence is transmitted, time generator
33 may include a delay device such as a monostable multi-vibrator (not shown) which keeps timing
generator 33 operational for a predetermined period of time regardless of the time that the button 36 is
actually held down. Such preset operation of timing generator 33 assures that a minimum number of code
word sequences is transmitted for each push of button 36.
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FIG. 5 is a block diagram representation of a transmitter 26 for transmitting 20 code word sequences of
the type shown in FIG. 3. A transmit unit 51 operates in accordance with signals from a time generator 53
fo read permanently stored code words from a code word source 59 and convert them into RF signal bursts
which are transmitted to the control unit 38 (FIG. 1) via an antenna 54. The transmitter of FIG. 5 is normally
at rest. When an operator wishes to transmit a code, that operator presses a push-button 56 to which timing
generator 53 responds by generating a continuing sequence of clock pulses at the rate of approximately
one pulse per millisecond. These clock pulses are applied to transmit unit 51 via a conductor 57 and control
the reading and transmission of code words. FIG. 6 is a flow diagram of the operation of the transmitter of
FIG. 5 and is discussed in conjunction with the operation of the transmitter of FIG. 5.

The sequence shown in FIG. 6 begins at block 60 with the detection of the closure of push-button 56.
Pressing button 56 causes time generator 53 to generate a recurring sequence of timing pulses at the rate
of one per millisecond. In response to a first timing pulse, transmit unit 51 transmits via antenna 54, a logic
one, synchronization 1 signal of 1-bit time duration (one millisecond). At this time, fransmit unit 51 also
begins to read code words from a code word source 59 over a communication path 58. In block 64, the
code words read from code word source 59 are transmitted in sequence at the rate of 1 code word bit per
clock time until the last bit of the tenth code word has been transmitted. At the end of fransmission of the
tenth code word, transmit unit 51 blanks all transmission for 39 bit times (block 66).

Transmitter 51 terminates the blanking interval by transmitting a synchronization 2 signal consisting of
three consecutive logic ones (block 68). At the conclusion of the fransmission of the synchronization 2
signal, code words 11 through 20 which are accessed from code word source 59 are transmitted in a
manner substantially identical to the transmission of code words 1 through 10. At the conclusion of the
fransmission of code words 11 through 20, the flow diagram proceeds to block 71 where another blank
interval of 39-bit times is inserted and the flow proceeds back to block 60 where a determination is made of
the state of push-button 56. If push-button 56 is still closed, the sequence 60 through 71 repeats itself.
Since the time required to transmit both code word frames 1 and 2, and both blanking intervals is only 182-
bit times (182 milliseconds), normal human interaction with push-button 56 results in multiple tfransmissions
of the entire 20 code word code sequence. In order to control the minimum number of times that the code
sequence is transmitted, time generator 53 may include a delay device, such a monostable multivibrator
(not shown) which keeps timing generator 53 operational for a predetermined period of time, regardless of
the time the button 56 is actually held down. Such preset operation of timing generator 53 assures that a
minimum number of code word sequences is transmitted for each push of button 56.

In the present embodiment, code word source 59 comprises a memory storing the 4-bit codes of the
type shown in Table 1. Since twenty 3-state code words are used in the present embodiment, in excess of
three billion possible codes are represented. With such a large number of possible codes, the code word
sequences of all fransmitters can be virtually guaranteed to be distinct.

Keypad transmitter 25 which is shown in block diagram form in FIG. 7 does not include long term
storage of a security code, but briefly registers 10 code words derived from four number key 27 presses.
The registered code words are transmitted if a transmit key 61 is pressed within a short period (10 to 20
seconds) of time after the first number key is pressed. When the four keys of the code and the transmit key
are not pressed within the short period of time, the registered code words are made unavailable (erased) so
that no keypad transmitter finder or thief can use transmitter stored information to gain access to a
protected door. The time of code word registration, i.e., 10-20 seconds, is kept brief to provide little more
than enough time for a slow operator to enter and fransmit a code sequence.

The transmitter 25 shown in FIG. 7 is now described in conjunction with the flow diagram of FIG. 8. The
fransmitter 25 includes a keypad unit 60 having ten number keys 27 and a transmit key 61. The transmitter
of FIG. 7 normally is awaiting the press of a number key and in this waiting mode (block 130, FIG. 8), only
the keypad unit 60 is receiving power input. When a keypad number key 27 is pressed, a signal is sent on
conductor 62 to a power switch 63 which then applies power via a conductor 64 to a light 65, a controller 66
and an RF transmitter 67. Light 65, which may comprise a plurality of light emitting diodes, produces a light
when it receives power on conductor 64 to indicate to the operator that at least a partial security code
sequence is registered in the transmitter 25. Keypad unit 60 also responds to the press of a number key 27
by transmitting a four-digit binary code representation of the particular key pressed to control 66 via a
communication path 68. The four-digit binary code consisting of all zeros is not used 1o represent any key
so that all number key representations include at least a single logic 1.

When control 66 receives a representation of a first key press from communication path 68, it proceeds
to a block 131 where a ten-second timer T+ is started. Controller 66 also encodes the received key press
representation into the Table 1 format in preparation for transmission to control unit 38. Each key pad
entered code consists of four key presses. Each of the four key press representations of a keypad entered
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code is encoded by control 66 into two code words as shown in Table 2 for a total of eight code words.

TABLE 2

Received Key| Code Words Registered
Press

Cand C
Aand C
Band C
Cand B
A and B
B and B
Cand A
Aand A
B and A
B and A

COWoO~NOUhWN=

The ninth code word is then selected in accordance with Table 3.

TABLE 3
9th Code IF
Word
A Key 0 not pressed
B Key 0 pressed and key 9 not pressed
C Key 0 and 9 both pressed

The tenth code word registered for all keypad type transmitter code word sequences is selected at the
time of manufacture to be one of code words "B" or "C", that is, some keypad transmitters 25 will always
register a code word "B" as the tenth code word and other keypad fransmitters will always register a code
"C" as the tenth code word. However, no keypad transmitter 25 will register a code word "A" as the tenth
code word.

As each key press representation is received by control 66, it is encoded and registered (block 132,
FIG. 8) until ten code words are registered. The operator, at the completion of pressing the four keypad
keys 27 of a code, presses the fransmit key 61 causing a transmit signal to be sent to controller 66 via
conductor 69. The registration of code words and the receipt of a transmit signal are timed (block 133) by
the previously set timer Tio. If the ten code words are not registered and the transmit signal not received
within approximately ten seconds of the setting of timer Tio, the flow proceeds from block 133 to a block
134 where timers such as timer Tio are cleared and the registered code words are made unavailable
(erased). After block 134, control 66 transmits a signal (block 140) on a conductor 70 (FIG. 7) to which
power switch 63 responds by removing the power from conductor 64.

When the transmit signal on conductors 69 is received (block 135) within ten seconds of the start of
timer T1o and all ten code words are registered, control 66 sends (block 136) the registered code words to
the RF transmitter 67 which fransmits them to control unit 38 via antenna 71. At this time, a timer Tzo is
started (block 137). Whenever the fransmit button 61 is pressed (block 138) within 20 seconds of starting
timer T2, the code word sequence is again transmitted (block 136) and the timer Too is restarted (block
137). Should more than 20 seconds pass after the starting or restarting of timer T,o, the affirmative branch
of a timer loop 139 is taken and the registered code words are made unavailable (block 134) and power is
turned off (block 140).

The three types of transmitters 24 (FIG. 4), 25 (FIG. 7) and 26 (FIG. 5), each transmit a door request
signal which identifies the type of transmitter sending the request. Transmitter 26 transmits in the 20 code
word format (FIG. 3), which can be identified by the synchronization 2 signal 46. Transmitter 24 transmits in
the 10 code word format (FIG. 2) and identifies its type by the fact that code word 10 is always a code
character "A" (Table 1). Transmitter 25 also transmits in the 10 code word format and identifies its type by
the fact that the code word 10 is always a character "B" or "C" (Table 1), never a code character "A".
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The code word sequences transmitted from the transmitters of FIGS. 4, 5 and 7 are received by an
antenna 74 of the control unit 38 (FIG. 9) and conveyed to an RF receiver 73. Receiver 73 conveys the
received signals to a decoder 76 which converts them to the binary format shown in Table 1 and applies
them to a receiver controller 78. Controller 78 identifies the transmitter type and compares the received
codes with permitted codes stored in a memory 79 for the received transmitter type. When a maich is
found, controller 78 enables door apparatus 11 via conductor 18. The permitted codes stored in memory 79
for each type of transmitter are recorded therein during a receiver programming mode which is initiated by
the press of a program switch push-button 84.

Control unit 38 also includes a security switch 83 which is connected to controller 78 and used to
modify the response of controller 78 to received codes. When security switch 83 is in a first position,
controller 78 responds to received codes from all types of transmitters 24, 25 and 26 and generates
actuation signals on conductor 18 when matching security codes occur. However, when security switch 83
is in a second position, controller 78 responds only o received code sequences from keypad transmitters
25. Thus, the security switch 83 allows the system owner to control which type of transmitter can actuate
the door. For example, if a transmitter (24, 26) of the stored code type is lost or stolen, the owner can place
security switch 83 in the second position and thereby permit entry only to those individuals who know the
proper keypad code.

Pressing program switch 84 puts controller 78 in the programming mode shown in the flow diagram of
FIG. 10. In the programming mode, the transmitter or transmitters to be used with the subject receiver can
be individually enabled to transmit their respective security codes to the control unit 38 which receives
those security codes and stores them as permitted codes in memory 79. When program switch 84 is
initially depressed, controller 78 enters block 86 (FIG. 10) where it awaits the reception of a first frame 1 of
code words from decoder 76. Controller 78 determines in block 86 that a frame 1 is received by analyzing
the number of bits in the received synchronization signal. It should be mentioned that either a frame one of
the 20 code word format (FIG. 3) or any frame of the 10 code word format (FIG. 2) is determined in block
86 to be a frame 1. When no frame 1 is received within a period of time determined in block 88, the
controller exits the program mode and returns to a mode of awaiting an incoming code for door actuation
purposes. If 3-bits are received in block 86 as the synchronization signal, a frame 2 was actually received
and the flow returns to the beginning to await a frame 1.

When a frame 1 is received in block 86, the ten code words of that frame are held in storage in block
90 and the immediately subsequent frame is received in block 92. After a next frame is received in block
92, the flow proceeds to block 94 to determine if the synchronization signal received in block 92 comprises
a single logic one. When the received synchronization signal comprises a single logic one, then a 10 code
word sequence is being received and the flow proceeds to block 96. In block 96, code word 10 is checked
to identify whether the incoming code sequence is of the stored code transmitter 24 type (FIG. 4) in which
code word 10 equals the code character "A" (Table 1) or of the keypad transmitter 25 type (FIG. 7) in
which code word 10 does not equal the code character "A". When block 96 determines that code word 10
does not equal the code character "A", the flow proceeds to block 97 where the 10 code word sequence is
stored in a location Y of memory 79 allocated to permitted 10 code word sequences from keypad type
transmitters 25. Alternatively, when block 96 determines that code word 10 equals the code character "A"
the flow proceeds to block 98 where the received 10 code word sequence is stored in a location X of
memory 79, allocated to permitted 10 code word sequences from stored code type transmitters 24. After
the storage of the received 10 code word sequence in either step 97 or 98, control unit 78 exits the
program mode.

When the performance of block 94 indicates that the received synchronization signal does not contain a
single logic one, a block 95 is performed to determine if the synchronization signal comprises three logic
ones. A synchronization code of 3 logic ones indicates the reception of a frame 2 of code words 11 through
20. When the received synchronization signal does not comprise three logic ones, the program mode is
exited. However, when block 95 determines that the synchronization signal comprises three logic ones the
code word sequence comprising the ten code words 1 through 10 held in block 90 and the newly received
ten code words 11 through 20 are stored (block 99) in a location Z of memory 79 which is allocated fo the
storage of permitted twenty code word sequences. After the storage (block 99) of the two-frame code word
sequence in memory 79, the program mode is again exited.

Entering the program mode a number of times with different transmitters permits the storage of a
number of possible permitted code words in memory 79. The present embodiment allows the storage of
one-ten code word sequence of stored code transmitter type, one-ten code word sequence of keypad
transmitter type and four-twenty code word sequences.
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It should be mentioned that FIG. 10 shows the receipt of the code sequences only once before they are
stored in memory 79. It may be desirable to require that an incoming code sequence be received multiple
times before it is stored as a permitted sequence. An arrangement for requiring multiple valid code
sequences in a substantially similar environment as described in detail in the aforementioned C. Heitschel,
et al., patent.

FIG. 11 is a flow diagram of the normal operation of the controller 78 of FIG. 9 in which the controller 78
awaits an incoming code sequence for possible door actuation. This mode begins at block 100 where a
valid frame one is awaited. When a valid frame 1 is received in block 100, flow proceeds to a block 102
where the 10 code words received are temporarily stored and the flow proceeds to a block 103 awaiting the
next received frame. Block 105 is performed after a next frame is received to determine if the received
frame is a frame 2 or a second occurrence of frame 1. The distinction is made by an evaluation of the
length of the synchronization signal. When the synchronization signal indicates in block 105 that a frame 2
has been received the code words held in block 102 are read in block 107 and the twenty code words
comprising the received frame 1 and frame 2 are compared (block 109) with the permitted twenty code
word sequences stored in location Z of memory 79. Matches between received 20 code word sequences
and stored permitted 20 code word sequences are identified in block 111. When block 111 determines that
the received 20 code word sequence does not match a stored permitted 20 code word sequence, control
returns to block 100 to await the reception of a new frame 1. Alternatively, when a maich is determined in
block 111 between the received 20 code word sequence and a stored permitted 20 code word sequence,
flow proceeds to a block 112 where the state of the security switch 83 is checked. When the security switch
83 is in its second position (called position 2), indicating that only keypad type codes are permitted to open
the door, the flow proceeds from block 112 to block 100 to await the reception of a new frame 1. In normal
operation, however, security switch 83 will be in its first position indicating that all types of codes are
permitted to open the door. When block 112 determines that security switch is in the first position (not in
position 2), flow proceeds to a block 113 where an actuation signal is generated to open the door. After
generation of the actuation signal, flow proceeds to block 100 to await the reception of a new frame 1.

When block 105 determines that a second frame 1 has been received after a first frame 1, the tenth
code word of the received ten code word sequence is checked in block 106 to determined whether the
received code word sequence has a tenth code word equal to the character "A" (Table 1), indicating a
stored code type transmitter 24, or a tenth code word equal to the characters "B" or "C" (Table 1)
indicating a keypad type transmitter 25. When a keypad type code is identified in block 106, the received
code is compared (block 116) with the permitted keypad code stored in location Y of memory 79. When the
codes maich (block 118), flow proceeds to the block 113 where an actuation signal in generated. The flow
proceeds from block 118 to block 100 when no match in detected in block 118.

When block 106 determines that the received ten code word sequence is from a stored code
transmitter 24, the ten code words of the received frame 1 are compared (block 115) with the ten code
word sequence stored in location X of memory 79. When the compared code sequences do not maich
(block 117), flow proceeds to block 100. Alternatively, when block 117 determines that the compared code
sequences match, flow proceeds to block 119 where the position of the security switch 83 is checked.
When security switch 83 is in position 2, flow proceeds to block 100. Alternatively, when block 119
determines that the security switch is in position 1 indicating acceptance of all types of incoming codes,
flow proceeds to block 113 where an actuation signal is generated.

In the flow diagram of FIG. 11, the state of security switch 83 is checked in blocks 112 and 119 just
prior to the step of generating actuation signals. The placement of the comparison provided by blocks 112
and 119 can be changed to other points within the flow diagram of FIG. 11 without departing from the
present invention. In fact, the flow diagram of FIG. 11 could be implemented as two separate flow diagrams,
one operational when security switch 83 is in position 1 and the other operational when security switch 83 is
in position 2. In the preceding embodiment, a two position security switch is used to indicate control unit
responsiveness. A third position of the security switch, or an additional lock out switch (not shown), can be
used to disable control unit 38 response to all received door open request signals, regardless of their
source.

While preferred embodiments of the invention have been illustrated, it will be obvious to those skilled in
the art that various modifications and changes may be made thereto without departing from the scope of
the invention set forth in the attached claims.
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Claims

A remote garage door opening system (10) for selectively opening a door (17), comprising:

at least one keypad fransmitter (25) comprising a plurality of keys (27,61) for fransmitting keypad
type door opening request signals including a keypad type security code word sequence;

at least one stored code transmitter (24,26), comprising a code word sequence stored in long-term
storage (39), for transmitting stored code type door open request signals, including said stored code
word sequence (41), said stored code type door open request signals being distinguishable from said
keypad type door open request signals;

means (73,74) for receiving door open request signals of said keypad type and for receiving door
open request signals of said stored code type;

security control means (83) responsive to operator interaction for selectively generating one of a
first signal indicative of door opening in response to both said keypad type door open request signals
and said stored code type door open request signals, and a second signal indicative of door opening in
response to only said keypad type door open request signals; and

door actuation signal generating means (78) responsive to a received door open request signal for
determining the type of door open request signal received and for selectively generating door open
control signals responsive to received door open request signals of both said keypad type and said
stored code type when said security control means (83) is generating said first signal.

The system of Claim 1, wherein said door actuation signal generating means comprises:

means (79) for storing at least one permitted keypad type security code sequence and at least one
permitted stored code type security code sequence;

means (78) for comparing a received keypad type security code sequence only with said at least
one stored permitted keypad type security code sequence; and

means (78) for comparing a received stored code type security code sequence only with said at
least one stored permitted stored code type security code sequence.

The system of Claim 2, wherein said door actuation signal generating means (78), while in a learning
mode thereof, comprises means (78) for writing into said storing means (79) at least one permitted
keypad type security code sequence and at least one permitted stored code type security code
sequence.

The system of Claim 1, wherein both said keypad type security code sequence (41) and said stored
code type security code sequence comprise the same predetermined number of code words; and

said means for determining the type of door open request received comprises means for analyzing
a predetermined code word of each received door open request.

The system of Claim 1, wherein said security control means (83) is responsive to operator interaction
for generating a third signal and said door actuation signal generating means (78) responds to said third
signal by inhibiting the opening of said door in response to all types of received door open request
signals.

A method of operating a garage door opening apparatus (11) o selectively generate actuation signals
responsive to keypad type security code sequences and stored code type security code sequences,
said method comprising:

storing in said apparatus (11) at least one keypad type security code sequence;

storing in said apparatus at least one stored code type security code sequence;

receiving a transmitted security code sequence including indicia of its type;

identifying the type of said received security code sequence:

comparing, responsive to said indentifying step, said received security code sequence only with
the at least one of said stored permitted security code sequences of the same type; and

providing security control means (83) responsive o operator interaction for selectively generating
one of a first signal indicative of door opening in response to both said keypad type door open request
signals and said stored code type door open request signals, and a second signal indicative of door
opening in response to only said keypad type door open request signals; and

generating actuation signals when said received security code sequence matches a permitted
stored security code sequence compared thereto in said comparing step.
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7. A method in accordance with Claim 6, comprising:

generating a security control signal indicative of door actuation only in response to received
security code sequences of said keypad type; and said step of generating actuation signals comprises

generating actuation signals only in response to received security code sequences of said keypad
type when said security control signals are being generated.

Patentanspriiche

Garagentor-Fern&ffnungssystem (10) zum wahlweisen Offnen eines Tors (17), umfassend:

- wenigstens einen Tastfeld-Sender (25) mit einer Mehrzahl von Tasten (27, 61) zum Senden von
Tastfeld-Typ-Tordffnungsanfragesignalen, umfassend eine Tastfeld-Typ-Sicherheitscodeworte-Se-
quenz,

- wenigstens einen Sender (24, 26) mit gespeichertem Code, umfassend eine in einem Langzeit-
speicher (39) gespeicherte Codeworte-Sequenz zum Ubertragen von Tordffnungsanfragesignalen
des gespeicherten Codetyps, umfassend die gespeicherte Codeworte-Sequenz (41), wobei die
Tordffnungsanfragesignale des gespeicherten Codetyps von den Tastfeld-Typ-Tor&ffnungsanfra-
gesignalen unterscheidbar sind;

- Mittel (73, 74) zum Empfangen der Torbffnungsanfragesignale des Tastfeldtyps und zum Empfan-
gen der Tordffnungsanfragesignale des gespeicherten Codetyps,

- ein Sicherheitssteuermittel (83), welches auf die Einwirkung eines Bedieners anspricht zum
wahlweisen Erzeugen entweder eines ersten Signals, welches ein Tordffnen in Antwort sowohl auf
die Tastfeld-Typ-Tordffnungsanfragesignale als auch die Tor&ffnungsanfragesignale des gespei-
cherten Codetyps anzeigt, oder eines zweiten Signals, welches ein Tor&ffnen nur in Antwort auf
die Tastfeld-Typ-Tor&ffnungsanfragesignale anzeigt, und

- Torbetdtigungssignalerzeugermittel (78), welche auf ein empfangenes Tordffnungsanfragesignal
ansprechen zum Bestimmen des Typs des empfangenen Tordffnungsanfragesignals und zum
wahlweisen Erzeugen von Tor6ffnungssteuersignalen in Antwort auf die empfangenen Toroff-
nungsanfragesignale sowohl des Tastfeld-Typs als auch des gespeicherten Codetyps, wenn das
Sicherheitssteuermittel (83) das erste Signal erzeugt.

System nach Anspruch 1, worin das Torbetdtigungssignalerzeugermittel umfaBt:

- Mittel (79) zum Speichern wenigstens einer zugelassenen Tastfeld-Typ-Sicherheitscodesequenz
und wenigstens einer zugelassenen Sicherheitscodesequenz des gespeicherten Codetyps,

- Mittel (78) zum Vergleichen einer empfangenen Tastfeld-Typ-Sicherheitscodesequenznur mit der
wenigstens einen gespeicherten zugelassenen Tastfeld-Typ-Sicherheitscodesequenz, und

- Mittel (78) zum Vergleichen einer empfangenen Sicherheitscodesequenz des gespeicherten
Codetyps nur mit der wenigstens einen gespeicherten zugelassenen Sicherheitscodesequenz des
gespeicherten Codetyps.

System nach Anspruch 2, worin das Torbetétigungssignalerzeugermittel (78) in einem Lernmodus
desselben Mittel (78) zum  Schreiben wenigstens einer zugelassenen Tastfeld-Typ-
Sicherheitscodesequenz und wenigstens einer zugelassenen Sicherheitscodesequenz des gespeicher-
ten Codetyps in das Speichermittel (79) umfaft.

System nach Anspruch 1, worin sowohl die Tastfeld-Typ-Sicherheitscodesequenz (41) als auch die
Sicherheitscodesequenz des gespeicherten Codetyps die gleiche vorbestimmte Anzahl an Codeworten
umfaBt und das Mittel zum Bestimmen des Typs der empfangenen Tordffnungsanfrage Mittel zum
Analysieren eines vorbestimmten Codewortes jeder empfangenen Tordffnungsanfrage umfaBt.

System nach Anspruch 1, worin das Sicherheitssteuermittel (83) auf einen Bedienereingriff anspricht
zum Erzeugen eines dritten Signals und das Torbetdtigungssignalerzeugermittel (78) auf das dritte
Signal durch Unterbinden des Offnens des Tors in Antwort auf alle Typen von empfangenen Toroff-
nungsanfragesignalen antwortet.

Verfahren zum Betreiben einer Garagentor&ffnungsvorrichtung (11) zum wahlweisen Erzeugen von
Betatigungssignalen in Antwort auf Tastfeld-Typ-Sicherheitscodesequenzen und Sicherheitscodese-
quenzen des gespeicherten Codetyps, wobei das verfahren umfaBt:

- das Speichern wenigstens einer Tastfeld-Typ-Sicherheitscodesequenz in der Vorrichtung (11),
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- das Speichern wenigstens einer Sicherheitscodesequenz des gespeicherten Codetyps in der
Vorrichtung,

- das Empfangen einer Ubertragenen Sicherheitscodesequenz, welche Anzeigen flir ihren Typ
umfaBt,

- das Identifizieren des Typs der empfangenen Sicherheitscodesequenz,

- in Antwort auf den Identifizier-Schritt das Vergleichen der empfangenen Sicherheitscodesequenz
nur mit der wenigstens einen der gespeicherten zugelassenen Sicherheitscodesequenzen des
gleichen Typs, und

- das Vorsehen von Sicherheitssteuermitteln (83), welche auf einen Eingriff eines Bedieners
ansprechen zum wahlweisen Erzeugen entweder eines ersten Signals, welches ein Tordffnen in
Antwort sowoh! auf die Tastfeld-Typ-Tordffnungsanfragesignale als auch die Toréffnungsanfrage-
signale des gespeicherten Codetyps anzeigt, oder eines zweiten Signals, welches ein Tordffnen
in Antwort nur auf die Tastfeld-Typ-Tordffnungsanfragesignale anzeigt, und

- das Erzeugen von Betétigungssignalen, wenn die empfangene Sicherheitscodesequenz mit einer
gespeicherten, mit dieser in dem Vergleich-Schritt verglichenen Sicherheitscodesequenz Uberein-
stimmt.

7. Verfahren nach Anspruch 6 umfassend:

- das Erzeugen eines Sicherheitssteuersignals, welches eine Torbetadtigung nur in Antwort auf
empfangene Sicherheitscodesequenzen des Tastfeld-Typs anzeigt, und worin der Schritt des
Erzeugens von Betitigungssignalen umfaBt:

- das Erzeugen von Betdtigungssignalen nur in Antwort auf empfangene Sicherheitscodesequenzen
des Tastfeld-Typs, wenn die Sicherheitssteuersignale erzeugt worden sind.

Revendications

Systéme d'ouverture & distance de porie de garage (10) pour ouvrir de maniére sélective une porte
(17), comprenant :

au moins un émetteur 2 clavier (25) comprenant une pluralité de touches (27, 61) pour transmetire
des signaux de demande d'ouverture de porte du type entré par clavier incluant une séquence de mots
de code de sécurité du type entré par clavier ;

au moins un émetteur & code mémorisé (24, 26), comprenant une séquence de mots de code
mémorisée dans une mémoire & longue durée (39) pour émetire des signaux de demande d'ouverture
de porte du type & code mémorisé, incluant ladite séquence de mots de code mémorisé (41), lesdits
signaux de demande d'ouverture de porte du type & code mémorisé pouvant étre distingués desdits
signaux de demande d'ouverture de porte du type entré par clavier ;

un moyen (73, 74) pour recevoir des signaux de demande d'ouverture de porte dudit type entré
par clavier et pour recevoir des signaux de demande d'ouverture de porte dudit type & code mémorisé

un moyen de commande de sécurité (83) sensible & une interaction d'opérateur pour produire de
maniére sélective I'un d'un premier signal indicatif de 'ouverture de porte en réponse 2 la fois auxdits
signaux de demande d'ouverture de porte du type eniré par clavier et auxdits signaux de demande
d'ouverture de porte du type 2 code mémorisé, et d'un second signal indicatif de 'ouverture de porte
en réponse seulement auxdits signaux de demande d'ouverture de porte du type entré par clavier ; et

un moyen générateur de signaux de manoeuvre de porte (78), sensible & un signal de demande
d'ouverture de porte regu, pour déterminer le type de signal de demande d'ouveriure de porte regu et
pour produire de maniere sélective des signaux de commande d'ouverture de porte sensibles aux
signaux de demande d'ouverture de porte regus 2 la fois dudit type entré par clavier et dudit type &
code mémorisé, lorsque ledit moyen de commande de sécurité (83) produit ledit premier signal.

Systéme selon la revendication 1, dans lequel ledit moyen générateur de signaux de manoeuvre de
porte comprend :

un moyen de mémorisation (79) pour mémoriser au moins une séquence de code de sécurité du
type entré par clavier, autorisée, et au moins une séquence de code de sécurité du type 3 code
mémorisé, autorisée ;

un moyen de comparaison (78) pour comparer une séquence de code de sécurité du type entré
par clavier, regue, seulement avec ladite au moins une séquence de code de sécurité du type entré par
clavier, autorisée, mémorisée ; et
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un moyen de comparaison (78) pour comparer une séquence de code de sécurité du type & code
mémorisé, regue, seulement avec ladite au moins une séquence de code de sécurité du type & code
mémorisé, autorisée, mémorisée.

Systéme selon la revendication 2, dans lequel ledit moyen générateur de signal de manoeuvre de porte
(78), lorsqu'il est dans un mode d'apprentissage, comprend un moyen (78) pour écrire dans ledit
moyen de mémorisation (79) au moins une séquence de code de sécurité du type entré par clavier,
autorisée, et au moins une séquence de code de sécurité du type & code mémorisé, autorisée.

Systéme selon la revendication 1, dans lequel ladite séquence de code de sécurité du type entré par
clavier (41) et ladite séquence de code de sécurité du type & code mémorisé comprennent, toutes
deux, le méme nombre prédéterminé de mots de code ; et

dans lequel ledit moyen de détermination du type de demande d'ouverture de porte comprend un
moyen d'analyse pour analyser un mot de code prédéterminé de chaque demande d'ouverture de
porie regue.

Systéme selon la revendication 1, dans lequel ledit moyen de commande de sécurité (83) est sensible
A une interaction d'opérateur pour produire un troisieme signal, et dans lequel ledit moyen générateur
de sighaux de manoeuvre de porte (78) réagit audit troisi€éme signal en interdisant I'ouverture de ladite
porte en réponse A tous les autres types de signaux de demande d'ouveriure de porte regus.

Procédé de mise en oeuvre d'un appareil d'ouverture de porte de garage (11) pour produire de
maniére sélective des signaux de manoeuvre sensibles & des séquences de code de sécurité du type
eniré par clavier et 3 des séquences de code de sécurité du type & code mémorisé, ledit procédé
comprenant :

la mémorisation dans ledit appareil (11) d'au moins une séquence de code de sécurité du type
eniré par clavier ;

la mémorisation dans ledit appareil d'au moins une séquence de code de sécurité du type & code
mémorisé ;

la réception d'une séquence de code de sécurité émise incluant une indication de son type ;

I'identification du type de ladite séquence de code de sécuriié regue ;

la comparaison, en réponse a ladite étape d'identification, de ladite séquence de code de sécuriié
regue, seulement, A celle desdites au moins une séquences de code de sécurité autorisées regues qui
est du méme type ; et

la mise en place d'un moyen de commande de sécurité (83) sensible & une interaction d'opérateur
pour produire de maniére sélective 'un d'un premier signal indicatif d'ouverture de porte en réponse a
la fois auxdits signaux de demande d'ouverture de porte du type entré par clavier et auxdits signaux de
demande d'ouverture de porte du type & code mémorisé, et un second signal indicatif de I'ouverture de
porte en réponse & seulement lesdits signaux de demande d'ouverture de porte du type entré par
clavier ; et

la production de signaux de manoeuvre lorsque ladite séquence de code de sécurité regue
correspond 2 une séquence de code de sécurité mémorisée qui lui est comparée dans ladite étape de
comparaison.

Procédé selon la revendication 6, comprenant :

la production d'un signal de commande de sécurité indicatif d'une manoeuvre de porte seulement
en réponse & des séquences de code de sécurité regues dudit type entré par clavier ; et dans lequel
ladite étape de production de signaux de manoeuvre comprend :

la production de signaux de manoeuvre seulement en réponse & des séquences de code de
sécurité regues dudit type entré par clavier lorsque lesdits signaux de commande de sécurité sont en
cours de production.
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