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transmitted to a payee, for retransmittal of the token identifier by the payee to the computer system during a subsequent transaction
between the payor and the payee.
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SYSTEMS AND METHODS FOR PROCESSING ELECTRONIC
PAYMENTS USING A GLOBAL PAYMENT DIRECTORY

BACKGROUND OF THE INVENTION

[0001] The field of the invention relates generally to processing
electronic payments in both online and in-person commercial transactions, and more
particularly to network-based systems and methods for processing of electronic
payments in which payor information must be transmitted amongst various parties for
purposes of confirmation of payor information and authorization of payments to be

made on behalf of a payor by a bank, transaction card issuer, and the like.

[0002] Known eclectronic payment systems ecnable users to make
payments, for example retail purchases, electronically using a payment card. The
payment card is either presented personally, in the situation of a purchase being made
at a brick-and-mortar retail facility, or presented electronically, in the form of various
items of information associated with the payment card and the underlying account
associated with the card. Some known payment systems use a payment network, such
as the MasterCard® Network, to transfer payments from users to payees (MasterCard

is a registered trademark of MasterCard International, of Purchase, New York).

[0003] In the environment of commercial transactions, consumers
who use transaction cards to make purchases, particularly in on-line transaction
situations, are often required to provide significant amounts of information in order to
complete the transaction. For example, consumers are often required to provide their
name, address, transaction card information (such as the card number and security
code), etc. When entering such information, the merchant website typically requests
permission of the consumer to store the consumer’s information (registration), which
information is typically stored in the merchant’s database. Consumers accordingly
may over the course of time have their payment and other personal information stored
in the databases of numerous merchants. The acquisition and storage, even
temporarily, of consumer payment information by numerous merchants and vendors

presents a significant challenge with respect to security issues. Merchants and vendors
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that become participants in such payment systems are typically required by the
proprietors of such payment systems to undertake substantial security measures in
order to protect data, such as consumer payment information, that is stored on

merchant or vendor databases.

[0004] Accordingly, it would be desirable to provide a method for
receiving and processing consumer payment information that addresses security
issues and further reduces the number of locations in which consumer payment

information is stored.

BRIEF DESCRIPTION OF THE INVENTION

[0005] In one embodiment, a computer-implemented method for
facilitating electronic payments to a payee from at least one account associated with a
payor is provided, wherein the method is implemented using a computer device
coupled to a memory device. The method includes receiving payor profile information
from a payee, the payor profile information identifying the at least one account
associated with the payor. The method further includes storing the payor profile
information in the memory device. The method further includes generating a first
token identifier, the first token identifier associated with the payor profile
information. The method further includes transmitting the first token identifier to the
payee, for storage by the payee. The method further includes receiving the first token
identifier from the payee, the first token identifier accompanied by transaction
information associated with a transaction between the payor and the payee. The
method further includes retrieving the payor profile information associated with the
first token identifier. The method further includes authorizing payment to the payee

from the payor.

[0006] In another embodiment, a computer system for facilitating
clectronic payments to a payee from at least one account associated with a payor is
provided. The computer system includes a processor and a computer-readable storage
device having encoded thercon computer-executable instructions. The computer-

executable instructions cause the processor to perform functions including receiving
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payor profile information from a payee, the payor profile information identifying the
at least one account associated with the payor. The computer-executable instructions
further cause the processor to store the payor profile information in the memory
device. The computer-executable instructions further cause the processor to generate a
first token identifier, the first token identifier associated with the payor profile
information. The computer-executable instructions further cause the processor to
transmit the first token identifier to the payee, for storage by the payee. The computer-
executable instructions further cause the processor to receive the first token identifier
from the payee, the first token identifier accompanied by transaction information
associated with a transaction between the payor and the payee. The computer-
executable instructions further cause the processor to retrieve the payor profile
information associated with the first token identifier. The computer-executable

instructions further cause the processor to authorize payment to the payee from the

payor.

[0007] In yet another embodiment, one or more computer-readable
storage media are provided, having computer-executable instructions embodied
thereon for facilitating electronic payments to a payee from at least one account
associated with a payor. When executed by at least one processor, the computer-
executable instructions cause the processor to receive payor profile information from
a payee, the payor profile information identifying the at least one account associated
with the payor. The computer-executable instructions further cause the processor to
store the payor profile information in the memory device. The computer-executable
instructions further cause the processor to generate a first token identifier, the first
token identifier associated with the payor profile information. The computer-
executable instructions further cause the processor to transmit the first token identifier
to the payee, for storage by the payee. The computer-executable instructions further
cause the processor to receive the first token identifier from the payee, the first token
identifier accompanied by transaction information associated with a transaction
between the payor and the payee. The computer-executable instructions further cause

the processor to retrieve the payor profile information associated with the first token
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identifier. The computer-executable instructions further cause the processor to

authorize payment to the payee from the payor.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] FIG. 1 is a schematic diagram illustrating an exemplary multi-
party payment card industry system for enabling ordinary payment-by-card

transactions.

[0009] FIG. 2 is a simplified block diagram of a typical server
architecture of a system that facilitates processing of electronic payments in

accordance with one embodiment of the present invention.

[0010] FIG. 3 is an expanded block diagram of the typical system

shown in FIG. 2 in accordance with one embodiment of the present invention.

[0011] FIG. 4 illustrates an exemplary configuration of a client
system shown in FIGS. 2 and 3, in accordance with one embodiment of the present

invention.

[0012] FIG. § illustrates an exemplary configuration of a server
system shown in FIGS. 2 and 3, in accordance with one embodiment of the present

invention.

[0013] FIG. 6 is a simplified diagram of a consumer-to-merchant

payment environment in accordance with one embodiment of the present invention.

[0014] FIG. 7 is a flowchart illustrating an exemplary method for
processing electronic payments in accordance with one embodiment of the present

invention.
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DETAILED DESCRIPTION OF THE INVENTION

[0015] The following detailed description illustrates embodiments of
the invention by way of example and not by way of limitation. It is contemplated that
the invention has general application to processing financial transaction data by a

third party in industrial, commercial, and residential applications.

[0016] As used herein, an element or step recited in the singular and
proceeded with the word “a” or “an” should be understood as not excluding plural
elements or steps, unless such exclusion is explicitly recited. Furthermore, references
to “example embodiment” or “one embodiment” of the present invention are not
intended to be interpreted as excluding the existence of additional embodiments that

also incorporate the recited features.

[0017] The embodiments described herein relate to electronic
financial transactions, specifically, commercial transactions between a consumer
(payor) and a merchant (payee), and particularly through online transactions.
Described in detail herein are exemplary embodiments of systems and processes that
facilitate such electronic payments from an account associated with a payor to an
account associated with a payee. The system described herein includes a computer
device coupled to a memory device. The computer device and memory device are part
of a payment network. A technical effect of the systems and processes described
herein is achieved by performing at least one of the following steps: (a) receiving
payor profile information from a payee, the payor profile information identifying the
at least one account associated with the payor; (b) storing the payor profile
information in the memory device; (c) generating a first token identifier, the first
token identifier associated with the payor profile information; (d) transmitting the first
token identifier to the payee, for storage by the payee; (e) receiving the first token
identifier from the payee, the first token identifier accompanied by transaction
information associated with a transaction between the payor and the payee; (f)
retrieving the payor profile information associated with the first token identifier; (g)

authorizing payment to the payee from the payor; (h) generating a second token
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identifier, the second token identifier associated with the payor profile information;

and (i) transmitting the second token identifier to the payee.

[0018] In one embodiment, a computer program is provided, and the
program is embodied on a computer readable medium. In an exemplary embodiment,
the system is executed on a single computer system, without requiring a connection to
a server computer. In a further exemplary embodiment, the system is being run in a
Windows® environment (Windows is a registered trademark of Microsoft
Corporation, Redmond, Washington). In yet another embodiment, the system is run
on a mainframe environment and a UNIX® server environment (UNIX is a registered
trademark of X/Open Company Limited located in Reading, Berkshire, United
Kingdom). The application is flexible and designed to run in various different
environments without compromising any major functionality. In some embodiments,
the system includes multiple components distributed among a plurality of computing
devices. One or more components are in the form of computer-executable
instructions embodied in a computer-readable medium. The systems and processes
are not limited to the specific embodiments described herein. In addition, components
of cach system and each process can be practiced independent and separate from other
components and processes described herein. Each component and process can also be

used in combination with other assembly packages and processes.

[0019] The systems and processes are not limited to the specific
embodiments described herein. In addition, components of each system and each
process can be practiced independent and separate from other components and
processes described herein. Each component and process also can be used in

combination with other assembly packages and processes.

[0020] In one embodiment, a computer program is provided, and the
program is embodied on a computer readable medium and utilizes a Structured Query
Language (SQL) with a client user interface front-end for administration and a web
interface for standard user input and reports. In an exemplary embodiment, the

system is web enabled and is run on a business-entity intranet. In yet another
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embodiment, the system is fully accessed by individuals having an authorized access
outside the firewall of the business-entity through the Internet. In a further exemplary
embodiment, the system is being run in a Windows® environment (Windows is a
registered trademark of Microsoft Corporation, Redmond, Washington). The
application is flexible and designed to run in various different environments without

compromising any major functionality.

[0021] The systems and processes are not limited to the specific
embodiments described herein. In addition, components of each system and each
process can be practiced independent and separate from other components and
processes described herein. Each component and process also can be used in

combination with other assembly packages and processes.

[0022] The term processor, as used herein, may refer to central
processing units, microprocessors, microcontrollers, reduced instruction set circuits
(RISC), application specific integrated circuits (ASIC), logic circuits, and any other

circuit or processor capable of executing the functions described herein.

[0023] As used herein, the terms “software” and “firmware” are
interchangeable, and include any computer program stored in memory for execution
by a processor, including RAM memory, ROM memory, EPROM memory, EEPROM
memory, and non-volatile RAM (NVRAM) memory. The above memory types are
exemplary only, and are thus not limiting as to the types of memory usable for storage

of a computer program.

[0024] FIG. 1 is a schematic diagram 20 illustrating an exemplary
multi-party payment card industry system for enabling ordinary payment-by-card
transactions in which historical transactions are utilized at least in part with an
ensemble aggregate merchant prediction system. As utilized herein, aggregate
merchant refers to a high level grouping of merchant locations. More specifically, the
various individual merchant locations for a retailer arc aggregated together (e.g.,
linked to one another in a database) to form an aggregate merchant. One merchant

location is therefore a component of an aggregate merchant. Typically, an aggregate
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merchant is utilized when referring to a chain of stores and locations are aggregated
together, as further described herein, based on a number of field values stored in a

database of transaction data.

[0025] The present invention relates to a payment card system, such
as a credit card payment system using the MasterCard® interchange. The
MasterCard® interchange is a proprietary communications standard promulgated by
MasterCard International Incorporated® for the exchange of financial transaction data
between financial institutions that are members of MasterCard International
Incorporated®. (MasterCard is a registered trademark of MasterCard International

Incorporated located in Purchase, N.Y.).

[0026] In a typical payment card system, a financial institution called
the "issuer" issues a payment card, such as a credit card, to a consumer, who uses the
payment card to tender payment for a purchase from a merchant. To accept payment
with the payment card, the merchant must normally establish an account with a
financial institution that is part of the financial payment system. This financial
institution is usually called the "merchant bank” or the "acquiring bank" or "acquirer
bank." When a cardholder/consumer 22 tenders payment for a purchase with a
payment card (also known as a financial transaction card), the merchant 24 requests
authorization from the merchant bank 26 for the amount of the purchase. The request
may be performed over the telephone, but is usually performed through the use of a
point-of-sale terminal, which reads the consumer's account information from the
magnetic stripe on the payment card and communicates electronically with the
transaction processing computers of the merchant bank. Alternatively, a merchant
bank may authorize a third party to perform transaction processing on its behalf. In
this case, the point-of-sale terminal will be configured to communicate with the third
party. Such a third party is usually called a "merchant processor” or an "acquiring

processor."

[0027] Using the interchange 28, the computers of the merchant bank

or the merchant processor will communicate with the computers of the issuer bank 30

-8-
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to determine whether the consumer's account is in good standing and whether the
purchase is covered by the consumer's available credit line. Based on these
determinations, the request for authorization will be declined or accepted. If the

request is accepted, an authorization code is issued to the merchant.

[0028] When a request for authorization is accepted, the available
credit line of consumer's account 32 is decreased. Normally, a charge is not posted
immediately to a consumer's account because bankcard associations, such as
MasterCard International Incorporated®, have promulgated rules that do not allow a
merchant to charge, or "capture," a transaction until goods are shipped or services are
delivered. When a merchant ships or delivers the goods or services, the merchant
captures the transaction by, for example, appropriate data entry procedures on the
point-of-sale terminal. If a consumer cancels a transaction before it is captured, a
"void" is generated. If a consumer returns goods after the transaction has been

captured, a "credit” is generated.

[0029] After a transaction is captured, the transaction is settled
between the merchant, the merchant bank, and the issuer. Settlement refers to the
transfer of financial data or funds between the merchant's account, the merchant bank,
and the issuer related to the transaction. Usually, transactions are captured and
accumulated into a "batch," which transactions are settled as a group. Data that is
associated with such transactions, as described further herein, is utilized in the art of

predicting future purchasing activities.

[0030] Financial transaction cards or payment cards can refer to
credit cards, debit cards, and prepaid cards. These cards can all be used as a method of
payment for performing a transaction. As described herein, the term "financial
transaction card" or "payment card" includes cards such as credit cards, debit cards,
and prepaid cards, but also includes any other devices that may hold payment account

information, such as mobile phones, personal digital assistants (PDAs), and key fobs.

[0031] FIG. 2 is a simplified block diagram of an exemplary system

100 in accordance with one embodiment of the present invention. In the exemplary

9.
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embodiment, system 100 facilitates ensuring that a person attempting to use a
transaction card or its corresponding account number is the legitimate cardholder.
More specifically, in the exemplary embodiment, system 100 includes a server system
112 communicatively coupled to a plurality of client systems 114, also known as

input devices.

[0032] In the exemplary embodiment, client systems 114 are
computers that include a web browser, which enable client systems 114 to access
server system 112 using the Internet. More specifically, client systems 114 are
communicatively coupled to the Internet through many interfaces including, but not
limited to, at least one of a network, such as the Internet, a local area network (LAN),
a wide area network (WAN), or an integrated services digital network (ISDN), a dial-
up-connection, a digital subscriber line (DSL), and a cable modem. Client systems
114 can be any device capable of accessing the Internet including, but not limited to, a
desktop computer, a laptop computer, a personal digital assistant (PDA), a cellular

phone, a smartphone, or other web-based connectable equipment.

[0033] System 100 may also include an input or point-of-sale (POS)
terminals 115, for example, a POS terminal and/or a cardholder workstation, which is
connected to client systems 114 and may be connected to server system 112. Input
terminals 115 may be interconnected to the Internet through a variety of interfaces
including a network, such as a LAN or a WAN, dial-in-connections, cellular
connections, cable modems, wireless modems, and special high-speed ISDN lines.
Input terminals 115 may be any device capable of interconnecting to the Internet to

provide transaction card information to client systems 114 and/or server system 112.

[0034] A database server 116 is communicatively coupled to a
database 120 that contains a variety of information including, but not limited to, a
name of a cardholder, an account number, a transaction history, a billing address, a
shipping address, the cardholder’s date of birth, telephone number(s) associated with
the cardholder (e.g., a mobile, work, or home telephone number), email addresses

associated with the cardholder, and other cardholder-related information. Moreover,
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the database 120 can include multiple account numbers associated with a single
cardholder. More specifically, a cardholder may be issued multiple transaction cards.
Database 120 may store the multiple transaction card numbers associated with the
single cardholder. In addition, each particular account number can have its own
corresponding set of information specific to the particular account number. For
example, different account numbers can have different shipping addresses associated
therewith. In the exemplary embodiment, database 120 is stored remotely from server
system 112. In some embodiments, database 120 is decentralized. In the exemplary
embodiment, a person can access database 120 via client systems 114 by logging onto

server system 112,

[0035] In the example embodiment, server system 112 may be
associated with an interchange network, and may be referred to as an interchange
computer system. Additionally, a check out platform may be associated with the
interchange network. Server system 112 may be used for processing transaction data
and for registering cardholders and/or merchants into a plurality of programs offered
by the interchange network, including, but not limited to, an express check out
program. In addition, at least one of client systems 114 may include a computer
system associated with an issuer of a transaction card. Accordingly, server system
112 and client systems 114 may be utilized to process transaction data relating to
purchases made by a cardholder utilizing a transaction card that is processed by the
interchange network and issued by the associated issuer. Another client system 114
may be associated with a user or a cardholder secking to register, access information,
or process a transaction with at least one of the interchange network, the issuer, or the

merchant.

[0036] FIG. 3 is an expanded block diagram of an exemplary system
100 in accordance with one embodiment of the present invention. The components of
system 100, which are identical to components of system 100 shown in FIG. 2, are
identified in FIG. 3 using the same reference numerals as used in FIG. 2. System 100
includes server system 112, client systems 114 and input terminals 115. Server

system 112 further includes database server 116, an application server 124, a web
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server 126, a fax server 128, a directory server 130, and a mail server 132. A disk
storage unit 134 is coupled to database server 116 and directory server 130. Servers
116, 124, 126, 128, 130, and 132 are coupled in a local area network (LAN) 136. In
addition, a system administrator’s workstation 138, a user workstation 140, and a
supervisor’s workstation 142 are coupled to LAN 136. Alternatively, workstations
138, 140, and 142 are coupled to LAN 136 using an Internet link or are connected

through an intranet.

[0037] Each workstation, 138, 140, and 142 is a personal computer
having a web browser. Although the functions performed at the workstations
typically are illustrated as being performed at respective workstations 138, 140, and
142, such functions can be performed at one of many personal computers coupled to
LAN 136. Workstations 138, 140, and 142 are illustrated as being associated with
separate functions only to facilitate an understanding of the different types of

functions that can be performed by individuals having access to LAN 136.

[0038] Server system 112 is configured to be communicatively
coupled to various individuals, including employees 144 and to third parties, e.g.,
account holders, customers, auditors, etc., 146 using an ISP Internet connection 148,
The communication in the exemplary embodiment is illustrated as being performed
using the Internet, however, any other WAN type communication can be utilized in
other embodiments, i.c., the systems and methods described herein are not limited to
being practiced using the Internet. In addition, and rather than WAN 150, local arca
network 136 could be used in place of WAN 150.

[0039] In the exemplary embodiment, any authorized individual
having a workstation 154 can access system 100. At least one of the client systems
includes a manager workstation 156 located at a remote location. Workstations 154
and 156 are personal computers having a web browser. Also, workstations 154 and
156 are configured to communicate with server system 112. Furthermore, fax server

128 communicates with remotely located client systems, including a client system 146
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using a telephone link. Fax server 128 is configured to communicate with other

workstations 138, 140, and 142 as well.

[0040] As used herein, the terms “software” and “firmware” are
interchangeable, and include any computer program stored in memory for execution
by personal computers, workstations, clients, and servers, including RAM memory,
ROM memory, EPROM memory, EEPROM memory, and non-volatile RAM
(NVRAM) memory. The above memory types are exemplary only, and are thus not

limiting as to the types of memory usable for storage of a computer program.

[0041] FIG. 4 illustrates an exemplary configuration of a user
computer device 202 operated by a user 201. User computer device 202 may include,
but is not limited to, client systems 114, 138, 140, and 142, POS terminals 115,

workstation 154, and manager workstation 156.

[0042] User computer device 202 includes a processor 205 for
executing instructions. In some embodiments, executable instructions are stored in a
memory area 210. Processor 205 may include one or more processing units (e.g., in a
multi-core configuration). Memory area 210 is any device allowing information such
as executable instructions and/or transaction data to be stored and retrieved. Memory

area 210 may include one or more computer readable media.

[0043] User computer device 202 also includes at least one media
output component 215 for presenting information to user 201. Media output
component 215 is any component capable of conveying information to user 201. In
some embodiments, media output component 215 includes an output adapter (not
shown) such as a video adapter and/or an audio adapter. An output adapter is
operatively coupled to processor 205 and operatively coupleable to an output device
such as a display device (e.g., a cathode ray tube (CRT), liquid crystal display (LCD),
light emitting diode (LED) display, or “electronic ink™ display) or an audio output
device (e.g., a speaker or headphones). In some embodiments, media output
component 215 is configured to present a graphical user interface (e.g., a web browser

and/or a client application) to user 201. A graphical user interface may include, for
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example, an online store interface for viewing and/or purchasing items, and/or a

wallet application for managing payment information.

[0044] In some embodiments, user computer device 202 includes an
input device 220 for receiving input from user 201. User 201 may use input device
220 to select and/or enter, without limitation, one or more items to purchase, a
purchase request, access credential information, and/or payment information. Input
device 220 may include, for example, a keyboard, a pointing device, a mouse, a
stylus, a touch sensitive panel (e.g., a touch pad or a touch screen), a gyroscope, an
accelerometer, a position detector, a biometric input device, and/or an audio input
device. A single component such as a touch screen may function as both an output

device of media output component 215 and input device 220.

[0045] User computer device 202 may also include a communication
interface 225, which is communicatively coupleable to a remote device such as server
system 112. Communication interface 225 may include, for example, a wired or
wireless network adapter and/or a wireless data transceiver for use with a mobile

telecommunications network.

[0046] Stored in memory arca 210 are, for example, computer
readable instructions for providing a user interface to user 201 via media output
component 215 and, optionally, receiving and processing input from input device 220.
A user interface may include, among other possibilitics, a web browser and/or a client
application. Web browsers enable users, such as user 201, to display and interact with
media and other information typically embedded on a web page or a website from
server system 112. A client application allows user 201 to interact with a server
application of a merchant computer system, POS terminals 115, and/or server system

112.

[0047] FIG. § illustrates an exemplary configuration of a server
computer device 301 such as server system 112 (shown in FIG. 2). Server computer

device 301 may include, but is not limited to, a merchant computer system, POS
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terminals 115, database server 116, application server 124, web server 126, fax server

128, directory server 130, and/or mail server 132.

[0048] Server computer device 301 also includes a processor 305 for
executing instructions. Instructions may be stored in a memory area 310, for
example. Processor 305 may include one or more processing units (e.g., in a multi-

core configuration).

[0049] Processor 305 is operatively coupled to a communication
interface 315 such that server computer device 301 is capable of communicating with
a remote device such as user computer device 202 or another server computer device
301. For example, communication interface 315 may receive requests from user

computer device 114 via the Internet, as illustrated in FIG. 3.

[0050] Processor 305 may also be operatively coupled to a storage
device 134. Storage device 134 is any computer-operated hardware suitable for
storing and/or retrieving data, such as, but not limited to, data associated with
database 120. In some embodiments, storage device 134 is integrated in server
computer device 301. For example, server computer device 301 may include one or
more hard disk drives as storage device 134. In other embodiments, storage device
134 is external to server computer device 301 and may be accessed by a plurality of
server computer devices 301. For example, storage device 134 may include multiple
storage units such as hard disks and/or solid state disks in a redundant array of
inexpensive disks (RAID) configuration. Storage device 134 may include a storage

area network (SAN) and/or a network attached storage (NAS) system.

[0051] In some embodiments, processor 305 is operatively coupled
to storage device 134 via a storage interface 320. Storage interface 320 is any
component capable of providing processor 305 with access to storage device 134.
Storage interface 320 may include, for example, an Advanced Technology
Attachment (ATA) adapter, a Serial ATA (SATA) adapter, a Small Computer System
Interface (SCSI) adapter, a RAID controller, a SAN adapter, a network adapter,

and/or any component providing processor 305 with access to storage device 134.
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[0052] FIG. 6 is a simplified block diagram of an environment 400 in
which a method 500 for processing electronic payments using a global payment
directory is implemented. Environment 400 includes a payee (merchant) 402 and a
payor (consumer) 404, both of which are connected (or connectable) to payment
system 406, either directly or indirectly, through any of the mechanisms illustrated in
FIGS. 1-4 as described herein. Consumer 404 will have associated with it at least one
payment source account (or “consumer payment account”), from which payments to
merchant 402 will be debited. Payment system 406 preferably additionally
communicates with financial institution(s) 410, using the interchange systems as

described herein.

[0053] In the example embodiment, a payment directory 407
contains a list of payors (consumers), payees (merchants) and their accompanying
payment data, or account identifier(s). A representative payment account identifier is,
in the case of a payor (consumer) 404, a transaction card account number identifying
an account from which funds representing a payment to a payee (merchant) 402 (see
FIG. 6) will be debited. Payment directory 407 also contains a list of payee identifiers
(e.g., financial institution account numbers into which funds are paid). In the
exemplary embodiment, each payor and/or payee identifier has associated with it at
least one telephone number, such as a mobile telephone number. The payment
directory 407 is stored on payment system 406. Specifically, the payment directory
407 is stored on database 120 (shown in FIG. 2).

[0054] FIG. 7 illustrates an exemplary method 500 for facilitating
payments using payment system 406. In the exemplary embodiment, during a first
online session, consumer 404 accesses 502 a website maintained by merchant 402.
Consumer 404 purchases 504 an item (a product or service) through the website, as
part of a first transaction. As part of the purchase process, the merchant’s website
prompts consumer 404 to enter 506 consumer data including personal information
(address, etc.) and account data (transaction card number, ctc.) in order to complete
the purchase (collectively, “payor profile information). Consumer 404 additionally

will be prompted to select, or merchant 402 will assign to consumer 404, log-on
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identifiers (typically, a username and a password), which merchant 402 uses to
recognize consumer 404 during future transactions. Merchant 402 additionally assigns
508 a consumer account identifier (“consumer account ID’), which merchant 402
stores in association with the specific consumer 404 and the specific consumer data

provided during the first online session.

[0055] Merchant 402 subsequently transmits 510 the specific payor
profile information to payment system 406 for completion of the processing of the
first transaction between consumer 404 and merchant 402. Payment system 406 stores
512 the specific payor profile information, e.g., in database 120 (shown in FIG. 2).
Payment system 406 gencrates and stores 514 a token identifier (“token ID”)
associated with the specific consumer data. Payment system 406 then transmits 516
the token ID to merchant 402. Merchant 402 stores 518 the token ID and associates it
with the consumer account ID, for use during the next transaction between merchant

402 and consumer 404.

[0056] Merchant 402 maintains the consumer account ID
confidential and does not communicate it to any third parties, including consumer 404
and payment system 406. In addition, consumer 404 may be permitted to provide
account data for more than one consumer payment account to merchant 402. In such a
situation, merchant 402 assigns a separate consumer account ID to each separate set
of account data, so that a separate consumer account ID is created for each consumer
payment account. In addition, merchant 402 prompts consumer 404 to assign a name
or code for each consumer payment account that consumer 404 provides to merchant
402. Then, during subsequent transactions between consumer 404 and merchant 402,
consumer 404 is able to select from a plurality of accounts from which payments may
be made, by selecting amongst a plurality of account “names” presented online by
merchant 402. Once merchant 402 has transmitted account data for any specific
consumer account, that data is not retained by merchant 402. Rather, merchant 402
merely retains the association between a specific token ID and the corresponding

consumer account ID (which is known only to merchant 402), and the association
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between that consumer account ID and the “name” assigned to the corresponding

account by consumer 404.

[0057] To begin a second transaction, consumer 404 accesses 520
merchant 402’s website (e.g., by entering the previously-assigned username and
password) and initiates a second purchase 522 (second transaction). As part of
completion of the second transaction, consumer 404 indicates the source of payment,

2

e.g., by selecting 524 amongst one or more account “names,” as described above.
Merchant 402 retrieves 526 the token ID associated with the consumer account ID
(associated with the “name” assigned by the consumer), and transmits 528 the token
ID, together with the transaction data, to payment system 406 for completion of the
transaction. Payment system 406 retrieves 530 the consumer data associated with the
token ID and completes the transaction, using the mechanisms described above. Upon
completion of the transaction, payment system 406 genecrates 532 a new token ID and
transmits 534 the new token ID, together with transaction confirmation data, to

merchant 402. Merchant 402 stores 536 the new token ID together with the specific

consumer account ID, for use as part of a still further future transaction.

[0058] In the exemplary embodiment, merchant 402 assigns a
consumer account ID to consumer account data, as part of a first transaction. In an
alternative embodiment, upon a first visit by consumer 404 to merchant 402’s
website, consumer 404 is prompted to register and provide consumer data and account
data, without having to complete a transaction. Following completion of registration
of consumer 404 with merchant 402, merchant 402 transmits the consumer account
data to payment system 406 and receives a token ID for use during a first transaction

with consumer 402.

[0059] In an exemplary embodiment, each time merchant 402
receives a token ID from payment system 406, merchant 402 deletes the prior token
ID. In an alternative embodiment, payment system 406 configures each new token ID
to prompt the deletion or expiration of any other token IDs stored in merchant 402°s

database. In another alternative embodiment, each token ID that payment system 406
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creates includes expiration information rendering that token ID inactive after
retransmission to payment system 406, or after a predefined period of time, or upon
occurrence of any other event that will enable method 500 to be performed as
described herein. In still another alternative embodiment, payment system 406 simply
establishes a new internal rule that prohibits payment system 406 from recognizing or
responding to any token ID other than the current, most recently generated token ID,
associated with the specific consumer data and account data corresponding to
consumer 404. Further, in the exemplary embodiment, each token ID is created by a
random number generator, or any other mechanism that enables method 500 to be
performed as described. In addition, security measures may be implemented to ensure
that merchant 402 has a high confidence level that the token IDs received from
payment system 406 originated with payment system 406, and that payment system
406 has a high confidence level that token IDs received from merchant 402 are the

tokens created and transmitted to merchant 402 by payment system 406.

[0060] The systems and processes are not limited to the specific
embodiments described herein. In addition, components of each system and each
process can be practiced independent and separate from other components and
processes described herein. Each component and process also can be used in

combination with other assembly packages and processes.

[0061] Having described aspects of the invention in detail, it will be
apparent that modifications and variations are possible without departing from the
scope of aspects of the invention as defined in the appended claims. As various
changes could be made in the above constructions, products, and methods without
departing from the scope of aspects of the invention, it is intended that all matter
contained in the above description and shown in the accompanying drawings shall be
interpreted as illustrative and not in a limiting sense. For example, the example
embodiments described herein relate to electronic payment for completion of an
online transaction between a consumer and a merchant. In an alternative embodiment,
the transaction may be at least partially conducted at a merchant’s brick-and-mortar

facility. In another alternative embodiment, the transaction may be conducted between

-19-



WO 2014/081523 PCT/US2013/065932

two merchants. In still another alternative embodiment, the transaction may be

conducted between two consumers.

[0062] While the invention has been described in terms of various
specific embodiments, those skilled in the art will recognize that the invention can be

practiced with modification within the spirit and scope of the claims.

[0063] As will be appreciated based on the foregoing specification,
the above-described embodiments of the disclosure may be implemented using
computer programming or engineering techniques including computer software,
firmware, hardware or any combination or subset thercof. Any such resulting
program, having computer-readable code means, may be embodied or provided within
one or more computer-readable media, thereby making a computer program product,
i.e., an article of manufacture, according to the discussed embodiments of the
disclosure. The computer-readable media may be, for example, but is not limited to, a
fixed (hard) drive, diskette, optical disk, magnetic tape, semiconductor memory such
as read-only memory (ROM), and/or any transmitting/receiving medium such as the
Internet or other communication network or link. The article of manufacture
containing the computer code may be made and/or used by executing the code
directly from one medium, by copying the code from one medium to another medium,

or by transmitting the code over a network.

[0064] The above-described embodiments of methods and systems of
transacting payor to payee payments provide an improved mechanism for facilitating
a transaction but without requiring a merchant or other payor to store sensitive
consumer data, and advantageously storing consumer data in a centralized location.
As a result, the methods and systems described herein facilitate completion of

transactions and performance of electronic payments with increased security.

[0065] This written description uses examples to disclose the
invention, including the best mode, and also to enable any person skilled in the art to
practice the invention, including making and using any devices or systems and

performing any incorporated methods. The patentable scope of the invention is
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defined by the claims, and may include other examples that occur to those skilled in
the art. Such other examples are intended to be within the scope of the claims if they
have structural elements that do not differ from the literal language of the claims, or if
they include equivalent structural elements with insubstantial differences from the

literal languages of the claims.

21-



WO 2014/081523 PCT/US2013/065932

CLAIMS

L. A computer-implemented method for facilitating an electronic
payment to a payee from at least one account associated with a payor, the method
implemented using a computer device coupled to a memory device, the method

comprising:

receiving payor profile information from a payee, the payor profile

information identifying the at least one account associated with the payor;
storing the payor profile information in the memory device;

generating a first token identifier, the first token identifier associated

with the payor profile information;

transmitting the first token identifier to the payee, for storage by the
payee;

receiving the first token identifier from the payee, the first token
identifier accompanied by transaction information associated with a transaction

between the payor and the payee;

retrieving the payor profile information associated with the first token

identifier; and
authorizing payment to the payee from the payor.
2. The method in accordance with Claim 1, further comprising:

gencrating a second token identifier, the second token identifier

associated with the payor profile information; and

transmitting the second token identifier to the payee.
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3. The method in accordance with Claim 1, wherein the payor
profile information is received from the payee during a transaction between the payor

and the payee.

4. The method in accordance with Claim 1, wherein the payor
profile information is received from the payee during a registration session between

the payor and the payee.

5. The method in accordance with Claim 1, further comprising

creating a payor profile using the payor profile information.

6. The method in accordance with Claim 1, wherein the payor

profile information includes information associated with a transaction card.

7. The method in accordance with Claim 1, wherein the payor

transmits payor profile information to the payee during an online session.

8. A computer system for facilitating electronic payments to a

payee from at least one account associated with a payor, comprising:
a processor; and

a computer-readable storage device having encoded thereon computer-
executable instructions that are executable by the processor to perform functions

comprising:

receiving payor profile information from a payee, the payor profile

information identifying the at least one account associated with the payor;
storing the payor profile information in the memory device;

generating a first token identifier, the first token identifier associated

with the payor profile information;
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transmitting the first token identifier to the payee, for storage by the
payee;

receiving the first token identifier from the payee, the first token
identifier accompanied by transaction information associated with a transaction

between the payor and the payee;

retrieving the payor profile information associated with the first token

identifier; and

authorizing payment to the payee from the payor.

0. The computer system in accordance with Claim 8, wherein

computer-executable instructions cause the processor to:

gencrate a second token identifier, the second token identifier

associated with the payor profile information; and
transmit the second token identifier to the payee.

10. The computer system in accordance with Claim &, wherein the
payor profile information is received from the payee during a transaction between the

payor and the payee.

11. The computer system in accordance with Claim &, wherein the
payor profile information is received from the payee during a registration session

between the payor and the payee.

12. The computer system in accordance with Claim 8, wherein
computer-executable instructions cause the processor to create a payor profile using

the payor profile information.

13. The computer system in accordance with Claim &, wherein the

payor profile information includes information associated with a transaction card.
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14. The computer system in accordance with Claim 14, wherein the

payor transmits payor profile information to the payee during an online session.

15. One or more computer-readable storage media having
computer-executable instructions embodied thereon for facilitating electronic
payments to a payee from at least one account associated with a payor, wherein, when
executed by at least one processor, the computer-executable instructions cause the

processor to:

receive payor profile information from a payee, the payor profile

information identifying the at least one account associated with the payor;

store the payor profile information in the memory device;

generate a first token identifier, the first token identifier associated
with the payor profile information;

transmit the first token identifier to the payee, for storage by the payee;

receive the first token identifier from the payee, the first token
identifier accompanied by transaction information associated with a transaction

between the payor and the payee;

retrieve the payor profile information associated with the first token

identifier; and
authorize payment to the payee from the payor.

16.  The computer-readable storage media in accordance with

Claim 15, wherein computer-executable instructions cause the processor to:

gencrate a second token identifier, the second token identifier

associated with the payor profile information; and

transmit the second token identifier to the payee.
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17.  The computer-readable storage media in accordance with
Claim 15, wherein the payor profile information is received from the payee during a

transaction between the payor and the payee.

18.  The computer-readable storage media in accordance with
Claim 15, wherein the payor profile information is received from the payee during a

registration session between the payor and the payee.

19.  The computer-readable storage media in accordance with
Claim 15, wherein computer-executable instructions cause the processor to create a

payor profile using the payor profile information.

20.  The computer-readable storage media in accordance with
Claim 15, wherein the payor profile information includes information associated with

a transaction card.

21. The computer-readable storage media in accordance with
Claim 15, wherein the payor transmits payor profile information to the payee during

an online session.

06-



WO 2014/081523 PCT/US2013/065932

1/7
22 o
CARDHOLDER / 20
TRANSACTION
BEGINS
24 ™
L MERCHANT
I AUTHENTICATION

N

TRANSACTION
> SUBMITTED
28 ™
NETWORK
MERCHANTLV LV 1 —
PAYMENT i B Ny
Oood| COon
TRANSACTION
SUBMITTED
MERCHANT / ISSUER |
PAYMENT e
i R

N 32 =
CARDHOLDER
CARDHOLDER ACCOUNT

PAYMENT

FIG. 1



WO 2014/081523 PCT/US2013/065932
217
DATABASE CLIENT
« SYSTEMS | 1\
| 114
116 E
.« [ ;
DATABASE §
SERVER .
SERVER i
5T 114
112 \i\\\wffm\\\wj//“\\ CLIENT W
) SYSTEMS
100 / N
115
e | meutpos |
1 TERMINALS

FIG. 2




WO 2014/081523 PCT/US2013/065932

3/7

Web
Server Server
126 124 116

Ap

i
i
{
i
i
{
{
E 150, IS
LAN/WAN !
136 | RAID 5
Disk
| Storage
olpd % i E
i) :
| Mail Fax | Directory |
| SEIVET | garver Server i
L 132 0 128 130 g
E """""""""""""""" L 2 i

!
{
{
; 3 Parties
; i .., Acct Holders,
Customers, Auditors
i I
§ 156 145
i14 j
- 122



PCT/US2013/065932

WO 2014/081523

417

421A30
AL0WY
WOW4/01

v "OId

N

EOLErEIR
TWINOD

N\
20t

AHOWIN
AN | INdLno

; 01 | 7 vIQ3wW \

, 51 HISN
s HOSSIAD0U e LNdNI
\ \ \ <
§7¢ S07 02z 07
IDIAIC Y3LNDWOD ¥35S0




PCT/US2013/065932

WO 2014/081523

SI7

llllllllll
- -

ERINE ¢
49V401LS

- A

O

iiiiiiii

421A4d
FLOWIY
WCHH/0L

AROWIW
N
3 O1g
;;;;;;;;;;;;;;;;;;; 5 ¥
: IOVSHIINT ’ FOVH4EEINT |
:vm TOVHOLS w sssss + HOSS300Ud = WINOD »
e m c m o m “f,, // //
4743 $0L G1e
AD0IAFC "3 INdW0D H3AEES
AN
10¢

A 4



PCT/US2013/065932

WO 2014/081523

6/7

L0
| Ao
INIWAY
SNOLLALLLSNI | .
.wwwz<zwm WILSAS LNIWAY
oTh 90b
00—

HOAYd

YOb —

d4Avd

70t

9 'Ol



WO 2014/081523

FIG. 7

£

CONSUMER ACCESSES
MERCHANT WEBSITE FOR
FIRST TRANSACTION

¥ ~
CONSUMER PURCHASES
ITEM

3 e
CONSUMER ENTERS
CONSUMER DATA

Pt

MERCHANT ASSIGNS
CONSUMER ACCOUNT ID

¥ e
MERCHANT TRANSMITS
CONSUMER DATA TO
PAYMENT S5YSTEM

y e
PAYMENT SYSTEM STORES
CONSUMER DATA

y <
PAYMENT S5YSTEM
GENERATES AND STORES
TOKEN 1D

. e
PAYMENT SYSTEM
TRANSMITS TOKEN ID TO
MERCHANT

¥ P
MERCHANT STORES TOKEN
iD

; e
CONSUMER ACCESSES

717

502

504

506

508

510

512

514

516

518

520

PCT/US2013/065932

500

522

; et

CONSUMER INITIATES
SECOND TRANSACTION

, 524

CONSUMER SELECTS
PAYMENT ACCOUNT

I 226

MERCHANT RETRIEVES
TOKEN ID

528

MERCHANT TRANSMITS
TOKEN ID TO PAYMENT
SYSTEM

530

PAYMENT SYSTEM
RETRIEVES CONSUMER
DATA

, 532

PAYMENT SYSTEM
PROCESSES SECOND
TRANSACTION AND

GENERATES NEW

TOKEN ID

, 534

PAYMENT SYSTEM
TRANSMITS NEW TOKEN
ID TO MERCHANT

| 536

MERCHANT WEBSITE FOR
SECOND TRANSACTION

MERCHANT STORES NEW
TOKEN ID




INTERNATIONAL SEARCH REPORT International application No.
PCT/US2013/065932

A. CLASSIFICATION OF SUBJECT MATTER
G06Q 20/40(2012.01)i

According to International Patent Classification (IPC) or to both national classification and IPC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
G06Q 20/40; GO6Q 20/24;, GO6Q 30/00, HO4L 9/32; G06Q 10/00; GO6Q 20/00

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models

Japanese utility models and applications for utility models

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
eKOMPASS(KTIPO internal) & Keywords: payment, payor, payee, profile, token

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2010-0088191 Al (YOUNG BAE KU) 08 April 2010 1-21
See abstract, paragraphs [0039], [0047], [0063], [0078], claims 1-19, and
figures 2A-3.
A KR 10-2012-0123992 A (SAMSUNG ELECTRONICS CO., LTD.) 12 November 2012 1-21

See abstract, paragraphs [0022]-[0034], claims 1-16, and figures 3-5.

A US 2010-0241570 A1 (MICHAEL A. KERESMAN, III et al.) 23 September 2010 1-21
See abstract, claims 1-11, and figure 3.

A KR 10-2012-0076586 A (HYUN JOON CHO) 09 July 2012 1-21
See abstract, claims 1-19, and figure 3.

A US 2012-0116973 A1 (CHARMAINE KLEIN et al.) 10 May 2012 1-21
See abstract, claims 1-27, and figures 8A-8D.

|:| Further documents are listed in the continuation of Box C. See patent family annex.
* Special categories of cited documents: "T" later document published after the international filing date or priority
"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention

"E" earlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be

filing date considered novel or cannot be considered to involve an inventive
"L"  document which may throw doubts on priotity ¢claim(s) or which is step when the document is taken alone

cited to establish the publication date of another citation or other "Y" document of particular relevance; the claimed invention cannot be

special reason (as specified) considered to involve an inventive step when the document is
"O"  document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents,such combination

means being obvious to a person skilled in the art
"P"  document published prior to the international filing date but later "&" document member of the same patent family

than the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report

28 January 2014 (28.01.2014) 29 January 2014 (29.01.2014)
Name and mailing address of the [ISA/KR Authorized officer
Korean Intellectual Property Office
N 189 Cheongsa-to, Seo-gu, Daejeon Metropolitan City, OH, Eung Gie
Y "~ 302-701, Republic of Korea

Facsimile No. +82-42-472-7140 Telephone No. +82-42-481-8744

Form PCT/ISA/210 (second sheet) (July 2009)



INTERNATIONAL SEARCH REPORT

International application No.

Information on patent family members PCT/US2013/065932

Patent document Publication Patent family Publication

cited in search report date member(s) date

US 2010-0088191 Al 08/04/2010 CN 1017192564 A 02/06/2010
CN 101719254 B 17/07/2013
JP 2010-092477 A 22/04/2010
KR 10-2010-0038536 A 15/04/2010
SG 160308 Al 29/04/2010

KR 10-2012-0123992 A 12/11/2012 None

US 2010-0241570 Al 23/09/2010 AT 281681 T 15/11/2004
CA 2386139 Al 12/04/2001
CA 2386139 C 11/06/2013
CA 2776906 Al 12/04/2001
CA 2802886 Al 12/04/2001
DE 60015587 D1 09/12/2004
DE 60015587 T2 10/11/2005
EP 1221146 Al 10/07/2002
EP 1221146 Bl 03/11/2004
JP 04879431 B2 22/02/2012
JP 05377602 B2 25/12/2013
JP 2003-511766 A 25/03/2003
JP 2012-022703 A 02/02/2012
US 2002-0046169 Al 18/04/2002
US 2009-0119205 Al 07/05/2009
US 2012-191609 Al 26/07/2012
US 7742967 Bl 22/06/2010
US 8170954 B2 01/05/2012
WO 01-26062 Al 12/04/2001
WO 01-26062 A9 21/11/2002

KR 10-2012-0076586 A 09/07/2012 None

US 2012-0116973 Al 10/05/2012 None

Form PCT/ISA/210 (patent family annex) (July 2009)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - claims
	Page 24 - claims
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - wo-search-report
	Page 36 - wo-search-report

