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base station and a mobile station, the present invention includes the steps of performing a relay station authentication from an
authentication server using an authentication protocol, recelving a master key from the authentication server, deriving an
Uthentication key from the recelved master key, deriving a message authentication code (MAC) key using the derived
Uthentication key, and relaying a sighal exchanged between the mobile station and the base station using the derived message
Uthentication code key.
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METHOD OF PROVIDING SECURITY FOR RELAY STATION

TECHNICAL FIELD

The present invention relates to a security providing

method applied to a broadband wireless access system, and

O more particularly, to a method of providing security of

Q)

relay station. Although the present invention is suitable

po— pr—
—

for a wide scope of applications, it 1s particularly

#

sultable for providing the security of the relay station

that relays signals between a mobile station and a base

10 station.

BACKGROUND ART

-

FIG. 1 i1s a structural diagram of a security sublayer

applied to a broadband wireless access system.

15 Referring to FIG. 1, in a broadband wireless access

system, as a securility requirement, authentication, privacy

Jve—

of data and integrity of data are provided wusing a

PKM(privacy and key management) protocol.

An authentication procedure 1is carried out via

20 validity wupdate of an authentication key in case that a

mobilile station enters a network. The authentication

procedure can be also carried out using RSA (Rivest, Shamir,
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Adleman) or EAP (extensible authentication protocol)

authentication protocol in case that a mobile station

performs a handover.

In order to secure data confidentiality and data integrity
> between a mobille station and a base station, SA(security

association) 1s established. The SA includes a data

encryption key used for the security of the data encryption

and integrity in transmission of user data between a base

station and a mobile station, and includes a cryptographic

10 suite of an initialization vector and the like.

And, the PKM protocol enables protection against

threats such as a replay attack by an unauthorized user and

})

the like 1n a manner of defining an authentication key

update procedure via re-authentication and an encryption

15 key update procedure and the like.

FIG. 2 1s a diagram to explain a communication

performing method using a relay station according to a

related art.

Referring to FIG. 2, a relay station can be used for

20 service coverage extension and data throughput improvement.

In particular, a relay station plays a role as a relay

between a mobile station and a Dbase station, whereby a
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service area 1s extended or higher data throughput can be

provided. A network including the relay station has a tree

k)

structure where a base station 1is a terminal point of a

relayed data path.
Meanwhile, the relay station 1is compatible with a
conventlonal PMP (point-to—multipoint) system. And, 3

P

frequency band of the relay system can be equal to or be

P
—

adjacent to that of the PMP system. The relay station

includes a fixed relay station, a nomadic relay station and

a mobile relay station.

FIG. 3 1is a diagram to explain operations of a relay

station according to a related art.

Referring to FIG. 3, a relay station includes a relay

station 32 for data throughput improvement and a relay

station 34 for service coverage extension.

The relay station 32 for data throughput improvement

relays user data exchanged between a mobile station 33 and

a base station 31. But, a control message broadcasted from

the Dbase station 31 or an uplink control message

transmitted from the mobile station 33 is directly
transmitted or received between the base station 31 and the

mobile station 33.
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The relay station 34 for service coverage extension
relays user data exchanged between the mobile station 35

‘and the base station 31 and also relays a control message

proadcasted from the base station 31 or an uplink control

O messade transmitted from the mobile station 35.

S50, compared to the directly transmitted data, the

relayed data have one or more frame delays. Meanwhile the

relay station is able to raise overall data throughput by

Cransmitting data in a manner of applying modulation and
10 coding schemes according to a channel status. TIn a
broadband wireless access system, authentication and data

encryption procedure between a mobile station and a base

station 1n link layer can be provided for security. A relay
station in the broadband wireless access system relays data

15 between the base station and the mobile station. And, a

necessary signaling procedure can be provided for 1list

g—

control of mobile stations communicating with the relay

station between the relay station and the base station or

between the relay station and each mobile station. Moreover,

20 in case that a mobile station performs a handover, a relay

station may be involved in the handover.

As mentioned in the foregoing description, in order



10

15

20

25

CA 02625085 2014-02-20

74420-258

S

to define control signaling in MAC layer between a base station
(or a relay station) and a mobile station and to control coding

and modulation of relayed data, an authentication procedure for

the relay station 1is needed.

However, the related art fails to provide the
authentication and security associated procedures for the relay

station.

DISCLOSURE OF THE INVENTION

Accordingly, the present invention 1s directed to a
method of providing security of a relay station that, in some
embodiments, may substantially obviate one or more of the
problems due to limitations and diéadvantages of the related

art.

According to an aspect of the present invention,
there 1s provided a method of providing security for a relay
station, which is provided to a mobile communication system
for relaying communications between a base station and a mobile
station, the method comprising: performing, by the relay
station, an authentication of the relay station to an
authentication server using an authentication protocol;

receiving, by the relay station, an authentication server

master key; deriving, by the relay station, an authentication
key from the received authentication server master key;
deriving, by the relay station a message authentication code
(MAC) key using the derived authentication key; relaying, by
the relay station, a data signal between the mobile station and
the base statlon according to a control signal which is

received from the base station using the derived MAC key;
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performing, by the relay station, a handover from the base
station to a second base station; and executing, by the relay
station, a ranging procedure for transmission parameter
adjustment and management connection identifier (CID) and
security associated parameter updates of the relay station with
respect to the second base station, wherein the control signal
is sent to the base station using the derived MAC key, and

wherein the relay station comprises a mobile relay station.

According to another aspect of the present invention,
there 1is provided a method of providing security for a relay
station, the method comprising: receiving, by a base station,
an authentication server master key; deriving, by the base
station, an authentication key from the received authentication
server master key; deriving, by the base station, a message
authentication code (MAC) key using the derived authentication
key; generating a list of mobile stations to be served by the
relay station; transmitting the list to the relay station;
sending a downlink signal to the relay station and receiving an
uplink signal according to a control signal which is received
from the relay station using the MAC key; receiving, by the

base station, a handover request of the relay station from the

base station to second base station; and transmitting, by the
base station, handover information including securilty

information for the relay station and service operation

parameters for the mobile stations to be served, to the second

base station, wherein the security information for the relay

station comprises security capability and authentication key

context of the relay station, and wherein the service operation

parameters for the mobile stations to be served comprise
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security and service context information of the mobile stations
to be served; wherein the control signal 1s sent to the relay

station using the derived MAC key.

Some embodiments may provide a method of providing
security of a relay station, by which the security can be

provided for the relay station in a broadband wireless access

system having the relay station.

Additional features and advantages of some

embodiments of the invention will be set forth in the

description which follows, and in part will be apparent from
the description, or may be learned by practice of the
invention. The objectives and other advantages of some
embodiments of the invention will be realized and attained by
the structure particularly pointed out in the written

description and claims thereof as well as the appended

drawings.

In one aspect of the present disclosure, a method of
providing a security of a relay station includes the steps of
performing a relay station authentication via an authentication
server using an authentication protocol, receiving a master key
from the authentication server, deriving an authentication'key
from the received master key, deriving a message authentication
code (MAC) key using the derived authentication key, and
relaying a signal transmitted between the mobile station and

the base station using the derived message authentication code

kKevy.

In another aspect of the present disclosure, a method

of providing a security of a relay station, which is provided
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to a mobile communication system to relay a signal transfer
between a base station and a mobile station, 1ncludes the steps

of receiving a master key from an authentication server,

deriving an authentication key from
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the received master key, generating a 1list of the mobile

station relayed by the ;elay station, transmitting the

mobile station list to the relay station, and transmitting

uplink §nd downlink signals via the relay station using the
5 authentication key.

Accordingly, in the mobile communication system
including the relay station, ‘the present disclosure provides
the authentication method for the relay station, thereby
enabling the relayed data to be safely delivered.

i0 It 1s to be understood that both the foregoing
general description and the following detailed description

are exemplary and explanatory and are intended to provide
further explanatiop of the inverition as claimed.
§
15 BRIEF DESCRIPTION OF THE DRAWINGS
The accompanying drawings, which are iﬁcluded to
provide a further understanding of the invention and are

incorporated in and constitute a part of this speleication,
illustrate embodiments of the invention and together with

20 the description serve to explain the principles of the

invention.

-

In the drawings:



CA 02625085 2008-04-08
WO 2007/046630 PCT/KR2006/004235

FIG. 1 1s a structural diagram of a security sublaver

()

pplied to a broadband wireless access system according to

a related art;

FIG. 2 1s a diagram to explain a communication

5 performing method using a relay station according to a

related art;

FIG. 3 1s a diagram to explain operations of a relay

station according to a related art;

)

FIG. 4 1S a flowchart of a mobile station

10 authenticating procedure applied to a broadband wireless

P

access system according to one embodiment of the present

invention:;

FIG. O 1s a flowchart of a network registration

procedure and relaying process of a fixed/nomadic relay

15 station according to one embodiment of the present

invention; and

FIG. ©6 1s a flowchart of a network registration

procedure and relaying process of a mobile relay station

"

according to one embodiment of the present invention.

20

BEST MOD.

L*]

INVENTION

L]
I

FOR CARRYING OUT TH.

Reference will now be made in detail to the preferred
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embodiments of the present invention, examples of which are

1llustrated in the accompanying drawings.

FIG. 4 is a flowchart of a mobile station

authenticating procedure applied to a broadband wireless

access system according to one embodiment of the present

invention.

Referring to FIG. 4, a mobile station searches for a
downlink channel to make a registration to a network and

then obtains wuplink/downlink synchronization with a base

station (S41). In this case, the mobile station adjusts an

uplink transmission parameter by performing a ranging and

then makes a negotiation with the base station for security

assoclated basic performance such as an authentication

scheme with the base station, data encryption algorithm,

data integrity algorithm, a message authentication method,

etcC.

The mobile station performs an  authentication
procedure through an authentication protocol such as an
EAP (extensible authentication protocol) with an

authentication server and the base station (S42). Once the

authentication for the mobile station is completed, the

mobile station receives a master key from the




10

15

20

CA 02625085 2008-04-08

WO 2007/046630 PCT/KR2006/004235

10

authentication server (S8S43).

Meanwhile, the base station receives a master key for

the mobile station from the authentication server (S44).

P

And, each of the mobile station and the base station

generates an authentication key from the received master

| r

key. Each of the mobile station and the base station

generates a message authentication code key for integrity

F

of MAC(media access control) management message and a

"

KEK (key encryption key) to encrypt a TEK(traffic encryption

key). And, the mobile station and the base station perform

3-way handshake to test wvalidity of the authentication key

and then perform mutual authentication (S45).

The mobile station decides data encryption and

integrity algorithm for user data delivery, traffic key

encryption algorithm and the like by setting up security

association with the base station and then actually

Lt

receives the T

K for user data encryption from the base

station (S46). After completion of the security associated

procedure, the moblle station performs a necessary network

reglstration procedure.

A method of a relay station assoclated networking is

explained as follows.
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pr——

First of all, a relay station performs a network

registration procedure or a handover procedure to perform

communications with a base station. And, the relay station

performs an authentication procedure for relay station

authentication via an authentication server 1n the course

of performing the network registration procedure or the
handover procedure.

A message authentication code key to secure integrity

of a MAC{(media access control) management message exchanged

between the base station and the mobile station is derived

from an authentication key given by the authentication

server tThrough the authentication procedure, by which

pr—

integrity of control signaling between the relay station

and the base station is secured.
The relay station plays a role in relaving messages
and data between the mobile station and the base station.

Yet, separate SA 1s not established between the relay

station and the base station or between the relay station

and the mobile station. So, the relay station transmits

encrypted media access control (MAC) protocol data unit

(PDU) which is received from the mobile station or the base

station without additional data encryption or decryption on
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the MAC PDU.

In the following description, a security providing

method applied to a fixed/nomadic relay station or a mobile

relay station according to a relay station type is

5 explained.

b

First of all, the fixed/nomadic «relay station

performs operations according to a list configuration of a

mobile station performing a network registration procedure

and relay, relay execution, re-authentication of relay

10 station and a process for releasing the network

registration of the relay station.

Secondly, 1n case that the mobile relay station

Il

performs a handover 1into another base station area of a

P

relay station, re-authentication of the relay station and a

15 group handover process for mobile stations to be relayed

can be additionally provided as well as the above-explained

operations performed by the fixed/nomadic relay station.

FIG. 5 1s a flowchart of a network registration

procedure and relaying process of a fixed/nomadic relay

phamy
Al

20 station according to one embodiment of the present

invention.

Referring to FIG. o5, a relay station obtains downlink
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frame synchronization from a base station to communicate

with the base station and receives an uplink/downlink map -

message and an uplink/downlink channel information message

(S501) .

The relay station adjusts an wuplink transmission

parameter through a ranging process with the base station

(5002). In this <case, a relay station identifier is

delivered to the base station and the base station assigns

a management connection ID to the corresponding relay

station. Through the management connection ID of the relay

station, the media access control (MAC) management message
can be exchanged between the relay station and the base

station and the data relay between the mobile station and

the base station can be performed.

And, the relay station negotiates with the base

P

station for basic performance. In doing so, type of the

relay station (fixed type, a nomadic type or a mobile type)

and sSecurity associated basic performance such as an
authentication scheme, a message authentication code scheme

and the like is negotiated (S503).

The relay station  performs an authentication

procedure for the relay station using the base station,
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authentication server and authentication protocol (8504).

For example, an EAP(extensible authentication protocol) can

be used as the authentication protocol.

P

Once the authentication of the relay station is

5 completed from the authentication sexrver, each of the relay

station and the base station receives a master key from the

authentication server (S505), derives an AK(authentication

key) from the received master key (S506), and then derives

a message authentication code (MAC) key by a key derivation

10 function based on the derived AK.

y

Meanwhile, the base station establishes a list of

moblle station on which a relay will be performed (S507)

and then delivers the list of the mobile station on which

the relay will be performed to the relay station (S508). In

15 this case, information for the mobile station on which the

relay will be performed is transmitted to the relay station

using an uplink/downlink map (UL/DL MAP) message or another

media access control (MAC) management message. And, the

relay station is able to transmit the list of the mobile
20 station on which the relay will be performed to the base

station using a media access control (MAC) management

message.
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The relay station receives downlink data from the

base station and then transmits the received downlink data

to the mobile station on which the relay will be performed

(S509). The relay station receives uplink data from the

mobile station and then transmits the received uplink data

to the base station

uplink and downlink

(S010). The relay

functions of the

data are performed only while the

'

authentication key o:

the base station and the relay station.

authentication key of

. the relay station is wvalid between

So, 1f the

the relay station needs to be updated,

the authentication procedure including the steps S504 to

S506 1s executed. If

the relay station

fails to update the

authentication key through a re-authentication procedure

until the authentication key expires,

directly communicates with the mobile sts

=

relay of the relay station.

tion

the base station

without the

In the above embodiment, the authentication of the

relay station 1S

performed  using

authentication method. Yet, in case

o

pr—
—

the

BAP based

per:

"orming the

authentication of the relay station using the certificate

based RSA system, the steps S504 to S506 and the steps 8512

to 5514 can be replaced by the following procedure.



10

15

20

CA 02625085 2008-04-08
WO 2007/046630 PCT/KR2006/004235

16

i}

First of all, the relay station delivers an

authentication request message  including the  X.500

certificate to the base station.

The base station performs authentication of the relay

F

station based on the certificate of the relay station and

then delivers an authentication response message including

an authentication key to the relay station.

Subsequently, the relay station derives a message

authentication code (MAC) key by a key deriving function

based on the authentication key delivered from the base

station.

Thereafter, the relay station performs a message

authentication for integrity of a management message
exchanged between the base station and the relay station

using the derived MAC key.

FIG. 6 1s a flowchart of a network registration

F

procedure and reiaying process of a mobile relay station

according to one embodiment of the present invention.

Referring to FIG. 6, a relay station obtains a

downlink frame synchronization from a base station to

communicate with and receives a uplink/downlink map message

and an uplink/downlink channel information message (S601).
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The relay station adjusts an uplink transmission

parameter through a ranging process with the base station

(S602). In this <case, a relay station identifier is

delivered to the base station and the base station assigns

> a management connection ID to the corresponding relay

station. Through the management connection ID of the relay
station, the media access control (MAC) management message
can be exchanged between the relay station and the base

station and the data relay between the mobile station and

10 the base station can be performed.

And, the relay station negotiates with the base

station for basic performance. In doing so, type of the

relay station(fixed type, a nomadic type or a mobile type)

1s negotiated, and security associated basic performance

15 such as an authentication scheme, a message authentication

code scheme and the like is negotiated (S603).

The relay station performs an authentication

procedure for the relay station using the base station,

authentication server and authentication protocol (S604).

20  For example, an EAP(extensible authentication protocol) can

be used as the authentication protocol.

Once the authentication of the relay station 1is
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completed at the authentication server, each of the relay

station and the base station receives a master key from the

authentication server (S605), derives an AK(authentication

key) from the received master key (S606), and then derives

5 a message authentication code (MAC) key by a key derivation

function based on the derived AK.

Meanwhille, the base station establishes a list of a

moblle station on which a relay will be performed (S607)

and then delivers the list of the mobile station on which

10 the relay will be performed to the relay station (S608). In

this case, information for the mobile station on which the

relay will be performed i1s transmitted to the relay station

using an uplink/downlink map (UL/DL MAP) message or another

media access control (MAC) management message. And, the

15 relay station is able to transmit the 1list of the mobile

station on which the relay will be performed to the base

)

station wusing a media

access control (MAC) management

message.

The relay station receives downlink data from the

20 base station and then transmits the received downlink data

to Tthe mobile station on which the relay will be performed

(5609). The relay station receives uplink data from the
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station and then transmits the received uplink data

base station (S610). The relay functions of the

and downlink data are performed only while the

pr—

authentication key of the relay station is valid between

g—

the Dbase station and the relay station. So, 1if the

—

authentication key of the relay station needs to be updated,

the authentication procedure including the steps S$S604 to

So00/7 1s executed.

S—— pr—

f the relay station fails to update the

authentication key through a re-authentication procedure

unti.

the authentication key expires, the base station

directly communicates with the mobile station without the

relay of the relay station.

The mobile relay station measures a signal quality o:

a neighbor base station and is able to carry out a handover

assoclated operation if necessary. Once the relay station

decides to perform a handover (S61l), the relay station

makes a handover request to a serving base station using a

media access control (MAC) management message MOB RSHO-R

(S6l2) .

reguest on behal:

L]

Q

In this case, the relay station makes a handover

p—
—

of the moblle station on which the relay

(N

will be performed or is able to operate in the same manner

of receiving handover requests made by mobile stations on
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which the relay will be performed through a handover

reguest made by the relay station.

The serving base station transmits handover

information of the relay station and the relayed mobile

5 stations to a backbone by transmitting security information

for the relay station and service operation parameters for

the relayed mobile stations to a handover target base

station together with a handover notification (8613).

Wherein, the security information includes security

10 capability and authentication key context of the relay

station and the service operation parameters includes

1}

security and service context information of the relayed

mobile stations.

The  target Dbase station transmits a handover

15 notification response such as a possibility of handover

—v—w

acceptance to the serving base station via the backbone

(S6l14) .

The serving base station performs a response to the

handover request made by the relay station using a handover

20 response message MOB BSHO-RSP including a target Dbase

station identifier (S615). And, the relay station informs

the serving base station that the handover into the target
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base station will be performed using a handover indication

message MOB RSHO-IND (S616).

The serving base station releases radio resources
assoclated with mobile stations relayed by the relay
5 station (S617), adjusts a transmission parameter with the

target base statlon via a ranging procedure, and updates a

management connection i1dentifier of the relay station and

securlity associated parameters (S618) . Tf a re—

authentication procedure needs to be performed via handover,

10  the relay station executes the step S601 to S606 to perform

the re-authentication procedure with the base station and

the authentication server (S619).

-

1T basic performance parameters, security parameters

such as an authentication key, a data encryption key and

15 the 1like, service flow parameters such as a CID, a QoS

parameter and the like need to Dbe updated, service

continuity can be maintained in a manner that the mobile

stations relayed according to the handover execution of the

relay station receive the updated parameters from the base
20 station wvia the MAC (media access control) management

message (S620).

As the relay station performs the handover, if a re-
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)

uthentication procedure for the relayed mobile station

entering a new base station needs to be executed, the

mobile station performs the steps S42 to S46 shown in Fig.

4 with the authentication server and the base station.

g

5 In the above embodiment of the present invention, the

securlity assoclated procedure applied to the network entry

g,

and handover of the mobile relay station has been explained.

Yet, 1f the mobile relay station needs re-authentication

for an authentication key update, the steps S511 and S514

10 shown 1n FIG. 5 can be executed.

p—

In the above embodiment of the present invention, a

re—

case of performing the authentication of the relay station

using the EAP based authentication method is shown. Yet, in

case of performing the authentication of the relay station

15 using the certificate based RSA authentication method, a

procedure 1including the steps S604 to S606 and the step

S612 needing re-authentication can be replaced by the

following procedure.

n

First o: all, the relay station delivers an

)

20 authentication  request message including the  X.5009

- |

icate to the base station.

certi:

The base station performs authentication of the relay
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statibn based on the certificate of the relay station E:tnd
then delivers an authentication response message including
an authentication key.
Subsequently, the relay station derives a message
5 authentication code (MAC) key by a key deriving function
based on the authentication key delivered from the base
station.
Thereafter, the relay station performs a message
‘authentication for integrity of a management message

10 exchanged between the base station and the relay station

using the derived MAC key.

INDUSTRIAL APPLICABILITY

Accordingiy, the preqent invention is applicable to a

15 broadband wireless access system.

While the present invention has been described and
illustrated herein with reference to the- preferred
embodiments thereof, it will be apparent to thogé skilied
in the art that various modifications and variations can be

20 made therein without departing from the scope of the'

invention. Thus, it is intended that the present invention

covers the modifications and variations of this
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invention that come within the scope of the appended claims

and thelir eqguivalents.
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CLAIMS:
1. A method of providing security for a relay station,

which 1s provided to a mobile communication system for
relaying communications between a base station and a mobile

station, the method comprising:

performing, by the relay station, an authentication
of the relay station to an authentication server using an

authentication protocol;

receiving, by the relay station, an authentication

server master key;

deriving, by the relay station, an authentication key

from the received authentication server master key;

deriving, by the relay station a message
authentication code (MAC) key using the derived authentication

Key;

relaying, by the relay station, a data signal between
the mobile station and the base station according to a control

signal which is received from the base station using the

derived MAC key;

performing, by the relay station, a handover from the

pbase station to a second base station; and

executing, by the relay station, a ranging procedure
for transmission parameter adjustment and management connection
identifier (CID) and security assoclated parameter updates of

the relay station with respect to the second base station,
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wherein the control signal is sent to the base

station using the derived MAC key, and

wherein the relay station comprises a mobile relay

station.

5 2. The method of claim 1, wherein the authentication

10

15

protocol 1s an extensible authentication protocol (EAP).
3. The method of claim 1 or 2, further comprising:

performing the authentication of the relay station
and deriving the MAC key, if the authentication key needs to be
updated.

4. The method of any one of claims 1 to 3, further
comprising receiving a list of mobile stations to be served by

the relay station.

S. The method of any one of claims 1 to 4, wherein the
relay station comprises either a relay station for data

throughput improvement or a relay station for service coverage

extension.

6. The method of any one of claims 1 to 5, wherein the

control signal comprises a media access control management

20 message.

7. A method of providing security for a relay station,

the method comprising:

receiving, by a base station, an authentication

server master key;
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deriving, by the base station, an authentication key

from the received authentication server master key;

deriving, by the base station, a message

authentication code (MAC) key using the derived authentication

key;

generating a list of mobile stations to be served by

the relay station;
transmitting the list to the relay station;

sending a downlink signal to the relay station and

recelving an uplink signal according to a control signal which

1s received from the relay station using the MAC key;

receliving, by the base station, a handover request of
the relay station from the base station to second base station;

and

transmitting, by the base station, handover
information including security information for the relay
station and service operation parameters for the mobile
stations to be served, to the second base station, wherein the
security information for the relay station comprises security
capability and authentication key context of the relay station,
and wherein the service operation parameters for the mobile

stations to be served comprise security and service context

information of the mobile stations to be served:;

wherein the control signal is sent to the relay

station using the derived MAC key.
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8 . The method of c¢laim 7, wherein the transmitting the
list to the relay station comprises transmitting the list via
an uplink/downlink map message or a media access control

management message.

5 9. The method of claim 7 or 8, wherein the control

signal comprises a media access control management message.
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