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Such as by phone or Internet. Additionally, when a single use 
or limited use credit card is used for “card present transac 
tions, so called "skimming fraud is eliminated. Various other 
features enhance the credit card system, which will allow 
secure trade without the use of elaborate encryption tech 
niques. Methods for limiting, distributing and using a limited 
use card number, controlling the validity of a limited use 
credit card number, conducting a limited use credit card num 
ber transaction and providing remote access devices for 
accessing a limited use credit card number are also provided. 
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CREDIT CARD SYSTEMAND METHOD 
HAVINGADDITIONAL FEATURES 

0001. This application claims the benefit of U.S. Provi 
sional Application No. 60/935,187 filed Jul. 30, 2007. This 
application is a continuation-in-part of U.S. Non-Provisional 
application Ser. No. 10/160,178 filed a continuation-in-part 
of U.S. Non-Provisional application Ser. No. 09/506,830 
filed Jan. 18, 2000, which in turn is a continuation-in-part of 
U.S. Non-Provisional application Ser. No. 09/235,836 filed 
Jan. 22, 1999 and now U.S. Pat. No. 6,636,833. This appli 
cation claims the benefit of U.S. Provisional Application No. 
60/935,187 filed Jul. 30, 2007; U.S. Provisional Application 
No. 60/295,020 filed Jun. 4, 2001; U.S. Provisional Applica 
tion No. 60/120,747 filed Feb. 18, 1999; U.S. Provisional 
Application No. 60/134,027 filed May 13, 1999; U.S. Provi 
sional Application No. 60/144,875 filed Jul. 20, 1999; U.S. 
Provisional Application No. 60/147,153 filed Aug. 4, 1999; 
U.S. Provisional Application No. 60/099,614 filed Sep. 9, 
1998: U.S. Provisional Application No. 60/098,175 filed 
Aug. 26, 1998: U.S. Provisional Application No. 60/092,500 
filed Jul. 13, 1998; Irish Application No. S98 0458 filed Jun. 
15, 1998; Irish Application No. S98 0346 filed May 5, 1998: 
Irish Application No. S980223 filed Mar. 25, 1998. The entire 
contents of each of these applications are incorporated herein 
by reference. 

BACKGROUND 

0002 1. Field of the Disclosure 
0003. This present disclosure relates to a credit card sys 
temand method, and more particularly, to a credit card system 
and method offering reduced potential of credit card number 
misuse. 

0004 2. Related Art 
0005. The development of retail electronic commerce has 
been relatively slow in spite of the perceived demand for such 
trade. The single greatest deterrent to the expansion of retail 
electronic commerce is perceived to be the potential for fraud. 
This potential for fraud has been a major concern for the 
credit card companies and financial institutions as well as the 
customers and the providers of the goods and services. 
0006. The former are concerned about fraud because 
essentially the financial institutions have to bear the initial 
cost of the fraud. Additionally, the credit card companies have 
an efficient credit card system which is working well for face 
to face transactions, i.e., “card present transactions where 
the credit card is physically presented to a trader and the 
trader can obtain the credit card number, compare signatures 
and in many cases photographs before accepting a particular 
credit card. 
0007. The latter are equally concerned about fraud, being 
well aware that ultimately the user must pay for the fraud. 
However, there are particular personal concerns for the con 
Sumer in that the fraudulent use of the credit card by misuse of 
the credit card number by a third party may not become 
apparent for some time. This can happen even if the card is 
still in his or her possession. Further, when fraud does occur 
the consumer has the task of persuading the credit card pro 
vider that fraud by another did indeed occur. 
0008. There is also the additional fear of being over 
charged on a credit card. There are thus particular risks for 
those credit card holders who have relatively high spending 
limits, in that if fraud should occur, it may be some consid 
erable time before it is detected. One particular form of fraud 
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referred to as "skimming is particularly difficult to control. 
What happens is the cardholder proffers his or her card at an 
establishment to make a transaction, the relevant information 
is electronically and/or physically copied from the card and 
the card is Subsequently reproduced. This can be a problem 
with travelers particularly during an extensive period of travel 
as the fraudulent card may turn up in other places and it may 
be some considerable time before the fraud is detected. 
0009 For remote credit card use, the credit cardholder has 
to provide details of name, master credit card number, expi 
ration date and address and often many other pieces of infor 
mation for verification; the storing and updating of the infor 
mation is expensive but necessary. This in itself is a 
considerable security risk as anybody will appreciate that this 
information could be used to fraudulently charge goods and 
services to the cardholder's credit card account. Such fraudu 
lent use is not limited to those people to whom the credit card 
information has been given legitimately, but extends to any 
body who can illegitimately obtain Such details. A major 
problem in relation to this form of fraud is that the credit card 
may still be in the possession of the legitimate holder as these 
fraudulent transactions are taking place. This is often referred 
to as “compromised numbers’ fraud. Indeed all this fraud 
needs is one dishonest staff member, for example in a shop, 
hotel or restaurant, to record the credit card number. It is thus 
not the same as card theft. 
0010. The current approaches to the limiting of credit card 
fraud are dependent on the theft of a card being reported and 
elaborate verification systems whereby altered patterns ofuse 
initiate some inquiry from the credit card company. Many 
users of credit cards have no doubt received telephone calls, 
when their use of the card has been exceptional, or otherwise 
unusual in the eyes of the organization providing the verifi 
cation services. 
0011 Thus, there have been many developments in an 
effort to overcome this fundamental problem of fraud, both in 
the general area of fraud for ordinary use of credit cards and 
for the particular problems associated with Such remote use. 
0012. One of the developments is the provision of smart 
cards which are credit card devices containing embedded 
electronic circuitry that can either store information or per 
form computations. Generally speaking they contribute to 
credit card security systems by using some encryption sys 
tem. A typical example of Such a Smart card is disclosed in 
U.S. Pat. No. 5,317,636 (Vizcaino). 
0013 Another one of the developments is the Secure Elec 
tronic Transaction (SET) protocol which represents the col 
laboration between many leading computer companies and 
the credit card industry which is particularly related to elec 
tronic transmission of credit card details and in particular via 
the Internet. It provides a detailed protocol for encryption of 
credit card details and Verification of participants in an elec 
tronic transaction. 
0014) Another method that is particularly directed to the 
Internet is described in U.S. Pat. No. 5,715,314 (Payne et al.). 
U.S. Pat. No. 5,715,314 discloses using an access message 
that comprises a product identifier and an access message 
authenticator based on a cryptographic key. Abuyer computer 
sends a payment message that identifies a particular product 
to a payment computer. The payment computer is pro 
grammed to receive the payment message, to create the access 
message, and to send the access message to a merchant com 
puter. Because the access message is tied to a particular 
product and a particular merchant computer, the access mes 
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sage can not be generated until the user sends the payment 
message to the payment computer. Because the access mes 
sage is different from existing credit card formats, the access 
message is ill-suited for phone/mail orders and other tradi 
tional credit card transactions. 

0015 U.S. Pat. No. 5,883,810 (Franklin et al.) describes 
an online transaction system in which a user of the Internet or 
the like clicks on an icon to receive a proxy transaction num 
ber from a credit card provider. This proxy number stands in 
for the user's regular credit card number during transmission 
over the Internet, but expires after a short time (e.g., one hour) 
to reduce the chance that the number will be effectively inter 
cepted and fraudulently used. The processing that occurs 
when a bank receives transaction information from a mer 
chant involves checking whether the proxy number is a valid 
number and whether the transaction value and merchant 
match. There is no additional processing triggered when the 
bank processing system receives the proxy number. In addi 
tion, a significant drawback of the Franklin et al. System is 
that an unscrupulous merchant or a criminal who is capable of 
accessing or intercepting order details can then turn around 
and use the proxy number a number of times before the lapse 
of the expiration term. Thus, more than one transaction can 
occur within the duration of the expiration term. The Franklin 
et al. System has nothing in place to prevent this type of fraud. 
The Franklin et al. System merely depends upon an assump 
tion that fewer criminals could obtain the proxy number and 
reuse it within the expiration term of the proxy transaction 
number set by the issuing bank than the total number of 
criminals capable of gaining access to credit card numbers 
used for online commerce. Also, the inclusion of specific 
transaction information does not prevent a fraudulent mer 
chant from recurrent unauthorized charges within the expiry 
time of the proxy number. The user will not be aware of this 
misuse of his/her credit card details until the receipt of the 
statement, which will typically not be until several weeks 
later. 

0016. There are also specific electronic transaction sys 
tems such as “Cyber Cash,”“CheckFree” and “First Virtual.” 
Unfortunately, there are perceived problems with what has 
been proposed to date. First, any form of reliance on encryp 
tion is a challenge to those who will then try to break it. The 
manner in which access has been gained to extremely sensi 
tive information in government premises would make anyone 
wary of any reliance on an encryption system. Second, a 
further problem is that some of the most secure forms of 
encryption system are not widely available due to govern 
ment and other security requirements. Limiting the electronic 
trading systems and security systems for use to the Internet is 
of relatively little use. In addition, entirely new electronic 
payment systems require changes in how merchants handle 
transactions and this represents an important commercial dis 
advantage for Such systems. 
0017 Additionally, various approaches have been taken to 
make “card present transactions more attractive. For 
instance, Japanese Patent Publication No. Hei 6-282556 dis 
closes a one-time credit card settlement system for use by, 
e.g., teenage children of credit card holders. This system 
employs a credit card which can be used only once in which 
various information Such as specific personal information, 
use conditions, and an approved credit limit identical to those 
of the original credit card are recorded on a data recording 
element and displayed on the face of the card. The one-time 
credit card contains the same member number, expiration 
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date, card company code, and the like as on existing credit 
card, as well as one-time credit card expiration date not 
exceeding the expiration date of credit card, available credit 
limit for the card, and the like. The one-time credit card makes 
use of some of the same settlement means as the conventional 
credit card. However, the system also requires use permission 
information to be recorded on the credit card, the information 
permitting the credit card to be used only once or making it 
impossible to use the credit card when the credit limit has 
been exceeded. A special card terminal device checks the 
information taken from the card for correctness and imparts 
use permission information for when the card is not permitted 
to be used on the transmission to the credit card issuing 
company. The use permission information takes the form of a 
punched hole on the card itself. This system has obvious 
drawbacks, such as the card terminal having to be modified 
for additional functions (e.g., punching holes, detected 
punched holes, imparting additional information, etc.). Also, 
such a system offers little additional security insofar as fraud 
can still be practiced perhaps by covering the holes or other 
wise replacing the permission use information on the credit 
card. Further, such a system would require a change in nearly 
all card terminal equipment if it were adopted. 
(0018 U.S. Pat. Nos. 5,627,355 and 5,478,994 (Rahman et 
al.) disclose another type of system that uses a plurality of pin 
numbers which are added to a credit card number on an 
electronic display. U.S. Pat. No. 5,627,355 discloses a credit 
card having a memory element containing a series of pass 
words in a predetermined sequence. These passwords are 
identical to another sequence stored in a memory of a host 
control computer. Further, the card contains a first fixed field 
containing an account number (e.g., “444 222 333’). In 
operation, the memory element of the credit card device pro 
vides a unique password from the sequence with each use of 
the credit card device. This permits verification by comparing 
the account number and the password provided with each use 
of the device with the account number and the next number in 
sequence as indicated by the host computer. The host com 
puter deactivates the password after the transaction. Among 
the drawbacks with this type of system is the need for a power 
Supply, a display, a memory device, a Sound generator and the 
need to recycle a limited sequence of pin numbers. Such a 
system is not readily adapted to current credit card transac 
tions because it lacks the ability of providing a checksum of 
the card number and cannot be readby a standard card reader. 
Also, if the card is lost or stolen, there is little to prevent a 
person from using the card until it is reported to be lost or 
stolen by the correct holder. See, also, U.S. Pat. No. 5,606,614 
(Brady et al.). 
0019. Other attempts have been made to make funds avail 
able to an individual, but with limitations. For example, U.S. 
Pat. No. 5,350,906 (Brody et al.) and U.S. Pat. No. 5,326,960 
(Tannenbaum et al.) disclose issuing temporary PINs for one 
time or limited time and limited credit access to an account at 
an ATM. These patents disclose a currency transfer system 
and method for an ATM network. In this system, a main 
account holder (i.e., the sponsor) sets up a Subaccount that can 
be accessed by a non-Subscriber by presenting a fixed limit 
card associated with the Subaccount and by entering a pass 
word corresponding to the subaccount. Once the fixed limit is 
reached, the card can no longer be used. The fixed limit card 
contains information on its magnetic stripe pertaining to the 
sponsor account. 
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0020. One of the problems with all these systems is that 
there are many competing technologies and therefore there is 
a multiplicity of incompatible formats, which will be a deter 
rent to both traders and consumers. Similarly, many of these 
systems require modifications of the technology used at the 
point of sale, which will require considerable investment and 
further limit the uptake of the systems. 

OBJECTS AND SUMMARY OF THE 
DISCLOSURE 

0021 Many solutions have been proposed to the problem 
of security of credit card transactions. However, none of them 
allow the use of existing credit cards and existing credit card 
formats and terminal equipment in the exiting credit card 
system, which includes provisions for charge-backs, etc. Ide 
ally, as realized by the present inventors, the solution would 
be to obtain the functionality of a credit card, while never in 
fact revealing the master credit card number. Unfortunately, 
the only way to ensure that master credit card numbers cannot 
be used fraudulently is to never transmit the master credit card 
number by any direct route, i.e., phone, mail. Internet or even 
to print out the master credit card number during the transac 
tion, such as is commonly the case at present. 
0022. According to exemplary embodiments as described 
in U.S. non-provisional application Ser. Nos. 09/235,836 and 
09/506,830, a more secure way of using existing credit cards 
and, in particular, using existing credit cards in remote credit 
card transactions was provided. These earlier applications 
were specifically directed towards providing a more secure 
way of using existing credit cards generally which will not 
require any major modifications to existing credit card sys 
tems. They are further directed towards providing a credit 
card system that will be user friendly and will provide cus 
tomers with a greater confidence in the security of the system. 
0023 The present disclosure includes a number of credit 
card products, which have predefined characteristics. 
0024. These and other advantages of the present disclo 
sure are satisfied by a first exemplary embodiment, which 
pertains to a financial transaction system capable of using at 
least one limited use credit card number, which is limited in 
use by a party other than a limited use credit card number 
issuer and which is associated with the master account num 
ber of a customer. The inventive method of controlling the 
validity of the limited use credit card number comprises the 
steps of sending to a user from a limited use credit card 
number issuer a limited use credit card number, communi 
cating with a limited use card number card issuer to establish 
limitations on the use of the limited use credit card number by 
a third party before it can be used in a transaction by the user; 
and authorizing transactions which meet the established limi 
tations and denying other transactions by comparing at a 
central location the attempted use to the established limita 
tions on use. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0025. The foregoing, and other, objects, features and 
advantages of the present disclosure will be more readily 
understood upon reading the following detailed description in 
conjunction with the drawings in which: 
0026 FIG. 1 shows an exemplary system for implement 
ing the present disclosure; 
0027 FIG. 2 shows, in high-level form, the operation of 
the central processing station shown in FIG. 1; 
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0028 FIG. 3 is a flow chart illustrating an exemplary pro 
cess for allocating credit card numbers; 
0029 FIG. 4 is a flow chart illustrating an exemplary pro 
cess for limiting the use of a credit card number; 
0030 FIG. 5 is a flow chart illustrating an exemplary pro 
cess for distributing credit card numbers; 
0031 FIG. 6 is a flow chart illustrating an exemplary pro 
cess for electronically using credit card numbers; 
0032 FIG. 7 is a flow chart illustrating an exemplary pro 
cess for processing a transaction; 
0033 FIG. 8 is a flow chart illustrating another exemplary 
process for processing a transaction; 
0034 FIG. 9 is a flow chart illustrating an exemplary 
method of controlling the validity of a limited use credit card 
number, 
0035 FIG. 10 is a flow chart illustrating an exemplary 
process for using a credit card number as a PIN number; 
0036 FIG. 11 is a block diagram illustrating an exemplary 
location for the central processing system; 
0037 FIG. 12 is a flow chart illustrating an exemplary 
method of conducting a limited use credit card number trans 
action; 
0038 FIG. 13 is a flow chart illustrating an exemplary 
method of conducting a settlement transaction; 
0039 FIG. 14 is a block diagram illustrating an alternate 
exemplary location for the central processing system; 
0040 FIG. 15 is a block diagram illustrating an alternate 
exemplary process for limiting, distributing and using a lim 
ited use card number; 
0041 FIG. 16 is a flow chart illustrating an exemplary 
method of providing remote access devices for accessing 
limited use credit card numbers; 
0042 FIG. 17 is a diagram illustrating how the present 
disclosure can place limitations on an configurable plastic 
payment card to facilitate card-present applications; 
0043 FIG. 18 illustrate an exemplary illustration of a Con 
trolled Payment Number (CPN); 
0044 FIG. 19 illustrates another exemplary illustration of 
a CPN: 
0045 FIG. 20 illustrates yet another exemplary illustra 
tion of a CPN: 
0046 FIG. 21 illustrates a CPN in use: 
0047 FIG. 22 illustrates a pay everywhere embodiment; 
0048 FIGS. 23 A-23C illustrates a multi-card embodi 
ment; 
0049 FIG. 24 illustrates Instant Credit embodiment; and 
0050 FIGS. 25-27 illustrate an exemplary embodiment 
described as “Pay with your Phone.” 

DETAILED DESCRIPTION 

0051. In this specification the term “credit card” refers to 
credit cards (MasterCard(R), VisaR), Diners Club(R), etc.) as 
well as charge cards (e.g., American Express(R, Some depart 
ment store cards), debit cards such as those that are usable at 
ATMs and many other locations or that are associated with a 
particular account, and hybrids thereof (e.g., extended pay 
ment American Express(R), bank debit cards with the VisaR) 
logo, etc.) or any other present or future financial transaction 
card having similar characteristics. Also, the terms “master 
credit card number” and “master credit card” refer to the 
credit card number and the credit card as generally under 
stood, namely, that which is allocated by the credit card 
provider to the customer for his or her account for multiple 
uses for a renewable period and a credit limit. It will be 
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appreciated that an account may have many master credit 
cards in the sense of this specification. For example, a corpo 
ration may provide many of its employees with credit cards 
but essentially each of these employees holds a master credit 
card even if there is only one customer account. Each of these 
master credit cards will have a unique master credit card 
number, which set of master credit card numbers will be 
linked to the account. Similarly, in families, various members 
of the family may hold a master credit card, all of which are 
paid for out of the one customer account. 
0052 Additionally, the master credit card account can be 
in Some embodiments something other than a credit card 
account. For instance, while not otherwise affecting the for 
matting or processing of the limited use credit card numbers 
as described herein, the master card number can be a prepaid 
account or another type of account, Such as a utility, telephone 
service provider or Internet Service Provider (ISP) account. 
The utility company, telephone company, ISP or other 
account holder would generate a bill, which, in possible addi 
tion to or separate from the regular bill, would include a 
listing of limited use credit card transactions. An advantage of 
this type of arrangement is that the service provider already 
has information as to a pool of individuals and their credit 
worthiness, as well as low increased overhead due to the 
already in place billing system. In these embodiments, the 
master account may but likely does not have the format of a 
standard credit card or the like. 

0053. The term “limited-use” credit card number is used to 
encompass at least both the embodiment in which the credit 
card is designated for a single use, and the embodiment in 
which the credit card is designated for multiple uses provided 
that the charges accrued do not exceed a prescribed threshold 
or thresholds, such as a total single charge, total charges over 
a limited time period, a total charge in a single transaction, 
etc. A common feature is that the limited use credit card 
number is deactivated upon satisfaction of a limited-use con 
dition, and not just the expiration date of the card. Stated 
differently, the limited-use credit card number is deactivated 
upon a use-triggered condition which occurs Subsequent to 
assignment of at least one credit card number. 
0054 The term “deactivated” means that new transactions 
cannot be initiated using the same limited-use credit card 
number, but the limited-use credit card number is still avail 
able for further activity related to the original transaction, 
Such as for charge-backs where an account is credited, such as 
upon return of unaccepted merchandise. 
0055. The terms “card holder and “user are used inter 
changeably to refer to an entity, e.g., an individual, that has 
been rightfully issued a credit/debit/charge card number, e.g., 
through a contractual arrangement, or that has been autho 
rized to use Such card by Such entity or a representative of 
Such entity. 

1. Overview of System Features 

0056. There are at least two basic different ways of carry 
ing out the present disclosure. In Summary, the two ways are 
the allocation of additional credit card numbers for remote 
trade and the provision of what are effectively disposable 
credit cards for remote and card present trade, both of which 
have the feature of, in the case of single use or in the case of 
multiple use, protecting against the worst effects of compro 
mised numbers fraud or skimming. 
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0057. In a refinement of the present disclosure, it is pos 
sible to control the manner in which an actual transaction is 
carried out as a further protection against unscrupulous pro 
viders of goods and services. 
0.058 Essentially, there are certain matters that will be 
considered in relation to the present disclosure. They are the 
operational or functional features insofar as they affect cus 
tomers, and then there are the technical features, namely how 
exemplary embodiments of the present disclosure are imple 
mented, how the exemplary embodiments are provided to the 
customers, and finally, how the exemplary embodiments are 
handled by the providers of goods and services and the pro 
cessors of the credit cards, i.e., the financial institutions and/ 
or their service providers. 
0059. The operational or functional features of the present 
disclosure will be discussed first in the context of a standard 
credit card system. 
0060. One basic feature of the present disclosure is to 
provide in a credit card system such that each master credit 
card holder could be provided with one or more of the fol 
lowing: 1) additional single use credit card numbers for 
remote transactions; 2) multiple use credit card numbers for 
remote transactions; 3) single use additional credit cards for 
remote and card present transactions; and 4) multiple use 
credit cards for remote and card present transactions. 
0061. It is also envisaged that in certain situations credit 
cards can be provided to people who do not have an account 
with any credit card company. This latter feature is described 
in more detail below. Various other features may be provided 
in the above situations, which will further improve the secu 
rity of credit card transactions. 
0062. Dealing first with the situation where a master credit 
cardholder has an additional credit card number allocated to 
him or her for a single use, it will be appreciated that since the 
number can only be used for one single transaction, the fact 
that the number is in anybody else’s hands is irrelevant as it 
has been deactivated and the master credit card number is not 
revealed to the third party. Various other features may be 
added to Such single use credit card numbers. For example, 
the value of the transaction can be limited, thus the master 
credit cardholder can have a plurality of single use credit card 
numbers of differing values. For example, when a remote 
trade is carried out, the master credit card holder will use a 
credit card number which has a credit card limit only margin 
ally above or equal to that of the value of the transaction. This 
would reduce the chances of or prevent an unscrupulous 
trader from using the credit card number to Supply additional 
goods or services over those ordered or to increase the agreed 
charge. 
0063 A second exemplary embodiment provides the mas 
ter credit card holder with an additional credit card number 
for use in a remote trade, which credit card number could 
have, as in the previous example of the present disclosure, a 
credit limit for each specific transaction or a credit limit such 
that when the aggregate amount of a series of transactions 
exceeded a specific credit limit, the credit card number would 
be canceled, invalidated or in Some other way deactivated. 
Similarly, the multiple use credit card number could be lim 
ited to, for example, five uses with a credit limit not exceeding 
S100 in each transaction and an aggregate credit limit not 
exceeding S400. Similarly, a time restriction could be put on 
such a credit card number in that it would be deactivated if it 
was used with frequency above (or below) a given threshold, 
for example, more than once a week. These limits and restric 
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tions on the use of a limited-use credit card number can be and 
normally would be controlled by the consumer, such as the 
cardholder or a person overseeing a cardholders use (e.g., a 
parent, employer, gift giver, etc.). Hence, for a limited-use 
credit card number, the limitations of which are defined by a 
consumer rather than a card issuer, the term Controlled Pay 
ment Number, or CPN has been coined. 
0064. It will be appreciated that the limits that can be 
placed on the use of a single use credit number or a multiple 
use credit card number or CPN are almost limitless and those 
having skill in the art will consider other ways in which the 
use of the credit card number could be limited, whether it be 
by time, by amount, by frequency of use, by geographical 
region, by merchant, by merchant class, or by purpose or use 
(such as limited to Internet trade and so on), or by some 
combination of these separate criteria. 
0065. The third way in which the present disclosure could 
be carried out is by physically providing additional single use 
credit cards each of which would have a unique additional 
credit card number. Such additional single use credit cards 
could then be used both for remote trade by using the addi 
tional credit card numbers for respective transactions, and for 
“card present trade where each card would be “swiped in 
the normal manner. Such a disposable credit card could be 
made like any common credit card, or from a relatively inex 
pensive material. Such as cardboard or thin plastic, with the 
relevant information entered into it in readable (e.g., mag 
netic) form, as is already the case with many forms of passes 
for use in public transport and the like. Again, substantially 
the same features as with the credit card number could be 
provided. Thus, for example, the disposable credit card could 
be limited to use geographically, to a use, to an amount, to a 
frequency of use, to an expiration date, and so on. Again, 
those skilled in the art will appreciate that there are many 
variations to this concept. 
0066. Another way of carrying out the present disclosure 

is to provide a master credit card holder with a multiple-use 
additional credit card, where the additional credit card pro 
vides any limitations as to limited-use triggering conditions 
that may be desired. 
0067. Ideally, irrespective of the manner in which the 
present disclosure is carried out, the master credit cardholder 
would be provided with either a plurality of single use addi 
tional credit card numbers or multiple-use credit card num 
bers or a mixture of single and multiple-use credits cards. 
Several specific products are described in the last section of 
the present application. 
0068. It will be appreciated that with either single use 
credit card numbers or single use additional credit cards, it is 
possible to eliminate or reduce the risk of credit card number 
fraud. Further, depending on the credit limit imparted to the 
particular credit card number or additional credit card number 
or single use additional credit card, it is possible to further 
limit the possibilities of fraud in any remote transaction and 
that with the use of a disposable single use credit card it is 
possible to eliminate or reduce the risk of skimming. 
0069. With multiple use additional credit card numbers 
and multiple use additional credit cards, the above-identified 
problems may not be totally eliminated due to preferences of 
the user. This is because, in certain circumstances, credit card 
users may prefer to have, for example, an additional credit 
card number for remote trade with a specific credit limit that 
they use all the time and are willing to take the risk of com 
promised number fraud, in the sense that they can control the 
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severity of this misuse. This would be particularly the case 
where some of the various user triggered limitations Sug 
gested above are used with the additional credit card number. 
Substantially the same criteria would apply to an additional 
multiple use credit card. 
0070. Effectively, the present disclosure solves the prob 
lem by obtaining the functionality of a credit card while never 
in fact revealing the master credit card number as the master 
credit card number need never be given in a remote transac 
tion. Further, the master credit card itself need never be given 
to a trader. 
0071. In another exemplary embodiment of the present 
disclosure, it is envisaged that people who do not hold master 
credit cards could purchase disposable credit cards which 
would have a credit limit for the total purchases thereon equal 
to the amount for which the credit card was purchased. These 
could then be used for both card present and card remote 
trade, the only proviso being that if the credit limit was not 
reached it will then be necessary for a refund to be given by 
the financial institution or credit card provider. An obvious 
way of obtaining Such a refund would be through an auto 
matic teller machine (ATM). In this way, the existing credit 
card transaction system is employed and the card holder is 
given the convenience of having a credit card. 
0072. As an alternative, the above-discussed cards could 
be, in effect, debit cards in the true sense, in which funds are 
withdrawn against a customer's account. In this case, the 
“credit card issued, whether it be a one time use card or 
multi-use card, and whether it has a credit limit or not, would 
be used to debit the account immediately. Preferably, the 
credit card issued in these circumstances would be single use 
with or without a transaction amount limit and would be used 
and processed by the customer and merchant for a transaction 
as if it were a credit card, while in the customer's bank it 
would be treated like any other debit to the account. 

2. Exemplary Implementation 

(0073. 2.1 Implementation Overview 
0074 Various aspects of the present disclosure may be 
embodied in a general purpose digital computer that is run 
ning a program or program segments originating from a com 
puter readable or usable recording medium, Such medium 
including but not limited to electrical or magnetic storage 
media (e.g., ROMs, EEPROMs, RAM, floppy disks, hard 
disks, etc.), optically readable media (e.g., CD-ROMs, 
DVDs, etc.), or combinations thereof. A functional program, 
code and code segments, used to implement the present dis 
closure can be derived by a skilled computer programmer 
from the description of the present disclosure contained 
herein. 
0075 FIG. 1 shows an exemplary overview of a system for 
implementing the limited use credit card system of the 
present disclosure. The system 100 comprises a central pro 
cessing station 102, which, according to exemplary embodi 
ments, may be operated by the credit card provider. Gener 
ally, this station 102 receives and processes remotely 
generated credit card transactions. The credit card transac 
tions can originate from a merchant in the conventional man 
ner, e.g., by Swiping a credit card through a card Swipe unit 
106. Alternatively, the credit card transaction requests can 
originate from any remote electronic device 104 (e.g., a per 
sonal computer). These remote devices can interface with the 
central processing station 102 through any type of network, 
including any type of public or propriety networks, or some 
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combination thereof. For instance, the personal computer 104 
interfaces with the central processing station 102 via the 
Internet 112. Actually, there may be one or more merchant 
computer devices (not shown) which receive credit card 
transactions from the remote electronic device 104, and then 
forward these requests to the central processing station 102. 
The central processing station 102 can also interface with 
other types of remote devices, such as a wireless (e.g., cellular 
telephone) device 140, via radio communication using trans 
mitting/receiving antenna 138. Other intermediary compo 
nents can be interposed, as is conventional. 
0076. The central processing station 102 itself may 
include a central processing unit 120, which interfaces with 
the remote units via network I/O unit 118. The central pro 
cessing unit 120 has access to a database of credit card num 
bers 124, a subset 126 of which can be designated as being 
available for limited use (referred to as the “available range'). 
Also, the central processing unit 120 has access to a central 
database 122, referred to as a “conditions’ database. This 
database is a general purpose database which stores informa 
tion regarding customers’ accounts, such as information 
regarding various conditions which apply to each customer's 
account. Further, this database 122 may store the mapping 
between a customer's fixed master credit card number and 
any outstanding associated limited use credit cards, using, for 
instance, Some type of linked-list mechanism. Databases 122 
and 124 are shown separately only to illustrate the type of 
information which may be maintained by the central process 
ing station 102; the information in these databases can be 
commingled in a common database in a manner well under 
stood by those having skill in the data processing arts. For 
instance, each limited use credit card number can be stored 
with a field, which identifies its master account, and various 
conditions regarding its use. 
0077. The central processing unit 120 can internally per 
form the approval and denial of credit card transaction 
requests by making reference to credit history information 
and other information in the conventional manner. Alterna 
tively, this function can be delegated to a separate clearance 
processing facility (not shown). 
0078 Finally, the central processing station includes the 
capability of transmitting the limited use credit card numbers 
to customers. In a first embodiment, a local card dispenser 
128 can be employed to generate a plurality of limited use 
cards 132 and/or a master credit card 134 for delivery to a 
customer. In a second embodiment, the limited use credit card 
numbers can be printed on a form 136 by printer 130, which 
is then delivered to the customer via the mail. The printed 
form 136 may include material which covers the numbers 
until scratched off, thereby indicating what numbers have 
been used and are no longer active. This listing of numbers 
can be included in a monthly or other periodic account State 
ment sent to the customer. In a third embodiment, these lim 
ited use numbers can be electronically downloaded to a user's 
personal computer 104, where they are stored in local 
memory 142 of the personal computer 104 for subsequent 
use. In this case, the credit card numbers can be encrypted 
(described in detail later). Instead of the personal computer 
104, the numbers can be downloaded to a user's smart card 
though an appropriate interface. In a fourth embodiment, the 
single-use credit card numbers can be downloaded to a radio 
unit 140 (such as a portable telephone) via wireless commu 
nication. In a fifth embodiment, an ATM 108 can be used to 
dispense the limited use cards 110. Those skilled in the art 
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will readily appreciate that other means for conveying the 
numbers/cards can be employed. These embodiments are, of 
course, usable together. 
007.9 The logic used to perform the actual allocation and 
deactivation of limited use credit card numbers preferably 
comprises a microprocessor, which implements a stored pro 
gram within the central processing unit 120. Any general or 
special purpose computer will Suffice. In alternative embodi 
ments, the logic used to perform the allocation and deactiva 
tion of the limited use credit card numbers may comprise 
discrete logic components, or some combination of discrete 
logic components and computer-implemented control. 
0080 FIG. 2 shows a high-level depiction of the functions 
performed by the central processing station 102 or the like. 
The process begins in step 202 by allocating one or more 
limited use numbers to a customer. These numbers are ulti 
mately selected from the list 126 of available limited use 
numbers, or some other sub-setlist which has been previously 
formed from the numbers in list 126. Also, although not 
shown in FIG. 2, a master account number would have been 
preferably assigned to the customer at a previous point in 
time. The conditions database 122 may comprise a mecha 
nism for associating the master account number (which can 
be a credit card number or some other type of account) num 
ber with the limited use credit card number. Because the 
limited use cards are arbitrarily chosen from the listing 126 of 
limited use card numbers, there should be no discernible link 
which would allow anyone to determine the master credit 
card number from any of the limited use numbers. 
I0081. The processing then advances to step 204, where it 
is determined whether a customer requests or an event trig 
gers a request for additional limited use cards or card num 
bers. If so, additional limited use cards or card numbers are 
allocated to the customer. 

I0082 Processing then advances to step 206, where the 
central processing station determines whether a transaction 
has taken place using a previously issued limited use card. 
This step is followed by a determination (in step 208) whether 
the limited use number should be deactivated. For instance, if 
the card is a single-use card, it will be deactivated. If the card 
is a fixed-limit card, the card is only deactivated if the recent 
transaction exceeds some stored threshold limit. These 
threshold limits can be stored on the card itself or in the 
conditions database 122. The actual step of deactivating is 
performed by generating a deactivation command, as repre 
sented in step 210 shown in FIG. 2. Naturally, there are other 
steps to processing a credit card transaction, such as checking 
whether the card is deactivated or otherwise invalid prior to 
completing the transaction. These additional steps are system 
specific and are not discussed here for sake of brevity. 
0083. Once a number is deactivated, this number can not 
be fraudulently reused. Hence, the risk of fraudulent capture 
of these numbers over the Internet (or via other transmission 
means) effectively disappears. In an alternative embodiment 
of the present disclosure, these deactivated numbers can be 
reactivated provided that a sufficiently long time since their 
first activation has transpired. Provided that there is a suffi 
ciently large number of limited use credit card numbers to 
choose from, it would be possible to wait a long time before 
it was necessary to repeat any numbers. At this point, it would 
be very unlikely that someone who had wrongfully inter 
cepted a credit card number years ago would be motivated to 
fraudulently use it before the rightful owner. 
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0084. After the limited use card is deactivated or a number 
of limited use cards are deactivated, an additional limited use 
card or cards can be activated. As described in detail in the 
following section, the actual activation of the credit card 
number can involve various intermediate processing steps. 
For instance, the credit card numbers from the list 126 can be 
first allocated to an “allocated range of numbers, and then to 
an “issued but not valid' range of numbers, and then finally to 
an “issued and valid' range of numbers. FIG. 2 is a high-level 
depiction of the process, and encompasses this specific 
embodiment, as well as the more basic case where the credit 
card numbers are retrieved from a database and then imme 
diately activated. 
0085 Having set forth a summary of how the present 
disclosure can be implemented, further details are provided in 
the following. 
0086 2.2 Allocation of the Credit Card Numbers 
0087. The first thing that the credit card provider may do is 

to generate a list of additional credit card numbers, whether 
they be single use or multiple use, and allocate additional 
credit numbers to a master credit card as a further credit card 
number for optional use instead of the master credit card 
number. Such a list can be produced by any suitable software 
package in the exemplary manner discussed in more detail 
below. Because the numbers allocated to a particular master 
credit card holder will not have any link to the master credit 
card number, the master credit card numbershould not be able 
to be derived from the additional credit card numbers. 

0088. In effect, randomness in credit card numbers is pro 
vided by the fact that there is a queue formed by the customers 
requiring numbers. Further, it should not be possible, even 
knowing the additional credit card numbers in a particular 
master credit card holder's possession which he or she may 
have used, to predict the next set of numbers that that particu 
lar master credit cardholder will be allocated, since there will 
be randomness of access to additional credit card numbers in 
the truest sense. Even if the credit card provider were to 
allocate numbers sequentially, there would be no way of 
predicting the number that that credit cardholder would sub 
sequently acquire, since the numbers would be allocated by 
virtue of a queue, the randomness of this allocation being 
Such as to prevent any prediction. 
0089. As such, the credit card numbers generated by the 
central computer need not be perse random numbers. Pref 
erably, though, these numbers are valid credit card numbers 
with the constraint that they must conform to industry speci 
fications of the format in terms of their numerical content in 
Such a way that they can be handled with no (or minimal) 
modifications by merchant/acquiring systems and networks 
and be routed to the appropriate center for processing. An 
additional constraint is that they must be different from all 
other conventional account numbers and all other single use 
numbers during their lifetime of validity. These constraints 
are practical requirements to produce a commercially viable 
system, which would likely not be satisfied by any process 
that generates random numbers in isolation. 
0090. To achieve these allocation requirements, an issuing 
bank decides within its total available range of credit cards to 
allocate a certain range or ranges of numbers to the single use 
system, referred to herein as the “available range.” This may 
represent spare numbers using existing header sequences 
(e.g., the sequence of usually 4-6 digits that define the issuing 
institution and are used to route the card to the appropriate 
transaction processor) or within newly created header 
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sequences. The numbers not allocated include existing credit 
card accounts for that issuer and Sufficient spare capacity for 
new account holders and replacement numbers for existing 
customers. The additional non-embossed components of the 
card details and any card specific information that is trans 
mitted during a transaction may be varied from card to card to 
enhance security and privacy of credit card transactions. 
0091 Although each limited use number is unique during 
the its lifetime of validity, information required to route the 
card number and transaction details to the appropriate pro 
cessor is maintained to ensure that limited use numbers are 
processed appropriately. However, the limited use numbers 
do not need to include either the master card account number 
or an encoded version of the account number. Indeed privacy 
and security are enhanced when no unique account holder 
identifier is included within the limited use credit card num 
ber. 

0092 Also, information that is verified prior to the card 
being processed for authorization and payment, such as 
expiry date and checksum digit must be valid. This informa 
tion may vary from limited use number to limited use number, 
but must be valid to ensure that the number passes checks that 
may be completed within the merchant terminal, i.e., the 
checksum is appropriately calculated for each limited use 
number and the associated expiry date is valid at the time of 
US 

0093. Within the constraint of using a valid credit card 
format, the random allocation process used to generate lists of 
unique limited use numbers can involve allocation from a 
range of numbers in which either the entire number or por 
tions of the account number are varied. In addition, the allo 
cation can include combinations of all or part of the account 
number together with all or part of additional information 
Such as non-embossed additional numbers, expiry date and 
other information that identifies the card and is passed on by 
the merchant to the card processor during a transaction. 
0094 Sequential random allocation from a list of available 
valid credit/debit/charge card codes that have been solely 
allocated for use as limited use numbers ensures that the 
criteria specified for limited use numbers are met, i.e., no two 
limited use numbers are the same, no limited use number is 
the same as an existing account number, and no newly issued 
conventional card number is the same as a previously issued 
limited use number. To achieve true computational indepen 
dence between account numbers and limited use cards and 
between limited use numbers for the same account, the ran 
dom allocation process requires a truly random seed value. 
Such true randomness can be obtained from a physically 
random system with well-defined properties such as a white 
noise generator. Ananalog to digital converter that receives an 
analog signal from Such a truly random physical system can 
be used to ensure truly random allocation. 
0.095 Other approaches can result in the same result with 
lower computational efficiency. For example the allocation 
process could randomly select valid credit card numbers 
within the entire range for a given card issuer and then discard 
the number if it is already in use as a limited use or conven 
tional card number or if the same number was allocated 
within a given time frame. 
0096. The above process generates a series of available 
single use numbers. To repeat, the allocation process is 
achieved by a truly random (or less ideally a pseudo random) 
mapping process in which a single use number is randomly 
selected and then assigned to a selected account holder (either 
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an existing credit/debit card holder, a new solely single use 
account holder or a bank account). Additional single use 
numbers can be allocated for purchase on an individual basis. 
Each assigned single use number is then removed from the 
sequence of available numbers before the next allocation, 
ensuring a unique allocation of each single use number. An 
alternative mechanism for performing direct allocation to a 
specific account holder is for lists of single use numbers to be 
allocated to unique storage locations. The list from a specific 
storage location can then be directly allocated to a given 
account at a later date. This allows for rapid allocation of 
cards to new customers without any delay arising from the 
need to perform a new allocation procedure for each new 
CuStOmer. 

0097. This allocation process generates another series of 
single use numbers, the “allocated range' with an associated 
identification field to determine how the account will be 
settled once used, i.e., onto whose account the transaction 
will be charged. The allocation process can occura significant 
time before the single use numbers are required. Once allo 
cated, they are not added into the list of valid accounts until 
required by the user. 
0098 FIG. 3 is a flow chart illustrating an exemplary pro 
cess for allocating credit card numbers. A central processing 
unit (CPU) generates a database of credit card numbers (step 
302), and may select a master credit card number. (Step 304). 
In step 306, the CPU checks to make sure that the master 
credit card number is not the same as another credit card 
number. The CPU selects additional credit card numbers to 
allocate to the master credit card number or other type of 
account number. (Step 308). The CPU can use any of the 
techniques discussed above to select the additional numbers. 
In step 310, the CPU checks to make sure that the additional 
numbers are not the same as another credit card number. The 
additional numbers can be used, for example, for single use 
cards. 

0099. When a customer needs multiple-use cards, the 
CPU can issue the additional credit card numbers to the 
customer. Unless these multiple-use numbers are issued 
directly into the hands of the customer (e.g., by an automated 
teller machine (ATM)), they are not directly added to the list 
of valid account numbers held within the central computer 
system. These numbers are added to an “issued, but not valid' 
list of numbers. (Step 312). The number of multiple-use num 
bers issued at one time depends upon the rate at which the 
customer will use the cards and the capability of the device 
used to store the multiple-use numbers until used. The CPU 
can provide the customer with enough multiple-use numbers 
to fulfill their multiple-use purchase requirements for up to, 
for example, 2 years. Each multiple-use number can be 
endowed with specific restrictions interms of transaction type 
or value, provided that these properties do not exceed the 
restrictions placed up on the customer's account (such as the 
available credit balance). 
0100. Once a series of multiple-use numbers are issued, 
the user has the option of confirming receipt by telephone or 
other communication media before any of the issued numbers 
become validated on the processing system. (Step 314). Once 
receipt has been confirmed (or assumed), not every issued 
multiple-use number is necessarily added to the “issued and 
valid’ list. (Step 316). To prevent excessive valid multiple 
use numbers being held within the processing system, the 
number of multiple-use numbers declared to be valid at any 
one time is limited to account for waste of numbers (i.e., 
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numbers that are accessed by a customer but are never used to 
complete a transaction) and to allow for time delays between 
different transactions leading to differences in the sequence in 
which multiple-use numbers are accessed by the customer 
and the sequence in which they arrive at the processing center. 
The maximum number of multiple-use numbers valid at any 
one time can be determined by the card issuer but would be 
preferably in the range of 5-10. In the case of any attempted 
use outside the allocated range, the next multiple-use number 
can be used as an additional identifier to validate the transac 
tion. In this case, only a Subset of the digits should be given by 
the user to prevent a fraudulent trader being able to gain 
access to multiple unused multiple-use numbers. As soon as a 
single use number is disabled (step 320) on use (step 318), an 
additional number from the "issued not valid’ list for that 
customer is allocated to the "issued and valid’ list, ensuring a 
continual Supply of multiple-use numbers up to the maximum 
allowed until the next set of multiple-use numbers are issued. 
(Step 322). 
0101. In relation to the actual supply of the additional 
credit card numbers, this will not cause any difficulties to the 
credit card provider. For example, with a standard master 
credit card number, there are up to fifteen or more digits, the 
first of which is used to identify the credit card provider, e.g., 
American Express7. VISA7, Mastercard7, etc. For major 
banks, three digits are used to identify the issuing bank. The 
last digit in a typical sixteen digit master credit card number 
is a checksum used to confirm that the number is a valid 
number. This leaves a total of up to 11 digits or more for the 
account identifying number and the expiration date. In some 
instances, the expiration date may not be sent back for clear 
ance, while with certain credit card providers, additional 
credit card numbers or even additional information is 
required for clearance. For example, certain credit card pro 
viders print additional numbers on the card, which additional 
numbers are not embossed on the card and do not form part of 
the master credit card number. These additional printed and 
non-embossed credit card numbers can be used to identify 
that the person proffering the card for a non-present card 
transaction is actually in possession of the card when the 
order is made whether it be in writing or by phone. There are 
many devices, digits, pieces of information, etc. used by a 
credit card issuer or processor working for a credit card issuer 
to clear the credit card for the specific transaction. According 
to another embodiment, when issuing additional credit card 
numbers inaccordance with the present disclosure, such addi 
tional credit card numbers could include a code which would 
identify that the person using the additional credit card num 
ber in a remote transaction is the one to whom the numbers 
were sent or, in the case of a disposable credit card, is the one 
to whom the disposable credit card was sent. 
0102) A preferred feature of these additional credit card 
numbers is that they be constrained to be in the correct format 
for a credit card number with a valid checksum, while at the 
same time be mathematically unrelated to each other or to the 
master credit card. In certain situations, for single use num 
bers, the expiration date is virtually irrelevant. Thus, using the 
month code of the expiration date with said eleven digits, 
there are 12x10'', i.e., 1.2x10', i.e., 1,200 billion possible 
unique codes available for any given credit card provider. 
This would allow for 50 transactions a month for 10 years for 
200 million account holders, before any codes would have to 
be recycled or a new header code introduced. When it is 
understood that there are then another 10' header numbers 
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that a credit card provider can use, it will be appreciated that 
the structure and arrangement of existing master credit card 
numbers is sufficient to operate present disclosure with the 
advantage that the existing infrastructure of dealing with 
credit card transactions can be used with minimum modifi 
cation. All that is required for the credit card provider is to 
store the generated numbers against the master credit card 
number or other type of account number. 
0103) If, for example, the card is a VISAR) card, there are 
approximately 21,000 issuing banks. The sixteen digit num 
ber has a “4” followed by a five digit code to identify the card 
issuer. The last number is a checksum to verify that it is a valid 
number. As a result, there are 21,000x10'x12 (252 trillion) 
unique numbers and associated expiry months. This number 
of codes is sufficient for 36,000 years of transaction process 
ing at the current annual rate of approximately 7 billion trans 
actions per year. 
0104. While existing credit card formats allow for a suffi 
ciently large number of available card numbers, numbers will 
eventually need to be recycled for allocation. As the range of 
available numbers reduces in size over time, additional or 
recycled numbers should be added back into this range to 
ensure that the allocation process is performed from a range 
Sufficiently large to maintain random allocation. The length 
of time prior to recycling depends on the total number of 
available unique card codes available to an issuer and the 
number of transactions that use limited use numbers. Such 
recycling can only occur after a number has been invalidated 
for further use and is no longer valid for refunds. Once 
recycled, automatic fraud detection mechanisms that would 
normally be activated on the attempted reuse of a previously 
inactivated card need to be altered by removing the recycled 
number from the list of previously issued limited use num 
bers. 

0105 2.3 Limitations on the Use of the Credit Card Num 
bers 

0106 The use triggered condition subsequent limitations 
placed on limited use card numbers, i.e., transaction value 
limitations, number of transactions limits, etc., are central to 
their additional flexibility and security compared to conven 
tional credit/debit/charge cards. These limitations can be 
imposed and controlled in a variety of ways. For example, the 
limitations can be stored within a database held by the card 
issuer and used to check that the transaction falls within these 
limitations during the authorization process. 
0107 FIG. 4 is a flow chart illustrating an exemplary pro 
cess for limiting the use of a credit card number. A CPU can 
allocate a credit card number to a master credit card number 
(step 402), and allocate a condition to the credit card number. 
(Step 404). The CPU can then store the condition in a data 
base of conditions. (Step 406). These limitations can be 
assigned by the issuer in a predetermined manner or can be 
imposed according to the requests of the card holder. These 
limitations can be encoded with the limited use numbers 
when the numbers are issued to a user so that the user can 
determine the limitations associated with a particular card. 
These limitations can be altered once a number is issued by 
updating the issuer database and the user maintained list of 
numbers. Communication between the user and card issuer to 
make these changes can be posted, conveyed verbally or 
electronically. (Step 408). When the card is used for a trans 
action (step 410), the transaction details are compared by the 
processing software with the limitations and the transaction is 
authorized only if the transaction falls within these limita 
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tions. (Step 412). Alternatively, the limitations can be 
encoded within part of the number format that is transmitted 
during a transaction. The limitations would then be decoded 
from the transmitted transaction details by the card processor. 
This would offer the user more control, but would offer less 
security since knowledge of the encoding format could be 
used to fraudulently alter the limitations chosen by altering 
the appropriate portion of the limited use number format. 
0108. As Internet commerce develops, there will be an 
increased need for a wide range of financial transactions. The 
limitations placed on limited use card numbers can be used to 
implement a wide range of payment options. For example, a 
credit card number can be limited to a single transaction for a 
pre-arranged transaction limit. Alternatively, a credit card 
number can be used, for example, to implement an install 
ment plan where the credit card number is, for example, only 
valid for twelve payments for a pre-arranged transaction limit 
for twelve months to a single merchant. This plan provides 
security against fraud because it is locked to a single mer 
chant, and it is only good for one year. Similarly, a credit card 
number can be used to implement a debit plan where the 
credit card number is limited to a specific merchant. 
0109 When the limited use number is limited to a specific 
merchant, the merchant can be prearranged by the user or can 
be determined by first use. In this situation a limited use card 
can be used to generate an account specific to a single mer 
chant. For example, this can be used in situations on the 
Internet where a web merchant will retain a credit card num 
ber for later purchases. By being limited to a single merchant, 
theft of the number from the merchant’s computer systems 
will not allow the card to be used elsewhere. Also, any such 
use will immediately identify a specific merchant as having 
suffered a security breach. Determination-by-first use could 
involve linking the merchant name or credit card system 
identification number at the time of making the purchase, 
during the authorization process or during the settlement 
process. 
0110 Finally, a credit card number can be used as a gift 
voucher where the credit card number is limited to a specific 
transaction value or limit, but it can be used for any merchant. 
A gift Voucher limited use card could also have a pre-deter 
mined limitation to a specific merchant or a type of merchants 
or to a group of merchants such as within an “online shopping 
mall. 

0111 2.4 Distribution of the Credit Card Numbers 
0.112. The next matter that is considered is how these addi 
tional credit card numbers and/or additional credit cards are 
distributed to a credit cardholder. One way of providing such 
additional credit card numbers and/or additional credit cards 
is to in Some way provide them physically to the master credit 
card holder, whether it be by collection, delivery by courier, 
post or some other way which can generally be covered under 
the heading of provision by post. Obviously, the financial 
institutions wish to provide the additional credit card num 
bers or the additional credit cards to the user as efficiently as 
possible with the minimum risk of the additional credit card 
numbers and/or cards falling into a third party's hand. While 
one can never prevent theft, for example, of a credit card from 
a user, what is important is to ensure that these disposable 
credit cards and/or credit card numbers are delivered to the 
user with the least possibility of a third party obtaining either 
the numbers or the disposable credit cards from the time they 
are generated until the time they are physically received by 
the user. 
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0113. It is envisaged that there are various methods by 
which a credit card provider could issue the additional credit 
card numbers and/or credit cards to the user. One of the 
simplest ways would be to post them on request. Another way 
would be for the credit card provider, after receiving a pay 
ment of an account or with a statement of an account, to 
provide a sufficient number of additional credit card numbers 
and/or additional credit cards to replace the ones used since 
the previous statement. Particularly, if such statements do not 
quote the master credit card number or some code number, it 
would be possible to put in additional checks on the activation 
of the additional credit card numbers or credit cards. Some 
form of receipt system could be used. In this way effective 
theft would be reduced. 
0114 FIG. 5 is a flowchart illustrating an exemplary pro 
cess for distributing credit card numbers. A credit card issuer 
allocates a master credit card number or more generically a 
type of master account number to a master credit card or 
account owner. (Step 502). The credit card issuer then allo 
cates limited use numbers to the master account number. 
(Step 504). For pre-prepared cards, the card issuer can decide 
whether to print (or incorporate by some other means such as 
embossing) one number per card or multiple numbers per 
card. (Step 506). The card issuer can distribute multiple num 
bers using a single card (step 508) or distribute multiple 
numbers using multiple cards. (Step 512). 
0115. In either case, it is important that the user can keep 
track of which numbers have been used. If the card has only 
one number, an opaque removable cover can be used to cover 
one or more portions of the card. (Step 510). For example, the 
opaque removable cover can cover the number portion of the 
card, so that the cover has to be removed before the card can 
be used. The act of removing the cover indicates that the card 
number has been accessed or used. 
0116. Alternatively, an opaque removable cover can con 
ceal a message such as “used. The opaque removable cover 
can be a scratch-off layer that is scratched off before or after 
the card is used. The scratch-off layer can resemble the layer 
that is often used to cover lottery numbers or the like. Or 
alternatively, the single use cards can be placed in a self 
contained container that resembles a razor blade dispenser. 
(Step 516). The owner can remove a single use card from a 
first compartment and then place the used card into a second 
compartment. 
0117 If the card has multiple numbers, the owner can keep 
track of the numbers by using a device that covers one or more 
portions of the card. (Step 510). The device can cover the 
numbers until they are used. As described above, the device 
can comprise multiple opaque layers that must be removed 
prior to the use of each number. Alternatively, each number 
could be visible when the card is issued and each number is 
associated with a panel in which an opaque covering conceals 
a message that indicates that the number has been used. After 
each use, the corresponding covering is removed or scratched 
off to indicate that the number has been used. 
0118. In both above cases the solutions incorporated on 
the cards act to remind the user which numbers have been 
used. The critical check on the validity of the number is 
performed by the processing software responsible for autho 
rizing card transactions. 
0119 The additional credit card numbers and/or cards can 
be sent with a statement. (Step 518). The additional credit 
card numbers are not activated until the statement is paid. 
(Step 520). The card issuer could also require that the pay 
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ment be accompanied by the master credit card number or 
another identifier. Or, for example, an additional security step 
involving either direct contact with the issuing credit card 
company or an independently issued password to allow acti 
vation of an electronic device could be used. 
0.120. A further way in which the additional credit card 
numbers and/or additional credit cards could be distributed to 
the user is by way of an ATM machine. (Step 522). The ATM 
machine with very little modification could provide the addi 
tional credit card numbers. Similarly, with relatively little 
modification, an ATM machine could provide additional 
credit cards. 
I0121 Cards/single use numbers can be issued directly into 
an electronic device that is capable of storing Such numbers. 
This applies to mobile phones and pager devices to which 
information can be transmitted using existing systems and 
computers connected either directly or via a telecommunica 
tions system to the Internet or a specific host computer sys 
tem. In such a situation a mechanism is required to protect 
these numbers in transit to prevent unauthorized access. For 
global applications, this mechanism must not be subject to 
export restrictions. In addition, this protection should not be 
susceptible to “brute force' decryption techniques. Such a 
system is described below in relation to the storage of single 
use cards. 
I0122) An alternative method to provide additional credit 
card numbers could be by way of a computer programs. 
Obviously it would be necessary for the credit card provider 
to have sufficient security that when the computer program 
was dispatched, either through the telecommunications net 
work or through the post, that unauthorized access could not 
be obtained. 
(0123 2.5 Electronic Use of the Credit Card Numbers 
0.124. In the situation where the user stores and accesses 
limited use numbers via an electronic device such a computer 
of any form (desktop, television or cable linked Internet 
access device, laptop, palmtop, personal organizer, etc), any 
device that can deliver the same functions as a computer or 
dedicated Internet access device, a dedicated microprocessor 
device with keypad and screen or any form of telephone with 
associated microprocessor controlled electronics, the associ 
ated software can perform some or all of the following func 
tions: 
0.125 1) Password controlled access to software or other 
security activation system that can verify that the user has a 
valid right of access. 
0.126 2) Secure storage of issued limited use credit/debit/ 
charge card numbers until required by the user. These num 
bers can be stored in a variety of encrypted forms. An addi 
tional security step is to encrypt the number in the form a valid 
credit card number as previously described. 
I0127 3) Secure storage of transaction details and date of 
use for reconciliation with records held by the credit/debit/ 
charge card company in case of disagreement. This may 
include digitally signing each transaction record. 
I0128 4) Facility for user to review past usage of limited 
use card numbers and transactions. 
I0129. 5) Notification to user of available number of lim 
ited use cards. 
0.130 6) Initiate automated request from software to card 
issuing organization or agreed agent for further cards to be 
issued by previously agreed route ifrequested by user or if the 
number of available limited use cards is less than a pre 
arranged limit. 
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0131 7) Secure communication between software pack 
age and card issuing organization or agreed agent for down 
loading additional limited use numbers. This secure commu 
nication can exploit any available form of encryption Suitable 
for this purpose. 
0132) 8) Secure communication between card issuing 
organization or agreed agent and the Software package for the 
transmission of information regarding credit card transac 
tions, account balances and other information as requested by 
the user or card issuer. This secure communication can exploit 
any available form of encryption suitable for this purpose. 
0.133 9) Automated or manual means for transfer of credit 
card information to the merchant. The Software can integrate 
with Internet software in the situation where it is run on a 
device linked to the Internet or similar electronic network and 
allow automatic transmission of transaction details if the 
merchant software so allows. To ensure compatibility with 
any form of merchant software the user also has the option of 
dragging and dropping a limited use number displayed by the 
Software onto the appropriate part of a web page, or manually 
entering the number. In the case a device intended for use over 
the telephone, the number can either be spoken by the user or 
appropriate tones can be generated to automatically transmit 
the number to the merchant. 
0134 10) Use of digital signature verification to verify 
both parties of a credit card transaction (i.e. merchant and 
cardholder). 
0135) 11) Use of digital signature verification to verify 
both parties of a communication involving the transmission 
of financial information or additional limited use card num 
bers (i.e. card issuer and cardholder). 
0.136 12) Use of stored lists of limited use numbers held 
by user and card issuer as dynamic passwords to Verify both 
parties (user and card issuer) of a communication involving 
transmission of financial information or additional limited 
card numbers. 
0.137 For “card not present transactions, it is proposed 
that the customer uses an electronic device to store issued 
single use numbers. This may represent a range of devices 
from a mobile telephone, pager, dedicated single use storage 
device or a Software package that can run on range of plat 
forms such as a conventional desktop computer, television 
based Internet access device (e.g., WebTV) or a portable 
computing device. 
0138. The software that is used within these devices for 
storing and accessing these numbers will have specific fea 
tures that are common to all platforms/devices. 
0139 For security reasons, access to the software will be 
password protected or protected by another security system 
that allows identification of the user (e.g., magnetic stripe 
card reader, chip card reader, electronic token generator, fin 
gerprint recognition system or the like). Multiple passwords 
may be employed to provide limited access to certain indi 
viduals, for example limiting access for a family member to 
single use numbers with specific pre-allocated limits on 
application or maximum transaction value. 
0140. The single use numbers are preferably stored in a 
secure form involving one or more encryption systems. It is 
proposed that a dual system will be employed using a stan 
dard protocol (e.g., DES or RSA encryption) and a specific 
system designed for credit cards as described below. 
0141. “Brute force' decryption involves using multiple 
fast computers and specific algorithms to test large numbers 
of possible encryption “keys.” Success can be determined by 
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seeing whether the result appears in the expected format, for 
example as comprehensible English text in the case of an 
encrypted document. If the encrypted version is in an identi 
cal format to the unencrypted version (though with different 
information) then brute force decryption cannot succeed. 
This is not a computationally viable option for text but it is 
possible for credit cards. 
0142. The approach is to break down each component of a 
credit card number and encrypt these with a private password 
So as to maintain the numerical composition of each compo 
nent. The end result should be securely encrypted but should 
not represent another existing credit card account. This can be 
achieved by constraining the encryption system to convert the 
credit card header sequence used to identify the issuing bank 
(usually 4-6 digits) into a currently unused sequence. Since 
this information will be constant for all cards from the same 
issuer, this information should be randomized (rather than 
encrypted) to prevent recognition of a valid decryption solu 
tion. Once the rest of the number is decrypted by the program, 
the appropriate header sequence can be added. The remaining 
digits excluding the checksum (the last digit) are then 
encrypted using any private key encryption system that will 
maintain the same number of digits and produce a result that 
represents the numerals 0 to 9. The expiration date and any 
other identifying digits are also encrypted in Such a manner as 
to respect their existing structure, i.e., the month is encrypted 
between 1 and 12 and the year is encrypted so as to represent 
a number within the next three years that ensures that the 
expiration date is valid. Following these steps, the digits used 
to calculate the checksum in a normal card number are pro 
cessed to calculate a valid checksum for the encrypted card. 
The result is a valid appearing credit card number that has a 
valid checksum and which can be guaranteed not to belong to 
any existing credit/debit card account holder. 
0.143 For example, for a card with a 6 digit header and 
valid checksum, e.g., 
0144) “12345678 90123452 expiration date of 12/99. 
123456 is randomly assigned to a currently unused header 
sequence, e.g., 090234 (this is an example and does not nec 
essarily represent an unused header sequence). 789012345 is 
encrypted into another 9 digit number, e.g., 209476391. 
12/99 is encrypted to a valid date format that ensures the card 
is not expired, e.g., 3/00. The checksum is recalculated to 
produce a valid appearing credit card number, for this 
example the checksum is 4, i.e., 0902342094763914 expiry 
3/OO. 

0145 To decrypt this number for use or after transmission 
from the bank, the appropriate header sequence for the issuer 
is exchanged for the digits in the encrypted number. The other 
digits are decrypted using the private password and the check 
Sum is recalculated. 

0146 Provided that the header number is unused and the 
private password remains private, then this number is 
encrypted in Such a way that brute force encryption cannot be 
used to determine the original number, since it will not be 
possible to determine when the correct solution has been 
reached. In combination with standard encryption systems, 
this allows a means to securely store credit cards and transmit 
them over insecure systems with confidence. 
0147 Once the appropriate password is entered into the 
Software, the next available single use number is decrypted 
and either displayed, allowing the customer to use it in any 
form of trade that can achieved by quoting credit card infor 
mation, or directly transmitted via the software to the mer 
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chant. Once used, the single use number is removed from the 
stored list. The date of access, the number accessed and any 
additional available transaction details are then stored in a 
secure fashion and digitally signed to allow for verification in 
the case of a disputed transaction. Each access to a single use 
number requires the entry of a password to prevent unautho 
rized access if the customer leaves his software/computer 
device unattended and active. 

0148. Other types of encryption may also be used, for 
example, which require the use of a mask and/or private key. 
For example, as described above, this approach also breaks 
down and encrypts each component of a credit card number 
So as to maintain the numerical composition of each compo 
nent. Similar to that described above, the bank identifying 
header sequence, e.g., in the case of VISAR cards, the initial 
digit"4’ followed by the 5 digit BIN number, is replaced with 
an equal number of random digits taken from the range of 
unused headers. This ensures that the resulting number does 
not represent some other valid existing credit card number. 
These replacement header sequence digits can be fixed for a 
given card issuer and can be reconstructed after decryption. 
014.9 The final checksum digit can be handled in one of 
several ways. For example, the checksum digit can be recal 
culated based on the encrypted remaining digits as described 
above. Alternatively, the final checksum digit can be omitted 
from the encryption process and recalculated after decryp 
tion. 

0150. The remaining digits can be reformatted into 
another number with the same number of digits by any revers 
ible encryption process. The same process may also be 
applied to all other numerical information transmitted that 
may be issued during a transaction, e.g., the expiry date and 
other codes. One process for randomizing these remaining 
digits is described above. Another process to encode the 
remaining digits is to perform a digit by digit mathematical 
operation in combination with a mask containing the same 
number of digits as the remaining digits to be encoded. 
0151. For example, assume the original remaining digits 
are 878.918982 and the random mask digits, containing the 
same number of digits as the remaining digits to be encoded, 
are 143337658. A modulo 10 arithmetic function is then 
performed using the original remaining digits and the random 
mask digits as follows to achieve the encrypted result. 

Original remaining digits 8 7 8 9 1 8 

Random mask digits 1 4 3 3 3 7 6 5 8 
Encrypted remaining digits 9 1 1 2 4 5 

0152. After transmission of the encrypted card number, 
including the replacement header sequence digits, the 
encrypted remaining digits and the checksum digit, if appro 
priate, the encrypted card number is separated out into its 
components. The encrypted remaining digits are decrypted in 
the opposite manner in which they were encrypted. Specifi 
cally, knowing the random mask digits and the encrypted 
remaining digits, a modulo 10 subtraction is performed to 
reconstruct the original remaining digits as follows. 
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Encrypted remaining digits 9 
1 : 3 3 3 7 6 5 8 Random mask digits 

Original remaining digits 8 7 8 9 1 8 9 8 2 

0153. Even with this simple encryption technique, the 
decryption Solution requires access to the private key because 
the solution cannot be identified in isolation. In addition, this 
process enables the reconstruction of one of the sequences, 
i.e., the original remaining digits, the random mask digits or 
the encrypted remaining digits, knowing the two other 
Sequences. 
0154 FIG. 6 is a flow chart illustrating an exemplary pro 
cess for electronically using credit card numbers. The Soft 
ware can be launched either on its own or activated by an icon 
integrated into an Internet browser. (Step 602). The software 
can provide a simple interface with a graphical appearance 
that exploits familiar images of credit cards and/or ATM's. 
The Software can be programmed using Java code or a Java 
core embedded in a c/c" application or equivalent or similar 
programming language. 
0155 Once launched the user puts in one password to gain 
access to the main screen of a computer, which contains a 
keypad to allow a PIN to be inputted either by keyboard or by 
mouse clicks. (Step 604). The latter protects against any 
covert attempts to record passwords by trapping key strokes. 
A consecutive number of errors in inputting the password will 
permanently disable the program and overwrite remaining 
encrypted numbers. After the correct PIN is entered, the user 
can select a new limited use number with or without addi 
tional constraints (e.g. maximal transaction value). (Step 
606). A new limited use number is then displayed on the 
graphical interface. The Software can provide secure access to 
encrypted credit card numbers that are stored on a computers 
hard disk. (Step 608). These numbers can be accessed for use 
on the Internet or for use over the phone/mail order. (Step 
610). The numbers must therefore be able to be inserted 
directly into a web page (step 612), or printed out/copied from 
screen for use in other ways. (Step 614). The limited use 
number can be copied, printed, pasted via the clipboard (or 
equivalent) or dragged-and-dropped onto a web page. The 
length of time a number is displayed and how the program 
terminates are user configurable. The user can also record a 
comment to provide further information about how a number 
was to be applied. For automated transactions, the Software 
should ideally be able to intercept and respond to merchant 
server initiated signals activating integrated functions within 
the browser. 

0156. Once a number has been accessed, it can be deleted 
from the encrypted lists. (Step 616). The date, number, cur 
rent URL in the case of Web use and any user comments are 
then stored by a separate form of encryption to facilitate 
audit/review. (Step 618). The user can review, but not edit this 
information 

0157. There should be a facility for downloading addi 
tional numbers either from additional floppies or via the Inter 
net using high security protocols. (Step 620). The latter func 
tion can be performed by a separate program. 
0158. The program should include a maximal degree of 
transparent security features, i.e., features that do not affect a 
normal user, but that protect against the program being rein 
stalled or copied onto a second machine. This means that the 
encrypted limited use numbers should either be stored within 
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the executable file or stored in a file that also stores encrypted 
copies of the machine specific information. (Step 622). This is 
required to ensure that the numbers can only be accessed on 
the machine on which the software was first installed. The 
data files should also be stored as hidden system files. 
0159. Some users may wish to have the equivalent of an 
electronic wallet that can be de-installed from one computer 
and reinserted on another, for example, when transferring a 
“wallet” from an office to a home machine. This transfer 
process ensures that only one version of the program is run 
ning at any one time and that no problems arise in terms of 
reconciling lists of used numbers. Appropriate security 
mechanisms can be implemented to identify the valid user. 
0160 Appropriate security measures include encryption. 
Encryption of limited use numbers should involve two levels 
as exemplified above. At the first level, the card numbers are 
encrypted using an algorithm that acts only to alter the free 
digits within the credit card. The header sequence (i.e., BIN 
number) is left unaltered or converted into an unused BIN 
number and the checksum recalculated. This prevents any 
form of brute decryption because there will be no way of 
telling when the correct algorithm has been selected since 
each number starts and ends up as a valid looking credit card 
number. Following this step each number is encrypted with 
industry standard encryption methods (e.g. RSA or DES). 
Following decryption within the program the checksum is 
recalculated for the final number and the appropriate bin 
number reinserted. 
(0161 The software can be shipped on a single 1.4 Mb 
Floppy (or any other computer readable or usable medium) in 
an encrypted form or downloaded from a website. Limited 
use numbers can be issued either with the program or inde 
pendently. An independently shipped password can be 
required for installation. The installation process will allow 
the program to be installed a restricted number of times after 
which critical data is overwritten. The precise number of 
allowable installations will be easily alterable within the soft 
ware design. Once installed on the host computer, the pro 
gram encrypts internal information regarding the machine's 
configuration to protect against copying of the program onto 
other machines. At first installation the user can select his own 
passwords. These will be used to control both access to the 
programs and to influence the pattern of one level of encryp 
tion that is applied to limited use numbers. 
0162 AS numbers are accessed, a graphical indicator of 
the remaining amount of limited use numbers provides early 
warning if additional numbers are required. The Software can 
also provide a log of previously accessed numbers, the date, 
associated URL if activated from within a browser and com 
ment; a Summary of account expenditure; assistance with 
adding additional numbers from disk or via Internet; the 
ability to configure additional passwords/users for shared 
cards; and/or hot link Internet access to the card number 
issuers web site. 
0163. 2.6 Processing of Card Transactions 
0164. It is envisioned that additional credit card numbers 
and/or additional credit cards would be processed by mer 
chants in the same manner as existing credit card numbers 
and/or credit cards with the merchant obtaining validation of 
the credit card number from the credit card company or autho 
rized third party. In much the same way as at present, the 
additional credit card number would be matched to the cus 
tomer account and the account would be debited accordingly. 
The merchant reimbursement following verification of an 
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additional credit card transaction would be performed in the 
normal manner. A particular advantage for the merchant is 
that since they are never in possession of the master credit 
card number or indeed, in many instances, of the master credit 
card, they have no responsibility for security to the master 
credit card holder. It is envisaged that where there are addi 
tional credit cards used, it may not be preferable to take an 
imprint of the credit card manually, as the imprint can be 
taken electronically. Similarly, those processing the credit 
cards will process them in the same manner described here 
tofore. 
0.165 Processing systems for handling limited use cards 
perform a number of functions including some or all of the 
following: 
0166 1) Verify that the limited use number is valid. 
0.167 2) Verify that the transaction falls within limitations 
placed on the specific number. 
0168 3) In the case of a limited use number associated 
with another account, verify that transaction falls within lim 
its acceptable for the associated account. 
0169. 4) Provide authorization to the merchant if valid and 
within the limitations for specified number and associated 
acCOunt. 

0170 5) Permit later transactions to be charged to a limited 
use number that has been invalidated for further authoriza 
tions only if the transaction is generated by the same merchant 
that obtained pre-authorization for the same transaction. 
(0171 6) Deny authorization if invalid or exceeding limi 
tations on number or associated account. 

0172 7) Activate fraud detection mechanisms if invalid 
number or on attempt to reuse an invalidated limited use 
number. 

0173 8) Invalidate limited use number for further autho 
rizations/payments if limitations on use are met or exceeded 
by a specific transaction. 
0.174 9) Maintain list of invalidated numbers for reim 
bursement in the case of returned or faulty goods for a defined 
period. 
0.175 10) Limited use numbers and transaction details 
logged and linked to associated account. 
0176 11) Transmit records of limited use and other card 
transactions to the user by post or e-mail. 
0177. 12) Instigate payment to merchant for approved 
transactions. 

0.178 13) Instigate reimbursement to account holder in 
case of a refund. 

0179. 14) Invoice account holder for payment for charges 
incurred or arrange settlement via another account. 
0180. Many of the procedures associated with limited use 
cards represent functions already performed by the clearing 
systems. These existing functions include: adding new credit/ 
debit card numbers to the processing databases; allowing 
these card numbers to be activated following a confirmatory 
call to the issuer by the customer, conferring a credit limit on 
a credit card number; and invalidating a credit card number 
from further use and marking any further use as fraudulent. 
This overlap represents part of the commercial value of the 
single use number, minimizing the required changes. 
0181. Once a limited use number enters the clearing sys 
tem it can be handled in a normal fashion, e.g., by ensuring 
that it has not been reported as being stolen and that it repre 
sents a valid account number within the database. If the trans 
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action is within the credit limit of the customer and the trans 
action limit or restricted use limitations of the limited use 
number, it is authorized. 
0182. Several specific modifications should be made to the 
processing Software to implement the features of limited use 
cards. For instance, valid limited use numbers are stored in a 
database of valid account numbers along with other informa 
tion specific to limited use numbers. This includes sufficient 
information to identify the customer to whom it was issued 
and any additional limitations placed upon the card in terms 
of transaction value or category of merchant for which the 
card can be used. 
0183. Once authorized, the limited use number is invali 
dated deactivated so as to ensure that further authorization/ 
charges cannot be made on that number. To allow for autho 
rization preceding request for settlement by a substantial 
delay, for example in the context of a mail order purchase 
where a credit/debit card number may be authorized at the 
time of order and charged only when the product ships, 
delayed settlement to the same merchant must be allowed. 
0184. Once the number of transactions permitted for a 
limited use card is reached, the central card processing soft 
ware invalidates the card. Due to the time delay that can occur 
between authorization and a merchant request for settlement, 
improved security is achieved by linking the invalidation 
process to authorization. Linking invalidation to settlement 
facilitates pre-authorizations at the cost of increased risk of 
for example, multiple use of a card number intended for 
limited use. Pre-authorizations can be used with authoriza 
tion dependent invalidation as described above. In the case 
where a transaction is not authorized before being accepted 
by a merchant, the invalidation process will occur when the 
transaction details are transmitted to the processor for settle 
ment. When no authorization is obtained for a limited use 
number the system will therefore still operate normally with 
an increased level of risk for the issuer/merchant as is the case 
with an unauthorized conventional card transaction. 
0185. Whenever the credit limit or validity of a customer's 
account changes, all currently valid limited use numbers are 
identified and their associated credit limit is altered to the 
lower of either their allocated transaction or the existing 
credit limit. If the customer account is closed or declared 
delinquent, all valid single use numbers are handled in the 
Saale. 

0186. Whenever a limited use number is used, the next 
available single use number previously allocated to the same 
customer and issued to the customer is added to the database 
of valid account numbers. 
0187. When a transaction is charged to a limited use num 
ber, the transaction details and customer account details are 
stored together for audit purposes and the value of the trans 
action is added to the customer's account for billing. 
0188 The software for storing transaction details and 
printing statements can be modified to allow for both the 
customer's conventional account details and the limited use 
number transaction details to be reported. 
0189 Processing of limited use numbers can be integrated 
into existing systems in a variety of ways. The authorization 
and settlement process can be completed in a single cycle or 
split into a separate authorization and settlement processes as 
is commonly done in existing credit card systems. 
0190. In the case of an entirely new, stand-alone, limited 
use credit/debit/charge card processing system, the above 
functions can be implemented without restriction in any Suit 
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able computer capable of incorporating the required database 
and communication functions. Such a system should be able 
to provide an authorization for a transaction within the same 
time scale as an existing credit/debit/charge card transaction. 
(0191 In the case where the above functions have to be 
integrated into existing systems several approaches can be 
taken to minimize the required changes. It is possible to add 
steps to the processing chain that is encountered as soon as a 
credit/debit/charge card number is received from a merchant. 
0.192 FIG. 7 is a flow chart illustrating an exemplary pro 
cess for processing a transaction. In step 702, a Software 
system receives transaction details from a merchant. The 
software system determines whether the number is a limited 
use number or a conventional card number. (Step 704). If the 
number is a conventional card number, it is passed on 
unchanged into the processing system and can be handled by 
existing systems with no modification. (Step 706). The mer 
chant receives authorization from the system responsible for 
authorizing conventional card numbers. Merchant reimburse 
ment is similarly unaffected. (Step 708). 
0193 The system can check the limited use number and 
the corresponding limitations. (Step 710). If the number is not 
valid for the designated transaction, the transaction is denied. 
(Step 712). Otherwise, a database look-up procedure deter 
mines the associated master account number and transmits 
this number (i.e. the master account number) back into the 
processing system. (Step 714). This allows all existing fraud 
detection, authorization and demographic Software proce 
dures to be completed with no alteration. (Step 716). Once the 
master account number is Substituted for the limited use num 
ber a number of additional steps are required. (Step 718). If 
the criteria for invalidating the limited use number have been 
met during this transaction, then the limited use number is 
invalidated for all future transactions except refunds. An addi 
tional limited use number can be automatically issued if a 
continual Supply of single use numbers is required. The trans 
action details and master account number are then transmitted 
for inclusion within a database to allow for tracking of trans 
action details and billing of the user. These functions do not 
need to be performed before an authorization is issued but can 
completed afterwards. (Step 720). However, performing such 
steps together with the validity verification of the limited use 
number prior to issuing an authorization message to a mer 
chant is a feasible option with a minor reduction on the 
processing time required to issue an authorization message. 
0194 With the above system, the software responsible for 
Substituting the master account number for the limited use 
number can also process additional features unique to limited 
use numbers. These features include transaction value limi 
tations, merchant type restrictions and geographical limita 
tions. If the transaction exceeds the limitations placed on the 
limited use card then authorization is denied and the master 
credit card need not be passed on for further processing. In the 
case of a transaction falling within the limitations of a limited 
use card, then the transaction details are passed on with the 
master account number for conventional validation. In this 
way the restrictions in place for the master account (e.g., 
available balance, expiry date) are checked for each limited 
use transaction. 

0.195 Specific fraud detection mechanisms can also be 
incorporated into the Software. For example, on the first occa 
sion that an invalidated limited use number is used this trans 
action can be flagged as potentially fraudulent and appropri 
ate measures taken. Repeated attempts to authorize invalid 
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numbers from a single merchant or group of merchants also 
potentially points to fraud and can lead to activation of appro 
priate fraud management measures. 
0196. The above system requires the least modification of 
existing systems but may take up to twice the processing time 
of a conventional transaction due to the double authorization 
process, once within the limited use verification and transla 
tion step and once within the standard systems. It may be 
advantageous to initially process the limited use card as a 
master credit card by using a single list of limited use numbers 
and master credit card numbers. 
0.197 FIG. 8 is a flow chart illustrating another exemplary 
process for processing a transaction. In step 802, a Software 
system receives transaction details from a merchant. The 
Software system has access to a database that contains addi 
tional information to identify the associated account or means 
of settlement and specific limitations relating to the use of 
limited use cards. As a result, limited use numbers can be 
associated with existing accounts in the manner currently 
used to associate multiple conventional accounts in the case 
of multiple cards issued to a single company for corporate 
use. (Step 804). During an authorization the associated 
account number need not be identified provided each limited 
use account is updated whenever the status of the associated 
account changes (e.g. available balance, account validity 
etc.). The system can deny authorization (step 806) or autho 
rize a transaction (step 808) without identifying the associ 
ated account number. 
(0198 For settlement and billing purposes (step 812), the 
associated account needs to be identified (step 810), but this 
does not need to be done during the course of an authoriza 
tion. The existing software should be modified or linked to a 
new program that performs duties specific for limited use card 
numbers as described above. (Steps 814,816, and 818). These 
functions do not need to be performed before an authorization 
is issued. These functions can be completed afterwards. 
0199. This system requires more modification of the exist 
ing processing software systems, but offers authorization 
times within the same timescale as existing transactions since 
only one authorization steps is involved. Other activities such 
as updating the limitations on the limited use card when the 
master account changes can be performed outside the autho 
rization process (i.e., “off-line'). 
0200. Such other activities can also take place while the 
system is operating. The system may include some or all of 
the following features: 
0201 1) A system capable of altering the nature and value 
of limitations associated with a specific limited use credit/ 
debit/charge card number on the basis of the usage of that 
specific limited use card number in transactions, where Such 
alteration is conducted while the system is operational; 
0202 2) A system capable of altering the nature and value 
of limitations associated with a specific limited use credit/ 
debit/charge card number on the basis of instructions gener 
ating on behalf of the issuing bank, where such alteration is 
conducted while the system is operational; and 
0203 3) A system capable of altering the nature and value 
of limitation associated with a specific limited use credit/ 
debit/charge card number on the basis of instructions gener 
ated on behalf of the card holder, where such alteration is 
conducted while the system is operational. 
0204 The present disclosure is not limited to the embodi 
ments hereinbefore described but may be varied in both con 
struction and detail. For instance, the present disclosure has 
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been heretofore described mainly in the context of a system in 
which a customer receiving a single use card already has a 
main account with the credit card provider. But this need not 
be so. For example, it is envisaged that an ATM machine (or 
similar apparatus) could be used by people who did not have 
a credit card account to purchase disposable credit cards, 
which disposable credit cards could then be used for either 
card present or remote transactions. When the card had been 
used, the card would be simply reinserted into the ATM 
machine, and after a suitable period of time the purchaser's 
account would be credited with any money not spent. Simi 
larly, if the person who purchases the disposable credit card 
does not have an account of any sort with the credit card 
provider, the credit card could still be purchased from the 
ATM machine and then any refund could take place a suffi 
cient time after the transaction would have been cleared, 
which refund could be either in the form of a cash refund to 
the purchaser or to a crediting of that purchaser account with 
another financial institution. Similarly, it will be appreciated 
that the use of an ATM machine is not essential, as the dis 
posable credit cards or single use credit cards could be pur 
chased in the normal way in which one purchases any other 
goods or services, such as either directly in a face-to-face 
transaction or by post. 
0205 Similarly, while in the above it has been suggested 
that there could be single use credit cards that would be 
purchased, there is no reason why they could not be multiple 
transaction credit cards with an aggregate credit limit. Fur 
ther, these cards could, instead of being credit cards, be sim 
ply credit card numbers for single or multiple use. It is, 
however, envisaged that for operational efficiency, these 
numbers are much more likely to be issued as disposable 
credit cards or single use credit cards. Thus, for those who do 
not wish to handle a credit card or whose credit worthiness is 
such that they would not be allowed to have a credit card, it 
will now be possible for them to have the use of a credit card. 
This would have considerable advantages for the credit card 
providers. 
(0206 2.7 Card Holder Controlled Validity of Credit Card 
Numbers 

0207. In processing a transaction as described above, one 
step is to determine whether or not a limited use credit/debit/ 
charge card number is valid. As discussed above, when a new 
credit card is presently issued, it is commonly required that 
the cardholder activate the card. Specifically, the cardholder 
may be required to communicate with the credit card issuer to 
activate the card before it can be used. Alternatively, in one 
embodiment of the present system, the card holder can con 
trol the activation or validity of a credit card number, or 
equivalent transaction code, during the course a transaction. 
Thus, in this embodiment, the card holder has the control, 
security and confidence that payments can only be made with 
his or her express permission. 
0208 FIG. 9 is a flow chart illustrating an exemplary 
method of controlling the validity of a limited use credit card 
number. The cardholder has a credit card number, or equiva 
lent transaction code, that is allocated to the cardholder, but 
is not yet active. (Step 902). The cardholder can acknowledge 
delivery of the credit card number, but the number remains 
inactive within the card issuer's processing system, e.g., a 
bank’s processing system. (Step 904). When the card holder 
wishes to conduct a transaction, he or she contacts the card 
issuer to activate the credit card number. (Step 906). Activat 
ing the credit card number before every transaction is cum 
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bersome, but in the context of a remote transaction for 
example, via the Internet or equivalent network, the commu 
nication between the card holder and the card issuer can be 
achieved very rapidly by an entirely automated system that 
will activate the card during the process of conducting a 
transaction with an Internet based merchant. The credit card 
number is activated for a specific transaction only when spe 
cifically requested by the card holder. (Step 908). 
0209. The properties of this validation or activation pro 
cess can vary. For example, the validation could be for a 
specific time period, for a specific merchant or group of 
merchants, for a specific type of transaction, or for a specific 
number of transactions (authorizations and/or presentments). 
These properties can also be combined in any permutation. 
For example, a cardholder could request that his or her credit 
card number be validated for one transaction with a specific 
merchant up to a specific value limit or value range (e.g., a 
specific value +/- a configurable range). In the event that no 
authorization is received within a defined period, the validity 
can lapse. This combination provides a solution that meets the 
need for a secure, flexible payment system for remote trans 
actions. 

0210 More specifically, for Internet transactions the card 
holder would receive a software package from the card issuer 
along with a unique personal validity limited credit card 
number. This Software package would also facilitate comple 
tion of the merchants web page using ECML (electronic 
commerce modeling language) or some other equivalent elec 
tronic wallet system. Merchants wishing to use this system 
provide a unique merchant identification number on their web 
site. For merchants who are not compliant with Such systems, 
a simpler automated method, e.g., "drag and drop. of trans 
ferring card number and other details is Supported. 
0211 When a cardholder wants to conduct a transaction, 
he or she activates the validity limited credit card software 
using a password or hardware based user identification sys 
tem (e.g., magnetic stripe card reader, chip card reader, elec 
tronic token generator, fingerprint recognition system or the 
like) thereby identifying himself or herself with the card 
issuer. The card holder then requests his or her credit card 
number to be validated for the merchant as identified by the 
merchant identification number. After use the card number is 
automatically inactivated again. The card holder may also 
specify additional limitations as discussed above, such as 
value limitations and maximum number of available transac 
tions. Alternatively, these limitations could carry default limi 
tations, for example single transactions up to a value of S100. 
00. This request would be transmitted via the Internet to the 
card issuer's card computer processing system. The process 
ing system would validate the card holder's password (or 
hardware device), if appropriate, and forward the appropriate 
validity request to the card processing systems database. 
0212. The card issuer's server may also verify the mer 
chant's identity by providing confirmation of the merchants 
name as it will appear on the card holder's credit card State 
ment. This merchant verification helps to avoid a common 
source of potential confusion for card holders in credit card 
transactions. The merchant identification number can either 
be the actual credit card systems merchant-ID or another 
unique code. In either case, the credit card merchant-ID that 
will be transmitted to the processing system during the trans 
action is entered into the processing system's database. This 
ensures that only the intended merchant can initiate a trans 
action with the validated credit card number. In the event that 
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a merchant identification code does not satisfy the cardhold 
er's expectations, the card holder has the option to cancel the 
transaction before any information is passed to the mer 
chants web site. 
0213 When application of the one or more limitations are 
confirmed, generally within a matter of seconds, the card 
holder is given verification of such and is allowed to transfer 
the credit card number and transaction details to the mer 
chants web site. Since the merchant identification number is 
used to validate a specific number of transactions for that 
merchant, there is no benefit of a rogue or fraudulent mer 
chant trying to steal the identity of another valid merchant. 
The transaction can only be reimbursed to the merchant iden 
tified to the card holder by the card issuer's system. 
0214. When a merchant receives the card holder's credit 
card number, the merchant processes this in an identical man 
ner to an existing transaction in known systems. The transac 
tion is passed through to the card issuer's processing system 
via the merchant acquiring and credit card networks. At the 
card issuer's processing system, the transaction is handled by 
an authorization system that allows a card number to have 
associated validity restrictions or limitations, such as mer 
chant-ID. If, in response to an authorization request, the 
authorization system indicates a valid card number, with an 
appropriate merchant-ID validation and Sufficient funds, a 
normal authorization response is returned to the merchant. 
The number is then deactivated by the use triggered process 
ing Software within the authorization system or the in case of 
a multiple outstanding transactions the properties of the card 
number are updated to remove the permission for the autho 
rized transaction (e.g. decrement the cumulated value limit). 
If the authorization system identifies a problem with the 
request, for example, exceeding a limitation, the merchant is 
denied authorization. Transaction settlements and cardholder 
billing proceed as described above. 
0215. In the situation where a cardholder is making mul 
tiple purchases with the same merchant within a short period 
of time, each validation by the cardholder may be cumulative 
so that all the requested transactions can proceed. For 
example, if the card holder requests two transactions, one of 
$50.00 and one of S100.00 dollars for a specific merchant, the 
credit card number will be validated for two transactions to 
that merchant with a cumulative limit of S150. This means 
that both transactions will be authorized. In this case, the 
sequence of authorization requests from the merchant may 
differ from original sequence of validation requests from the 
card holder. 
0216. This system may be implemented using the Internet 
card Software package, or RAD software package, as 
described herein. 
0217. In general, the system provides a method for num 
bers and accounts to be set up and issued directly to the user. 
In addition, the system also permits users to directly alter the 
properties of a credit card account within an issuer's autho 
rization and settlement system. The set-up (issuance) and use 
of a limited use credit card number can take place at the same 
time, i.e., in the same interaction or at separate times, i.e., 
setting up (issuing) a limited use credit card number at one 
time and configuring the limited use credit card number at a 
later time. 
0218. This system has a number of advantages over exist 
ing credit card systems. Card fraud is greatly reduced since a 
stolen number requires the card holder to validate the card 
number before any transaction can be completed. This pro 
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tects against either interception of the number during a trans 
action or the number being accessed from a merchant's com 
puter systems at a later date. In addition, if the number is 
authorized, the merchant is assured that the card issuer has 
directly validated that the cardholder has requested the trans 
action. This prevents or limits a cardholder's ability to repu 
diate the transaction. Moreover, the cardholder has additional 
control on the purchasing power of his or her credit card. The 
card holder has the reassurance that payment can only be 
made to the merchant described by the card issuing bank/ 
organization. 
0219 2.8 Additional Uses of the Credit Card Numbers 
0220. In situations where the card-holder and card issuer 
are in communication and authentication is required of one or 
both parties, the list of limited use card numbers held by each 
party can used as a form of identification. In the manner of a 
dynamic password all or part of a single limited use number a 
sequence of such numbers could be used to identify either 
party without the need for issuing any additional security 
systems. Because this identification does not need to be 
handled by conventional transaction systems, all or part of a 
limited use number can be used for this purpose. 
0221 FIG. 10 is a flowchart illustrating an exemplary 
process for using a credit card number as a PIN number. In 
step 1002, a card issuer generates a database of available 
credit card numbers. The card issuer selects a master credit 
card number or more generically master account number 
(step 1004) and distributes the master account number to a 
master account number owner. (Step 1006). The card issuer 
then allocates additional credit card numbers to the master 
account number (step 1008), and distributes the additional 
credit numbers to the master account number owner. (Step 
1010). When the master credit card number owner needs or 
desires to access account information (step 1012), the master 
account owner can use one of the additional credit card num 
bers as a PIN number. (Step 1014). 
0222. As can be readily seen, there are fundamental dif 
ferences between the system of the present disclosure and any 
system that uses a PIN or other number (whether constant or 
varying from transaction to transaction) to validate a transac 
tion. In the present system the numerical details conveyed in 
the course of a transaction are identical in format to an exist 
ing credit card number but no unique account code is 
included. This maximizes the security and privacy of a credit/ 
debit/charge card transaction. Within the processing system 
the validity of the limited use number is verified first and then 
the associated account identified second by examining infor 
mation stored with the limited use number. With the trans 
mission of an additional PIN or other number in addition to 
the account number or other unique identifier, there is a lower 
level of security and privacy. Within any form of PIN identi 
fication (and as described by Rahman) the associated account 
is identified first and then the PIN verified after this step. For 
this reason many cardholders can share the same PIN, indeed 
in most cases due to the short length of PIN codes many users 
do have identical PINs but different account numbers. For our 
system each limited use number must be unique at the time of 
use and so the associated account can be uniquely identified. 
0223 2.9 System Locations 
0224 With reference back to FIG. 1, and as described 
above, central processing system 100 can internally perform 
the approval and denial of credit card transactions or this 
function can be delegated to a separate clearance processing 
facility. In other words, central processing system can be 
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located within the card issuer's main processing system or at 
a stand-alone facility. In an exemplary embodiment of the 
present disclosure, central processing system 100 adds addi 
tional functionality to existing credit/charge/debit card sys 
tems without any, or with minimal, alterations. In general, 
central processing system 100 transmits certain transaction 
details in a bi-directional manner, i.e., utilizing dual inter 
faces between central processing system 100 and the mer 
chant and between central processing system 100 and the card 
issuer, without revealing the master credit card number to the 
merchant. The dual interface transmissions, referred to herein 
as remapping, allow merchants and card issuers to handle 
transaction details in the same manner as conventional credit 
card transactions. Such conventional credit card transactions 
may be, for example, authorizations, settlements, copy 
requests, and charge-backs. 
0225 Remapping can be implemented by utilizing data 
base look-up functions using existing industry-standard com 
puter platforms. In addition, remapping may occur by replac 
ing the limited use card number with the master account 
number. 

0226 FIG. 11 is a block diagram illustrating a credit card 
system 1100 in which a central processing system 1106 in 
accordance with an embodiment of the present disclosure is 
located within a card issuing bank’s main processing system 
1114. The system 1100 includes merchant acquirers 1102 
connected to card issuing bank’s main processing system 
1114 via a credit card network 1104 and a switch 1116. The 
credit card network 1104 may be any type of communication 
network, Such as the Internet, a radio network, etc. as 
described above. A switch 1116 includes hardware and soft 
ware components. The switch 1116 may be configured to 
direct incoming transaction details on the basis of the card 
number and to direct outgoing transaction details on the basis 
of the merchant acquirer identification number (referred to 
herein as the “merchant ID'). The issuing bank’s main pro 
cessing system 1114 includes an issuing bank processing 
facility 1112 and a central processing system 1106. The cen 
tral processing system 1106 includes an acquirer interface 
1108 and a STIP interface 1110 for example. 
0227 Exemplary transactions will now be described with 
reference to FIGS. 11 and 12. FIG. 12 is a flow chart illus 
trating an exemplary method of conducting a limited use 
credit card number transaction. A user initiates a transaction 
by presenting a limited use credit/charge/debit card number, 
either in person or remotely as discussed above. (Step 1202). 
A merchant acquirer 1102 routes this limited use credit card 
number to the central processing system 1106 via the network 
1104 and the switch 1116. (Step 1204). This routing is done 
on the basis of a specific bank identification number (referred 
to herein as “BIN’) which is the first few digits of the limited 
use credit card number, as discussed above. In this example, 
the central processing system 1106 acts as a stand-in proces 
SO 

0228 If the limited use credit card number is invalid, or if 
the limited use condition has been satisfied, i.e., the condition 
has been met or exceeded, step 1206, the central processing 
system 1106 will transmit a signal to merchant acquirer 1102 
denying authorization of the card number via switch 1116 and 
network 1104. (Step 1208). If the limited use credit card 
number is valid, and if the limited use condition has not been 
satisfied, the central processing system 1106 transmits a sig 
nal to the issuing processing facility 1112 via the merchant 
acquirer interface 1108 and the switch 1116. (Step 1210). 
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This signal includes the original transaction details but the 
card number and the merchant ID are remapped. This remap 
ping provides the master credit card BIN number so the signal 
will be routed to processing facility 1112. This ensures that 
the authorization can be obtained against the master credit 
card and that any resulting authorization, or denial thereof, is 
returned to central processing system 1116, as this appears to 
the processing facility 1112 to be the merchant. (Steps 1212 
and 1214). The authorization, or denial of authorization, is the 
remapped within the central processing system 1106 to the 
original limited use credit card number and merchant ID. 
(Step 1216). The central processing system 1106 then trans 
mits a signal to the merchant 1102 authorizing the limited use 
credit card number, or denying authorization as appropriate, 
along with the original transaction details via the switch 1116 
and the network 1104. (Step 1218). 
0229 FIG. 13 is a flow chart illustrating an exemplary 
method of conducting a settlement transaction. In a settle 
ment transaction, the merchant 1102 transmits a signal to the 
central processing system 1106 via the network 1104 and the 
switch 1116 according to the BIN of the limited use card 
number. (Step 1302). The central processing system 1106 
remaps the limited use credit card number with the master 
credit card or account number, the merchant ID with a central 
processing system ID and the merchant text description with 
a central processing text description (step 1304), and trans 
mits this remapped information to issuer processing facility 
1112 via switch 1116. (Step 1306.) The processing facility 
1112 settles the transaction by payment, if appropriate, to the 
central processing system 1106. (Step 1308). The central 
processing system 1106 then remaps the master credit card or 
account number back to the original limited use credit card 
number, the central processing ID back to the merchant ID 
and the central processing text description back to the mer 
chant text description, (step 1310) and transmits this infor 
mation along with the payment, if appropriate, to the mer 
chant acquirer 1102 via the switch 1116 and the network 1104 
(step 1312). As with the authorization cycle, this settlement 
cycle ensures that settlement is obtained against the master 
credit card; that the cardholder's billing statement reflects the 
limited use transaction, with the central processing ID, and 
that the payment for settlement is conducted through the 
central processing system 1106. 
0230. If a card holder challenges or questions a specific 
charge on his or her billing statement, the copy request or 
charge back will be routed to the central processing system 
1106, as this is the ID associated with the transaction. In a 
similar manner to that described above, the central processing 
system 1106 will remap the copy request or charge back 
according to the merchant ID and the limited use credit card 
number and transmit the copy request or the charge back to 
the merchant 1102 via the switch 1116 and the network 1104. 
The merchant 1102 transmits the requested copy or the charge 
back confirmation to the central processing system 1106 via 
the network 1104 and the switch 1116 according to the BIN of 
the limited use card number. The central processing system 
1106 then remaps the ID and card number information and 
forwards the requested copy or charge back information to the 
processing facility 1112 via the switch 1116. 
0231. The system 1100 is advantageous in that it reduces 
communication delays and fees but it requires the addition of 
the switch 1116. Alternatively, FIG. 14 illustrates central 
processing system 1406 as a stand alone facility. The autho 
rization, settlement, copy request and charge back transac 
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tions described above are equally applicable to FIG. 14, 
except switch 1116 in FIG. 11 is no longer required. FIG. 14 
illustrates that communication between central processing 
system 1406 and card issuing bank’s processing facility 1412 
can be conducted through existing credit networks 1404. In 
addition to not requiring a Switch, such as Switch 1116, in this 
configuration, a single large central processing system 1406 
can offer limited use Support to a wide range of issuers. Such 
as bank processing facility 1412. However, this configuration 
requires increased communication times and potentially 
increased communication fees. 
0232. In another exemplary embodiment, the central pro 
cessing system could be constructed to be a part of the mer 
chant acquirer, instead of the bank processing facility as 
shown in FIG. 11. This configuration would also require the 
addition of a switch like switch 1116 but would reduce com 
munication delays and fees. 
0233. The limited use credit card number and remapping 
system may also be used in connection with organizations 
other than banks. For example, the limited use credit card 
number may be linked to organizations such as utilities, Inter 
net service providers, telephone accounts, fixed or mobile, 
anonymous prepaid accounts and the like. With Such other 
organizations, there would be no remapping to a master credit 
card number, but rather to some other account number pro 
vided by the organization. 
0234) Linking a limited use credit card number to other 
organizations is advantageous for several reasons. First, the 
organization may have a pre-existing relationship with the 
user of the limited use credit card number. This relationship 
provides evidence of the user's credit history with the orga 
nization, so no additional credit checks need to be performed, 
which can be costly and time-consuming for the organization. 
Second, because the organization is already providing other 
services to the user, a billing procedure is already established. 
The time and cost associated with establishing and imple 
menting billing procedures has already been incurred. Mini 
mal cost and effort is associated with adding a section to a 
billing statement for a limited use credit card number. 
0235 2.10. Remote Access Devices for Accessing Lim 
ited Use Numbers 

0236. A card holder may desire to access a list of limited 
use credit/debit/charge card numbers where the limited use 
cards are not stored on the cardholder's own computer. In the 
context of modern client server architecture this represents 
one extreme of the situation where all information storage is 
at the server. The previous description for local storage indi 
cates the situation of a client program with a significant 
amount of local functionality. Between these two extremes a 
range of intermediary client server arrangements such as a 
“thin client with minimal functionality obtaining limited use 
numbers from the server as required. The combination of 
encryption and dynamic passwords, as described herein, or 
any suitable alternative form of use identification allows a 
cardholder to have “multiple wallets’, i.e., a cardholder can 
access limited use numbers from different devices, without 
the need to transmit credit card numbers. 
0237 As discussed above, software and limited use num 
bers can be issued via electronic communication media. In 
one embodiment, a card holder can access limited use credit 
card numbers during electronic transactions via a Remote 
Access Device, referred to herein as "RAD'. Such as the 
Orbis Internet Cardb. The overall layout of the RAD system 
1500 is shown in FIG. 15 and a flow chart illustrating an 
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exemplary method of providing remote access devices for 
accessing limited use credit card numbers is shown in FIG. 
16. In general, the operation of the complete system from 
registration to completion of a transaction follows. 
0238 When a user desires to register with RAD system 
1500, the user submits user authentication information, the 
master account number and other identifying data for entry 
into a database 1502. (Step 1602). To register with RAD 
system 1500, the user must be a valid holder/user of the 
master credit card or account number. (Step 1604). Once 
registered, step 1606, the user obtains a RAD 1504, step 1608. 
RAD 1504 includes a software package to which enables 
communication with a remote access device Support server, 
referred to herein as a RAD support server 1506, such as the 
Nexus User Support Serverd, to enable the issuance of limited 
use card numbers. 

0239 When the user initiates communication with RAD 
support server 1506, step 1610, RAD support server 1506 first 
authenticates the user. (Step 1612). If successfully authenti 
cated, the user can then request a limited use number (step 
1614) specifying any additional transaction limitations 
desired as discussed herein. (Step 1616) RAD support server 
1506 issues a request over a network to a central processing 
station 1508 for a limited use number with the one or more 
specified limitations. The limited use number provided in 
response to the request is associated with a specific RAD 
system user identification previously assigned to the user. 
0240. The central processing station 1508 obtains the next 
available limited use number. (Step 1618). Once obtained, the 
limited use number, and the specified limitations, is entered 
into database 1502 such that the limited use number is asso 
ciated with the users information already in database 1502. 
(Step 1620). The limited use number is then transmitted to the 
RAD support server 1506 for issuance to the user via RAD 
1504. (Step 1622). RAD software package 1504 displays the 
limited use number. The user can transfer this limited use 
number to a web site for initiating a transaction. Transferring 
this number to a web site can be achieved by dragging and 
dropping the number onto the web page, by Software-simu 
lated key-stroke entry, by “one-click' methods, or by other 
suitable methods known to one skilled in the art. 

0241 When a merchant 1510 receives a transaction utiliz 
ing a limited use number from RAD system 1506, the trans 
action details are handled in the same manner as an existing 
number since limited use card numbers share the same format 
as existing credit card numbers. The transaction details are 
transferred to the merchant acquirer and then routed onto the 
appropriate issuer on the basis of the leading digits of the 
limited use number, i.e., BIN, via central processing station 
1508. The BIN is registered with central processing station 
1508 to ensure appropriate routing. 
0242. As described above, central processing station 1508 
verifies the validity of the limited use number and ensures that 
the transaction meets all specified limitations. If the limited 
use number is valid and the transaction met the specific limi 
tations, central processing station 1508 enters the master 
credit card number into the transaction message in place of 
the limited use number. Central processing station 1508 then 
transmits the transaction message to the issuer's processing 
facility 1512 as a normal authorization request. The issuer's 
processing facility 1512 transmits an authorization for the 
master card number, if appropriate, to central processing 
facility 1508. Central processing facility remaps the master 
card number to the limited use number and the transaction 
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message is transmitted to the originating merchant acquirer 
and then the merchant. Central processing station 1508 also 
updates the limitations and validity of the limited use number 
according to the details of the transaction. The limitation and 
validity updating is best done following verification of avail 
able funds so that a limited use number with a cumulative 
value limit is only decremented in value if the transaction can 
be completed. If limitation and validity updating is done prior 
to checking for the availability/validity of the linked or prin 
cipal account then certain updates will need to be reversed in 
the case of a decline on the linked or principal account. This 
has a Small computational overhead. If the authorization was 
approved by the issuer's processing facility 1512, the user's 
purchase can proceed as normal. If declined, a decline mes 
sage is sent to the merchant. 
0243 For settlements, the same routing occurs with all 
transactions deriving from a limited use number obtained 
from RAD system 1500. 
0244. The above described system will now be discussed 
in greater detail. 
0245. The RAD system 1500 may be configured to pro 
vide the user with many features. The RAD system 1500 
enables the user to have multiple and different remote devices 
from which the user may access RAD support server 1506. In 
addition, it enables a user to have multiple credit card 
accounts with one or more issuers and to select from amount 
these multiple accounts. The RAD software package 1504 
enables users to have additional passwords associated with an 
account if desired. The additional passwords can be used, for 
example, for children and can have additional pre-defined 
limitations such as a low dollar transaction limits, e.g., $50. 
00, or merchant class restrictions, e.g., gas stations. 
0246 The RAD software package 1504 includes a simple 
intuitive interface for the ease of the user, the appearance of 
which may be customizable without modification to the 
underlying code. The RAD 1504 may use images that relate to 
the front and back of a credit card to provide key areas of 
functionality. The back of the RAD 1504 includes an inter 
active panel with a magnetic stripe for providing additional 
information and/or advertising panels. The interactive panel/ 
stripe area provides for password entry and functional selec 
tions. Upon activation, the front of RAD 1504 may be con 
figured to provide additional functions, e.g., those required to 
initiate an on-line purchase. As discussed herein, Supplying 
information required for on-line purchases can be automated 
in a number of ways including "clicking and transferring the 
information, "dragging and dropping the information, or 
“one click shopping.” 
0247. In one embodiment, the RAD software package 
1504 is configured to issue a sequence of paired numbers 
which are securely issued and activated and/or decrypted by 
oral or written authorization, such as the communication of a 
password. These paired numbers include an identifier code 
and a mask code. In order to retrieve a limited use number, a 
user at a remote device identifies himself or herself using his 
or her a RAD software 1504 by transmitting the identifier 
code, such as a dynamic password to RAD Support server 
1506. The RAD support server 1506 compares the identifier 
code with the particular RAD software package 1504 and 
accepts, or validates, the identifier code if appropriate. If 
valid, RAD support server 1506 determines the matching 
mask code for that identifier code from database 1502. The 
RAD support server 1506 uses the mask code to encrypt the 
limited use card number as described above, and transmits 
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this encrypted code to the user. The RAD software 1504 
decrypts the encrypted code using the known mask code and 
reconstructs the initial digits, the BIN number and the check 
sum digit. The RAD software 1504 then arranges this infor 
mation and reconstructs the limited use card number. 
0248. The RAD support server 1506 is an Internet based 
server that interfaces the RAD 1504 and the central process 
ing station 1508. The RAD support server 1506 receives 
requests for limited use numbers from users, validates each 
user, if appropriate, and Supplies and validates limited use 
card numbers with specific limitations, as requested by each 
user, if appropriate. Such requests may be processed in any 
desired order, e.g., first come first served basis. The RAD 
support server 1506 may also be configured to provide for 
location identification verification, secure delivery of limited 
use numbers, automated completion of payment fields in a 
merchants web page order form, review of previous transac 
tions, access to additional issuer services and advertising. The 
RAD location identification verification is verifying the 
physical source of the request for a limited use number, e.g., 
home, office, ATM machine. This additional identification is 
evidence to limit a user's ability to deny a transaction. The 
RAD support server 1508 can be configured to require addi 
tional identification of the user if the RAD is being used from 
a physical source which is unknown to the RAD Support 
server or which has not been previously associated with the 
RAD by the user. 
0249. To accomplish the above tasks, the RAD support 
server 1506 should have a high bandwidth Internet connec 
tion and highly secure firewalls to insulate critical informa 
tion from undesired access. Communications between the 
RAD support server 1506 and the RAD 1504 may be Internet 
based. Communication between the RAD support server 
1506 and the central processing station 1508 and the database 
1502 may be secured via private networks for additional 
security. In addition, to provide for additional security, the 
RAD support server 1506, the central processing station 1508 
and database 1502 may be located at the same physical loca 
tion, for example, the issuer's processing facility or some 
other facility which meets the standards set for banking pro 
cessing facilities. 
(0250 Communication between the RAD 1504 and the 
RAD support server 1506 can use industry standard security 
protocols appropriate to the platform. For example, Secure 
socket layer (SSL) encryption may be used in the case of 
communication by a personal computer of the Internet. Alter 
natively, one of the encryption schemes described herein may 
be implemented alone or in combination with password pro 
tection and/or Smart card user authentication. Such commu 
nication security can be selectable by the issuer. For example, 
issuers can select what type of communication security they 
desire from a range of options. 

3. Controlled Payment Number (CPN) Applications 
0251. As can be seen from the above, the described lim 
ited-use credit card numbers can be provided with user 
defined controls on how the numbers can be used. Hence, the 
phrase “controlled payment numbers’ describes products 
which embody the exemplary embodiments described herein. 
0252) To appreciate how a software and hardware plat 
form embodying the present disclosure can be used to gener 
ate a range of payment products that span the virtual, wireless 
and real worlds it is necessary to consider the components of 
the complete platform and how these can be used in various 
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combinations. To a large extent, remarkably distinct payment 
products can be derived using the existing platforms such as 
the RAD system 1500 of FIG. 15 in a range of configurations. 
Addition of standard additional components and interfaces 
further broadens the potential scope. The RAD system plat 
form 1500 has been designed from the outset to support such 
applications. This provides a rapid development path for new 
payment products since development requirements are lim 
ited primarily to designing new client side components for 
configuring and controlling CPN payments. 
(0253) At the heart of the CPN platform are a number of 
core components: 

0254. A card number generating and allocation system 
(e.g., support server 1508) that allows for additional 
controls to be allocated to the cards in a dynamic man 
C 

0255. A card issuing process for distribution of CPN’s 
to users that Supports industry standard protocols, such 
as shown in FIGS. 5 and 6. 

0256 Acard authorization and settlement process (e.g., 
FIGS. 7 and 8) that provides additional verification and 
validation of cards against the current set of controls that 
have been set up for that card. 

0257. A mechanism for relating a specific CPN to an 
existing credit card, debit card or general financial 
account (e.g., FIGS. 11, 12 and 13). 

0258. The platform may be implemented with part as a 
personal computer connected to the Internet to provide com 
munication with the card issuer. The customer can set a range 
of limitations as determined by the issuer and the card number 
is issued in virtual form to the users computer (usually) for 
immediate use. 
0259. This arrangement is ideal for e-commerce applica 
tions but, by altering how the core component functions are 
implemented and integrated, a range of additional applica 
tions can be produced. These applications can be broadly 
divided into: 
1. Card present Transactions; 

2. MOTO (Mail Order and Telephone Order); and 
0260 3. Wireless applications. 
0261 Specifically, these applications can be implemented 
by varying: (1) the patterns of how the controls on specific 
numbers are combined, (2) the controls available to user(s), 
(3) who sets the controls and when, (4) how the controls are 
communicated to the processing system, (5) the communica 
tion device(s) or channels used to deliver an issued CPN to the 
user, (6) the form in which the CPN is issued (virtual via 
Software, Voice generated, text message, paper receipt, paper 
credit card, plastic credit card), and (7) the form in which the 
CPN is presented to the merchant. 
0262 The core transaction processing system for authori 
Zation and settlement is not altered to any significant degree 
by any of these implementation variations. In addition most of 
the core back end systems for number generation, account 
generation, linkage to other accounts, customer service and 
maintenance remain unaltered. The architecture for issuing 
numbers to users Supports a range of interfaces so the same 
architecture can Support computer based, phone, interactive 
TV or internal bank issuing for physical implementations. 
The high degree of re-usability of core platform components 
is a key advantage in Supporting the commercial viability of 
these other products. 
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0263. The following sections elaborate on these principles 
to indicate how in practical terms the system would operate 
and how a consumer would use the system in the various 
manifestations. 
0264 3.1 Card Present Applications 
0265. There are considerable opportunities to create new 
payment products by issuing fixed number plastic cards with 
flexibility and control provided by the present disclosure. 
There are applications of this approach in both the consumer 
and business markets. 
0266. In these applications, new payment products can be 
created by placing “intelligence within the card processing 
system. An additional step is the creation of new communi 
cation channels between these processing systems and a card 
issuer/card holder. 
0267. These communication channels which can include 
PC computer interfaces, PDA interfaces, mobile phone/tele 
phony interfaces, ATM interfaces. 
0268. In combination with an issuer's capability to con 
figure specific card products, these additional dynamic con 
trol features provide a mechanism for a traditional plastic 
payment card to be turned into a range of new products. In 
effect, the present disclosure creates “instantly configurable 
plastic payment cards'. This capability can be combined with 
conventional credit cards, debit cards and pre-paid cards. 
0269. 3.1.1 Consumer Applications 
0270. There are ranges of consumer applications of which 
a few are listed here. 
0271 Teen Card 
0272 Given to a teenager, for example, this card has a 
pre-set limit transaction amount and/or must be spent at a 
particular merchant or merchants (or merchant type or types). 
A parent can receive feedback on card usage and change the 
spending power by computer interface or mobile phone at any 
time. This greatly enhances the control provided by existing 
pre-paid teen cards. 
0273 Gift Certificate Card 
0274) Given to someone to spend with a pre-set limit and 
can be limited to a particular merchant or merchant type. 
These merchants can be Visa or M/C compatible and pro 
tected by signature. 
0275 Product Rebates 
0276 A limited use card could be issued with a product 
that has no value but can be activated by registering the 
product on-line for instance. The card is then loaded with the 
product rebate and can be used to purchase something on-line 
orata retail store limited to the amount of the rebate. This will 
greatly reduce costs to administer a rebate program associ 
ated with e.g., issuing and mailing a check. 
(0277. Insurance Card 
0278 A limited use card could be issued with an insurance 
policy or by a loss-adjuster at a visit following a claim. The 
company or the loss adjuster could provide instant card acti 
vation by computer or mobile phone to allow the consumer to 
spend an amount appropriate to immediate needs. 
(0279 3.1.2 Corporate Applications 
0280 For corporate applications the controls inherent in 
CPN technology together with the capability to support a 
range of communication systems to set up controls for a 
specific account provide a powerful business tool. Examples 
include: 
0281 Company Bonus 
0282 Given to employees as a bonus this limited use 
credit card number can be used anywhere Visa or Mastercard 
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is accepted or alternatively limited to a particular merchant or 
merchant type. Cards can be issued and the company can set 
the reward amounts via a PC-computer interface. All charges 
can be billed to a central company account. 
(0283 
0284. This limited use card can be given to employees for 
specific trips. The expense budget and types of expense can be 
set by the employer at the start of the trip and the account 
deactivated until the next trip. 
0285 
0286 This limited use card can be given to employees 
company purchases and pre-configured for specific rules 
(e.g., maximum single purchase amount and monthly expen 
diture). To extent these rules apply the employee can make a 
request via a PC or mobile phone to the company purchasing 
system. If approved, the company system can automatically 
extend the purchasing capability of the specific card and the 
employee receives a confirmation and purchase order num 
ber. 

(0287 3.1.3 Mail Order/Telephone Order (MOTO) 
(0288. The acceptability of CPN's at any VISA/Master 
card/Europay accepting merchant is a key advantage of CPN 
technology. This means that the existing computer based 
system can be for mail order and telephone order with any 
alterations. Having said that, the current system is not spe 
cifically directed at MOTO users and users may not appreci 
ate this capability. In addition many existing MOTO users 
may not have access to the Internet at the time of placing a 
MOTO order or indeed have Internet access at all. Without a 
credit card, telephone orders can be almost impossible. All 
the manifestations described below could also be provided 
linked to a bank account or pre-paid account. 
0289. The following represent specific products more spe 
cifically marketed the MOTO market. As with the potential 
cross over between Internet and MOTO usage, these MOTO 
products could also be used in Internet applications. 
0290 3.1.4 Telephone Interfaces for CPN Delivery 
0291 Mobile telephony interfaces can allow both WAP 
(Web Access Protocol) and i-mode interaction with servers 
providing the CPN capabilities. This provides for authentica 
tion by password or PIN and delivery of a CPN via a simple 
interface for display on the screen. CPN's can also be issued 
by SMS (Silicon Integrated Systems), which has the addi 
tional benefit of providing automatic storage of the number 
for later use. Review of statements is also possible via this 
interface. The core functionality for MOTO orders are very 
similar to Internet orders and so no major differences are 
required in terms of additional functionality, though the func 
tionality is best limited in line with the small screens of 
current mobile telephones. This application would also be 
well Suited to web-kiosk applications where users may not 
want to enter authentication credentials into public systems. 
There is currently increasing interest in “in-store' kiosks to 
provide additional product lines. This implementation of the 
web-kiosk is designed specifically for making purchases and 
the mobile CPN will ideally suit such a combined "clicks and 
mortar transaction. 

0292. This application, the mobile CPN, provides a suit 
able platform for MOTO or Internet payments. In this situa 
tion the mobile phone is used as a private and personal means 
of authenticating the user and delivering the number to the 
USC. 

Company Expense Travel Account 

Purchasing Account with Integrated Po Request 
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0293 3.1.5. Alternative Web Access Devices 
0294. It is expected that web access will increasingly 
involve non-PC devices such as PDAs, set-top TV boxes, 
Interactive TV and “smart” consumer devices. The CPN plat 
form architecture provides for seamless integration of a wide 
range of web-access devices into a standard implementation. 
The CPN platform can be used with interactive TV, which 
provides for integration of the purchasing process with “TV 
browsing. 
0295 3.1.6 MOTO/Web Only Plastic/Paper Card 
0296 Issuing a MOTO/Web only card with no embossed 
figures can be implemented within the CPN platform with the 
export of CPN's to a card production process. In combination 
with the CPN platform this approach has a number of advan 
tages even though the number is fixed and used for a number 
of transactions. 

0297 Greatly reduced re-issue costs for compromised 
cards. This is especially true in a chip environment 
where card re-issue costs are greatly increased. Also it 
greatly reduces the inconvenience involved in re-issuing 
a card. 

0298. A physical card is useful when collecting tickets 
for example. 

0299. Additional controls from the platform provide for 
the flexible control of the overall limit. 

0300 Controls can be applied to create specific mail 
order merchant cards with incentives by applying mer 
chant ID controls. 

(0301 The CPN platform provides for simple integra 
tion into an existing credit facility or account without the 
need to create a separate credit line. 

0302 Controls can be set-up by an issuer or via a tele 
phone or computer interface as with other limited use credit 
card number products. These interfaces could provide for 
additional functions such as on-line statements. 

0303 3.1.7 MOTO-Only Account Number Distribution 
Options 
0304. In addition to the above card based solution, a sys 
tem of distributing numbers without cards could be incorpo 
rated in the paper billing distribution system. This could 
involve printing an additional number(s) on a statement or 
other paper document as explained above. 
0305 Customers could also be sent a new MOTO only 
number in the form of a sticker that could be attached to an 
existing card, on expiry the number is simply removed. An 
alternative MOTO number could also be printed on the back 
of an existing credit card when a new card is issued. 
(0306 3.1.8 ATM Delivery of CPN Numbers and or Cards 
0307 The ATM network provides an existing integrated 
network that provides: 

0308 user authentication 
0309 a configurable user interface 
0310 an interface to process customer requests 
0311 a screen and printing system to provide visual and 
printed information for the 

capab11tV Orde1Vering. Other S1Cal materials O312 pability for delivering other physical ial 
(cash, stamps and potentially magnetic stripe cards). 

0313 This provides a means for providing CPN numbers 
or cards for a range of card-not present applications. This 
route is particularly suitable for people who do not possess a 
credit card but wish to purchase goods over the Internet, 
telephone or mail order. 
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0314 3.1.9 Unique CPN Transactions for MOTO 
0315. The above physical manifestations of the platform 
for MOTO use a fixed number with variable controls. It is also 
possible to issue a series of numbers on a single card or device 
that users use one at a time. A mechanism is required to ensure 
that user can simply keep track of numbers that have been 
used. A range of options are possible for including peel of 
labels where after use a CPN label is removed revealing an 
additional number underneath. Alternatively scratch off cards 
like lottery cards could be used to ensure that a number is only 
revealed when a user wishes to use the card. 

4. Wireless Card Present Applications 
0316 CPN payments can be presented by developments in 
wireless and telephony applications most notably Bluetooth 
and other emerging short range wireless technologies (e.g., 
Ultra Wide Band) and the advances in mobile phone capabili 
ties. 
0317. The use of Bluetooth-enabled Smart card readers 
communicating with POS (point of sale) terminals, or mobile 
network operators allowing users to buy products and pay for 
them on their bills. However, Smart cards have not yet been 
widely deployed, and mobile network operators do not have a 
track record in e-commerce payments. A better Solution is 
offered by the present disclosure, which utilizes the existing 
credit card network. 
0318. In operation, a Bluetooth enabled WAP phone, of 
instance, would be used to retrieve a CPN. The following 
steps would take place: 

0319 1. The user would connect to the issuer's website 
using the WAP phone, and would log in and request a 
CPN. 

0320 2. The issuer's web server would communicate 
with the server, which would issue an CPN with the 
required controls and link to the users account (either set 
by the user at the time or using pre-determined default 
values). 

0321 3. The CPN would be returned to the user’s WAP 
phone over the mobile network. 

0322 4. The user would instruct the Bluetooth-enabled 
WAP phone to discover the POS service of the POS 
terminal. 

0323) 5. The phone and POS terminal would establish a 
Bluetooth connection, using Suitable authentication 
security. 

0324 6. The phone would beam the CPN to the POS 
terminal. 

Signature Authentication 
0325 Card Present transactions are characterized by 
visual signature authentication, in which the signature on the 
credit card is compared to the signature on the sales Voucher. 
A different kind of authentication is required by wireless Card 
Present transactions. The unique SIM card in every mobile 
phone can be used as an identification card, and technologies 
Such as fingerprint identification and Voice recognition will 
insure that a stolen phone cannot be used by anyone other than 
the owner. 

Mobile POS 

0326. As well as the familiar card present situations, such 
as payment at a restaurant, the growth of wireless mobile 
networks has made possible the development of mobile POS 
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terminals. Up to now, mobile retailers and service providers 
have been at a disadvantage as the world moves towards a 
system of cashless transactions. Mobile POS terminals will 
allow credit card payments on public transport, in taxis, and at 
open air markets, as well as allowing. It will also be possible 
to pay by credit card for services such as pizza and grocery 
delivery, and appliance repair in the home. Card present CPN 
applications will allow payment in all of these situations. 

Smart Cards 

0327. As credit cards migrate to smart card technology, the 
payment possibilities will broaden. Smart cards are an ideal 
method of authenticating users with a card issuer during 
issuing of CPN numbers in a virtual environment. The trans 
action specific nature of CPN payments enables linkage of a 
Smart card authentication step to a specific payment without 
requiring merchants or acquirers to implementauthentication 
technology. 
0328. In addition several additional possibilities exist for 
storing CPN numbers in Smart cards for card present use. For 
example, Ericsson’s prototype Wireless Wallet is a real wallet 
that contains a smartcard reader and a WAP server, and allows 
the user to browse the cards in the wallet from a WAP phone. 
CPNs could be stored on a smart card for use when needed. 
You could simply browse the cards in the wallet, and select 
the CPN to be sent to the POS terminal, all without taking the 
wallet from your pocket. 

3G Phones 

0329. Third generation mobile phones and hand-held 
devices will be capable of requesting and storing CPNs, of 
displaying internet content much richer than the current WAP 
phones, and of running feature rich applications such as the 
CPN system in accordance with the present disclosure. The 
march of technology will continue to create new opportuni 
ties for card payments, and CPN technology will be there to 
provide the security needed. 

Additional Card Products 

0330 Controlled Payment Number Technology (CPN) 
enables numbers to be associated with a set of controls which 
ensure that the number is used for the purpose it was issued 
for. The document outlines an extension to that patent 
whereby a list of controls can be associated with a number. In 
effect, the CPN may be partitioned across multiple sets of 
controls. Each set of controls is associated with a limit, a 
maintained balance and may be latched to a Payment Party 
(e.g. Merchant) or set of Payment Parties (e.g. list of mer 
chants). The aggregated limit is the total limit the CPN can 
approve. The individual totals (limit, balance etc....) for a set 
of controls can be latched to the Payment Party for that set and 
may be subject to any other CPN latching rules. Each CPN 
partition (set of controls) may be linked to a Funding Party. 

Exemplary Application (1): 

0331 A Service Provider (Issuer) issues a CPN to Insur 
ance Companies (Funding Parties) as a means for enabling 
payout on claims. When a claim is made, the Insurance Com 
pany may load the CPN with funds to cover payment. The 
CPNApplication can enable the Insurance Company to con 
trol spending of the payment by splitting into separate funds; 
each fund being latched to a limit and merchant. This means 
that the claimant (cardholder) may only use the CPN to pur 
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chase goods from specific merchants (or merchant category) 
to a maximum value agreed by the claim and is subject to 
other applicable CPN controls (e.g. expiry date). The Issuer 
may allow multiple Insurance Companies to load funds onto 
a single CPN. The claimant can use a single CPN to claim 
from multiple insurance companies. Each insurance com 
pany claim is partitioned into a set of one or more CPN 
controls. This enables the insurance company to control 
which merchant(s) the cardholder can replace the product 
from and the maximum value to be paid out for a particular 
product. 
0332 FIG. 18 provides an exemplary illustration of a CPN 
that is split into 3 sets of rules (500 latched to merchant A, 750 
latched to Merchant B, 400 latched to Merchant C). Each set 
of rules can be latched on all other CPN controls (e.g. issue/ 
expiry date etc. . . . ) with two different issuers (1) and (2). 

Exemplary Application (2) 

0333) A CPN may also be backed by a fund that is not 
linked to a Merchant. This is to accommodate overspill on 
spending for a particular product at a listed merchant or may 
be used to purchase from any merchant to the value of the 
overspill fund. This enables the Issuer/Funding Party to tol 
erate a degree of increased spending on a particular product 
(or a product from any Merchant) while not affecting the 
aggregated value of the CPN. FIG. 19 provides an exemplary 
illustration of a CPN that is split into 4 sets of rules (400 
latched to merchant A, 650 latched to Merchant B, 400 
latched to Merchant C). Insurer (1) has loaded 200 of the 
claim into a fund that is not latched to a specific merchant. 
This allows the cardholder to spend this fund at any merchant 
and can be aggregated to a listed merchant fund (e.g. can be 
used to approve a purchase of 600 from Merchant A). 

Limit Increasing 

0334 Each set of controls in the list maintains individual 
limits & balances for a party. A Payment Party may have their 
limit increased by a Funding Party. This would increase the 
limit for the applicable Payment Party which would increase 
the aggregated limit of the CPN but not affect the limits set for 
the other Payment Parties. FIG. 19 provides an exemplary 
illustration of a Merchant Clatched fund increased by 200. 

1.1 Controlled Payment Numbers (CPN) 
0335. As shown in FIG. 21, Control Payment Numbers 
enable cardholders to pay for card not present transactions 
using a unique Substitute account number for each purchase. 
The CPN solution is accessible to consumers via a branded 
user interface, e.g. Mastercard(R), where it can be downloaded 
to the customer's desktop (slim client) or served up to the 
customer for each purchase transaction preferably without 
the customer having to download software on to their PC (thin 
client). The slim client is configured, using, preferably, arti 
ficial intelligence, to detect a checkout situation and prompts 
the customer to use this card to make the payment. 
0336 Customers can generate a request for a CPN either 
ad hoc or during the purchase process (after being automati 
cally prompted by the Software client) and once generated, 
the CPN is linked to the customer's PAN. All CPN transac 
tions made by the customer continue to post, preferably, to the 
primary cardholder's existing account. Transactions com 
pleted using a CPN are secure—none of the customers actual 
credit card details are shared with the merchant or exposed 
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during any part of the open transaction. Merchant sites do not 
have to change to accept CPNs. CPNs are accepted and 
handled by merchants in the same way that they accept and 
handle real credit and debit cards. CPN details and billing 
profile information may be input directly by the customer or 
automatically by using the form fill functionality included 
with the ControlPay platform. Customers can set optional 
spending controls that allow CPNs to be used for single 
purchases or multiple uses at a single merchant. The slim 
client (download) can also be deployed as a CRM tool to 
deliver real-time messages to the individual customer based 
on a variety of communications strategies including but not 
limited to Rewards management and fulfilment. 
0337 The CPN e-commerce security solution can be 
implemented without merchant adoption and without 
changes to the merchant check-out process. 

1.1.1 PayEverywhere 

0338. As shown in FIG. 22, PayEverywhere enables the 
acceptance of non-traditional payment Sources (e.g. e-wallet, 
smaller card schemes, mobile phone bill, utility bill, etc.) and 
less well accepted payment Solution at all merchants that 
accept card payments without the merchant having to make 
changes to Support the non-traditional or alternative payment 
Solution. 

0339 For a non-traditional payment type to be accepted at 
a merchant that does not accept this payment type, a CPN is 
generated for the transaction(s). The CPN is handled by the 
merchant exactly as they would handle a real card payment. 
When the transaction arrives over the traditional card net 
work, the exemplary system validates the number and the 
type of transaction and coverts the transaction into the format 
that the payment provider would have received if the mer 
chant Supported that payment type. 

1.1.2 O-Purchase 

0340. The O-Purchase product preferably drives revenue 
generating spending onto an issuer's Purchase Card (P-Card) 
program by enabling the issuer to provide solutions to their 
Corporate and Government customers which can: Facilitate 
settlement of their Accounts Payable using P-Cards; and 
empower employees to be able to spend via P-Cards, in line 
with their internal control policies, without the inherent risks 
associated with providing plastic to everyone. O-Purchase, in 
its simplest form, Supports the generation of a unique pur 
chase card number for every transaction. When an employee 
wishes to make a purchase, he/she requests a purchase card 
number from an issuer branded web site of from within their 
ERP system. The O-Purchase platform authenticates the 
employee, seeks approval for the transaction (if required), 
and then attaches controls to the purchase card number (e.g. 
dollar limit for the transaction, use at a specified merchant, 
and so on). Given that there is a unique payment number for 
each transaction, the number acts as a unique identifier for the 
transaction. This unique payment number appears on the 
P-card Statement, allowing every transaction on the statement 
to be automatically tied back to the approval trail. It also 
facilitates the capture of additional data around the transac 
tion, Such as level 3 type data, GL information and project 
codes which follows the transaction through the Supply chain 
and allows reconciliation and GL updates to be entirely auto 
mated. 
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1.1.3 Supplier Payments 
0341 Supplier Payments enables large broker-type orga 
nizations (e.g. Travel Management Companies) to pay their 
diverse range of Suppliers using unique card numbers with 
associated spend controls, thereby generating process effi 
ciencies and cash savings. 
0342. Each time a transaction is made, the broker (e.g. 
TMC) will calculate the amount payable to the supplier, less 
agency fee or the broker can aggregate payments and total the 
values owed to each Supplier in this periods settlement run 
and lodge this total amount to the main card account with the 
Issuer. The broker will then request a CPN from a ControlPay 
system for each transaction (or service provider) to be paid. 
The broker can enforce controls on the CPN such as: 

0343 Transaction value CPN cannot exceed this limit 
(tolerances are optional); 

0344 Active period—the service supplier will only be 
able to use the CPN to debit the broker's card account for 
a specified time period e.g. one month, starting with a 
specified date; 

(0345 and/or 
0346 Number of uses—the broker can limit the use of 
the CPN to one or more uses. 

0347 The broker can generate a CPN for each transaction 
(or Supplier in the case of aggregated payments)—this can be 
done via real time interfaces or by the broker providing a 
batch file of payment requests. CPNs can be made available to 
the Supplier via a variety of channels including: a dedicated 
reservation and payment management Systems hosted and 
operated by the broker and made available to service pro 
vider; and/or data interchange or messaging services such as 
e-mail, fax, or any electronic format. The Supplier can process 
payment using the CPN through their existing card accep 
tance system. The Supplier, his bank (acquirer), or card asso 
ciation can treat the CPN as though it were a credit card PAN. 
The supplier can be credited with the transaction amount (less 
any existing merchant/acquirer charges) as per existing card 
payment processing. CPN transactions received that are not 
within the control limits set by the broker can be declined. 

1.1.4 ControlPay Multi-Card 
0348 FIGS. 23 A-C illustrate a Multi-Card embodiment 
that facilitates access to multiple funding Sources via a single 
device (card, mobile phone, etc.) through intelligent routing 
of card transactions based on cardholder rules and transaction 
data. A transaction is routed to the appropriate funding source 
based on transaction characteristics and customer-set rules. 
Routing can be based on a variety of criteria Such as: 

0349 Transaction attributes: 
0350 Merchant, merchant type, POS type 
0351. Value 
0352 Date/time 
0353. Device type 

0354 Account attributes: 
0355 Balance 
0356. Status 
0357 Loyalty/rewards attributes 

Examples Include: 

0358 Route all transactions less than S100 to my 
cheque account 

0359 Route all transactions between S100 and S1000 to 
my credit card 
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0360 Route all transactions greater than S1000 to my 
secured Personal Equity Management (PEM)/lending/ 
HELOC/flexible mortgage 

0361 Route all Internet transactions to my credit card 
0362 Flexible rules engine supports transaction routing to 
appropriate funding account, preferably, without requiring 
merchant POS changes. Routing rules can be changed in 
real-time using web application in which changes apply 
immediately and the authority to change rules provided to 
account owner or designate(s). There can be a configurable 
“suspense period’ that allows a user to override default rout 
ing when needed before transaction is posted to the funding 
account. Alternatively, the rules can allow an “always autho 
rize policy' to remove consumer embarrassment issues and to 
retain the transaction. If one account is "maxed out, instead 
of declining transaction, the transaction is authorized off 
another account that is funded. 

1.1.5 ControlPay Instant Credit 
0363 FIG. 24 illustrates an Instant Credit embodiment 
that facilitates the approval of more customers by enhancing 
your existing Instant Credit Solution with risk management 
features. As an enhancement to your existing instant credit 
approval solution, ControlPay Instant Credit enables issuers 
to mitigate risk by leveraging the ControlPay Platform num 
ber generation and spending limits capabilities. Successful 
instant credit applicants are granted limited access to a new 
credit line with a temporary account number (CPN). CPNs 
With specific spending controls are generated and linked to 
the applicant’s new PAN. An Issuer provides the CPN to the 
consumer to use immediately. Customers can be granted full 
access to account privileges once fully approved. The PAN is 
never revealed to the consumer until full credit underwriting 
is completed, triggering plastic or virtual fulfillment. There 
fore, Issuers can implementa range of instant credit programs 
such as “single use” or “credit for a day”. 

1.1.6 ControlPay Authorized User/Controlled Business Card 
0364 ControlPay Authorized User allows issuers to sig 
nificantly increase account usage by enabling primary 
account owners to allow themselves and others to access the 
spending line in a secure, controlled manner. Cardholders 
wishing to add an authorized user to their card account can 
request additional cards via all supported customer contact 
channels e.g. IVR/VRU, website, customer service represen 
tative, mail. The authorized user has access to the main card 
holder's credit line but is limited to using the credit facility 
within the parameters set by the main cardholder e.g. card 
holder creates authorized user account for the nanny. The 
nanny can use the card Monday to Friday only, only for 
grocery or fuel purchases and up to a limit of S800 per month. 
All transactions post to the primary cardholder's account So 
total control is retained by the primary cardholder. The autho 
rized user request can be fulfilled immediately, issuing plastic 
or virtual devices. The primary cardholder has 24 hour, 7 day 
access to request new users oramendexisting ones, deactivate 
accounts and/or devices, amend spending or merchant limits 
and view all transactions. The authorized user can be granted 
limited read-only access to only view transactions made by 
themselves. 

Other Services 

0365. An exemplary embodiment described as “Pay with 
your Phone” is illustrated in FIGS. 25-27. This exemplary 
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embodiment enables mobile phone customers to use some of 
their available prepaid balance to make online purchases, e.g., 
book flights, purchase music, books, etc. After registering for 
the service, Cellular Telephone customers may request a 
unique payment number from their available funds to make a 
purchase online. This number is, preferably, only good for 
one transaction and is only good for the amount that the user 
requested. “Pay with your Phone' numbers work at every 
single merchant that accepts cards for payment. Cellular Tele 
phone service provider has control of where this number can 
be used, e.g., can only be used at certain merchants, or cannot 
be used at certain types of merchants (e.g., gaming). Cellular 
Telephone service provider does not need to have a relation 
ship with any merchants for your customers to be able to use 
this service. Cellular Telephone customers do not need to 
have a credit card, debit card or even abank account to use this 
service. There are no technical changes to the loading mecha 
nisms in place today Cellular Telephone service provider 
may want to renegotiate the fees on the loading of higher 
amountS. 

0366 While the foregoing description makes reference to 
particular illustrative and exemplary embodiments, these 
examples should not be construed as limitations. Not only can 
the inventive system, method and computer program products 
be modified for other card numbered systems, they can also 
be modified for other computer networks or numbering 
schemes. Thus, the present disclosure is not limited to the 
disclosed embodiments, but is to be accorded the widest 
scope consistent with the claims below. 
What is claimed is: 

1. A method of implementing a transaction system using 
controlled payment numbers, the method comprising: 

assigning, in a central processing system of a control pay 
ment number (CPN) issuer, a unique CPN to a user, the 
CPN constituting a payment instrument for a user in a 
financial transaction for at least one of goods and Ser 
vices; 

receiving, from at least one funding entity, (i) identification 
of a plurality of pre-authorized merchants with which 
transactions using said CPN are permitted and (ii) a 
predefined allocated monetary amount; 

associating each predefined allocation with a pre-autho 
rized merchant such that each pre-authorized merchant 
is linked to a respective maximum monetary spending 
value; 

issuing, by the central processing system of the CPN issuer, 
the unique CPN to the user; 

receiving an authorization request from a merchant for a 
transaction conducted with the CPN, said authorization 
request including a transaction amount; 

determining if the merchant is a pre-authorized merchant 
associated with the CPN: 

when the merchant is a pre-authorized merchant, determin 
ing (i) if the transaction amount is within the maximum 
monetary spending value linked to the pre-authorized 
merchant and (ii) if the transaction complies with other 
CPN controls, where applicable; and 

permitting the transaction process or denying said transac 
tion based on said determination. 

2. The method according to claim 1 wherein the other CPN 
controls include at least one of a CPN effective date and a 
CPN expiration date. 
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3. The method according to claim 1 wherein the maximum 
monetary spending value associated with one pre-authorized 
merchant differs from that of another pre-authorized mer 
chant. 

4. The method of claim 1, wherein the central processing 
system (i) receives predefined allocated monetary amounts 
from a plurality of funding entities and (ii) associates the 
predefined allocations from each of the plurality of funding 
entities with merchants having been pre-authorized by 
respective funding entities. 

5. The method of claim 1, wherein when the central pro 
cessing system receives predefined allocated monetary 
amounts from a plurality of funding entities, the method 
further comprises: 

partitioning the CPN across multiple sets of controls, 
wherein each CPN partition is linked to a funding entity 
from the plurality of funding entities and has separate 
and distinct controls. 

6. The method of claim 1, wherein the at least one funding 
entity is separate and distinct from the card user and the card 
issuer. 

7. The method of claim 1, further comprising receiving 
limitations on use of the CPN from the user. 

8. The method of claim 1 further comprising: 
receiving, from the at least one funding entity, a reserve 

monetary amount that is not associated with any one 
pre-authorized merchant, wherein said reserve mon 
etary amount accommodates overspill when a user 
exceeds a maximum spending value associated with a 
pre-authorized merchant. 

9. The method of claim 1, wherein the allocated monetary 
amount may be modified by the at least one funding entity 
prior to an expiration date of the CPN. 

10. The method of claim 1, wherein the CPN is issued to the 
user by at least one of (1) a financial transaction card bearing 
indicia of the CPN and (2) transmitting the CPN to an elec 
tronic device of the user. 

11. The method of claim 1, further comprising linking, in a 
database of the CPN issuer, the unique CPN issued to the user 
with a master account number, wherein when a transaction 
amount exceeds the monetary spending value linked to a 
pre-authorized merchant, the monetary amount exceeding the 
maximum spending value is applied to the master account 
number linked to the CPN. 

12. The method of claim 1 wherein when the transaction is 
authorized, a unique purchase order information is associated 
with the transaction and with the CPN. 

13. The method of claim 1, wherein when the transaction is 
permitted to process, the method further comprises: 

transmitting transaction information of the CPN to the 
issuer of the CPN for processing a master account num 
ber associated with the CPN. 

14. A method of facilitating financial transactions between 
a user, using a controlled payment number, and at least one 
merchant, the method comprising: 

assigning, in a central processing system of a control pay 
ment number (CPN) issuer, a unique CPN to a user; 

associating the unique CPN to at least one master account 
number, 

associating, by the central processing system, (i) a plurality 
of merchants, having been pre-authorized by a funding 
entity, with the CPN of the user and (ii) allocated funds, 
received from the funding entity, with each of the plu 
rality of pre-authorized merchants, wherein each of the 
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plurality of merchants is associated with a respective 
maximum spending amount; 

receiving an authorization request from a merchant for a 
transaction conducted with the CPN, said authorization 
request including a transaction amount; 

determining if the merchant is a merchant pre-authorized 
by the funding entity; 

when the merchant is a pre-authorized merchant, and the 
transaction complies with other CPN controls, deduct 
ing the transaction amount from the maximum spending 
amount associated with the merchant while maintaining 
monetary balances associated with other pre-authorized 
merchants linked to the CPN. 

15. The method of claim 14 wherein (i) the at least one 
master account number includes a master account number of 
the user and (ii) when the transaction amount exceeds the 
maximum spending amount associated with the merchant, 
the excess amount is processed against the master account 
number of the user associated with the CPN. 

16. The method of claim 14 further comprising: 
receiving, from the funding entity, a reserve monetary 

amount that is not associated with any one pre-autho 
rized merchant, wherein when said transaction amount 
at a pre-authorized merchant exceeds the maximum 
spending amount associated therewith, the excess 
amount is deducted from said reserve monetary amount. 

17. The method of claim 14, wherein the central processing 
system associates allocated funds, received from a plurality 
of different funding entities, with merchants pre-authorized 
by those different funding entities thereby enabling the user to 
use a single CPN for the allocated funds from the plurality of 
different funding entities. 

18. The method of claim 14, further comprising receiving 
limitations on use of the CPN by the user. 

19. The method of claim 14, wherein the CPN is issued to 
the user by at least one of (1) a financial transaction card 
bearing indicia of the CPN and (2) transmitting the CPN to an 
electronic device of the user. 

20. A transaction system using controlled payment num 
bers comprising: 

a database configured to store (i) a plurality of control 
payment numbers (CPNs) and (ii) information on users 
associated with the CPNs; 

a receiving device configured to receive, from a plurality of 
funding entities, (i) identification of a plurality of pre 
authorized merchants and (ii) a predefined allocated 
monetary amounts; 

a processing device configured to: 
associate, in the database, a CPN from the plurality of 
CPNs with (i) a plurality of pre-authorized merchants, 
as identified by the at least one funding entity, with 
which transactions using said CPN are permitted, and 
(ii) a predefined allocated monetary amount, wherein 
one pre-authorized merchant associated with the CPN 
is linked to a monetary spending value that is separate 
and distinct from that of another pre-authorized mer 
chant associated with the CPN: 

determine, upon receipt of an authorization request from 
a merchant for a transaction conducted with the CPN, 
if the merchant is one of the pre-authorized merchants 
associated with the CPN: 
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determine, when the merchant is a pre-authorized mer 
chant, (i) if the transaction amount is within the maxi 
mum monetary spending value linked to the pre-au 
thorized merchant and (ii) if the transaction complies 
with other CPN controls; and 

permit the transaction process or deny the transaction. 
k k k k k 


