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SYSTEMS AND METHODS FOR ENHANCED DISCOVERY

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Provisional Patent Application No.
61/823,988, filed on May 16, 2013, entitled “EMBODIMENTS TO PROVIDE ENHANCED
DISCOVERY?, the contents of which are hereby incorporated by reference herein.

BACKGROUND

[0002] Current network and communications technologies, such as machine-to-machine
(M2M) technologies and the Internet, allow devices to communicate more directly with each
other using wired and wireless communications systems. M2M technologies in particular enable
further realization of the Internet of Things (I0T), a system of uniquely identifiable objects and
virtual representations of such objects that communicate with each other and over a network,
such as the Internet. IoT may facilitate communication with even mundane everyday objects,
such as products in a grocery store or appliances in a home, and thereby reduce costs and waste
by improving knowledge of such objects. For example, stores may maintain very precise
inventory data by being able to communicate with, or obtain data from, objects that may be in
inventory or may have been sold. Other networks of communicatively connected entities and
objects may also facilitate similar functionality.

[0003] Each of the entities in almost any communications network, including IoT or
similar networks of connected entities, need a mechanism to discover other entities in the
network so that they can communicate to accomplish tasks and perform functions. Current
discovery mechanisms typically take two forms. In directory-based discovery, there is a
directory server or other directory entity that entities in the network may query to discover
resources. (“Resources” as used herein refers to any devices, services, entities, and any other
function, capability, or “thing” available in the network). Directory servers may be centrally
located or distributed about the network. In directory-less discovery, individual entities
broadcast or multicasts discovery requests across the network, or a subsection thereof. Resource
providing entities respond to this request by reporting the resources available at the entity. Some
implementations, such as those that use the Internet Engineering Task Force (IETF) Service
Location Protocol (SLP), may support both directory-based and directory-less discovery.

[0004] In current implementations, multiple discovery requests for the same type of

resource may be processed by a resource directory server or an entity that provides a resource as
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entities in the network attempt to use same types of resources. This repeated processing of
similar or the same type of discovery requests can add significant overhead to such entities, and
where such entities have limited processing, communications, power, and/or other capabilities,

may affect the entities’ ability to perform other tasks.

SUMMARY

[0005] Embodiments disclosed herein include methods for receiving a first discovery
request from a first entity at a network node in a network of connected entities, transmitting the
first discovery request to a resource directory entity, receiving a first discovery response from the
resource directory entity, storing first discovery response data at the network node based on the
first discovery response, and transmitting the first discovery response to the first entity. Then,
when the network node receives a second discovery request from a second entity, it may
determine that discovery request data of the second discovery request corresponds to the first
discovery response data and therefore may transmit a second discovery response including the
first discovery response to the second entity instead of forwarding the second request to the
resource directory.

[0006] Embodiments disclosed herein further include a network node that includes a
processor that executes instructions to receive a first discovery request from a first entity at a
network node in a network of connected entities, transmit the first discovery request to a resource
directory entity, receive a first discovery response from the resource directory entity, store first
discovery response data at the network node based on the first discovery response, and transmit
the first discovery response to the first entity. Then, when the network node receives a second
discovery request from a second entity, it may determine that discovery request data of the
second discovery request corresponds to the first discovery response data and therefore may
transmit a second discovery response including the first discovery response to the second entity
instead of forwarding the second request to the resource directory.

[0007] Embodiments disclosed herein further include a network node that includes a
processor that executes instructions to receive a first discovery request from a first entity at a
network node in a network of connected entities, transmit the first discovery request to a resource
directory entity, receive a first discovery response from the resource directory entity, store first
discovery response data at the network node based on the first discovery response, and transmit
the first discovery response to the first entity. Then, when the network node receives a second

discovery request from a second entity, it may determine that discovery request data of the
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second discovery request corresponds to the first discovery response data and therefore may
transmit a second discovery response that includes a location of the first entity to the second
entity, or redirect the second request to the second entity.

[0008] This Summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This Summary is not intended
to identify key features or essential features of the claimed subject matter, nor is it intended to be
used to limit the scope of the claimed subject matter. Furthermore, the claimed subject matter is

not limited to limitations that solve any or all disadvantages noted in any part of this disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIG. I illustrates an exemplary system in which embodiments of enhanced
resource discovery may be implemented.

[0010] FIG. 2 illustrates a signal flow demonstrating an exemplary process for
implementing embodiments of enhanced resource discovery.

[0011] FIG. 3 illustrates an exemplary system in which embodiments of enhanced
resource discovery may be implemented.

[0012] FIG. 4 illustrates an exemplary message format that may be used in
embodiments of enhanced resource discovery.

[0013] FIG. 5 illustrates a signal flow demonstrating an exemplary process for
implementing embodiments of enhanced resource discovery.

[0014] FIG. 6 illustrates an exemplary system in which embodiments of enhanced
resource discovery may be implemented.

[0015] FIG. 7 illustrates an exemplary message format that may be used in
embodiments of enhanced resource discovery.

[0016] FIG. 8 illustrates a signal flow demonstrating an exemplary process for
implementing embodiments of enhanced resource discovery.

[0017] FIG. 9 illustrates an exemplary system in which embodiments of enhanced
resource discovery may be implemented.

[0018] FIG. 10 illustrates a signal flow demonstrating an exemplary process for
implementing embodiments of enhanced resource discovery.

[0019] FIG. 11 illustrates an exemplary system in which embodiments of enhanced

resource discovery may be implemented.
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[0020] FIG. 12 illustrates a signal flow demonstrating an exemplary process for
implementing embodiments of enhanced resource discovery.

[0021] FIG. 13 illustrates an exemplary system in which embodiments of enhanced
resource discovery may be implemented.

[0022] FIG. 14 illustrates a signal flow demonstrating an exemplary process for
implementing embodiments of enhanced resource discovery.

[0023] FIG. 15 illustrates an exemplary structure that may be used to store discovery
data in embodiments of enhanced resource discovery.

[0024] FIG. 16 illustrates an exemplary method of implementing embodiments of
enhanced resource discovery.

[0025] FIG. 17 illustrates an exemplary method of implementing embodiments of
enhanced resource discovery.

[0026] FIG. 18 illustrates an exemplary method of implementing embodiments of
enhanced resource discovery.

[0027] FIG. 19 illustrates an exemplary message format that may be used in
embodiments of enhanced resource discovery.

[0028] FIG. 20 illustrates an exemplary system in which embodiments of enhanced
resource discovery may be implemented.

[0029] FIG. 21A is a system diagram of an example machine-to-machine (M2M) or
Internet of Things (IoT) communication system in which one or more disclosed embodiments
may be implemented.

[0030] FIG. 21B is a system diagram of an example architecture that may be used
within the M2M/IoT communications system illustrated in FIG. 12A.

[0031] FIG. 21C is a system diagram of an example M2M / IoT terminal or gateway
device that may be used within the communications system illustrated in FIG. 12A.

[0032] FIG. 21D is a block diagram of an example computing system in which aspects

of the communication system of FIG. 12A may be embodied.

DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

[0033] The embodiments set forth herein may be described in terms of a
representational state transfer (REST) architecture, with components and entities described
conforming to the constraints of a REST architecture (RESTful architecture). A RESTful

architecture is described in terms of the constraints applied to components, entities, connecters,
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and data elements used in the architecture rather than in terms of physical component
implementation or communications protocols used. Thus, the roles and functions of the
components, entities, connecters, and data elements may be described using a RESTful
architecture, where representations of uniquely addressable resources may be transferred
between entitics. However, many other embodiments are contemplated that may be
implemented in other environment as set forth herein. For example, embodiments of the instant
disclosure may be implemented in architectures defined or described in terms of a service-
oriented architecture (SOA) or any other architecture or abstraction that allows the discovery of
resources.

[0034] One skilled in the art will recognize that implementations of the instant
embodiments may vary while remaining within the scope of the present disclosure. One skilled
in the art will also recognize that the disclosed exemplary embodiments, while sometimes
described herein in reference to the European Telecommunications Standards Institute (ETSI)
M2M architecture, are not limited to implementations using the ETSI M2M architecture. The
disclosed embodiments may be implemented in other architectures and systems that have
connected entities, such as oneM2M and other M2M systems and architectures. The disclosed
embodiments may also be applicable more generally to computer networks and systems having
one or more computer networks. For example, the disclosed embodiments may be implemented
at a router, hub, gateway, switch, or server on the Internet or in any network that includes
interconnected devices. All such embodiments are contemplated as within the scope of the
present disclosure.

[0035] In order to address the issues present in current resource discovery mechanisms,
the instant disclosure will describe several embodiments that may be used in any network or
collection of communicatively connected entities. In many of the disclosed embodiments, in-
network storage at intermediate nodes along the path between a discovery requester and a
resource directory or a resource-providing entity may be used. For example, and as described in
more detail herein, more efficient resource discovery may be implemented using discovery result
caching at intermediate nodes that may reply to discovery requests instead of forwarding such
requests to a resource directory or a resource-providing entity. In other embodiments, the
broadcasting of discovery results by intermediate nodes may be used to inform nodes proximate
to a resource directory or a resource-providing entity of cached discovery results. In still other
embodiments, a resource directory, resource-providing entity, and/or intermediate nodes may
keep records of discovery requests that include an indication of the requester. When a same or
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similar discovery request is subsequently received by the node, directory, or entity, it may notify
the requester that a previous requester may have the discovery result requested, or it may forward
the request to the previous requester.

[0036] Other embodiments allow the updating modification of cached discovery results.
For example, in an embodiment, where a cached discovery result has become invalid or
incomplete, the caching directory, entity, or node may modify the cached discovery result based
on the publishing and un-publishing of information in the network to prolong the utility of the
cached discovery result. An intermediate node may also receive discovery results from multiple
resource directories or resource-providing entities and may combine such results to provide load-
balancing among the multiple resource providers for resource retrieval and delivery.
Alternatively, an intermediate node may not store an entire discovery result, but may only cache
a portion of it. Exemplary messages and procedures are defined in this disclosure to enable these
mechanisms. In the instant disclosure, SLP may be used in some examples to illustrate the
exemplary embodiments described in this disclosure, but other protocols and mechanisms for
implementing the disclosed embodiments are contemplated as within the scope of the present
disclosure.

[0037] Note that throughout the instant disclosure, an example resource used for
illustration of various embodiments will be a provider of surveillance video content. This is
merely one of many embodiments and used herein only for exemplary purposes. The disclosed
embodiments may be applicable to any resource, service, entity, device, etc., and no limitation on
any embodiment is intended by the use of this example.

[0038] FIG. 1 illustrates an example architecture 100 that may support embodiments
disclosed herein. Note that the various entities described in regard to FIG. 1 are used for
illustrative purposes only, and that other architectures and configurations are contemplated. The
various entities described may be implemented using any number and combination of devices
and software, may be located in any network, section of a network, etc., and may interconnect
and/or communicate with any other entities, whether described herein or otherwise. All such
embodiments are contemplated as within the scope of the present disclosure.

[0039] A discovery request may be transmitted by an entity in, for example, edge
network or radio access network (RAN) 110, such as one of entities 111-113. This discovery
request may be addressed or otherwise directed to resource directory 130. The discovery request
may first be received at gateway 121 in core network 120 and may then traverse one or more

intermediate nodes, such as any combination of nodes 122-129, that facilitate delivery of the
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request to resource directory 130. Resource directory 130 may then reply with a discovery result
directed to the requesting entity. While the discovery result is forwarded to the requesting entity
by any combination of nodes 122-129 and gateway 121, any of these nodes and/or and gateway
121 may cache the discovery result, or some portion thereof. Each node and gateway in
architecture 100 may independently and separately determine whether to cache the discovery
result, based on any criteria that each node or the gateway may be configured to determine or
based on a configuration of such nodes and the gateway. When a same or similar discovery
request is received by one of nodes 122-129 or gateway 121 that have cached the discovery
result, such entities may reply to the request itself with the cached data, without forwarding the
request to resource directory 130. This effectively reduces the load on resource directory 130 by
preventing resource directory 130 from handling the same or similar discovery requests multiple
times and also saves network bandwidth on the path to resource directory 130 by removing
repetitive resource discovery requests and responses across the links of that path. The
intermediate nodes that responded to such a discovery request may send a notification to
resource directory 130 notifying it of the discovery request or may send a combined notification
for a number of discovery requests to which it has replied. This may allow resource directory
130 to determine popularity of a resource based on the number of times the resource has been
discovered.

[0040] In an embodiment, a discovery request may include a discovery key field that
may be a structure that includes one or more identifiers indicating different types of resource
discovery. As discussed in more detail herein, various possible identifiers may indicate
discovery type, scope, predicate, and/or combination of type and scope. In an embodiment, the
content of the discovery key field may be echoed back to the requester in the discovery response.
The discovery key field may contain any data or indicators that may be recognized by a resource
directory, such as resource directory 130. For example, where data content is provided by an
application, key words associated with the data in which a requester is interested, a type of
requested data, and/or a location where the requested data is collected and/or stored may be in
the field. For example, a request may indicate that the requester is interested in surveillance
video content from an M2M and/or 10T resource. The discovery key field may also, or instead,
include one or more identifiers that indicate requested content’s caching location(s), for example
by including an identifier of the content combined with a hosting location. The discovery key
field may also, or instead, include one or more identifiers that indicate a service provider, and in
some embodiments, an identifier of a service combined with the service’s hosting location. The
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discovery key field may also, or instead, include one or more identifiers that indicate a type of
the service and a location of the requester’s interest (may be the requester’s location), allowing a
determination of service providers that are most proximate to the requester.

[0041] FIG. 2 shows exemplary, non-limiting signal flow 200 illustrating exemplary
signals and procedures for resource discovery. At 211, entity 210 may send a discovery request
addressed to resource directory 260 and that may be received at gateway 240. Discovery request
211 may include data, for example in a discovery key field, that is associated with a requested
service. For example, discovery request 211 may indicate the location (in most embodiments, a
logical location, such as an address or a means of access, rather than a geographical location;
however geographical location embodiments are also contemplated) of the entity requesting the
requested content and/or an identifier of the requested content. In one example, discovery
request 211 may indicate that the requester would like to discover a surveillance video content
resource.

[0042] Gateway 240, upon receipt of discovery request 211 may determine that it does
not have locally cached resource information for the requested resource and, in response, may
generate and send discovery request 212 to intermediate node 250, which may relay the request
as discovery request 213 to resource directory 260. Resource directory 260 may reply with
discovery response 214 that is sent to intermediate node 250 that relays the response as discovery
response 216 that is further relayed back to entity 210 as discovery response 218. In an example,
discovery response 214 may indicate an address or location of a surveillance video content
resource.

[0043] Upon receipt of discovery response 214, at block 215, intermediate node 250
may determine to cache discovery response 214, or some portion thercof, for future use in
responding to similar discovery requests. Similarly, gateway 240 may also, upon receipt of
discovery response 216, determine to cache discovery response 214, or some portion thereof, for
future use in responding to similar discovery requests.

[0044] At 219, entity 220 may send a discovery request that is identical or similar to
discovery request 211. For example, discovery request 219 may include the same content
location identifier as discovery request 211. Alternatively, or in addition, the request may
indicate that, in one example, entity 220 is interested in the same surveillance video content
resource as entity 210 indicated in request 211. Entity 220 may also use the same gateway,
gateway 240, as entity 210 that sent discovery request 211. However, because gateway 240
cached the discovery response to entity 210’s discovery request 211, at block 221, gateway 240

-8-
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may generate discovery response 222 that is sent to entity 220 in response to receiving discover
request 219. This removes the need to forward the discovery request through the network to
resource directory 260, thus removing some overhead and strain on the elements that would
otherwise be involved in processing such a request, such as intermediate node 250 and resource
directory 260. In an example, discovery response 222 may indicate an address or location of a
surveillance video content resource that gateway 240 had cached upon receiving the address or
location of the surveillance video content resource in response 214. Note that discovery of,
requests for, and responses to requests for a surveillance video content resource address or
location may be used in any of the disclosed embodiments, as well as the discovery of, requests
for, and responses to requests for any other resource or service. All such embodiments are
contemplated as within the scope of the present disclosure.

[0045] At 223, entity 230 may send a discovery request that is identical or similar to
discovery request 211. For example, discovery request 223 may include the same content
location identifier as discovery request 211. Entity 230 may not use the same gateway, gateway
240, as entity 210 that sent discovery request 211. Therefore, discovery request 223 may bypass
gateway 240. However, the path from entity 230 to resource directory 260 may traverse
intermediate node 250 that cached the discovery response to entity 210’s discovery request 211.
Thus, at block 224, intermediate node 250 may generate discovery response 225 that is sent to
entity 230 in response to receiving discover request 223. This removes the need to forward the
discovery request through the network to resource directory 260, thus removing some overhead
and strain on the elements that would otherwise be involved in processing such a request, such as
other intermediate nodes and resource directory 260.

[0046] In an embodiment, an intermediate node may cache a discovery result and
broadcast the result and/or related information to entities in its network or subsection of its
network. The information broadcast may include data in a discovery key field as described
herein indicating characteristics of the resource being advertised by the broadcast. In order to
keep broadcast overhead low, an intermediate node may select the interfaces over which the
broadcast may be transmitted and may limit the broadcast radius by specifying the number of
hops to which the broadcast may be sent.

[0047] FIG. 3 illustrates an example architecture 300 that may support such
embodiments. In this example, intermediate node 327 may have cached a discovery response
and may broadcast associated discovery information through interfaces to intermediate nodes

329, 326, and 324, but may not broadcast the information through the interface to intermediate
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node 328. Intermediate node 327 may limit the number of hops that the information may be sent
to, for example, one hope, so that intermediate nodes 329, 326, and 324 do not further forward
the information to their neighbors. Thus, in this example, any discovery request that traverses
any of intermediate nodes 327, 329, 326, and 324 may be addressed using the cached
information at that node. For example, any discovery request from any of entities 311-313 in
edge network 310, or entities 340, 350, and 360 that enter core network 320, that matches the
discovery key field data of the cached discovery response stored at any of intermediate nodes
327, 329, 326, and 324 may be addressed by the node with the cached information. The
remaining nodes 321, 322, 323, and 325 may simply relay such traffic as they normally would,
but may also cache responses detected even if such responses originated with a node using
cached discovery response data. Alternatively, and as described in more detail herein, using
disclosed embodiments such nodes may forward requests to nodes that do have the cached
discovery response or related information to address the request.

[0048] In an embodiment, a broadcast discovery response may be sent as exemplary,
non-limiting broadcast message 400 of FIG. 4. In message 400 the field broadcastID 410 may be
an identifier of the broadcast message. BroadcastID 410 may include an identifier, such as an
Internet Protocol (IP) address, of the entity that originated broadcast message 400. Message 400
may also include the field discoveryKey 420 that may be extracted from a cached discovery
response and that may include discovery key field data as disclosed herein. Message 400 may
also include the field status 430 that may indicate the status of the message and/or the
information contained therein. For example, status 430 may indicate that message 400 is a
broadcast message for notifying neighboring nodes of a newly cached discovery result or it may
indicate that message 400 is a broadcast message intended to delete a previously provided
discovery result. Message 400 may also include the field lifetime 440 that may indicate how
long the cached discovery response is to be considered to be valid. The lifetime may be
estimated by the node that is broadcasting the discovery information. Lifetime may be provided
in any form, including an amount of time (e.g., an hour, a day, etc.) or a specific time (e.g., noon
on a particular date) at which the cached discovery response expires. Message 400 may further
include the field hop 450 that may designate the number of hops that the broadcast message will
be propagated, thus providing a means to limit the transmission radius of the cached discovery
response or related information.

[0049] FIG. 5 shows exemplary, non-limiting signal flow 500 illustrating exemplary
signals and procedures for broadcasting a discovery response or related information. At block
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511, intermediate node 540 may cache a discovery result generated at resource directory 590.
Likewise, at 512, gateway 530 may also cache the same discovery result generated at resource
directory 590. Gateway 530 may broadcast the discovery result, or associated information,
using, in an embodiment, the message format of FIG. 4. The hop field of the message may
indicate a single hop, and therefore, gateway 530, which may be directly connected to only one
other intermediate node, intermediate node 550, may broadcast the message with the discovery
result information to intermediate node 550 at 514. Intermediate node 540 may be directly
connected to intermediate nodes 560, 570, and 580, and therefore may broadcast the discovery
result, or associated information, using the message format of FIG. 4 to each of these nodes at
513. Thus, intermediate node 550 may have the discovery result information and may know that
gateway 530 has the information, while each of intermediate nodes 560, 570, and 580 may have
the discovery result information and may know that intermediate node 540 has the information.

[0050] At 515, entity 510 may send a discovery request that corresponds to (i.e., has the
same discovery key field information as) the cached discovery result information stored at
intermediate node 540 and gateway 530. When discovery request 515 arrives at intermediate
node 550, while in one embodiment intermediate node 550 may reply using its cached discovery
information, in another embodiment, intermediate node 550 may forward the request at 516 to
gateway 530 based on the knowledge, determined by receiving broadcast 514, that gateway 530
has the cached discovery result information. Gateway 530 may generate a discovery response
using the cached information at 517 and may send it to requesting entity 510 at 518.

[0051] A similar discovery request that corresponds to (i.c., has the same discovery key
field information as) the cached discovery result information stored at intermediate node 540 and
gateway 530 may be transmitted by entity 520. When this request arrives at intermediate node
560, this node may forward the request at 521 to intermediate node 540 based on the knowledge,
determined by receiving broadcast 513, that intermediate node 540 has the cached discovery
result information. Intermediate node 540 may generate a discovery response using the cached
information at 522 and may send it to requesting entity 520 at 522.

[0052] When a discovery request is forwarded or responded to by an intermediate node
or a resource directory, the request and/or the response may be recorded by another intermediate
node or resource directory. The recorded discovery request may serve as an indication that the
requester will have the discovery response in the near term after the request has been responded
to. If later a same or similar discovery request is forwarded to or received by the node or the
resource directory that recorded the initial response, it may notify the requester that the previous
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requester that sent the initial request may have the discovery result. Alternatively, the node or
the resource directory that recorded the initial response may forward the request to the previous
requester. In such embodiments, in order to track the nodes that have received requests that may
result in cached information at those nodes, an intermediate node and/or a resource directory
may maintain records capturing such information as described herein.

[0053] FIG. 6 illustrates an example architecture 600 that may support such
embodiments. Entity 611 of edge network 610 may send a discovery request to resource
directory 630. Resource directory 630 may maintain a record of this request. Note that the
maintenance of such records and the processing required to determine whether to process future
similar requests or direct those requests to a previous requester may consume a non-trivial
amount of resources of the resource directory or other entity maintaining such records. Thus, in
an embodiment, a proxy node may be used that may be configured at some location along the
path to a resource directory. This proxy may maintain such records and determine whether a
request will be handled by the resource directory or detoured to a previous requester to respond
using a cached copy of the discovery information. For example, node 629 may serve as a proxy
node as it is directly before resource directory 630. Alternatively, nodes closer to a network edge
of core network 620, such as one of nodes 623, 625, 626, 628, or and/or gateway 321, may serve
as a proxy node. Alternatively, a proxy node may be a dedicated device or entity that only
functions as a proxy for resource directory 630. All such embodiments are contemplated as
within the scope of the present disclosure.

[0054] After entity 611 sends its discovery request, entity 612 may send a subsequent
discovery request having the same discovery key field information as the request sent by entity
611. Upon receipt of this request, resource directory 630 may inform entity 612 that entity 611
has the discovery result instead of processing the request and sending the result itself. Thus,
entity 612 may retrieve the result from entity 611, saving resource directory 630 from using
additional resources to determine the result again or pull such information from storage.

[0055] In one embodiment, the message sent by resource directory 630 informing entity
612 that entity 611 has the requested discovery information may be sent in the format shown for
message 700 in FIG. 7. DiscoveryKey field 720 may have the same discovery key field data as
both requests, and may serve to confirm to the requester that it is the same discovery key field
data as has been requested before. Location field 730 may provide an indication of one or more
potential locations of entities that may have the discovery result, as determined based on
recorded discovery requests. NotificationID 710 may be an identifier of message 700 that may
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include an identifier, such as an IP address, of the entity that originated message 700, resource
directory 630 in this example.

[0056] FIG. 8 shows exemplary, non-limiting signal flow 800 illustrating exemplary
signals and procedures for redirecting a requester to another entity that may have the requested
discovery information. At 811, entity 810 may transmit a discovery request to resource directory
840. However, this request may be intercepted by resource directory proxy 830, which may be
any entity or device in the network. At 812, by resource directory proxy 830 may determine that
the request should be relayed to resource directory 840 based on, for example, having no record
of a previous request with the same discovery key field data. The request is then relayed to
resource directory 840 at 813, and discovery response 814 is transmitted to resource directory
proxy 830, which, at 815, makes a record of the response being sent to entity 810. At 816 the
discovery response is provided to entity 810.

[0057] Subsequently, entity 820 may transmit request 817 with the same discovery key
field data as request 811. Request 817 may also be intercepted by resource directory proxy 830,
which may determine at block 818 that the request may be handled by requesting entity 810
rather than resource directory 840 based on, for example, having a record of previous request
811 or the response 814 with the same discovery key field data. Resource directory proxy 830
may then transmit implicit discovery result notification 819 to entity 820, which may use the
information in message 819 to determine that entity 810 should process the request. Entity 820
may then transmit request 821 to retrieve the discovery result, and may receive the result at 822.

[0058] Alternatively, rather than redirecting requesters to other entities that may have
the requested discovery results, in some embodiment, the requests themselves may be redirected
to such entities. FIG. 9 illustrates an example architecture 900 that may support such
embodiments. Entity 911 of edge network 910 may send a discovery request to resource
directory 930. Node 924 may maintain a record of this request, implicitly assuming that at some
point later, entity 911 will have the discovery result generated by resource directory 930 in
response to the request. At a later time, entity 912 may send a similar discovery request having
the same discovery key field data. This request may travel a path that may include node 924. In
response to receiving this request and determining that it has a record of the request sent by
entity 911 that has the same discovery key field data, node 924 may redirect the request to entity
911 rather than forwarding it to resource directory 930. Entity 911 may then reply to the request

with the stored discovery result data that it received from sent from resource directory 930.
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[0059] FIG. 10 shows exemplary, non-limiting signal flow 1000 illustrating exemplary
signals and procedures for redirecting a request to another entity that may have the requested
discovery information. Entity 1010 may send discovery request 1011 to resource directory 1040.
Intermediate node 1030 may be in the path between entity 1010 and resource directory 1040, and
therefore may observe and store a record of request 1011 at block 1012. Subsequently, entity
1020 may send similar discovery request 1014 having the same discovery key field data as
request 1011 that may also traverse intermediate node 1030. In response to receiving this request
and determining, at block 1015, that it has a record of request 1011 sent by entity 1010, and that
request 1011 has the same discovery key field data as request 1014, intermediate node 1030 may
redirect the request as discovery request 1016 to entity 1010 rather than forwarding it to resource
directory 1040. Entity 1010 may then reply to the request with discovery result 1017, sending to
entity 1020 the stored discovery result data that it received from sent from resource directory
1040.

[0060] As noted herein, a cached discovery result may have a limited lifetime before it
expires or becomes invalid. Thus, in an embodiment, a caching node may be configured to
intelligently modify a cached discovery result in order to prolong the lifetime and/or continue to
make use of such a result and avoid sending a related discovery request to a resource directory.
The determination of how and when to modify a cached discovery result may be based on a
content publishing message received from a content server. This message may include a content
identifier associated with particular content. The content identifier may also be included in a
discovery key field data of discovery requests requesting a location of the content server so that
the particular content can be obtained by the requesting entity. For example, the discovery key
field data may include a location of the particular content. The publishing of the particular
content from a different content server may make cached discovery results incomplete. The
determination of how and when to modify a cached discovery result may also, or instead, be
based a content un-publishing message received from a content server. When a content server
deletes particular content from its storage, it may send such a message that includes a content
identifier associated with particular deleted content. The content identifier may also be included
in a discovery key field data of discovery requests requesting a location of the content server so
that the particular content can be obtained by the requesting entity. The un-publishing of the
content from the content server may make the cached discovery result invalid.

[0061] FIG. 11 illustrates an example architecture 1100 that may support such
embodiments. In this example, node 1127 may have cached a discovery result indicating the
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location of particular content, which may be server 1142 and node 1126. Server 1141 may send
a content publishing message having the same content identifier as the content identified in the
discovery result cached at node 1127. This publishing information may be forwarded by nodes
1124, 1127, and 1129 to resource directory 1130. Upon detecting the content publishing
message, node 1127 may modify its cached discovery result associated with the content to reflect
server 1141 as an additional location of the content.

[0062] Node 1126 may subsequently delete its cached copy of the content and generate
and broadcast or otherwise transmit a content un-publishing message having the same content
identifier as the content identified in the discovery result cached at node 1127. Upon detecting
the content un-publishing message, node 1127 may modify its cached discovery result associated
with the content to remove node 1126 from the locations associated with the content.

[0063] FIG. 12 shows exemplary, non-limiting signal flow 1200 illustrating exemplary
signals and procedures for updating cached discovery results. In this example, intermediate node
1230 may have cached, at block 1211, a discovery result of indicating the location of particular
content, which may be a second server (not shown) and intermediate node 1230. Server 1210
may send content publishing message 1212 having the same content identifier as the content
identified in the discovery result cached by intermediate node 1230 at block 1211. Upon
detecting content publishing message 1212, node 1230 may forward the message as message
1213 to resource directory 1240 and, at block 1214, may modify its cached discovery result
associated with the content to reflect server 1210 as an additional location of the content.

[0064] Intermediate node 1220 may subsequently delete its cached copy of the content
and transmit content un-publishing message 1215 having the same content identifier as the
content identified in the discovery result cached at node 1127. Upon detecting content un-
publishing message 1215, node 1230 may forward the message as message 1216 to resource
directory 1240 and, at block 1217, may modify its cached discovery result associated with the
content to remove node 1220 from the locations associated with the content.

[0065] In an embodiment, discovery results may be manipulated by an intermediate
node in by splitting and/or combining the discovery results. An intermediate node may split a
discovery result by caching a portion of it in response to determining, for example, that the node
has limited storage capability. This will allow a node to maintain at least some discovery
information even when resource constrained.

[0066] In some embodiments, multiple distributed resource directories may be used. A
node may forward and/or cache discovery results from multiple resource directories for
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discovery requests for the same resource (e.g., where the requests have the same discovery key
field information). The caching node may combine such discovery results from different
resource directories to be able to provide to future requesters more complete discovery result
information. Combining the results may also provide a larger variety of sources for the
requested resource to requesters, which may assist in balancing the load for that resource across
multiple resource providers.

[0067] FIG. 13 illustrates an example architecture 1300 that may support such
embodiments. In this example, entity 1352 may send a discovery request to the resource
directory 1340 with discovery key field data indicating a location of particular content and
resource directory 1340 may reply with discovery results indicating that the content’s location is
gateway 1321. Intermediate node 1327 may cache this discovery result.

[0068] Subsequently, entity 1354 may send a discovery request to resource directory
1330 with the same discovery key field data indicating a location of the particular content and
resource directory 1330 may reply with discovery results indicating that the content’s location is
node 1323. Intermediate node 1327 may also cache this discovery result. Intermediate node
1327 may then combine these two discovery results into one discovery result record having
discovery key field data indicating both locations of the particular content.

[0069] At alater time, entity 1353 may send a discovery request with the same
discovery key field data indicating a location of the particular content to resource directory 1330.
Now, when this request reaches intermediate node 1327, it is able to reply to the request with a
more complete list of locations for the particular content. Entity 1353 may then elect to retrieve
the content from either location. Similarly, should entity 1351 send a request with the same
discovery key field data indicating a location of the particular content that traverses intermediate
node 1327, this node can also reply with the more complete list of locations for the content.

[0070] FIG. 14 shows exemplary, non-limiting signal flow 1400 illustrating exemplary
signals and procedures for manipulating cached discovery results. In this example, entity 1410
may send discovery request 1411 to resource directory 1490 with a discovery key field data
indicating a location of particular content. Resource directory 1490 may reply with discovery
response 1412 indicating that the content’s location is gateway 1450. Intermediate node 1470
may forward this response to entity 1410 at 1413 and may cache this discovery result at block
1414.

[0071] Subsequently, entity 1420 may send discovery request 1415 to resource
directory 1480 with the same discovery key field data indicating a location of the particular
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content. Resource directory 1480 may reply with discovery response 1416 indicating that the
content’s location is intermediate node 1460. Intermediate node 1470 may forward this response
to entity 1420 at 1417 and may cache this discovery result at block 1418. At block 1419,
intermediate node 1470 may then combine these two discovery results into one discovery result
having discovery key field data indicating both locations of the particular content.

[0072] At alater time, entity 1430 may send discovery request 1421 with the same
discovery key field data indicating a location of the particular content to either resource
directory. However, when request 1421 reaches intermediate node 1470, this node may reply to
the request with response 1422 having a more complete list of locations for the particular content
that includes both gateway 1450 and intermediate node 1460. Entity 1430 may then elect to
retrieve the content from gateway 1450 at 1423. Similarly, entity 1440 may send discovery
request 1424 with the same discovery key field data indicating a location of the particular
content to either resource directory. Here again, when request 1424 reaches intermediate node
1470, this node may reply to the request with response 1425 having a more complete list of
locations for the particular content that includes both gateway 1450 and intermediate node 1460.
Entity 1440 may then elect to retrieve the content from intermediate node 1460 at 1426.

[0073] FIG. 15 illustrates exemplary, non-limiting structure 1500 that may be used in
nodes according to the disclosed embodiments to enable the various disclosed resource discovery
mechanisms. Structure 1500 may be implemented in hardware, software, or a combination
thereof. Structure 1500 may include a discovery response cache that maybe used to store
discovery results that are detected passing through the node. These results may be indexed using
data in the discovery key field of such results. For discovery results that include a lifetime, upon
the expiration of that lifetime, the cached discovery results may be deleted from discovery
response cache 1510. Thus, in some embodiments, such results present in discovery response
cache 1510 may be presumed to be valid.

[0074] Structure 1500 may also include discovery request records 1520 that may record
discovery requests that are forwarded by the node implemented structure 1500, for example, to
another node other than a resource directory. These records may be indexed using data in the
discovery key field of such requests.

[0075] Structure 1500 may also include discovery-response-in-neighborhood 1530 that
may be a record of the discovery result broadcast messages in the node’s “neighborhood”, which
may be its network or network subsection. Ifa discovery result is broadcast in the neighborhood

by the caching node, it may be marked with a broadcast label. When a discovery result is deleted
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from the discovery response cache (e.g., due to cache replacement, lifetime expiration, etc.), an
update notification may be broadcast from the caching node to the neighboring nodes with the
broadcast hop set to be the same as the original discovery result broadcast message. The
particular record with the same discovery key field data may be removed from discovery-
response-in-neighborhood 1530 if the caching node sending the update notification is the only
neighbor that caches this discovery result.

[0076] FIG. 16 illustrates exemplary, non-limiting method 1600 of processing a
discovery request according to an embodiment. Note that any of the functions, action, and/or
steps disclosed in regard to method 1600 may be performed in any order, in isolation, with a
subset of the disclosed functions, action, and steps, and in combination with any other functions,
actions, and steps, whether disclosed herein or otherwise. All such embodiments are
contemplated as within the scope of the present disclosure.

[0077] Atblock 1610, a node may receive a discovery request. At block 1615, the node
may attempt to locate information in its discovery response cache that matches data in the
discovery request’s discovery key field to determine, at block 1620, whether there is a cached
copy of a matching discovery response. If there is a cached copy of a matching discovery
response, at block 1625 data from this copy is returned as a response to the requester.

[0078] If there is no matching discovery response, at block 1630 the node may attempt
to locate information in its discovery-response-in-neighborhood that matches data in the
discovery request’s discovery key field to determine, at block 1635, whether there is a cached
copy of a matching discovery response that was previously broadcast to the node. If a matching
broadcast message is found, the node may forwards the discovery request to the neighboring
node that broadcast the message with the matching discovery key field data.

[0079] If no matching broadcast message is found, at block 1645 the node may attempt
to locate the information in its discovery request record that matches data in the discovery
request’s discovery key field to determine, at block 1650, whether a previous request for
information on the same resource has been received. If so, this may indicate that a previous
requester has a copy of a matching discovery response. If a matching discovery request is found,
the determines at block 1655 whether to forward the discovery request to the previous requester,
in some embodiments with criteria such as distances between the node and the previous requester
and/or a resource directory, a resource directory’s status if it is known to the node, etc. If the
node decides to forward the request to the previous requester it does so at block 1660.

Otherwise, at block 1665, the discovery request is forwarded to a resource directory.
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[0080] FIG. 17 illustrates exemplary, non-limiting method 1700 of processing a
discovery response according to an embodiment. Note that any of the functions, action, and/or
steps disclosed in regard to method 1700 may be performed in any order, in isolation, with a
subset of the disclosed functions, action, and steps, and in combination with any other functions,
actions, and steps, whether disclosed herein or otherwise. All such embodiments are
contemplated as within the scope of the present disclosure.

[0081] Atblock 1710 a discovery response may be received by a node (may be any
entity in a network). At 1720, the node may determine whether to cache the discovery response.
If so, there are two further determinations that may be made. At block 1730, the node may
determine whether the discovery results in the response can be combined with other results
already cached at the node. This may be accomplished by matching cached discovery key field
data with discovery key field contained in the response. If there no such entry found, the node
stores the discovery response in the discovery response cache at block 1735. If a matching entry
is found, at block 1740 the entry is combined with the more recently received results and the
combined entry is stored in the discovery response cache.

[0082] At block 1750, the node may also determine whether to broadcast the discovery
result in the neighborhood. This determination may be made at a later time and/or periodically
and applied to all stored discovery results. Criteria used for this determination may include the
frequency at which the cached results are used or provided to other entities. If the node
determines to broadcast the results, at block 1760 a broadcast message with the results is
generated and transmitted to the node’s neighborhood.

[0083] FIG. 18 illustrates exemplary, non-limiting method 1800 of processing a
received discovery result broadcast message according to an embodiment. Note that any of the
functions, action, and/or steps disclosed in regard to method 1700 may be performed in any
order, in isolation, with a subset of the disclosed functions, action, and steps, and in combination
with any other functions, actions, and steps, whether disclosed herein or otherwise. All such
embodiments are contemplated as within the scope of the present disclosure.

[0084] Atblock 1810 a node (may be any entity in a network) may receive a discovery
result broadcast message. At block 1815, the node may decrease the hop count indicated in the
message by one to determine, at block 1820, whether the hop count is now zero. If so, at block
1825 the node refrains from forwarding the broadcast message to its other neighbors. If the hop
count is still greater than zero, at block 1830 the node transmits the broadcast message, modified

to reflect the reduced hop count, to its neighbors.
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[0085] The node may also evaluate the status field of the broadcast message to
determine, at block 1835, whether the message is a caching message intended to be added to the
node’s entries in its discovery-response-in-neighborhood, or a deletion message intended to
remove the result from the node’s entries in its discovery-response-in-neighborhood. If the
status indicates that the message is intended to be added to the neighborhood results, at block
1845 the node may determine whether it has any results already cached that have discovery key
field data that matches that of the received broadcast message. If so, at block 1855 the node may
add the results from the broadcast message to the existing matching entry in its discovery-
response-in-neighborhood. If not, at block 1865 the node may create and add a new entry in its
discovery-response-in-neighborhood for the broadcast message results.

[0086] Ifthe status indicates that the message is a deletion message intended to remove
the result from the node’s entries in its discovery-response-in-neighborhood, at block 1850 the
node may determine whether the originator of the received broadcast message is the only cached
entry in the discovery-response-in-neighborhood that matches the discovery key field data of the
received broadcast message. If so, at block 1860 the node may remove the entry from its
discovery-response-in-neighborhood. If there are other entities associated with the entry that
matches the discovery key field data of the received broadcast message, at block 1870 the node
may remove just the originator from the entry and leave the remaining data of the entry in its
cache.

[0087] The disclosed embodiments may be implemented using the Service Location
Protocol (SLP). In SLP, services may be discovered based on a service type and scope or based
on services that satisfy a specified predicate. Thus, in SLP implementations, discovery key field
data for SLP discovery messages may include one or more of type, scope, predicate, and any
combination thereof. Exemplary, non-limiting SLP service reply message 1900 according to an
embodiment is shown in FIG. 19. Service reply message 1900 may include service location
header 1910, length of service type 1915, service type string 1920, Iength of scope list 1925,
scope list string 1930, length of predicate string 1935, service request predicate 1940, error code
1945, URL entry count 1950, and listing of Universal Resource Locator (URL) entries 1960.
Note that the inclusion and/or contents of the service type, scope list, and predicate that are
included in message 1900 may be dependent on the discovery key field data of the originating
request message that caused the generation of service reply message 1900.

[0088] FIG. 20 shows network configuration 2000 that may be used in an exemplary

embodiment of SLP service discovery. Each of user agents (UAs) 2011-2014 may communicate
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with one or more of directory agents (DAs) 2041 and 2042 for service discovery. Service agent
(SA) 2021 may communicate with the DA 2041 for service registration while SA 2022 may
communicate with DA 2042 for service registration. These communications may be facilitated
by network nodes 2001-2007.

[0089] In an example, services having the URLs
“service:device:sensor1://temperature”, “service:device:sensor2://temperature”, and
“service:device:sensor1://humidity” may be registered to DA 2041 by SA 2021. Services having
the URLs “service:device:sensor3://humidity”, “service:device:sensor4://humidity”, and
“service:device:sensor5://temperature” may be registered to DA 2042 by SA 2022. These
services, and locations of the service agents providing them, may be discovered using the
disclosed embodiments that may provide more efficient discovery processes with lower overhead
for entities involved than is currently possible using SLP.

[0090] Forexample, US 2011 may send a service discovery request to DA 2041 with a
service type set to indicate temperature. DA 2041 may return a discovery reply that includes the
URLs “service:device:sensor]1://temperature” and “service:device:sensor2://temperature”. Node

2002 may cache this discovery result (e.g., storing in its discovery response cache) as shown

below in Table 1 (Discovery Result Caching).

discoveryKey Discovery Result

Service-type: service:device:sensorl://temperature

temperature service:device:sensor2://temperature
Table 1: Cached Discovery Results

[0091] UA 2012 may send a service discovery request to DA 2041 with the same
service type (i.e., service type set to temperature). Node 2001 may forward this request to US
2011, which may be implicitly assumed to have the discovery result because node 2001 may
have made a record of UA 2001’s previous discovery request in its discovery request record
cache. UA 2001 may reply to UA 2012 with its locally cached discovery result.

[0092] UA 2013 may sends a service discovery request to DA 2041 with the service
type also set to temperature. Node 2002 may forward this service discovery request to node
2006 that may reply to the request with its locally cached discovery result rather than forwarding
to DA 2041. Node 2002 may caches this discovery result in its discovery response cache as it
traverses that node. Node 2002’s discovery response cache may now also reflect, at least in part,
the contents of Table 1 above. Node 2002 may also broadcast the recently cached discovery
result to neighbor node 2003.
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[0093] US 2015 may send a service discovery request to DA 2041 with a same service
type (i.c., set to temperature). When node 2003 receives this service discovery request, it may
determine that it has a cached discovery result received from node 2002 stored in its discovery-
response-in-neighborhood cache, and therefore it may forward the request to node 2002 instead
of to node 2005 and towards DA 2041. Node 2002 may reply to the forwarded service discovery
request with its locally cached discovery result.

[0094] SA 2021 may sends a new service registration to DA 2041 with the URL
“service:device:sensor6://temperature”. This registration information may reaches node 2006

that may intelligently modifies a cached discovery result as shown in below in Table 2.

discoveryKey Discovery Result

Service-type: service:device:sensorl://temperature
temperature service:device:sensor2://temperature
service:device:sensor6://temperature
Table 2: Cached Discovery Results

[0095] UA 2013 may send a service discovery request to DA 2041 with a service-type
set to temperature. Node 2006 may respond to UA 2013 and provide the discovery results
reflected in Table 2.

[0096] US 2015 may send a service discovery request to DA 2041 with a service-type
set to humidity. DA 2041 may reply to UAS with a service reply that includes the service URL
“service:device:sensorl://humidity”. Node 2003 may cache this discovery as it traverses that

node, as shown in Table 3 below.

discoveryKey Discovery Result
Service-type: service:device:sensorl://humidity
humidity

Table 3: Cached Discovery Results

[0097] UA 2013 may then send a service discovery request to DA 2042 with a service-
type also set to humidity. DA 2042 may reply to UA 2013 with a service reply that includes the
service URLs of “service:device:sensor3://humidity” and “service:device:sensord://humidity”.
Node 2003 may also cache this discovery reply and combine the two discovery results as shown
below in Table 4.
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discoveryKey Discovery Result

Service-type: service:device:sensor1://humidity
humidity service:device:sensor3://humidity
service:device:sensord://humidity
Table 4: Cached Discovery Results

[0098] UA 2014 may send a service discovery request to DA 2042 with a service-type
set to humidity as well. UA 2014 may now obtain complete discovery results from node 2003
using mechanisms disclosed herein.

[0099] FIG. 21A is a diagram of an example M2M or IoT communication system 10 in
which one or more disclosed embodiments of systems and methods for enhanced discovery may
be implemented. Generally, M2M technologies provide building blocks for the 10T, and any
M2M device, gateway, or service platform may be a component of the [oT as well as an loT
service layer, efc.

[0100] As shown in FIG. 21A, the M2M/IoT communication system 10 includes a
communication network 12. The communication network 12 may be a fixed network or a
wireless network (e.g., WLAN, cellular, or the like) or a network of heterogeneous networks.
For example, the communication network 12 may comprise of multiple access networks that
provide content such as voice, data, video, messaging, broadcast, or the like to multiple users.
For example, the communication network 12 may employ one or more channel access methods,
such as code division multiple access (CDMA), time division multiple access (TDMA),
frequency division multiple access (FDMA), orthogonal FDMA (OFDMA), single-carrier
FDMA (SC-FDMA), and the like. Further, the communication network 12 may comprise other
networks such as a core network, the Internet, a sensor network, an industrial control network, a
personal area network, a fused personal network, a satellite network, a home network, or an
enterprise network for example.

[0101] As shown in FIG. 21A, the M2M/IoT communication system 10 may include an
M2M gateway device 14, and M2M terminal devices 18. It will be appreciated that any number
of M2M gateway devices 14 and M2M terminal devices 18 may be included in the M2M/IoT
communication system 10 as desired. Each of the M2M gateway devices 14 and M2M terminal
devices 18 may be configured to transmit and receive signals via the communication network 12
or direct radio link. The M2M gateway device 14 allows wireless M2M devices (e.g., cellular
and non-cellular) as well as fixed network M2M devices (e.g., PLC) to communicate either

through operator networks, such as the communication network 12, or through direct radio link.
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For example, the M2M devices 18 may collect data and send the data, via the communication
network 12 or direct radio link, to an M2M application 20 or M2M devices 18. The M2M
devices 18 may also receive data from the M2M application 20 or an M2M device 18. Further,
data and signals may be sent to and received from the M2M application 20 via an M2M service
platform 22, as described below. M2M devices 18 and gateways 14 may communicate via
various networks including, cellular, WLAN, WPAN (e.g., Zigbee, 6LoWPAN, Bluetooth),
direct radio link, and wireline for example. Any of the entities described herein, such as resource
directories, gateways, proxies, servers, UAs, DAs, SAs, any nodes of any other type, and any
other disclosed entities, may be implemented, executed, or otherwise enabled, partially or
entirely, on devices such as M2M devices 18, gateways 14, and service platform 22. For
example, gateways 121, 240, and the other gateways described herein may each be a gateway
such as gateway 14. Likewise, entities 111, 112, and the like described herein may each be a
device such as M2M device 18, or implemented on such a device. All such embodiments are
contemplated as within the scope of the present disclosure.

[0102] The illustrated M2M service platform 22 provides services for the M2M
application 20, M2M gateway devices 14, M2M terminal devices 18, and the communication
network 12. Tt will be understood that the M2M service platform 22 may communicate with any
number of M2M applications, M2M gateway devices 14, M2M terminal devices 18, and
communication networks 12 as desired. The M2M service platform 22 may be implemented by
one or more servers, computers, or the like. The M2M service platform 22 provides services
such as management and monitoring of M2M terminal devices 18 and M2M gateway devices 14.
The M2M service platform 22 may also collect data and convert the data such that it is
compatible with different types of M2M applications 20. The functions of the M2M service
platform 22 may be implemented in a variety of ways, for example as a web server, in the
cellular core network, in the cloud, etc.

[0103] Referring also to FIG. 21B, the M2M service platform typically implements a
service layer 26 (e.g. a network service capability layer (NSCL) as described herein) that
provides a core set of service delivery capabilities that diverse applications and verticals can
leverage. These service capabilities enable M2M applications 20 to interact with devices and
perform functions such as data collection, data analysis, device management, security, billing,
service/device discovery, efc. Essentially, these service capabilities free the applications of the
burden of implementing these functionalities, thus simplifying application development and
reducing cost and time to market. The service layer 26 also enables M2M applications 20 to
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communicate through various networks 12 in connection with the services that the service layer
26 provides.

[0104] In some embodiments, M2M applications 20 may include desired applications
that form the basis for creation of one or more peer-to-peer networks that include devices that
may use the disclosed of systems and methods for enhanced discovery. M2M applications 20
may include applications in various industries such as, without limitation, transportation, health
and wellness, connected home, energy management, asset tracking, and security and
surveillance. As mentioned above, the M2M service layer, running across the devices, gateways,
and other servers of the system, supports functions such as, for example, data collection, device
management, security, billing, location tracking/geofencing, device/service discovery, and
legacy systems integration, and provides these functions as services to the M2M applications 20.
The applications with which the described service layer and objects interact may be applications
such as those of M2M applications 20.

[0105] FIG. 21C is a system diagram of an example M2M device 30, such as an M2M
terminal device 18 or an M2M gateway device 14 for example. As shown in FIG. 21C, the
M2M device 30 may include a processor 32, a transceiver 34, a transmit/receive element 36, a
speaker/microphone 38, a keypad 40, a display/touchpad/indicators (e.g., one or more light
emitting diodes (LEDs)) 42, non-removable memory 44, removable memory 46, a power source
438, a global positioning system (GPS) chipset 50, and other peripherals 52. It will be appreciated
that the M2M device 40 may include any sub-combination of the foregoing elements while
remaining consistent with an embodiment. This device may be a device that uses the disclosed
systems and methods for enhanced discovery.

[0106] The processor 32 may be a general purpose processor, a special purpose
processor, a conventional processor, a digital signal processor (DSP), a plurality of
MIiCroprocessors, one or more microprocessors in association with a DSP core, a controller, a
microcontroller, one or more Application Specific Integrated Circuits (ASICs), one or more Field
Programmable Gate Array (FPGAS) circuits, any other type and number of integrated circuits
(ICs), a state machine, and the like. The processor 32 may perform signal coding, data
processing, power control, input/output processing, and/or any other functionality that enables
the M2M device 30 to operate in a wireless environment. The processor 32 may be coupled to
the transceiver 34, which may be coupled to the transmit/receive element 36. While FIG. 21C
depicts the processor 32 and the transceiver 34 as separate components, it will be appreciated

that the processor 32 and the transceiver 34 may be integrated together in an electronic package
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or chip. The processor 32 may perform application-layer programs (e.g., browsers) and/or radio
access-layer (RAN) programs and/or communications. The processor 32 may perform security
operations such as authentication, security key agreement, and/or cryptographic operations, such
as at the access layer and/or application layer for example.

[0107] The transmit/receive element 36 may be configured to transmit signals to, and/or
receive signals from, an M2M service platform 9. For example, in an embodiment, the
transmit/receive element 36 may be an antenna configured to transmit and/or receive RF signals.
The transmit/receive element 36 may support various networks and air interfaces, such as
WLAN, WPAN, cellular, and the like. In an embodiment, the transmit/receive element 36 may
be an emitter/detector configured to transmit and/or receive IR, UV, or visible light signals, for
example. In yet another embodiment, the transmit/receive element 36 may be configured to
transmit and receive both RF and light signals. It will be appreciated that the transmit/receive
element 36 may be configured to transmit and/or receive any combination of wireless or wired
signals.

[0108] In addition, although the transmit/receive element 36 is depicted in FIG. 21C as
a single element, the M2M device 30 may include any number of transmit/receive elements 36.
More specifically, the M2M device 30 may employ MIMO technology. Thus, in an
embodiment, the M2M device 30 may include two or more transmit/receive elements 36 (e.g.,
multiple antennas) for transmitting and receiving wireless signals.

[0109] The transceiver 34 may be configured to modulate the signals that are to be
transmitted by the transmit/receive element 36 and to demodulate the signals that are received by
the transmit/receive element 36. As noted above, the M2M device 30 may have multi-mode
capabilities. Thus, the transceiver 34 may include multiple transceivers for enabling the M2M
device 30 to communicate via multiple RATs, such as UTRA and IEEE 802.11, for example.

[0110] The processor 32 may access information from, and store data in, any type of
suitable memory, such as the non-removable memory 44 and/or the removable memory 46. The
non-removable memory 44 may include random-access memory (RAM), read-only memory
(ROM), a hard disk, or any other type of memory storage device. The removable memory 46
may include a subscriber identity module (SIM) card, a memory stick, a secure digital (SD)
memory card, and the like. In other embodiments, the processor 32 may access information
from, and store data in, memory that is not physically located on the M2M device 30, such as on

a server or a home computer. The processor 32 may be configured to control lighting patterns,
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images, or colors on the display or indicators 42 in response to various conditions and
parameters, such as those described in some of embodiments set forth herein.

[0111] The processor 32 may receive power from the power source 48, and may be
configured to distribute and/or control the power to the other components in the M2M device 30.
The power source 48 may be any suitable device for powering the M2M device 30. For
example, the power source 48 may include one or more dry cell batteries (e.g., nickel-cadmium
(NiCd), nickel-zinc (NiZn), nickel metal hydride (NiMH), lithium-ion (Li-ion), etc.), solar cells,
fuel cells, and the like.

[0112] The processor 32 may also be coupled to the GPS chipset 50, which may be
configured to provide location information (e.g., longitude and latitude) regarding the current
location of the M2M device 30. It will be appreciated that the M2M device 30 may acquire
location information by way of any suitable location-determination method while remaining
consistent with an embodiment.

[0113] The processor 32 may further be coupled to other peripherals 52 that may
include one or more software and/or hardware modules that provide additional features,
functionality and/or wired or wireless connectivity. For example, the peripherals 52 may include
an accelerometer, an e-compass, a satellite transceiver, a sensor, a digital camera (for
photographs or video), a universal serial bus (USB) port, a vibration device, a television
transceiver, a hands free headset, a Bluetooth® module, a frequency modulated (FM) radio unit,
a digital music player, a media player, a video game player module, an Internet browser, and the
like.

[0114] FIG. 21D is a block diagram of an exemplary computing system 90 on which,
for example, the M2M service platform 22 of FIGs. 21A and 21B may be implemented.
Computing system 90 may comprise a computer or server and may be controlled primarily by
computer readable instructions that may be in the form of software, wherever, or by whatever
means such software is stored or accessed. Such computer readable instructions may be
executed within central processing unit (CPU) 91 to cause computing system 90 to do work. In
many known workstations, servers, and personal computers, central processing unit 91 is
implemented by a single-chip CPU called a microprocessor. In other machines, the central
processing unit 91 may comprise multiple processors. Coprocessor 81 is an optional processor,
distinct from main CPU 91 that performs additional functions or assists CPU 91. CPU 91 and/or
coprocessor 81 may receive, generate, and process data related to the disclosed systems and

methods for enhanced discovery.
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[0115] In operation, CPU 91 fetches, decodes, and executes instructions, and transfers
information to and from other resources via the computer’s main data-transfer path, system bus
80. Such a system bus connects the components in computing system 90 and defines the
medium for data exchange. System bus 80 typically includes data lines for sending data, address
lines for sending addresses, and control lines for sending interrupts and for operating the system
bus. An example of such a system bus 80 is the PCI (Peripheral Component Interconnect) bus.

[0116] Memory devices coupled to system bus 80 include random access memory
(RAM) 82 and read only memory (ROM) 93. Such memories include circuitry that allows
information to be stored and retrieved. ROMs 93 generally contain stored data that cannot easily
be modified. Data stored in RAM 82 may be read or changed by CPU 91 or other hardware
devices. Access to RAM 82 and/or ROM 93 may be controlled by memory controller 92.
Memory controller 92 may provide an address translation function that translates virtual
addresses into physical addresses as instructions are executed. Memory controller 92 may also
provide a memory protection function that isolates processes within the system and isolates
system processes from user processes. Thus, a program running in a first mode can access only
memory mapped by its own process virtual address space; it cannot access memory within
another process’s virtual address space unless memory sharing between the processes has been
set up.

[0117] In addition, computing system 90 may contain peripherals controller 83
responsible for communicating instructions from CPU 91 to peripherals, such as printer 94,
keyboard 84, mouse 95, and disk drive 85.

[0118] Display 86, which is controlled by display controller 96, is used to display
visual output generated by computing system 90. Such visual output may include text, graphics,
animated graphics, and video. Display 86 may be implemented with a CRT-based video display,
an LCD-based flat-panel display, gas plasma-based flat-panel display, or a touch-panel. Display
controller 96 includes electronic components required to generate a video signal that is sent to
display 6.

[0119] Further, computing system 90 may contain network adaptor 97 that may be used
to connect computing system 90 to an external communications network, such as network 12 of
FIGs. 21A and 21B. In an embodiment, network adaptor 97 may receive and transmit data
related to the disclosed systems and methods for enhanced discovery.

[0120] 1t is understood that any or all of the systems, methods, and processes described
herein may be embodied in the form of computer executable instructions (i.c., program code)
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stored on a computer-readable storage medium embodied as a physical device or apparatus.
Such instructions, when executed by a machine, or a processor configured in a machine, such as
a computer, server, M2M terminal device, M2M gateway device, or the like, effectuate, perform,
and/or implement the systems, methods and processes described herein. Specifically, any of the
steps, operations or functions described above may be implemented in the form of such computer
executable instructions. Computer readable storage media include both volatile and nonvolatile,
removable and non-removable media implemented in any method or technology for storage of
information, but such computer readable storage media do not include signals. Computer
readable storage media include, but are not limited to, RAM, ROM, EEPROM, flash memory or
other memory technology, CDROM, digital versatile disks (DVD) or other optical disk storage,
magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, or
any other physical medium that can be used to store the desired information and that can be
accessed by a computer.

[0121] In describing preferred embodiments of the subject matter of the present
disclosure, as illustrated in the figures, specific terminology is employed for the sake of clarity.
The claimed subject matter, however, is not intended to be limited to the specific terminology so
selected, and it is to be understood that each specific element includes all technical equivalents
that operate in a similar manner to accomplish a similar purpose.

[0122] This written description uses examples to disclose the invention, including the
best mode, and also to enable any person skilled in the art to practice the invention, including
making and using any devices or systems and performing any incorporated methods. The
patentable scope of the invention is defined by the claims and may include other examples that
occur to those skilled in the art. Such other examples are intended to be within the scope of the
claims if they have structural elements that do not differ from the literal language of the claims,
or if they include equivalent structural elements with insubstantial differences from the literal

languages of the claims.
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What is claimed is:

1. A method comprising:

receiving a first discovery request from a first entity at a network node in a network of
connected entities;

transmitting the first discovery request from the network node to a resource directory
entity;

receiving a first discovery response at the network node from the resource directory
entity;

storing first discovery response data at the network node based on the first discovery
response;

transmitting the first discovery response from the network node to the first entity;

receiving a second discovery request from a second entity at the network node;

determining, at the network node, that discovery request data of the second discovery
request corresponds to the first discovery response data; and

transmitting a second discovery response comprising the first discovery response data

from the network node to the second entity.

2. The method of claim 1, further comprising:

determining that discovery request data of a third discovery request corresponds to the
first discovery response data; and

transmitting a third discovery response comprising a location of the first entity to the

second entity.

3. The method of claim 1, further comprising:
determining that discovery request data of a third discovery request corresponds to the
first discovery response data; and

transmitting the third discovery request to the first entity.
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4. The method of claim 1, further comprising:

receiving a third discovery response from a third entity;

determining that a first subset of second discovery response data of the third discovery
response corresponds to a first subset of the first discovery response data; and

storing a second subset of the second discovery response data by modifying the first

discovery response data to include the second subset of the second discovery response data.

5. The method of claim 1, further comprising:

receiving a third discovery response from a third entity;

determining a first subset of second discovery response data of the third discovery
response; and

storing the first subset of second discovery response data.

6. The method of claim 1, further comprising:

receiving a message comprising an identifier of a service-providing entity associated with
a service identified in the first discovery response data, wherein the message indicates that the
service-providing entity is capable of providing a service; and

storing the identifier of the service-providing entity by modifying the first discovery

response data to include the identifier of the service-providing entity.

7. The method of claim 1, further comprising:

receiving a message comprising an identifier of a service-providing entity associated with
a service identified in the first discovery response data, wherein the message indicates that the
service-providing entity is not capable of providing a service;

determining that the first discovery response data comprises the identifier of a service-
providing entity; and

deleting the identifier of the service-providing entity from the first discovery response

data.
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3. A network node in a network of connected entities, the network node comprising:
a first processor adapted to execute computer-readable instructions; and
a first memory communicatively coupled to said first processor, said first memory having
stored therein computer-readable instructions that, when executed by the first processor, cause
the processor to perform operations comprising:
receiving a first discovery request from a first entity in the network of connected
entities;
transmitting the first discovery request to a resource directory entity;
receiving a first discovery response from the resource directory entity;
storing first discovery response data based on the first discovery response;
transmitting the first discovery response to the first entity;
receiving a second discovery request from a second entity in the network of
connected entities;
determining that discovery request data of the second discovery request
corresponds to the first discovery response data; and
transmitting a second discovery response comprising the first discovery response

data to the second entity.

9. The network node of claim &, wherein the operations further comprise:

determining that discovery request data of a third discovery request corresponds to the
first discovery response data; and

transmitting a third discovery response comprising a location of the first entity to the

second entity.

10. The network node of claim &, wherein the operations further comprise:
determining that discovery request data of a third discovery request corresponds to the
first discovery response data; and

transmitting the third discovery request to the first entity.
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11. The network node of claim 8, wherein the operations further comprise:

receiving a third discovery response from a third entity;

determining that a first subset of second discovery response data of the third discovery
response corresponds to a first subset of the first discovery response data; and

storing a second subset of the second discovery response data by modifying the first

discovery response data to include the second subset of the second discovery response data.

12. The network node of claim 8, wherein the operations further comprise:

receiving a third discovery response from a third entity;

determining a first subset of second discovery response data of the third discovery
response; and

storing the first subset of second discovery response data.

13. The network node of claim &, wherein the operations further comprise:

receiving a message comprising an identifier of a service-providing entity associated with
a service identified in the first discovery response data, wherein the message indicates that the
service-providing entity is capable of providing a service; and

storing the identifier of the service-providing entity by modifying the first discovery

response data to include the identifier of the service-providing entity.

14. The network node of claim &, wherein the operations further comprise:

receiving a message comprising an identifier of a service-providing entity associated with
a service identified in the first discovery response data, wherein the message indicates that the
service-providing entity is not capable of providing a service;

determining that the first discovery response data comprises the identifier of a service-
providing entity; and

deleting the identifier of the service-providing entity from the first discovery response

data.
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15. An entity in a network of connected entities, the entity comprising;:
a first processor adapted to execute computer-readable instructions; and
a first memory communicatively coupled to said first processor, said first memory having
stored therein computer-readable instructions that, when executed by the first processor, cause
the processor to perform operations comprising:
receiving a first discovery request from a first entity in the network of connected
entities;
transmitting the first discovery request to a resource directory entity;
receiving a first discovery response from the resource directory entity;
storing first discovery response data based on the first discovery response;
transmitting the first discovery response to the first entity;
receiving a second discovery request from a second entity in the network of
connected entities;
determining that discovery request data of the second discovery request
corresponds to the first discovery response data; and
transmitting a second discovery response comprising the first discovery response

data to the second entity.

16.  The entity of claim §, wherein the operations further comprise:
determining that discovery request data of a third discovery request corresponds to the

first discovery response data; and

transmitting a third discovery response comprising a location of the first entity to the

second entity.

17.  The entity of claim &, wherein the operations further comprise:
determining that discovery request data of a third discovery request corresponds to the
first discovery response data; and

transmitting the third discovery request to the first entity.

-34 -



WO 2014/186733 PCT/US2014/038440

18.  The entity of claim &, wherein the operations further comprise:

receiving a third discovery response from a third entity;

determining that a first subset of second discovery response data of the third discovery
response corresponds to a first subset of the first discovery response data; and

storing a second subset of the second discovery response data by modifying the first

discovery response data to include the second subset of the second discovery response data.

19.  The entity of claim &, wherein the operations further comprise:

receiving a third discovery response from a third entity;

determining a first subset of second discovery response data of the third discovery
response; and

storing the first subset of second discovery response data.

20.  The entity of claim 8, wherein the operations further comprise:

receiving a message comprising an identifier of a service-providing entity associated with
a service identified in the first discovery response data, wherein the message indicates that the
service-providing entity is capable of providing a service; and

storing the identifier of the service-providing entity by modifying the first discovery

response data to include the identifier of the service-providing entity.

-35-



PCT/US2014/038440

WO 2014/186733

1/21

001

0€T
Alo1da41q

22JN0S3aY

Jx43

I 'Ol

9PON

°PON

ovT
Ay

ver

TCT
Aemaien




PCT/US2014/038440

WO 2014/186733

2/21

00¢

¢ ‘Ol

¥Zc 9suodsad A
3uisn asuodsal AJIDA0DSIP 1eJ2UdD

J2A0DSIp payoed

\ czz osuodsas |
A1an09osIg

< (uoneso| 1udu09 -6a‘'sopnjour)

1sonbai|f1an0081(g

€CC /

Tcc osuodsal Aanodsip payoed
3uisn asuodsad AISA0DSIP 318J2UDD

\ e omcoawogw
A1an09osIg

097 Alojoau1Qq
221n0saY

ao:moo_ Juaju09 679 ‘sepnjoul) 612 7
}senbaulA1onoosiq
\ >
7TZ @suodsal AJanodsip 81¢ M_woﬂwww_og
2Yoed 0} sulwlialaq Id
\grz osuodsaj >
Aanoosiq
GT¢ osuodsas Alanodsip
9yoed 03 aulwlialaq
\y7z  osuodsa. >
Aanoosiq
1senbau mHN\ <
A1onoosIq jsenbas 717 J
Aisnodsig “{uoneoo] Jusuod “Ble ‘sepnjour) 1senbaiffiencosiq 117/
% @UOZ % ﬂ ﬂ %
SlelpauLay] Aemaren Anu3 JSTITE JSHUE!




PCT/US2014/038440

WO 2014/186733

3/21

00¢€

14

‘Ol

doy

swin|y|

snjejs

Koy Auianoosip

anseopeouq

\\‘ om<\\\

00t

0ce
Alo1da41q

22JN0S3aY

ove
Ay

ot \

[T€

(012517

3

J

‘Ol

oty \

9PON

°PON

0S¢
Anug

743

oﬂu\

TCE
Aemaien

A3




PCT/US2014/038440

WO 2014/186733

4/21

00S

S 'Oi4

¢S 9osuodsal
Adan0osIp payoed 3uisn

asuodsas AIDA0DSIp 91eJ2UDD

€cs
asuodsal

A1an09osIg

»

1ZG 1senba../
A1an09osIg

<

61G 7/
1sonbal

A1an09osIg

[TS 9asuodsal Alanodsip
payoed uisn asuodsal
AJ2A0DsIp 91843UDD

A1an0908I(g

a1g /
1sonbal

P

)

8LG

asuodsal
A1anoosIg

A
»

<€

GlLg /
1senbal

p1g /
1SEOperOIq
asuodsal

A1an09osIg

A1BA0DSIg

A

€Lg

1SeoperOIq
asuodsal
Alanoosiq

=

(\

[
asuodsaJ Alanoosip

24d2ed 0} aulWiala(g

TIG osuodsal Alanodsip
9Yoed 03 aulwla1a(

065 Alo1o241Qq
221n0saY

085 SPON

o}elpaWllalu]

9}elpalialu|

0LS 3PON

099 °PON
S1eIpaWIaIU|

0SS 9PON

9}elpawlialu]

0¥S @PON
S1eIpaWIBY|

Aemalen

0¢s
Anug

0€S

(]
Anug




PCT/US2014/038440

WO 2014/186733

5/21

009

00L

0€9
Alo1da41q

22JN0S3aY

£ 'Ol4

U’ UoNeoso

Koy Aianoosip

@luoneaynou

omm\

79

omm\

9 'Ol

OHNK

9PON

°PON

¥Z9

099
Ay

T29
Aemaien




PCT/US2014/038440

WO 2014/186733

6/21

008

8 ‘Ol

osuodsal A1lonoosiq 18 /

JUdJU0D

“Bo ‘sopnjour)
1sonbal

A1an09osIg

078 Aloloau1Qq
221n0saY

(uoneso| ¢1g/

-\ 178 Mnsas Aenoosiq
jnsal 078 J >
618 \ AIOA0DSIP SABINOY
uonepiyilou
QT8 }Nnsa4 AuDA0dsIp 9yl Hnsad
sey 018 A13ua 1eyy Ja1sanbau Asanodsip
Ajinou Appidwi 01 suiwlalaq wydwi
~ (uoneoojjusuod 19/
“B-o ‘sopnjoul)
189nbai A1aA028IQ
7 >
osuodsallAion0osig 918
GI8  elep asuodsal
AJan0DsIp plodaY
ZI8 AJ01d2UIp 201n0S3U 0}
1sanbaJ piemioy 031 aulw1a(
(uoneoo) jusjuoo “6-e ‘sepnjoul)|isenbas Aieroosiq 118 /
0€8 Axoud 0¢8 018
A1012341q 924n0SdY Aug Aug




PCT/US2014/038440

WO 2014/186733

7/21

006

0¢€6
Alo1da41q

22JN0S3aY

176

6 ‘Ol

0.6
A3

9PON

°PON

vZ6

TC6
Aemaien

096
Ay




PCT/US2014/038440

WO 2014/186733

8/21

0001

01 'S5i4

0v0T Aoieuig
22JN0S9Y

<€
/DoH }nsaJ A1anoosiqg
9101
A\ >
(uoneoso|
nsaJ AJIA0DSI JUSIUOD
2y31 sey 1eyy 10T Avaua 01 1sonba
1SonbaJ piemJoy} 03 aulwlialag K1on008Ig
(uoneso| 1udU0o #Hoﬁ\
“B-9 ‘sapnjoul)
1sonbai A1an008Ig
asuodsau A1an0osIq mHoH\
ZI0T  OTOT J421sanbau pue
TTOT 3sonbau Jo pJodaJ 34015
(uoneso| Jus1uo9 “-Ba ‘sopnpoul)|1sanbal Alaaoosiq :oH\
0€0T 0¢0T 0101
9PON D1eIpawJalu| A3 Amug




PCT/US2014/038440

WO 2014/186733

9/21

0011

0ETT
Alo1da41q

22JN0S3aY

IT 'Ol

Tv11 J9AISS

R

21T

°9PON

747"

°PON

Tt
Aemaien




PCT/US2014/038440

WO 2014/186733

10/21

00¢1

¢l "SI

L1CT
19AJI3S pUOISS pue

0TZT 42A3s uol1ed0| dulpn|oul
‘4 nsad Adanoosip AjpoN

A

0vZT AMoreuig

204N0S9Y

JUdJUOD
J10] obessaw
Burysiigndun

/mHNH JUSJUOD
10] obessaw
Buiysiigndun
/mHNH
Vit
J9AJDS PUOIS pue
‘0TTT 43nJes ‘0Tt
9POU JO UOI1BD0| BPN|oUl
01 }nsa4 Auanoasip ALIpoN
VEIeh) mHNH\
J0} abessaw P
Bulysiiand

TT¢T
JAIDS PUOIS pue QZZT 2pou

JO uonedo| 8uipn|oul AUaU0D
10} 3 nsaJ AJDA0DSIP 9403

0ect
SPON dlelpawialu|

JUBJU0D IO}

abessow Buiysigng NHNH\

0cct
SPON d1elpawialu|

0Tct
SEYVELS




PCT/US2014/038440

WO 2014/186733

11/21

00€1

¥SET
Anug

OvET \\\\\
Alo1da41q

924N0S3Y \

€1 'Oid

€G€ET

°9PON

o~

0€eT
Alo1oau41Qq

204N0S9Y

174"

7S€ET
Anug

TCET
Aemaien




PCT/US2014/038440

WO 2014/186733

12/21

oovl

vl "Si4

ozv | lersmalfusyuony /T
gzvL (09vL puelogy)) esuodsal fusnoosig/
" pzp) 1senbailfianoosig/
<
ezy) [enouyes /
JUpUOD
zzvL|(09p1 pue oy ) esuodsal L1gnoosig/ |
Lz | 1senbaulfianoosiq/
6TVT
(09¥T pue OSYT) SyNsaJ auIquIod
_
STVT
(0917T) @suodsad Alanodsip ayoed
7> J1v1 (09¥1)fesuodsas Kigroosig /
134"
(09¥ 1) esuodsal
Aianoosig
—— Sl 1senbaulfienoosig/
vivl
(0S1T) @suodsad Alanodsip ayoed
> 11 [0Sy 1) esuodsai|fienoosig/ >
ZLb1 (0Gb1) asuodspa Asenoosiq /
) L L7l 1senbauffionoosig/
0671 Ao10auiQ 087 T A103d241Q 0ZVT ?poN 09VT 2PON 55T 0T ST =TT S
924n0say 904n0SaY 91eIpaWIRU| 91eIpAWIU| Aemairen Aug Az Amnu3 AIug




PCT/US2014/038440

WO 2014/186733

13/21

00s1

ST 54

0EST pooydoqysdiaN ul asuodsay Alanodsiq

0CZST pJo2ay 1senbay Auanodsiq

OTGT 2yoed asuodsay A1anoosiq




WO 2014/186733

14/21

Receive a discovery
request

1610

A 4

Attempt to locate discovery
key field data in discovery

1615

|/

response cache

Matching discovery
response?

No

!

PCT/US2014/038440

1600

Y es———Pp

1625
Return cached
discovery result

Attempt to locate discovery
key field data in discovery
response in neighborhood

1630

|/

Yes
A 4

No——»]

Attempt to locate discovery
key field data in discovery

1645

|/

request record

1640

Forward discovery
request to neighbor

— No

No

Y

Forward
request to resource
directory

1665

|/

Matching discovery

Yes
1655

Forward
request to previous
requester?

Yes

Forward 1660

request to previous
requester

FIG. 16



WO 2014/186733 PCT/US2014/038440

15/21

1700

1710 }

\ Receive a discovery
response

1720

Cache
discovery
response?

Yes Yes

Combine
with existing
response?

No Broadcast to
1 neighborhood?
1735 | Store results in

discovery response
st \ cache Yes

'

1740 - 1760
\ Combine results, store Send broadcast ‘/
in discovery response message with results

cache

FIG. 17



WO 2014/186733

1810

\ Receive discovery result
broadcast message

1815 l

N\ Decrease hop
count by 1

1835

Discovery

PCT/US2014/038440

1800

J

Do not send broadcast

1825

1820

No

Yes -

message to neighbors

1830

\\ Send broadcast
NO —3» message to neighbors

1840

Discovery

result caching?

Yes

Key field match in
neighborhood?

Yes

Y

Add broadcast originator 1855
to existing entry in -/
neighborhood

1865
Add new entry in _/

neighborhood

result deletion?

Yes

Only broadcast

originator in entry?
No
Yes
1860 *
K Remove entry from
neighborhood
1870
\ Remove originator <
from entry

FIG. 18



WO 2014/186733 PCT/US2014/038440

17/21

Service Location Header 1910

Length of <service-type> 1915 <service-type> String 1920

Length of <scope-list> 1925 <scope-list> String 1930

Length of predicate string 1935 Service Request <predicate>

1940
Error Code 1945 URL Entry Count 1950
<URL Entry 1> ... <URL Entry N> 1960

FIG. 19

2021

FiIG. 20

1900

J




PCT/US2014/038440

WO 2014/186733

18/21

81

ERILEY |
leulwial
INIZIN

VIZ ‘Ol

81

aoinaQg
eulwia]
INICIN

8T 81 8T
adinag adinag adinag
Jeutwia] Jeutwia] Jeuiwia]
INCTIA INCTIN INCTIN
aJnag
YT | Aemozen
INCTIN

4
YJOMISN UOEDIUNWIWIOYD




WO 2014/186733

PCT/US2014/038440

19/21

M2M Application 20

A

M2M Service Platform 22

'

Service Layer 26

|

é\ﬁx Communication Network

12

18

M2M Terminal Device

M2M Gateway Device
14

M2M Terminal Device M2M Terminal Device
18 18

FiG. 21B



WO 2014/186733

30 \\\\\V

PCT/US2014/038440

20/21
12
36
34
38 Transceiver 48
Speaker/ —|  Power
Microphone Source
40 32 0
Keypad Processor GPS
yp Chipset
42
Display/ | L .5—2
Touchpad/ Peripherals
Indicators
o 46
Non-
Removable
Removable Memo
Memory Y

FiIG. 21C



PCT/US2014/038440

WO 2014/186733

21/21

daic ‘oid

3\_”_

e =

V8

\

J9jjonuon Aejdsiq

96 —

J9jj013u09H
sjesaydiiad

/\mw

143

10S8S920.d-0)

\__ 18

nun
Buissanoud [esjudan

\_ 16

J9)depy YaomioN

Y
A

J3|jon3uo09 Alowsy

suonedIuNwWwo)

Z1 YIoMm)aN

Bunndwo9

ege uoneoljddy




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2014/038440

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO4w4/00 HO4L29/08
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

HO4W HOAL

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

EPO-Internal, WPI Data, COMPENDEX, INSPEC, IBM-TDB

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

ENGINEERING TASK FORCE, IETF;

GENEVA, SWITZERLAND,

1-36, XP015069810,
[retrieved on 2010-07-08]
abstract

section 1-14

X SHELBY SENSINODE B FRANK SKYFOUNDRY D
STUREK PACIFIC GAS & ELECTRIC Z:
"Constrained Application Protocol (CoAP);
draft-ietf-core-coap-01.txt",

CONSTRAINED APPLICATION PROTOCOL (COAP);
DRAFT-IETF-CORE-COAP-01.TXT, INTERNET

STANDARDWORKINGDRAFT, INTERNET SOCIETY
(ISOC) 4, RUE DES FALAISES CH- 1205

no. 1, 8 July 2010 (2010-07-08), pages

1-20

Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

10 October 2014

Date of mailing of the international search report

21/10/2014

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Korbler, Giinther

Form PCT/ISA/210 (second sheet) (April 2005)

page 1 of 2




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2014/038440

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

X INTERDIGITAL COMMUNICATIONS ET AL: "M2M
SCL Discovery Procedures",

INTERNET CITATION,

7 March 2011 (2011-03-07), pages 1-9,
XP002677108,

Retrieved from the Internet:
URL:http://docbox.etsi.org/M2M/
[retrieved on 2012-06-01]

abstract

section 1-6

X WO 2011/112683 Al (INTERDIGITAL PATENT
HOLDINGS [US]; PINHEIRO ANA LUCIA [US];
DIGIROLAMO) 15 September 2011 (2011-09-15)
abstract

paragraph [0002] - paragraph [0171]
pages 1-26

X SHELBY SENSINODE K HARTKE C BORMANN
UNIVERSITAET BREMEN TZI B FRANK SKYFOUNDRY
Z: "Constrained Application Protocol
(CoAP); draft-ietf-core-coap-07.txt",
CONSTRAINED APPLICATION PROTOCOL (COAP);
DRAFT-IETF-CORE-COAP-07.TXT, INTERNET
ENGINEERING TASK FORCE, IETF;
STANDARDWORKINGDRAFT, INTERNET SOCIETY
(ISOC) 4, RUE DES FALAISES CH- 1205
GENEVA, SWITZERLAND,

no. 7, 8 July 2011 (2011-07-08), pages
1-86, XP015077108,

[retrieved on 2011-07-08]

abstract

section 2.3

section 5.6

section 5.10.8

1-20

1-20

1-20

Form PCT/ISA/210 (continuation of second sheet) (April 2005)

page 2 of 2




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2014/038440
Patent document Publication Patent family Publication
cited in search report date member(s) date
WO 2011112683 Al 15-09-2011 AU 2011224415 Al 04-10-2012
CN 102907068 A 30-01-2013
EP 2545694 Al 16-01-2013
JP 5589098 B2 10-09-2014
JP 2013522965 A 13-06-2013
KR 20130004497 A 10-01-2013
US 2013188515 Al 25-07-2013
WO 2011112683 Al 15-09-2011

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - drawings
	Page 49 - drawings
	Page 50 - drawings
	Page 51 - drawings
	Page 52 - drawings
	Page 53 - drawings
	Page 54 - drawings
	Page 55 - drawings
	Page 56 - drawings
	Page 57 - drawings
	Page 58 - wo-search-report
	Page 59 - wo-search-report
	Page 60 - wo-search-report

