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Lo — B AR T LR S, Prid R4 -

VAL, 2/ B TERR P A7 (A5 B0 B (AL BEAS P v S L H s P D 2 /D3
ITRERG ML 2R E

Hory, Prid i AF R Gl & T 3 B LI 2 A BERE I PAT DA S Bt 22 20— AN J A2 iR 55 5
P, Birids 22 /0 — A S AL AR SS AEHemin 7 o BTk 22 A BERE 1) A2 /0 L b2 — R R R R 0]
P v ENLR G P 20— DX GAT RI R — A RE R s AL

Horb, prid 2z e fe B -

IR PRSI, P il R 0 IR 55 A Hheai & T Wi % i Ik 22 AN IERE I 22 /b — > LR ik
REACHH RIS, 25 AR 0] 5 BT F LR GE b ik 22 /> — AR5 AT R0 AT R i1
5 S Hor, fE A IR SR — A Pl KRR B R, Prid Ik IR S5 Atk sgid pr ik 22 20—
AR ARG R

Uy 1) PR AR, BT 3 7 1] R A AR B B 1 6 BT O 6 55 B B (K77 1R AN g AN SE 7 B
DA ERAUR RS 1] P i IRGR S AL A0

LI, TE 5 BRI I 5 — A BT i SR R A S AT B i o — 23 SR A £ B DA A i L A
iR, IF BT PR B AR, # 2 (R — ANEPTR SR — AT SR I B P X 5 2 15 47 AE
THTR R P KA E B

2. QIBURIESR 1 PR R THSENLAR ZE, b prik 2 /b — A SR iR S5 b A 35 PR 4 1 R
SRS AZ.

3. WIAAESR 1 BTk v SEHLRGE, S B 22 /b — A JU A i 35 A He A 35 B i e A
ARG 2D — 0 WZA S D> — AN IRBh AR, DLk S Birid 22 4 il B A5 2R — RIR G 55
FREPURIS —RIR R GSAELLR, BT 2R — IR PR S5 B IAT i AR R G pirid &2 /b — 3
7 WL IR D LR Th e, BTl 26— SRIRGUIR S5 BEEIAT ik 2 /b — DN IR B A 1 22 /b 48 1)
fE.

4. JIBOMER | BTk i SR S, o B 22 20— A A R 55 A e 35 B2 4% B 3
R —E ).

5. HIBCMESR | Brid I SEHLAR G, Foh Prid IR IR 55 B Pk A 1A 56 P ik Jir A iR

SR P A T BE o
6. WIBOMER 1 ik M EHUR S, Hoh Brid IR IR S5 B e AT AN R i Js AR R 5%
FREHR I A o

T WIBCRESR 1 ik i LR S, b prid 2/ —Pxigig g 20—k 20
A B AR B DR B MR I B A B
IRt SRR 4L

8. WIBUMESR 1 Frik v EEHURSE, Horb Bk Uy 1] PRI ERIE & T3 BEANE R Y7 17 BT
RIR R STAE TR R I AEAS &, PAA e VIR LE B8 3 1 BTk AR AS £ ) 1R R
U Rl BT IR IR S5 e o

9. WIBAIZR 1| Frik i THHNLARSE, Horh Bk B B — 2038 & T il R AN
FITIR 58— 2H BT i K IR 15 S8 P B AE T BT B8 — 21 BT i SR I I8 P B S 10 ke DA 52
BRI EAAEAET P s — A 2 B RRAEFTIR T EHLAR G AFAE rootkit.

10. QIBCM SR 1 Bk i v SEHLAR S, L prads U i) PR FI S HIE & T AUV HUE 1Y
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55 BTk LB AR O 1) 22 /D — AN HERER VT 1R PR R R S5 A B

UL QORISR 1 FTiR i THRNLAR S, Mo prid e il B Rt — P 5 2 e N AR
P 2 4 N I REFPIsAT AR F P 2 1), I B 4T IS AE DT IR BT JR g v A il o 22 4
2R s LA

Herp e i 2 LB A, PR i 2 A R ORI P IR 55 B

12, —FfE 2 /D BAT AR HTHSEAHUAR G A TR DR AE R e IR S5 R) 22 A P43
HW T35, Prid A TS 5 A 2R N0 EDE SO I BN B A PAT T R R AN % 2 E,
I WS IR

W prid iR R g et 20— A R ARG, Brid 22> — AN Js AR AR S5 AR e [0 &
D AR AE SR IR B 5 ik oF ARG 20— XA RIS AR R S
B

i B i 2 A e AR TR GRS LT, BTk Uk AR S5 A LT 5 1w B 22 /D — A 4%
BRI ERFEME (8K, AT IR [0 5 BT iR v SR G i 22 20— XA G2 — 4L
TR, Forb, £E2E BB 26 — AP SR A B LR b, Pk IR 55 Atk s i B ik
AR ARG ;

IR 7l 2 Xt BT YR G R 55 A B 1) 7 0 5 DTSSRV U I P S8 A8 AR I 20 4 B T RE
PR R SRR T BT IR R S5 B

FCE TR 28 — 4L P i SR A (5 BT IR 5 — A i SR £ & A i BB 2R

T Id LUAL A AL, Wi 8 AT — ANEITIR 5 — 2T KB B X R e B AL T ik
B PTIE R AE B R 2D AR 5 LK

3 M BT B 52 LU i BT i A i 25 B b2 15 LR B35

13, WIAUMER 12 Prik )75 3%, Ferp pridde t 22 0 — N Jr AL iR S5 B b B i S (1 B ik 4
ERGH—E W

V4. QIBCRE SR 12 Bk K773, Hop prid g gt 22 b — AN S AR IR S5 B fE S (1 ik 1
ERG 2 DM WA E DA IR Bh s

FEPT I 2 A B SR 2R — FER GRS, Pridk o — SRR GRS B e 22 /D AT e ik
BAERGRI PR D> — 3 WL 20— 8T s AR

FEPITIR 22 A Pl B P, PR AR SR IR GRS, i 28 — SRR GRS BB AT P ik &2
DA IRFN AR D LB T RE

15, QIBCRIE SR 12 Pridid J7id, Horh Brid g i 22 /b — A Jr A A 5 A bl it 146 e B

EUEE
16. QIBCAIESR 12 Pridid J7ids, Hoh Brid g2 ik GUIR S5 i e B R PR AR B pridt s 7
R S5 LK) BT A7 Zh B o

7. QIBCRIEESR 12 Prid i J7id, Hoh Brid g2 ik GUIR S5 i e B 5 $2 1L 55 Bk Js AR iR 5%
RSO AR NEEIE AR

18. WIBCRIESK 12 prik it 5%, b prid 20— X RigE 2043tk 204
Wzhas BN B AR B DR B NEAER I 2 DA
B D it g R AL A .

19. WIRCRIELSR 12 Prid i 732, Horh Birids BR A2 R xet B R R 55 A5 U Bl B 6 56f
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BN RG] BT IR IR ST HL A 2R e N VGRS &, DAUBUE VIR 22 e % 3l B IR VGIE
o 28 (R 7] BT IR IR S5 A e o

20. —FGERITHENUR G, Prid vE ARG 2 /0 BAT AL B 2S, prid A P45 55 17 fift 2 i
BIERIMERCE N 2 DPITIERIE R BN Z 2 E, P TR R g it 20— DR AR
SR, BTk Js AR R 55 AR 7y 2 /D — AN R AN (1038 5K, R [ 55 Brid v LR e h &2
D A GAT RN HLITIE RIE R, Ik o 4

FH w57 22 D —AS AL R ) SR, A it R 8] 5 BTk o SN LR G b ik
B AR GA R A PTG R AE B E, Horp A R ITR 5 — A P SR A
R, A T AL R Bl 3B Seid ik 2220 — A SR AR RS

FI T BRI L RX Bk Y 1A 0 IR ] PR3 A 7 il (28 B, AT A A SR PR 02 9 i 32
AR 2 4 N T RE P AL B R R R T R R LE 3.

T BB BTk 5 — AL Pl SR A A BT IR 58 — 4L Bl SR 15 5 DA A R PE A 45 R 2
IEN DY

M2 TR b s R B AR — AEFTR S — PN RINE B P X SR A E T
P 58 — A BTl SR M5 B, i) 20— A sl X A E
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M RN RFERREAR

B
[0001] AR B SR B3 R B A PR G P 1 22 42, HLRKTT & W0 AR SR R 48 P i
R RS B PR A7 A8 > FEAR R AT 48 A A IS R A A7 A B rootkit,

EEHEA

[0002] 4y, 4> G A TR SEAL A = A 2 2 A 1) % 1n) ST IR, AN i iE 4T MS
windows FRAIITFE AL, B E2 M H g AL KT 6. BRI Ak @ E 44k, 1 0%
BRI & e e T TR AR b B R P R iR 42

[0003] [ T A I 48] a5 2 A R 2 RS FH 0 L P RS I 7 v 2 Ak, FE e A i
ARAFEH T ANREERNR B RS, BTk RS 8HIRE T I 43 B 2 (5 0 N 7
MR A% 5

[0004] 54 ASSVERE AR rootkit HBRAEREF, B H a7 81k, FI AL SR %
SR TN AT R A, IR SRR R R AE T LR S A I B R L
(B Ry DB PR I AR Bk e AT A AE IR T o IX SRR AR XEd ik A 4N i s 84
ASRASIN, BB Ky CAn AR L BRI T R IR AT S B8 0, BTk Bk i G4, Fa
() ST B R Fr 20 7 e B R P v A 0

[0005] A T BEE AR IAEAE, rootki t A3 %5 A AR R R D RE IR 77 ¥4, 49 an 2 a8kt gl A 4
2 (hooking ), FH TSz i N Fy D REVR A I il [R5 R o B0, rootkit RS RINIE KL
FEMR IR Sh e i, I ELECRGR [RS8 S Bk 133 M e I, rootki t A& BB {4k fa 1)
TR A R R 259 AR o

[0006]  {H1FVF MR, B T4 rootkit /E A R KAFIIAL G M & LASL, —2E rootkit A4
FH T4 0 S TR, 4000 78 DU AR o K500 rootkit ¥ OV N 7 V40 2 Al 5 84 rootkit
FH R (R o TR (A rootkit HIERVET] LSS, B4k rootkit BT I R 4 D g =
HO o X AFRTIT R R UIZ LT R I B R (6048, TR T % R R A
[RIA T R HE

[0007] % —AN4%, IAE A IT 5 K 2007/0078915 (B A K Gassoway) f3E [ & F
R BT R 1 E F AE P R 2 (R IS AT B MR T BT B RS M 2 e R ik L e h] B
B rootkit BT FHIEEVE R G AR AR L ST i 52 45 1 P A% AR DL E ok m ik A
TZE BT KA KK T A HHLR G5 S, TP MR 45 B2 A) AT 22 57 0 ] R B
rootkit WIAFAE. XF@EEME T —Fh H FEEX R 2 LA rootkit WA L4 JREIE L
AT rootkit BTFBE sHR, B BRSNS AR 5 T RS2 BIE X R LA E AR rootkit
[0 R A )4

[0008]  MEAR, ANHEBRZEA A KIER, rootkit BEZK rootkit [F1% & A AT BEAE XN £
SIS HL AKX SO B A e 0 1 HAth 45 o

[0009] [k, 75 B o R bk sl e Bk (99 FH T 28000 rootki t SRR .
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ZIAAE

[0010] AR BH—J5 [ B AERHE— P HHLR SR, Frik vF EALR S FH TR 00 AT BE 4k Bk 72
A%, IR ENREBA U HEN R, Jrid vk S 2 /D R 57 A E
(arrangement )IERZ AL TERE , TR vFEHL AL 2/ D W C B W BATERIE R R Z AT E . T
RERAE R GG S T B SR 2 AR AT LR 2 /b — AN RE (native) IRGBEER, fir
I AR R A5 BB [ TR 2 AN ERR I A /D S rp 2 — A B SR IR [F] S IR TR LR S
WD — AN G KRB — AT R E S

[0011]  FTiR % Al E 5K (secondary ) HRE- R, BT IR IR 2% R 55 BB & 1 )3 £
BTk Z AR P 2 /b — A O AU R A 15 3K 5 28 eI FIR (P15 BT T S WL R 48 19 P
R E D — AN RE M E HINERE R EERPTR S s R B LR,
PR IR B R A e B8 1ok Tk 2 /b — N SR AR IR A e . E—2D 3, Bl 2 A i B2 B 6 7 il PR
AT ERL, BTk 17 ] PR il A5 Bk R il oS B ad IR R S5 A5 B PRy 7 il , AT AN AN SRV T ok 22— A
O AU IR TS 1] BT IR IR R 45 i e

[0012]  JhAb, Frid 22 AP0 B AL G LL AT, i LU S s & T LA T iR 28 — A T i oK
[R5 B AN P 25 — A BTl SR 5 S, F B T LS R, #i e T — A ET IR 5 — A i ok
[R5 B BRI B AE S ARAE T Frd 58 — A PmiE K E B

[0013] AR — A J7 1 & AR — P H TR AT T EVLR S L ERIE RSN
MRS B I 22 A BB I 7k WRIEA TV, 20— AN A IR S5 B B Yt 22 /> — AN 2R R A
H G SR, IR P S PR oF LR G 2 D — RS RS — AT R B

[0014]  IRZLIRSS AL Hemi B 22 2 — A DA AR I8 3K, A2 R IR [R5 ek oF 5L
RAP TR ZR D — DX GH KRR A PTE RIE R EERITIA S A g RINE R
(R FE R, i IR B 55 B e id ik 22 /b — AN R AR IR 55 o BRI R 31 BT ik IR 2k 5%
RIS 1], A TTTA A SRV TR0 () Fh 5245 1 1) 22 4 S TR P P A2 I R e R 7 i T IR IR 0T
B

[0015] PGP 28 — 4Ll KI5 BT 255 — 4 PmiE KN &, F HEE T HR 4R,
2 AT — ANAE TR 38 — AL AT SR IGME B B S B AFAE T HTR S — 4 pmig R 1E &, H
BEAf o 2D — BRI 5o BERS 23 BT BT I8 RR 10 % 52 LURA 2 AT Js AR IR A5 B 2 15 48
EInE

[0016] Ak BH b ik 75 T DA Ko HoAth 77 T 9 — 6 00 i Ko 28 ok DA R0 St ) 1y LA iR
M.

Ff ] 152 BF
[0017] T8Ik IR 45 A B B AR e BH 25 S48 1) L PR S A B 5 31 B O 4 T i 2R
file, o .

B 1 7R T Ak B — S A (R i R P 42 S A6 1 1ok B8 T BB rootki t BT AH 1)
# (hooks) 1177 20, Wl H TAS I BRI RAE R S o
[oo18] &l 2 sn i T AR — S, H T @ik v LR S8 N R 3ok U 1) P9 AZ B4R 16 ik
SEIE S
[0019] & 3 7t T ARYE— St tel, A T AR o Bk ) R X S H00] rootkit y7RyudE
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[0020] & 4 7=t TARIEAS A I — AN S, FH 90 A R A AZ A AR SR LA ) 7 v
PR

[0021] 5 7 T MRS — AN S, T U i Rl A IR B s R AN 41 B i A il 2 K
B an BLFEIR IR BN 2R 4

[0022] 6 7~ HH TARYE — AN S, T RN LR SRR I B HE I

[0023] & 7 7~ HETORRAR A5 S, BEAS S A R BNV LR S R B

[0024]  [R]F, 12 B A2 B A% DL A5 A G R AR 2k S, L4015 0 ad 1o B 1 () 7 48 7
[EIIER MCAVEA AR . (EJE N T AR AR, 3L B IR R AR BH BRI P i i 2 ik
S o AH IR, E 2B PR R B SR A B R i A e B (RORG AR R0 Y BBl PN 5 AR R B R a5 T A 1A
o0 SRR AR ) .

BAEITHEAR

[0025] A/ B —AN 7 1 AR A0 7E vH L AR 40 b X 5 20 1 ek 1) 2 S A U
TERG rootkit BIAFAE. TEASCEEE AT IARTE “ X5 ¥ 301 3 FE SRS 7 75
TELs N A R BB BEWE RAEF MR sh &I H A7 iE R & B E e
LR E R BUR YR, Pl vH LR S8 2R BUR IR TE R G 8 2 TR, H 2T
R hih 25 b B3I 2 b B kS Sk iy v R R B ARSI

[0026]  ARYE A B 13X —J7 1, X T % G gl Byl () = S (A IR I TF BN R ] e 48
W B, T 25 rootkit PrfindE .

[0027] AR —IESLEH], A rT el ot IR K (secondary ) #4E 45 A% KA I Bl 1) X 5
Frid IR B EEVE RS W% 5 AR (native) SRATUS IERAE R G W% 1R I 4R , 35 Bh sE LT
ARG P N R B4R o IR AZ REAE AT I AR AR IR O 43 B4 OF =R
8¢ b, AR S SE) H, BEAE AR B A PAT IR AE N R B AR . X DhRERI RIS S
HE/ IR R AN R GRS — DA SO IR B3 R R At T R B A B
(memory-resident DLL) FIHETHE AL RSB 80K I

[0028] K& 1 7”7 — NS I AR I, % S g i 8 i T REAY rootki t T A FH 4
By 77 2 AT TR BRI R AT R A R, N FRSE 130 DL P G 4 AT H
P, I RIE— B ANE K BBRAE RGN %K SE PR R IF X € RGN B EIT5 ] o 2R
X LE A KO BRI BERE rootkit 160 PR By R AEBRAE RGN % 120, % rootkit
160 REMBFEA N R P42 0 (APD) ThEE 140a. XFE, dn A 5 s AR 130 32 &1 R 41
SAFFNER, A rootkit 160 FAEXT APT THRERT rootkit $ERREEEZL, RelE o TPURE Lk
IR A BZIE KN RSP 130 BSOS RRIBE 25K . R, rootkit 160 R LAH T4
H B D B8 ) e 210 Bk SO A s e 101, A BE iR HeAE R4 P A7 A .

[0020]  FATH, A AR N % 110 FIELARFFASAZ I APT DhBE 140, REAE 582580 rootkit Xf
JRAERGR APT [F24 0 T XA B B, A L T T REAE — IR WAL YT 3K 345 150, 78
— NS TP IR RN L T M IR B A 150 At R A E— R A P N FRSE 130 5IREK
WHZ 110 EBH T B IX PR E 15 8E % rootkit [IHEEUR 1] 1%37 =R 1 N R 7 3% A1 s
B R RE, TR A8 O rootkit 160 FrBEsIX %o EANFHISEI T b, IR N %
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110 B8 B A 32 £7.64 A sk i & 14 o £E— DR etk sE R o, AR TR A3 AE &R
G 120 HIBRMR VB IR BN 110 HIZM . (R A S 6 b, kN % 110 AT LLEA
HIREBAERGENZ 120 AN HIELH

[0030]  ZEAHIC AL SR A, S RN RZ 110 [ 1] 45 B ) 3] 5 e £ R, 1) 4 3 26 £y
SO EE T AR SRR . R I, IR 2R AR ) S A b, g = IR R A TS 1) R B A
150 RGN I FE P FE & T BB ZRE 0 o 75— St b, AR i A e 2 i B Tl il i
RPN AZ 7 R IR BN2% 150 SR ER BERIRE Ty o LES PR ife) ] LAE H 2 P& 1
WIEH AR, ZEHE AR BT 2380 B2 4 B EE %%

[0031]  fE—ANSZHE] A, BEBE 15 M RGN R 110 AR FEE L IR 2 N A% 07 M 3R 3 28 150, 5%
FHAAEBRMY U5 IR N #% 1100 EEBRSGE A S i) 4, 4 FH A JL 30 R 58, Ak 4%
B R BA RV IF HLAR R U7 IR Bk ah 2% 160 HA ORI AT . O
(1% R 2 7 1) 2 P Ik R 20 SRV B BRI A% U7 M 3R B 28 150 Rl Rk B IR % 110
(RIS > 22 /0353 ik i SR J8 1 O3B0 N R 7 B R B T N o IR G N %7 1) SR 5
#5160 48 F AU R I FE 7 9 2 B R P At 2 12008 SR IR 30 43 » I ELAn SR et i Dt
SERUAE IS AR BEIRSS 01 SR A 4 A IR BIVR L % 110 X FOhZ3EECk B B N 2
JPEFRRI R A FBUN S, (BE Hak/b ORI AR R IF FLK BRI AN RE R I5 FH IR
P AZ DT M IR BNEE 150 FrRer 1 AR R R 7 1 2 B mT i i =k .

[0032]  7E 55— A /Ry SE i b, i A8 A S B R Gk ST Y — vy . PRin]
CLSE T B 7~ 90 b B R i 78 20T 46 5 B, LR S sR07 IR R N A% 110 2672 R IX BHIR RN
Wi M KB4 150 MIERIFGh . W b ATl 12238 sk ] DAY sl n] DAAS g 22 /30 2 b n 2 . g
IVAZAE 3K IRB AL 17 M SR B3 150 7= A0 p i sRBEFESR S8 L B o BT I o) 2SR i ok
ERRAS A LA SR AR 2 AR 5 B (I A B LA BT o AH R b, YRR N AZ U7 ) SR B3
150 7 A 1% BT A RS B &, A3 AR BURI N FH AR e 2 Bk et FLUEAT I o Bk I% B n 2
(R T BIE SRUERE o 125 A QA T S T o S8 a7 SR Ak 2 i, I HX AR AN SR AT DL AT
(17, A5 75 P00 5 3 T (R0 U6 TEVEAE R R G R I RE BT A o A A S i 20 o 3 1) o AR A
Bl S R, OB N AR B AT 3L 8 S AR AR B B I B R
S BAC RS BT SR [T B YR 2% N A% T ] SR Bh 28 1500 75 A AR 2R I ACHE B0 JE 2 1T, AL
(3L FETT DL SLRAEH SR I 25 AR 57 R, PR 7R Bk R A% U I 3K Bl 4 150 FH 4L
N AP [ A PR AT R o RIS 7= ], 1 SRR 45 ) 5 AR BRI N AR P AH K
BRI AL IR ES R AR T i3 SR I AR FUGEE

[0033] 4 b Fri, BRAELERS 2 BRI EE SR H i 48 1 DAHERR , 75 WIZE AR & B va [l P, w]
DI FH H e O 0 B B e Rk H I B VGIE 77 i

[0034]  AHRHE, AR5 € BB RGN IZ 110 K ERLR S H, v LIA PR FE — el 1y
Al R N AZ T IR 3K BN 150 [IZRFE, AUANEE U IR IR R PN A% 7 M 3K B8 150 [ZRFE. R4 A
REVT MR % U7 ISR BN 28 160 BIERFRAT ] IRAE IR AE RGN % 120 HEATHE, AW WK
EAEREORI RS o BEMETT IR % U5 M IR B3 160 [ 2R it Ik 9 N A% 15 i 3R 3
#5150 B 50 2 7] BRI A% 110,

[0035] [l 2 s T ARE — N SEi e, ATl v LR G 0N R U )N AR 1
ST 1) 201 F11202 0 ARYE A B R — AN SE e, 7241 201 HA R BE ) R X % 10 RE

8
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71, W74 202 LUE LT ER(E . 2E/741 201 1, [psEE (AV) B FHIERR 210 7242 AV R 28
T 220, 4 TAFRNNIIE, % AV N HZ R 5 RGN %07 In 3K zh #5150 #2211, an 77 HE 230 o
M, AV S ERFR AT U5 RN AZ 110 BALE 240 1 RER1E.
[0036]  {EJE41) 202 t, LT HERE 250 75 260 P2 ARl 1 B 2R R, IR G FLAE 270 AL
JE A Y% 120 35 10, AT IRE 40 55 R0 VR 0N A% 110 35 AR SC R0 B8 A R e M e AT A 4 22
[0037] 3 TR TR — AN S, B TR 2 BRRR K R G S TR rootkit [R7RIE
VERTRE. 7F 310, AV N HFEFIOZRE 220 (1A 2 —1FRAE IR G 110 FRAEBRE R
GL % 120 [IRERESER o AR R0 BT i SR i 3, IR P A% 110 FRAEBRE RGN A% 120
H HIRFIEFES R . 7E 320, AV N RSP LT R AN IR I FIZE . 3XAE, AV N FRTRE
g R I 740 2 2 TR AT 22 ) o 0, Jn SRR I A% 110 3R [0 kL 41 26 B SR A2 Y
% 120 iR A1 5053, B4 AV N HFE P58 rootkit 160 X JRAERIE RSN 120 [
APT ThEE 140a HITELE IR .
[0038]  FEIRZL I #% 110 3R [AI(FEFE S 26 LU IR AR BV RGN % 120 3R [ 1) 51) R AL 25 SH £ T3
H IR UL, 7677 HE 330, AV B FH AR P 3R 19 IR LSRRk (K E AR p A — N RO RE AR IS . 4, AV
I R B 18 oK 5 B (K AR DG IR SCF o A5 HE 340, AV N R A8 7 B — N IR 1)
B AIFEFPARED
[0039]  3X 275 AR T SLHUH TR R R (1 22 AT E, B -

1 AT A PR QLA REFEERT— APT ThBE —— JEA% b2 il b U HE 4 1 sR BT AL
AT, IR A AR P ARG R 4R D

1 SSDT (System Service Descriptor Table, R4 RS A TR )F Shadow SSDT (FH
RBMSHERTTR MR

1 %tF Windows 2000, ff Al INT 2B GEL R Zw- sRE0EIERE T, Zw— REUETR, I8
LELERATE W1 R 9 22 A A AT B R RIS HAATRTZE Nt — net [RR%0 A
VISR (£ x86 AbPEAR H A7 LE KRR K 25 4785 » Fo ] PR RN 42 RRHR A A B35 (19 28 5 AN [R) g AN [RDD )

1 AR B AN B0 460, £E IR R A% 110 P IS 6 g K, 30452 1 E A
[0040] & 4 7R T FHIGEA R L% 110 A A0 s ya Mo . £E 410, 914G
IR B W% VT SR BN 25 . £F 420, INEE BA IR N % 110 TR a2 I8 SRR 12
LE—ASLjEm  , MR A TFRIAS & KeLoaderBlock it BZI% % . 7F WIZVIMEAL TR, TR
AR S (10728 o AN AE B 8] P A7 A BRIEGAE —Fho7 AP, WIRR AR B 410 R R A= o £E 430, Bifi
5 BRI AZ ST B AR N2 MRS AP 2R B N o £E 440, F IR W% IR BT it
Ferp AR T R, B A R AR ke R A A E RN, IF BRI, K ek B A B
AR R, Bl S5, £E 450, B R BN 110 Bl 40 R B 8 B SSDT 38, N B s
BRI, IF H AR BRIAT A F@E 5
[0041]  7E 55— AN b $2 gt 7 H TR AE T BAL R G2 I R A S AR, Ho
O T rootkit K7 oi RSN o XA L1254 U B T AR BHAMERE N H B R 5
PAZ R, SR RERF B4 Bl R AR sh o, Lo i R4 47 it oty SR Bh 2% o 9 1, 7F Windows
e R G b HA AR AF it ity D SRS 2%

1 SCST ¥ [1EXBh#% (scsiport. sys), Storport Xzh#% (storport. sys) ;LA K

1 ATA ¥ KB #% (ataport. sys / atapi.sys)o

9
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[0042]  ZH W 5, ik T FHTU5 MIERL IR BN I T A . ARYE — AL 0, Jr 1) 501 i
FH IR 20 B 25 25 2H FH SRAG I mT B4k Bkt ok HoX R W ah 28 H I E IR SRS, LU 502 J2
W R OLT, rootkit KHEIREME A T8 B Z M8 81 73 X 520 (41, partmgr.
sys), N THEEL IR B 3% 530 (B4, disk. sys)FERAT Tum IR B 25 540 )21 (B U, atapi.
sys)o MRFSEAEE A2 B rootkit FrEEER, I AL AT BT o

[0043]  HLAIHL, R W E AT AR RS IRBh A A0 E i O IRBI 2% . 1Z%0h L IRBh A%
WAL FELE R AR IRBh A5 HERL T, I HARUE RSB InTh e . @it U5 il 2 D (988 —, iX L [
DX B2 75 Bh SEIR U Rl A3 0 (R0 (0a A AL

[0044]  TEJIT 7 () SE M, SR ARG A0 IR 4 P % LA 7 RMEE A 510 6 & Dh e BIAH R 1) 77
ARAILA IR Bt 1R BN 25 5600 T, X G IR 345 560 148 FH RESE IS rootkit HIHE
B, BRI DAL, OB S8 X A e 43 (17 h) BIOR [B] B i 2 ) A B R IR o ZEIX AN 5K
FEI, an ER g AR S 2 RGN LT M IR B A 150 P, 3 ik R G 1 IK S 2% U 7] DK
B7% 550 HFIIEFR FH R

[0045] & 6 75 T RIS — AL, tE EHLR GBI ECEMNE o A ST AR “ A
o RN AL A 2 A B P A B 1 A R RO R 5 6 P S IR 2L, TR A
FH R0, J80 & FHAE B % (ASTC) BRI vl 4R A2 1 1B 41 (FPGAD , B s A A fifi -
BAFEE A4, B AL RS RGN — T8 AR SEIE B D BE, Frid — 4184 CARIAT I
IHBE N T AL BE AR 22 FE 5 e i & FH B 4% o AHGETT DU I Bl 38 I 204 R S - R 2L Th B
P AR A7} P 3 B ST B, DA R LA T R E BB R PR (R 5 5 3 B S o AF S8 s Bl 75 X, g
i LEE A VAL G R AT VEAN R IR D AR BRI b B AT R 22 D — 30y, B A A
DL T PATBEH A0, pridad v AL BAT A B3R E RS RGP RN RSP, 5 IR,
W RERH 2455 2 P BRI R E AR ST e . (R, TN I RS DL 2 Pl & 11
Fic B SR SEIR, I HLIF AR 3 5L Ao 8] (AT ATy s s 2

[0046]  {EFE 6 BT KRGt RS, IR AEBRIE RGN 120 4bFE K A R GLo v FH ik e
(AR SR (BT, 15 SR X5 4138) . ELARSLAE R 630 SR 733t sk (1) 45 BL, ol 76 — L6 52 e 5] b
AT BB K 45 . ELEge i H 630 2 F 7 RIS He 620 35 31 9 A% Th B4 B B B
610 o 15 ARERL 620 971 55 UIE LA RR LR 630, 75 0 177 7] N % Zh RE LRV 610 5%
Peak At AR, Bt R R S e B R Bk 4 25 15 I W R Zh e A AR B 610,
[0047]  PAZDHBEAENVATHE 610 SEHL IR AERAE RGN 120 2L R E D RE. 76— 5K
), D7 R EE 620 TS IRE N LTI M K BhdE 160 (FE BIR S5 G K 1 Frd)SEEL, 3 H i
e AR ER 610 JEE KRB AL 110 (B DI 1EAX 3RS i FRAESE RGN 120 42
PRI SR 25 FAN P AZ DD REHE R He 610 20 i AH I )38 SRk g SR [, LEER S E 630
SIMTITIR IS5 B, ELFE T 45 B2 2 R AT A 2 SR o 2 5 A7 (E C 8 Bk AT &
GG

[0048]  {EAHZCH SR, LLA A3 AH R 630 5 Yk i85, LAk — 5 0 i Tk W 41 45 1
Z TR R IR An] 22 S i 2R A B 1, T ff s I 28 22 2 1R R 7R R P AP AE rootkite
[0049] TR 6 FronnyutE R, R AR & IR B A 640 F5 By SCIR 2] Wil 45 3K 5 2% 1)
T AF T 46 660 FIHE . BRBD 2 Th R (M AL 650 35 B Sl RIS 14 3 4% 660 [z 0, HOR
ok IR B2 D Re AR B 650 $R AL 42 1175 22 48t U7 I AEER 620 LRI OR PY A% Dh BE£H RV 52
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He 610 224 1AR R 75 Aok iR 2 4

[0050] 1 My X RIS o A B A UK B 2% 640 FIBKZh 28 Dh AL R B E 650 i H! Y AR 4517 3k
)45 S B, ECECAR AR R 630 LLEL 4145 S I L e #e A2 AR AT AT 22 5 o AEAHR I
S S BB AR AR 630 LS PSR, DLE— 0 A AT IR P 2R 5 R TR) B R IR KA AT 2
SRl T , AT 5 P e 2 R T R OR R AP AZALE rootkit.

[0051] T SV HIOR TR S A, BEAE ST AR SO REIA ) R B T AL R A
700 FInE K. THEALR S 700 n]AFE AN AL 702 (TR B4 A AL 702 (5
—ANEREZ AR T 704 RGAT MRS T06 AL 11 708 Fiy HE AR 2 11 710 2 11 712,
PN O T14 ] B A7t 2 11 716 FIAN T B BRAT g 42 11 718 LU S OE R B 5 Fh 2 1
(1) FR G A 2 B R A 5 720, (EA-FP ST, b PR T 704 W] LR 2R R,
FIT IR 4B A% O RS AL BEAT i 76 VLT A BB 4 S BT vh S LT 13/ o] an R A7
fitids 706 BN PT R BA7 M #5411 716 FHPR I 2 [ e AP e 2 1 718 EfAfitds . tHE
HL 702 IR G A7 it 2% 706 1] LUAL R an LA/ 2 (ROMD 722 [3E 5 R A7 il 25 5351t bl
HAFEUAE A 25 (RAMD 724 {5 R METEE RS . ROM 722 W] LI FRIREAS N / frth 240 (BI0S)
726 LAFEB) Sl 702 M E R B S o RAM 724 W] LUAEAE &Rl A R R AR f st
H Ay TR A N FE R WA E R4 728 IR 730 A RPN B 732, #E—2DHE,
RAM 724 T] LAAEAE ) A0 e 8 AR FE 50 734 B 3A A5 B 20 & RS iifs] o, RAM 724 15
fift B2 SRAR A AR 5 25007 10) R A S5 91 G DA R 5 458 e A TR e RS s o 25 P S 4]
RAM 724 A5 XU H % (Double Data Rate, DDRIAEfE 2% 245 A2 fiE#% (Error Correcting
memory , ECC) BRI & B 44 A [R] LE IR AL B (A7 £ 52 A, 491 1 RAMBUS k7% DDR2 F DDR3.
[0052]  FEBNAF T 1 716 FUEE E A7 fiEde e 1 718 WM TS 702 %42 3115 Wi [ 25 2K 5y
7% (solid-state drives,SSD) kBN IKAN %S (rotational disk drives) HIREALIRS)
75 7360 PTIRBEEL IR SRS 736 T A & MR A N T RR PSR A3k — 20 (A7, Pk 25 P A4 I
PR N4 E R 4 738, NIRRT 740 FUHAMFR AR E 742, E— D Hh, BERLIKB)AE 736 W A7
it B AN RE P BN I RE P s 744 (I HAWE B . FERFhSZiEm) b, BEBLIRBh B 736 7E1E R
Frid (5 BANERAEHL EAAAEN TP AR AR AEIR o JF— 20, 76 IR 4 3 1) 25 Fh st i 451
W BEVER S 738 N FRST 740 BUE R 742 FUFE BN AR P A 744 T LA RAM
724 FAEAE S SAR R, B8 T LURANE T RAM 724 FTA7 G S v AE T AL R 8
[0053]  JE—2UHh, B gl A7 fiki B 11 716 W] LUK VS AL 702 3% 2 B R A 485 g 4 BK 3
5 746 BOCALIK BN A 750, Py M A5 485 G A IR B 2% 746 A PR A S A A 748,
lomega® Zip B Jazz, iR G IKFNAE 750 18 HOGEAN T 762, I LA vHE ML AT 524 5
U1 Blu—Ray®, DVD-R/RW, CD-R/RW FIILABSAL 4% 2 o 307G H At S Bl Ag1) A5 P 8 N A8 45 = iy B
A1) SSD Bl B g B R B8 IS s A7 Ak 1 e

[0054]  $HEAL 702 A] LIfsE H &4 1 712, 3l ik Rk B9 (LAN)758 Bl 38k B (WAN) 760 5 —
AN EA TR EHL 756 A5 . L8R 0 712 AT LIS R R (NTC) sl fun i g 25 762
R DR SEIUESE . JHIAE A2 762 1T DUE L TR ZE | R Ah L 2R G AT s e AR
RSEIEE o TR EAL 756 ] LA A ALK RHEE A0 A i B B TT LA i R
FLF 766 HILEAE 2SS 764, FTiR L N AL 766 1 LR LR N o1 ML A 338 A 48 1 501
7020 LA SEEA H, A] LS AR v AL M A 764 RAFAEE B, IR (5 B0 40 bé 5 v]
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BN R R ARG AT 706 I CUAER G B . P Hh, TR Fh S i), e fE v
SR 756 W LU R RS 2% B B 454 2 P i v A ALk 48 1 4

[0055] /AT LAd A e 3 FH P i N2 11 714 IR\ V45 ) BRI 702 B NM3 L, BTk
FH P N8 01 714 46040 BRUbR 768 FIEESE 7700 A, By N 46 1T LR s g a0 i 2s
PEYNT ST 2% A PO R 3 507 e 28 o AA00RE (1 708 AT i) 9] d ks A 2% 722 1) B
PRI E R o AR 1 708 TT DL RN 8 D 802 /0 e O B — 203, tH L]
DIAS 22 AN 1 708 44 11 712 UL R AT B sl s 45 11 716 R e A7 il #4211 718
RIEIRAEHENL 702 () RiEYE. 23— Db, S sl 8 2 S A S 772 12 AT
B0 708 SRk AR ML 702 [ITERERTBE J) . TEEAL 702 FRRT A HiAh TSR LR O, 9 dn e
HANERE O 7100 XA AR B 0] AR IE B RIFT EDHL 774 sk 4 776 s e s EE
BTN 702 $RAEEAMY ThEE .

[0056]  TIAEAIL 702 [ Al nl e ic B AN S 7 A ELFRAE A R B A 2 o X SR 4]
FAEE AR FIERE R R 480 720 BB ez O, 4 4 i A BB AT R 6 CUSBD - T ERM L 11 L 3
xR 1. PCT 26 PCT Express BCE CEA) QiAbAT SR (190205 i SE AL 1 R 25 Fh AL AR 1)
e 0, 758 A S 9] T, AT BT 704 A AL BN AT Al 25 8 CRE R, MfTAH
YT REGURE 720 Progde b, 5ea8 5 A ML ok B RS 74y 706 AR

[0057] Lk sEifs] B e S miaERR 2 o ERCR)E KRG [ N A7 AE S8 2 s itifl . Shab, B
SR L 5 25 Ry 5 S 5 A R B I 5 THD 0 DA 5 A A s AR N 33 B AR B, 7EAS
It 85 A e B ASCR L SR T s SCFDRE AP R TR R 0, ] BAAETE X iy i LA 4

[0058]  AH A I — M AN R NAZ TR, A B ] LA B /b IR AT S50 1) S
18] Fr 461 288 FRTREAE o AR ST I 149 SE A9 FF AR R A e BH 25 AN REAE 1 AT B A 07 AT 55
26, IR, FEANHE R S 2 TR R AE ) ELAR LA 5 24 8R, R PR AT — M AR F A BEAE, A
R BHRT LA AAAS () 7 552 it 81) 226 ECFRT AN R A S7 4R i 1) 45 R it o

[0059] BRI LAS | 7 206k B3R SCRY AT AT 4 0%, RIS, 32 B AN 5| A, 75 ) 55
WAL () B B B A B TS o 2D BRI LA S L 77 300 o SCRSIEAT AT ] & 3, BRI, AN K
AR B SRS A B B BRI EE Sk LA T 9 5 AT & 9. FRadE— 20 BRI LA | 77 3 Bk
SCRYIEAT AT 5 3, PR, BRAEAR & B B R HE 5 75 UIAS R R AR & BH SORYS b i (4t )4 il
& L5 7 oA I

[0060]  HE T-EREAS & AR K ¥ B 1, BHEf TG B, BRAEAEAUR B R A H B 2 AR 2%
B W COTE, mMFEAE S SEE BRVE 35 U.S. C HFERNBER 112 4 ME.
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