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(57) Abstract: A method (100) for generating a bijective Substitution Box, the method (100) comprises selecting a Boolean map
(102) from a plurality of non-bijective power functions and iterating extending an image of the Boolean map (104) to generate an
extended Boolean map, obtaining a bijective function (106) from the extended Boolean map, performing a ditferential uniformity
test (108) on the bijective function to obtain a differential uniformity parameter and performing a nonlinearity test (108) on the bi-
jective function to obtain a nonlinearity parameter, until the differential uniformity parameter and the nonlinearity parameter meet
a predetermined condition.
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~ BIJECTIVE SUBSTITUTION BOX

FIELD OF INVENTION

- The present invention relates to a method of generating a bijective Substitution Boxes

(S-Boxes).
BACKGROUND ART

S-Boxes are vectorial Boolean functions satisfying some cryptographic criteria. S-Boxes

- are used as basic component of block ciphers in Cryptography. An importént condition’

on S-Boxes is a high resistance to thé differential and linear cryptanalysis, which are the
main attacks on block ciphers. The functions with low differentiél uniformity and high
nonlinearity possess a good resistance to the differential and linear attaéks and they are.
considered as cryptographically strong. The ciphers that are Substitution-permutation

'n_etworks use bijective S-Boxes.

For practical use, 8x8 size is optimal. S-Boxe‘é with 8xv8 size can be considered as
strong if they have differential uniformity of at most 10 and nonlinearity of at least 100. it
has to be noted that the best known pair of ihese parameters is 4 .and 112, resﬁectively, "
and S-Boxes.with differential uniformity below 10 and nonlinearity above 100 are .very

rare.

Several methods to generate‘ cryptographically étrong S-Boxes exist, such as random

generation, the use of finite field operations, as well as heuristic algorithms.
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SUMMARY OF INVENTION

In one embodiment of the present ihvention is a method of generating é bijective .
Substitution Boxes. The method comprises selecting an initial Boolean map from a
plurality of non-bijective power functions over the finite field, extending image of initial
map, without changing differential uniformity and nonlinearity, obtaining bijective function

from extended function, with small aggravation of differential uniformity and rionlinearity

- "and performing differential uniformity and nonlinearity tests on the bijective function, until

the differential uniformity and nonlinearity parameters meet a predetermined condition.

The present invention consists of features and a combination of parts hereinafter fully
described and illustrated in the accompanying drawings, it being understood that various
changes in the details may be made without departing from the scope of the invention or

sacrificing any of the advantages of the present invention.
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BRIEF DESCRIPTION OF THE ACCOMPANYING DRAWINGS

To further clarify various aspects of some embodiments of the present invention, a more
particular description of the invention will be rendered by references to. specific
embodiments thereof, which are illustrated, in the appended drawings. It is appreciated
that these drawings depit:t only typical embodiments of the invention and are therefore .
not to be considered limiting of its scope. The invention will be described and explained

with additional specificity and detail through the accompanying drawings in which:

FIG.1 illustraies a flowchart of a method for generating a bijective Substitution Box (S-

Box).

FIG.2 illustrates a flowchart of extending an image of a Boolean map to generate an

extended Boolean map.

FIG. 3 illustrates a flowchart of obtaihing a bijective function from an extended Boolean

map.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention relates to a method for génerating a bijective Substitution Box (S-
Box). Hereinafter, this specification will describe the present invention according to the
preferred embodiments of the present invention. However, it is to be understood that |
limiting the description to the preferred embodiments of the invention is merely to
facilitate discussion of the present invention and it is envisioned that those skilled in the
art may devise various modifications -and equivalents without departing from the scope

of the appended claims.

The method for generatihg the bijective S-Box according to the embodiments of the
present invention relates to generating a cryptographically Strong S-Box. The method of
generating cryptographically strong S-Boxes of the present invention- comprises
generating bijective n x n size S-Boxes USing non-bijective power functions in the finite
field. The n x n size S-Boxes of the .present invention have good differential uniformity

and nonlinearity parameters and are not equivalent to any known S-Boxes.

Reference is being made to FIG. 1. FIG. 1 illustrates a flowchart of the method (1 06) for
generating the bijective S-Box. The method (100) for generating the bijective S-Box
comprises selecting an initial Boolean map (102) from a plurality of non—bijecfive poWer
functions over the finite field, extending image of initial Boolean map (104), without
changing differential unifonnity and nonlinearity, obtaining bijective function (106) from

extended function, with small aggravation of differential uniformity and nonlinearity and

- performing differential uniformity and nonlinearity tests (108) on the bijective function,

until the differential uniformity and nonlinearity parameters meet a predetermined

condition.
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The method (100) of generating the bijective S-Boxes according to the present invention
begins with selecting the Boolean map (102) from a plurality of non-bijective power

functions over the finite field. In one embodiment of the present invention, where F, is a

finite field of 2" elements, x— x? power functions are considered, where x € F,. and

d is a positive integer.

It is well known some power functions with lowest DU or highest NL. For practical use

we limit oneself the case n=8. S-Boxes with 8x 8 size can be considered as strong if

| they have DU< 10 and NL> 100. The only 8 bijective power functions (permutations) |

satisfy above mentioned condition. They are x7, x™, x™ x*, x*, x™, x™®, ¥ . All these
functions are cyclomatic cosets, i.e., they are equivalent functions. Therefore there is

only one strong bijective power function up to equivalence.

It is considered strong non-bijective power functions. There are 24 non-bije'ctive‘power
functions with best parameters '(DU, NL)=(2,112). They include 3 non-equivalence
classes: (3, 6, 12, 24, 48, 96, 192, 129), (9, 18, 36, 72, 144, 33, 66, 132) and (39, 78,
156, 57, 114, 228, 201, 147). It can be chosen any representative of these functions for A

next using. It is chosen first function,of first class, i.e., the function x*.

Upon selecting the Boolean map, the image of the selected Boolean map is extended

(104) to generate an extended Boolean map

Refereh_ce is now being made to FIG. 2. FIG. 2 illustrates a flowchart of extending ihe

image of the Boolean map to generate the extended Boolean map.
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According to the embodiments of the present invention, the Boolean mab is extended by
identifying a first linear power fun@:tion (202) from a plurality of |inéar power functions,
generating binomial function (204) by adding initial Boolean map muiltiplied a constanf '
alpha to a chosen linear power function muitiplied by a constant beta and idenﬁfying

binomial function (206) with a maximum number of image elements.

The steps generating binomial function (204) by adding initial Boolean map multiplied a
constant alpha to a chosen linear power function multiplied by a constant beta and
identifying binomial function (206) with a maximum number of image elements are

iterated for all linear combinations from the plurality of linear combinations.

The steps identifying a first linear power function (202) from a plurality of linear power

. functions, generating binomial function (204) by adding initial Boolean map multiplied a

constant alpha to a chosen linear power function multiplied by a constant beta and
identifying binomial function (206) with a maximum number of image elements are

iterated for all linear power functions from the plurality of linear powér functions.

The power function x> has (DU, NL) = (2, 112) and is a non-bijective function. If I is

image of the power function x* , then |/]=86. When power function x* is considered

~as a mapping of F, - F,, wherein F,, =F,, /{(0,0,...,0)}, then the power function x’

2 2

appears as a th’reé to one function. In order to obtain strong bijective functions from the

power function x°, function - x* + B-x* is considered, wherein @, 8 € F,, . Due to the
fact that power function x* is linear, hence DU(x*)=DU(a-x*+f8-x*) and _

NL(x’)=NL(a-x* + B-x* ). If Jis image of a-x* + B-x* then I cJ and |[J]=192.
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With this, the power function x° almost resembles a bijective function without

compromising the differential uniformity parameter and the nonlinearity parameter.

Upon extending the image of the Boolean map, the bijective function is obtained from
the extended Boolean map. Reference is now being made to FIG. 3.  FIG. 3 illustrates a

flowchart of obtaining the bijective function from the extended Boolean map.

According to the embodiments of the present invention, obtaining the bijective function
comprises identifying a first duplicate oUtput element (302) of the output list of function,
selecting a first element (304) which is not in the output list of the function and has least
distance from the identified duplicate output element and replacing the first duplicate

output element with the selected first element (306). The steps (_)_f identifying the first

- duplicate output element (302), selecting the first element (304) and replacing the first

duplicate output element with the selected first element (306) are iterated until the

Boolean map is free from a plurality duplicate output elements.

According to the embodiments of the present invention, the bijective function obtained is
subjected to differential uniformity test (108) to obtain the differential uniformity
parameter and nonlinearity test (108) to obtain the nonlinearity paraheter. The steps of
extending the image of the Boolean map (104), obtéiﬁing a bijective function (1_06) and
performing the uniformity test and nonlinearity test (108) are iterated until the differential-
uniformity parameter and the nonlinearity parameter meet the predetermined condition

of DU less than or equal to 10 and NL more than or equal to 100.
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According to the embodiments of the present invention, performing the differential
uniformity test on the bijective function comprises introducing all possible changes to an
input aﬁd comparing an oqtput to an original output, counting a number of the inputs
which produce the same output difference for any given input change and identifying a
maximum number of the counts to détermine the differential _unifomiity parameter of the

bijective function.

According to the embodiments of the present invention, performing the nonlinearity test.

on the: bijective function comprises generating all non-trivial linear combinations of a
plurality of component functions, geherating all affine functions with the same number
variables as a given function, cqunting a Hamming distance between pairs of |inear‘

combination and affine functions and identifying a minimum number of the counts to.

- determine the nonlinearity parameter of the bijective function.
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1. A method (100) for generaiting a bijecﬁve Substitution Box, the method (100)

comprises
- (i) selecting a Boolean map (102) from a plurality of non_-bijective_ power
functions;
()] extending. an image of the Boolean map (104) to generate an extended
Boolean map; R |
(ii)  obtaining a bijective function (106) from the extended Boolean map;
| (iv) . performing a differential uniformity test (108) on the bijective fuhctiqn to
obtain a differential uniformity parameter;
(v) performing a nonlinearity test (108) 'on‘ the bijective function to obtain a
nonlinearity parameter; and
(Vi) iterating steps (i), (iii), (iv) and (v) until the differential uniformity

parameter and - the nonlinearity parameter meet a predetermined

condition.

2. The method (100) according to claim 1, wherein extending the image of the

Boolean map to geherate the extended Boolean map further comprises

@)

(i)

identifying a first linear power function (202) from a plurality of linear.
power functions; |

generating the plurality of non-bijective power functions (204) us'ing a
linear combination from a plurality of linear combinations of the power

function and the plurality of linear power functions;
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identifying at least one non-bijective power function from the plurality of
non-bijective power functions with a maximum number of image elements
(206);

iterating steps (ii) and (jii) for all linear combinations from the.plurality of
linear combinations; and |

iterating steps (i), (ii) and (iii) for all linear power functions from the

plurality of linear power functions.

. The method (100) according to claim 1, wherein obtaining the bijective function

from the extended Boolean map further comprises

@)
(i)

(iii)
(iv)

identifying a first duplicate output element (302) in the Boolean map;
selecting a first element (304) which is not an output in the Boolean map
and has a least distance from the first duplicate output element; -

replacing the first duplicate output element with the first element (306);

iterating steps (i), (ii) and (iii) until the Boolean map is free frdm_a plurality

duplicate output elements.

. The method according to claim 1, wherein the performing the differential’

uniformity test on the bijective function further comprises

introducing all possible changes to an input and comparing an output to
an original output;

counting a number of the inputs which produce the ‘'same output

difference for any given input change; and

identifying a maximum number of the counts to determine the differential

uniformity parameter of the bijective function.
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5. The method according to‘ claim 1, wherein the perforrhing the nonlinearity test on
the bijective function further comprises

generating all non-trivial linear combinations of a plurality of component

functions; »
5 | generating all affine functions with the same number variables as a given |

funétipn; |

counting. a Hamming distance between pairs of linear combination and

affine functions; and

identifying a minimum number of the counts to determine the nonlinearity

0 . parameter of the bijective function.
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