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BIOMETRICALLY AUTHENTICATED PORTABLE ACCESS DEVICE

Field of the Invention

The present invention relates to biometrically authenticated access control
in which a wireless authorization signal is sent from a portable unit, such as a key
fob, after a biometric sensor on the portable unit has verified the identity of the
user. More specifically, the present invention relates to radio frequency

identification (RFID) technology used in such devices.
Description of related art

In this specification, where a document, act or item of knowledge is
referred to or discussed, this reference or discussion is not an admission that the
document, act or item of knowledge or any combination thereof was at the
priority date:

i) part of common general knowledge; or

(i)  known to be relevant to an attempt to solve any problem with which

this specification is concerned.

Radio Frequency Identification (RFID) systems use an RFID reader to
wirelessly detect the presence of a nearby RFID tag and read an identification code
stored in the tag. The identification code in the RFID tag can be used to control
access to a protected resource by allowing access only when an RFID tag having an
authorized identification code is detected. Generally, the authorized RFID tag is
issued to an authorized user to ensure that only the authorized user has access to
the protected resource. If the authorized RFID tag is lost or stolen, however, it

can be presented by an unauthorized user to access the protected resource.

One exemplary use for RFID tags is to install them in a key fob associated
with one or more conventional mechanical keys. An RFID tag reader is then
positioned near a lock system operated by a mechanical key kept on a ring with
the key fob. To open the lock system, the correct mechanical key must be used,

and an authorized RFID tag must be detected by the nearby tag reader.
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To ensure that the RFID tag is in the possession of the authorized user to

whom it was originally issrized user's fingerprint.
The present state of the art in this field uses an RFID engine specifically

designed from generic logic eleued, newer designs for RFID access control systems
5 have added a biometric sensor. The sensor, such as a semiconductor-based
fingerprint reader, is located in a portable unit, such as a key fob, that contains an
RFID engine to simulate the presence of an RFID tag. The biometric sensor
includes a stored template of the authoments to simulate the operation of an RFID

tag used
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with an existing RFID system. Such a system is provided by Privaris, Inc. of
Charlottesville Virginia, which offers both key fob designs and smart card designs
with an RFID engine simulating an RFID tag and an integrated fingerprint reader for
biometric verification.

There is a large installed base of non-biometric RFID systems made by such
companies as HID Corporation of Irvine California, Indala Corporation of San Jose
California and others that would benefit from the additional layer of security
provided by biometric authentication. The presently available installed RFID
systems use a variety of different complex coding and signaling methods, some of
which are proprietary. The RFID tags used with these systems take two forms -
cards and key fobs. In both cases the coding of the tags is done in a conveyor belt
form where the tag moves past a programming/verification head where the RFID
identification code is put in under the control of a computer. The code is specified
by the customer from a very large range of options.

In general these companies do not allow third parties to program the RFID
tags used with their RFID system excepl in the case of using certain leased card
programmers which are provided to trusted distributors for use with RFID tags that
they provide to their customers. The coding that these leased programmers can
embed is limited to certain specific ranges and formats allowed by each of the
distributors and controlled by an encrypted media, which is supplied by each of the
companies.

There is also a non-proprietary, non-controlled format available, which is
known as "26 bit wiegand." This format is not recommended for high security
applications and is not appropriate for use where biomelric verification is used as a
secondary layer of security.

The proprietary nature of the coding and signaling of existing installed
systems, the restrictions on programming, as well as technical considerations make
it difficult to simulate the operation of existing proprietary RFID tags with an RFID
engine constructed from generic logic elements, Owners of proprietary RFID
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systems are often unwilling to disclose details of the proprietary system that are

needed for simulation in an RFID engine.

Moreover, even where such information is available, the programming
procedure for an RFID engine simulating an RFID tag may be incompatible with
the installed base of programmers used with the proprietary system. There is a
need for a portable biometrically authenticated RFID device, such as a key fob,
that uses a securely integrated authorized RFID tag of an existing prior art type,
instead of a simulation of such a tag in an RFID engine. Such a device could be
securely programmed in existing RFID programmers and distributed and
controlled by the owner of the proprietary RFID system using existing channels
and methods.

Summary of the Invention

According to a first aspect of the present invention there is provided a
biometrically authenticated portable RFID access device that selectively permits
energization by a tag reader, comprising: ‘

a biometric sensor for measuring a live biometric parameter of an

unverified user;

a stored biometric template corresponding to a previously measured

biometric parameter of an authorized user;

an authenticator for comparing the live biometric parameter of the
unverified user to the stored biometric template and producing an authorization
signal when the live biometric parameter matches the stored biometric
template; and

an electronic switch responsive to the authorization signal from the
authenticator, the electronic switch acting to enable the RFID access device to
respond to energization by the tag reader only when the authorization signal
from the authenticator indicates that the live biometric parameter matches the
stored biometric template,

wherein the RFID access device is programmable in an RFID tag
programmer selected from an installed base of RFID programmers used for
programming RFID access devices that do not include associated biometric

Sensofrs.
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Preferred embodiments of the present invention provide a biometrically
authenticated access device that is compatible with and programmable by an

existing installed base of RFID tag programmers.

Preferred embodiments of the present invention also provide a
biometrically authenticated access device that has a relatively low manufacturing

cost.

According to a second aspect of the present invention there is provided a
biometrically authenticated portable RFID access device that selectively permits
energization by a tag reader, comprising:

a case in the form of a key fob adapted for connection to a key ring to

hold keys;

a biometric thumbprint sensor mounted in the case, the biometric
thumbprint sensor producing an output corresponding to a thumbprint of an
unverified user;

a digital storage for storing a biometric template corresponding to a

thumbprint of an authorized user;

an authenticator in the form of a microprocessor for comparing the
output of the biometric thumbprint sensor to the stored biometric template
and producing an authorization signal for a limited period of time when there
is a match;

an electronic switch connected to the authenticator and responsive to
the authorization signal, the electronic switch opening to enable the RFID
access device to respond to energization by the tag reader only when the
authorization signal is received and closing to disable the RFID access device
when the authorization signal is not received;

a protective compound applied at least to the switch, the protective
compound destroying the switch when an attempt is made to access the
switch, and

wherein the RFID access device is programmable in an RFID tag

programmer selected from an installed base of RFID programmers used for
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_programming RFID access devices that do not include associated

biometric sensors.

According to another aspect of the present invention there is provided a
biometrically authenticated portable RFID access device that selectively permits

energization by a tag reader, comprising:

a biometric sensor for measuring a live biometric parameter of an

unverified user;

a stored biometric template corresponding to a previously measured

biometric parameter of an authorized user;

an authenticator for comparing the live biometric parameter of the
unverified user to the stored biometric template and producing an authorization
signal when the live biometric parameter matches the stored biometric

template; and

an electronic switch responsive to the authorization signal from the
authenticator, the electronic switch electrically connected in parallel with a tuning
capacitor, antenna circuit and integrated circuit in at least one operative position
such that the electronic switch acts to enable the RFID access device to respond to
energization by the tag reader only when the authorization signal from the
authenticator indicates that the live biometric parameter matches the stored
biometric template.

The present invention is directed to a biometrically authenticated portable
RFID access device that includes a biometric sensor for measuring a live biometric
parameter of an unverified user, a stored biometric template corresponding to a
previously measured biometric parameter of an authorized user, and an
authenticator for comparing the live biometric parameter to the stored biometric
template. The authenticator, which is typically a microprocessor, produces an
authorization signal when the live biometric parameter matches the stored

biometric template.

An electronic switch is connected to the authenticator and enables an RFID

tag when the authorization signal from the authenticator indicates that the live
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biometric parameter matches the stored biometric template. The RFID tag is a
conventional RFID tag programmable in a conventional RFID tag programmer
selected from an installed base of RFID programmers used for programming RF{D
tags that do not include associated biometric sensors. The use of a conventional
RFID tag allows the portable RFID access device to be programmed by and used
with existing installed systems of proprietary and non-proprietary readers and
programmers.

The electronic switch may be connected to prevent power from being
wirelessly supplied to the RFID tag by an RFID tag reader, to prevent oscillation of a
tuned circuit within the RFID tag, to connect a power input to a ground input of the
RFID tag to prevent an operating voltage from being provided to the RFID tag, to
connect or disconnect a critical component to the access device or in some
combination of the above so as to disable and enable operation of the RFID tag.
The authorization signal may be a positive or negative signal, and the switch may
open or close upon receipt of the authorization signal.

The electronic switch is preferably physically protected by potting material
or a film such that the switch is destroyed in the event that an attempt is made to
access the switch. The biometric sensor preferably measures thumbprints or
fingerprints, but may measure some other biometric parameter, such as voice or iris
patterns of the eye.

The authenticator preferably includes a timer that provides the authorization
signal to the switch for a limited period of time after the authenticator has
determined that the live biometric parameter matches the stored biometric
template. The portable RFID access device may be constructed with the
authenticator initially in a locked state providing the authorization signal to the
switch. This enables the RFID tag and permits it to be assigned< RFID access
credentials and programmed by a conventional RFID tag programmer. The
authenticator can be subsequently changed to an unlocked state thereby disabling
the RFID tag unless the live biometric parameter matches the stored biometric

template.
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In one embodiment of the present invention, the authenticator is changed to
the unlocked state by irreversibly burning a fuse in the authenticator. In an
alternative embodiment, the authenticator includes a port and the authenticator is

changed to the unlocked state by entering a secret code through the port.

Brief Description of the Drawings

The features of the invention believed to be novel and the elements
characteristic of the invention are set forth with particularity in the appended
claims. The figures are for illustration purposes only and are not drawn to scale.
The invention itself, however, both as to organization and method of operation,
may best be understood by reference to the detailed description which follows
taken in conjunction with the accompanying drawings in which:

Fig. 1 is a block diagram of a prior art biometrically authenticated portable
RFID access device using an RFID engine constructed from generic logic elements
to simulate an RFID tag.

Fig. 2 is a block diagram of a prior art RFID tag.

Fig. 3 is a block diagram of the present invention showing a biometrically
authenticated portable RFID access device using an RFID tag securely integrated

with a biometric authentication system.

Mode(s) for Carrying Out Invention

In describing the preferred embodiment of the present invention, reference
will be made herein to Figs. 1-3 of the drawings in which like numerals refer to like
features of the invention.

A block diagram of a typical prior art biometric key fob is shown in Figure 1.
An authorized user verifies his identity to the key fob using a biometric sensor 10.
The biometric sensor is typically a semiconductor device capable of detecting the
location of ridges forming a user’s fingerprint as the ridges contact the sensor. Ina
conventional design, the user’s thumb is applied to the biometric sensor, which
produces a live authentication signature corresponding ta the user’s thumbprint.

-10-
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A previously established authentication signature corresponding to the
authorized user’s thumbprint is located in stored biometric template 12. The
authenticator 14 compares the live biometric parameter measured by the biometric
sensor 10 to the stored biometric template 12 for the authorized user and produces
an authorization signal at 16 when the live biometric parameter matches the stored
biometric template 12. The authorization signal may be a positive or negative
signal, and the switch may open or close upon receipt of the authorization signal.

The stored template is stored in a digital memory that is readable by the
authenticator 14. The template is typically a signature that corresponds to the
thumbprint or a fingerprint. In most designs, the actual thumbprint cannot be
determined solely from the signature of the thumbprint.

The authorization signal 16 enables the RFID engine 18 to interact with an
RFID reader 20 over a wireless link 22. In this prior art design, the RFID reader 20
thinks it is exciting a conventional RFID tag in a conventional smart card or key fob.
Instead, it is interacting with an RFID engine constructed from common logic
elements, which is simulating the communication and response of a conventional
RFID tag. The RFID engine 18 holds an RFID code in non-volatile memory 24.

The RFID code in non-volatile memory 24 identifies the access device to the
reader 20 during the communication between the RFID engine and reader over
wireless link 22. Because the user has been authenticated to the access device via
the authenticator 14, and the access device has been authenticated to the reader 20
via the RFID access code credentials in memory 24, the reader can verify that the
authorized user is in possession of the access device.

Fig. 2 shows a simple conventional RFID tag 26 used with a conventional
non-biometric RFID system. In such a system, a fixed reader wirelessly reads an ID
code stored in memory 28 of an application specific integrated circuit (ASIC) 30.
The ASIC will incorporate the proprietary features of the communication protocol
used to send the ID code in memory 28 and identify the RFID tag to the reader.

The RFID tag of Fig. 2 includes a tuning capacitor 32 and an antenna coil
34. In the design shown in Fig. 2, the RFID tag is not provided with a battery or

11-
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other source of stored energy. It is powered by a signal continuously transmitted on
a designated radio frequency by a compatible RFID tag reader. When the tag is
brought within range of the reader a tuned circuit, formed by the tuning capacitor
32 and antenna coil 34, begins to oscillate.

These oscillations are tapped to provide power to the RFID tag. In this way,
the RFID reader supplies power over the wireless link to the RFID tag. The ASIC 30
modulates the oscillations of the tuned circuit, and these modulations produce a
backscattered signal that is detected by the RFID reader. The ASIC 30 reads the
stored 1D in the memory 28 and transmits the 1D to the reader via this modulation
and backscattering process. The conventional prior art RFID tag in Fig. 2 that is
compatible with an installed base of RFID readers can only verify to a reader that
the tag is in the vicinity of the reader. It cannot verify that the tag is in the
possession of the authorized user to whom the tag was issued. The prior art key fob
device in Fig. 1 can verify that the authorized user has possession of the device, but
it cannot communicate with or be programmed by the majority of proprietary RFID
systems due to the absence of a true proprietary RFID tag that has been
programmed and assigned an authorized 1D in accordance with the procedures
established by the owner of the proprietary RFID system.

Referring to Fig. 3, the biometrically authenticated portable access device of
the present invention addresses these problems by incorporating an authorized
RFID tag 26 of the type seen in Fig. 2 that is capable of communicating with a
compatible proprietary reader 40 selected from an installed base of such readers.
The device includes a stored template 42, an authenticator 44 and a biometric
sensor 46. These components operate in substantially the manner described above
in connection with Fig. 1. The authenticator 44 is preferably a microprocessor
including program storage memory and an input port 54 for programming and
setup. The authenticator 44 also includes a timer which may be implemented in
software in the microprocessor or it may be in the form of separate hardware.

Biometric sensor 46 measures a live biometric parameter of an unverified

user. The live biometric parameter is preferably a thumbprint, however,

-12-
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fingerprints iris patterns, voice signatures, facial patterns and other biometric
parameters may be measured with suitable sensors. The live biometric parameter is
compared with the previously measured biometric parameter of an authorized user
from stored template 42 by the authenticator 44. When the live biometric
parameter matches the stored biometric template, the authenticator 44 produces an
authorization signal.

The authorization signal is applied over connection 48 to operate switch 50.
Switch 50 is connected to the RFID tag 26 and allows it to operate only when the
authorization signal is applied. When the authorization signal is not applied,
switch 50 prevents the RFID tag from responding to reader 40. In the preferred
design, the authenticator 44 includes a timer, which provides the authorization
signal to the switch 50 for a defined period of time after the authenticator has
verified the match between the live parameter and the stored template.

In the embodiment of the invention illustrated, switch 50 is an electronic
switch that is normally closed, but is opened when it receives the authorization
signal. In the illustrated design, the switch acts to prevent power from being
wirelessly supplied to the RFID tag 26 by the RFID tag reader40. When the switch
is closed it shorts out the RFID circuit and stops it from working. The switch
connects a power input to a ground input of the RFID tag to prevent an operating
voltage from being provided to the RFID tag. The switch may also be connected to
prevent oscillation of the tuned circuit formed by the tuning capacitor 32 and
antenna coil 34.

Alternatively, the switch may be connected in the normally open
configuration such that a critical connection to a component or power is made only
when the switch receives the authorization signal.

Regardless of how the switch 50 is configured, it is installed in a manner that
prevents it from being tampered with or modified, as indicated by the notation
“Protected” and oval 52. The area in Fig. 3 indicated by oval 52 and labeled
"Protected” is subject to abuse by an attacker because he could cut open the key

fob and tamper with the circuit to make the RFID circuit operate when it should

13-
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not. To prevent this, the switch 50 and other components of the access device may
be encased in potting material, or covered with a protective film to prevent
unauthorized access to the switch, If an attempt is made to breach the protection
surrounding the switch, the switch is destroyed.

A suitable ASIC 30 is the Atmel T5557, which contains all of the logic,
modulators, memory and the power supplies required to perform the RFID
function. It also contains the essential message structuring elements required for
the correct protocol between the reader 40 and the tag 26.

A valid authentication of a live thumb print versus stored template 42 results
in the authorization signal being sent from the authenticator 44 to the switch 50
which is disabling the RFID circuit. The RFID circuit is allowed to be freed from its
disabling clamp for a short period of time, for example 2 seconds, enough time for
the user to present the key fob lo proximity reader 40 and gain access to the
protected resource.

The advantage of using a conventional RFID tag instead of a purpose built
device is that the tag may be programmed in a conventional programmer such as
exists at HID Corporation or Indala Corporation and their trusted distributors and
does not require reproducing or simulating the function of the proprietary device in
an RFID engine constructed from separate components.

The RFID tag 26 is preferably manufactured with the authenticator 44 locked
into the positive state to continuously produce the authorization signal. The RFID
tag 26 is then programmed by an authorized and compatible programmer in
accordance with the applicable proprietary or nonproprietary programming
methods used for other RFID tags.

Following successful programming of the RFID tag, the authenticator is then
unlocked by any one of a number of non-reversible methods such as by burning a
fuse in the authenticator. Alternatively the authenticator 44 may be held in its
positive state by setting a bit in the memory of a microprocessor therein. This bit

may be set, for example, by entering a secret code through port 54 on the

-14-
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microprocessor. The port 54 may also be used for entering other set-up data
during manufacturing.

The access device in Fig. 3 is preferably provided with a small case and a
key ring so that can be used as a key fob. Conventional mechanical keys may be
stored on the key ring and used to access a protected resource having a nearby
reader. The reader only permits the mechanical key to be used when the
authorized RFID tag 26 is providing authorized RFID access credentials and such
credentials are only supplied when the key fob is in the possession of the
authorized user and the authenticator has verified that user’s live biometric
parameter by comparison with the stored template 42. Alternatively, the access

device in Fig. 3 may be produced in a smart card format.

While the present invention has been particularly described, in conjunction
with a specific preferred embodiment, it is evident that many alternatives,
modifications and variations will be apparent to those skilled in the art in light of
the foregoing description. It is therefore contemplated that the appended claims
will embrace any such alternatives, modifications and variations as falling within

the true scope and spirit of the present invention.

The word ‘comprising’ and forms of the word ‘comprising’ as used in this
description and in the claims do not limit the invention claimed to exclude any
variants or additions. Modifications and improvements to the invention will be
readily apparent to those skilled in the art. Such modifications and improvements

are intended to be within the scope of this invention.

-15-
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The Claims Defining the Invention are as follows:

1. A biometrically authenticated portable RFID access device that

selectively permits energization by a tag reader, comprising:

a biometric sensor for measuring a live biometric parameter of an

unverified user;

a stored biometric template corresponding to a previously measured

biometric parameter of an authorized user; -

an authenticator for comparing the live biometric parameter of the
unverified user to the stored biometric template and producing an authorization
signal when the live biometric parameter matches the stored biometric

template; and

an electronic switch responsive to the authorization signal from the
authenticator, the electronic switch acting to enable the RFID access device to
respond to energization by the tag reader only when the authorization signal
from the authenticator indicates that the live biometric parameter matches the

stored biometric template,

wherein the RFID access device is programmable in an RFID tag programmer
selected from an installed base of RFID programmers used for programming RFID

access devices that do not include associated biometric sensors.

2. The biometrically authenticated portable RFID access device according
to claim 1, wherein the electronic switch acts to prevent power from being

wirelessly supplied to the RFID access device by the tag reader.

3. The biometrically authenticated portable RFID access device according
to claim 1, wherein the electronic switch acts to prevent oscillation of a

tuned circuit within the RFID access device.

4. The biometricaily authenticated portable RFID access device according
to claim 1, wherein the electronic switch acts to connect a power inputtoa
ground input of the RFID access device to prevent an operating voltage
from being provided to the RFID access device when the authorization

signal is not provided to the switch.

-16-
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13.
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The biometrically authenticated portable RFID access device according
to any one of claims 1 to 4, wherein the electronic switch is physically
protected such that the switch is destroyed in the event that an attempt is

made to access the switch.

The biometrically authenticated portable RFID access device accbrding
to any one of claims 1 to 4, wherein the electronic switch is protected by a

potting material that prevents access to the switch.

The biometrically authenticated portable RFID access device according
to any one of claims 1 to 6, wherein the biometric sensor measures
fingerprints.

The biometrically authenticated portable RFID access device according
to any one of claims 1 to 6, wherein the biometric sensor measures
thumbprints.

The biometrically authenticated portable RFID access device according
to any one of claims 1 to 8, wherein the authenticatorprovides the
authorization signal to the switch for a limited period of time after the
authenticator has determined that the live biometric parameter matches the
stored biometric template.

The biometrically authenticated portable RFID access device according
to any one of claims 1 to 9, wherein the authenticator comprises a
microprocessor.

The biometrically authenticated portable RFID access device according
to any one of claims 1 to 10, wherein the authenticator is initially in a
locked state providing the authorization signal to the switch and thereby

enabling the RFID access device to be programmed.

The biometrically authenticated portable RFID access device according
to claim 11, wherein the authenticator can be subsequently changed to'an
unlocked state thereby disabling the RFID access device unless the live

biometric parameter matches the stored biometric template.

The biometrically authenticated portable RFID access device according

to claim 12, wherein the authenticator includes a security fuse and the
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authenticator is changed to the unlocked state by irreversibly burning the

security fuse.

The biometrically authenticated portable RFID access device according
to claim 12, wherein the authenticator includes a port and the authenticator

is changed to the unlocked state by entering a code through the port.

A biometrically authenticated portable RFID access device that

selectively permits energization by a tag reader, comprising:

a case in the form of a key fob adapted for connection to a key

ring to hold keys;

a biometric thumbprint sensor mounted in the case, the
biometric thumbprint sensor producing an output corresponding to a

thumbprint of an unverified user;

a digital storage for storing a biometric template corresponding

to a thumbprint of an authorized user;

an authenticator in the form of a microprocessor for comparing,
the output of the biometric thumbprint sensor to the stored biometric
template and producing an authorization signal for a limited period of

time when there is a match;

an electronic switch connected to the authenticator and
responsive to the authorization signal, the electronic switch opening to
enable the RFID access device to respond to energization by the tag
reader only when the authorization signal is received and closing to
disable the RFID access device when the authorization signal is not
received;

a protective compound applied at least to the switch, the
protective compound destroying the switch when an attempt is made

to access the switch, and

wherein the RFID access device is programmable in an RFID tag

programmer selected from an installed base of RFID programmers used

18-




19 Feb 2009

2005251339

10

15

20

25

30

16.

17.

18.

19.

20.

14

for programming RFID access devices that do not include associated

biometric sensors.
The biometrically authenticated portable RFID access device according

to claim 15, wherein the authenticator is initially in a locked state providing
the authorization signal to the switch and thereby enabling the RFID access

device to be programmed.

The biometrically authenticated portable RFID access device according
to claim 16, wherein the authenticator can be subsequently changed to an
unlocked state thereby disabling the RFID access device after programming
until the authenticator determines that the output of the biometric
thumbprint sensor matches the stored biometric template and produces the
authorization signal.

The biometrically authenticated portable RFID access device according
to claim 17, wherein the authenticator includes a security fuse and the
authenticator is changed to the unlocked state by irreversibly burning the
security fuse.

The biometrically authenticated portable RFID access device according
to claim 17, wherein the authenticator includes a port and the authenticator

is changed to the unlocked state by entering a code through the port.
A biometrically authenticated portable RFID access device that
selectively permits energization by a tag reader, comprising:
a biometric sensor for measuring a live biometric parameter of an
unverified user;
a stored biometric template corresponding to a previously measured
biometric parameter of an authorized user;

an authenticator for comparing the live biometric parameter of the
unverified user to the stored biometric template and producing an
authorization signal when the live biometric parameter matches the
stored biometric template; and

an electronic switch responsive to the authorization signal from the

authenticator, the electronic switch electrically connected in parallel with a
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tuning capacitor, antenna circuit and integrated circuit in at least one
operative position such that the electronic switch acts to enable the RFID
access device to respond to energization by the tag reader only when the
authorization signal from the authenticator indicates that the live

biometric parameter matches the stored biometric template.

A biometrically authenticated portable RFID access device substantially

as herein described with reference to.Figure 3 of the drawings.
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