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(57) Abstract: Systems, apparatuses, and methods for enabling sensor discovery in autonomous devices herein. An example system
for enabling dynamic sensor discovery including a client that includes an autonomous device. The autonomous device is capable of
navigating from a current location to a destination location using sensor data. The client provides a request for sensor information
for sensors along a planned route and receives respective sensor information for each of a set of selected sensors selected by a data
server based on the request. The client subscribes to a data feed of a sensor of the set of selected sensors along the planned route
based on sensor information corresponding to the sensor and client analyzes the data feed to determine whether to proceed with the
planned route.
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ENABLING AUTOMATIC SENSOR DISCOVERY IN AUTONOMOUS
DEVICES

PRIGRITY APPLICATION
[6601] This application claims the benefit of priority to U.S. Application Serial No.
15/087,313, filed March 31, 2016, which is incorporated herein by reference in s

entirety.

BACKGROUND
[6602] Conventional autonomous vehicles presently have the ability to use external
sensors to aid in navigation and route determination. However, external sensors must
be statically defined in order to be used by conventional autonomous vehicles. By
requiring external sensors to be statically defined, an autonomous vehicle may be
limited to a defined course in which the external sensors are known. That is, static
definition of scnsors may reduce an ability of an autonomous vehicle to take variable

routes or to navigate to unplanned destinations.

BRIEF DESCRIPTION OF THE DRAWINGS
[6603] Inthe drawings, which are not necessarily drawn to scale, like numerals may
describe similar components in different views. Like numerals having different letter
suffixes may represent different instances of similar components. The drawings
illustrate generally, by way of cxample, but not by way of limitation, various
embodiments discussed in the present document.
[6004] FIG. 1 illustrates components of a system to cnable dynamic sensor
discovery in accordance with some embodiments.
16605] FIG. 2 illustrates components of an exemplary system to enable dynamic
sensor discovery in accordance with some embodiments.

[6606] FIG. 3 illustrates a flow diagram of a sensor registration to enable dynamic
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sensor discovery in accordance with some embodiments.

(60071 FIG. 4 lustrates a flow diagram of to enable dynamic sensor discovery in
accordance with some embodiments.

[0608] FIG. 5 illustrates a method to enable dynamic sensor discovery in
accordance with some embodiments.

[6609] FIG. 6 illustrates a method to enable sensor registration in accordance with

some embodiments.

DETAILED DESCRIPTION

[6016] Certain details are set forth below to provide a sutficient understanding
of embodiments of the disclosure. However, # will be clear to one skilled in the art
that embodiments of the disclosure may be practiced without various aspects of these
particular details. In some instances, well-known circuits, control signals, timing
protocols, computer system components, and software operations have not been
shown in detail in order to avoid nnnecessarily obscuring the described embodiments
of the disclosure.

(6011} Examples of sensor discovery systems described herein may enable
dynamic sensor discovery in auntonomous devices. Autonomous devices may be
capable of routing and navigating an environment between a current location and a
destination location withoot human input by using ov-board sensors and external
sensors along planned routes. The autonomous device may request sensor information
from a data server and the data server may provide sensor information corresponding
to a set of sensors selected from a database of sensors based on the location of the
autonomons device and the destination location. The data server may store a database
entry having respective sensor information for each of a plurality of sensors, and may
query the database for relevant records response to the request from the autonomous
device. The astonomous device may be a robot, an automobile or other vehicle, or
may be a handheld device that is capable of communicating with sensors and/or the

central server over a network.
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16012} Figure 1 illustrates a sensor communication system (system) 100
according to an embodiment of the disclosure. The system 100 may be used to register
sensors 104(1-M) with data server 120, and the data server 120 may provide sensor
information to a chent (e.g., device(s), component(s), circuit(s), vehicle(s), eic.) of
clients 102{1-N} responsive to a request from the client. Each of the clients 102(1-N)
may include an avtonomous device inclading a transceiver and a computer readable
medium (or muliiple computer readable media) encoded with executable instructions
that may be executable by one or more processing units (not shown in Figore 1) of
the chent 102(1-N) for transmitting, receiving, encoding, and/or decoding data from
the sensors 104(1-M) or the data server 120, such as an application 103(1-N) on the
respective client 102(1-N). In some examples, each of the clients 102(1-N) may
include interfaces, circuits, and/or modules (e.g., a sensor communication interface,
a server commmunication werface, an obstacle avoidance module, etcy for
transmitting, receiving, encoding, and/or decoding data from the sensors 104(1-M) or
the data server 120. The interfaces or modules may be instructions stored oun a
machine-readable medium of the chient 102¢(1-N} to be executed by a processor unit
of the chient 102(1-N), a circuit, floating point gate array, application-specific
integrated circuit, some other hardware of the client 102(1-N} to implement the
module, or combinations thercof.

[6613] Fach of the clients 102{(1-N) may be coupled to a network 110 to
provide sensor information requests (e.g., using the server communication interface
controlling the transceiver of an autonomous vehicle of the client) to the data server
120 and/or sensor connection requests to the sensors 104(1-M)} (e.g., using the sensor
communication interface controlling the transceiver of an antonomous vehicle of the
chient), and to receive sensor information (e.g., using the sensor contro} interface
controlling the transceiver of the client) from the data server 120 and/or sensor
information from the sensors 104(1-M) directly or via the network 110.

16614] The network 110 may be implemented using one or more networks,
stich as, but not hmited (o, local area networks (LANs), wide area networks (WANSs),

metropolitan area networks (MANSs), cellular networks, and/or the Internet.
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Communications provided to, from, and within the network 110 may be wired and/or
wireless, and {urther may be provided by any networking devices known 1o the art,
now or in the future. Devices conumunicating over the network 110 may communicate
with any commmunication protocol, including, but not limited to, TCP/IP, UDP, RS-
232, and 1IEEE 802.11, Long-Term Evolution (LTE} or LTE advanced wircless
conununication, or any other cellular/wireless communication standard.

[6615] The sensors 104(1-M) may include many different types of sensors or
may all be homogenous. Examples of sensor types may include infrared, temperature,
sound, video, temperature, speed, humidity. Each of the sensors 104(1-M) may have
certain characteristics, such as a data type (e.g., format of the data), location,
orientation, range, application program interface(s) (APIs), query interfaces, channel
information, or any combination thereof. Each of the sensors 104(1-M) may include
a fransceiver, a server cormmunication interface, a device communication interface, a
sensing and data collection module, or combinations thereof. The interfaces or
modules may be instructions stored on a machine-readable medium of the sensor
104(1-M) to be executed by a processor unit of the sensor 104(1-M), a circuit, floating
point gate array, application-specific integrated circuit, some other hardware of the
sensor 104(1-M) to implement the module, or combinations thereof.

[6016] Acting as a central engine, the data server 120 may provide, process,
and/or communicate with interfaces, modules and/or circuits (e.g., a transceiver, a
sensor comnwnication interface, a sensor registration module, a sensor selection
module, a device communication interface) to register the sensors 104(1-M) (e.g.,
using the sensor conununication interface controlling the transceiver and the sensor
registration module), construct a map of the sensors 104(1-M) (c.g., using the sensor
selection module), control access to the sensors 104(1-M) (e.g., using the device or
sensor communication interface controlling the transceiver), and provide
recommendations of relevant sensors respounsive to requests from the clients 102(1-N)
(e.g.. using the device communication interface controlling the transceiver). The
imterfaces or modules may be instructions stored on the machine-readable media 123

to be executed by the processor units 121, a circuit, floating point gate array,
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application-specific integrated circuit, some other hardware of the data server 120 to
implement the module, or combinations thereof. The data server 120 may include one
or more processing units 121 and computer readable media 123, The computer
readable media 123 may encode insiractions for a sensor discovery system 124, which
may include a sensor communication interface, a sensor registration module, a device
communication inferface, a sensor selection module, etc. For example, the
mstructions for the sensor discovery system 124 may receive registration requests via
the transceiver of the data server 120 from the sensors 104(1-M), and, in response o
the registration requests, the sensor registration module may create an entry including
sensor information for cach of the sensors 104(1-M) in a database. The database may
be stored in data storage 130. The sensor information may include data feed
subscription information associated with a respective sensor, such as a sensor type
(e.g., infrared, teroperature, sound, video, temperature, speed, humidity), a data type
{e.g.. format of the data), location, orientation, range, application program interface(s)
{APIs)

midd

query interfaces, or any combination thereof.

166171 The structions for the sensor discovery system 124 may also receive
and respond to the requests for sensor information from the chents 102(1-N). For
example, a client of the clients 102(1-N} may request sensor information from the
data server 120 using a server comununication interface controlling the transceiver of
the autonomouns device based oun, e.g.. a current location, a destination location, a
planned route, a sensor type, a sensor orientation, a client type, etc. The sensor
selection module may query the database in the data storage 130 based on the request
and provide sensor information associated with each of one or more of the sensors
104(1-M) responsive to the request using the device communication interface
controlling the transceiver of the data server. The instructions for the sensor discovery
system 124 stored on the computer readable media 123 may be executed on the onc
or more processing units 121 or other processing units.

[6018] The clients 102(1-N) may conununicate to the data server 120 via the
network 110 to request sensor information based on current location, destination

location, client type, and/or some other criteria. The clients 102(1-N) may determine

W
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a route using an obstacle avoidance interface based on the sensor information. In some
examples, the sensor information may include routing information. In other examples,
the sensor information may include data feed subscription mformation for a selected
set of the sensors 104(1-M) that are relevant to the request.

16619] In some embodiments, third party servers 150 may store a data feed
for one or more of the sensors 104(1-M) and the sensor information may include
mstructions for accessing the data feed stored at the third party servers 150.

[6020] In operation, the data server 120 and the sensors 104(1-M) may engage
in a registration process whereby sensor information for each of the sensors 104(1-M)
is stored in a respective database entry at the data storage 130. In some embodiments,
the registration process may a dynamic registration process where, using the server
communication interface controlling the transceiver of the sensor, each sensor sends
a registration message with respective sensor mformation to the data server 120 or
responds (o a regisiration request from the data server 120 with the registration
message. Using the server registration module, the data server 120 may create or
update a database entry in data storage 130 for each sensor 104(1-M) responsive to
receiving the respective registration message. In other embodiments, the database
may be a static database that is manually updated as new sensors come online or as
information changes for existing sensors. The sensor information for cach of the
sensors 104(1-M) may include a sensor type, a data type, location, orientation, range,
APIs, query interfaces, channel information, or any combination thercof. The
database may be used to construct a map of the sensors 104(1-M) that are available
to the clients 102(1-N). In some embodiments, the data server 120 may include a
sensor subscription module that, along with the sensor comumunication interface,
subscribes to the data feeds of the sensors 104(1-M) and analyzes the data feeds of
the sensors 104(1-M). Further, the data server 120 may control access to and monitor
connections to each of the sensors 104(1-M) using the seunsor communication
interface.

(6621} The respective applications 103(1-N) of each of the clients 102(1-N)

may request sensor information from the data server 120 using the server
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communication interface controlling the transceiver of the autonomous device of the
client. The chients 102(1-N) may incinde the autonomous or semi-attonomous device
that is capable of navigating from one location to another. In some examples, the
autonomous devices may be capable of navigating around inside a building or other
space with a defined perimeter, such as a park without human input. In some
examples, the autonomous device may be capable of navigating on streets, roads,
highways, {reeways, etc., without human input. In some examples, the autonomous
devices may be capable of navigating in an off-road setting, such as a disaster
response setting or a military battle setting without human input.

16622} The chients 102(1-N) may use the sensor discovery system for pre-
discovery of sensors that are not yet in range along a planned route, for requests of
sensors that can provide insight into areas occluded (e.g.. around a corner) from
sensors on the clients 102(1-N). The request may include location of the requesting
client, planned route information, destination location, client type, desired sensor
characteristics {e.g., sensor type, partial or full moverment, etc.), a specified sensor
orientation, etc. Responsive to receiving the request, the data server 120 may provide
sensor information for selected sensors of the sensors 104(1-M) to the requesting
client using the sensor selection module and the device commuunication interface. For
example, sensor selection module of the data server 120 may guery the database at
the data storage 130 for sensors that are responsive to the request. In some examples,
the request may be for available sensors alone a planned route between a current
location and a destination location. The sensor selection module of the data server
120 may query the database to select relevant sensors of the sensors 104(1-M) along
the planned route. In other cxamples, the request may be for sensor information for
all sensors along any route between the current location and the destination location.
[6023] In some examples, the device communication interface of the data
server 120 may provide the data feed subscription information for each of the selected
sensors to the requesting client, which may be subscribed to and captured at the data
server 120 using the sensor subscription module. The data feed subscription

information may include a sensor type, a data type, location, orientation, range, APIs,
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query interfaces, channel information, or any combination thercof. In some example,
the sensor selection module of the data server 120 may restrict access to {e.g.,
withhold sensor information) a sensor that has no available channels or to a client that
is not authorized (e.g., based on client type) to access the sensor.

16624] The requesting client may use the sensor information to subscribe to
data feeds of one or more of the selected sensors using the sensor communication
mterface controlling the transceiver of the autonomous device to retrieve data. In
some examples, subscription to the data feed may be received through the data server
120, rather than directly from the selected sensors, and may be received via the server
communication interface of the requesting client. The obstacle avoidance module of
the requesting client may analyze the data feeds from the one or more seusors {o
determine route information between the destination location and the current location.
For example, the obstacle avoidance module of the requesting client may select a
route that is within a temperature envelope, a route that has pathways or roads that
can facilitate the physical size (e.g., is wide enough or has enough height clearance)
or weight {e.g., paths or roads that have weight limits) of the requesting client, routes
that arc frec of obstacles or traffic, or any combination thercof. In addition, the route
information may include terrain information, incline information, speed information,
elc.

[6625] As the requesting client navigates from one location to another, it may
send another request for sensor information to the data server 120 using the server
communication interface. The sensor selection module of the data server 120 may
again query the database to select sensors of the sensors 104(1-M) that reside in areas
relevant to possible routes between the new location and the previous or a new
destination location. Thus, the requesting client may use the data server 120 to
dynamically update a list of available sensors prior to detection (e.g.. outside the
sensor range} of a sensor by the requesting client, rather than requiring that all sensor
information be statically lpaded beforehand or only allow detection when the
requesting client is within a detection range. Further, when a data feed of a sensor is

provided through the data server 120 or the third party servers 150 prior to the
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reguesting client being within a detection range of the sensor, the requesting chient
imay be afforded enough time to analyze the data from the sensor before it becomes
obsolete to the obstacle avoidance module of the requesting client. For example, when
the requesting client is only able to initiate access to a data feed of a sensor when in
a detection range of the sensor, the sensed data may be received too late to be useful
to the client (e.g.. the requesting client is moving too fast), Allowing the clients
102(1-N} to dynamically update available sensors may improve portability of the
clients 102(1-N} to other environments and may improve routing and navigation
capabilities.

16026] In some examples, one of more of the sensors 104(1-M) may store
sensor data feeds at third party servers 150, and the sensor information may include
imformation to access the stored sensor data feeds at the third party servers 130.
Further, in some examples one or more of the sensors 104(1-M) may be included on
or at one or more of the clients 102(1-N) such that others of the clients 102{1-N) may
access data feeds from sensors of a chent 102{1-N).

166271 Figare 2 illustrates an exemplary use case for a sensor communication
system (systemy 200 according to an embodiment of the disclosure. The system 200
may be used to register sensors 204(1-4) with a data server 210, and the data server
210 may provide sensor information to a client 220 responsive to a request from the
chent 220. The chient 220 may require a route to navigate from a current location to a
destination location 250. Routing may consider obstacles such as an obstacle 240,
walls of a first room 260, walls of a second room 262, walls of a fourth room 266,
walls of a third room 264 and a wall 268. The data server 210 may be implemented
in one or more of the data server 120 of Figure 1. The client 220 may be implemented
in one or more of the clients 102(1-N) of Figure 1. The sensors 204(1-4) may be
implemented in the sensors 104(1-M) of Figure 1.

188281 The sensors 204(1-4) may include many different types of sensors or
may all be homogenous. Examples of sensor types may inclade infrared, temperature,
sound, video, temperature, speed, humidity. Each of the sensors 204(1-4) may have

certain characteristics, such as a data type {(c.g., format of the data), location,
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orientation, range, APIs, query interfaces, channel information, or any combination
thereof.

[6029] The data server 210 may receive registration requests from the sensors
204(1-4), and, in response to the registration requests, may create an eniry including
sensor information for each of the sensors 204(1-4) in a database. The sensor
mformation may include data feed subscription information associated with a
respective sensor, such as a sensor type, a data type, location, orientation, range, APIs,
query interfaces, or any combination thercof. The data server 210 may also receive
and respond to the requests for sensor information {rom the client 220. For example,
the chient 220 may request sensor information from the data server 210 based on, ¢.g..
a current location, a destination location, a client type, ete. The data server 210 may
query the database based on the request and provide sensor information associated
with selected sensors of the sensors 204(1-4) responsive to the request.

16636] The client 220 may be coupled to a network to provide sensor
mformation requests to the data server 210 and/ot sensor connection requests to the
sensors 204(1-4), and to receive sensor information from the client 220 and/or sensor
subscription data feeds from the sensors 204(1-4).

150311 In operation, the data server 210 and the 204(1-4) may engage in a
registration process whereby sensor information for cach of the sensors 204(1-4) is
stored in a respective database entry at the data server 210. In sorve embodiments, the
registration process may a dynamic registration process whereby each new sensor
sends a registration message with respective sensor information to the data server 210
or responds to a registration request from the data server 210 with the registration
message. The data server 210 may create or update a database entry for cach scnsor
204(1-4) responsive to receiving the respective registration message. In other
embodiments, the database may be a static database that is manually updated as new
sensors come online or as information changes for existing sensors. The sensor
information for each of the sensors 204(1-4) may include a sensor type {e.g., infrared,
temperature, sound, video, temperature, speed, humidity), a data type {¢.g., format of

the data}, location, orientation, range, APIs, query interfaces, or any combination

10
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thercof. The database may be used to construct a map of the sensors 204(1-4) that are
available to the client 220. In some embodiments, the data server 210 may subscribe
to the data feeds of the sensors 204(1-4) and the data server 210 may analyze the data
feeds of the sensors 204(1-4).

160321 The client 220 may include an autonomous or semi-antonomous
device that 1s capable of navigating from a current location to the destination location
250, such as a robot or vehicle. The client 220 may use the sensor discovery sysiem
for pre-discovery of sensors that arc not yet in range along a planned route, for
requests of sensors that can provide insight into areas occladed (e.g., around a corner)
from sensors on the client 220. In the example depicted in Figure 2, the client 220
may be capable of navigating in one or more of the pathways between the {irst room
260, the second room 262, the third room 264, the fourth room 266, and the wall 268
to the destination location 250, The request may include location of the requesting
client, planned route information, the destination location 250, client type, desired
sensor characteristics (e.g., sensor type, partial or full moveroent, etc.), a specilied
sensor orientation, etc.

[6633] Responsive to receiving the request, the data server 210 may provide
sensor information for selected sensors of the sensors 204(1-4) based on the request.
The request for sensor information may include a request for data feed subscription
information for available sensors that may be useful in routing between a current
location and the destination location 250. The data server 210 may select sensors of
the sensors 204(1-4) (e.g., from the map of the sensors 204(1-4) that reside in arcas
relevant to possible routes between the current location and the destination location,
and may provide the data feed subscription information for cach of the selected
sensors to the client 220. The data feed subscription information may include a sensor
type, a data type, location, orientation, range, APIs, query interfaces, or any
combination thereof. The client 220 may use the sensor information to subscribe to
data feeds of one or more of the selected sensors to retrieve data. The client 220 may
analyze the data feeds from the one or more sensors to deteroune a route to the

destination location from the current location. In some examples, the data feeds may
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be provided to the client 220 via the data server 210, rather than directly from the
sensors 204(1-4).

[6034] In one particular exaraple, the client 220 may have planned a first route
between fourth room 266 and the second room 262, before turning left and navigating
parallel to the wall 268 to the destination location 250. However, responsive to
detection of the obstacle 240, the chient 220 may send a request for sensor information
that identifies sensors along a second planned route to the destination location 250
that navigates between second room 262 and the third room 264, before turning right
between the first room 260 and the second room 262, and then turning lefi between
the first room 260 and the wall 268. Responsive to the request, the data server 210
may provide sensor information associated with the sensor 204(2), which may not
have been relevant to the first route, along with sensor information for the sensors
204(1 and 4). The client 220 may analyze the data feeds of the sensor 204(2) 1o
addition to the data feeds of the sensors 204(1 and 4) to determine that the second
route is a navigable. Allowing the client 220 to update a planved route, and discover
other sensors dynamically, the chient 220 is able to adapt to unplanued situations that
may prevent navigation.

180351 Figure 3 is a data and control flow diagram 300 illustrating sensor
registration in a sensor discovery system. The flow diagram 300 may include a sensor
regisiration 310 and central engine(s) 320. The sensor registration 310 may include
registration information for a sensor, such as one of the sensors 104(1-M) of Figure 1
and/or the sewsors 204(1-4) of Figure 2. The sensor registration 310 may be
information stored in an eniry in a database for a particular sensor. The sensor
registration may be included in a registration message. The scnsor registration 310
may include a sensor type, data type, logistical information (e.g., location, orientation,
and range), and access information {¢.g., APIs and query interface).

180361 The central engine(s} 320 may use the sensor registration 310 for each
sensor o select sensors responsive to arequest from a client, such as one of the clients
T102(1-N) or the chient 220. The central engine(s) 320 may construct a map of the

sensors based on the sensor registration 310 to make the selection of sensors. Further,
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the central engine(s) 320 may maintain control over access to the sensors, as well as
inventory of available sensor channels for each sensor, and to which clients each
sensor channel is allocated.

16637] Figure 4 13 a data and countrol flow diagram 400 illustrating sensor
discovery in a sensor discovery system. The flow diagram 400 may include an
autonomons device 410, central engine(s) 420, and a sensor wnstance(s) 430. The
autonomous device 410 may be a device that is capable of sensing and navigating its
environment without human input, and may be included in one of the clients 102(1-N)
of Figure 1 and/or the client 220 of Figure 2. The autonomous device 410 may use
the sensor discovery system for pre-discovery of sensors that are not yet in range
along a planned rowte, for requests of sensors that can provide insight into areas
occluded (e.g., around a corner) from sensors on the autonomous device 410. The
request may include location of the requesting client, planned route mformation,
destination location, client type, desired sensor characteristics {e.g.. sensor type,
partial or full movement, etc.), a specilied sensor orientation, etc.

16638] Responsive to receiving the request, the central engine(s) 420 may
provide sensor information for selected sensors. For example, the central engine(s)
420 may query a database for sensors that are responsive to the request. In some
examples, the request may be for available sensors alone a planned route between a
current location and a destination location. The central engine(s) 420 may query the
database to select relevant sensors along the planned route. The sensor instance(s) 430
may be different sensors that are available to provide data feeds. For the selected
sensors, the central engine{s) 420 may act as a conduit to provide a data feed from the
sensor instance(s) 430 to the autonomous device 410, or may provide APY and query
information to the antonomous device 410, allowing the autonomous device 410 to
subscribe to a data feeds of the sensor instance(s) 430 directly. The autonomous
device 410 may use data feeds from the selected sensor instances to determine routing
information. In other examples, the central engine(s) 420 may process data feeds from

the selected sensor instances to provide routing information to the autonomous device
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410. In some cxamples, the routing information may include speed and terrain data,
as well as directional data.

[6639] Figure 5 illustrates a method 500 for sensor discovery in an autonomous
device in accordance with some embodiments. The method 500 may be implemented
in the data server 120 and/or the third party servers 150 of Figure 1, the data server
210 of Figure 2, the central engine(s) 320 of Figure 3, the central engine(s) 420 of
Figure 4, or combinations thereof.

[6640] The method 500 may include receiving a request for sensor information for
sensors along a planned route from a client, at 510. The client may inchide an
autonomous device capable of navigating an environment without human input. The
client may be any of the clients 102(1-N) of Figure 1, the client 220 of Figure 2, the
autonomous device 410 of Figure 4, or combinations thereof.

10041] In some examples, the method 500 may further include receiving
registration message from a sensor of the plurality of sensors. The plurality of sensors
may include the sensors 104(1-M) of Figure 1, the sensors 204(1-4) of Figure 2, the
sensor instance(s) 430 of Figure 4, or combinations thereof. The registration message
may include respective sensor information for the sensor. In some examples, the
method 300 may further include creating an entry in the database for the sensor, the
entry including the sensor information. The sensor information reccived from the
sensor may include a location, an orientation, a range, a sensor type, a data type. an
application program interface, a query interfaces, or combinations thereof. In some
examples, the method 500 may further include constructing a map of the plurality of
sensors {rom the database.

[6042] The method 300 may further include selecting sensors of a plurality of
sensors along the planned route, at 520. The plurality of sensors may inclode the
sensors 104(1-M) of Figure 1, the sensors 204(1-4) of Figure 2, the scnsor instance(s)
430 of Figure 4, or combinations thereof. In some examples, the method 300 may
further include querying a database to determine which of the plurality of sensors are
along the planned route. In some examples, the method 500 may further include

withhoiding sensor information a sensor of the plurality or sensors to which the client
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is restricted from accessing. In some examples, selection of the selected sensors may
be based on locations on the map of the plarality of sensors. In some examples, at
lcast one of the sclected sensors may be outside a detection range of the client.
10043] The method 500 may further include provide sensor information for the
selected sensors to the client, at 530. In some examples, the method 500 may further
include providing a data feed of a sensor of the selected sensors to the client. In some
examples, the method 500 may further include allocating a channel of a data feed
from a sensor of the selected sensors to the client.

{80044] Figure 6 illustrates a method 600 for sensor discovery in an antonomous
device in accordance with some embodiments. The method 600 may be implemented
in the data server 120 and/or the third party servers 150 of Figure 1, the data server
210 of Figure 2, the central engine(s) 320 of Figure 3, the central engine(s) 420 of
Figure 4, or combinations thereof.

16845] The method 600 may include receiving a registration message from each of
a plurality of sensors, the registration message including respective sensor
information, at 610. The chent may include an autonomous device capable of
navigating an environment without human mnput. The client may be any of the clients
102(1-N) of Figure 1, the client 220 of Figure 2, the autonomous device 410 of Figure
4, or combinations thereof. The registration message may include a sensor type, a data
type, a location, an orieuntation, a range, an application program interface, a guery
interfaces, or any combination thereof.

i8646] The method 600 may inclode creating a respective eniry in a database for
each of the plurality of sensors, at 620. The plurality of sensors may include the
sensors 104(1-M) of Figure 1, the sensors 204(1-4) of Figure 2, the sensor instance(s)
430 of Figure 4, or combinations thereof. Each respective entry in the database may
include the respective sensor information of the corresponding sensor of the plurality
of sensors. In some examples, the method 600 may f{urther include creating a map of
the plurality of sensors from the database.

[6647] The method 600 ray include, responsive {0 a request for sensor

information for sensors along a planned route, querying the database to select sensors
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of the plurality of sensors based on the request, at 630. In some cxamples, the method
600 may further include selecting the sensors from the map. The request may be
received from a client including an antonomous device, such as any of the clients
102(1-N) of Figure 1, the client 220 of Figure 2, the autonoroous device 410 of Figure
4, or combinations thereof

(30481 Various illostrative components, blocks, configurations, modules, and
steps have been described above generally in terms of their functionality. Skilled
artisans may implement the described functionality in varying ways for each
particular application, but such implementation decisions should not be interpreted as
causing a departure from the scope of the present disclosure.

16649 The previous description of the disclosed embodiments is provided to
enable a person skilled in the art to make or use the disclosed embodiments. Various
modiflications {o these ernboditoents will be readily apparent to those skilled in the
art, and the principles defined herein may be applied to other embodiments without
departing from the scope of the disclosure. Thus, the present disclosure is not intended
to be limited to the embodiments shown herein but is to be accorded the widest scope
possible consistent with the principles and novel features as previously described.
{805¢] Examples, as described herein, may include, or may operate on, logic or a
number of components, modules, or mechanisms. Modules are tangible entitics {(e.g.,
hardware) capable of performing specified operations and may be configured or
arranged in a certain manner. In an example, circuits may be arranged {e.g., internally
or with respect (o external entities such as other circuits) in a specified manner as a
module. In an example, the software may reside on at least one machine-readable
medium,

[6051] The term “module” is understood to encompass a tangible entity, be that an
entity that is physically constructed, specifically configured (e.g., hardwired), or
temporarily (e.g., transitorily) configured {e.g., programmed) to operate in a specified
manner or to perform at least part of any operation described herein. Considering
examples in which modules are temporarily configured. a module need not be

instantiated at any one moment in time. For example, where the modules comprise a
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general-purpose hardware processor configured using software; the gencral-purpose
hardware processor may be configured as respective different modules at different
times. Software may accordingly configure a hardware processor, for example, to
constitute a particular module at one instance of time and to constitute a different
module at a different instance of time. The terms “application, process, or service,”
ot variants thereof, is used expansively herein to include routines, program modules,
programs, components, and the like, and may be implemented on various system
configurations, including  single-processor  or  multiprocessor — systems,
microprocessor-based electronics, single-core or multi-core systems, combinations
thercof, and the like. Thus, the terms “application, process, or service” may be used
to refer to an embodiment of software or to hardware arranged to perform at least part
of any operation described herein.

{3652] While a machine-readable medivm may include a single medium, the term
"machine-readable medium” may include a single medium or multiple media (e.g., a
centralized or disiributed database, and/or associated caches and servers).

Additional Notes & Examples:

[6653] Example 1 includes subject matter (such as a device, apparatus, or machine)
to enable dynamic sensor discovery comprising: an astonomous device including a
transceiver, the autonomous device capable of navigating from a current location to a
destination location using sensor data; a server communication interface to control
the transceiver to provide a request for sensor information for sensors along a planned
rounte and (o receive respective sensor information for each of a set of selected sensors
selected by a data server based on the request; a sensor communication interface to
control the transceiver to subscribe to a data feed of a sensor of the set of selected
sensors along the planned route based on sensor information corresponding to the
sensor; and an obstacle avoidance interface to analyze the data feed to determine
whether to proceed with the planned route.

16854] In Example 2, the subject matter of Example 1 may include, wherein the
request further inclodes a desired sensor type, wherein the set of selected sensors

selected by the data server is further based on the desired sensor type.
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[6035] InExample 3, the subject matter of any one of Examples 1 to 2 may include,
wherein, responsive to detection of an obstacle by the obstacle avoidance interface,
the server communication interface controls the transceiver to provide a second
reqguest for sensor information for sensors along a second planned route and receives
respective sensor information for each of a second set of selected sensors selected by
the data server based on the second request.

[6656] InExample 4, the subject matter of any one of Examples 1 to 3 may include,
wherein the sensor information for the sensor of the set of selected sensors includes
at least one of an application program interface or a query interface.

[6037] InExample 5, the subject matter of any one of Examples 1 to 4 may include,
wherein at least one of the set of selected sensors is outside a detection range of the
client.

{3658] Example 6 includes subject matter (such as a device, apparatus, or machine)
to enable dynamic sensor discovery comprising: a device interface controlling a
transceiver to receive a request for the sensor mformation for sensors along a planned
route from a device that includes an antonomous device that is capable of navigating
from a current location to a destination location using sensor data. the device interface
controlling the transceiver further to provide sensor information for each of a set of
selected sensors to the client; and a sensor selection module to select the set of
selected sensors of a plurality of sensors along the planved route responsive to the
request.

10058%9] In Example 7, the sobject matter of Exarnple 6 may include, wherein the
request further includes a desired sensor type, wherein the sensor selection module
sclects the set of sensors of the plurality of sensors along the planned route based on
the desired sensor type.

[6660] In Example 8, the subject matter of any one of Examples 6 to 7 may inclade,
wherein the device interface controlling the transceiver receives a second request for
sensor information for sensors along a second planned route and provides the sensor

information for each of a second set of selected sensors to the client, wherein the
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sensor selection module selects a second set of sclected sensors of the plarality of
sensors along the second planned route responsive to the second request,.

[6661] InExample 9, the subject matter of any one of Examples 6 to 8 may inclade,
a sensor comumunication interface controlling the transceiver to receive the sensor
information from each of the plurality of sensors, wherein the sensor information from
a sensor of the plurality of seunsors includes at least one of a location, an orientation,
Or a range.

[6062] In Example 10, the subject matter of any one of Examples 6 to 9 may
include, wherein the sensor information from the sensor of the plurality of sensors
includes a sensor type and a data type.

(66631 In Example 11, the subject matter of any one of Examples 6 to 10 may
include, wherein the sensor information from the sensor of the plurality of sensors an
application program interface or a query interface.

16864] In Example 12, the subject matter of any one of Examples & to 11 may
include, wherein the sensor selection module constructed a map of the plurality of
sensors from the database and selects the set of selected sensors based on locations
on the map of the plurality of sensors.

18865] In Example 13, the sabject matter of any one of Examples 6 to 12 may
include, wherein the sensor selection module withholds sensor information for a
sensor of the plurality or sensors to which the client 1s restricted from accessing.
[6666] In Example 14, the subject matter of any one of Examples 6 to 13 may
include, wherein the sensor selection module maintains a Hst of available chanoels
for a sensor of the plurality of sensors.

[6667] Example 15 includes subject matter (such as a method, means for
performing acts, machine readable medium including instructions that when
performed by a machine causc the machine to performs acts, or an apparatus to
perform) to enable dynamic sensor discovery comprising: receiving a request for
sensor information for sensors along a planned route from a client, wherein the client

includes an autonomous device capable of navigating an environment without homan
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input; selecting sensors of a plurality of sensors along the planned route; and
providing sensor information for the selected sensors to the chent.

[6068] In Example 16, the subject matter of Example 15 may include, querying a
database to determine which of the plurality of sensors are along the planned route.
168669] In Example 17, the subject matter of any one of Examples 15 to 16 may
include, providing a data feed of a sensor of the selected sensors to the client.

[6678] In Example 18, the subject matter of any one of Examples 15 to 17 may
include, allocating a channel of a data feed from a sensor of the sclected sensors to
the client.

[6071] In Example 19, the subject matter of any one of Examples 15 to 18 may
include, withholding sensor information a sensor of the plurality or sensors to which
the client is restricted from accessing.

166721 In Example 20, the subject matter of any one of Examples 15 to 19 may
include, receiving registration message from a sensor of the plurality of sensors, the
regisiration message including respective sensor information for the sensor; and
creating an entry in the database for the sensor, the entry inclading the sensor
imformation.

186731 In Example 21, the subject matter of any one of Examples 15 to 20 may
include, wherein the sensor information received from the sensor at the data server
includes at least one of a location, an orientation, or a range.

[6674] In Example 22, the subject matter of any one of Examples 15 to 21 may
include, wherein the sensor information received from the sensor at the data server
includes a sensor type and a data type.

[6075] In Example 23, the subject matter of any one of Examples 15 to 22 may
include, wherein the sensor information received from the sensor at the data server
includes an application program interface or a query interface.

18876] In Example 24, the subject matter of any one of Examples 15 to 23 may
include, constructing a map of the plurality of sensors from the database, wherein
selection of the selected sensors based oun locations on the map of the plorality of

SCIISOYS.
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[6077] In Example 25, the subject matter of any one of Examples 15 to 24 may
include, wherein at least of the selected sensors is outside a detection range of the
client.

10078]  EHxample 26 mcludes at least one medium including instructions that, when
executed on a machine cause the machine to perform any of the methods of claims
15-25.

[6679] Example 27 includes an apparatus comprising means for performing any of
the Examples 15-25.

[880] Example 28 includes subject matter (such as a method, means for
performing acts, machine readable medinm including instructions that when
performed by a machine cause the machine to performs acts, or an apparatus to
performy) to enable dynamic sensor discovery comprising: receiving a registration
message from each of a plurality of sensors, the registration message including
respective sensor information; creating a respective entry in a database for each of the
plurality of sensors, each respective entry i the database includes the respective
sensor information of the corresponding sensor of the plurality of sensors; and
responsive o a request for sensor information for sensors along a planned route,
querying the database to select sensors of the plarality of sensors based on the request.
[6081] In Example 29, the subject matter of Example 28 may include, creating a
map of the plurality of sensors from the database; and selecting the sensors from the
map.

166821 In Example 30, the subject matter of any one of Examples 28 to 29 may
include, wherein the registration message includes at least one of a sensor type, a data
type, a location, an orientation, a range, an application program interface, or a query
interface.

[6683] Example 31 inclades at least one medium inchuding instructions that, when
executed on a machine cause the machine to perform any of the methods of claims
28-30.

[6684] Example 32 includes an apparatus comprising means for performing any of

the Examples 28-30.
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[6085] Example 33 includes subject matter (such as a device, apparatus, or
machine) to enable dynamic sensor discovery comprising: means for receiving a
request for sensor information for sensors along a planned route from a client, wherein
the chent inclades an antonomous device capable of navigating an environment
without human input; means for selecting sensors of a plurality of sensors along the
planned route; and means {or providing sensor information for the selected sensors to
the client.

[6086] In Example 34, the subject matter of Example 33 may include, means for
querving a database to determine which of the plurality of sensors are along the
planned route.

[G687] In Example 35, the subject matter of any one of Examples 33 to 34 may
include, means for providing a data feed of a sensor of the selected sensors to the
client.

16688] In Example 36, the subject matter of any one of Examples 33 to 35 may
include, means for allocating a channel of a data feed from a sensor of the selected
sensors to the client.

[6689] In Example 37, the subject matter of any one of Examples 33 to 36 may
inclode, means for withholding sensor information a sensor of the plurality or sensors
to which the client is restricted from accessing.

[6698] In Example 38, the subject matter of any one of Examples 33 to 37 may
include, means for receiving registration message from a sensor of the plurality of
sensors, the registration message including respective sensor information for the
sensor; and means for creating an entry in the data base for the sensor, the entry
including the sensor information.

[6091] In Example 39, the subject matter of any one of Examples 33 to 38 may
include, wherein the sensor information received from the sensor at the data server
includes at least one of a location, an orientation, or a range.

16692] In Example 40, the subject matter of any one of Examples 33 to 39 may
inchude, wherein the sensor mformation received from the sensor at the daia server

includes a sensor type and a data type.
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[6093] In Example 41, the subject matter of any one of Examples 33 to 40 may
include, wherein the sensor information received from the sensor at the data server
includes an application program interface or a query interface.

16694] In Example 42, the subject matter of any one of Examples 33 to 41 may
include, means for constructing a map of the plurality of sensors from the database,
wherein selection of the selected sensors based on locations on the map of the plurality
of sensors.

[6095] In Example 43, the subject matter of any onc of Examples 33 to 42 may
include, wherein at least of the selected sensors is outside a detection range of the
client.

[6096] Example 44 includes subject matter {such as a device, apparatus, or
machine) to enable dynamic sensor discovery comprising: means for receiving a
registration roessage fromn cach of a plurality of sensors, the registration message
including respective sensor information; means for creating a respective eniry in a
database for each of the plurality of sensors, each respective entry in the database
includes the respective sensor information of the corresponding sensor of the phirality
of sensors; and mceans for querying the database to sclect sensors of the plurality of
sensors based on the request responsive to a request for sensor information for sensors
along a planned route.

[6697] In Exarople 45, the subject matter of Example 44 may include, means for
creating a map of the plurality of sensors from the database; and means for selecting
the sensors from the map.

16698] In Example 46, the subject matter of any one of Examples 43 to 44 may
include, wherein the registration message includes at least onc of a sensor type, a data
type, a location, an orientation, a range, an application program interface, or a query
mterface.

[6699] The above detailed description includes references to the accompanying
drawings, which form a part of the detailed description. The drawings show, by way
of ilustration, specific erabodiments that may be practiced. These embodiruents are

also referred to herein as “examples.” Such examples may include elements in
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addition to those shown or described. However, also contemplated are cxamples that
include the elements shown or described. Moreover, also contemplate are examples
using any combination or permutation of those elements shown or described (or one
or more aspects thercof), either with respect to a particular example (or one or more
aspects thereof), or with respect to other examples {or one or more aspects thereof}
shown or described herein.

[60100] Publications, patents, and patent documents referred to in this document are
incorporated by reference herein in their entirety, as though individually incorporated
by reference. In the event of inconsistent usages between this document and those
documents so incorporated by reference, the usage in the incorporated reference(s)
are supplementary to that of this document; for irreconciable inconsistencies, the
usage in this document controls.

1001061] In this document, the terms “a” or “an” are used, as is common in patent
documents, to include one or more than one, independent of any other instances or
usages of “at least one” or “one or more.” o this document, the term “or” 1s used to
refer to a nonexclusive or, such that “A or B” includes “A but not B,” “B but not A"
and “A and B.” unless otherwise indicated. In the appended claims, the terms
“including” and “in which” are used as the plain-English eguivalents of the respective
terms “comprising” and “wherein” Also, in the following claims, the terms
“mcluding” and “comprising” are open-cnded, that s, a system, device, arlicle, or
process that includes elements in addition to those listed after such a term in a claim
are still deemed to fall within the scope of that claim. Moreover, in the following

3% ¢k

claims, the terms “first,” “second.” and “third,” etc. are used merely as labels, and are

not intended to suggest a numerical order for their objects.
[661832] The above description is intended to be illustrative, and not restrictive. For
cexample, the above-described examples (or one or more aspects thereof) may be used
in combination with others. Other embodiments may be used, such as by one of
ordinary skill in the art upon reviewing the above description. The Abstract is to allow
the reader to quickly ascertain the nature of the technical disclosure and 1s submitted

with the understanding that #t will not be used to interpret or limit the scope or
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meaning of the claims. Also, in the above Detailed Description, various features may
be grouped together to streambine the disclosure. However, the claims may not set
forth features disclosed hercin because embodiments may include a subset of said
features. Further, embodiments may include {ewer {eatures than those disclosed ina
5  particular example. Thus, the following claims are hereby incorporated into the
Detailed Description, with a claim standing on #s own as a separate embodiment. The
scope of the embodiments disclosed herein is t0 be determined with reference to the
appended claims, along with the full scope of equivalents to which such claims arc

entitled.
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CLAIMS

What is claimed is:

I. A device to enable dynamic sensor discovery comprising:

an autonomons device including a transceiver, the autonorous device capable
of navigating from a current location to a destination location using sensor data;

a server communication interface to control the transceiver to provide a
request for sensor information for sensors along a planned route and to receive
respective sensor information for each of a set of selected sensors selected by a data
server based on the request;

a sensor communication interface to control the transceiver to subscribe to a
data feed of a sensor of the set of selected sensors along the planned route based on
sensor information corresponding to the sensor; and

an obstacle avoidance interface to analyze the data feed to determine whether

to proceed with the planned route.

2. The device of claim 1, wherein the request further includes a desired sensor
type, wherein the set of selected sensors selected by the data server is further based

on the desired sensor type.

3. The device of claim 1, wherein, responsive to detection of an obstacle by the
obstacle avoidance interface, the server communication interface controls the
transceiver to provide a second request for sensor information for sensors along a
second planned route and recetves respective sensor information for each of a second

set of selected sensors selected by the data server based on the second request.

4. The device of claim 1, wherein the sensor information for the sensor of the set
of selected sensors inclades at least one of an application program interface or a query

interface.
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5. The device of clatm 1, wherein at least one of the set of selected sensors is

outside a detection range of the client.

6. A system to enable dynamic sensor discovery comprising:

a device interface controlling a transceiver to receive a request for the sensor
information for sensors along a planned route from a device that inciudes an
autonomous device that is capable of navigating from a current location to a
destination location using sensor data, the device interface controlling the transceiver
further to provide sensor information for cach of a set of selected sensors to the client;
and

a sensor selection module to select the set of selected sensors of a plurality of

sensors along the planned route responsive to the request.

7. The system of clair 6, wherein the request {orther includes a desired sensor
type, wherein the sensor selection modale selects the set of sensors of the plurality of

sensors along the planned route based on the desired sensor type.

8. The system of claim 6, wherein the device interface controlling the transceiver
receives a second request for sensor information for sensors along a second planned
route and provides the sensor information for each of a second set of selected sensors
to the client, wherein the sensor selection module selects a second set of selected
sensors of the plurality of sensors along the second planned route responsive to the

second request,.

9. The system of claim 6, further comprising a sensor comumunication interface
controlling the transceiver to receive the sensor information from each of the plurality
of sensors, wherein the sensor information from a sensor of the plurality of sensors

includes at least one of a location, an orientation, or a range.
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10. The system of claim 9, wherein the sensor information from the sensor of the

plurality of sensors includes a seusor type and a data type.

It The system of claim 9, wheren the sensor information from the sensor of the

plurality of sensors an application program interface or a query interface.

12. The system of claim 6, wherein the sensor selection module constructed a map
of the plurality of scnsors from the database and selects the set of selected sensors

based on locations ou the map of the plurality of sensors.

13. The system of claim 6, wherein the sensor selection module withholds sensor
information for a sensor of the plurality or sensors to which the client is restricted

from accessing.

14. The system of claim 6, wherein the sensor selection module maintains a list

of available channels for a sensor of the plarality of sensors.

I5. A method to enable dynamic sensor discovery comprising:

receiving a request for sensor information for sensors along a planned route
from a chient, wherein the client inclodes an autonomous device capable of navigating
an environment without human input;

selecting sensors of a plurality of sensors along the planned route; and

providing sensor information for the selected sensors to the client.

16. The method of claim 15, further comprising querying a database to determine

which of the plarality of sensors are along the planned route.

17. The method of claim 15, further comprising providing a data feed of a sensor

of the selected sensors to the client,
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18, The method of claim 15, further comprising allocating a channel of a data feed

from a sensor of the selected sensors to the client.

19. The method of claim 15, further comprising withholding sensor information a

sensor of the plurality or sensors to which the client is restricted from accessing.

20. The method of claim 15, further comprising:
receiving registration message from a sensor of the plurality of sensors, the
registration message including respective sensor information {or the sensor; and
creating an entry in the database for the sensor, the entry including the sensor

information.

21. The method of claim 20, wherein the sensor information received from the

sensor at the data server includes at least one of a location, an orientation, or a range.

22. The method of claim 20, wherein the sensor information received from the

sensor at the data server includes a sensor type and a data type.
23. The method of claim 20, wherein the sensor information received from the
sensor at the data server includes an application program interface or a query

interface.

24. At least one medium including instructions that, when executed on a machine

cause the machine to perform any of the methods of claims 15-23.

25. An apparatus comprising means for performing any of the methods of claims
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RECEIVE A REQUEST FOR SENSOR INFORMATION
FOR SENSORS ALONG A PLANNED ROUTE FROM A
CLIENT THAT INCLUDES AN AUTONOMOUS DEVICE
CAPABLE OF NAVIGATING AN ENVIRONMENT ~ b~er 910
WITHOUT HUMAN INPUT

|

SELECT SENSORS OF APLURALITY OF
SENSORS ALONG THE PLANNED ROUTE

PROVIDE SENSOR INFORMATION FOR THE
SELECTED SENSORS TO THE CLIENT e D30
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RECEIVING A REGISTRATION MESSAGE, INCLUDING
RESPECTIVE SENSOR INFORMATION, FROM EACH OF 0610
APLURALITY OF SENSORS
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CREATING A RESPECTIVE ENTRY INCLUDING THE
RESPECTIVE SENSOR INFORMATION IN A DATABASE L~ __. 620
FOR EACH OF THE PLURALITY OF SENSCORS

|

RESPONSIVE TO A REQUEST FOR SENSOR
INFORMATION FOR SENSORS ALONG A PLANNED 530
ROUTE, QUERYING THE DATABASE TO SELECT |~
SENSORS OF THE PLURALITY OF SENSORS BASED ON
THE REQUEST
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