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information via information sharing services. 

Carticates 223 

Keys 23 

v. 

K 

  

  

  

  



Patent Application Publication Nov. 27, 2014 Sheet 1 of 5 US 2014/0351586 A1 

User Cient Password1 Storage 
Provider 

User2 Client? Password2. 

Figure 1 a 

User PBE(data). 
Storage 
Provider 

Password 
YA User2 (C) cliente PBE(data). 

PBE - Password Based Encryption 

Figure 1b. 

User1 encrypted(data), 
Y 

Storage - keys r 
Provider 

Admins Server ---...-keys 

a can Pe'ale). 
User2 

Figure 1c 

Credentials User 
Y 

a 

? client encrypted(data). storage 
Provider Y 

Admins : encrypted (keys) 
and/or Y 

t C 
Endorsors encrypted (data) 

Client2 1- - - - - - - - - - - - - - - - - - 
w 

w 

--> User2 
Credentials 

Figure 1d 

  

  

  



Patent Application Publication Nov. 27, 2014 Sheet 2 of 5 US 2014/0351586 A1 

initial key 

Crecentiais 23 {Cfedefiais2 

s w u (p. a (p. 
arov fr’s, 

3 y & 

{Certificates 28 eificates 22 

Keys 38: 

Figure 2 

  

  



US 2014/0351586 A1 

ise;2.382 

Nov. 27, 2014 Sheet 3 of 5 

se; 38 

Patent Application Publication 

Figure 3 

  

  

  

  



Patent Application Publication Nov. 27, 2014 Sheet 4 of 5 US 2014/0351586 A1 

Storage tier 488 
N 
xe. Cong:ess litica accessessesssssssssssss 
is 383 f 
ex 

If - - - - - - - 

re at Wiras File 421 sign 424. t; 'p at 
s : is aii: : 
c : ~~~~ 
i Encrypt 428 Store 427 Shared Box 482 

s 

s Permit 442 E ......: 
g user Encrypt 444 : Saxey Box 44 

s: - - - - - - - - - - - - - - al 
access 

: 

8 Continuinity sign 
Key 445 4.48 as as 

Encrypt 447 
- - - - - - - - - - - - - - - - 

Ericypt. 483 
take 38tact 

Contact :Sk:{i 
cs: Cocie Sian 484 
S. 48: :- ign 484. ^3. - 
g ioritact Box 488 
s: Decrypt 485 -x-xx-x-xx-x-x-xx-xxx-x-x. 
Sw- Catact : :- - - - - - Accept contact s 

Certificates E. 26 s 
482 &A 

s 
awawawaa 

check 466 
Encrypt 
a8a. 

- 

Keystore Private Pescia: 
Keys Reticates 
48. 383 

Figure 4a 

      

  

  

  

  

  

  

  

  



Patent Application Publication Nov. 27, 2014 Sheet 5 of 5 US 2014/0351586 A1 

Stosage is: $80 g 

cY. owficati Recongress s 
g 

----> 

Eacrypted 
File:33. . wawasawawasaasawawasasawa c 

Si3ad Eax 42 R; 

: 

S. 
Retasiaa-3 s 

user2 
3 

ce 

: 
foL 

E. 
R 

: 

s 
, 

er r r r or r r's r arre r or r are r or 

Make Contact 
task 40 {intact 

Code 
*...:... 4 s 

& 
8 

& 
A - x 
: Accept Contact 

:Sk:38 3 
Contact e 

Certificates 
s 32 

: 
83:83 

5 s 
Pescia Private Keystore g 

Cestificates Keys y 
93 492 s 

Figure 4b 

  

  

  



US 2014/035 1586 A1 

CRYPTOGRAPHIC METHOD AND SYSTEM 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This is a Continuation of application Ser. No. 
13/969,071 filed Aug. 16, 2013, which is a Bypass Continu 
ation of PCT/AU2013/000145, filed on Feb. 19, 2013, which 
claims priority from Australian Patent Application No. 
201290.0626, filed on Feb. 20, 2012, the contents of all of 
which are incorporated herein by reference in their entirety. 

FIELD OF INVENTION 

0002 The present invention relates to the field of security 
of electronic data and/or communications. 
0003. In one form, the invention relates to data security 
and/or privacy in a distributed and/or decentralised network 
environment. 
0004. In another form, the invention relates to enabling 
private collaboration and/or information sharing between 
users, agents and/or applications. 
0005. In one particular aspect, embodiment(s) of the 
present invention enable the sharing of key(s) and or content 
between a first user and/or agent and a second user and/or 
agent. Furthermore, embodiment(s) of the present invention 
have application in sharing encrypted information via infor 
mation sharing services. 
0006. It will be convenient to hereinafter describe the 
invention in relation to the sharing of data and/or communi 
cations between a first user and/or agent and a second user 
and/or agent however, it should be appreciated that the 
present invention is not limited to that use only. 

BACKGROUND ART 

0007 Throughout this specification the use of the word 
“inventor” in singular form may be taken as reference to one 
(singular) inventor or more than one (plural) inventor of the 
present invention. 
0008. The inventors have identified a number of limita 
tions with using third party "cloud' service or storage pro 
viders for sharing information, especially if user information 
is confidential, sensitive or private. These limitations include 
security, privacy and control. In particular, the reliance on a 
trusted third party(s) (TTP) and/or passwords. 
0009. “Cloud” providers include Software-as-a-Service 
(SaaS) providers, Platform-as-a-Service (PaaS) providers, 
Infrastructure-as-a-Service (laaS) providers and any other 
providers that offer information sharing services such as cus 
tomer management Services, storage services, messaging Ser 
vices, file sharing services, electronic data vaults, virtual data 
rooms, collaboration tools, screen sharing tools, content man 
agement systems, social websites, Social networks, instant 
messaging, group-chat, forums, network management, con 
tent syndication, gaming, remote systems control and moni 
toring, geo-location, Voice over IP (VoIP), telephony, video 
conferencing, identity services and/or any other information 
sharing middleware or "cloud based applications. 
0010 Problems with trusted third parties mostly arise 
because of the way they centralise their services in order to 
achieve business goals such as efficiency, Supportability, 
account control, market adoption etc. These problems, which 
may include inadequate security, nominal privacy and/or lack 
of control by the end-users, are evidenced by the ongoing and 
increasing number of hacks, data breaches, audit failures and 
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criticisms informal security reviews. The broad reasons why 
third-party providers find it difficult to “lock-down” server 
side infrastructure and operations include: 

0.011 Controls—Server-side security relies on “con 
trols to prevent mishaps, breaches and/or abuse in the 
delivery of services. However, controls are considered 
rarely adequate because of the complexities of too many 
people (staff, administrators, contractors, help desk per 
Sonal etc.) having too many privileges (running, main 
taining, administering, Supporting etc.) across too many 
systems (including technologies, platforms, versions, 
topologies, business units, organisations etc.) with 
enforcement mostly by Voluntary procedures (e.g. 
operations, development, testing, incident handling, 
patching, configuration, recovery, auditing). Controls 
are considered to cost money and effort, often with little 
perceived business benefit, and so are rarely broad, 
strong or given priority. Even if they are in place, they 
cannot guarantee against mistakes, malicious behaviour 
or being deliberately bypassed (or disabled) if they get in 
the way of “business imperatives”. 

0012 Change Compounding these challenges is 
ongoing changes within any organisation. There are 
changes in technology (new systems, new platforms, 
new functionality and endless upgrades and patches 
etc.), changes in business operations (as a result of new 
markets, new partners, new opportunities/threats and 
acquisitions/divestments), and changes in staff (includ 
ing their roles, responsibilities and priorities whenever 
there are re-organisations, new hires, resignations or 
promotions etc.). All this is considered bad for security. 
Even worse, security budgets may be limited, and so 
security analysis, measurement and remediation may be 
patchy, inadequate, take long periods to implement or be 
seen as too expensive to pursue. 

0013 Verification—Even if controls are in place, the 
server-side nature of the service is considered to make it 
nearly impossible for end-users to validate the effective 
ness of the controls or even to know if any breach has 
occurred. In effect, these controls are “voluntary' and 
end-users have no choice but to completely “trust' the 
security and privacy of their information to their service 
provider. Even if a user Suspects a breach or other unau 
thorised activity, the service provider may not willingly, 
or have the capacity, to provide logs or forensic data 
about the activities in question. 

0.014 Internal Threats—Even if controls are adequate 
and could be properly verified, this may not remove the 
risk of internal threats, as administrators may always 
have the means to view user information and/or override 
any controls that users put on their information. For 
example, administrators may have the means to access 
user data and/or be able to manipulate security data Such 
as alter information about users, impersonate users, set 
controls, change rights, alter groups, change member 
ships, view log files, access keys, reset passwords, ulti 
lised network inspection devices etc. They may even 
have means to avoid controls/detection and/or cover-up 
inappropriate activity. 

0015 Provider Misuse—Even if administrators can be 
controlled, user data may still be abused at the business 
level, such as when information is used by the service 
provider for its own commercial purposes. For example, 
the service provider, or associated partners, may sell, 
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track, archive, backup, aggregate, resell, correlate, target 
and/or otherwise take advantage of end-user informa 
tion. The lack of privacy (that end-users have with their 
own data) is evidenced by service provider Terms of 
Service which may claim a right to use or access user 
data for any purpose that the service provider deems 
necessary to run their service. 

0016 Outsourcing The above problems of controls, 
change, Verification, internal threats and provider mis 
use may be further aggravated by outsourcing, as prob 
lems may compound with each outsourced organisation 
involved in the delivery of a service. 

0017 Even if the above TTP/centralisation risks could be 
minimised, most service providers rely on passwords for 
authenticating user access. Problems with passwords include 
poor security (e.g. password guessing, password stealing etc), 
ongoing maintenance (e.g. registration, provisioning, de-pro 
visioning, password reminders, password reset etc.) and poor 
practices by end users (passwords are often forgotten, of poor 
quality, re-used etc.). Passwords may be considered weak and 
Subject to attacks including guessing, "brute force' attacks 
and/or "phishing' attacks. In particular, it is considered very 
poor practice to share passwords as they cannot effectively be 
controlled or changed in the case that there is a change in the 
set of users needing to know the password. Thus, sharing of 
passwords should be avoided in any system that facilitates 
sharing of information. 
0018. Further, there are many problems associated with 
recovering from lost or forgotten passwords. These problems 
may include administrative overheads, security risks and/or 
loss of user's data. In password based systems, recovery relies 
on Supplying or resetting the server-side password using 
either an automatic procedure. Such as following a password 
reset via an email link, or a manual procedure, such as an 
administrator issuing a new password. Automatic password 
reset procedures, especially those that rely on just an email 
address, are considered to have poor security as they perform 
minimal validation, for example they are relatively suscep 
tible to an attacker using a compromised account. Manual 
password reset procedures are considered to have poor Secu 
rity as they are relatively susceptible to weaknesses with 
administrators, such as using Social engineering techniques to 
trick administrators, accidental mistakes by administrators or 
malicious activity by rogue administrators. 
0019. As a result of the above risks, third-party service 
providers, especially "cloud' storage providers, are rarely 
considered to be able to meet the requirements of strong 
security and privacy. This is further evidenced by their stan 
dard service agreements which generally absolve the service 
provider from any liability, obligation or responsibility for 
anything that might go wrong e.g. misuse, leaks, loss, dam 
age, disclosure, data breaches etc. Similarly their privacy 
policies may come down to “best efforts” and/or may be 
non-binding. 
0020 FIG. 1a illustrates a typical prior art system. Users 
authenticate themselves to a Provider using a password and 
sharing of Data relies on the Provider enforcing access con 
trols appropriately on the Data. Such systems are not consid 
ered to have strong security or privacy as they use passwords 
(with consequential risks as described above) and/or rely on 
the Provider as a TTP (with consequential risks as described 
above) and/or use password reset for recovering credentials 
(with consequential risks as described above). 
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0021. Overall, most prior art approaches to security man 
agement tend to try to protect every aspect of the infrastruc 
ture where data may reside e.g. networks, servers, routers, 
hosts etc. This may be increasingly difficult as the world 
becomes more interconnected, as new technologies emerge, 
as complexity of systems increase, as attackers get more 
Sophisticated, etc. Further, security tends to be centrally man 
aged, because of the necessity to manage every aspect of 
Security e.g. patch management, configuration management, 
entitlements management, role management, privilege man 
agement, authentication management etc. Centralisation may 
lead to other problems, such as the reliance on trusted admin 
istrators and/or trusted third parties which becomes even 
more difficult as the number of involved organisations 
increases. 
0022. An alternative approach is to protect the data using 
encryption. Encryption effectively “locks up' data in a 
tamperproofpackage protecting it where ever it is. The Secu 
rity of encrypted data thus needs to have less reliance on the 
security of the infrastructure it transits and/or is stored. In 
practice, user-to-user encryption also requires the manage 
ment of keys, trust and other aspects. However, the current 
prior art is considered to be piece meal in that only particular 
aspects of the encryption problem have been solved, and not 
an integrated approach. 
0023 FIG. 1b illustrates a typical prior art system com 
monly used for personal or backup reasons. In the client 
application, Password Based Encryption (PBE) makes use of 
a password to encrypt user data locally e.g. by directly using 
the password or using a key derived from the password. The 
encrypted Data is then stored by the Provider and the encryp 
tion safeguards the Data from abuse or failures by the Pro 
vider. However, when Such systems are used for sharing, they 
are not considered to have strong security or privacy as they 
require the sharing of passwords (with consequential risks as 
described above). 
0024 FIG. 1c illustrates a typical prior art system that 
allows users to encrypt and decrypt information with the 
assistance of a Key Server. Centralisation of keys is often used 
to overcome difficulties with key management including key 
generation, storage, duplication, distribution, access, protec 
tion, rollover, rotation, recovery, removal, and revocation. 
However, this centralisation requires that a TTP maintains the 
Key Server (with consequential risks of having effective con 
trols as described above). In particular, Key Servers inher 
ently have very concentrated control (possession of many 
keys) which may make them a target for attack. Further, the 
TTP controlling the Key Server may not necessarily be 
trusted in wider environments, for example, with diverse and/ 
or large numbers of users and/or multiple collaborating 
organisations, especially over the wider internet. Also, many 
Key Servers only require password related authentication 
(with consequential risks as described above). 
0025 FIG. 1d shows an example of prior art systems that 
make use of public key cryptography (PKC) to enable users to 
share data encryption keys. Web of Trust (WoT) system may 
make use of endorsers to support trust in public keys. Public 
Key Infrastructure may make use of one or more trusted 
organisations to have reliable and secure processes to Support 
trust in certificates containing public keys. However, Such 
systems rely on a trusted third party(s) to facilitate the issu 
ance and/or endorsement and/or distribution of public keys 
and/or certificates. This may give rise to a number of prob 
lems, for example: 
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0026 PKI and WoT systems may have limitations in 
their trust models. In the case of PKI a Certification 
Authority (CA) issues certificates containing public 
keys and users have no choice but must trust the prac 
tices and procedures of the organisation running the CA, 
in particular the proof-of-identity that was used to issue 
a user their (public key) certificate. In the case of WoT, 
users must trust other users who endorse/notarise? 
counter-sign self-signed public keys. 

0027 PKI and WoT systems may have issues with secu 
rity. Security issues with PKI relate to its dependence on 
a centralised TTP (risks described above). Security 
problems with WoT relate to the unreliable nature of 
“crowd sourced' trust as well as the difficulty of revok 
ing public keys that have been compromised. Addition 
ally, though WoT model allows anyone to issue certifi 
cates, the discovery and distribution generally relies on 
centralized keyservers or certificate repositories or pub 
lic directories to store certificates and respond to queries 
and which introduces the problem that these keyservers/ 
repositories/directories need to be run by a TTP (with 
consequential risks as described above). 

0028 PKI and WoT systems may have issues with pri 
vacy. Privacy issues in PKI relate to personal data 
divulged to the PKI Service during certificate issuance 
and/or as a result of certificates being publically avail 
able, such as in a directory and/or public website. Pri 
vacy issues relating to WoT relate to the visibility of 
counter signed signatures, especially if made visible in a 
directory and/or public website, which can reveal entire 
social networks about the owner. 

0029 PKI and WoT systems may have issues with cost, 
complexity and/or adoption. In the case of PKIS, adop 
tion may be limited because of regional and/or organi 
sational restrictions that CA’s have to verify identity. In 
the case of WoT, adoption may be restricted because of 
limitations in the technology and/or the very technical 
and manual nature of communities having to build up 
their trust relationships. 

0030 Systems built using PKI or WoT may heavily rely 
on the continuity of credentials. For example, if creden 
tials are lost and/or revoked, then keys being protected 
by those credentials may be lost, which may result in the 
loss or compromise of encrypted data. 

0031. In Summary, prior art encryption approaches may 
have many limitations. For example, the management of trust, 
credentials, certificates, keys etc. Password Based Encryption 
(PBE) approaches are considered to have numerous problems 
relating to managing passwords. Keyserver approaches are 
considered to have numerous problems relating to the diffi 
culty of securing and managing all the keys in a single or 
relatively small number of places. Public/private key 
approaches are considered to have numerous problems relat 
ing to trusting a central server to reliably obtain a trusted 
public key(s) or certificate(s). 
0032. Thus, overall, in the field of security management, 
there is an ongoing need to protect electronic data, particu 
larly data being transferred and/or shared between users. 
Such users, who may be anywhere over the wider internet, 
would like to get improved security and privacy from service 
providers, especially when transferring and/or sharing infor 
mation that may be sensitive or confidential. In particular, 
end-users would like to use "cloud' services and other com 
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munications Solutions, but in a way that is protected from 
and/or relatively independent from those third party providers 
themselves. 
0033. It is to be appreciated that any discussion of docu 
ments, devices, acts or knowledge in this specification is 
included to explain the context of the present invention. Fur 
ther, the discussion throughout this specification comes about 
due to the realisation of the inventor and/or the identification 
of certain related art problems by the inventor. Moreover, any 
discussion of material Such as documents, devices, acts or 
knowledge in this specification is included to explain the 
context of the invention in terms of the inventor's knowledge 
and experience and, accordingly, any such discussion should 
not be taken as an admission that any of the material forms 
part of the prior art base or the common general knowledge in 
the relevant art in Australia, or elsewhere, on or before the 
priority date of the disclosure and claims herein. 

SUMMARY OF INVENTION 

0034. It is an object of the embodiments described herein 
to provide improved private and/or secure communications 
between users and/or applications in a distributed and/or 
decentralised network environment. 
0035. It is a further object of the embodiments described 
hereinto overcome oralleviate at least one of the above noted 
drawbacks of related art systems or to at least provide a useful 
alternative to related art systems. 
0036. In a first aspect of embodiments described herein, 
there is provided a method of apparatus and/or application 
adapted to enable the provision of keys between a first user 
and a second user for enabling data security, comprising 
providing a first key adapted for enabling encryption of data, 
encrypting a first further key and enabling access to the 
encrypted first further key by the second user and providing to 
at least the second user, the first key encrypted with the first 
further key and in a manner independent of the data. 
0037. In a preferred embodiment, there is provided: 

0.038 a credential layer adapted to establish the exist 
ence of certificate-based credentials for each user; and/ 
O 

0.039 a trust layer adapted to enable communication via 
the data store of the encrypted data between the users 
and/or to enable the exchange of encrypted certificates; 
and/or 

0040 a control layer adapted to manage symmetric 
keys and other system information protected by encryp 
tion; and/or 

0041 a sharing layer adapted to encrypt content or other 
end user information. 

0042. In essence, the first aspect is predicated on the reali 
sation that, unlike prior art systems which tend to have rela 
tively centralised administration where keys are distributed 
and controlled by a trusted third party or security and privacy 
is achieved by a secured communication system (including 
secured intermediaries), the inventors have found that Secu 
rity and privacy can be achieved in a more decentralised 
system including relatively untrusted environment(s) by 
empowering users to provide keys and control the access to 
data and keys themselves by the use of encryption applied to 
the data as well as the keys. Because data and keys are 
encrypted, the environment, through which users exchange 
data or keys, is not dependent on the security and privacy of 
intermediate systems and thus are workable in a decentralised 
manner. Keys and data may be independent of each other. 
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Furthermore, security and privacy are enhanced by providing 
a layered architecture. Security and privacy are even further 
enhanced by providing layers which are not necessarily 
dependent on each other. For example, the present invention 
may reflect any one or any combination of layers of credential 
management, trust management, key management and con 
tent management. Still furthermore, unlike prior art systems 
which utilise third party certification of credentials, embodi 
ments of the present invention establish trust between users 
directly by virtue of mutual exchange of certificates. In other 
words, rather than relying on the Veracity of the public key as 
in prior art systems, embodiments of the present invention 
utiliseuser-to-user verification. Thus, the trust is not bound to 
the public key, but to the user-to-user interaction. Still fur 
thermore, in accordance with embodiments of the present 
invention, if a public key or certificate is transferred in the 
user-to-user exchange, the public key or the certificate may be 
kept private between the users. 
0043. In a second aspect of embodiments described 
herein, there is provided a method of apparatus and/or appli 
cation adapted to enable user access to another application or 
system or service, the access being provided by at least one 
credential, comprising, in conjunction with at least one cre 
dential stored in an encrypted form and in a manner accessible 
by the user, facilitating a user access request, and providing a 
response which facilitates decryption of the stored credential 
corresponding to the response. 
0044) Further aspects of embodiments of the present 
invention are also described within the specification. Some of 
the further aspects are disclosed hereinafter. 
0045. In one further aspect of embodiments described 
herein, there is provided a method of apparatus and/or appli 
cation adapted to enable at least two agents to access 
encrypted data in a distributed network environment, wherein 
the distributed network comprises at least a first data store and 
a second data store, comprising: using a first key to encrypt 
first data in the first data store; enabling a first agent to access 
the first data store via a first key; providing the first key to a 
second agent, replicating the first encrypted data in the sec 
ond data store; and enabling the second agent to access the 
replicated first data in the second data store via the first key. 
0046. In essence, this further aspect is predicated on the 
realisation that agents in a distributed network may access 
encrypted data by replicating the encrypted data to end-sys 
tem data stores. In this case, information remains encrypted 
at-rest, particularly on end-systems, protected by appropriate 
keys and only decrypted as required. A number of advantages 
are disclosed in Sections 2.2.5.3.2.3, 4.6.1, 4.8, 5.1.2 and 5.4 
of the following description. 
0047. In a second further aspect of embodiments 
described herein there is provided a method of apparatus 
and/or application adapted to provide at least one certificate in 
a distributed network environment, wherein the distributed 
network comprises at least a first certificate store and a second 
certificate store, in which a first agent is enabled to access the 
first certificate store; the first agent distributing the certificate 
(s) to a second agent and enabling the second agent to store 
the certificate(s) in the second certificate store. 
0048. In essence, this second further aspect is predicated 
on the realisation that agents may automatically distribute, 
update and/or remove certificates in end-system certificate 
stores in order to enable certificate-based applications. This 
may occur independent of any centralised authority. A num 
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ber of advantages are disclosed in Sections 2.2.2, 2.2.4, 3.3 
and 5.1 of the following description. 
0049. In a third further aspect of embodiments described 
herein there is provided a method of, apparatus and/or appli 
cation adapted to provide at least one symmetric key between 
at least two agents in a computer network, the first key being 
used to enable access to encrypted information in a data store, 
comprising enabling a first agent to obtain a first key; the first 
agent enables the second agent to obtain the first key; the 
second agent using the first key to access the encrypted infor 
mation; and the first agent managing the lifecycle of the keys 
used to enabled access to the encrypted information. 
0050. In essence, this third further aspect is predicated on 
the realisation that each data owner may effectively be a key 
publisher and/or key authority. Since embodiments of the 
present invention provide a virtual peer-based system over 
arbitrary storage systems, keys may be distributed by data 
owners without the need for centralised key-servers and/or 
administrators. A number of advantages are disclosed in Sec 
tions 3.3.8, 4.4.4.6.2 and 5.2 of the following description. 
0051. In a fourth further aspect of embodiments described 
herein there is provided a computer network architecture 
and/or method comprising at least a first agent and a second 
agent interlinked by a separate data store to enable the 
exchange of encrypted first data between the first agent and 
the second agent, the first agent using the data store to pass 
encrypted control information to the second agent, the first 
and second agent thereafter exchanging the encrypted first 
data. 

0052. In a fifth further aspect of embodiments described 
herein there is provided a method of, apparatus and/or appli 
cation adapted to encrypt information for sharing between a 
first agent and a second agent, in a system using asymmetric 
cryptography and via a data store, comprising the first agent 
generating a first key; the first agent encrypting the first key 
with a public key of the second agent; the first agent providing 
the encrypted first key to the data store, the encrypted first key 
being retrievable by the second agent; the first agent encrypt 
ing the information with the assistance of the first key; and the 
encrypted information being provided to the data store. 
0053. In a sixth further aspect of embodiments described 
herein there is provided a method of, apparatus and/or appli 
cation adapted to facilitate communication between user(s) 
using a data storage service, the data storage service storing 
system information related to enabling the communication, 
comprising providing end-to-end encryption in respect of 
system information. 
0054. In essence, these further aspects are predicated on 
the realisation that agents may use protocols to decentralise 
management and may use end-to-end encryption to protect 
system data using Substantially the same mechanisms nor 
mally used to manage and protect end-user data. For example, 
the techniques used for the end-to-end sharing of user content 
may be applied to the end-to-end transfer of management 
messages and/or security information Such as keys, certifi 
cates and/or capabilities. A number of advantages are dis 
closed in Sections 2.3, 2.5.2, 3.1, 3.2, 3.3, 3.4, 3.5.4, 3.5.5, 
4.2, 4.3, 4.4, 4.6, 5.1 and 5.2 of the following description. 
0055. In a seventh further aspect of embodiments 
described herein there is provided a method of and/or com 
munication system apparatus adapted to use asymmetric 
cryptography enabling communication of encrypted data 
between at least two users via a data store, comprising a first 
layer adapted to establish the existence of certificate-based 
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credentials for each user, and a second layer adapted to enable 
communication via the data store of the encrypted data 
between the users and to enable the exchange of encrypted 
certificates. 
0056. In essence, this seventh further aspect is predicated 
on the realisation that the establishment of certificate-based 
credentials may be managed by a credentials layer which may 
enable another layer related to the exchange of encrypted 
information and this information may include certificates. 
Other layers may also be provided as herein disclosed. A 
number of advantages are disclosed in Sections 2, 4.2, 4.5 and 
4.7.4 of the following description. 
0057. In an eighth further aspect of embodiments 
described herein there is provided a method of apparatus 
and/or application adapted to manage encrypted information 
in a data store by an intended user, comprising providing the 
intended user with a key, providing the intended user with 
cryptographic authorisation and the authorisation being nec 
essary to communicate with the data store. 
0058. In essence, this eighth further aspect is predicated on 
the realisation that a data store may granted based on a cryp 
tographic authorisation Such as an attribute certificate, rather 
than checking that the requesting user is a user in an autho 
risation list. A number of advantages are disclosed in Sections 
2.5.2, 2.6.1, 3.3.14, 3.3.15, 3.3.16, 3.5.6, 4.4.4, 4.5.2 and 
4.6.1 of the following description. 
0059. In a ninth further aspect of embodiments described 
herein there is provided a method of apparatus and/or appli 
cation adapted to provide introduction message(s) between 
two users for establishing secure communications between 
the two users; comprising a first user obtaining a first certifi 
cate for incorporation into the introduction message; encrypt 
ing at least a portion of the introduction message with an 
access code; storing the encrypted introduction message; 
communicating the access code to a second user; using the 
access code, and the second user decrypting the portion of the 
encrypted introduction message in order to enable communi 
cation with the first user. 
0060. In essence, this ninth further aspect is predicated on 
the realisation that in establishing bilateral relationships 
which may include the encrypted exchange of certificates and 
the initiation of this exchange may make use of an out-of 
band means between a first user and a second user which may 
also include a verification process. The certificates may be 
private certificates and/or unrelated certificates. This verifi 
cation process may enable a Vetting process for example to 
establish proof of identity. A number of advantages are dis 
closed in Sections 3.4, 4.1.2, 4.2.2, 4.5.1 and 4.6.1 of the 
following description. 
0061. In a tenth aspect of embodiments described herein, 
there is provided a method of apparatus and/or application 
adapted to enable the sharing of storage data between a first 
user and a second user, comprising, in a data store, providing 
first storage data, stored in at least two separate parts, the at 
least two parts both being individually encrypted, one part 
including a key adapted for enabling the encryption of the 
second part, and the at least two parts being accessible by the 
first and the second users via the data store. 
0062. In essence, this tenth further aspect is predicated on 
the realisation that encrypted data can be separated into parts 
and then shared between users using any combination of 
intermediate data stores. 
0063. In still more further aspects of embodiments 
described herein there is provided, in combination, a system 
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as herein disclosed and a storage system, security system, 
content management System, a messaging System, an elec 
tronic mail system, a file sharing system, a systems manage 
ment system and/or a collaboration system. 
0064. In an embodiment of the present invention, rela 
tively autonomous co-operating peer-oriented agents (the 
components) may securely and/or privately exchange and/or 
transfer data (the requirement) using asymmetric and/or end 
to-end cryptography (the enablers) to provide collaboration 
and/or privacy-enabling capabilities (the functions) with 
strong security, privacy, control and/or decentralised manage 
ment (the benefits) over minimal-trust and/or relatively 
“blind” and/or third-party storage and/or transport and/or 
certificate services (the environment). 
0065. In another embodiment of the present invention, 
agents (which may be relatively autonomous and/or self 
managing and/or distributed) may use encryption, keys and 
protocols to enforce, control and/or manage security and/or 
privacy (e.g. identity, access, authorisation, membership, 
confidentiality, integrity, representation, credentials etc.) Sup 
ported by optional facilitating system services (e.g. certificate 
signing, revocation, credential backup, enrolment, storage, 
notifications etc). 
0066. In yet another embodiment of the present invention, 
agents enable end users and/or applications to leverage strong 
client-side cryptography for strong security, privacy and con 
trol of data, in a way that is easy to use for those users and/or 
applications. This may encompass transparent handling and 
recovery of certificate-based credentials, decentralised man 
agement and advanced cryptographic capabilities e.g. rotat 
ing keys, digital signatures, client-side key management, 
revocation etc. 
0067. Other aspects and preferred forms are disclosed in 
the specification and/or defined in the appended claims, form 
ing a part of the description of the invention. 
0068. Overall, the present invention(s) enables many 
advantages and features compared to prior art in many ways, 
for example, without limitation: 

0069 Administration—requirements may be minimal 
as management and/or control may be decentralised and 
performed by agents and/or the end user (instead of via 
centralised administrators as is the case in prior art). 

0070 Anonymity—may be preserved as end users and/ 
or agents may only be known via a “label not necessar 
ily associated with anyone or anything. The system may 
provide further levels of anonymity, for example, with 
the use of self-generated certificates and/or attribute cer 
tificates supplied by a box owner to perform specific 
actions. 

0071 Applications—may leverage the certificate man 
agement and/or key-management aspects of the present 
invention to add an extra layer of privacy, security, con 
trol, management etc (without relying on centralised 
infrastructure as is the case in prior art). 

0.072 Availability—may be significant by making use 
of third party "cloud' storage and/or sharing services as 
well as geographic replication (unlike prior art peer-to 
peer services which may require end-systems to be 
online for certain management functions). 

0073. Authenticity—may be possible using digital sig 
natures which allows for proof of originator of informa 
tion being shared and/or exchanged. This may be very 
important to ensure that information being exchanged 
hasn’t been forged, substituted or falsely planted. 
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0074 Balance of power—may reside with the end-us 
ers (as opposed to centralised administrators). This is 
because information is protected using encryption and 
the end user and/or agent uses keys to control nearly all 
aspects of management with the relative inability of 
central administrators of intermediate systems to over 
ride or compromise user data, influence user interactions 
or take advantage of user content. 

0075 Boundaries—may be very tightly defined. For 
example security boundaries may be limited to the set of 
users that have keys (and not implicitly defined by any 
network, server or other system administrators as is the 
case in prior art). Trust boundaries may be limited to the 
set of contacts that a given user has personally verified 
(as opposed to the domain defined by a third party in 
prior art). Information sharing boundaries may be com 
partmentalised to the particular information stored in a 
given box or workspace (unlike prior art which simply 
sets third-party changeable boundaries via rules, such as 
access control lists). 

0076 Closed domains—may effectively be created for 
each situation that requires information sharing. All 
related information, such as meta-data may be contained 
within the domain, determined exactly by the possession 
of appropriate keys (without leakage as occurs in prior 
art which may use “secret” but discoverable web links). 

0077 Compartments—may be enforced through the 
use of encryption and keys so that any compromise is 
strictly limited to that particular box or, in the case of a 
user compromise, the community(s) that that user 
belongs (unlike prior art in which a compromise may 
allow access to significant amounts of data and/or user 
information). 

0078 Control may be significant as a data owner has 
exclusive power to authorise access to encrypted infor 
mation through the delivery of keys to authorised par 
ties. This control effectively cannot be overridden or 
intercepted by administrators, intermediate service pro 
vider(s), hackers or any other party. 

0079 Credential recovery—may be achieved without 
necessarily being dependent on a centralised third party. 
This is because after revocation, a user needs to convince 
the same people who originally invited them to share 
information, to do so again. This also reduces the risks of 
Social engineering attacks as even if a user is revoked 
and an attacker takes their place, the attacker still needs 
to convince other people in each sharingdomain they are 
the person that has been revoked. 

0080 Decentralisation—may be significant as nearly 
all control, processing, trust and management is effec 
tively pushed “outwards' to the client application. This 
enables decentralised management including decentra 
lised access, authorisation, certificate, content, creden 
tial, entitlements, identity, key, provisioning, privacy, 
privilege, recovery, rights, role, security, storage and 
trust management. This may have further benefits such 
as reducing central administration costs, reducing cen 
tral help desk demands etc. 

I0081. Dependence—on centralised services may be 
minimal. Centralised services may only need to provide 
optional facility services. Their functions may be limited 
to certificate signing, revocation checking and/or stor 
age of encrypted information. 
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0082 Efficiency—may beachieved in several ways as a 
result of having client-side processing. Examples 
include compressing end-user data, performing most 
processing and cryptographic functions client-side, 
automating the distribution of certificates and handling 
of revocation, minimising the use of public key opera 
tions through the use of wrapping keys etc. 

0.083 Enforcement—may be strong and end-to-end 
without relying on centralised infrastructure. This is 
because data is “armoured client-side with strong 
encryption so that data is considered protected any 
where, anytime whether “in transit” or "at rest across 
any intermediate system. 

0084 Heterogeneous—operation may be possible as 
different types of technologies, providers and compo 
nents may be integrated seamlessly together. For 
example, embodiments of the present invention may 
include certificates from different certificate authorities, 
storage from different storage providers, authentication 
using different types of credentials (e.g. from identity 
systems, smart card systems, PKI's, WoTs), different 
types of data stores (e.g. cloud servers) and/or different 
applications (e.g. file sharing systems, document sys 
tems, messaging systems, collaboration systems, instant 
messaging Systems, conferencing systems, queuing Sys 
tems etc). 

0085 Integrity—may be assured through the use of 
digital signatures. For example to ensure that shared 
information has not been modified or tampered with. 

I0086 Loose Coupling from infrastructure or third 
parties may be achieved as the system may be consid 
ered relatively “host-proof. “location-proof and/or 
“provider-proof. For example, it may be relatively easy 
to replace intermediate storage and/or transport and/or 
remote service providers. 

0.087 Management—may be decentralised and strictly 
contained to the participants in any sharing group or 
community. This avoids the use of “super users” or any 
other overriding administrative or management or cen 
tralised roles. 

0088 Membership—need not be centrally adminis 
tered as end-users may dynamically build groups in 
context of the sharing required via the distribution of 
keys. This capability-based approach may remove many 
types of complexities with centrally managed groups 
e.g. unpredictable, transient, complex, overlapping, dis 
joint, dormant, out-dated etc. 

0089 Multi-tenancy—may be safely achieved because 
each key or permit is completely independent of other 
keys or permits. Therefore content being shared by any 
set of users by virtue of possession of a key or permit, is 
effectively isolated and independent from all other con 
tent and other sets of users regardless of how and where 
it is stored intermediate to end-systems. 

0090 Offline protection—may be achieved via end 
systems locally storing encrypted information. Recov 
ery of encrypted data while offline is also possible 
because even if credentials are lost, data may still be 
recovered by obtaining relevant box keys or sharing keys 
from other box members or at-rest keys if they were 
backed up to a box. 

0091. Overlay—concepts may be applied to existing 
applications and/or infrastructure with an extra “layer 
of strong security, privacy and/or control. For example, 
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encrypting messages before sending them via an email 
or instant message system, encrypting a stream before 
sending them via a Voice or screen sharing session etc. 

0092 Passphrase recovery—may be achieved without 
involving a centralised provider. 

0093. This may be implemented via a passphrase recovery 
code entrusted to a custodian, such as via a box, which avoids 
giving the power of credential reset to any intermediate pro 
vider. Alternatively, the passphrase recovery code may be 
provided by email and/or mobile text (Short Message Ser 
vice, SMS) and is relatively safe because, on its own, it is 
considered not useable without the corresponding encrypted 
passphrase blob which is stored in any manner accessible by 
the end user. This may significantly reduce help desk costs, as 
password resets may constitute much of the cost of Support. 

0094 Peer-based operation may be attained because 
agents may be relatively autonomous while still being 
able to utilise intermediate store-and-forward and/or 
storage mechanisms. Embodiments of the present inven 
tion may require minimal need for Trusted Third Parties 
(TTPs) which may give significant security and privacy 
advantages. 

0.095 Provisioning may be controlled with the use of 
Sub-boxes. This may give the benefits of managed-users 
being setup and contained inside a contained and/or 
private world which is controlled by the business, 
including allocating of credentials, privileges etc. 

0096 Policies—may be defined and enforced client 
side (rather than server-side). This means that interme 
diate system administrators are relatively powerless to 
change or override them. 

0097. Protection may be substantial as end users may 
protect their own information using end-to-encryption. 
This means that information stored or in transit in the 
"cloud' exist only as encrypted “blobs' making it mean 
ingless to intermediate administrators, service provid 
ers, hackers or other transitory party. 

0.098 Privacy—may be enforced instead of being reli 
ant on promises by intermediate providers. This is 
because the use of end-to-end encryption and other tech 
niques effectively makes intermediate providers “blind' 
to what information is being shared, who is sharing with 
whom, and any other behavioural or social network pat 
terns between participants. 

(0099 Privileges may be bestowed without the need 
for explicit enforcement by intermediate parties. For 
example, attribute certificates may be used to convey 
rights such as read-only, upload/download, update or 
any other privileges without a central party needing to 
maintain or affect those privileges. 

0100 Recovery—of keys may be decentralised, self 
enforcing, and more secure than centralised approaches 
of prior art. This is because regaining credentials is not 
Sufficient to regain previous access. Regaining access 
further requires obtaining keys to each box that a user 
previously had access to. Regaining box keys is then 
dependent on re-establishing trust with the owner of the 
box, or at least one box member in the case of a box 
owner trying to regain access back to their own box. This 
layered, iterative and decentralised approach may be 
considered preferable to prior art centralised key server 
approaches which may rely on all-powerful administra 
tOrS. 
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0101 Resilience—of the system may be noteworthy as 
the system may be relatively resistant to rogue clients 
and/or rogue service providers. Abuse of client-side fea 
tures requires access to a user's machine. Abuse of 
server-side services may only obtain unauthorised 
access to encrypted data or deny Service. In neither of 
these cases it is considered that the actual plain-text data 
would be compromised. 

0102 Responsiveness—may be obtained via asynchro 
nous notifications. This means that interactions such as 
make contact, invitations, changes in content etc. may 
appear in near real-time and/or relatively instanta 
neously. 

0.103 Revocation—may be used to enhance assurance 
of credentials. Further, revocation may be managed by 
end users. Many prior art systems may not provide for 
revocation, or may only provide revocation in a cumber 
some way, for example WoT systems. Providing revo 
cation, particularly timely revocation, is considered 
essential to handle the case that credentials are lost or 
compromised. Also, the ability for end-users to get 
trusted custodians to invoke revocation is far preferable 
to prior art systems that rely on central administrators 
who may be susceptible to Social engineering attacks 
and other risks. 

0.104 Rights management—may be enforced client 
side by leaving information encrypted locally and hav 
ing a special application, Such as a reader, that only 
decrypts information, optionally in parts, as required. In 
this case, policy based rights management may be 
enforced. 

0105 Risk may be significantly reduced as security 
need not necessarily depend on every link, machine, 
network, administrator and other infrastructure interme 
diate to end-systems. In essence, this is because the data 
is “locked-down' (data-centric security) rather than 
relying on every piece of infrastructure intermediate to 
end-systems to be “locked-down” (infrastructure-cen 
tric security). 

0106 Scalability—may be significant as most process 
ing is performed client-side and so significant central 
hardware is not required to Support relatively large num 
bers of users. Also, encryption is relatively efficient 
through the use of symmetric keys and the limiting of 
public key operations through the use of wrapping keys. 
Further, making use of third party storage for user infor 
mation and/or messages, which the agent interacts with 
directly, means that only a relatively Small amount of 
system information may need to be kept centrally, e.g. 
credential backup, registration information, etc. This 
may greatly reduce the amount of information managed 
by the system services that needs to be stored, failed 
over, backed up, archived etc. 

0.107 Secrecy—may be inherent in the system as infor 
mation being exchanged is hidden by encryption and/or 
interactions between parties may be relatively difficult 
to deduce. Secrecy may be enhanced by using ano 
nymised certificates and/or avoiding using an external 
notification service Such as email. 

0108) Security—of the system may be relatively strong 
through the use of strong cryptography and best-practice 
operations, such as end-to-end encryption, strong cryp 
tographic keys, certificate-based authentication, mutual 
(client authenticated) Secure Sockets Layer (SSL)/ 
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Transport Layer Security (TLS), duty specific creden 
tials (i.e. separate certificates for signing, encryption, 
communications and certificate management), multi 
factor Vetting of contacts etc. 

0109 Self-Management—may be authoritative as 
nearly all management is performed client-side and is 
peer-based. This may be in contrast to most prior art 
where any management actions or control settings by 
end-users may be overridden by centralised administra 
tOrS. 

0110 Trust may be more tightly controlled yet more 
encompassing than may be the case in prior art systems. 
Trust may be tightly defined via bi-lateral exchanges 
between users on an “as needs' basis. Trust may be 
relatively independent of technology as certificates 
being exchanged may not be necessarily related, asso 
ciated or compatible. This means that embodiments of 
the present invention can work with multiple PKI's and 
or WoT systems simultaneously without the need for CA 
cross certification, border CAS or trust translation 
mechanisms by third parties. 

0111 Virtualisation—may beachieved in several ways. 
Because each agent may act as a server e.g. a certificate 
server, a key server etc. each agent may be considered a 
“virtual appliance' which has the benefits of server 
functionality without necessarily a group of administra 
tors looking after it. Also, because agents can overlay 
any remote service e.g. Storage service, with a layer of 
security and privacy, then the result may be considered a 
“virtual private cloud' which has the benefits of trusted 
users having their own “private cloud' without the 
expense or difficulty in building such a “private cloud' 
as known in the prior art. 

0112 Throughout this specification the words “storage 
data”, without limitation, comprises anything in a digital 
form. 
0113. Throughout this specification, the words “data 
store', without limitation, comprises one or more medium for 
storage data. Examples comprise, without limitation, disk(s). 
disk array(s), device(s), peripheral(s), bus(s), service bus(s). 
repository(s), database(s), memory, memory Stick(s), service 
(s), cloud service(s), storage service(s), sharing service(s), 
collaboration service(s), network service(s), intermediary 
service(s), broker service(s) etc. 
0114. Throughout this specification, the word “certifi 
cate, without limitation, comprises any electronic document 
which uses a digital signature to bind a public key with an 
identity. Examples comprise, without limitation, digital cer 
tificate(s), identity certificate(s), issued certificate(s) for 
example from a certification authority, self-signed certificate 
(s), public certificate(s), private certificate(s), trust certificate 
(s), Certification Authority (CA) certificate(s), X.509 certifi 
cate(s), PGP signed keys etc. 
0115 Throughout this specification, the word “key', with 
out limitation, comprises any representation used in associa 
tion with or operable on an encryption algorithm that enables 
encryption or decryption of information. Examples comprise, 
without limitation, cryptographic keys, asymmetric key(s), 
symmetric key(s), wrapping key(s), master key(s), Secret key 
(s), public key(s), private key(s), authorisation key(s), pass 
word key(s), passphrase key(s), one-time password key(s), 
ticket(s), token(s), etc. 
0116. Throughout this specification, the word agent, 
without limitation, comprises a user, an application, an 
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executable, a function executed by Software, a program, a 
system, a Sub-system, a library, a service, a plug-in, an exten 
Sion, a proxy on behalf of another agent, a separate device 
Such as a plug-in device, an expansion card, a network con 
nected device or any other integrated hardware with access to 
processing means, or any other hardware and/or Software 
entity. Examples comprise, without limitation, analytical 
agent(s), autonomous agent(s), collaboration agent(s), com 
munications agent(s), control agent(s), cooperative agent(s), 
cryptographic agent(s), data-mining agent(s), delegation 
agent(s), distributed agent(s), intelligent agent(s), interface 
agent(s), learning agent(s), managementagent(s), monitoring 
agent(s), negotiation agent(s), networking agent(s), peer 
agent(s), personal agent(s), predicative agent(s), processing 
agent(s), proxy agent(s), reactive agent(s), Self-organising 
agent(s), simulation agent(s), Smart agent(s), Social agent(s). 
etc. 
0117 Throughout this specification, the word user may 
comprise an agent and/or an application associated with 
COntent. 

0118. Further scope of applicability of embodiments of 
the present invention will become apparent from the detailed 
description given hereinafter. However, it should be under 
stood that the detailed description and specific examples, 
while indicating preferred embodiments of the invention, are 
given by way of illustration only, since various changes and 
modifications within the spirit and scope of the disclosure 
herein will become apparent to those skilled in the art from 
this detailed description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0119 Further disclosure, objects, advantages and aspects 
of preferred and other embodiments of the present application 
may be better understood by those skilled in the relevant art 
by reference to the following description of embodiments 
taken in conjunction with the accompanying drawings, which 
are given by way of illustration only, and thus are not limita 
tive of the disclosure herein, and in which: 
I0120 FIGS. 1a through 1d illustrate various prior art 
arrangements: 
0121 FIG. 2 illustrates an overview of an embodiment of 
the present invention; 
0.122 FIG. 3 illustrates a system diagram of an embodi 
ment of the present invention; 
I0123 FIG. 4a illustrates an overview of the operation 
represented as layers of a first user according to an embodi 
ment of the present invention; 
0.124 FIG. 4b illustrates an overview of the operation 
represented as layers of a second user according to an 
embodiment of the present invention; 

DETAILED DESCRIPTION 

0.125 Embodiments of the present invention may be uti 
lised by apparatus, system(s), user(s) and/or application(s) to 
privately and/or securely use and/or share and/or transfer 
information. Such information may be arbitrarily stored for 
example using remote services and fully controlled client 
side, for example within trusted and/or private communities. 

1 Overview 

0.126 FIG. 2 illustrates an overall introduction to embodi 
ments of the present invention. More detailed definitions, 
relationships, operations, use cases and advantages are pro 
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vided in Subsequent sections. In practice, any one or any 
combination of the details described and/or illustrated may be 
implemented. 
0127. In accordance with embodiments of the present 
invention, security and privacy may be achieved in a more 
decentralised system including relatively untrusted environ 
ment(s) by empowering users to manage credentials, certifi 
cates and/or keys on the client-side and control the access to 
data and keys themselves by the use of encryption applied to 
the data as well as the keys. Because data and keys are 
encrypted, preferably separately, the environment, through 
which users exchange data or keys, is not necessarily depen 
dent on the security and privacy of intermediate systems and 
thus are workable in a decentralised manner. Data is not 
necessarily encrypted with the same keys. Keys may reused to 
encrypt different data. Different keys may be used to encrypt 
different sets of data thereby isolating and separating those 
different sets of encrypted data. 
0128. In embodiments of the present invention, keys and 
encrypted data may be transferred and/or exchanged between 
users not necessarily in any order. To enable transfer and/or 
exchange of content between users it may be necessary to 
identify a user to another user(s). For example identification 
may be known authentication, certification, personal contact 
or any other means considered acceptable by users. Once 
identification has been established it is possible to utilise key 
exchange and/or data exchange. 
0129. Furthermore, security and privacy are enhanced by 
providing a layered architecture. Security and privacy are 
even further enhanced by providing layers which are not 
necessarily dependent on each other. For example, the present 
invention may reflect any one or any combination of layers of 
credential management, trust management, key management 
and content management. User-to-user encryption is 
enhanced by an integrated approach Such as the layered archi 
tecture disclosed herein. 
0130. Even though FIG. 2 only shows two users, the 
embodiment is equally applicable to any number of users 
resulting in the possession of a key by each user who wishes 
to communicate (encryption) together. For example, if a first 
user and a second user possessed key 1, they could commu 
nicate together. If a third user and a fourth user possessed 
key2, they could communicate together. The first user and 
third user would need to both possess either key1 or key2 or 
a fresh key3 in order to communicate with each other. 
0131) A first user (e.g. User 200) who wishes to establish 
a trusted relationship with a second user (e.g. User 201), 
provides an initial key (e.g. key A or certificate U1) to the 
second user. 
0132) The initial key may be provided in many different 
forms and/or many different ways. For example, the first user 
may send the second user an encrypted key (e.g. Encrypted 
Contact 250), which may exist as an encrypted blob transiting 
intermediate and/or cloud systems, and also the first user 
makes contact with the second user out-of-band with the 
associated bootstrap key (e.g. key A). As another example, the 
first and second users may decide to use an existing key which 
can be used as a bootstrap key and already in the position of 
both users (e.g. key B not shown but known to both users). 
The bootstrap key may be a password, or code or public key 
or public certificate or personal certificate or any other suit 
able key. The second user may decrypt using the bootstrap key 
to decrypt the received encrypted blob in order to obtain the 
initial key (e.g. U1). 
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I0133. In a preferred embodiment, the first user provides to 
the second user two communications each via a separate 
channel. This may provide an increased level of trust and 
security. 
I0134. Alternatively, if the first and second users already 
have a trusted relationship, the first user may provide the 
initial key (e.g. U1) directly, for example using any Suitable 
CaS. 

0.135 The result of the provision of the initial key is that 
the second user has a key which can be used in the following 
communication from the second user to the first user. 
0.136 Now that the first and the second users both have 
possession of an initial key, a type of handshake process can 
be completed between the first and second users. 
0.137 The second user provides a second encrypted key 
(e.g. Encrypted Accept 251), which may exist as an encrypted 
blob transiting intermediate systems (independent of appli 
cation, network topology or operating system) using the sec 
ond user's own key (e.g. Key U2) encrypted with the initial 
key (e.g. Key U1). The second user thus provides the second 
encrypted key to the first user. The first user is able to decrypt 
the second encrypted key by using the initial key or an asso 
ciated key such as a private key associated with the initial key. 
0.138. At this point, the first and the second users have both 
undertaken mutual decryption and/or verification, for 
example using a digital signature, from the other user which 
may be used to confirm the handshake process. Also, both 
users are in possession of keys (e.g. U1 and U2) which 
enables a cryptographically secure channel between them. 
0.139. The first user may provide a third key (e.g. K1) to the 
second user in the form of a third encrypted key (e.g. 
Encrypted Transfer 252). The third encrypted key is gener 
ated using the second key (e.g. U2) to encrypt the third key. 
The second user is able to decrypt the third encrypted key by 
using their own key (e.g. U2) or associated key, such as a 
private key (e.g. ul) associated with their own key. 
0140. In accordance with embodiments of the present 
invention, any number of additional layer(s) of key(s) may be 
used Subsequent to the third key as necessary. 
0.141. The result of the communications between users as 
described above is that both the first and the second users have 
in their position the third key which may be used in subse 
quent communications (e.g. Encrypted Content 253) to 
encrypt and share the same or different content (e.g. Content 
240 and/or Content 241). 
0.142 Embodiments of the present invention are also 
applicable to one or more further users in which case the steps 
described above may be undertaken between each further 
user and the first user (ora user who has or generates the initial 
key) who generated and/or controls the third key. 
0143. In accordance with embodiments of the present 
invention, once each further user has undertaken the steps 
with the first user to obtain the third key, the further user may 
initiate communication with the second user (or vice versa) or 
any other user who has possession of the third key. 
0144. In accordance with embodiments of the present 
invention, the handshake process as described above and the 
encrypted transfer (e.g. Encrypted Transfer 252) takes place 
on a user-to-user basis. The sharing of encrypted content (e.g. 
Encrypted Content 253) may take place between one or more 
USCS. 

0145 Alternatively, if two or more users already have in 
their possession a key which is common to those users, they 
may share encrypted content (e.g. Encrypted Content 253) 
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even though may not have necessarily have undertaken the 
handshake process. For example, ifa first user (e.g. User 200) 
provides to two or more other users (e.g. User 201 and User 
202 not shown) a key (e.g. K1) then the other two or more 
users may communicate with each other (e.g. Encrypted Con 
tent 253) by virtue of having an associated key (e.g. K1) even 
though the other two or more users have participated in a 
handshake with the first user (e.g. User 200) but may not have 
participated in an handshake process directly between each 
other (e.g. User 201 and User 202 not shown). 
0146 The sharing of content may be facilitated and/or 
enabled by an intermediate service, such as remote services 
(further defined below). There may be any number of inter 
mediate and/or remote services in any location (further 
defined below). Sharing may involve any form of sharing, 
collaborating, transferring, exchanging, communicating, 
conveying, interacting etc. 
0147 Note that encrypted content may remain protected 
whilst being transferred (“in motion') and while it is being 
stored (“at rest) regardless of the level of security provided 
by remote service(s) for the entire time that it is intermediate 
to agents. This protection is often known as 'end-to-end 
encryption” or “user-to-user encryption”. In other words, 
unlike prior art systems tend to provide protection and Secu 
rity of systems and infrastructure, embodiments of the present 
invention provide protection and security and privacy of con 
tent. An advantage of having encrypted content is that it 
provides a level of protection against data leaks, administrator 
abuse, provider resale, government Surveillance etc. 
0148. Furthermore, remote services are essentially 
“blind to the information that is contained in encrypted 
content items which may provide significant levels of privacy 
to the users. Privacy may further be enhanced if users hide 
their identity Such as using pseudonyms for identification 
(further described below). An advantage of privacy through 
encryption and the client-side control of keys is that only 
chosen users who have been given appropriate keys have 
access to content being shared. 
014.9 FIG. 2 also schematically illustrates a key manage 
ment architecture through the use of layers. For example, a 
first layer may enable the management of credentials (e.g. 
Credentials 210, Credentials 211), for example certificate 
based credentials. A second layer may enable the manage 
ment of certificates (e.g. Certificates 220, Certificates 221), 
also referred to as the trust layer, for example to enable the 
exchange of certificates. A third layer may enable the man 
agement of symmetric keys amongst a trusted community of 
users (e.g. Encrypted Transfer 252) and may allow every user 
to control with whom they share encrypted content. A fourth 
layer may enable the sharing of content (e.g. Content 240, 
Content 241), for example amongsta group of users who have 
in their possession or who have access to the same key or an 
associated key(s). 
0150. Note that, although the above description has been 
provided with reference to FIG. 2 in a sequential order, there 
may in fact be no particular order of steps, processes and/or 
timing related to the storing and/or retrieving of encrypted 
content (e.g. Encrypted Content 253) and the obtaining of 
relevant keys (e.g. K1, U2, U1, A). For example, encrypted 
keys may be shared in advance of encrypted content, at the 
same time, or in arrears. 
0151. Note also that, in accordance with embodiments of 
the present invention, any encrypted content (e.g. Encrypted 
Contact 250, Encrypted Accept 251, Encrypted Transfer 252, 
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Encrypted Content 253) may be encrypted with a transitory 
wrapping key (WK) and the wrapping key encrypted with the 
relevant key. In this case, relevant key is known as the key 
encryption key (KEK) and the encrypted wrapping key 
(EWK) may form part of the encrypted content. 
0152. An important realisation in aspects of the present 
invention is that the sharing of keys may be enabled in a 
similar way to the sharing of content. That is, by treating a 
key, and more generally any system information, as just 
another type of content, the same end-to-end encryption, 
protection may be achieved. 
0153. An extension of the description related to FIG. 2 
above is that the client-side sharing of keys equally applies to 
any other system content, such as certificates, capabilities, 
authorisations etc. In accordance with embodiments of the 
present invention, any system content may be exchanged, for 
example co-ordination of management may be achieved by 
using sharing and managing messages. This may then enable 
the decentralised management of general system, security 
and privacy management such as the management of access, 
authorisation, certificates, content, credentials, entitlements, 
identity, key, privacy, privileges, provisioning, recovery, 
rights, roles, security, storage, trust etc. (further defined 
below). 
0154 Embodiments of the present invention may achieve 
peer-to-peer (P2P) like advantages, such as privacy and Secu 
rity, but without P2P limitations such as requiring peers to be 
directly connected or necessarily being simultaneously 
online. Another advantage is that the content exchanged in 
embodiments of the present invention may be safely kept in 
encrypted form as a historical record. 
0.155. Another realisation is that a user may control the set 
of people they trust, for example via the exchange of certifi 
cates, and may also control the set of people who have access 
to information, via the distribution of keys. This allows users 
to determine their “trusted community” to only those they 
trust, and not necessarily imposed by any third party (further 
described below). 
0156 A further extension of the description related to FIG. 
2 above is the client-side management and control of keys and 
other system data which may enable a relatively large number 
of privacy enabled and/or secure uses. 
0157. The ability to manage certificates may enable a rela 
tively large number of certificate enabled applications. The 
managing of certificates is enabled because each agent effec 
tively becomes a certificate server. Example applications 
which may make use of certificates includes secure email, 
secure communications, client-side authentication, docu 
ment control, document signing etc. (further described 
below). In addition, certificates and/or signed public keys 
need not necessarily be related, for example they may be from 
different issuers and/or be in different forms, which may have 
significant advantages for Supporting heterogeneous environ 
mentS. 

0158. The ability to manage keys may enable a relatively 
large number of encryption applications. Key management is 
enabled because each agent effectively becomes a key server. 
Examples of encryption applications include secure commu 
nications, collaboration applications, real-time systems, 
streaming data systems, data protection systems, etc. (further 
described below). 
0159. The ability to intercept applications client-side can 
be used to protect a relatively large number of “cloud' ser 
vices and other remote applications. Data protection is 
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enabled as each agent effectively can protect data end-to-end. 
Examples of data protection applications include cloud stor 
age, collaboration, private portal, secure file sharing, secure 
publishing, archive and backup, private messaging, privacy 
applications and any field within any application etc (further 
described below). 
0160 The ability to replicate encrypted data to end-sys 
tems may be used to enable a relatively large number of “at 
rest encryption applications, for example local file encryp 
tion, content distribution, rights management, storage over 
lay, mobile data protection, remote data destroy/purge, redac 
tion etc. (further described below). 

2 Components 
0161 This portion of the specification relates to the overall 
functional components of embodiments of the present inven 
tion and makes references to FIGS. 3, 4a and 4b, especially 
FIG. 3. In practice, any one or any combination of the details 
described and/or illustrated may be implemented in practice. 
0162. In the FIGS. 3, 4a and 4b, items may have corre 
sponding items in other figures. For example: 

(0163 Items 400, 401, 402,403,404, 405, 407,408,409, 
410, 411 and 412 denote the same corresponding item in 
both FIGS 4a and 4b. 

0164. Userl 301 may correspond to Userl 441 
(0165. User2302 may correspond to User2451 
0166 Remote Services 370 may correspond to Storage 
Tier 400 

(0167. The key used to Wrap 435 may be a copy of the 
key used to Wrap 425 

0168 Community Key 455 may be a copy of Commu 
nity Key 445 

0169 Contact Code 471 may be a copy of Contact Code 
461 

(0170 Shared Box 402 may be an instance of User 
Boxes 381 

0171 Contact Boxes 408 and 410 may be instances of 
Message Boxes 383 

0172 Home Boxes 411 and 412 may be instances of 
Agent Boxes 382 

(0173 Encrypted File 401, Meta-data 403, Invite Task 
405, Make Contact Task 407, Accept Contact Task 409 
may be instances of Storage Data 372. 

2.1 Users 

(0174. One or more users (e.g. User1301 and/or User2302, 
etc) may make use of a system involving embodiments of the 
present invention. For example, a single user may use the 
system for backup and/or multiple users may use the system 
for collaboration and/or sharing information. A user (e.g. 
Userl 301) may be any entity(s), person(s), organisation(s), 
application(s), service(s), any other interface(s). 

2.1.1 Vetting 
0.175. Users may form a relationship with other users 
using an out-of-band Vetting process (e.g. Vetting 303). This 
Vetting process may be used to authenticate or give assurance 
and/or trust that another party is who they say they are and/or 
are willing to participate in a given relationship. Examples of 
relationships that may require verification includes making 
contact, invitations and managing boxes. The verification 
may make use of an authentication code or “authcode'. An 
authcode may be kept secret from everyone except the two 
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users establishing a relationship (e.g. a contact code) and/or 
transferring privileges (e.g. a box change-owner code). 

2.1.2 Pre-Trusted Relationships 
0176). If the user is an application, then a trusted path may 
be automatically used to facilitate the forming of a relation 
ship. For example, two machines may have a trusted relation 
ship via a closed or Virtual Private Network (VPN). In this 
case, the Vetting process may use an existing proof-of-iden 
tity in place of the authcode. 
0177. In descriptions below, processes that involve a 
“user” may equally apply to an application, agent, apparatus, 
system, service and/or end-system whether in singular and 
plural forms which may be used interchangeably. 

2.2 End Systems 

0.178 Each user (e.g. Userl 301) may use an end system 
(e.g. End System 310) in order to remotely store information 
and/or communicate and/or share information with other 
users and their respective end systems. 
0179 An end system (e.g. End System 310, End System 
350) may be any type of computing device e.g. desktop, 
laptop, tablet computer, mobile device or any other apparatus 
with computing means. 
0180. The end systems may make use of local storage (e.g. 
Content Store 320, Agent Store 330). Local storage may 
include a local disk, portable disk, memory drive, Universal 
Serial Bus (USB) drive, USB memory stick, network drive 
etc. In FIG. 3, Content Store 320 and Agent Store 330 are 
shown logically separated but in implementation may use the 
same local storage mechanism. 

2.2.1 Content 

0181 Content may comprise any information communi 
cable in a digital form. Content may be in the form of User 
Content and/or System Content. 
0182 Examples of User Content may comprise, without 
limitation, any one or combination of data, information, file 
(S), code(s), record(s), stream(s), protocol(s), conversation 
(S), session(s), backup(S), journal(s), audit trail(s), log(s), 
document(s), presentation(s), spreadsheet(s), user message 
(S), email(s), post(s), comment(s), multi-media, picture(s), 
Video, music, audio, radio, indicia, ticket(s), entry(s), field(s), 
indeX(s), application(s), executable(s), library(s), package(s) 
or any other electronic information etc. 
0183 Examples of System Content may comprise, with 
out limitation, any one or any combination of system data, 
application data, meta-data, agent data, task(s), key(s), cer 
tificate(s), interaction(s), communication(s), acknowledge 
ment(s), signalling, control information, system message(s), 
revocation message(s), privilege(s), authorisation(s) etc. 
0.184 Content may also comprise, without limitation, any 
one and/or any combination of derivation(s) of User Content 
and/or System Content Such as encrypted, obfuscated, com 
pressed, translated, scanned, signed, watermarked, packaged, 
compiled, aggregated, segmented, transformed, encoded, etc. 
0185. End systems may contain local content (e.g. Content 
311) which may be useful to and/or shared between users 
and/or applications. Content may be stored locally (e.g. Con 
tent Store 320, Agent Store 330), stored remotely (e.g. 
Remote Services 370), transferred (e.g. Virtual Protocols 360, 
Storage Data 372), processed (e.g. Processing 342) etc. 
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2.2.2 Applications 
0186. Applications (e.g. Applications 312) may make use 
of local content (e.g. Content 311). Applications may have 
collaboration, content creation, file management, systems 
management and/or communications capabilities. Examples 
may include, without limitation operating system functions, 
email, instant messaging, forum(s), calendaring, communal 
editing, Social networking, chat, real-time interactions, moni 
toring, management, control, transaction system(s), docu 
ment management, virtual file systems, virtual worlds and/or 
any other client-server applications, web applications, dis 
tributed applications, messaging applications, peer-to-peer 
applications, collaboration applications etc. 
0187. Applications may include certificate enabled appli 
cations which make use of a certificate store (e.g. Certificate 
Store 314). Applications may also include synchronisation 
applications which facilitate sharing, for example to synchro 
nise data areas (e.g. Content Store 320, Agent Store 330) with 
a remote storage "cloud'. 
0188 Applications may be related to remote services (e.g. 
Remote Services 370). In this case, a portion of an application 
may be in the end system (e.g. Applications 312), for example 
a client installation or within a browser, whilst another por 
tion of the application may be in remote services, for 
example, a server application. 
0189 Applications may work in conjunction with an agent 
(e.g. Agent 340), for example, explicitly invoke agent func 
tions, such as to encrypt/decrypt, Store/retrieve, upload/ 
download etc. 
0190. Conversely, an agent may intercept interactions of 
applications, for example, to encrypt/decrypt some or parts of 
the application interacting with another application and/or 
remote service. 

2.2.3 Virtual File System (VFS) 
(0191) A Virtual File System (e.g. VFS 313) may be man 
aged by an agent (e.g. Agent 340). The VFS may make con 
tent available to users (e.g. Userl 301) and/or applications 
(e.g. Applications 312) whilst ensuring it remains encrypted 
(e.g. Content Data 321) at-rest, for example, while on-disk 
(e.g. Content Store 320). Synchronisation applications may 
also synchronise this encrypted information (e.g. Content 
Data 321 and/or Agent Data 331). 
0.192 An advantage of using a VFS is that it may remove 
the need to have plugins, connectors, or even a special inter 
face to encrypt files. Using a VFS, applications may simply 
read and write information from the virtual disk or virtual 
folder, with the VFS transparently handling “on-the-fly” 
encryption. In this way, users may perceive such an embodi 
ment of the present invention as a 'self-encrypting disk’. 
Users may further value the fact that information always 
remains in an encrypted form, where ever it resides, and may 
label this “privacy at rest'. 

2.2.4 Certificate Store 

0193 An end system may contain one or more certificate 
stores (e.g. Certificate Store 314). These stores may be asso 
ciated with an operating system or may be associated with 
applications (e.g. Applications 312) Such as a browser, email 
System, instant messaging System etc. An Agent (e.g. Agent 
340) may publish certificates (e.g. Contact Certificates 462) 
into the certificate store for use by other applications. 
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0.194. A benefit of an agent managing Such certificate 
stores is that it may automate the obtaining and/or distribution 
and/or management of certificates. For example, prior art 
systems may require the manual management of certificates, 
Such as email certificates, authentication certificates, encryp 
tion certificates, signing certificates, trust certificates etc. 

2.2.5 Content Store 

0.195 Content storage (e.g. Content Store 320) may store 
one or more parts of storage data. 
0196. Content storage may be one or more data stores, for 
example, one or more disks or other storage device(s). Any 
one or any combination of storage devices may be attached to 
the end system, for example a USB device or portable device 
may be advantages for the purpose of protecting data on that 
device. 

0.197 Content data (e.g. Content Data 321) may be 
encrypted forms of content (e.g. Content 311). In a preferred 
embodiment, the encrypted content is encrypted user content. 
Prior to encryption, content may be compressed and/or 
signed. Encrypted content may be created and/or used and/or 
managed by an agent (e.g. Agent 340) and/or by a Virtual File 
System (e.g. VFS 313). 
0198 Encrypted content may be kept in a form suitable for 
“on-the-fly” encryption and decryption. This may also be 
known as "at-rest” or “on-disk” encryption. At-rest encryp 
tion may use one or more files, for example, one or more 
encrypted data files. Encrypted content may have associated 
control-data Such as a signature, filename, file size, encryp 
tion algorithm, compression type, keys etc. The control-data 
and/or signature may be kept encrypted and/or may be kept 
separate files and/or kept as fields in a database (e.g. Agent 
Store 330). 
0199 At-rest encryption may allow an agent and/or a VFS 
to present a logical view of files and allow any associated file 
operations e.g. create, view, modify, delete, change permis 
sions etc while maintaining the actual file in an encrypted 
form while at-rest, for example, on-disk. 
0200 File encryption may use a mode which makes it 
suitable for “on-the-fly” encryption and decryption, for 
example Counter (CTR) Mode. Random access may be 
implementing using an appropriate cipher that allows imple 
menting a seek to a location in a file to be accomplished via a 
seek to an associated location in the encrypted file. 
0201 Signing may use a digital signature or hash-based 
message authentication code (HMAC). Signatures may be 
used for data integrity and/or authenticity. Detecting integrity 
problems may be important to automatically recover from 
corruption. 
0202 Encrypted content may be versioned. That is, for 
any given file, there may be previous versions, preferably in 
encrypted form, that are maintained. This may allow users to 
recover files e.g. that have been accidentally overwritten or 
contain changes that need to be undone or to resolve two or 
more people trying to share a file of the same name and or 
concurrently trying to change the same file. 
0203 Using shared keys, may allow recovery from lost 
credentials, including the case where data hasn't yet been 
uploaded. This is because the relevant volume or box or 
shared or workspaces keys may be obtained from other users, 
for example through an invitation process. 
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2.2.6 Agent Store 

0204 Agent storage (e.g. Agent Store 330) may be used to 
store agent data (e.g. Storage Data 331). 
0205 The agent store may be a separate store and/or part 
of a local store (e.g. Content Store 320) and/or may be a 
separate device, e.g. a USB device or portable device and/or 
may be in a memory. If agent data is on a separate device, the 
user (e.g. User 1301) may remove the agent related informa 
tion when not using the end system. This may enhance the 
security of that end system. The agent store may be in 
memory, for example, when a credential backup service (e.g. 
Backup Services 393) is being used. This may be used if the 
persistent security of the end-system cannot be relied on 
and/or when an external authentication system, e.g. Virtual 
Private Network (VPN) is being used. 
0206 End systems may make use of a keystore (e.g. Key 
store 331) for storing credentials, such as certificate-based 
credentials. Credentials may be duty specific, for example, 
separate credentials for encryption, communications, content 
signing and/or system signing (also known as a registrar 
credential). Each credential may include a public key within 
a certificate and an associated private key. The public and 
private key pair may be generated by the agent. The keystore 
may be a software keystore or a hardware keystore such as a 
smart card or High Security Module (HSM). The keystore 
may be protected and/or encrypted, such as using a pass 
phrase, pin, biometrics or any other appropriate means. 
0207. An agent (e.g. Agent 340) may make use of a pass 
phrase recovery capability. In this case, the agent may gener 
ate an encrypted passphrase blob (EPB) using a passphrase 
recovery code (PRC). The EPB may be stored locally (e.g. 
part of Storage Data 331) or in any manner accessible by the 
agent and/or user. The PRC may be entrusted to a third party, 
Such as stored in a passphrase-recovery box and/or provided 
to trusted user and/or trusted third party and/or a system 
passphrase assistance service (e.g. Backup Services 393). 
Recovery of a forgotten keystore passphrase may be manual 
or automatic. In the manual case, a first user (e.g. Userl 301) 
may contact a second user (e.g. User2302) who has been 
given the PRC or has access to it via their passphrase-recov 
ery box and ask them to provide the PRC. In the automatic 
case, a passphrase assistance service may provide the first 
user with the PRC via one or more emails and/or Short Mes 
sage Service (SMS) or other means. The passphrase assis 
tance service may log the event and/or notify other box own 
ers and/or other users in boxes associated with the first user 
that passphrase assistance was triggered. Once the first user 
has obtained the PRC, their agent (e.g. Agent 340) may 
recover the passphrase from the EPB and unlock their key 
store. On recovery, an agent may require that the user sets a 
new passphrase, after which the agent may generate a new 
EPB and store it locally or in any manner accessible by the 
end user or agent and store the corresponding new PRC in the 
passphrase-recovery box and/or provide it to other trusted 
party(s) and/or provide it to the passphrase assistance service. 
0208. An agent may store other state or recovery data 
locally (e.g. as part of Storage Data 331) or in any many 
accessible by the end user or agent. This may include Some or 
all of its working data (e.g. Working Data 343) and/or some or 
all of data stored in the home box (e.g. Home Box 411) such 
as state data, user certificates, CA certificates, keys, permits, 
codes for invites or contacts or change-owner operations etc. 
Such recovery data may avoid the necessity of having a home 
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box or as a backup for a home box or so that the agent may 
start-up without necessarily having to access its home box. 
0209. The agent may also store synchronisation informa 
tion, for example between the local and remote copies of 
encrypted content. This information may be kept in a locally 
(e.g. in Agent Store 330) along with other meta-data about the 
encrypted content. An advantage of this approach is that it 
may allow the agent to work offline (not connected to any 
central services) and synchronising to occur at a later time. 

2.2.7. Agents 
0210 End systems (e.g. End System 310) may contain an 
agent (e.g. Agent 340). An agent may be in Software and/or 
hardware, may be standalone such as an application, execut 
able, service etc. and/or may be in a component form, such as 
a Sub-system, library, plug-in, extension etc. 
0211 Agents may be used to facilitate secure and/or pri 
vate sharing of data with other users, agents, applications, 
systems, services etc. An agent may be relatively autonomous 
and have significantability to manage its own data, privileges, 
communications and any other management functions. In one 
embodiment, an agent may be considered a “control centre' 
for collaboration and a set of agents may distribute this con 
trol between themselves. Further, agents may be instantiated 
anywhere, and as such, an agent may be considered a virtual 
entity, such as a “virtual appliance' and multiple co-operating 
agents may be considered as forming one or more “virtual 
worlds” or “virtual private clouds'. 
0212. An agent may be dynamically loaded, for example 
downloaded from a website and/or it may be installed locally 
(e.g. Content Store 320 or Agent Store 330). Preferably, the 
agent code is digitally signed to ensure integrity of the agent 
as a trusted application. 
0213 An agent may be a separate device such as a plugin 
device, an expansion card, a network connected device or any 
other integrated hardware with access or connection to pro 
cessing means. 
0214. An agent may include an interface (e.g. Interface 
341) to a user (e.g. Userl 301) or other applications (e.g. 
Applications 312) or to a Virtual File System (e.g. VFS 313). 
An interface to a user may be a graphical user interface (GUI). 
An interface to other applications may be an application 
programming interface (API). 
0215. An agent may include processing capabilities (e.g. 
Processing 342). This may include operations such as upload 
ing, downloading, compression, decompression, connection 
management, synchronisation, local/remote conflict manage 
ment, policy enforcement, cryptographic functions etc. Cryp 
tographic functions may include encryption, decryption, key 
management, digital signature creating and checking, revo 
cation checking, hash calculations, key generation, key rota 
tion, certification requests, certificate generation, certificate 
Verification, certificate path validation etc. In particular, an 
agent may need to process and act on protocols (e.g. Protocols 
360) to/from other agents. 
0216. An agent may contain working data (e.g. Working 
Data 343) of which some may be stored locally (e.g. Agent 
Store 330) and/or remotely in a home box (e.g. one of Agent 
Boxes 382). Such data may comprise capabilities and/or state 
information necessary to ensure the security and/or privacy of 
the user and/or end-system. Examples of agent data may 
comprise, without limitation, policies, privileges, lists, keys, 
permits, certificates, passwords, passphrases, codes, configu 
ration, state information, system information, location infor 
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mation, meta information, operation progress indicators or 
any other information that related to the control or manage 
ment of end-systems and/or interactions with other users (e.g. 
used by Control Layer 440). In particular, it may contain other 
people's certificates, permits (keys to boxes), attribute certifi 
cates, trusted contacts, etc. Such agent data may be encrypted 
and/or stored locally and/or remotely. Working data may be 
initialised by reading the home box on start-up, for example 
for other user's certificates, CA certificates, codes, in 
progress operations etc. 

2.3 Agent Protocols 
0217 Agents (e.g. in End System 310, End System 350) 
may interact via protocols (e.g. Protocols 360). This interac 
tion may be direct or indirect. Direct interactions include 
direct connections, peer-to-peer systems, file transfer sys 
tems, physical means or any other Suitable method of trans 
port. Indirect interactions may be via an external messaging 
and/or queuing services and/or messages and/or tasks stored 
via a separate remote service (e.g. Remote Services 370). 
Agents communicating in an indirect way may be considered 
as using virtual protocols or virtual peer-to-peer (P2P) 
mechanisms to communicate. 
0218 Agent protocols may be used for exchanging 
encrypted tasks with other agents, such as invitations, capa 
bilities, certificates, encrypted keys etc. Such tasks may be 
used for setting up trust relationships, uploading or down 
loading information, Supplying or receiving status, managing 
notifications, managing cryptographic functions, checking 
revocation etc. 
0219. It is important to note that agents may use protocols 
to decentralise management and may use end-to-end encryp 
tion to protect system data using Substantially the same 
mechanisms normally used to manage and protect end-user 
data. For example, the techniques used for the end-to-end 
sharing of user content may be applied to the end-to-end 
transfer of management messages and/or security informa 
tion Such as keys, certificates and/or capabilities. 

2.3.1 Tasks 

0220. A task or message may be any kind of interaction or 
communications between agents and/or users including mes 
sages, acknowledgements, signalling, information transfer 
ence etc. A sequence of tasks may form a transaction. 
0221 All or part of each task or protocol interaction may 
be signed and/or encrypted. Signing may use a signing cre 
dential Such as their system signing or registrar private key. 
Encryption may use an encryption credential of the intended 
recipient or Password Based Encryption (PBE). A task may 
use a standard format such as Cryptographic Message Syntax 
(CMS) which may provide a standard way for signing and/or 
encrypting a payload and/or providing associated meta-data. 
0222 Tasks may have a header. Aheader may have one or 
more fields for sequencing, addresses, identifiers, tags and/or 
other meta-data. For example, fields may include task num 
ber, task size, task type, encoding, sender, recipients, time 
stamps, validity period, checksums etc. 
0223 Tasks may have multiple body parts. For example, a 
task for several users may have a body part for each recipient, 
and each body part may be encrypted, for example using the 
respective encryption certificate of each associated recipient. 
0224 Tasks may be addressed to one or more recipients. 
Recipients may be other users of the system or potential users. 

Nov. 27, 2014 

Note an advantage of embodiments of the present invention is 
that tasks may be addressed to users who have not yet regis 
tered or enrolled or yet known by the system. In this case a 
contact box may be created in advance of a user registering, 
ready for when they are able to access it. 
0225 Tasks may be numbered and/or have a unique iden 

tifier, for example to recover from lost messages, to retry if 
tasks have not been acknowledged within a selectable inter 
val, to prevent replay of tasks, to ensure sequencing, to man 
age transactions etc. 

2.3.2 Transactions 

0226 Protocols may consist of a sequence of tasks and/or 
message exchanges and/or form a transaction. 
0227 Tasks and/or messages may be exchanged using any 
Suitable means, such as email, instant messaging, a notifica 
tion service, a collaboration service, a queuing service or any 
other message related means etc. In embodiments of the 
present invention, any one or any combination of remote 
services (e.g. Remote Services 370) may be used for reliable 
messaging by making use of Message boxes (e.g. Message 
Boxes 383), also known as control boxes, taskboxes, contact 
boxes etc. 
0228. A refinement of a message box may be a pair of 
contact boxes which separate forward and reverse interac 
tions. In this case, one contact box may be the out-box of a 
first user and the in-box of a second user, whilst the other 
contact box may be the out-box of the second user and the 
in-box of the first user. A transaction using contact boxes may 
proceed using any one or any combination of the following 
steps: 

0229 User A initiates a transaction by posting a mes 
sage in their out-box for user B 

0230. User B responds to the message by posting a 
response in their out-box for user A 

0231. User A cleans-ups their initial message. 
0232 Repeat the above three steps as required e.g. for 
multi-step transactions 

0233. The transaction is marked as finished when user A 
or B responds with a confirmation message. 

0234. If a confirmation message arrives it is a signal to 
the other party they can delete the last message they 
posted to the in-box for the confirming user. 

0235 Alone confirmation message such as one that is 
sitting in a users out-box with no corresponding mes 
Sage in the in-box may be deleted (cleaned-up). 

0236 Contact boxes may be advantageous to increase 
security, privacy, robustness, reliability, recovery and/or 
delivery of interactions between two parties, particularly 
when using remote services which may have little, if any, 
Support for messaging. For example, contact box pairs may 
implicitly reflect the current state of a conversation between 
two users. If the contact boxes are empty, then no conversa 
tion may be currently taking part. If messages exist, then they 
may be processed in an idempotent fashion. For example, if a 
link fails after a contact box message is fully processed but the 
message that represents the response to the other user has not 
yet been posted, then this situation may be easily detected and 
an appropriate response enacted. 

2.4 Remote Services 

0237 Remote services (e.g. Remote Services 370, Storage 
Tier 400) may be used to store, share and/or exchange infor 
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mation with one or more end systems (e.g. End System 310, 
End System 350). Any one or any combination of remote 
services may be used. 
0238 A remote service may not necessarily understand 
the concept of boxes and/or the differences in how they are 
used. This may allow the remote service to be relatively 
simple and safeguard the information as the remote service 
may be relatively blind to who is accessing what and why. 
0239 A remote service may be considered as logically 
centralised services but need not have any relationship and/or 
proximity to each other. Additionally, they may be run on 
different machines and/or run by different providers and/or at 
different locations and/or may be distributed and/or repli 
cated. Any one or any combination of remote services may 
reside on a given hardware, computer and/or server and/or 
service. There may be many Such services, not necessarily 
related or using the same technology, provider or access tech 
niques. The remote services may comprise any one or any 
combination of "cloud' services or other services. 
0240 A remote service may make use of any type of 
electronic storage and/or transfer means. This includes any 
system of moving information including sharing systems, 
application systems, collaboration systems, messaging sys 
tems, communications systems, queuing services and other 
transport systems. 
0241. A remote service may structure stored information 
in any relevant way. For example, a storage service may store 
files organised in a hierarchy of directories, a management 
service may store information in a database and present it to 
users as forms, a collaboration service may store information 
by category and present information to users as commentable 
and/or editable pages, a Support service may store and orga 
nise information by issue, a task service may store and orga 
nise information by function etc. 
0242 A remote service (e.g. Remote Services 370) may 
store storage data (e.g. Storage Data 372) in one or more data 
store(s) (e.g. Data Store 371). 

2.4.1 Storage Data 
0243 Storage data may include any information or data 
exchanged between an agent (e.g. Agent 340) and a remote 
service (e.g. Remote Services 370). 
0244 Storage data may comprise any one or any combi 
nation of storage data parts. Storage data parts may be stored 
in any one or any combination of data stores. 
0245. A storage data part may contain any type of content. 
For example, any one or any combination of certificate(s), 
key(s), task(s), message(s), authorisation(s), token(s), con 
tent, information, data, meta-data, stream(s), packet(s), box 
data, application data, application field(s), database field(s) 
and/or anything communicable in digital form. 
0246. An important aspect of embodiments of the present 
invention stem from the realisation that end-to-end encryp 
tion, normally used to protect end-user data, can also be used 
for protecting and decentralising the management of the sys 
tem's own data, especially agent data. 
0247 Storage data, either in full or in part(s), may be 
compressed and/or signed and/or encrypted. In a preferred 
embodiment, storage data is in a standard format Such as 
Cryptographic Message Syntax (CMS) which provides a 
standard way to sign and encrypt the storage data as well as 
other optional meta-data. The signing certificate may be 
included in the storage data in case the recipient is not in 
direct contact with the author. 
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0248 If the storage data is encrypted, then the remote 
service may be relatively “blind' to what type of data it is 
and/or who is sharing it. 
0249 Information about storage data, such as identifiers, 
locations, filenames, privileges, versions, backups etc. may 
be maintained separately by a repository service (e.g. Reposi 
tory Services 391) and/or included as meta-data. 

2.4.2 Data Store 

0250) A data store may make use of any relevant technol 
ogy that allows data to be "at rest'. Such as memory, disk(s). 
tape(s), storage array(s), network array(s), hard disk(s), digi 
tal disk(s), portable disk(s), portable memory, disk array(s), 
network disk(s) etc. and/or provided indirectly e.g. network 
file server(s), backup service(s) and other third party storage 
or “cloud' service(s). 
0251 A data store may store information in any form, such 
as files, database entries, object store, directory or any other 
method of storing or communicating data in electronic for 
mat. 

0252. A data store may be in a single and/or multiple 
geographic locations. Data may be spread over any one or any 
combination of data store(s) and/or in a way that may be 
distributed and/or replicated. 
0253) A data store may store unstructured information, for 
example to enable the sharing of files, documents, photos, 
videos and other user content. Such information may be 
explicitly manipulated by users. 
0254. A data store may store structured information, for 
example be part of an application Such as fields, entries, 
comments etc. Such information may be implicitly manipu 
lated by users as part of a wider application Such as a content 
management system, a customer relationship system, a sales 
tracking system, a source code management system etc. 
0255 Information in a data store may be distributed and/or 
replicated. This distribution and/or replication may be in 
accordance with a pre-determined policy. For example, based 
on any one or any combination of frequency, file size, loca 
tion, time of day, file type, on demand, workgroup category, 
version, time of day, on demand, type of content, expiry. 

2.5 Box Types 
0256 Boxes may be created for any required purpose and 
thus there may be a relatively huge number of possible box 
types and/or box uses. 
0257 Box types may be conceptual, in that labelling a box 
with a given type may be just for agent and/or user and/or 
application convenience. 
0258 Box types may have stronger meanings, for 
example, be handled in a special way by an agent (e.g. Agent 
340) and/or by a repository service (e.g. Repository Service 
391) as described herein. 
0259 Box types may generally be categorised into three 
main areas: 

0260 User boxes (e.g. User Boxes 382, Shared Box 
402) relating to user or application information (e.g. 
Content 311, Content Data 321, Encrypted File 401). 

0261 Agent boxes (e.g. Agent Boxes 382, Shadow Box 
404, Home Box 411, Home Box 412) relating to agent 
information (e.g. Working Data 343, Agent Data 331), 
and/or 

0262 Message boxes (e.g. Message Boxes 383, Con 
tact Box 408, Contact Box 410) related to controlling 
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information or tasks passed between agents (e.g. Invite 
Task 405, Make Contact Task 407, Accept Contact Task 
409). 

2.5.1 User Boxes 

0263. User boxes (e.g. User Boxes 381) may store user 
data. User boxes may represent different collections of data 
being shared between different groups of users. Different box 
types may contain different types of user data. For example: 
shared boxes, managed-user boxes and applications boxes. 
0264. A shared box may be used for sharing user content 
(e.g. Content 311). The content itself may be encrypted with 
a content key and the content key may be encrypted with a box 
key and associated with the encrypted content. Encrypted 
content keys may be unique for each of item of content. Each 
content box may representagroup of content. Content groups 
may be referred to as a workspace, shared space, file space, 
user box, content box etc. Content groups may overlap, 
thereby creating “Views”. For example, content box A may 
include a storage key S1 encrypted with key A, and content 
box C may include storage key S1 encrypted with key C. In 
this case, document F1 which has been encrypted with key S1 
may be part of both content box A and content box C. 
0265 A managed-userbox may be a client box or sub-box 
that inherits properties from a parent box. For example a 
parent box may have company's staff members while a man 
aged-userbox may have members of a company's clients. In 
this case, any of the staff may be able to read and/or write to 
managed-userboxes, for example because of inheritance, but 
a given client may only be able to read and/or write to sub 
boxes they’ve been invited to. Under the parent box may be 
different types of managed-user boxes, for example: 

0266. A personal client box which may be read or 
updated by a single client. 

0267. An all-client box which is visible to all clients 
under a parent box. For example, a company may pub 
lish common material to its clients, such as a newsletter. 
An all-client box may be read-only to clients. 

0268 A shared client box which is visible to multiple 
clients. For example, when sets of clients, associates, 
contractors etc need to collaborate under the control of a 
business. 

0269. A joint client box, for example to allow for mul 
tiple logins to the same box, Such as a husband and wife. 

0270. Note that managed-users effectively live in a very 
private and isolated “world' scoped by the parent-box. Man 
aged-users may be assigned directly to appropriate client 
boxes, for example by the owner or privileged members, 
which may avoid requiring specific acceptance by the man 
aged-user. Also a business may make use of a private portal 
(described below) in order to provide a simpler interface for 
those managed-users to login in with. 
0271 Application boxes may be special types of user 
boxes (e.g. User Boxes 381) which may be used by applica 
tions for managing information on behalf of a user. For 
example, structured information such as fields, XML fields, 
records, slots, objects, streams etc may be stored as separate 
files in one or more boxes depending on the access require 
ments. Access to individual items may achieved be accessing 
the corresponding file. Example applications include pass 
Word managers, electronic messaging, instant messaging, 
chat, forums or any other type of collaboration application. 
0272. There may be many other types of user or applica 
tion boxes, depending on the types of data being exchanged 
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between users. These box types may utilise any one or any 
combination, without limitation, of privileges, read-only 
access, write-only access, management rights, control restric 
tions or any other predefined criteria. Examples of other user 
or application box types may include, without limitation, 
drop boxes, deposit boxes, dead-drop boxes, backup boxes, 
archive boxes, publishing boxes, letter boxes, read-only 
boxes, portal boxes, tender boxes, hierarchical boxes, nested 
boxes, application-configuration boxes, instant-message 
boxes, forum boxes, collaboration boxes, safety-deposit 
boxes, electronic-vault boxes etc. 

2.5.2 Agent Boxes 
0273 Agent Boxes (e.g. Agent Boxes 382) may be used to 
store agent or system data. Agent boxes may store different 
collections of data being controlled by the agent to facilitate 
the management of information on behalf of users. Different 
box types may contain different types of agent data. Some 
examples include home boxes, meta-data boxes, passphrase 
recovery boxes, revocation-custodian boxes, personal-box 
recovery boxes, credential-backup boxes etc. 
0274. A “home box (also called working, hibernate, 
mobility, state, knowledge, holding, standby, or asset box) 
may be used for the private use of an agent (e.g. Agent 340). 
It may be used to store the user's own capabilities and other 
agent working information, such as certificates, keys, state 
data and/or configuration. Any or all of these items may be 
may be digitally signed such as using a signing credential of 
the owner. Any one or any combination or all of these items 
may be encrypted (e.g. Encrypt 484, Encrypt 494) such as 
using the encryption certificate (public key) of the owner (e.g. 
User 1301) or using another key, such as a home-box key, 
which may then be encrypted with the owner's encryption 
certificate and the resulting encrypted key may also be stored 
in the home box. One or more home boxes may be used to 
store the user's idea of how the world looks. A home box may 
store relatively persistent information Such as box keys and/or 
permits (a collection of keys for a box) of boxes they've been 
invited to, certificates of user's they have made contact with 
etc. A home box may store relatively transient information 
Such as copies of messages, copies of codes that have not yet 
been accepted, for example contact codes, invitation codes, 
change owner codes etc. A home box may store working data 
(e.g. Working Data 343) Such as configuration information, 
custodial information, cryptographic seeds, state data or any 
other run-time data in which the agent (e.g. Agent 340) needs 
for its ongoing operation. The home box(s) may serve the 
purpose of remotely storing agent data either as a backup or 
because it is not desirable to persist Such agent data locally. In 
a preferred embodiment, the storage and/or repository service 
might limit access to encrypted agent data to just the owner, 
for example, using access controls or appropriate Attribute 
Certificates (ACs). According to policy, the storage and/or 
repository service may limit access to particular home boxes 
and/or particular content in a home box, for example based on 
location. Home boxes may be an example of a “1:0 box 
because only the owner may read and write to Such a box. 
Home boxes may also be provided as a facility (e.g. part of 
Backup Services 393). 
0275 A meta-data box (e.g. Shadow Box 404) (also called 
a shadow, broadcast, management, command or Supervisory 
box) may be used for storing information about files in a box. 
For example: locations of files in that box, indexes or key 
words e.g. to facilitate searches, icons, thumbnails, requests 
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and acknowledgements of read receipts, history, audit trails, 
permits, managed-user or client credentials, previous box 
keys, annotations to files, version information, information 
about sets of files forming structured/application data etc. The 
meta-data box may be a separate box from the box it is 
describing and/or the meta-data (e.g. Meta-data 403) may be 
an area within the same box (e.g. Shared Box 402). A meta 
data box or meta-data area may be considered as a “broad 
cast mechanism for members of a box. In implementation, it 
may consist of a number of 'slots' and/or a queue, one for 
each user, which may have advantages such as avoiding con 
currency by multiple writers, facilitate versioning, facilitate 
transitioning between permits, manage client credentials, 
facilitate key rollover etc. Note that the meta-data box may be 
a way of keeping agent system data in a way that keeps the 
central storage system “blind' from such data and therefore 
preventing or making it difficult to deduce what activities 
agents may be performing or co-ordinating. 
0276 A passphrase-recovery box may be used to store a 
passphrase recovery code (PRC). This allows a first user (e.g. 
User 1301) to insure themselves against forgetting their key 
store (e.g. Keystore 331) password or passphrase. The setup 
may be in three parts. Firstly, the first user invites a second 
user (e.g. User2302) to their passphrase-recovery box. Sec 
ondly, the first user and/or the first users agent generates a 
Passphrase Recovery Key (PRC), encrypts it with the box key 
and stores it in the passphrase-recovery box. Thirdly, the PRC 
is used to encrypt the keystore passphrase which is stored 
locally (e.g. Agent Store 330) as an Encrypted Passphrase 
Blob (EPB). If the first user forgets their passphrase, then the 
second user can give them the PRC which can be used to 
decrypt the local EPB to regain their keystore passphrase. 
Preferably on recovery, the first user's agent may require the 
first user to choose a new passphrase, which may then be 
encrypted with a new PRC which is stored in the passphrase 
recovery box and a new EPB which is stored locally. Note that 
the PRC may also be provided by a passphrase assistance 
service. 

0277. A revocation-custodian box may be used by a first 
user to store a pre-signed revocation request and/or revoca 
tion passphrase (e.g. as defined in RFC 4310). The revocation 
request may be signed by the first user's registrar private key. 
The first user may invite trusted or custodial users to the box. 
In the event that the first user needs to have their credentials 
revoked, for example if they are lost or get compromised, 
then, on instructions from the first user, a custodial user may 
Submit the revocation request to the associated revocation 
service (e.g. Certificate Services 392) to get the first user 
revoked. 
0278 A personal-box-recovery box may be used to allow 
recovery of single-user boxes after the loss of credentials. In 
this case, an owner of a personal box may safeguard that box 
by storing the personal-box keys in an encrypted blob 
encrypted with a recovery key. This recovery key may then be 
stored in a personal-box-recovery box, encrypted with that 
box key. Thus, after revocation and re-instatement, the user 
can get invited back to their personal-box-recovery box, to 
retrieve the recovery key which can be used to retrieve the 
encrypted blob in their personal box containing their per 
Sonal-box keys. 
0279 A credential-backup box may store encrypted cre 
dentials. This may be separate, in conjunction with or in 
addition to a credential backup (e.g. Backup Services 393). 
For example, a credential-backup box may store encrypted 
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credentials of managed-users. Note that access to a creden 
tial-backup box, just like other boxes, may require a mutual 
(client-side) SSL connection. If such a temporary SSL cer 
tificate is used for example from a temporary access service 
(e.g. Certificate Services 392) such as in the case of retrieving 
backed-up credentials, then access to the box may be read 
only or otherwise restricted. 
0280. There may be many other types of agent boxes, 
depending on the requirements of agents. These box types 
may utilise any one or any combination, without limitation, of 
privileges, read-only access, write-only access, management 
rights, control restrictions or any other predefined criteria. 
Examples of other agent box types may include, without 
limitation, search boxes, overlay boxes, one-way boxes, post 
boxes, temporary boxes, announcement boxes, broadcast 
boxes, etc. 
2.5.3 Message Boxes 
0281 Message boxes (e.g. Message Boxes 383) may be 
special boxes used to facilitate communications between 
agents (e.g. within End System 310, End System 350). A 
message box (also called a task box or control box or “con 
tact” box) may be used for agents to exchange “tasks'. Tasks 
may include messages, indicators, notifications, acknowl 
edgements or any other construct necessary to enable agent 
to-agent protocols (e.g. Protocols 360). Protocols may 
include, for example, to make contact, to establish bilateral 
relationships, to enable key management, to distribute agent 
data (e.g. keys, permits, attribute certificates etc), to change 
ownership, to convey privileges, to manage credentials etc. 
Preferably, tasks may be encrypted. A message box may make 
use of an indicator in the task header in order to facilitate 
delivery to and/or access from the intended recipient(s). Mes 
sage boxes may also be provided as facilities (e.g. part of 
Repository Services 391). 
0282. A "contact box may be a specialisation of a mes 
sage box in order to provide reliable messaging using a 
remote service or storage service. Each contact box may be 
used for uni-directional messages between two agents/users. 
In this case, a bi-lateral relationship may require a pair of 
contact boxes, one in each direction. A pair of contact boxes 
may provide in-box/out-box functionality such that, between 
two agents, a contact box represents an in-box for one agent 
and an out-box for the other agent. Further restrictions may 
apply, for example agents may only read from their in-box 
and only write to and delete things in their out-box. Contact 
boxes may be similar to “1:1 box because there may be just 
one writer (the owner) and one reader (the recipient) to a 
contact box. Since messages placed in the contact boxes are 
protected by encryption, a contact box may be considered as 
a private (one-way) tunnel between two agents. Note that 
contact box pairs are logical and that physically they may be 
separated, for example, a user may store their “forward” 
contact boxes in their own storage service, thus accessing the 
“reverse' contact boxes would be via the storage service of 
the associated user. 
0283. In descriptions below, if message boxes (e.g. Con 
tact Box 408, Contact Box 410 of FIGS. 4a and 4b) are 
provided by a remote service (e.g. Remote Services 370 of 
FIG. 3) then the terms “message box” and “contact box’ may 
be used interchangeably (e.g. Contact Box 408). 
2.6 Facility Services 
0284. Facility or system services (e.g. Facility Services 
390) may optionally be used to facilitate the operation of end 
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systems (e.g. End System 310, End System 350). In various 
embodiments of the present invention, agents (e.g. Agent 
340) may have capabilities to perform facility services itself 
and/or in conjunction with other agents. 
0285. The facility services may be considered as logically 
centralised services but need not have any relationship to each 
other. For example they may be run on different machines 
and/or by different providers and/or at different locations 
and/or may be distributed and/or replicated. Any one or any 
combination of facility services may reside on a given com 
puter and/or server and/or service. Communications between 
end systems (e.g. End System 310, End System 350) and the 
system services may use communications security Such as 
Secure Sockets Layer (SSL) and/or Transport Layer Security 
(TLS). Online Certificate Status Protocol (OCSP) etc. 
Authentication with one or more of the facility services may 
use mutual authentication, Such as mutual or client-side SSL/ 
TLS. If certificate-based authentication is used then appro 
priate revocation checks may be made e.g. at the time of 
authentication. 
0286 There are many possible facility services. In this 
specification they are grouped into repository, certificate and 
backup services, though this should not limit the scope of 
facility services of embodiments of the present application. 

2.6.1 Repository Services 
0287. A repository service (e.g. Repository Services 391) 
may be used to augment remote services (e.g. Remote Ser 
vices 370), to enhance the capabilities of agents and/or to 
ensure that rich functions such as management, notifications, 
billing, quotas, business rules, system events etc. are always 
provided regardless of the capabilities of the underlying 
remote service. 
0288 An agent (e.g. Agent 340) may interact with the 
repository service instead or as well as one or more remote 
services. An agent may use a repository service to act as a 
proxy for a remote service, so it doesn’t have to deal directly 
with that remote service. An agent may use a repository 
service to limit or simplify the interactions with a remote 
service, for example, only deal with “low level functions of 
a remote service such as storage and/or using “high level 
functions from a repository such as resource management, 
notifications, meta-data services, messaging, accounting, 
billing, auditing etc. Agents may further build on repository 
services to provide their own higher level functions such as 
near real-time interactions, near real-time collaboration, on 
demand synchronisation, streams etc. 
0289 From the agent point of view, this approach may 
make the agent relatively insulated from variations in the 
remote or storage services being used. For example, the 
repository services may provide a consistent approach to 
security, protocols, functionality etc. To do so, the repository 
services may maintain, control, manage and/or co-ordinate 
activity by instructing agents about how to interact with the 
remote services to provide appropriate information, param 
eters, directives etc. 
0290 From the remote service point of view, this approach 
may allow the remote service to remain relatively “blind” to 
or kept relatively “hidden from users and their activity. It 
may also allow remote services to be relatively simple, Such 
as allowing the use of storage services which provide little 
more functionality than a simple remote disk service. 
0291. A repository service may facilitate and/or maintain 
information about which storage data parts are in which box 
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and where those associated storage data parts are located. For 
example, the location, relationships and other associated 
meta-data of data in a box. 
0292 A repository service may provide access informa 
tion to agents. This may be to locate the service e.g. addresses, 
protocols, ports, etc. to authenticate to the service e.g. account 
details, login parameters, identifiers, references, tokens, etc. 
and/or to navigate the service e.g. content type, paths, filena 
mes, permissions, authorisations, attribute certificate(s) or 
any other type of meta information. 
0293. A repository service may harmonising the meaning 
and/or effects of actions e.g. add, delete, update, create, 
rename, recover, change permissions etc. This includes the 
handling of the associated target object which may be a field, 
a file or folder or any other object or group of objects. A target 
may additionally have a path or other identifying representa 
tion. 
0294. A repository service may hide many of the details of 
the underlying remote services and or data stores. For 
example, the repository service may manage distribution and/ 
or replication, hide incompatibilities, facilitate seamless tran 
sition from one storage provider to another. 
0295) A repository service may allow splitting and/or 
aggregating views across storage services. For example, users 
may maintain their own storage service and therefore a “box' 
may be a view of each of the files provided by each user in that 
box. For example, if a first user stores a file, in their own 
storage service, a second user may download it from the first 
user's store. If the second user updates the file then the 
updated file may be stored in the second user's storage Ser 
vice. At this point the repository service may indicate where 
the latest version is and/or instruct the agent of the first user to 
delete their older version of the file in the first user's storage 
service. 
0296. A repository service may hide and/or manage the 
separation of encrypted content (e.g. Encrypted File 401) 
from the encrypted content key (ECK). This may allow agents 
to logically treat an upload (e.g. Upload 423, Store 427) 
and/or download (e.g. Download 433, Extract 437) as a single 
service. This may also allow other services such as box-to 
box copy, as it would allow a download, re-encryption and 
upload of just the ECK, and then the repository to associate 
the new ECK and encrypted content with the new box. 
0297. A repository service may manage resource informa 
tion about other system services (e.g. Facility Services 390) 
and/or remote services (e.g. Remote Services 370). Resource 
information may include functions such as statistics, audit 
ing, usage, and associations e.g. between users, groups, files, 
workspace etc. It may further enforce policies such as quotas, 
accounts, reasonable use etc. The resource service may also 
collect events for the purpose of trends, analytics, reconcili 
ation, compliance etc. 
0298. A repository service may manage system informa 
tion about data stored in remote services. For example system 
information may include location, authentication, authorisa 
tion, identifiers, files, boxes, servers, location, access meth 
ods, addresses, sizes, types etc. In addition, the repository 
services may also manage and/or control information related 
to distribution, replication, backups, versions and other sys 
tem information necessary for versioning, recovery, fail-over, 
fail-back and/or load-sharing. 
0299. A repository service may manage users. User infor 
mation maintained may include name, email, telephone num 
bers, billing information and/or other account information. 
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Users may be controlled by managing which functions they 
have access to and/or their status in the system. For example, 
a user may be suspended/un-Suspended by settings/unsetting 
a status and/or by removing/re-instating access to a user's 
home box. 
0300. A repository service may provide a “console' to 
manage users, billing, resources, services, settings etc. User 
management may include mechanisms to revoke users, Sus 
pend/un-Suspend users, change notification settings etc. Bill 
ing management may include mechanisms to change a user's 
name, account references, billing sponsor, telephone number 
etc. Resource management may include mechanisms to 
delete users, delete boxes etc. Service management may 
include mechanisms to add/delete services Such as user's 
ability to create boxes, send messages etc. Configuration 
management may include mechanisms to set default key 
sizes, default certificate usages, default notifications, default 
templates etc. 
0301 A repository service may be used to notify end-users 
ofevents, alerts, warnings or other time sensitive information. 
Events may include changes to content, workspaces, mem 
berships etc. Alerts may include pending invitations, pending 
contacts, pending administrative requests etc. Warnings may 
include pending resource limits, pending Subscription renew 
als, pending certificate expiry etc. Notifications may be deliv 
ered in many forms and in many ways. Notifications may have 
a severity level. Notifications may be bunched together, such 
that if many events occur in a given time period, then a single 
notification containing relevant events included in that noti 
fication. Mandatory events may always be delivered. Such as 
warning(s) or notice of policy change(s). Optional events may 
need to be subscribed in order to enable them, such as content 
changes. In-band events may be delivered to any onlineagent. 
Out-of-band events may be delivered externally, such as via 
email. Short Messaging Service (SMS), instant messaging 
etc 

0302) A repository may be used for messaging, for 
example, as an alternative to message boxes (e.g. Message 
Boxes 383). This may be to add an extra level of access 
security and/or to reduce dependence on any particular 
remote service. 
0303 A repository service may limit access to information 
through the use of access controls and/or associated Attribute 
Certificates AC(s). An AC may be issued by a box owner 
granting certain privileges to that box. For example read, 
read/write, delegated administration, etc. An AC may include 
in the X.509 Holder field, an identifier for the SSL certificate 
oridentity certificate to whom the authorisation relates. When 
used, ACs may be passed at the beginning of a session or may 
be provided at the time a request is made. 
0304. A repository service may be used for user audit, 
Such as keeping a history of events for users and/or boxes. 
Events may include created, read, updated, deleted, restored, 
renamed, access granted, access withdrawn etc. Such events 
may include user and/or administrative operations for client 
boxes, shared boxes, Sub-boxes etc. For example client access 
granted/removed, box created/deleted/renamed etc. The 
repository service may also retain events for boxes that have 
deleted. In implementation, deleted user box events may be 
associated with the owner and/or deleted sub-box events may 
be associated with the parent box. 
0305. A repository service may provide a system audit, for 
example, by maintaining a log of console activity and/or other 
deployment changes e.g. changes in configuration. The audit 
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may be kept via a log file and/or by sending events to one or 
more boxes, which may be useful in order to leverage reposi 
tory notifications. 
0306 A repository service may perform maintenance 
operations to ensure consistency with referenced data to data 
actually stored. Such maintenance may be periodic and/or 
performed in the background and/or be batch in nature. For 
example, repository services may check reference informa 
tion matches actual information in the remote services and if 
different, may take actions such as removal of unattached 
blobs, removal of items marked as deleted and past their 
recovery date, check integrity of remote items against meta 
data in the repository Such as size, checksums etc. 
0307. A repository service may perform clean up actions 
for example periodically, in the background and/or in batch 
mode. Examples include removing expired messages from 
contact/message boxes, removing contact/message boxes 
that are empty and have no matching user, removal of old 
versions of files, etc. 
0308. A repository service may perform automated 
actions based on pre-defined policy and/or rules and/or 
schedules. Automated actions may include maintenance, 
clean-up, distribution, replication, backup an/or any other 
administrative function. Pre-defined policy and/or rules may 
be based on any one or any combination of frequency, file 
size, location, time of day, file type, on demand, workgroup 
category, version, time of day, on demand, type of content, 
expiry, etc. 
0309 A repository service may also be used to enforce 
policy and/or restrictions and/or other controls. For example, 
a library service may enable users to buy a certain number of 
documents and then download them as needed. The reposi 
tory service may restrict any given user's download to a set 
number and/or set value and/or ensure that a given document 
is only downloaded by a single user. When such a limit is 
reached the repository service may make further files inac 
cessible. The repository may maintain an audit, for example, 
to reconcile activity with a user's account. 
0310. Other repository services may include commercial 
services such as accounting, billing, archive, hosting, track 
ing, auditing services etc. 

2.6.2 Certificate Services 

0311 Certificate Services (e.g. Certificate Services 392) 
may perform certificate signing, revocation, renewal, tempo 
rary access and other certificate management functions. In 
other embodiments of the present invention, certificates may 
be self-generated and/or signed by other third parties and/or 
managed externally. 
0312. A certificate signing service may be used to sign 
certificates generated by an agent. Certificates may need to be 
signed on setup of an agent and/or may be re-issued or 
renewed after revocation or expiry. The signing service may 
use one or more trusted Certification Authority (CA) certifi 
cate(s) and/or Trust Anchor (TA) certificate(s) which is 
known by end systems (e.g. End System 310, End System 
350) and/or other system services and/or remote services (e.g. 
Remote Services 370). Examples of certificates, which may 
be end-entity, CA or TA certificates, may include SSL certifi 
cates, signing certificates, encryption certificates, email cer 
tificates, system signing or registrar certificates, attribute cer 
tificates etc. There may also be certificates for system services 
Such as a revocation service, a temporary access service etc. 
Because certificates may be distributed client-side, such as 
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via agents, the certificate signing service may not need to 
publish any certificates that it signs, effectively making any 
issued certificate a private certificate. The certificate signing 
services may have policies, such as relating to settings, 
behaviours, restrictions and/or notifications. Settings may 
include rules about generating certificates Such as key size, 
key usages, validity period, encryption algorithms etc. 
Behaviours may include rules about how the certificate sign 
ing service handles boundary cases Such as whether to allow 
the renewal of expired certificates, whether to keep copies of 
issued certificates etc. Restrictions may include rules about 
what email addresses to allow or proof of identity is required. 
Notifications may include rules about what to send e.g. warn 
ing(s) about expiring certificates, when to send e.g. at 
decreasing periods as the expiry gets closer, how to send e.g. 
via email, SMS or other type of notification, etc. 
0313 A revocation service may be used to manage revo 
cation of certificates. This service may be accessed via the 
Online Certificate Status Protocol (OCSP) service and/or 
make available a Certificate Revocation List (CRL). The loca 
tion and/or access point of the revocation service may be 
specified within each certificate issued. 
0314. A temporary access service may be used in the case 
that client-side, for example SSL, certificates are required for 
short term access to a system service (e.g. Backup Services 
393). This temporary access service may require authentica 
tion, Such as a name and passphrase previously setup by an 
agent. The temporary access service may protect itself from 
passphrase guessing Such as restricting the number of incor 
rect passphrase attempts (e.g. a maximum of five every 
twenty four hours), and/or introducing increasing delays for 
each Successive incorrect passphrase attempt (with the delays 
being reset on a correct login or after a period of time). If the 
temporary access service uses an email address for the name, 
it may check that the user owns this email address by sending 
a token or link or other information to that email address for 
use in obtaining temporary access. If a user is revoked, then 
the temporary access for that user may be removed. Tempo 
rary access certificates may be short lived i.e. expire in a 
relatively short amount of time. The temporary access service 
may also be used to obtain random SSL certificates which 
may be endorsed via attribute certificates to facilitate anony 
mous access (further described below). 
0315. Other certificate services may include certificate 
management services, certificate billing services, Smart card 
or other hardware issuing services, directory services etc. 

2.6.3 Backup Services 
0316 Backup Services (e.g. Backup Services 393) may be 
used forbackup and/or mobility Such as access from multiple 
locations and/or multiple devices. Example of backup Ser 
vices include: credential backup services, hibernate services, 
passphrase assistance services and key escrow services. 
0317. A credential backup service may store encrypted 
credentials. The encrypted credentials may be in the form of 
an encrypted keystore containing those credentials and/or the 
credential backup service may also be known as a keystore 
backup service. The encrypted backup may include encrypted 
credentials as well as an encrypted passphrase blob (EPB). 
Such a backup may be encrypted with a passphrase and/or a 
derived passphrase and serve the purpose of providing cre 
dentials if they haven’t been stored locally and/or if the cre 
dentials have been lost. Since retrieving a backup of creden 
tials may mean that an agent can’t use their issued SSL 
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certificates, a temporary access certificate may need to be 
used (e.g. one of Certificate Services 392). The credential 
backup service may be implemented as boxes. Note that if a 
user connects, for example using their full SSL credentials, 
then the credential backup service may allow writing of new 
credentials. If a user connects with a temporary SSL certifi 
cate, then the credential backup service may enforce read 
only access or other restricted. The credential backup service 
may be used in conjunction with an external authentication 
service. For example, the authentication service may be a 
Virtual Private Network (VPN) and/or the delivery of the 
credentials or encrypted credentials or keystore or encrypted 
keystore may use an authentication extension protocol Such 
as Protected Access Credentials (PAC) extension. 
0318. A passphrase assistance service may provide a copy 
of a passphrase recovery code (PRC) via one or more emails 
and/or SMS and/or other means. The PRC may be encrypted 
with a code and the encrypted PRC and/or code sent in one or 
more messages e.g. the encrypted PRC via email and the code 
via SMS. This allows a user to copy and paste a relatively 
complex string from an email into the agents user interface, 
but be able to enter a relatively simple string from another 
email and/or an SMS message. Note that this service may be 
relatively safe because obtaining the passphrase recovery 
code (PRC) may be useless without the corresponding 
encrypted passphrase blob (PRB) which is stored locally on 
the end-user's machine or in any manner accessible by the 
user or agent. Also, to detect attacks, the triggering of the 
passphrase assistance service may be logged and/or send 
notifications, such as to box owners and/or other users in 
boxes that the recovering user belongs. 
0319 Ahibernate service may be used for home box infor 
mation (e.g. Home Box 411, Home Box 412). For example, 
this may be to add an extra level of access security and/or to 
reduce dependence on any particular remote service. The 
hibernate service may allow multiple home boxes, for 
example that contain different types of home box informa 
tion, and/or restrict access to certain items in each home box. 
Access may be restricted according to policy, for example 
location, time of day, possession of authorisation tokens, time 
since last access etc. For example, a user may be able to 
download all their home box (encrypted) keys if they are 
located in the US, but may only be able to download particular 
(encrypted) keys if they are located overseas. 
0320 A key escrow service may store copies of encryption 
private keys. Because of the seriousness of allowing private 
keys to exist outside a user's control, it is important that a 
number of associated safeguards are in place Such as strong 
security, monitoring, auditing, procedures, independence etc 
(further described below). In operation, the key escrow ser 
Vice may require policies in the CA and/or agent, for example, 
the agent providing their private key encrypted with the 
escrow server's public key to the CA, the CA providing the 
user certificate and encrypted private key to the escrow Ser 
vice, the escrow service verifying the private key matches the 
user's public key, after which the CA may provide the encryp 
tion certificate back to the user. Note that justifying key 
escrow for backup reasons may not be necessary as embodi 
ments of the present invention may have many mechanisms 
for recovery and to ensure the safety of encrypted content 
(further described below). 
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0321. Other backup services may include backup facilities 
for the system services themselves, for example certificate 
backup services, replication services, distribution services 
etc. 

3 Operation 
0322 This portion of the specification relates to overall 
operational aspects of embodiments of the present invention 
and makes references to FIGS. 3, 4a and 4b, especially FIGS. 
4a and 4b which illustrates a number of management layers. 
0323. In practice, any one or any combination of the 
details described and/or illustrated may actually be imple 
mented. It is important to note that operations may be prima 
rily performed client-side. Such as by an agent (e.g. Agent 
340), and that central services may have a minimal role of 
providing facilities (e.g. Facility Services 390) and remote 
services (e.g. Remote Services 370). 

3.1 Storage Tier 
0324. The purpose of a storage tier (e.g. Storage Tier 400) 
may be to manage storage data parts (e.g. Storage Data 372). 
For example, to store and/or retrieve content that may be 
useful for users and/or agents. The storage tier may consist of 
one or more data stores and/or applications that store data 
and/or any other digital information. 
0325 The storage tier may also include messaging means, 
in which case, any one or any combination of message boxes 
(e.g. Contact Box 408, Contact Box 410) may be part of a 
messaging system. 
0326. The storage tier may include local storage (e.g. Con 
tent Store 320, Agent Store 330). 
0327 Preferably, content stored in the storage tier is 
encrypted. This approach may enhance the security and/or 
privacy of the system. For example, storing encrypted data 
may prevent data leaks, unauthorised access or abuse by any 
intermediate storage provider. This approach may also ensure 
that the storage provider is relatively “blind' to who is inter 
acting and/or what is being stored and/or exchanged. Note, in 
practice, any number of storage means and/or providers may 
be used. 
0328. It is important to note that the storage tier may be 

little more than a “remote disk’ or “remote buffer and may 
be relatively simple. For example, the storage services need 
not necessarily be required to perform higher level functions 
Such as user management, notifications, data management 
etc. especially if used in conjunction with a repository ser 
vice. 
0329 Parts of the storage tier may also be embedded in 
applications, such as fields in a management application and/ 
or records in a database application and/or entries in a cus 
tomer relationship system and/or transactions in an interac 
tive application and/or any other application involving 
storage or transport means. 

3.1.1 Box Data 

0330 Storage data (e.g. Storage Data 372) may be stored 
in parts. Storage data parts may include encrypted content, 
encrypted associated key(s), and/or other data. Collections of 
storage data parts may be organised into logical collections 
called boxes. Box data may include any one or any combina 
tion of storage data part(s). 
0331 Box data may comprise encrypted content and/or a 
digital signature and/or an encrypted wrapping key (EWK) 
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and/or other meta-data. The box data may be in a standard 
format such as Cryptographic Message Syntax (CMS) in 
order to provide a standard way to sign and/or encrypt the box 
data and/or associated meta-data. The box data may include 
the signing certificate of the originator, in case the recipient is 
not in direct contact with the originator. Meta-data may 
include descriptive and/or identification information Such as 
size, filename, path, algorithms, authors, recipients, certifi 
cates, checksums, versions, etc. If a EWK is used, then the 
EWK may be stored separately from the encrypted content. 

3.1.2 Box Data Signing 

0332 Box data may be signed (e.g. Sign 424, Sign 443, 
Sign 446, Sign 464, Sign 476). If the box data is compressed 
then the compressed form may be signed (e.g. Sign 424). Any 
appropriate signing key (e.g. one of Private Keys 482) and/or 
message authentication code (MAC) may be used to sign the 
payload. For example: 

0333. The owner's signing private key may be used to 
sign data being stored in a userbox (e.g. User Boxes 381, 
Shared Box 402) or an agent box (e.g. Agent Boxes 382, 
Shadow Box 404, Home Box 411). 

0334. The owner's registrar private key may be used to 
sign data being stored in a message box (e.g. Message 
Boxes 383, Contact Box 408, Contact Box 410). 

0335 Having different signing keys for message data may 
be advantageous to ensure that user/agent data cannot be 
accidentally or maliciously be interpreted as a control mes 
Sage. 

0336 Box data may include one or more signing certifi 
cates of the originator. In a preferred embodiment, user sign 
ing certificates should be included with user data so that 
recipients may verify the signature of the originator even if 
the recipient does not have the required certificate, for 
example, they have not made contact, the signing was done 
with an old or revoked certificate etc. In a preferred embodi 
ment, system signing certificates or registrar certificates 
should not be included in message data, for example to ensure 
that messages are current and/or authentic etc. 

3.1.3 Box Data Encryption 

0337 Box data may be encrypted (e.g. Encrypt 426, 
Encrypt 444, Encrypt 447, Encrypt 463, Encrypt 475, 
Encrypt 484, Encrypt 494). Encryption may encompass box 
data that is compressed and/or signed. 
0338. The box data may be directly encrypted using a 
primary key or may be indirectly encrypted by generating and 
using a secondary wrapping (e.g. Wrap 425, Wrap 435). The 
wrapping key, may be random and/or unique and/or one-time 
and/or a symmetrickey. The wrapping key may be encrypted 
with the primary key (known as a Key Encryption Key, KEK) 
to form an encrypted wrapping key (EWK) and may be 
appended to the encrypted box data or stored (e.g. Store 427) 
separately (e.g. Shadow Box 404). 
0339 Primary keys used to encrypt box data payload, 
either directly or indirectly, may be any one or any combina 
tion of the following forms: 

0340 A password, passphrase, code etc. (e.g. Encrypt 
463). 

0341. A box key, shared key, workspace key, commu 
nity key etc. (e.g. Encrypt 426. 



US 2014/035 1586 A1 

0342 Encrypt 444). 
0343 A recipient’s encryption certificate (e.g. Encrypt 
447. Encrypt 475) tasks (e.g. Invite Task 405. Accept 
Contact Task 409). 

0344 An owner's encryption certificate (e.g. Encrypt 
484, Encrypt 494). 

3.2 Sharing Layer 

0345 The purpose of a sharing layer (e.g. Sharing Layer 
420) may be to manage collaboration and/or storing and/or 
sharing of data between users and/or applications and/or 
agents. Note that though examples may describe “users', they 
equally apply to automated "applications” and so the term 
“user' should also be read as “application' as appropriate. 
0346 Shared data may be compressed and/or digitally 
signed and/or encrypted and/or be structured in a standard 
form such as CMS. 

0347. It is important to note that sharing management may 
primarily be performed and controlled client-side, such as by 
an agent (e.g. Agent 340). The agent may interact with other 
system services (e.g. Facility Services 390) and/or remote 
services (e.g. Remote Services 370). In other embodiments of 
the present invention, sharing may be achieved via different 
means, such as direct connection, peer-to-peer, physical 
delivery etc. 
0348. A repository service (e.g. Repository Services 391) 
may be used to manage and/or assist in the management of 
shared data. For example, a repository service may maintain 
storage related information Such as the names of files, their 
sizes, permissions, locations, access methods, authorised 
uSerS etc. 

0349 An agent and/or repository service may organise 
data into partitions or “boxes” and may restrict access to these 
boxes to authorised users only. Boxes may comprise data 
encrypted with the same box key. 

3.2.1 Sharing Control 

0350. The sharing layer may make use of a repository 
service (e.g. Repository Services 391) and/or one or more 
underlying remote or storage services. The agent may interact 
directly with the repository service for management and con 
trol functions and/or separately with the remote service for 
the actual storing and/or retrieving of data. This may allow the 
repository services to look after most higher level functions, 
Such as security, versioning, access control, privileges, nam 
ing, recovery, backup etc while the remote service(s) may 
look after simpler storage related functions such as add, 
delete, append, upload, download, delete, rename etc. This 
may allow the storage services to be relatively simple and/or 
reduce dependence on a particular remote service or storage 
service or technology. 
0351. Note that fine grained management details about 
user boxes (e.g. User Boxes 381, Shared Box 402) may be 
stored in associated encrypted meta-data (e.g. Meta-data 
403). This means that agents need not necessarily be highly 
dependent on repository services. In this case, repository 
services may provide a co-ordination function, such as where 
data is located and how to get to it, with agents taking care of 
particular details, such as interpreting the files stored in the 
box, the keys and/or permits, the relationship to other boxes 
e.g. Sub-boxes etc. 

22 
Nov. 27, 2014 

3.2.2 Content Sharing 
0352. A first user (e.g. Userl, 301, Userl 441) or applica 
tion (e.g. Applications 312) may use an associated first agent 
(e.g. Agent 340) to store content (e.g. Content 311, File 421). 
0353 Content may be compressed (e.g. Compress 422). 
Compression may be beneficial when the payload is relatively 
large and/or it is not already in a compressed form e.g. file 
formats for archives, publishing documents, pictures, audio, 
video etc. 
0354 Content may be signed (e.g. Sign 424) such as with 
the user's signing private key (e.g. one of Private Keys 482). 
If content is a stream, then Message Authentication Codes 
(MACS) may be inserted into the content. The user's signing 
certificate may be included in the content (e.g. Encrypted File 
401), for example if the content is associated with a CMS 
format. 
0355 The content may be encrypted (e.g. Encrypt 426) 
preferably using a wrapping key or content key (e.g. Wrap 
425). The content key may be encrypted by a box key (e.g. 
from Permit 442). The encrypted content key (ECK) may be 
appended or prepended to the encrypted content or be stored 
separately e.g. added (e.g. Store 427) to the meta-data (e.g. 
Meta-data 403). In other embodiments of the present inven 
tion the encryption of the content and/or the content key may 
be performed using any other Suitable key, Such as a commu 
nity key (e.g. Community Key 445) or box key or a certificate. 
0356. The encrypted content (e.g. Encrypted File 401) 
may be uploaded (e.g. Upload 423) to a remote service (e.g. 
Remote Services 370). The first agent may use a repository 
service to obtain information about which remote service to 
use and/or notify other users that content has been uploaded. 
A reference to the encrypted content may be as simple as a 
Uniform Resource Identifier (URI) or Uniform Resource 
Locator (URL) for example to a public area of a “cloud' or 
other remote service. 
0357. A second user (e.g. User2302, User2451) or appli 
cation associated with the second end system (e.g. End Sys 
tem 350) may use an associated second agent to download 
(e.g. Download 433) content (e.g. Encrypted File 401) from 
the remote service. The second agent may use a repository 
service (e.g. Repository Services 391) to obtain the location 
and other necessary information for accessing the remote 
service. 
0358 If the secondagent has appropriate keys (e.g. Permit 
452), then it may decrypt the downloaded content. This may 
involve decrypting an ECK (e.g. Wrap 435) and then using the 
content key to decrypt the content. Note that the ECK may be 
extracted (e.g. Extract 437) from meta-data (e.g. Meta-data 
403) which may be stored in the shared box together with the 
encrypted content (e.g. Shared Box 402) and/or a separate 
box (e.g. Shadow Box 404). In other embodiments of the 
present invention the decryption of the content and/or the 
ECK may be performed using a key associated with the 
original encryption e.g. a community key (e.g. Community 
Key 445) or box key or a certificate. Note that decryption may 
be deferred until the associated key is available, for example, 
if the owner delays the release of keys such as to ensure all 
members gain access to the content at the same time. 
0359. If the content is signed, then the second agent may 
check (e.g. Check 434) the signature and/or revocation status. 
The signature may be checked against a signing certificate 
(e.g. one of Contact Certificates 472) of the sender or a sign 
ing certificate provided with the content, such as associated 
with a CMS format. Revocation may be checked using a 
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certificate service (e.g. Certificate Services 392) for example 
via OCSP. If a signing certificate has been revoked and/or has 
expired, then the agent may check if the signature was valid 
before the date of the revocation and/or expiration. Prefer 
ably, this would only occur if the revocation was not with 
prejudice and the certificate made use of an authoritative time, 
Such as a timestamp signed by a Time Stamping Authority 
(TSA). If content is a stream, then Message Authentication 
Codes (MACs) may be checked. 
0360. If the content is compressed, then it may be decom 
pressed (e.g. Decompress 432) to obtain the content (e.g. File 
431). 
3.2.3 Content Sharing with at-Rest Content Encryption 
0361) If at-rest content encryption is being used then con 
tent (e.g. Content 311) may be stored locally as encrypted 
content (e.g. Content Data 321). Access to encrypted content, 
Such as by a user (e.g. User 1301) or applications (e.g. Appli 
cations 312), may be via a virtual file system (e.g. VFS 313) 
and/or an agent (e.g. Agent 340). The VFS and/or agent may 
use “on-the-fly” or real-time cryptography to decrypton read 
ing and encrypt on writing. 
0362. After download, decryption and un-compression as 
necessary, the content may be re-encrypted (e.g. Content Data 
321). The re-encryption may involve different parts for con 
tent, signature and other meta-data. Such parts may be stored 
in files and/or in a local database (e.g. Agent Data 331). For 
example, encryption may be in three parts: 

0363 encrypted content using a first key 
0364 encrypted signature using a second key 
0365 encrypted meta-data using a third key. 

0366 Re-encrypting the content may allow random read/ 
writes to the file using an appropriate cipher. If a file is 
re-encrypted, then it may be named using a random String to 
prevent “leakage' of information from the filename. The 
named file may encode information, such as a unique ID used 
by a repository service (e.g. Repository Services 391) to 
facilitate recovery and/or synchronisation, for example if 
associated meta-data or database records are lost and needs 
rebuilding. 
0367 The encrypted signature may allow for the checking 
of integrity and/or authenticity. Because a file may be opened 
and closed locally many times, an efficient signature mecha 
nism may be used Such as a Hash-based Message Authenti 
cation Code (HMAC). Anytime a file is opened and closed the 
HMAC may need to be recalculated, though an optimisation 
may be to allow changes to accumulate over a given period of 
time before (re-)calculating the HMAC. If a downloaded file 
is opened for read/write or write, then the signature may be 
removed and replaced with a HMAC. 
0368. The encrypted meta-data may contain the first and 
second keys as well as other control information, such as a 
Unique Identifier (UID), filename or any other necessary 
information. The first key may be the same as the second key. 
The third key may be a local key such as a volume key 
protected by the user's credentials or a local box key or 
meta-data key for the associated box. If a local key or volume 
key is used, then it may be backed up as meta-data (e.g. 
Meta-data 403). This backup enables another member of the 
box to provide a user who was revoked or lost their credentials 
with their volume key in order to recover any documents 
encrypted on their local machine that had not been shared at 
the time of credential loss. 
0369. The upload process may be similar to the one 
described above, except that the step involving file encryption 
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and/or signing may be skipped as this may have already 
occurred at-rest, for example on-disk. The encrypted control 
file may be updated with new meta-data that may be provided 
by the repository service. Preferably, a file that has uploaded 
Successfully may appear to be the same as a downloaded one. 
Upload may need to be manually approved by a user if it is 
digitally signed. 
0370 Automatic upload and/or download, or auto-sync, 
may be controlled by a policy. Preferably any policies in place 
are approved by the user. Such a policy may include prede 
termined criteria Such as controlling upload/download based 
on time of day, file size, link stability, idle time, frequency, 
time of day, on demand, workgroup category etc. 

3.2.4 Shared Application Data 
0371. Applications (e.g. Applications 312) may use 
shared boxes (e.g. User Boxes 381) to manage shared data on 
behalf of users. The use of shared boxes may facilitate an 
application to operate in a distributed and/or collaborative 
way. 

0372 Applications may store structured data such as 
spreadsheets, databases, records or any other single or col 
lection of objects. For example, a password application may 
store individual items in different files and/or boxes so as to 
manage access to different fields by different people. More 
generally, collaboration applications, such as electronic mes 
saging, instant messaging, forums etc., may be built where 
each element may be stored in different files and/or boxes to 
manage access by different groups. 

3.2.5 Shared Agent Data 
0373) Agents may use shared boxes (e.g. Agent Boxes 
382) to share agent data on behalf of users or applications. 
Note that the use of a shared box for agent system data may be 
advantageous to keep remote services “blind' from activities 
of agents and/or from interfering with the co-ordination and/ 
or other system information exchanges between agents. 
0374. If the agent is managing meta-data associated with a 
shared box, then the agent may store the meta-data (e.g. 
Meta-data 403) in a shared box (e.g. Shared Box 402) and/or 
in an associated box such as a meta-data box (e.g. Shadow 
Box 404). In either case, the shared box or the meta-data box 
may be organised into 'slots’ and/or a queue, for example, 
one for each user. This may be useful, for example, to manage 
concurrent writes by multiple users, to allow versioning of 
permits, to distribute client or managed-user credentials espe 
cially with multiple privileged members or delegated admin 
istrators etc. 

0375. If the agent is managing data on behalf of users or 
applications then the agent may manage its own agent box. 
For example: the creation and management of passphrase 
recovery box and/or a revocation-custodial box. A user may 
still invite?un-invite other trusted users, but the contents of the 
box(s) may be hidden from users and managed by the agent. 
(Further description about Keystore Passphrase Recovery 
and Credential Revocation Messages are covered below in the 
Credentials Layer section.) 

3.2.6 Shared Content Management 

0376 Agents may use shared meta-data (e.g. Meta-data 
403) to facilitate content management. A number of examples 
follow. 
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0377 Agents may facilitate search. For example, by stor 
ing and/or maintaining an index file, e.g. with keywords, for 
content they upload. Users within the box, may download 
Such index files, decrypt them and use them to search for 
information within the box. 
0378 Agents may facilitate annotations. For example, by 
storing and/or maintaining an associated commentary file 
when they upload. Such annotations may be attached to files 
and/or recent actions and/or the box itself. Annotations may 
range from simple comments to more complex things, such as 
instructions and/or workflow commands. 
0379 Agents may facilitate versioning. For example, by 
storing and/or maintaining update histories when content is 
uploaded. This may be used so to manage multiple copies or 
co-ordinate activities on content. 
0380 Agents may facilitate locking. For example, by 
using a lock file to help manage concurrent editing of files. 
0381 Agents may facilitate read-receipts. For example, if 
agents use meta-data to sign-off that they have downloaded 
and/or read a given piece of content. This may be useful for 
applications that implement reliable-messaging and/or non 
repudiation services. 
0382 Agents may facilitate distributed storage. For 
example, users may each choose their own remote service or 
storage provider for reasons such as geography, performance, 
service level agreements (SLAs), cost or other reasons. In 
particular, users with their own storage services may have the 
restriction that only themselves can write to that storage ser 
Vice with others just having read-only access. In this case, 
repository services may present a “box' as a logical view of 
the sum of shared information from each of the user's selected 
storage provider. In addition, agents may need to co-operate 
Such that if a user updates a file in their own area, the agent 
responsible for the previous version of the file may need to 
delete it from that agent's own area. 
0383 Agents may facilitate navigation. For example, by 
presenting hierarchies of folders. 
0384 Agents may facilitate file recognition. For example, 
by storing visual representations of files and/or documents 
Such as thumbnails, icons, labels and/or other attributes Such 
as files size, type, application, keywords, privileges etc. 

3.3 Control Layer 
0385. The purpose of a control layer (e.g. Control Layer 
440) may be to allow agent-to-agent interactions (e.g. Proto 
cols 360). For example, to allow tasks to be securely and 
privately exchanged between agents and/or users and/or 
applications. The control layer may be used to convey capa 
bilities, keys, certificates, authorisations, Attribute Certifi 
cates (ACs), delegated privileges, permits etc. The control 
layer may also enable decentralised management between 
agents such as key management, box management, box invi 
tations, key recovery, box ownership changes etc. 
0386. It is important to note that control interactions may 
primarily be performed and managed client-side, such as by 
an agent(s) (e.g. Agent 340). The agent may interact with 
other system services (e.g. Facility Services 390) and/or 
remote services (e.g. Remote Services 370). The control layer 
may make use of message boxes (e.g. Message Boxes 383) 
and/or meta-data boxes (e.g. Shadow Box 404) for facilitating 
agent-to-agent interactions. In other embodiments of the 
present invention, interaction between agents may be 
achieved via different means. Such as via email, messaging, 
peer-to-peer or other transport systems. 
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0387. The control layer may be secured using certificates 
exchanged in the trust layer (e.g. Trust Layer 460). In this 
way, agents may have a highly secure and private tunnel 
protected by asymmetric cryptography Such as Public Key 
Cryptography (PKC) for communicating between each other. 
The control layer may also be called a channel, path, tunnel or 
private communications means. The control layer may also be 
secured by other means, such as peer-to-peer, direct connec 
tions, SSL connection etc. 
0388 Applications may have their own control layer. For 
example, if the agent manages certificates in an operating 
system or application system certificate store (e.g. Certificate 
Store 314) then this may enable applications (e.g. Applica 
tions 312) with their own control layer and associated proto 
cols and/or messaging system to communicate with other 
associated applications e.g. Secure/Multipurpose Internet 
Mail Extensions (S/MIME) for email, Extensible Messaging 
and Presence Protocol (XMPP) for collaboration, etc. 

3.3.1 Task Interchange 
0389 Control messages or “tasks may be conveyed using 
a message box and/or taskbox and/or “contact” box (e.g. one 
of Message Boxes 383) and/or any other suitable messaging 
means. A remote service (e.g. Remote Services 370) and/or 
repository service (e.g. Repository Services 391) may restrict 
access to contact boxes according to whether users are regis 
tered, for example, via the use of SSL certificates. The service 
may further restrict user's ability to read or write tasks, for 
example to only read/write to appropriate “slots’ and/or a 
queue or write tasks to an appropriate out-box and/or read 
tasks from an appropriate in-box. 
0390 There may be a single task pool and/or a pool for 
each user and/or a pair of slots or contact boxes for each pair 
of relationships. In the case of a pool for each user, a given 
user may be the only one able to read or delete from their own 
pool, but may be able to write to any other pool. In the case of 
pairs of contact boxes, an in-box for one user may be the 
out-box for another user and vice versa for the corresponding 
contact box pair. 
0391 An agent may use any one or any combination of 
means to write tasks to a contact box. For example, the agent 
might directly write to the remote service (e.g. Remote Ser 
vices 370) and/or write via a repository service (e.g. Reposi 
tory Services 391). When a task appears in a contact box, a 
notify service (e.g. one of Repository Services 391) may 
notify the recipient of the arrival of a task, such as via email or 
desktop pop-up or in-band notification. If a task has multiple 
recipients, the task may be copied to multiple in-boxes. 
0392 Remote services and/or repository services may 
ensure that access by users is only for their particular in-box. 
For example: by using SSL mutual authentication. Contact 
boxes (e.g. Message Boxes 383) may be implemented in 
many forms, for example using files, a database, a messaging 
System, a queuing System etc. 
0393 Tasks may be signed, for example using the registrar 
private key of the sending user. The receiving user may check 
the signature, for example, against the registrar certificate of 
the sending user. The receiving user may also check for revo 
cation of the sending user, for example using a revocation 
service (e.g. part of Certificate Services 392). 
0394 Tasks may be encrypted. Encryption may use an 
encryption credential of the intended recipient or Password 
Based Encryption (PBE). Encryption may use a transitory 
Wrapping key. 
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3.3.2 Shared Box Creation 

0395. A conceptual area for sharing information may be 
known as a workspace or shared box (e.g. Shared Box 402). A 
user and/or application via their agent who creates the work 
space may be known as the owner (e.g. Userl 441). An owner 
may invite other people (e.g. User2 451) to the workspace 
using an “invitation’ process. 
0396 Note an important aspect of workspace manage 
ment is key management, for example the creation of keys 
when a workspace is created, the transference of keys on 
invitation, the rotating of keys on un-invite etc. Preferably, 
Such keys may be unique and/or symmetric keys. 
0397 To setup a shared box, the owner may perform one 
or any combination of the following: 

0398 Generate a community key (e.g. Community Key 
445). 

0399. Generate a box key. 
04.00 Generate a permit (e.g. Permit 442) from which a 
box key may be obtained, for example, because the 
permit contains the box key or because the permit con 
tains a map or other mechanism from which the box key 
may be derived. 

04.01 Create a meta-data box (e.g. Shadow Box 404), 
for example, if the meta-data (e.g. Meta-data 403) isn't 
being passed via contact boxes or stored in the shared 
box. 

0402 Create a shared box (e.g. Shared Box 402) for 
example, via instruction to a repository service and/or 
remote service. 

3.3.3 Invitations 

0403. The owner may invite the second user to the box by 
sending them a box key and/or permit and/or community key, 
for example contained in an invite task (e.g. Invite Task 405). 
The invite task may be signed (e.g. Sign 446) Such as with the 
user's registrar private key (e.g. one of Private Keys 482). The 
task may be encrypted (e.g. Encrypt 447) Such as using an 
encryption certificate from the second user (e.g. one of Con 
tact Certificates 462). The task may be encrypted via a wrap 
ping key. The encrypted task may be uploaded to a contact 
box (e.g. Contact Box 408). The repository service may 
notify the recipient (e.g. User2302, User2451) that an item is 
in their contact box. 
04.04 The recipient user and/or application may use an 
associated agent to download the invite task from the remote 
or storage service and extract its contents. The recipients 
agent may use a repository service (e.g. Repository Services 
391) to obtain the location and other necessary information 
for accessing the remote or storage service. 
04.05 The recipients agent may decrypt (e.g. Decrypt 
457) the invite task, for example using their encryption pri 
vate key (e.g. one of Private Keys 492), to obtain the commu 
nity key (e.g. Community Key 455) and/or the permit (e.g. 
Permit 442), for example, using the recipient’s encryption 
private key (e.g. One of Private Keys 492). This may involve 
decrypting a wrapping key and then using the wrapping key to 
decrypt the task. If the task is signed, then the recipients 
agent may check the signature and/or revocation status (e.g. 
Check 456). The signature may be checked using a signing 
certificate (e.g. one of Contact Certificates 472) of the sender. 
Revocation may be checked using a certificate service (e.g. 
Certificate Services 392) for example via OCSP 
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0406. The recipient’s agent may store the box key and/or 
community key and/or permit in their home box (e.g. Home 
Box 412), preferably encrypted, such as with the recipients 
personal encryption certificate (e.g. one of Personal Certifi 
cates 493) and/or via a home-box key. 

3.3.4. Un-Invite 

0407. A “community” may represent the set of users and/ 
or applications (e.g. A, B and C) sharing one or more 
resources (e.g. in Shared Box 402). The owner (e.g. A) may 
have distributed community keys (e.g. Community Key 445) 
or permits (e.g. Permit 442) to the other users (e.g. Band C). 
If the owner needs to “un-invite” a user (e.g. B) then since 
they can’t “take back” the community key or box key, then a 
new key may be needed so that all future encryptions are safe 
from the un-invited user. Generating the new key and distrib 
uting it may be known as key rotation. 
0408. In a relatively simple embodiment of the present 
invention, the community key (e.g. Community Key 445) 
may be used to encrypt (e.g. Encrypt 426) content. If the 
community key is rotated, then this may require the re-en 
cryption of previously stored content. 
04.09. In another embodiment of the present invention, 
another layer of keys may be introduced such as a “permit” 
which may be encrypted. A permit (e.g. Permit 442) may 
contain one or more box keys used to encrypt the content. 
When the community key is rolled over, a new box key may 
also be created and added to the permit. In this case, new 
content may be encrypted with the latest box key and/or old 
content may be decrypted using previous box keys. 
0410. A user may “un-invite' themselves from a box 
(leave the box) in which case they inform the owner and the 
owner rolls over the box keys i.e. distributes new keys/permits 
to the other users. 
0411. In the case that a user is un-invited from a managed 
user box i.e. the parent box of a set of client boxes, then the 
keys of both the parent box and client boxes may need to be 
rotated. 

3.3.5 Permits 

0412. A permit may be used to obtain keys necessary to 
decrypt shared data. Keys may be directly stored in a permit 
and/or may be indirectly stored using a random map from 
which the keys can be derived. Storing multiple keys in a 
permit may be advantageous if box keys are rotated as having 
a history and/or version of box keys may avoid having to 
re-encrypt keys used to encrypt existing content. Using a 
random map may be advantageous to provide key material, 
for example if the end system has difficulty generating cryp 
tographically strong random numbers. 
0413 Permits may be distributed to other users associated 
with a shared box directly via contact boxes and/or indirectly 
via a shared location. Using a shared location (e.g. Shadow 
Box 404) may be better adapted to “broadcast the new per 
mit and may have advantages such as reducing the number of 
messages being sent via contact boxes and/or avoiding “race' 
conditions, for example, by ensuring that each invited user 
has, or has the ability to obtain, the latest permit. 
0414. The owner may store the permit and/or other rel 
evant box information as meta-data (e.g. Meta-data 403). The 
meta-data may be signed (e.g. Sign 443) Such as with the 
owner's registrar private key (e.g. one of Private Keys 482). 
The meta-data may be encrypted (e.g. Encrypt 444) such as 
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using the community key and/or using a wrapping key and/or 
using a certificate (e.g. Certificates 462). The encrypted meta 
data may be uploaded to the shared box (e.g. Shared Box 402) 
and/or to a meta-data box (e.g. Shadow Box 404). 
0415. A recipient may retrieve a permit and/or other rel 
evant box information from a contact box (e.g. Contact Box 
408), from a meta-data box (e.g. Shadow Box 404) and/or the 
shared box (e.g. Shared Box 402). The recipient may be able 
to decrypt (e.g. Decrypt 454) the task that contains the permit, 
via a wrapping key if used, and may check (e.g. Check 453) 
the signature for validity and/or revocation. 
0416. An agent may discard permits that are no-longer in 
use. Such as associated with a deleted box or a box the user 
no-longer has access to Such as being uninvited. In any one or 
any combination of these cases, the triggerto remove a permit 
may be a task from another agent and/or a message from a 
repository service (e.g. Repository Services 391). 

3.3.6 Transactions 

0417. A sequence of tasks may form a transaction. A trans 
action may have an end message, for example, a confirmation 
message or declined message. 
0418 Preferably transactions should be recoverable. For 
example a missing message needs to be re-stored or an extra 
message may be safely deleted (cleaned-up). In this way, 
transactions may have an idempotent property. 
0419. A completed transaction may be indicated by a con 
firmation message. A lone confirmation message may be 
cleaned-up. 
0420. A transaction may be aborted using a declined mes 
sage. A declined message indicates that the other user no 
longer wishes to participate in a conversation. These can 
arrive at any time and should result in the originating user 
removing whatever message was declined from their out-box. 
Alone declined message may be cleaned-up. 
0421 Transactions may be at the trust layer (e.g. Trust 
Layer 460) and/or the control layer (e.g. Control Layer 440). 

3.3.7 Decentralised Management 
0422 Transactions, or more generally agent protocols, 
may allow agents to perform decentralised management. This 
is because transactions, together with end-to-end encryption, 
may allow agents to interact in a peer-oriented manner with 
little, if any, participation in the management activity from 
intermediate services. 
0423. There may be a large number of different transac 
tions due to the broad applicability of embodiments of the 
present invention (as previously noted). In overview, transac 
tions may be single step, two steps, multi-step, or complex. 
0424 Examples of single step transactions include: 
0425 Invitations—A sends Invite (with box key) to B, 
B sends Confirm or Decline 

0426 Permit Update—A sends Permit Update (with 
permit, certificates) to B. 

0427 Client Update—A sends Client Update (with per 
mit, credentials) to B 

0428 Certificate Update—A sends Certificate Update 
(with certificates) to B 

0429 Examples of two-step transactions include: 
0430 Make Contact. A sends Make Contact (with As 
certificates) to B. B sends Accept Contact (with B’s 
certificates) to A 
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0431 Contact Update—A sends Contact Update (with 
A's certificates) to B. B sends Accept Contact (with B’s 
certificates) to A 

0432 Make Contact with invitation—A sends Make 
Contact (with A's certificates, box key) to B. B sends 
Accept Contact (with B’s certificates) to A 

0433 Box Update—A sends Box Update (box id), B 
sends Permit Update (with box id's permit) or B sends 
Client update (with permit, credentials) 

0434 Examples of multi-step transactions include: 
0435 Delayed invitations—A sends Invite to B, B 
sends Accept Invite to A. A sends Confirm (with box 
key) to B 

0436 Invite with sub-boxes—A sends Invite (with box 
key) to B. B sends Accept Invite to A. A sends Client 
Update (with sub-box credentials) to B for every sub 
box and/or client. 

0437 Delayed invite with sub-boxes—A sends Invite to 
B. B sends Accept Invite to A. A sends Confirm (with 
box key) to B and also sends Sub-box Update (with 
sub-box credentials) to B for every sub-box and/or cli 
ent. 

0438 Make contact with delayed invitation—A sends 
Make Contact (with A's certificates) to B. B sends 
Accept Contact (with B’s certificates) to A. A sends 
Confirm (with box key) to B 

0439 Examples of complex transactions include: 
0440 Change owner—A requests token from reposi 
tory service. A sends Change Owner (with encrypted 
token) to B. B sends Change Ownership Accept using 
out-of-band code from A to decrypt encrypted token, B 
sends Change Owner (with token) to repository service, 
B sends Confirm Change Owner to A. A may send Con 
firm Change Owner to repository service 

0441. In addition any of these transactions may have varia 
tions. Examples of Such variations are given in the following 
sections. 

3.3.8 Key Management 
0442. In prior art, key management may be centralised, 
Such as in a key server. In this case, there may be one or many 
administrators who have significant power and/or control 
over the operation of the key server and/or the management of 
the keys. This centralised power may have many, and some 
times severe, associated security risks and impact the level of 
privacy of users. 
0443) In embodiments of the present invention, decentra 
lised key management may be achieved by realising that 
agents themselves can be an authority of keys. This is because 
agents may perform most key management processing client 
side in a decentralised fashion, especially the generation, 
distribution, and rollover of keys. 
0444. In operation, an agent may extend transactions and/ 
or perform other relevant processing in order to provide 
decentralised key management. For example, any one or any 
combination of the following may be performed: 

0445 Collections of keys may be maintained. A collec 
tion of box keys may be known as a permit. In particular, 
previous box keys may be included in the permit so that 
data encrypted using the old box keys can still be 
decrypted. 

0446. When a user is un-invited, the box key may be 
rotated and added to a new permit which is then distrib 
uted to the remaining members. 
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0447. If a user is un-invited or revoked from a parent 
box e.g. managed-userbox, then the keys of each of the 
Sub-boxes e.g. client-boxes may be rotated. 

0448 Usually, invites and un-invites may only be issued 
by the owner. However, the owner may delegate invite 
and/or un-invite privileges to other members in that box. 
Also, a user may be able to un-invite themselves e.g. by 
requesting an un-invite to the owner. 

0449 When a user is revoked, box keys may be rotated 
for each box they were a part of. This may involve each 
owner and/or delegated administrator and/or privileged 
member distributing new permits and/or community key 
to other users in each box that the revoked user is no 
longer a part of. 

0450 Keys may have a lifetime, for example defined by 
policy. If keys exceed this lifetime then they may be 
rotated. Triggers for rotation may include time since 
created, time since last used, number of uses, location, 
changes in delegation, detection of duress etc. 

0451. If an owner has been revoked, any member of a 
box may be allowed to re-invite back the owner. 

0452. If an invitation is combined with a make contact 
request, then Sub-box messages may be encrypted with a 
temporary key, which may be included in the initial 
make contact message. 

0453. Multiple invites may be sent to a user who has not 
yet registered or has not yet accepted a contact request. 
In this case, an additional key may be included in the 
make contact message and used to encrypt any invites 
that were made after the initial make contact request, but 
before it has been responded to. 

0454 Content may be made available before distribut 
ing keys. That is, the distribution or publishing of keys, 
for example a permit, may occur after content has been 
made available. This may be for applications that need to 
synchronise the access of material at the same time, for 
example exams, tenders, entertainment etc. 

0455 Permits may be discarded when no longer 
required. This may involve deleting a permit from a 
user's homebox. For example, ifa user is uninvited from 
a box, the user voluntarily leaves a box, if a box is 
deleted etc. The trigger for removing a permit may be a 
task from another agent and/or a message from a reposi 
tory service. 

3.3.9 Certificate Management 
0456. In prior art, certificate management may be centra 
lised. Such as in a PKI or corporate infrastructure. In this case, 
there may be one or many administrators who have relatively 
significant power and/or control over the life-cycle of certifi 
cates and/or associated infrastructure Such as a user directory. 
This centralised power may pose significant security risks 
and/or may reduce the level of privacy of users. 
0457. In embodiments of the present invention, decentra 
lised certificate management may be achieved by realising 
that agents themselves can be an authority for the life-cycle of 
certificates. This is because most of the life-cycle of certifi 
cates may be performed client-side, especially the obtaining, 
distribution, and renewal of certificates. As such, agents may 
treat their own certificates as private certificates and choose to 
only distribute them as required to trusted contacts. The cen 
tralised role of certificate services (e.g. Certificate Services 
392) may be largely reduced to signing certificates and pro 
viding a revocation facility. 
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0458 In operation, an agent may extend transactions and/ 
or perform other relevant processing in order to provide 
decentralised certificate life-cycle management. For 
example, any one or any combination of the following may be 
performed: 

0459 Signing certificates may be sent along with any 
message, task or confirmation, for example, in case sign 
ing certificates are in the process of being renewed. 
Preferably messages are signed using a registrar creden 
tial. 

0460 Data or messages may contain multiple signa 
tures, for example, if certificates are being renewed or 
rolled over. Thus, a receiver may need to check for any 
signature that matches any appropriate certificate that it 
possesses and/or were contained in the data or message. 

0461 Certificate Updates may be initiated (pushed) to 
multiple agents. For example, if rolling over certificate 
(s) in the case they’ve been renewed or refreshing cer 
tificates in the case an agent wants to ensure contacts 
have the latest certificates. The process of Certificate 
Update task may involve sending certificate(s) to one or 
more or all contacts that the agent has. The Certificate 
Update task may include more than one certificate, for 
example, signing, encryption, email, and/or registrar 
certificates. 

0462 Certificate Updates may be requested (pulled) by 
agents, especially if the agent Suspects that it does not 
have the latest certificate(s) from another agent. For 
example, in the case that an agent receives a task for 
which it does not have a certificate which can validate 
any of the signatures. As another example, if the signa 
ture used to Verify a message had a lower serial number 
than the highest one actually used in the message. 

0463 When receiving a Certificate Update, an agent 
may store the new certificates in their home box. The 
agent may first check that the certificate update is, in 
fact, newer than that which is already stored, for 
example, by checking issuer and serial numbers and/or 
issuance dates. The check may be based on information 
in the associated registrar certificate. The information 
written to the home box may be in an encrypted form, for 
example, by using the agent's encryption certificate or 
home box key. 

0464) Ifa privileged user invites a user to a box to which 
the owner has not directly made contact with, then an 
exchange of certificates between the owner and the 
invited user may occur e.g. via the delegated adminis 
trator and/or privileged member passing between the 
owner and/or invited user the other's certificates and/or 
triggering. Such as via a message, to one or both of the 
owner and/or invited user the need to exchange certifi 
Cates. 

0465. A change owner transaction may have additional 
checks, such as to check that the target party is in the box 
and has direct contacts with each of the people in the 
box. This may be to ensure that the new owner has 
appropriate certificates for users of the box. 

0466 If a user renews their certificate(s), the Certificate 
Update task may be signed using the expiring registrar 
certificate. The signing provides the new credentials 
with their "cryptographic provenance'. Once an agent 
accepts the new certificate(s), for example after check 
ing signatures, revocation and/or user approval, the 
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agent may replace the old certificate(s) with the corre 
sponding new ones in its list of contacts and/or store 
them in its home box. 

0467. If a box owner or delegated administrator or privi 
leged member requests certificates for a client box, then 
the Certification Signing Request (CSR) may be signed 
by the box owner or delegated administrator's or privi 
leged members registrar certificate. 

0468. If an owner endorsed a temporary SSL certificate 
of a member using an attribute certificate and the mem 
ber is Subsequently un-invited then the owner may 
revoke the attribute certificate, for example, by advising 
an OCSP Server. 

0469 If client credentials need to be created, then the 
owner or delegated administrator or privileged member 
creating the client may use their registrar credentials to 
sign the certificate request. The number of certificates 
requested may be less than that required for a full user, 
for example, it may not be necessary to request a regis 
trar and/or email certificate for a client or managed-user. 

0470. If client certificates need to be renewed, then the 
owner or delegated administrator or privileged member 
may distribute the new credentials (pairs of private key 
and renewed certificate) to the other parent box users e.g. 
directly or via a meta box, and/or leave a message in the 
client's home box indicating that new credentials are 
available. After login, the client may then read the new 
credentials, save them to credential backup and/or delete 
the old credentials. 

0471. If a client is deleted then that client’s box may be 
deleted or marked as deleted. In addition, the client may 
be revoked which may involve and/or cause any associ 
ated boxes to be deleted, such as their home box and/or 
their credential backup box, as well as any associated 
authorisations. 

0472. A delayed invitation may involve a double check 
on confirmation that a user really wants to invite them to 
a passphrase-recovery box and/or a revocation-custodial 
box. 

3.3.10 Access Management 
0473. In prior art, access management may be centralised, 
Such as being enforced in an operating system and/or appli 
cation. In this case, there may be one or many few adminis 
trators who have significant power and/or control over the 
policies of the operating system and/or application which is 
enforcing access to the data being protected. Typically, Such 
access policies consist of Access Control Lists (ACLS) defin 
ing “who has access to “what'. However, this centralised 
approach may have significant security and/or privacy risks, 
for example because of the potential for administrators to 
abuse such power, the concentration of power as a target for 
attackers, the possibility of administrators making mistakes 
etc. 

0474. In embodiments of the present invention, decentra 
lised access management may be achieved by realising that 
agents can protect data (the “what') using encryption and 
control access through the distribution of keys (the “who'). 
This is possible because agents may perform encryption and 
key management client-side without being Subservient to any 
intermediate service. 
0475 Whilst encryption protects data itself, there may 
also be a need to control access to groups of encrypted data 
(conceptually boxes) within the remote service itself. This 
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may be for efficiency reasons, so that users may only have 
access to encrypted “blobs' that are relevant to them. 
0476. Thus access management may be divided into two 
parts: 

0477. A "macro” access requirement, being the access 
to groups of encrypted blobs (boxes) in a remote service. 
Note that this access control may be governed by reposi 
tory services. 

0478 A “micro” access requirement, being the control 
of access to the data itself. Note that this access is 
enforced by encryption and controlled by keys. 

0479. In operation, an agent may extend transactions and/ 
or perform other relevant processing in order to provide 
"macro' related access management. For example, any one or 
any combination of the following may be performed: 

0480. When a box is created, SSL access may be auto 
matically given to the owner. 

0481. When an invitation is accepted, the owner's agent 
may advise the repository service and/or remote service 
to grant the invited user SSL access to the box. 

0482. The acceptance of the confirmation may be 
manual and/or be set to a given time. In this case, invi 
tations may become a three step process: the invite, the 
acceptance and the confirmation. This may be used to 
synchronise many members into a box at once. For 
example, to invite a set of people to a box, an agent or 
user may wait for acceptances, then confirm the accep 
tances at the same time. Since the confirmation may 
involve advising repository and/or remote services to 
grant SSL access to the box, this process effectively 
opens up access to a box at the same time to all invitees. 

0483 If a user is revoked, then SSL access may be 
blocked in some or all of the system services and/or 
remote services. In this case, associated home boxes and 
contact boxes may be deleted. This box deletion may 
occur via the revocation service and/or associated cer 
tificate service instructing the repository service and/or 
remote service. 

0484. When a user is un-invited from a box, the box 
owners agent may advise the repository service to deny 
SSL access to the box for the un-invited user. 

0485. If a box owner or delegated administrator or privi 
leged member requests certificates for a client box, then 
the Registration Authority (RA) may check with the 
repository service that the requestor is a member of the 
associated box. 

0486 A change owner transaction may pass additional 
data, Such as box access codes being enforced by a 
repository service and/or remote service. 

0487. If multiple home boxes are used, or information 
in a home box is tagged, then access to a particular home 
box and/or particular tagged information may be access 
controlled. Such access controls may be defined in a 
policy. Conditions for access may include location, 
tokens, time of day, time since last access, device, autho 
risation token etc. For example, access may be restricted 
according to country. 

3.3.11 Recovery Management 

0488. In prior art, recovery management may be centra 
lised, such as empowering centralised administrators to over 
ride user controls, reset passwords, issue new keys etc. This 
may have management costs and/or security and privacy 
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risks, as most, if not all, Support problems may become the 
responsibility of the central group with Such power. 
0489. In embodiments of the present invention, decentra 
lised recovery management may be achieved by realising that 
agents may take special precautions to facilitate recovery 
themselves, without necessarily involving any centralised 
party. For example: making agent protocols omnipotent, add 
ing extra information to transactions to detect inconsisten 
cies, ensuring redundancy of keys via distributing a copy to 
each authorised user, backing up information for example in 
their home box, etc. 
0490. In operation, an agent may extend transactions and/ 
or perform other relevant processing in order to provide 
decentralised recovery management. For example, any one or 
any combination of the following may be performed: 

0491. If a transaction involves a key transference (e.g. a 
permit) the confirmation message may include a hash of 
the permit or key data If the receiver finds that the hash 
of the confirmed permit does not match the current per 
mit then the transaction may be repeated or aborted. 

0492 Copies of codes may be stored in a user's home 
box, for example for recovery reasons. Codes may 
include contact codes, invitation codes, change-owner 
codes etc. If a code is found in a home box, then asso 
ciated messages may be expected to be found in the 
contact box for the recipient. If these are not found, then 
appropriate action may be taken such as to restart or 
abort the transaction. 

0493. On start-up, if the repository service or remote 
service returns more boxes than an agent has permits 
and/or community keys for then the agent may request 
associated permit(s) and/or community key(s) by send 
ing a Box Update request to the owner(s) of the unex 
pected box(s). 

0494. On start-up, if the agent has more permits and/or 
community keys than there are boxes, then those redun 
dant permits and/or community keys may be discarded. 
A common example may be that a client box was deleted 
while the agent was offline. 

0495. A user in a parent box may reset their client per 
mit by using the client credentials to read the client 
permit out of the client’s home box or an associated 
meta-box. This may occur if an agent needed to ensure 
that they have the latest client permit. 

3.3.12 Privacy Management 

0496. In prior art, the server-side oriented service provid 
ers may make privacy a concern. This is because centralised 
administrators may have the power to access user information 
and/or a service provider may make use of user data for its 
own commercial purposes. For example, the service provider, 
or associated partners, may sell, track, archive, backup, 
aggregate, resell, correlate, target and/or otherwise take 
advantage of end-user information. Though service providers 
may have a “privacy policy’, these may be non-binding, 
voluntary, hard to verify, and/or diluted by service provider 
Terms of Service which may claim a right to use or access user 
data for any purpose that the service provider deems neces 
sary to run their service. 
0497. In embodiments of the present invention, decentra 
lised privacy management may be achieved by realising that 
agents, with the use of encryption and protected agent-to 
agent transactions, may have considerable scope to ensure 
that intermediate parties are effectively “blind to activities 
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occurring between agents. In addition, agents may limit infor 
mation and/or interactions with other agents to further 
strengthen privacy. 
0498. In operation, an agent may extend transactions and/ 
or perform other relevant processing in order to enhance 
privacy. For example, any one or any combination of the 
following may be performed: 

0499. A target user may decline a contact by simply 
ignoring it. In this way, the target user may hide from 
another user their existence in the system. 

0500 An invitee may decline an invite by simply ignor 
ing it. In this way, an invitee may hide from another user 
whether or not they are active in the system. 

0501 Profile information may be voluntarily passed 
between users. This allows users to have the option of 
what personal information, if any, should be conveyed to 
another user e.g. name, phone numbers, location etc. 

0502 People or applications may register with pseud 
onyms. 

0503 Member(s) in boxes may not know who else is in 
the same box as them. 

0504. Users may have no way of finding out which 
boxes other users are in. 

0505 Filenames in the remote service may be obfus 
cated to avoid leaking information and/or giving any 
indication about the contents of the encrypted content. 

0506 Revocation messages may not need to give details 
of who is being revoked. All that may be required in a 
revocation message may be the issuer and serial num 
bers of revoked certificate(s). 

3.3.13 Managed-Users 

0507. In prior art, it is usual for end-users to have an 
administrator manage their account and/or credentials for 
them. These end-users may be known as “managed-users’. 
For a service provider, most users may be managed-users so 
that centralised administrators can setup, manage, Support 
and/or terminate users as required. For a company, most users 
may be managed by centralised administrators so that the 
company can enforce security policies, such as role manage 
ment and/or auditing. However, such centralised approaches 
may have significant security and/or privacy risks. 
0508. In embodiments of the present invention, decentra 
lised provisioning management may be achieved by realising 
that agents themselves can be an administrator for other 
agents. This is because agents may manage credentials on 
behalf of other users and agents may manage boxes on behalf 
of other users. 
0509. In implementation a managed-user may be able to 
access a sub-box under a shared box, called a "client' box. 
Client boxes are especially useful for companies as they may 
allow staff invited to a parent box to be able to view and/or 
manage any of the Subordinate client boxes. Client boxes may 
also useful for experienced users as it allows them to quickly 
setup and/or manage boxes on behalf of other users. Note that 
any member of a parent box may be able to read and/or write 
to client boxes but a given client may only be able to read 
and/or write to their own client box. 
0510. In operation, an agent may implement extended 
interaction protocols and/or perform other relevant process 
ing in order to provide decentralised administration of man 
aged-users. For example, any one or any combination of the 
following may be performed: 
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0511. Abox owner, or delegated administrator or privi 
leged member, may provision a client by generating 
their credentials and/or creating a client box. 

0512 Generating credentials may involve generating a 
key pair(s), obtaining certificate(s) and storing them in a 
credential-backup box and/or a credential backup ser 
vice. The box owner may then give the name and pass 
phrase used for credential backup to the client. 

0513. When obtaining client certificates, the Registra 
tion Authority (RA) may check that the email address 
conforms to predetermined criteria, such as a Sub 
domain and/or an identifier for the parent box, and/or 
that the requestorisan owner, or delegated administrator 
or privileged member, of the parent box. Note that the 
combination of the predetermined email address format 
and the signature on the Certificate Signing Request 
(CSR) corresponding to the registrar certificate of the 
requestor may avoid the need to have an authorisation 
code normally used on registration. 

0514 Clients may automatically be invited to their cli 
ent boxes. This may occur by storing the client box 
permit in the client’s home box. 

0515 Shared client boxes may be managed in a similar 
way to client boxes. A client may be assigned to a client 
shared box by copying the client shared box permit into 
to the client’s home box. A shared client box may be 
restricted to selected clients, for example by using tags 
or groups or manual assignment. An all-client shared 
box may automatically assign clients to that all-client 
shared box. 

0516 Members of parent boxes may automatically be 
invited to client boxes when client boxes are created 
and/or when a user is invited to a parent box with exist 
ing client-boxes associated with it. This is because mem 
bers may obtain client permits by accessing the clients 
home box. Similarly, members of parent boxes may also 
automatically be invited to client shared boxes. 

0517. When a client logs in, they may only see their own 
client box. If there are client shared boxes then they may 
also see these shared boxes. Note that the SSL creden 
tials used on login, Such as to a repository service and/or 
remote service, identifies them and therefore may deter 
mine which boxes they may access. 

0518. A client may use a different interface to access 
boxes with, such as a private portal. This may avoid 
clients needing to maintain their own credentials locally; 
instead they may be retrieved via credential backup on 
each login. 

0519 Credentials of client boxes may be distributed to 
other members of the parent box. This may allow those 
members to reset a client’s passphrase. To reset a pass 
phrase, the box owner or other authorised box member 
(s) may connect to credential backup using the clients 
SSL certificate, store the credentials with a new pass 
phrase, and then give the new passphrase to the client. 

0520. A client may reset their passphrase, similar to any 
other user, by simply storing their credentials in creden 
tial backup. Note that a parent box member may never 
know this new passphrase as their reset passphrase pro 
cedure uses the client's SSL certificate for authentica 
tion and not the client’s old passphrase. Additionally, the 
credential backup service may never know the pass 
phrase as the credential backup service may use a 
derived passphrase. 
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0521. A parent box member may ensure that they have 
the correct client permit by reading it from the clients 
home box. Note that to do so, the parent box member 
may need to connect to the remote service and/or reposi 
tory service using the SSL certificate of the client. 

0522 Since client users may not be invited or un-invited 
to other boxes, they may not need to have contact boxes. 
Note that the invite and/or un-invite to shared client 
boxes may be handled by directly writing to, or remov 
ing permits from, their home box. 

0523 Client permits may be placed in parent boxes or 
an associated meta-box. This is to cater for the case 
where a delegated administrator or privileged member 
doesn’t have direct contact with other box users so there 
fore cannot pass on the credentials to those users. A 
client-permit-key may be generated and stored in the 
parent box permit and used to encrypt client permits. 
This has advantages such as increasing scalability by 
reducing the number of contact box messages, reducing 
the risk of race-conditions between different delegated 
administrators or privileged members, reducing the 
number of asymmetric-key operations (used in contact 
box messages), etc. 

0524. If a user in a parent box is un-invited or revoked 
then some or all of the associated permits of the parent 
box and/or client boxes may be updated e.g. for each 
box, generate a new box key, add the associated permit 
and distribute to the other members of the box. 

3.3.14 Privileges 
0525 Administrative functions may generally be per 
formed by the box owner. However, it may be useful for a box 
owner to be able to delegate administrative privileges to other 
users in their box. Examples of privileges or permissions may 
include any one or any combination of 

0526 Allowing users to invite other users to the box. 
Note that this privilege may involve passing certificates 
of the new user back to the box owner. 

0527 Allowing users to create clients. 
0528 Allowing users to change access permissions on 

files or folders. 
0529 Allowing users to upload, modify or rename files. 
0530 Allowing users to annotate files. 
0531. Allowing users to send messages to other users in 
a box. 

0532 Allowing users to reset passphrases of clients. 
0533. Restricting users to particular access permissions 
for the entire box. 

0534. In operation, the enforcement may require co-op 
eration by a system service. Such as a repository service 
and/or remote service. In this case, a box owner may send a 
message to the system service indicating any changes in 
authorisation by any of the users in their box. Alternatively, 
the box owner may supply members with appropriate 
Attribute Certificates (ACs) for their privileges. In this case, 
users wishing to exercise privileges, may need to Supply the 
appropriate AC at the time that the privilege or permission is 
needed. (ACs are further described in the next section). 

3.3.15 Attribute Certificates 

0535 In an advanced aspect of embodiments of the 
present invention, Attribute Certificates (ACs) may be used 
for privileges or permissions. In this case, a repository service 
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may verify an SSL certificate for a session on connection, and 
ensure that an appropriate AC is provided for each privilege 
required on that session. The AC’s may be provided at con 
nect time and/or provided at the time of a request. 
0536 Privileges may be granted via a member, for 
example by the owner, generating an appropriate AC signed 
by their registrar credential (private key). The AC may be 
short lived which may avoid the need for revocation support. 
An AC may be tied to a transaction, for example via a hash. A 
standard X.509 AC format may be used, for example, by 
making use of the “Holder field. The user may issue an AC to 
a recipient, for example via their contact box. The AC may 
cover any permission, Such as, to invite a user to a box, allow 
creation of clients, read a file, write a file, delete a file, rename 
a file etc. The AC may be single use, such as to download a file 
only once. The repository may enforce privileges by only 
allowing operations granted by an appropriate AC. 
0537 AC’s may be issued by an agent or external attribute 
certificate server (e.g. Certificate Services 392) or a third 
party PKI. Attribute certificates may be revoked, for example, 
using an OCSP service. Note that such a revocation service 
may be a convenience and differs from a regular CA in that 
attribute certificates may be signed by user credentials such as 
their registrar private key, not a CA key, so the central location 
is just to provide somewhere where revocation messages may 
be stored. A reason for making use of a revocation service 
may be so that an attribute certificate could be disabled for 
example, when a user is un-invited from and/or leaves a box. 
In addition, or as an alternative, ACs may have short life, for 
example weeks or days or hours or any other time period. 
0538 By using ACs, central servers (e.g. Remote Services 
370 and/or Repository Services 391) may not need to main 
tain an authorisation list. For example, when a “create client’ 
message is received, the server may base its access decision 
based on a cryptographic authorisation Such as an AC, rather 
than checking that the requesting user is allowed to perform 
an operation based on a server authorisation list. 
0539 For example, to convey a “create client' permission, 
a box owner may generate an AC signed using their registrar 
private key and may reference the SSL certificate of the target 
user. The AC may be sent to the target user via their contact 
box. When the target user wants to create a client, it would 
send the AC to the server. 
0540. When the server receives a request to create a client, 
the server may perform a number of checks. For example, any 
one or any combination of the following may be checked: 

0541. If the request is from the box owner then no AC 
may be required. 

0542. If the request is from a user who is not a member 
of the box, the request may be rejected 

(0543. The AC is signed by the box owner 
0544 The AC is valid e.g. not expired or not revoked 
0545. The AC references the target user, for example, 
the SSL certificate of the target user. 

0546 Similar checks may be performed for other opera 
tions. 
0547 Box ownership may be handled by simply associat 
ing a box with a particular registrar certificate. In this case, 
privileges may be recognised only if an AC is signed by the 
owner's registrar credentials (private key). 
0548 Revocation may be handled by using a standard 
form e.g. V2Form, and include the X.500 issuer name and/or 
serial number which may allow the use of OCSP to confirm 
the AC issuer is valid and/or the AC itself is valid. 
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0549. It is important to note that ACs may be used to 
handle most, if not all, system management permissions, e.g. 
read/write/delete permission(s), delegation of invite(s), box 
membership, etc. This means that central servers may not 
need to maintain a permissions database or any state infor 
mation about users of a box as the rights of an SSL session 
may be governed by reference to the ACs provided on that 
session. 

3.3.1.6 Anonymity 

0550. In further advanced aspects of embodiments of the 
present invention a combination of attribute certificates (ACs) 
and SSL, or equivalent, certificates may be used to facilitate 
anonymity. In this case, a user's security domain may be 
further protected as, not only may it be difficult, if not impos 
sible, for intermediate parties to read a user's data, but it may 
become difficult, if not impossible, for intermediate parties to 
tell who a user is collaborating with. 
0551 As described above, the box creation step may asso 
ciate an owner's registrar certificate with a box. Once this 
association has been made, intermediate services, e.g. reposi 
tory services and/or remote services, may only accept 
requests from sessions that have an appropriate AC, signed by 
the owner's registrar credential, which references the SSL 
certificate of the current session. 
0552. By extension, an owner may issue multiple ACs to 
authorise one or more SSL certificates for use by a member. 
For example, a member may provide one or more SSL cer 
tificates, such as from a temporary certificate server (e.g. one 
of Certificate Services 392) which the owner could endorse 
using an AC. Such an SSL certificate could then be used to 
connect to the intermediate services, thereby disguising who 
is the real user, especially if the label in the SSL certificate 
was untraceable. Such as a random number or random String. 
This randomness may facilitate anonymity as the intermedi 
ate infrastructure may only see random, but authorised, SSL 
sessions performing actions. 
0553 Note that an owner may hide their own activity by 
obtaining temporary SSL certificates and issue ACs to autho 
rise themselves. Further, any number of SSL certificates 
could be authorised allowing activity to be dispersed between 
sessions, with the intermediate services being relatively 
“blind to which user performs what action or even doing 
traffic analysis to try to build profiles of end-points. 
0554. Note also that if notifications were in-band, for 
example a client Such as a "Dashboard' monitoring agent, 
then this may avoid the need for external email notifications 
which may give away some aspects of who is doing what. 
0555. Further, if intermediate services where not associ 
ated with billing, such as by using an external billing system, 
then they may have no means to identify any end users, nor 
have much, if any, ability to associate a label with an end 
identity. 

3.3.17 Ownership 

0556. In another aspect of embodiments of the present 
invention, ownership may not necessarily be associated with 
a single user. Generally, the concept of an “owner is some 
one who can un-invite any other user but can’t be uninvited 
themselves. 
0557. In more complex cryptographic arrangements, such 
as quorums, there may be Zero owners, but a box may be 
collectively owned. This ownership may be complete, such 
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that each owner has equal rights. Ownership may require 
co-operation, for example, users having parts of keys and 
needing to combine their key parts in order to have a complete 
key to perform operations. Ownership may established be via 
a group mechanism, Such as being member of a group gives 
permission to perform owner related activities. 
0558 Usually, a change owner process uses an agent pro 

tocol, for example between a box owner and a box member 
(as described above). However, sometimes, a change of own 
ership may not be possible or practical, for example where an 
owner has left a company or has forgotten their passphrase or 
otherwise is notable to perform the duties of an owner. In this 
case, repository services may re-assign a box to a new owner. 
This re-assignment may check that the new owner has contact 
with each box member. Alternatively, a box-to-box copy may 
be used which may involve encrypted content being copied to 
a new box along with a re-encrypted content key from the box 
owner. When Such processes are complete, the old owner may 
be revoked. 

3.4 Trust Layer 

0559 The purpose of a trust layer (e.g. Trust Layer 460) 
may be for end users to establish bilateral relationships with 
other users and/or for agents to exchange certificates. 
Exchanging certificates may be important for securing the 
control layer (e.g. Control Layer 440). 
0560. Note that trust management may primarily be per 
formed and controlled client-side, such as by an agent (e.g. 
Agent 340). In this way, the trust management (also called 
relationship management or identity management) may be 
considered decentralised. Further, agents may treat their own 
certificates as private certificates and only distribute them as 
required to trusted contacts. The exchange of certificates may 
be encrypted to protect from man-in-the-middle attacks and/ 
or to help maintain privacy of the certificates. 
0561. In other embodiments of the present invention, trust 
management may be obtained via different means, such as 
leveraging existing corporate, PKI and/or WoT systems. 
0562 By way of example, the following descriptions 
make use of a first user (e.g. Userl 301, Userl 441) and a 
second user (e.g. User2302, User2 451). The two users may 
each have their own credentials. For example, the first user 
may have credentials comprising private keys (e.g. Private 
Keys 482) and associated personal certificates (e.g. Personal 
Certificates 483) which may be stored in a keystore (e.g. 
Keystore 481). Similarly, the second user may have creden 
tials comprising private keys (e.g. Private Keys 492) and 
associated personal certificates (e.g. Personal Certificates 
493) which may be stored in a second keystore (e.g. Keystore 
491). 
0563) Note that descriptions in this specification regarding 
users equally apply to applications in machine-to-machine 
environments. Thus a “user” may equally be an end-system 
and/or application and so the following descriptions should 
be read in this context. 

3.4.1 Vetting 
0564. The process of establishing a trusted relationship 
may involve the verification of identity of people and/or the 
authenticity of end systems. This process may also be known 
as a make contact process, a relationship establishment pro 
cess, an introduction process, a Vetting process, a proof-of 
identity process etc. 
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0565. In order for the first user to establish a trusted rela 
tionship with the second user, a Vetting process (e.g. Vetting 
303) may be required. The process of establishing a relation 
ship may be one-way or both-ways or multi-way in the case of 
many users. It may involve the first user verifying the identity 
of the second user and/or the second user verifying the iden 
tity of the first user. 
0566. The verification process may involve the first user 
giving a contact code (e.g. Contact Code 461) to the second 
user (e.g. Contact Code 471). The contact code may be gen 
erated by the first user's agent and/or chosen by the first user. 
The contact code may be thought of as a bootstrap key 
because it enables the encryption and decryption of the initial 
contact message. 
0567 The contact code may be conveyed using out-of 
bands means. The out-of-bands means may help establish 
proof-of-identity, Verification, validation or other assurances 
that the parties are who they say they are. The out-of-band 
means may use any method, for example in person, over the 
telephone, via SMS, via email, via file transfer, via instant 
messaging, using physical means such as in person, etc. 
0568. In the case of applications which need to establish 
bilateral relationships, the process of Vetting may involve a 
first application establishing the authenticity of a second 
application and vice versa. This may be done manually be 
machine administrators, such as with a contact code and/oran 
automated means such as using configuration or other prede 
termined criteria. 

3.4.2 Certificate Exchange 
0569. The process of establishing a bilateral relationship 
may involve the exchange of certificates. The purpose of 
exchanging certificates may be to provide a cryptographically 
strong control layer (e.g. Control Layer 440) also called a 
control path, plane, channel or tunnel with other users or 
applications. 
0570. Such an exchange may include more than one per 
sonal certificate (e.g. Personal Certificates 483) by the first 
user requesting the relationship and/or a second user accept 
ing the relationship request (e.g. Personal Certificates 493). 
For example, an encryption certificate, a content signing cer 
tificate, and/or a system signing certificate (e.g. registrar cer 
tificate) may be included. The registrar certificate may be 
used to check the signing of control messages, certificate 
requests, renewal of certificates, a revocation message etc. 
0571. The exchange of certificates may make use of con 
tact boxes or equivalent such as message boxes or control 
boxes. As part of a make contact request process, a contact 
box between the first user and the second user may be created 
(e.g. Contact Box 408). As part of a make contact accept 
process, a contact box between the second user and the first 
user may be created (e.g. Contact Box 410). In order to create 
Such boxes, the agent associated with each user may utilise 
repository services (e.g. Repository Services 391) and/or 
remote services (e.g. Message Boxes 383). 
0572. In other embodiments of the present invention, the 
exchange of certificates may be obtained via other means, 
Such as email, instant messaging, a "cloud' messaging Ser 
vice, a “cloud' queuing service, a USB device, a direct con 
nection or any other physical or electronic transport means. 

3.4.3 Make Contact Request 
0573 The first user may create a make contact task (MCT) 
(e.g. Make Contact Task 407). The MCT may be signed (e.g. 
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Sign 464) for example using the first user's registrar private 
key (one of Private Keys 483). The MCT may be encrypted 
(e.g. Encrypt 463) using a contact code (e.g. Contact Code 
461) as the encryption key. The contact code may be any code, 
password, passphrase, number, known certificate or any other 
type of key. The encryption may involve a wrapping key. 
0574. The MCT may be conveyed to the second user, for 
example via a contact box (e.g. Contact Box 408) or other 
means Such as email. A contact box may be created, for 
example using a repository service (e.g. Repository Services 
391) and/or remote services (e.g. Remote Services 370). 
Note, at this point, the second user may not yet have creden 
tials. 
0575 If the second user has not yet known to the system, 
e.g. registered, they may receive a notification (e.g. from 
Repository Services 391) inviting them to register in order to 
gain credentials (e.g. Private Keys 492 and Personal Certifi 
cates 493). Alternatively, the second user may obtain their 
personal credentials via other means e.g. leveraging an 
already existing credential infrastructure. 
0576. The second user may retrieve the MCT (e.g. Make 
Contact Task 407) from their contact box (e.g. Contact Box 
408) and decrypt it (e.g. Decrypt 473) using a contact code 
(e.g. Contact Code 471) provided by the first user. The 
decryption may involve a wrapping key. The decryption may 
make use of one or more personal certificates (e.g. Personal 
Certificates 483) from the first user. The second user may add 
the first user's certificates to their list of known contacts (e.g. 
Contact Certificates 472). The second user may check (e.g. 
Check 474) the signature of the MCT, for example using the 
registrar certificate of the first user. The second user may also 
check for revocation of the first user, for example using a 
revocation service (e.g. part of Certificate Services 392). The 
second user may also store the first user's certificate(s) in their 
home box (e.g. Home Box 412), preferably encrypted (e.g. 
Encrypt 494) with their encryption certificate (e.g. part of 
their Personal Certificates 493). 

3.4.4 Make Contact Accept 
0577. The second user may accept the make contact 
request by returning an accept contact task (ACT) (e.g. 
Accept Contact Task 409) which may contain one or more 
personal certificates (e.g. Personal Certificates 493) of the 
second user. The second user may sign (e.g. Sign 476) the 
ACT, for example using their registrar private key (e.g. one of 
Private Keys 492). The second user may encrypt (e.g. Encrypt 
475) the ACT using a certificate such as an encryption cer 
tificate provided by the first user (e.g. part of Contact Certifi 
cates 472). The encryption may involve a wrapping key. The 
ACT may be transferred back the first user via message box 
(e.g. Contact Box 410) which may be part of a remote service 
other messaging means e.g. email. A contact box may be 
created, for example using a repository service (e.g. Reposi 
tory Services 391) and/or remote services (e.g. Remote Ser 
vices 370). 
0578. The first user may retrieve the ACT and decrypt it 
(e.g. Decrypt 465) using a private key (e.g. one of Private 
Keys 482) such as the private key associated with their 
encryption certificate. The decryption may involve a wrap 
ping key. After decryption, the first user may retrieve one or 
many personal certificates (e.g. Personal Certificates 493) 
from the second user. The first user may add these certificates 
to their list of known contacts (e.g. Contact Certificates 462). 
The first user may also store the certificate(s) in their home 
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box (e.g. Home Box 411), preferably encrypted (e.g. Encrypt 
484). Such as using their encryption certificate (e.g. part of 
their Personal Certificates 483) and/or via a home-box key. 
0579. If the ACT was signed, then the first user may check 
(e.g. Check 466) the digital signature using a signing certifi 
cate of the second user associated (e.g. part of Contacts 462). 
The first user may also check for revocation of the second 
user, for example using a revocation service (e.g. part of 
Certificate Services 392). 

3.4.5 Make Contact Acknowledge 
0580. On acceptance of an ACT, the first user may sendan 
acknowledgement to the second user via their outgoing con 
tact box (e.g. Contact Box 408) and/or delete the MCT from 
their outgoing contact box. The acknowledgement may be 
signed and/or encrypted. 
0581. The second user may receive the acknowledgment 
and/or is notified about the removal of the MCT from the 
contact box as a signal of confirmation and delete the ACT 
from their outgoing contact box (e.g. Contact Box 410). If the 
second user receives an acknowledgement task, the second 
user may decrypt it and check its signature in a similar way to 
the methods described above. 

3.4.6 Make Contact Extensions 

0582. A MCT may be declined with a specific message. 
0583. A MCT may have a limited lifespan and may be 
deleted after it has timed out. This may be useful for privacy 
reasons as a target user may wish to ignore a MCT without 
betraying the fact that they exist and/or are actually in the 
system. 
0584) The make contact process/protocol may be 
extended to carrying control messages. For example, a MCT 
may include one or more invitations to a box. This may allow 
a new user to be invited to a box as soon as they have regis 
tered, they can gain access to the box without the need for the 
owner to be available to issue the invite after registration (as 
previously described). 
0585. The make contact process may be communicated 
using external means, such as email, instant messaging, mes 
sage queues, physical means or any other Suitable transport 
mechanism. 
0586. If message boxes (e.g. Contact Box 408, Contact 
Box 410) are provided by a remote service (e.g. Remote 
Services 370) then the message boxes may be used as contact 
boxes (e.g. Contact Box 408). 

3.5 Credentials Layer 
0587. The purpose of a credential layer (e.g. Credentials 
Layer 480) may be for users and/or applications and/or agents 
to obtain and manage credentials, preferably certificate based 
credentials. Credentials may be required for different pur 
poses, for example, signing, encryption, certificate manage 
ment and/or communications. Communications certificates 
e.g. Secure Socket Layer (SSL) certificates may be required 
to access facility services (e.g. Facility Services 390) and/or 
remote services (e.g. Remote Services 370). 
0588. Note that credential management may primarily be 
performed and controlled client-side, Such as by an agent (e.g. 
Agent 340). The agent may interact with other system ser 
vices (e.g. Facility Services 390) and/or remote services (e.g. 
Remote Services 370). In other embodiments of the present 
invention, credentials may be obtained via different means, 
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Such as integration with corporate identity systems, PKIS or 
any other identity management system, preferably that man 
ages certificate based credentials. 

3.5.1. Obtaining Credentials 

0589. The credentials of users (e.g. User1301) may be 
strong credentials, such as certificate based credentials, and/ 
or may be stored securely in a keystore (e.g. Agent Data 331). 
Credentials may include keys and/or certificates for different 
purposes, for example signing, encryption, communications, 
email and/or certificate management. The combination of a 
private key and certificate may be considered a credential. If 
Such personal certificates are not generally published then 
they may be considered as private certificates. 
0590 Credentials may be obtained via a registration pro 
cess or enrolment process and may make use of system ser 
vices (e.g. Facility Services 390). Alternatively, credentials 
may be obtained by leveraging or importing them from a third 
party system(s). 
0591 Credentials may be obtained via certificate services 
(e.g. Certificate Services 392) which may comprise a Certi 
fication Authority (CA) and/or a Registration Authority (RA). 
Credentials may also be obtained via external means, such as 
being issued on a smart card. Users (e.g. Userl 301 and User2 
302), may obtain credentials from different CAS. Note that it 
is not necessary for certificate credentials of different users to 
be related, compatible or in the same format. Thus, certificate 
credentials may be mixed and/or be in different forms and/or 
signed by different authorities and/or self-signed. Preferably, 
certificates are in X.509 format. 

0592 Credentials may include private keys (e.g. Private 
Keys 482) and/or personal certificates (e.g. Personal Certifi 
cates 483). Each user (e.g. Userl 301) via their agent (e.g. 
Agent 340), may generate one or more key pairs. A key pair 
may be a private key and the other may be a public key. Each 
private key may be stored in the keystore. A public key may be 
self-signed, signed by other trusted parties or sent to a Certi 
fication Authority (CA) for signing. The sending of a public 
key to a CA may be via a Certificate Signing Request (CSR) 
and the returning of a signed certificate may be in a Certificate 
Signing Response (CSRR). 
0593. The CA may perform minimal name check or proof 
of identity, for example, a verification of the email address to 
be used in the issued certificate, to validate that the name is 
Somehow related to the person or application requesting the 
certificate. As part of certificate signing, a CA or RA may 
require other information Such as evidence of identity, a 
unique label Such as an email address, and/or cryptographic 
information Such as a random number, timestamp etc. Initial 
name verification may involve the CA or RA giving the user 
an authorisation code. 

0594. A system signing certificate may be known as a 
registrar certificate. This may be the first certificate requested 
from the CA and it may be verified by an authorisation code. 
For example the authorisation code may be used to sign a 
CSR for a registrar certificate. Once the registrar certificate is 
obtained, then subsequent CSRs may be signed with the 
associated registrar private key. For example, a user may 
generate multiple key pairs in order to gain different certifi 
cates, and therefore credentials, e.g. to obtain signing, com 
munications, encryption and/or email certificates. 
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0595 Registrar credentials may have many other uses. For 
example: to sign Attribute Certificates (ACs) and/or for sign 
ing control messages sent between agents (e.g. in Control 
Layer 440) etc. 
0596. Once generated, credentials may be stored securely 
in a keystore (e.g. Agent Data 331). 
0597. Once credentials have been obtained, an agent (e.g. 
Agent 340) may create a state or home box (e.g. Home Box 
411 for Userl 441) Such as using a repository service (e.g. 
Repository Services 391) and/or a remote service (e.g. Agent 
Boxes 382). 
0598. After issuance, a CA may be involved in other pro 
cedures to do with the lifecycle of certificates such as re 
issuance, renewal etc. Note, however, that the agent may take 
responsibility for the lifecycle management of certificates, 
with the CA mainly forming the role of assistance, for 
example, certificate signing. 
0599. If certificates have expired, the CA may, under pre 
determined conditions, accept a CSR signed by the expired 
registrar private key in order to obtain a new registrar certifi 
cate and Subsequently other certificates. The agent may then 
need to distribute renewed certificates to existing contacts. 

3.5.2 Credential Backup 
0600. A credential backup service may be part of a facility 
service (e.g. Backup Services 393). Such a service may allow 
agents or users (e.g. Userl 301) or applications to retrieve 
credentials, for example, in the case they are lost or the user is 
using a different end system. 
0601. A credential backup service may require authenti 
cated access Such as a passphrase or client-side SSL authen 
tication. If certificate-based credentials are required, the user 
may need to obtain a temporary SSL certificate, for example 
from a temporary access service provided by certificate Ser 
vices (e.g. Certificate Services 392). 
0602. To backup credentials, an agent (e.g. Agent 340) 
may authenticate to the credential backup service and provide 
data to the credential backup service. 
0603 Backed up data may be the raw credentials, 
encrypted credentials, a keystore, an encrypted keystore or 
any other derivation of credentials. For example a protected 
keystore may be encrypted using password based encryption 
(PBE) using a derived password of the encrypted keystore 
passphrase. In this case, an agent may need to re-backup the 
keystore if the passphrase to the keystore is ever changed. 
0604) To retrieve credentials, the agent may authenticate 
to the credential backup service. If the credentials or keystore 
are encrypted, the agent may decrypt them and/or store them 
locally. 
0605. A credential backup service may work in combina 
tion with other system services. For example, a credential 
backup service may return other information for an agent to 
gain access to system services, such as returning in a response 
any one or any combination of key(s), link(s), form(s), portal 
(S), portal link(s), web service(s), access detail(s), credential 
(S), temporary credential(s), token(s), etc. 

3.5.3 Revocation 

0606 Certificate revocation may be used to ensure validity 
of credentials. Many prior art systems may not provide for 
revocation, or may only provide revocation in a cumbersome 
way, for example WoT systems. Providing revocation, par 
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ticularly timely revocation, is considered essential to handle 
the case that credentials are lost or compromised. 
0607 Certificate revocation may be invoked by end users 
or applications, such as via a revocation-custodial box. The 
ability for end-users to get trusted custodians to invoke revo 
cation may be far preferable to prior art systems that rely on 
central administrators who may be susceptible to Social engi 
neering attacks and other risks Such as abuse of authority. 
0608. A certificate revocation service may be provided by 
one of the system services (e.g. Certificate Services 392). 
Such a service may act as a third party to allow a user or other 
service to determine if credentials have been revoked. 

0609. The interface to the certificate revocation service 
may be via an Online Certificate Status Protocol (OCSP). 
Agents (e.g. Agent 340) and/or other system services (e.g. 
Facility Services 390) and/or remote services (e.g. Remote 
Services 370) may as required and/or periodically use an 
OCSP service Such as on start-up, on authentication, at pre 
defined intervals, whenever new data is accessed, whenever 
signatures are checked etc. 
0610. When a user (e.g. User 1301) is revoked, then this 
may trigger a number of actions. The trigger may be direct, 
for example by a certificate service notifying other system 
service and/or agents. The trigger may be indirect, in that 
other systems and/or agents discover the revocation, for 
example via OCSP 
0611 When system services discover or are notified that a 
user has been revoked, then SSL access may be blocked in 
some or all of the facility services and/or remote services. In 
advanced embodiments, any existing SSL sessions of a 
revoked user may be terminated. 
0612. When a repository services discover or are notified 
that a user has been revoked, then the revoked user may be 
expunged. For example, associated agent boxes and/or home 
boxes (e.g. Agent Boxes 382) and/or message boxes and/or 
contact boxes (e.g. Message Boxes 383) and/or associated 
item(s) in credential backup, may be deleted, for example, on 
instruction from the revocation service and/or associated cer 
tificate service. Also, authorisation to associated boxes may 
be removed, for example owned boxes, invited boxes, client 
boxes, meta boxes etc. 
0613. When agents discover or are notified that a user has 
been revoked, those agents may rotate keys for any shared 
boxes they own and/or have been authorised as delegated 
administrators or privileged members. Rotated keys may 
include box keys and/or community keys. If ACs have been 
issued to the revoked user, then the agent may advise a revo 
cation service to revoke those ACs. Agents may also delete 
messages sent to that user, for example unacknowledged mes 
sages in their outbound contact box for the revoked user. 
0.614. In the case where an owner is revoked, or an owner 
is offline when a member is revoked, then another member 
may rotate keys. In order to avoid race duplication and/or race 
conditions, the distribution of new keys make use of a “slot 
and/or queue in the box or associated meta-box in case other 
members did the same. When the owner is invited back, or the 
owner comes back on line, then the owner may adopt one of 
these rotated keys or perform their own key rotation. In such 
cases, any box keys generated may be added to the permit so 
that any content created during this time can be decrypted and 
any community keys communicated using contact boxes or 
message boxes. 
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3.5.4 Keystore Passphrase Recovery 
0615. An encrypted emergency passphrase may be used to 
handle the possibility of a user (e.g. Userl 301) forgetting 
their passphrase which is protecting their keystore (e.g. in 
Agent Store 330). In this case, a user (e.g. User 1301), via 
their agent (e.g. Agent 340) may generate a key, known as a 
Passphrase Recovery Code (PRC) and use it to encrypt their 
passphrase into an encrypted file or data or “blob” known as 
an Encrypted Passphrase Blob (EPB). 
0616) The EPB may be stored locally alongside the key 
store and/or with other agent data (e.g. Agent Store 330) and 
or in any manner accessible by the agent or end user. For extra 
security, the EPB may be portable, e.g. on a USB device. An 
agent may disable keystore recovery management if an EPB 
can’t be created, such as if the storage area containing the 
keystore is read-only, or the agent was enabled via remote 
credentials such as from credential backup. 
0.617 The PRC may be given directly to a second user (e.g. 
User2302) and/or stored in a passphrase-recovery-box (e.g. 
Agent Boxes 382) and/or stored in a passphrase assistance 
service (e.g. Backup Services 393). The advantage of a pass 
phrase-recovery-box is that it allows the owner to invite and 
un-invite trusted users to that box as required. The advantage 
of a credential assistance service is that the PRC may be 
automatically sent to the user, Such as via one or more emails 
and/or SMS, for example via a “Forgot Passphrase' function 
associated with the agent. Users given access to a PRC may be 
considered trusted or custodians of the PRC. For example, a 
custodial user might be a reseller, or another member of staff 
in an office. 
0618. If a user (e.g. User 1301) forgets their passphrase, 
they may use a passphrase assistance service and/or contact 
one of the custodial users that they have given access to their 
PRC. The custodial user may provide the PRC back to the 
forgetting user. This may be done over the phone, via a mes 
sage or any other means. The PRC may be cryptographically 
strong and single use and so therefore may be safe to send 
over untrusted communication channels, e.g. email(s) and/or 
SMS. 
0619. The forgetting user, via their agent (e.g. Agent 340) 
then may use the PRC to decrypt the EPB to obtain the 
passphrase to unlock their keystore. The agent, after Success 
fully opening the keystore via the PRC, may require the 
forgetting user to choose a new passphrase. In this case, a new 
PRC and EPB may be generated. If a passphrase-recovery 
box is being used, then the PRC may be stored in that box. If 
the credential backup has been performed, then the creden 
tials may need to be backed up again using the new pass 
phrase. If the PRC is being entrusted to other parties, such as 
a passphrase assistance service and/or trusted user and/or 
trusted organisation, then the new PRC needs to be provided 
to those parties. 
0620. The use of an EPB and PRC may be considered 
relatively safe. Abuse of the EPB may require physical access 
to the user's end system. Also, the PRC, being cryptographi 
cally strong and single use, may not leak information, unlike 
prior art password “hints' which may be considered to have 
very weak security. 
0621. An advantage of storing the PRC in a box, e.g. a 
passphrase recovery box, is that an owner may control which 
users to trust and can change that choice, unlike in prior art 
systems which may require exclusive trust of the provider. 
0622 An advantage of using a passphrase assistance Ser 
vice is that it may be automated to send the PRC over one or 
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more emails and/or SMS and/or other means. This approach 
may be considered relatively resistant to any attack on the 
PRC. For example, if any attacker obtains the PRC e.g. by 
intercepting email(s), by hacking a server etc., they may not 
be able to do anything with it without physical access to the 
user's computer containing the EPB. Further protection may 
be used via a separate channel, for example sending the PRC 
via SMS or sending an encrypted PRC via email with the 
unlocking code sent by SMS. This recovery process may be 
unlike prior art whereby password reset links are relatively 
Susceptible to attacks because there is no client-side protec 
tion. 

3.5.5 Revocation Messages 
0623) A revocation message (RM) may be used to handle 
the possibility of a user's credentials being no longer safe. For 
example, because they lost their computer (e.g. End System 
305), or they suspect their computer has been compromised 
(e.g. malware), or they suspect that their keystore passphrase 
is no longer secret or they have forgotten their passphrase and 
did not use a PRC. 
0624. A user (e.g. User 1301) may generate a RM and sign 

it using their registrar credential (private key) and/or make 
use of a revocation passphrase (e.g. as defined in RFC 4310). 
The RM may be given directly to a second user (e.g. User2 
302) and/or stored in a box, such as a revocation-custodial 
box (e.g. one of Agent Boxes 382) which allows the owner to 
invite and un-invite trusted users to that box as required. Users 
given access to a RM may be considered trusted or custodians 
of the RM. For example, a custodial user might be a reseller, 
or another member if staff in an office. 
0625. If the user needs to be revoked, they may contact one 
of the custodial users that they have given access to their RM. 
The custodial user may then send the RM to a revocation 
service (e.g. part of Certificate Services 392). 
0626. A significant advantage of storing the RM in a box 
which they control access to is that a user can choose who to 
trust and can change that choice, unlike in prior art systems 
which may need to trust the service provider exclusively. 

3.5.6 Device Revocation 

0627. In embodiments of the present invention, the use of 
secondary SSL, or equivalent communications, certificates 
may help solve the problem of portable devices which may 
easily be lost. Authorisation may be achieved in combination 
with an attribute certificate (AC). 
0628 Taking an example, a user may have multiple 
devices, for example a desktop computer and one or more 
mobile devices. The desktop computer may be the primary 
credential holder, for example the user's registrar certificate. 
There may be a number of options for enabling the mobile 
device. Such examples are listed below. 
0629. If a mobile device has its own embedded credentials, 
for example SSL certificates, or equivalent then these may be 
used to connect to the system, for example remote services 
and/or repository services. As an added security precaution, 
the system may need to recognise the trust anchor (TA) of the 
mobile device. The user may then issue the device an AC 
authorising the use of the device's SSL certificate. 
0630. If a mobile device has means to accept credentials, 
then the user may generate or request SSL certificates, for 
example from a temporary certificate service (e.g. part of 
Certificate Services 392) and pass the credentials to the 
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mobile device. If the user generates SSL certificates, then the 
certificate path may be sufficient for the system to accept the 
SSL certificate. If a certificate server is used, then the user 
may issue the device an AC for the supplied SSL credentials. 
0631) If the mobile device is lost, then the user may advise 
an OCSP server to revoke the SSL certificate and/or ACs. If 
embedded SSL credentials are used then an external OCSP 
server may be notified. Note that the OCSP server may accept 
the revocation request because it was signed by the same 
registrar credential that issued the SSL certificate and/or the 
AC. 
0632. The fact that a user can generate ACs for different 
devices, revoking them if they dispose of the device, means 
multiple devices can be safely managed. Note that in embodi 
ments of the present invention, SSL certificates may not nec 
essarily be tied to a user, they may be tied to the device. 

4 Rationales 

0633 Embodiments of the present invention may have 
many advantages and benefits. This may result from a number 
of realisations and/or insights by the inventors which may be 
different from prior art. 

4.1 Approach 
0634. In overview, the problems of security, privacy, trust, 
control etc associated with distributed computing may be 
highly complex and difficult. As such, prior art has tried to 
address problems by confining and/or limiting them. By con 
trast, embodiments of the present invention have taken a 
much more holistic approach which has resulted in many 
advantages and benefits. 

4.1.1 Prior Art Approaches 
0635. The inventors have observed that security/privacy 
approaches of prior art may be categorised into a number of 
areas as follows: 

0636 Cloud Most cloud-based applications and/or 
systems use passwords or password derivatives. Appli 
cations include Software-as-a-Service (SaaS), Platform 
as-a-Service (PaaS) and Infrastructure-as-a-Service 
(laaS). Derivatives include derived passwords and/or 
password based encryption (PBE) techniques. This 
approach may be considered insufficient if strong Secu 
rity and/or privacy is required. 

0637 P2P Peer-to-Peer approaches tend to be appli 
cation specific (e.g. instant messaging) and/or require 
real-time connections. This approach relies on the 
resources of end systems and is therefore unable to lever 
age "cloud' benefits such as availability, vast storage, 
low cost etc. 

0638 Enterprise Organisational oriented approaches 
tend to be closed and/or centralised. Prior art tends to 
follow "centralised policy enforcement” such that con 
trol and/or rights are moved away from (ordinary) 
employees to the part of the organisation running sys 
tems, e.g. Information Technology (IT) departments. 
This approach has difficulty scaling to the wider internet 
and attempts to do so, for example “federation', are 
considered to largely not have been Successful as evi 
denced by the lack of working systems. 

0639 WoT Web of Trust systems tend to use decen 
tralisation to avoid authority and/or intermediate parties. 
However, this may result in very poor handling of revo 
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cation, certificate update etc. Attempts to make WoT 
work in the wider internet have generally had difficulty 
with scale and complexity. 

(0640 PKI Public Key Infrastructures tend to work 
well in closed communities, but have problems scaling 
because of authoritarian, inflexible and/or centralised 
nature of most implementations. In general, PKI's have 
not been successful in the wider internet because of 
difficulties to do with complexity, manual processes, 
jurisdiction and cost. 

4.1.2 Client-side Approach 

0641 Embodiments of the present invention stem from the 
realisation that client-side techniques, in combination with 
ideas from the above approaches, may result in benefits. Such 
as strong security, privacy, trust, control etc. with relatively 
few of the limitations of prior art approaches. In particular, 
protecting data at the source with encryption based on strong 
cryptographic keys and mutual/compartmentalised trust 
between users. 
0642 Client-side encryption may have benefits compared 
to server-side approaches. Encryption may encase, armour, 
lock-down the end-user data at the source making it relatively 
immune to problems with server security intermediate 
between source and destination, for example being stored, 
cached, transferred, routed etc. Essential to utilising client 
side encryption is to solve the (universal) problem of key 
management. Note that server-side encryption has little addi 
tional security benefit as server-side keys have mostly the 
same risks as server-side infrastructure. Key management 
may have complexity, cost and challenges including key gen 
eration, storage, duplication, distribution, access, protection, 
rollover, rotation, recovery, removal, revocation etc. If public/ 
private key cryptography is used to help distribute keys, then 
there may be additional problems of managing certificates, 
governance, issuance, proof-of-identity, renewal etc. 
0643. In essence, the inventors have broadly realised that a 
combination of client-side techniques and prior art tech 
niques may be used to solve the broad problem of sharing data 
with privacy from any central providers or other unauthorised 
use. For example, combining the following aspects: 

0644 Client-side capabilities—to ensure end-to-end 
interactions, mostly independent of intermediate infra 
Structure. 

0645 Cloud storage to leverage availability, low cost, 
scalability and other benefits. 

0646 P2P management by using relatively autono 
mous and co-operating agents to enable decentralised 
management. 

0647 Enterprise control whereby each data owner is 
effectively their own administrator, so that they have 
absolute control, over who may access shared data, via 
the generation, issuance, distribution and rotation/roll 
over of keys. 

0648 
trust. 

0649 PKI capabilities by using revocation, digital 
signatures and other asymmetric cryptography tech 
niques. 

0650 
0651 Strong credentials—which allows the full use of 
cryptographic tools (digital signatures, revocation, 

WoT relationships—by using vetting to establish 

Particular aspects of this combination may include: 
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rotating keys etc.). This may solve the prior art problems 
of weak passwords and multiple passwords (the pass 
word “plague'). 

0652 Strong trust via personal vetting of contacts. 
This may solve the prior art problems of depending on 
trusted third parties and “mis-identification” (underly 
ing most man-in-the-middle attacks). 

0653 Strong security—enforced by encryption. Data 
centric security may make data essentially "host-proof. 
“location-proof and “third-party-proof. 

0654 Strong compartmentalisation—via unique keys 
for documents and/or workspaces and/or communities 
etc. This may mean that a breach (however improbable) 
may only ever put at risk a relatively small fraction of 
data corresponding to that particular workspace that was 
compromised (and not the entire system as is happens 
with most prior art data breaches). 

0655 Strong privacy—as third party administrators 
may be relatively powerless to interfere with user con 
tent; there may be no “public' directories or “oracles” of 
information; and pseudonymity may be fully Supported 
(unlike PKIs or WoTs) 

0656 Strong control—as keys may be generated and/or 
managed and/or distributed by the owner of the data. 

0657 Strong integrity—via digital signatures 
0658 Strong authenticity—via digital signatures 
0659 Strong context—as a user may have complete 
control over who they choose to trust, when and for what 
purpose. Users can act in different personas with differ 
ent groups and thus control what information is shared in 
which group depending on the context of the trust-rela 
tionship of Such a group. 

0660. In doing so, embodiments of the present invention 
are considered different to conventional thinking in prior art, 
for example: 

0661 Identity may only need to be user-to-user mean 
ingful (not third-party meaningful). This may facilitate 
pseudonymity as users may just need to be known to 
each other viaa (bilaterally recognised) label (Such as an 
email address for convenience). This approach may be 
quite different from PKIs and WoTs which may go to 
great lengths to prove that an identity (label) has mean 
ing. Thus, this approach may allow intermediate servers 
and/or providers to be relatively “blind' to who is col 
laborating and what is being exchanged. 

0662 Authentication may be user-to-user verified (not 
user-to-system verified). Each end user only has to con 
Vince themselves, for example via the contact and/or 
Vetting process, that the other party is providing certifi 
cates that represent them (and not because a third party 
said so). 

0663 Authorisation may be user-to-user (not user to 
system or central policy driven). Sharing may be based 
on a decision by the owner about “fit-for-purpose. For 
example, the owner may make a decision about whether 
a given label. Such as an email address, (personally veri 
fied) should be allowed to access information (by virtue 
of distributing them a key) at this point in time (a trusted 
contact, not revoked). 

4.2 Layering 

0664) An aspect of embodiments of the present invention 
stems from the realisation that many security, privacy, trust, 
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control and integrity problems in Systems may be better man 
aged using a layered approach. 

4.2.1 Key Management Layering 
0665. In the field of key management, an important reali 
sation is that the general problem of managing the lifecycle of 
keys may be more Successfully achieved by treating the dif 
ferent types of keys separately, as follows: 

0666. The Sharing Layer may handle “content keys. In 
this layer, individual resources or content may be 
encrypted with their own key (e.g. Wrap 425). The pur 
pose is to protect the security and privacy of the content 
from any intermediate party. 

0667 The Control Layer may handle “shared' keys. In 
this layer sets of resources or content may be accessed 
with a shared key (e.g. Permit 442, Community Key 
445). The purpose is to protect and compartmentalise 
content being shared by a set of users. 

0668. The Trust Layer may handle “public' keys. In this 
layer the distribution of certificates is managed. The 
purpose is to protect the control layer (or channel or 
tunnel) being used between two or more collaborating 
users. Note that “public' keys may be stored in a “pri 
vate” certificate. 

0669. The Credentials Layer may handle “private” 
keys. In this layer credentials may be obtained by each 
user. Preferably, each public/private key pair is gener 
ated client-side, Such as via an agent, and that the private 
credentials are protected by the user, such as using a 
keystore (e.g. Keystore 481). The purpose of this layer is 
manage strong credentials and this enable the full ben 
efits of asymmetric cryptography to be used e.g. digital 
signatures, encryption, authenticity, revocation, key 
management etc. 

0670) Note that agents may be responsible for the full 
lifecycle management of keys including their generation and 
distribution. For example, when box keys are rolled over on 
un-invite, or certificates are rolled over when near expiry etc. 

4.2.2 Relationship Layering 

0671. In the field of identity management, an important 
realisation is that the general problem of managing users 
and/or groups may be more Successfully achieved by sepa 
rately managing relationships based on their scope, as fol 
lows: 

0672. The Sharing Layer may define a user’s “commu 
nity'. In this layer, a user may have a very explicit trusted 
community which may be exactly equal to the set of 
contacts that the user has chosen to make contact with. 
Note that this community may be completely user 
defined and not, as is the case in prior art, defined, 
influenced, adjusted or otherwise interfered with by any 
third party, especially organisations. 

0673. The Control Layer may define each “workgroup' 
that a user belongs to. In this layer, a user may collabo 
rate with a very explicit set of people. Note that each 
workgroup may be very exactly defined, e.g. by the 
members of a box, and not, as is the case in prior art, 
defined, influenced, adjusted or otherwise interfered 
with by any third party, especially administrators. 

0674) The Trust Layer may define each “relationship' 
that a user has. Such relationships may be bi-lateral 
and/or via mutual consent, preferably involving out-of 
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band means of verification and/or proof-of-identity. 
Note that relationships may be precisely determined by 
the user, and not, as is the case in prior art, be defined, 
influenced, adjusted or otherwise interfered with by any 
third party, especially trusted third parties. 

0675. The Credentials Layer may define a “personal 
footprint of a user. This may allow a user to project 
themselves as they see fit, for example, whether real 
names or pseudonyms are used, how much personal data 
is distributed, what type of persona to portray, etc. Note 
that a user's personal profile may be completely Volun 
tary, and not, as is the case in prior art, determined, 
measured, implied, embellished or otherwise publicised 
or influenced by any third party. 

0676 Other layers may further be added. For example, 
if the sharing layer is used to enable further key man 
agement, e.g. session keys, then a communications layer 
may be added which enables communications such as 
Voice, video, chat, telephone, VOIP messaging etc. 

4.2.3 User Re-establishment Processes 

0677 User Re-establishment may be the process by which 
a user, who has lost their credentials, re-establishes them 
selves back into the system. Note that, in embodiments of the 
present invention, ifa user is revoked then their access may be 
removed in many ways, for example: 

0678) SSL access may be revoked from all facility ser 
vices (e.g. Facility Services 390) and/or remote services 
(e.g. Remote Services 370). 

0679. Owned system boxes, e.g. contact boxes, home 
boxes, passphrase-recovery boxes, credential backup 
boxes etc., may be deleted, such as on instruction from 
the revocation service or associated certificate service. 

0680 Authorisation to associated boxes may be 
removed in repository services and/or remote services, 
for example owned boxes, invited boxes, client boxes, 
meta boxes etc. 

0681) Owners, or delegated administrators or privileged 
members of shared boxes to which the revoked user was 
a member may rotate or rollover keys, such as commu 
nity keys, box keys etc. 

0682. In the field of security management, prior art may 
determine controls, policies and privileges based on the 
assumption that credentials are in place and the longevity of 
these credentials. If credentials are compromised, then prior 
art may handle this situation poorly. For example: 

0683 Let the user's privileges time-out. This often 
occurs in prior-art systems that use “tokens' for autho 
risation. Obviously, this involves risks, as an attacker 
may exploit a window to use compromised token or 
make use of clock manipulation. 

0684 Remove the user from the system. Clearly, de 
provisioning a user is unacceptable if the user has simply 
lost their credentials and needs them to be re-instated. 

0685. Re-instating the user using an automated process, 
for example using a “password reset' procedure. In prior 
art, this automated process may be considered weak, for 
example, because an attacker could make use of a com 
promised account, especially email account, to abuse the 
password reset process. 

0686 Re-instating the user using a manual process, for 
example by having an administrator reset credentials. In 
prior art, this manual process may be considered weak, 
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for example, because an attacker could use Social engi 
neering techniques to trick an administrator into the 
reset. 

0687 In embodiments of the present invention, re-estab 
lishing a user after the loss of credentials may be more suc 
cessfully achieved by realising that there may be different 
types of reinstatement and/or that reinstatement may require 
a multi-part approach, as follows: 

0688. At the Credentials Layer, a user may only re 
register if they have been revoked. Preferably, revoca 
tion is via a trusted contact who has released a Revoca 
tion Message to the revocation service (e.g. part of 
Certificate Services 392). The re-registration may fol 
low the same checks by the certificate services as was 
performed originally during the initial registration pro 
cess. After re-registering and obtaining a new set of 
credentials, the user may need to create a new home box. 
Note that this may be important because an attacker who 
manages to impersonate another user e.g. by somehow 
getting them revoked and somehow re-registering as 
them, say, using a compromised email account, may 
only gain SSL access to facility services, but at this 
point, may not have any other keys or capabilities nec 
essary to communicate with other users or access any 
encrypted messages, meta-data nor content. 

0689. At the Trust Layer, the re-registering user may 
need to re-establish trust relationships with other users. 
This may follow the bilateral vetting and exchange of 
certificates (as described above). Note that an attacker 
who manages to impersonate another user may only be 
able to access a victim's data after convincing some or 
all of the victim’s contacts of their authenticity, which 
may be difficult, if not impossible, as it involves out-of 
band, usually personal, Vetting or verification. 

0690. At the Control Layer, the re-registering user may 
need to be re-invited to each of the boxes they previously 
had access to. This further makes the task of an attacker 
difficult, because now the attacker needs to convince 
each data owner to invite them back into a box. Or, in the 
case of owned boxes, an attacker must be able to con 
Vince a member of the box to invite them back as an 
owner. Even if an attacker manages to impersonate 
Someone and colludes with another party, each work 
space is strictly compartmentalised and so the attacker 
and colluder may only result in the attacker gaining 
access to boxes the colluder owns or is a part of which 
may be no worse than the colluder simply providing 
information to the attacker in the first place. 

0691 At the Sharing Layer, the re-registering user may 
need to use the latest box keys in order to access the 
content of a box. If keys were rotated or rolled-over, 
especially if content keys were re-encrypted using the 
new box keys, then this may close another path of an 
attacker e.g. a user which previously was trusted, but 
who went rogue and kept previous box keys, those pre 
vious keys may have become useless. 

4.2.4 Access Layering 
0692. In the field of access management, a realisation is 
that different systems may better manage data, including user 
and/or system data, based on the cardinality of readers and 
writers and/or the lifecycle of the data, as follows: 

0693. The Sharing Layer may be considered as a 
“matrix' or “N:M layer. In this layer, any number of 
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users may store shared data in a box (e.g. Shared Box 
402), and any number of users may retrieve data. The 
result is a matrix of possible interactions. Storing of 
shared data may be through repository services, via 
repository assistance, such as via an authentication 
token to remote services, or directly to the remote ser 
vice by the agent. 

0694. The Control Layer may be considered a “broad 
cast' or “1:M' layer. In this layer, an authoritative per 
son, usually the data owner and/or box owner, may trans 
fer data via a box to other users. In the case that the 
encryption key is common amongst the receiving users, 
then a common box may be used (e.g. Shadow Box 404). 
In the case that the encryption key is different for each 
user, then multiple messages, each encrypted with a 
different key, may be sent via message boxes (e.g. Con 
tact Box 408). Storing of broadcast data may be separate 
from the storing of shared data, for example, broadcast 
data may be stored in a repository service (e.g. Reposi 
tory Services 391) whilst shared data is stored in remote 
services (e.g. Remote Services 370). 

0.695. The Trust Layer may be considered as a crypto 
graphically secure channel or “tunnel” or “1:1 layer. In 
this layer, interactions may be solely between two par 
ties. A tunnel may be uni-directional Such as with con 
tact boxes. The mechanism may be an external messag 
ing means (e.g. email, instant messaging etc.) and/or an 
internal messaging means (e.g. a messaging service part 
of Repository Services 391) or via storage means (e.g. 
Remote Services 370). 

0696. The Credentials Layer may be considered a “per 
sonal or “1:0' layer. Information in this layer may be 
for the exclusive use of a user and/or their agent. Storage 
may be local (e.g. Agent Store 330), which may, for 
security reasons, be portable such as on a USB drive. 
Storage may be remote (e.g. Home Box 411) which may 
be stored using a backup service (e.g. one of Backup 
Services 393) and/or via remote services (e.g. Remote 
Services 370). 

4.3 Enforcement 

0697 Another aspect of embodiments of the present 
invention stem from the realisation that client-side encryption 
may protect data from non-authorised parties including any 
intermediate provider of storage or collaboration services. 
This may be different from prior art which may depend on a 
whole range of server-side security measures Such as network 
controls, system controls, administrator controls, operational 
controls etc. Essentially, client-side encryption may provide 
“data-centric' security and privacy rather than prior art that 
may rely on controls that are “infrastructure-centric'. This 
may also be known as “self-protecting or “self-defending 
data. 

4.3.1 Security Enforcement 

0698 Users or applications, via their agents, may have 
control of encryption and decryption. Thus data security may 
be enforced using end-to-end encryption and need not rely on 
intermediate parties to ensure that their infrastructure is suf 
ficiently protected. This is because data intermediate to end 
systems may remain encrypted, whether “in transit' or “at 
rest'. This approach may add an extra layer of protection to 
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any system and may make user data relatively independent of 
the security of the intermediate networks, servers, locations 
and/or providers. 
0699 Certificate-based credentials and/or public-key 
cryptography (PKC) may be used in order to protect user-to 
user interactions via intermediate transport or storage means. 
The use of PKC allows for the use of end-to-end encryption 
for confidentiality, digital signatures for integrity and authen 
ticity and/or the ability to use keys for sharing without requir 
ing the sharing of passwords. 
0700 Note that end-to-end encryption keeps data safe 
whilst it is stored and/or travelling between intermediate sys 
tems. Thus, even if there are security problems with interme 
diate systems, the most an attacker may be able to obtain is 
encrypted data. 
0701 Though encrypted data is protected, additional 
server security may also contribute to overall security by 
limiting server access e.g. access to authorised cipher text, 
access to particular permits and/or home boxes, access to 
system services, ensuring mandatory escrow etc. Such an 
approach may introduce additional barriers to an attacker. 
0702 Client-side security may also be enhanced through 
the user of multiple keys and/or partial keys. In this case, the 
user may need to obtain multiple keys or multiple parts of 
keys in order to decrypt data. 

4.3.2 Privacy Enforcement 
0703 Privacy of data may be enforced through end-to 
end. This means that only end-systems with appropriate keys 
may be able to decrypt any end-user or application informa 
tion. Intermediate storage or other "cloud based service may 
only ever handle encrypted information. This “mandatory” 
enforcement may be considered different from prior art which 
may, at best, offer“voluntary’ promises to honour their secu 
rity and/or privacy policies. Mandatory enforcement using 
encryption may make content safe from server-side breaches 
or provider leakage including mishaps, internal abuse, exter 
nal infiltration or service provider exploitation. 
0704. Privacy of identity may be enforced through the 
secret exchange of certificates. Secrecy may be ensured by 
encrypting certificates and avoiding any central source of 
certificates, such as a server, database, repository, website or 
directory. As such, personal certificates may be considered as 
private certificates and may be only distributed to trusted 
COntactS. 

0705. This decentralised management may be important 
to allow each user or application to hide their existence from 
everyone except those who they explicitly choose to trust. 
This “private” approach to certificates may be very different 
from prior art, which tends to make certificates “public' espe 
cially in (logically) centralised directories. Further, the 
encryption used when exchanging certificates may also serve 
to prove that the person sending the encrypted certificate is in 
possession of the matching private key. 
0706 Privacy of interactions may be enforced by generic 
encrypted blobs and generic boxes. This may make any data, 
whether user, agent or system information, relatively in indis 
tinguishable from each other as well as make any relation 
ships between boxes or users relatively difficult to deduce. 
0707 Privacy may be further enhance by using encrypted 
filenames. 
0708. Note that in prior-art, users may have little privacy. 
In centralised systems, the provider may have knowledge of 
all participants and may selectively make this information 
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available to other participants and/or third parties. In PKI or 
WoT systems, identities may be publically known, for 
example via a public directory. In WoT systems, the endorse 
ment of public keys may reveal entire Social networks of users 
and/or the users who have endorsed a given key. 

4.3.3. Management Enforcement 
0709 Users, via their agents, may completely control invi 
tation, authorisation, and other management features on the 
client-side. Management is peer-oriented and may be secured 
using end-to-end encryption, thereby not needing to rely on 
the honesty of any intermediate administrators. In particular, 
embodiments of the present invention may form a peer-based 
overlay so that management is decentralised and client-side 
encryption used to protect both system data and user data. 
This means that server-side operators may be relatively 
“blind to what is being transferred or shared between users 
and that intermediate administrators may be relatively pow 
erless to interfere with policies and other management co 
ordination between end-system agents. 
0710 Note that decentralised management, may use end 
to-end encryption to protect management data using Substan 
tially the same mechanisms normally used to protect end-user 
data. For example, the techniques used for the end-to-end 
sharing of user data may be applied for the end-to-end transfer 
ofmanagement messages and/or security information such as 
keys, certificates and/or capabilities. 

4.3.4 Partitioning Enforcement 
0711 Partitioning may be enforced as keys may be 
unique, thereby able to completely and independently define 
groups of data being shared. This may be also known as 
compartmentalisation. It means that any break in the system 
may only affect the particular partition or data items 
encrypted with those keys. Further, this partitioning may 
allow compartmentalisation of data in many dimensions, for 
example different groups of users, different classification lev 
els of data items e.g. sensitive, Secret etc, different temporal 
controls such as making data available for a pre-determined 
time after which keys are rotated or rolled-over etc. 

4.3.5 Rights Enforcement 
0712 Rights may be enforced client-side by leaving infor 
mation encrypted on the end-system. This may be known as 
“on-disk” encryption or "at-rest encryption. Applications 
may then decrypt information “on-the-fly” as required. For 
example, using a special viewer or using a Virtual File System 
(e.g. VFS 313) may decrypt information in memory as 
required. This may enable policy based rights, for example, 
restricting and/or controlling copying, saving, printing, copy 
to clipboard, access times etc. 

4.3.6 Strong Authentication 

0713 Remote services (e.g. Remote Services 370) and/or 
facility services (e.g. Facility Services 391) may use certifi 
cate-based credentials for strong authentication. This strong 
authentication may be stronger than using simple authentica 
tion as is the case in most prior art, Such as using name and 
password. 
0714 Strong authentication may use mutual authentica 
tion such as SSL or TLS (sometimes called client-authenti 
cated SSL or two-way SSL). This may be stronger than 
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“simple SSL, which is normally used just for link encryp 
tion, as it additionally provides certificate-based client 
authentication. 

0715. The advantages of strong authentication may be 
many. For example, barriers to attackers may require strong 
credentials before even obtaining a connection, passphrases 
are not transmitted "over the wire', intermediate passwords 
are not used or known by intermediate systems etc. 

4.4 Control 

0716 A further aspect of embodiments of the present 
invention stem from the realisation that a non-real-time peer 
based system can be achieved using end-to-end encryption 
and intermediate storage. In addition, a key which encrypts a 
set of content, in effect is its own universe and completely 
independent, isolated, insulated and/or compartmentalised 
from any other key and that keys associated encrypted con 
tent. 

0717. In prior-art peer-to-peer systems, control may be 
enabled via direct connections to end-systems. Whilst this 
achieves control independent from interference by any third 
parties, it relies on the availability and resources of end 
systems, which may be inappropriate for general desktop 
systems, mobile devices or systems behind company fire 
walls. 

0718. In prior-art centralised systems, subservient control 
may be exercised by end systems, with overriding control 
nearly always with centralised administrators of the service 
provider. Further, control is typically implemented using 
access control rules, for example using Access Control Lists 
(ACLS), enforced by computer systems such as operating 
systems and/or applications. During operation, the system(s) 
uses the access control rules to decide whether access 
requests from (authenticated) users should be approved 
(granted) or disapproved (rejected). 

4.4.1 User Access Controls 

0719. Access to user data may be enforced via an agent 
controlling the distribution of appropriate keys and need not, 
as is the case with prior art, be reliant on the enforcement of 
sharing controls by intermediate parties e.g. the providers of 
storage and/or collaboration services. This may mean that 
server-side operators are relatively powerless to access infor 
mation themselves or change access rules to data as they may 
have no means to obtain or control the distribution of keys. 
0720. This approach may be known as “capability-based 
controls as the possession of an appropriate key is all that is 
required to have the capability to access encrypted informa 
tion. In contrast, prior systems may require careful definition 
and control of ACLS, also known as security policies, and 
strong enforcement by associated operating systems and/or 
applications. By way of analogy, this is like having a key to a 
house (the capability) is all that is necessary to gain entry, 
rather than having a guard at the door (the policy enforcement 
point) who needs to verify the identity of the person wishing 
to enter (authentication) matches the name on his list of 
people (ACL) that are allowed to enter subject to certain 
conditions (policy). 
0721 Note that a compromise, such as an attacker some 
how quietly stealing of keys or a previously trusted user going 
rogue, may only affect the particular box associated with 
those keys. Though if Such a compromise is known, the user 
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can be revoked at which time keys get rotated or rolled-over 
and SSL access gets removed. 

4.4.2 System Access Controls 
0722. Access to system data may be enforced via an agent 
controlling the distribution of administration keys and need 
not, as is the case in prior art, be reliant on centralised admin 
istrators. In prior art, Such administrators may be a problem as 
they may have elevated privileges necessary to operate sys 
tems, particularly server-side systems, and therefore the 
capacity to abuse those privileges. 
0723. Further benefits of using a capability-based 
approach include: not having to rely on centralised adminis 
trators; not suffering security problems such as the “confused 
deputy problem”; maintaining security and privacy “in tran 
sit” and “at rest” regardless of the host machine and/or pro 
vider and/or location, etc. 

4.4.3 Program Access Controls 
0724 Authorization may equally apply to machines and/ 
or programs as it does to people, using the same technique of 
distributing keys to authorised entities. In this case, the access 
management may be more powerful because the keys may 
convey the rights to invoke services, participate in distributed 
processing or otherwise be involved in multi-party and/or 
multi-location and/or multi-disciplined processing. For 
example, keys may be used to mediate access to a service bus, 
peripherals, partner systems or any other federated system. 

4.4.4 Privilege Control 
0725. As previously described, remote services (e.g. 
Remote Services 370) and/or facility services (e.g. Facility 
Services 391) may use attribute certificates (ACs) to control 
privileges. Essentially this means that privileges used to 
access and/or manage encrypted information may require the 
presentation of a cryptographic authorisation for that privi 
lege. 
0726. This approach is considered to have a number of 
benefits over prior art, for example: 

0727 Avoid the need for intermediate services to main 
tain controls or even being aware what controls exist. 

0728 ACs may allow the box owner to effectively sign 
off on privileges being exercised by delegated adminis 
trators or privileged members, for example “invite user 
or “create client'. 

0729. Ensure that only the box owner is aware of who 
has what privileges, as it is the box owner who may 
directly distribute ACs to other members in a box 

0730 Leverage a revocation service (e.g. part of Cer 
tificate Services 392) in a way that may not reveal infor 
mation about ACs, as the revocation service may be 
“blind to the AC, for example, only being advised of the 
issuer and serial numbers of revoked certificates. 

0731 Reduce the amount of control required by facility 
services down to tracking box ownership and enforcing 
ACs. This may facilitate anonymity in the system as well 
as hide relationships between users from intermediate 
SWCS. 

4.5 Trust 

0732 A further aspect of embodiments of the present 
invention stem from the realisation that end-users may have 
the absolute choice as to who they trust and for what, rather 
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than, as is the case in prior art, needing to mostly trust nearly 
every aspect of a service provided by a Trusted Third Party 
(TTP). 
0733 Trust may be very tightly controlled. This is because 

trust is established via the mutual exchange of certificates 
between consenting users on an “as needed basis. Trust may 
be easily terminated, simply by discarding the other party's 
certificate. 
0734 Nevertheless, trust may be relatively encompassing 
as the exchange of certificates may be relatively independent 
of technology. This is because exchanged certificates need 
not necessarily be related, associated or compatible. This 
means that embodiments of the present invention may work 
with multiple PKI's and or WoT systems simultaneously 
without the need for CA cross certification, border CAS or 
trust translation mechanisms by third parties. 

4.5.1 User to User Trust 

0735 Trust management may involve the mechanisms in 
which users verify the identity of each other. The inventors 
note that prior art systems tend to rely on Trusted Third Parties 
(TTPs) and/or an authentication infrastructure to manage 
trust. Example of TTPs include: corporations, organisations, 
Public Key Infrastructures (PKIs) and Web of Trust (WoT) 
systems. 
0736. In particular, prior art systems may result in trust 
being indirect, in that two parties may assume to trust each 
other via the TTP. 

0737. In embodiments of the present invention, a “proto 
col” may be used to establish bilateral trusted relationships 
which may include the encrypted exchange of certificates. 
This may make use of an out-of-band verification between a 
first user and a second user. This verification process may 
enable a vetting process for example to establish proof of 
identity. It may also facilitate a communication protocol 
between the first and the second user with the use of a contact 
code. The code may be used as part of an introduction mes 
sage or introduction request to encrypt part of the communi 
cations and may make use of an underlying remote service. 
An introduction acceptance may use the certificate of the first 
user to encrypt the response by the second user. 
0738. A benefit of the approach may be to allow the cer 

tificate exchange to be relatively automated, without the need 
to rely and/or trust a third party. An introduction process may 
result in a highly secure and private “tunnel” between users, 
for example, to share information, to exchange system infor 
mation and/or to control interactions between applications. 
0739. Note that the bilateral exchange may use encrypted 
certificates to ensure the privacy of trusted relationships dur 
ing their establishment and/or the restricting of certificate 
distribution to exactly those who a given user chooses to 
explicitly trust. 

4.5.2 Separation of Credentials and Trust 
0740 The inventors note that prior art tends to bind trust to 
public keys. For example, in a PKI, trust is established via the 
reputation, processes and assurances given by the issuing CA 
to the certificates containing the user's public keys. In the case 
of WoT systems, trust may be established through counter 
signing and/or endorsing of public keys and then applying a 
Vote counting or other trust aggregation scheme to assess 
trust. Essential to both PKI and WoT is that their trust models 
depend on the authenticity of the binding between a public 
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key and its owner. As a result, both PKI and WoT systems tend 
to be homogeneous and/or rely on a single format and/or 
mechanism of certificates or signed public keys. A further 
complication with WoT systems is that if a user is revoked 
then this may affect and/or collapse trust calculations for all 
users for which the revoking user had counter signed. 
0741. An aspect of embodiments of the present invention 

is that the trust layer (e.g. Trust Layer 460) may be relatively 
independent from the credential layer (e.g. Credential Layer 
480). The establishment of trust may be performed via the 
make contact process and may not involve a TTP nor be 
dependent on TTP(S) to verify the public key/certificate. 
0742. In particular, if credentials are revoked, then the 
system may be completely recoverable, unlike prior art which 
may be dependent on the continuity of credentials for a given 
user. In embodiments of the present invention, if a user is 
revoked they may be able to access the data again by convinc 
ing the same set of people that the user chose to trust in the 
first place. Note that this process need not rely on reproving 
identity to a TTP and on re-instatement, a user may use 
credentials unrelated to their revoked set, for example, in a 
different format, signed by a different authority etc. 
0743 Further, the separation of credentials from trust may 
assist anonymity and/or privacy, unlike prior art systems 
which may set rules relating to activities and relationships 
allowed by users. As previously described, a box owner may 
issue one or more attribute certificates (ACs), including to 
himself, which may endorse the use of an SSL, or equivalent, 
certificate. If the SSL certificate is temporary and/or random, 
then this may be used to hide from intermediate parties who is 
performing what activity in any given box. All that interme 
diate parties may determine, for example using traffic analy 
sis, is that a set of labels, for example random numbers, are 
uploading and downloading files. Because all information is 
end-to-end encrypted, intermediate parties may not be able to 
determine which files are user content and which files are 
system messages, for example, granting of privileges etc. 
Note also, that activity may be further obfuscated if a user 
makes use of multiple SSL certificates. In this case, a given 
user may have many authorised SSL certificates and can use 
any combination to disperse their activity. 

4.5.3 Explicit Trust Domains 
0744. A still further aspect of embodiments of the present 
invention is that trust domains may be relatively explicit 
and/or precisely controlled and/or defined. This may be con 
sidered to be different from prior art where trust domains may 
be implicit and/or pre-defined and/or out of the control of end 
users because prior art relies on trusted third parties. In the 
case of PKI, a trust domain may be the scope of the CA and 
may be as broad as the total community of issued certificates 
of that PKI, thereby encompassing users for which a given 
user may have no direct relationship with. In WoT systems, 
the trust boundary may be fuzzy, as trust levels may be 
ambiguous and/or manual for each endorser (e.g. complete 
trust, marginal trust, no trust) and trust calculations may rely 
on chains of trust involving users with which a given user may 
have no direct relationship. 
0745. In embodiments of the present invention, trust 
domains may be explicit, being equal to the set of people who 
a user has successfully made contact with or in the context of 
a box. This is because trust is established via bilateral rela 
tionships Such as using the make contact (or introduction) 
process and is not necessarily reliant on any third party. These 
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bilateral relationships may have the effect that an end user can 
setup their own “trust domain with the boundary being 
exactly defined by those that they have exchanged certificates 
with. This trust boundary is effectively chosen and/or defined 
and/or controlled by the end user and need not be defined, 
extended and/or limited by one or more third parties. 

4.5.4 Unifying Trust Domains 
0746 The trust layer may be used to establish relation 
ships through a direct contact or introduction process and 
may involve the exchange of certificates. These certificates 
need not necessarily be related, compatible, associated or in a 
predefined format or part of a single system. In embodiments 
of the present invention certificates and/or signed public keys 
from any one or any combination of different and/or disparate 
systems may be used. 
0747 The resulting benefits of being relatively indepen 
dent of the actual certificates being transferred may be many. 
For example: 

0748 Being able to operate in environments with het 
erogeneous certificate types and formats 

0749. Being able to leverage existing certificate infra 
Structures 

(0750 Being able to join' or unify different certificate 
universes together without the need for third party agree 
ments and/or bridging CAS and/or other translating 
means and/or intermediary involvement 

0751 Having the ability to be relatively independent of 
technology (e.g. certificate formats) and issuance (e.g. 
certificates from authorities or self-signed). 

4.5.5 Trust Control 

0752. It is important to note that the underlying trust 
model of any given system is a foundation for the security of 
that system. In prior art, the trust model tends to be controlled 
by TTPs. In embodiments of the present invention, the trust 
model may be decentralised and may be controlled by the 
end-user and/or application. A number of examples follow. 
0753 Users may control who they trust by following 
through on the make contact process. Note that a first user 
need not be highly concerned about the details in a certificate 
offered by a second user. This is because the certificates 
mainly serve the purpose of securing an identifiable channel 
between two users. Thus a user may only need to be confident 
that the other party has a corresponding private key which 
they keep private. In prior art systems, users may have no 
choice but to accept the rules of trust imposed on them by a 
provider. 
0754 Users may control who is a custodian to help them 
recover their passphrase. In prior art systems, users may have 
no choice but to rely on the provider for recovering or reset 
ting passwords. 
0755. Users may control who is a custodian with the capa 

bility to revoke them in the event that credentials are lost or 
become compromised. In prior art systems, users may have 
no choice but to rely on the provider to correctly revoke them 
when required and not be susceptible into being tricked by an 
attacker into revoking them, for example, via a social engi 
neering attack. 
0756. Users may control who to share information with by 
creating a box and inviting other users to that box. If some 
information needs to be shared with a different set or subset of 
users, than the data owner may create another box and invite 
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the different set of users. Thus user trust is in context to the 
information being shared. Highly sensitive information may 
involve only inviting highly trusted users. From a responsi 
bility perspective, it is most important that the data owner, 
who is accountable for the information being shared, is fully 
in control of when and with whom the information is shared. 
Note that in prior art, users may have no choice but to trust that 
central administrators do not access their information and/or 
service providers make use of it, especially for commercial 
purposes. 

0757. Organisations may control the accessibility of 
decryption keys by requiring key escrow by their staff and/or 
customers. Preferably, the encryption facility is strongly 
managed by the organisation and independent from any inter 
mediate services. Organisations may require this capability to 
insure themselves against staff losses or to safeguard contents 
of boxes being stored on behalf of customers, for example, a 
bank providing a virtual vault facility. 
0758 Governments may control the ability to access citi 
Zen’s encrypted data by mandating key escrow. In this case, 
with appropriate safeguards, a government may obtain access 
to a citizens home box, preferably using a trust anchor rec 
ognised by the remote service and/or repository service, and 
then be able to decrypt keys and permits in a citizen's home 
box using the citizen's escrowed encryption key. Note that 
users Subject to mandatory escrow may be completely com 
partmentalised away from other users. This is because all 
other boxes are insulated from imposing governments as 
these other boxes have nothing to do with escrowed keys. 

4.6 Management 

0759. In embodiments of the present invention, manage 
ment and/or operations may be decentralised. Though central 
services may be required, the centralised role may be essen 
tially limited to providing a record of where to look for data, 
signing certificates and providing a place to check if creden 
tials have been revoked. Most other concerns of access man 
agement, control, and organisation may be distributed across 
relatively independent agents. 

4.6.1 Decentralised Management 

0760. The inventors note that prior art tends to centralise 
security management for reasons such as control, auditing, 
compliance etc. 
0761. However, embodiments of the present invention 
may be decentralised by having solutions to a number of 
problems which prior art may claim to be a driver for a 
centralised approach. For example: 

0762 Decentralised Access Management—as encryp 
tion protects data and requires possession of an appro 
priate key to access. 

0763 Decentralised Authorisation Management—as 
agents may define their own policies and control these 
policies through client-side management of keys and/or 
attribute certificates. 

0764 Decentralised Content Management—as agents 
may store meta-data associated with content in order to 
Support features such as searching, versioning, concur 
rent editing, workflow, icons, file attributes etc. 

0765 Decentralised Certificate Management—as 
agents, may distribute certificates as required and may 
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manage the life cycle of certificates and/or signed public 
keys. Some assistance from a certificate signing service 
may be used. 

0766 Decentralised Credential Management—as 
agents may obtain and/or manage their own credentials 
not necessarily from a single authority. In addition, box 
owners can manage credentials of client boxes or Sub 
boxes. 

0767 Decentralised Entitlements Management—as the 
box owner is effectively signing off each change in 
access privileges though the invite?un-invite process 
and/or the issuance of attribute certificates. 

0768 Decentralised Identity Management—as agents 
may perform their own vetting and authorisation as well 
as control relationships, groups and trust domains. 

0769 Decentralised Key Management—as agents, may 
manage and distribute keys as required without assis 
tance or interference from third parties. 

0770 Decentralised Provisioning Management—as 
agents may generate credentials and pass these to other 
agents, for example client boxes or devices. 

0771 Decentralised Privacy Management—as agents 
may collaborate with other parties without intermediate 
servers having any access to content, and/or use other 
privacy preserving mechanisms. Such as innocuous 
email addresses, temporary SSL certificates and/or 
attribute certificates, to hide interactions and/or associa 
tions with other parties. 

0772 Decentralised Privilege Management—as 
agents, particularly for box owners, may grant, on a peer 
basis, permissions for actions within a box, especially 
with the use of attribute certificates. 

0773 Decentralised Recovery Management—as 
agents, after being revoked, may separately regain cre 
dentials, trust and/or capabilities. 

0774 Decentralised Rights Management—as agents 
may make use of at-rest encryption and/or secure appli 
cations such as viewers or players to control what an 
end-user can or can’t do with content. 

0775 Decentralised Role Management—as agents may 
control sets of privileges otherwise known as roles. 

0776 Decentralised Security Management—as 
enforcement is data-centric rather than infrastructure 
centric and management is via autonomous, peer-ori 
ented agents. 

0777 Decentralised Storage Management—as anyone 
or any combination of storage services may be used and 
these storage services may be relatively simple. 

0778 Decentralised Trust Management—as agents 
may perform their own Vetting and group management 
and need not be reliant on any one or any combination of 
third parties for verification of trust. 

4.6.2. Managed Credentials 
0779. In prior art, it is usual for centralised administrators 
to manage the credentials of users. For example: Information 
Technology (IT) administrators managing staff in an organi 
sation, or Service Provider administrators managing custom 
ers. This allows administrators to manage provisioning Such 
as to create, modify or delete accounts as well as be able to 
reset passwords. 
0780. However, there may be security and privacy risks 
with essentially all-powerful administrators having overrid 
ing control over many, if not all, accounts and/or credentials. 

44 
Nov. 27, 2014 

For example, it concentrates power to a relatively small 
group, relies on the honesty of those administrators and 
requires careful procedures to avoid mistakes. 
0781. In embodiments of the present invention, “man 
aged-users' may be provisioned and/or administered by 
agents (as previously described). In this case, a box owner, or 
other member of the parent box which the box owner has 
given privileges to, may manage the life-cycle of credentials 
of clients and/or their access to sub-boxes. Credentials may 
be created, reset and/or updated on behalf of clients and those 
credentials distributed to them, for example via credential 
backup (e.g. Backup Services 393). Client boxes, including 
shared client boxes, may be created and access to them pro 
vided via the distribution of keys to those client’s home box, 
for example by distributing client credentials to other users in 
the parent box. 
0782. An advantage of agents being able to provision man 
aged-users is considered to simplify the use of the system by 
users who do not want or need to maintain their own creden 
tials. For example: 

0783 Managed-users may simply interact with the sys 
tem using a name and passphrase, relatively unaware 
that they are using strong credentials being maintained 
in credential backup. 

0784. Managed-users may be able to access the system 
using a private portal (further described below) which 
allows a website to provide a highly secure and private 
facility to clients without needing to open up their inter 
nal infrastructure to those clients. 

0785 Parent box owners, or other members of the par 
ent box if given permission to do so, may reset a man 
aged-user's passphrase. This may be a highly common 
activity as it is well known in the industry that a majority 
of Support problems relate to forgotten passwords. 

4.6.3 Credential Protection 

0786. Users may themselves take precautions to safeguard 
their own credentials. Examples may include: using strong 
passphrases for keystores, protecting access to end systems or 
devices containing keystores, duplicating keystores and stor 
ing them elsewhere, using a PRC, using a credential backup 
service (e.g. part of Backup Services 393), using multiple 
accounts, making use of external authentication systems 
which host the credentials etc. 
0787 To this end, an agent may automatically and/or peri 
odically prompt an end user to perform such safeguards. Such 
as if the agent detects that the safeguards arent in place or do 
not match a policy on safeguards. Examples may include: 

0788 To backup credentials to a predefined location. 
0789. To backup credentials to a credential backup ser 
vice. 

0790. To check for a locally stored EPB and that the 
corresponding PRC is stored in a passphrase-recovery 
box and/or in a passphrase assistance service. 

0791. To create a revocation-custodian box and store a 
RM in it. 

0792 To ensures members are invited to and/or review 
the members of a passphrase recovery box and/or a 
revocation-custodian box. 

0793 Users and/or agents may choose to use remote cre 
dentials, such as from a credential backup service, rather than 
relying on locally stored credentials. In this case, the remote 
credentials may be retrieved and remain in memory for the 
duration of a single session. Generally, remote credentials 
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may be preferable and/or necessary because the end-system is 
notable to store credentials locally and/or the end-system is 
less secure than the credential backup service. Particular 
examples include: 

0794. If end-point security is insufficient, such as 
accessing the system from a public place e.g. a computer 
in an Internet Cafe 

0795. If the end-point is not under the user's control e.g. 
using a friends computer 

0796. If the end-point is locked-down, such as if the user 
is using a virtualised desktop and/or has restricted ability 
to read and/or write to their system 

0797. If a centralised authentication system is in use, 
such as a Virtual Private Network 

0798 (VPN). In this case, the credentials may be delivered 
using an authentication extension protocol Such as Protected 
Access Credentials (PAC). 

4.6.4 Self-Management 

0799 Embodiments of the present invention may enable 
self-management. That is, management may be performed by 
agents without necessarily involving central administrators. 
Importantly, this self-management may be authoritative in 
that central administrators may have no means to influence, 
adjust, override or otherwise interfere with the way agents 
may manage aspects of embodiments of the present inven 
tion. 
0800 Examples of self-management may include: 

0801 Making and/or removing contacts 
0802 Inviting and/or un-inviting users 
0803 Re-inviting an owner back to a box if the box 
owner was revoked and has obtained new credentials 

0804 Provisioning and/or deprovisioning of managed 
users such as clients 

0805 Assigning and/or removing privileges to/from 
users e.g. the ability to invite other users to a box, the 
ability to create client boxes or other sub-boxes 

0806 Backing up credentials 
0807 Self-management may occur in combination with 
repository services. For example, box creation, box deletion, 
box ownership transfer, registration etc. Note that clean-up 
tasks may be driven by an agent and/or repository services. 
For example, if a box is deleted, the box and its content may 
be marked for deletion and then after a given time, the agent 
and/or repository services may delete and/or archive the 
deleted content. 
0808. Note that an aspect of provisioning is de-provision 
ing. In prior-art systems, de-provisioning may be problem 
atic, for example, having manual processes to ensure that 
when an employee's role changes that all appropriate permis 
sions are removed or if an employee leaves, removing all 
appropriate permissions. In embodiments of the present 
invention, removing privileges may be performed by rotating 
or rolling-over keys and/or severing access may be performed 
via revocation. Advantages of the latter approach may be 
relatively complete and/or timely removal of privileges as 
well as this deprovisioning may be performed without requir 
ing the assistance or instigation by central administrators. 

4.7 Operations 

0809. Yet another important aspect of embodiments of the 
present invention stem from the realisation that the distrib 
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uted and/or decentralised nature of embodiments of the 
present invention may result in many operational advantages 
and benefits. 

4.7.1 Low Administration 

0810. In embodiments of the present invention, agents 
may essentially be self-managing. As a result, the amount of 
administration required by centralised services, such as 
remote services and/or repository services, may be relatively 
Small. In some respects, embodiments of the present inven 
tion may be pared down to a point where the only manual 
administration required may be to revoke users, and even this 
may be managed if individual users provide their own custo 
dian or trusted users to manage their revocation. 
0811 Most administrative functions, normally manual in 
prior art, may be automated in embodiments of the present 
invention. For example, the issuance of certificates may not 
involve any paperwork as is the case with certification 
authorities. Revocation may simply mean clearing a path for 
re-registration. Mobility may be catered for by using a por 
table keystore and/or credential backup and/or a home box. 
Profile information need not be centrally administered and 
instead, be selectively conveyed to other users as appropriate. 
0812. A decentralised approach may remove many com 
plexities. For example, prior art may require significant effort 
with membership management, including enrolment, privi 
leges, group management etc. In particular, group manage 
ment may be a relatively complex issue, e.g. because of the 
need to manage dynamic and/or conflicting requirements of 
groups which may be unpredictable, transient, complex, 
overlapping, disjoint, dormant, out-dated etc. In a decentra 
lised approach end-users determine their own group scope, 
and/or may dynamically build groups in context of the shar 
ing required at the time it is required via the distribution of 
keys. 

4.7.2 Agent Mobility 

0813 Users may be mobile and/or need credential port 
ability. In this case, their credentials and/or keystore and/or 
agent data (e.g. Agent Store 330) may need to be portable 
and/or be backed-up remotely. Portable credentials may mean 
storing such data on a portable memory device, USB drive or 
any other Suitable storage device. 
0814. An agent (e.g. Agent 340) may have working data 
(e.g. Working Data 343). Agent data may be stored locally 
(e.g. Agent Store 330) or remotely in an agent data box or 
“home' box (e.g. one of Agent Boxes 382) or via a hibernate 
service. In order to establish a home box, the agent may 
interact with a resource service (e.g. Repository Services 
391) and/or a remote service (e.g. Remote Services 370) or 
hibernate service which is typically done at registration time. 
Remotely storing agent data may have many advantages. For 
example: 

0815. To backup agent data. This allows agent data to be 
retrieved in the event of a local failure. 

0816 To avoid an agent having to store agent data 
locally. This may be important if the end system is not 
fully trusted, such as at an Internet Café. 

0817 To enable a user to make use of an agent on 
another end system. For example information on a work 
computer may also need to be available on a home com 
puter. 
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4.7.3 Scalability 
0818 Embodiments of the present invention may be 
highly scalable. This may be because most processing, com 
putations, management etc is performed by the end-systems 
making the overall system highly distributed. Adding more 
end-systems is not necessarily dependent on the processing or 
administrative Scaling of central servers. This may be unlike 
prior art in which central servers and/or central administra 
tion may become a bottleneck. 
0819. In particular, requirements on remote services or 
storage services may be relatively low, thus making the sys 
tem scalable. For example: 

0820 Processing requirements may be minimal for 
remote services as most processing is performed client 
side e.g. cryptographic functions, compression, etc. 

0821 Trust requirements may be minimal as the main 
function of remote services may be to store and return 
data correctly. Note that agents may be able to detect 
corrupted and/or compromised data via the use of digital 
signatures. 

0822 Security requirements of intermediate systems 
may be minimal as remote services may only store 
encrypted data making it valueless in the case of any 
security breach Such as hacker attacks or malicious or 
accidental disclosure. For efficiency, remote services 
may limit access to just the set of encrypted blobs that a 
user requires, for example, the set of encrypted content 
associated with each box that the user has access to. 

0823. Privacy requirements may be minimal as remote 
services may be relatively “blind as to the way data is 
being shared, who is doing the sharing and/or any char 
acteristics or behaviour Surrounding the sharing. Client 
side encryption also ensures that data is protected 
against unauthorised access or secondary uses by the 
remote provider. 

0824 Service requirements may be minimal as higher 
level services may be provided by a repository service 
e.g. notifications, billing etc. 

0825 Symmetric keys may be used wherever possible, 
including wrapping keys, so as to limit public key opera 
tions which may be relatively computationally expen 
S1V. 

4.7.4 Flexibility 
0826 Embodiments of the present invention may have 

flexibility. This may result from the layered and/or modular 
approach to security, privacy, trust, control etc. A number of 
examples follow. 
0827. Different and/or multiple identity systems may be 
leveraged and/or incorporated. For example, the interface to 
corporate identity systems, the leveraging of PKIs or WoTs 
etc. This flexibility may be because the use of credentials, 
particularly certificate-based credentials, may be relatively 
independent from other aspects of embodiments of the 
present invention. 
0828. Different and/or multiple cryptographic modules 
may be used. For example, use of a Hardware Security Mod 
ule (HSM), use of a government certified cryptographic pro 
viders etc. 
0829. Different and/or multiple remote and/or storage sys 
tems may be leveraged and/or incorporated. For example, 
"cloud' storage services, “cloud' broker services, “cloud' 
aggregator services, Web-based Distributed Authoring and 
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Versioning (WebDAV) servers, File Transfer Protocol (FTP) 
servers etc. This flexibility may be facilitated with the use of 
repository services which may normalise features and/or 
overlay features useful for embodiments of the present inven 
tion. A benefit may be that agents may not be tied to any 
particular remote service and/or it may be relatively easy to 
change intermediate storage and/or transport providers. 
0830) Different and/or multiple mechanisms for recovery 
may be used as required. For example: passphrase recovery 
box, revocation custodian box, credential backup service, 
passphrase assistance service, key escrow service etc. The use 
of any one or any combination of these mechanisms may give 
the flexibility for people and/or organisations to choose a 
balance between risk, convenience and safety to Suit their 
requirements. 
0831. Different and/or multiple mechanisms for encrypted 
keys may be used. For example: encrypted content keys may 
be stored with content or separate from it; encrypted meta 
data may be stored in the same shared box or in a separate 
(meta-data) box; community keys may directly encrypt con 
tent keys or may encrypt workspace keys which in turn are 
used to encrypt content keys etc. 
0832. Different and/or multiple access control and/or 
privilege techniques may be used. For example the use of 
remote services access controls, repository access controls, 
attribute certificates, temporary SSL certificates etc. The 
choice may depend on the types of risks that need to be 
mitigated. 
0833) Flexibility may also be evidenced by the range of 
privacy enabled applications which may make use of embodi 
ments of the present invention. Examples are given in the next 
major section. 

4.8 Recovery 

0834. In prior art encryption systems, there may be a trade 
off between safety and security. Safety requires that keys are 
always recoverable, as if keys are lost, then encrypted data 
may be unusable. But security requires that keys are properly 
protected. The trade-off is that, in the case of recovery, keys 
need to be re-instated to users or applications who have 
claimed to have lost their keys. In prior art, this has generally 
resulted in centralised approaches to key administration so 
that safety can be assured, at the expense of security which is 
entrusted to central administrators with overriding control. 
0835. In embodiments of the present invention, a layered, 
iterative and/or decentralised approach may be taken to 
enhance safety and/or security. Safety may be enhanced as 
each participant in a box has copies of keys to that box. 
Security may be enhanced by separating the recovery of 
passphrase, the recovery of credentials, the recovery of cer 
tificates and the recovery of each set of box keys. Note that 
regaining credentials is not sufficient to regain previous 
access: in addition, it further requires obtaining copies of 
certificates and/or regaining access to each box. Regaining 
box keys is then dependent on re-establishing trust with the 
owner of the box, or a member in the case of a box-owner 
trying to regain their box. 
0836. In summary, recovery may be performed client-side 
using a relatively broad range of recovery options. This 
decentralised approach may give many advantages and ben 
efits. Some examples are given below. 
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4.8.1 Credential Recovery 
0837. An aspect of embodiments of the present invention 
may be that if credentials are lost, they may be suitably 
re-instated (as previously described) in a way that allows the 
system to continue to function just as it had prior to revoca 
tion. In particular, the re-instatement of credentials may use a 
process which may be relatively robust, which may not be 
Subject to attacks such as Social engineering, as may be the 
case in prior art (as previously described). 
0838 If the keystore passphrase is forgotten then a PRC 
may be used to unlock a EPB in order to open the keystore. 
This may be considered a two factor system in that the PRC 
may be provided externally by a passphrase-recovery-box, a 
trusted third party, a passphrase assistance service etc., whilst 
the EPB is stored locally on the end-user's machine along 
with the keystore and or in any manner accessible by the agent 
or user. The recovery process may be extended to three-factor, 
for example by sending an encrypted PRC via one or more 
emails with the unlocking code sent via SMS or another 
email. 
0839. If credentials are lost or compromised, then creden 

tials may be revoked preferably via a custodian of a revoca 
tion message (RM). To recover from revoked credentials, a 
user may need to re-register, then that user may need to follow 
procedures as if they only just joined the system. For 
example: re-establishing a home box, re-establishing trust 
relationships, re-establishing access to boxes etc. 
0840. A benefit of this approach is that it may avoid cre 
dentials being critical to system operation. For example, in 
embodiments of the present invention, encrypted data that is 
shared may be recovered from other parties. 

4.8.2 Data Recovery 

0841. If an end-system loses its data, it may be retrieved 
from other parties in each shared box. 
0842) If an end-system loses data protected by at-rest 
encryption then the local keys may be obtained from the box 
that the at-rest encryptions files belong (as previously 
described). 
0843. If an end system loses credentials, the credentials 
may be re-instated and access to previous information may be 
re-gained via the contact and invitation process, without 
involving central administrators. If a box owner loses creden 
tials, then they may be re-instated by one or more of the 
people who the owner trusted with the data in the first place. 
0844. If a user with end-system at-rest encryption loses 
credentials, then after re-invitation back to a box, the user 
may be able to recover the local encryption keys, such as from 
a shared box or home box, without involving central admin 
istrators. 

4.8.3 Shared Box Recovery 
0845 Essentially, shared-box recovery leverages the fact 
that each user in a box has a copy of the box keys. This means 
that if keys are lost, they may be recovered via a re-invitation 
process which results in the distribution of the required keys. 
This decentralised and redundant approach may be consid 
ered preferable to prior art centralised key server approaches. 
0846. As described above, a user may recover keys for any 
shared box, by simply getting re-invited back to that box by 
another box member. The user may be given back keys to that 
box during this process. Note that this process is the same for 
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a box owner, in which case any of the members may invite the 
owner back and pass them back keys to that box. 

4.8.4 Single-user Box Recovery 
0847. In embodiments of the present invention, there may 
be ways to recover the content of a single userbox. Such as 
making use of another box and a special encrypted file. 
0848. For example, the components might be any one or 
any combination of: 

0849. A personal box for which the owner is the only 
user e.g. “box-A’ 

0850. Another box that the user owns and has members 
e.g. “box-B” 

0851 A special encrypted file containing the key to 
box-A stored in box-A e.g. “B(A) may be the box-A 
key encrypted with the box-B key 

0852. A policy that allows access to box-A if the re 
instated owner is invited back to one or more boxes 

0853. In this example, a re-instated owner may be part of 
the following process: 

0854. The owner stores B(A) in box-A 
0855. If the owner is revoked, the owner re-registers and 
obtains new credentials 

0856. A user from box-B re-invites the owner back to 
box-B. This may provide the owner with the box-B key 
and/or trigger the policy to allow access to personal 
boxes 

0857. The owner downloads from box-A the encrypted 
file B(A) and decrypts it using the key from box-B. 

0858. The result is that the owner has recovered their 
box-A keys. 

0859. The important point is that a box owner may insure 
themselves against losing access to their single userbox in the 
event that they lose their credentials. 
0860. There may be many variations to the above process, 
for example: 

0861. The special file may be encrypted with a user 
chosen passphrase. 

0862 The special file may be in two or more parts with 
each part been encrypted using different box keys from 
different boxes. For example, if the special file was 
encrypted in two parts, then this may cryptographically 
enforce the need to get re-invited to the appropriate two 
boxes before being able to recover personal box keys. 

0863. The special file may be stored in a “personal-box 
recovery” box, in which case, one of the owner's custo 
dians would need to invite them back to the box in order 
to recover their personal box keys. 

4.8.5 Key Escrow 
0864 Considered as a last resort, encrypted data may also 
be recovered via a key escrow service. For example, a gov 
ernment may mandate that keys are escrowed, a large corpo 
ration may mandate the escrowing of employee keys or an 
institution like a bank may use a key escrow as a safety 
measure to insure against customers losing their keys to a 
bank provided electronic vault. 
0865 Preferably, key escrow would only involve the 
escrowing of encryption private keys. The escrowing of sign 
ing private keys is considered not necessary and a security 
risk as any breach in security may result in obtaining signing 
keys which may subsequently allow impersonation of the real 
USC. 
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0866 Preferably, escrowed keys are stored in systems 
with strong security, monitoring and auditing. Such systems 
should be independent and preferably logically, physically 
and administratively separate from remote services and/or 
repository services. 
0867 Preferably, escrowed keys are stored encrypted by a 
computationally difficult means of obtaining them. This may 
make it difficult to steal a large number of keys, as decrypting 
a large number of escrow keys may require relatively large 
amounts of computing power. 
0868 Preferably, access to an escrow server would involve 
legal and/or procedural constraints, such as needing a court 
order or signed military order, requiring multiple signatories 
and/or approvals etc. 
0869 Preferably, access by officials to repository services 
should use temporary SSL keys using a separate trust anchor. 
This may be so that the repository services can recognise an 
official accessing the system in order to obtain box keys from 
a user's home box. In this way, the repository can enforce 
strong authentication and restrictions such as read-only 
access, send notifications etc. 
0870 Preferably, key escrow should only be used in 
extreme cases, such as for national Security, criminal investi 
gation or disaster recovery. 
0871. Note that for users which have had key escrow 
imposed on them, their other credentials may remain safe, as 
all other private keys are protected in the user's private key 
store. For example, their signing credentials, SSL credentials, 
email credentials and registrar credentials. 
0872. Note also that users which are not subject to escrow, 
may remain safe because there may be no way for key escrow 
administrators to get keys to those other boxes that contain 
only outside users. 

5 Privacy Enabled Applications 

0873. Embodiments of the present invention may be 
implemented in a relatively diverse range of application sce 
narios in order to provide enhanced security, privacy, control, 
trust and other end-to-end capabilities. 
0874 For example, an agent may be used to facilitate 
peer-based management, data-centric security/privacy, 
strong cryptography, trusted communities, secure sharing, 
private collaboration, distributed processing etc. In particular, 
data-centric encryption may provide self-enforcing, end-to 
end, persistent Security and privacy which may be in contrast 
to the server centric approach of prior art which may be hard 
to enforce, transient and/or point-to-point. 

5.1 Certificate Enabled Applications 

0875. An advantage of embodiments of the present inven 
tion may be that agents may automatically distribute, update 
and/or remove certificates in end-system certificate stores in 
order enable certificate-based applications. 
0876. In embodiments of the present invention, agents 
may be used to address the issuance, distribution and dis 
abling problem that has traditionally been difficult in prior art: 

0877. The certificate “issuance' problem may be 
addressed via the bilateral Make Contact process, not 
necessarily involving a third party. This process may 
also be used for “machine-to-machine' trust, such as 
when multiple computing devices need to co-operate 
securely and/or privately. 
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0878. The certificate “distribution” problem may be 
addressed via a “push” mechanism, again not necessar 
ily involving a third party. At the agent level, this may 
involve distributing certificates to other agents, for 
example, during the Make Contact process and/or the 
Certificate Update process. When an agent receives cer 
tificates (e.g. Contact Certificates 462), it may update 
local knowledge (e.g. Home Box 411) and/or update a 
local certificate store (e.g. Certificate Store 314) for use 
by the local operating system and/or local applications. 

0879 The certificate “disabling problem may be 
addressed via messages sent to agents to remove certifi 
cates from certificate stores, for example if they are 
revoked, expire, become obsolete etc. 

0880. The management of a local certificate store may be 
in accordance to a predetermined policy. For example, agents 
may initiate management actions based on user instigation, 
time of day, link stability, idle time, frequency, periods, time 
of day, on demand, certificate type, certificate expiry, revoca 
tion event etc. 
0881. The management of a local certificate store may be 
useful to a significant number of applications which may 
assume certificates in place in order to have their own control 
channels protected by asymmetric cryptography. This local 
certificate management may include updating certificates 
when they need renewing, removing certificates when they 
expire and/or revoked, further distributing certificates to mul 
tiple device etc. 
0882. The following sections give further examples of cer 

tificate enabled applications. 

5.1.1 Secure Email 

0883 Email, especially the most common form using 
Simple Mail Transfer Protocol (SMTP) may have poor secu 
rity and privacy. For example: 

0884 Copies of emails may reside on one or many 
intermediate email relays. 

0885. The format is basically text and so may be view 
able by any intermediate party. 

0886. There may be few, if any, checks for integrity and 
so email may be relatively easily tampered with includ 
ing modifying contents, spoofing the sender etc. 

0887. As a result there may be a need for secure email. In 
Some jurisdictions, laws may mandate the use of secure email 
to protect personal information. 
0888 Secure email may generally fall into two catego 
ries—a hosted Solution which necessarily involves a trusted 
third party, or an end-to-end Solution which may involve 
asymmetric cryptography. The international standard for end 
to-end email encryption is Secure/Multipurpose Internet Mail 
Extensions (S/MIME) which is built into most modern email 
software. 
0889 S/MIME lets users encrypt outgoing messages and 
attachments so that only intended recipients who have a cer 
tificate, can read them. In addition S/MIME allows users to 
digitally sign a message, which provides the recipients with a 
way to verify the identity of the sender and/or prove that the 
message hasn't been tampered with. 
0890. In order for users to use end-to-end encryption, it is 
usually necessary to have certificates in place and/or for the 
users to manage these certificates. For example, S/MIME 
usually requires a PKI to be in place. For self-signed certifi 
cates, such as Pretty Good Privacy (PGP), there may be an 
assumption that a WoT is in place. In prior art, users may have 
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to manually manage the obtaining and maintenance of cer 
tificates on their end-system. A further problem in prior-art 
may be the quality of certificates being used, as a user may not 
understand the appropriateness of certificates they receive. 
Overall setting up end-to-end encrypted email may be a 
manual, arduous, complex, technical and/or relatively diffi 
cult process that requires end-users to have expert knowledge 
and thus is often cited as a major reason why S/MIME has not 
had widespread adoption. 
0891. In embodiments of the present invention, the man 
agement of certificates may be managed by agents interfacing 
with local email applications and/or operating system func 
tions. This may require agents interfacing to certificate data 
bases which may be kept by the operating system and/or 
email specific software. 
0892. In the case of web-based email, an agent in conjunc 
tion with a web browser plug-in may provide S/MIME capa 
bilities. Making encrypted email available as a Web browser 
extension may make end-to-end authenticated and encrypted 
e-mail accessible to a much wider set of people. 
0893. Having an agent manage certificates for email 
enabled applications may also have other benefits, for 
example: 

(0894. The use of standards-based protocols (S/MIME) 
and government-endorsed cryptography may help meet 
stringent regulatory requirements, such as eHealth laws, 
data privacy laws, payment card industry requirements 
etc. 

0895. By including trust anchors from well-known cer 
tification authorities (CAS) may allow email access to a 
wide variety of providers. 

0896. The use of client-side cryptography may allow 
email integration into existing Smartcards, USB tokens, 
and other cryptographic devices. 

5.1.2 Secure Communications 

0897. The security of many distributed applications cur 
rently relies on client-side certificates. For example, many 
real-time communication applications such as those using the 
Extensible Messaging and Presence Protocol (XMPP). 
XMPP is used by a wide range of applications including 
instant messaging (IM), presence, multi-party chat, forums, 
Voice and video calls, collaboration, lightweight middleware, 
content Syndication, gaming, monitoring, geolocation, 
remote control systems and generalized routing of XML data. 
0898. In embodiments of the present invention an agent 
may manage XMPP certificates. The interface between an 
XMPP client and an agent may include registering and 
obtaining certificates, exchanging XMPP certificates with 
other clients/applications, rolling over certificates, revoking a 
certificate etc. 

0899. An advantage of embodiments of the present inven 
tion is the ability to centrally store histories of those commu 
nications in a highly secure and private way. This addresses a 
severelimitation of most peer-to-peer (P2P) systems, such as 
IM, chat, forums, voice calls, video calls etc because they rely 
on end systems to maintain logs and/or histories, which may 
have limited Storage space and/or not suitable for long term 
reliable storage. This may be especially important for Voice 
and/or video, which may generate significant amounts of 
data. Further, with the use of a VFS, these histories may be 
kept encrypted on the end-systems. 
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5.1.3 Client Side Authentication 

0900. Many applications use certificates for client-side 
authentication. Examples include: Virtual Private Network 
(VPN) authentication, Wireless authentication, Web authen 
tication, Single sign on (SSO) etc. 
0901. In embodiments of the present invention, agents 
may keep synchronised an operating system certificate store 
and/or one or more application certificate stores. This may be 
achieved by an agent interfacing to an associated application 
programming interface (API) in order to manage certificates 
e.g. add, modify, delete, update etc. Once certificates are 
setup and/or maintained, end-system applications may use a 
“client certificate” for strong security and/or privacy and/or 
integrity. 

5.1.4 Document Control 

0902 Document management applications or document 
management systems (DMS) may use certificates for docu 
ment control. Examples include document signing, document 
encryption and document approval workflow. A motivation 
for using these capabilities may be because end-users may 
want to treat the DMS as only semi-trusted, for example for 
the DMS to manage the overall storage and management of 
documents but the end-user can maintain privacy via encryp 
tion and ensure integrity using digital signatures. 
0903. In embodiments of the present invention, a local 
certificate store for client-side certificates may be used by a 
document management system. Agents may be used to man 
age the distribution and maintenance of certificates to the 
end-points of members with access to the document manage 
ment system. 
0904. Agents may also be used facilitate members outside 
the document management system as members may send 
documents to non-members that also make use of an agent. 
This allows embodiments of the present invention to be used 
as a "gateway' between internal systems and external people. 

5.1.5 Document Signing 
0905 Conveying a legally binding digital signature on a 
document may involve a paper version of the document being 
physically signed by one or more parties either in person 
and/or remotely and then scanned, printed or faxed and/or 
sent via courier to one or more other parties. Such a signing 
process for documents may be costly and/or time consuming. 
0906. In embodiments of the present invention, a user's 
credentials and digital signatures may be used as a basis for 
legal signatures. As described herein, documents may by 
digitally signed and this may be used by the end user and/or 
other system, e.g. a document management system, for the 
purpose of a legal digital signature. Digital signatures may be 
made visible to the user, for example with a signing indicator 
and/or a way to view the certificate used to verify the signa 
ture. Documents may then be involved in a workflow which 
may involve further signatures between and/or with further 
parties. In this latter case, signatures may envelope each other 
to form a chain of custody and/or evidence. 
0907. Note that legally binding digital signatures may 
require a high level of assurance especially associated with 
reliability, evidence and/or intent. As described herein, reli 
ably may be achieved with respect to managing many aspects 
of the life cycle and/or workflow around the use of digital 
signatures including provisioning, creation, use, Verification 
etc. As described herein, evidence may be achieved with 
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respect to the many provisions that embodiments of the 
present invention provide for security, privacy, recovery, aud 
itability, authenticity, trust etc. Further, as described herein, 
intent may be shown because parties may Voluntarily and 
explicitly make contact and be involved in an invitation pro 
cess in order to enable collaboration and/or exchanging docu 
mentS. 

5.2 Key Serving Applications 
0908 Key management may involve the generation, 
exchange, storage, use, and replacement of cryptographic 
keys. In prior art, it is often regarded as the most difficult 
aspect of cryptosystems because of the manual processes that 
must be implemented around the lifecycle and/or manage 
ment of keys. 
0909. In embodiments of the present invention, agents 
may effectively become an authority for keys and thereby 
allow the decentralisation of key management to those who 
are responsible for the data, such as box owners or delegated 
administrators or privileged members within boxes. 

5.2.1 Enterprise Key Management 

0910 Encryption may be used for protecting data. Gener 
ally, encryption may fall into three categories relating to who 
controls the keys: 

0911 Communications encryption where transient or 
session keys are used to encrypt a network link e.g. SSL, 
TLS. 

0912 Host encryption where an operating system or 
other application ensures that stored information is pro 
tected e.g. disk encryptors, Volume encryptors, hard 
ware security modules (HSMs) etc. Here, storage keys 
are maintained by an operating system or device level 
hardware and/or software. 

0913 Data encryption where data is encrypted so that 
it is protected from intermediate parties and/or servers. 
Here keys should only exist at the endpoints. 

0914. Where encryption is persistent, such as storage or 
data encryption, especially in corporate environments, there 
may be a large number of data objects and/or groups of data 
objects that need different encryption keys. Each encryption 
key and/or group of encryption keys may need to be managed 
throughout its lifecycle e.g. how they are generated, stored, 
rolled over, assigned, etc. This may result in an expensive and 
complex key management problem. 
0915 AS data requirements grow, companies may increas 
ingly deploy cloud solutions, including, virtual data centres, 
public cloud, private cloud and hybrid cloud solutions. This 
may result in the need to manage more encryption keys, often 
with stringent key lifecycle requirements. Further, there is a 
trend of companies needing encryption to secure data as it 
moves outside traditional corporate boundaries, such as to 
mobile devices and to customers and partners. As a result, 
there may be a compounding problem of number of keys, 
complexity in managing the lifecycle of keys and diversity in 
applications requiring keys. In this context, the key manage 
ment problem may become exceedingly difficult. 
0916 Prior art solutions have tended to follow a centra 
lised “key-server” or ticketing server approach. These key 
servers become an authoritative server for managing keys. 
Key-servers typically maintain a database of secret keys and/ 
or master keys and/or algorithmically derive keys. However 
key-servers may have significant problems, for example: 
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0917 Having a concentrated source of keys may make 
key-servers a significant target for attack. 

0918. There needs to be very strong controls around the 
security and administrators of key-servers as a single 
breach may compromise an entire system. 

0919. If keys need to be shared across organisations, 
then there may be significant jurisdiction and/or gover 
nance and/or liability problems with running key-Serv 
CS. 

0920. In embodiments of the present invention, each box 
or data owner may effectively be a key authority and/or pub 
lisher. Since agents may communicate in a virtual peer-to 
peer like way, keys may be distributed by box owners without 
the need for centralised key-servers and/or administrators. 
This may have the significant advantage of being able to 
Support distributed applications across arbitrary sets of 
people and/or organisations without the need for trusted third 
parties. 
0921 Embodiments of the present invention may avoid 
the need for TTPs and/or centralised mechanisms for distrib 
uting keys. Instead, a user, via their agent, may effectively 
manage the secure distribution and authorisation of keys. 
Keys may be stored in a home box and/or a meta-box and/or 
a shared-box controlled by the owner. Keys may be distrib 
uted via messages such as using a contact box and/or posted 
to a meta-box and/or a shared-box for download by autho 
rised parties. 
0922. Note that keys are protected using the same mecha 
nisms as protecting user data—via possession of keys for 
access and encryption for enforcement. In embodiments of 
the present invention there may be several layers of encrypted 
keys. For example, content keys may be protected by work 
space keys, workspace or box keys may be protected by 
community keys, community keys may be protected by cer 
tificates etc. 

5.2.2 Enterprise Data Protection 
0923. A significant driver for enterprise encryption may be 
to protect confidential information, especially for competitive 
business reasons and/or compliance reasons. Organisations, 
particularly large ones, may have many and diverse projects 
that require the encryption of related content according to 
internal security and/or privacy policies. When a project is 
relatively small, key management tasks may be addressable 
with existing staff. However, key management becomes 
increasingly complex as the size of projects grow, as the 
number of projects goes, as the amount of staff changes in 
projects occur, as the richness of access levels increases etc. 
This results in increasing administrative burden, especially as 
projects go live and the responsibility may be passed to 
“operations'. Prior art solutions often attempt to implement 
processes, such as entitlements or role management, to try to 
keep track of who needs access to what and why which may 
involve arduous sign-off procedures to try to ensure accuracy 
and relevance of people's access rights. 
0924. In embodiments of the present invention, data own 
ers may retain responsibility for their data and the people that 
have access to it. This may avoid the need to pass adminis 
trative responsibility, such as to an IT department, who may 
not understand or be able to manage ongoing and/or changing 
requirements related to who needs access to what information 
and why. 
0925. Further, ensuring data owners retain responsibility 
for their data may help accountability and auditing and may 
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reduce or eliminate the need for explicit entitlements or role 
management and/or sign-off procedures. This is because 
membership to a box may be tracked and therefore may be 
self-auditing. 

5.2.3 Database Protection 

0926 Business databases, especially those storing finan 
cial information, may require field level encryption to avoid 
accidental, malicious or unauthorised access to sensitive data. 
For example, credit card holder information is vulnerable at 
each point in a financial processing stream. Though encryp 
tion may protect such information, the key management asso 
ciated may be difficult and/or complex. 
0927. In embodiments of the present invention, applica 
tions may be authorised to access database fields through the 
distribution of keys. Groups of applications may be managed 
by membership and groups of related data may be managed 
by boxes. The box owner may authorise or de-authorise appli 
cations as required through the invite?un-invite process. 
0928. In implementation, applications may interface with 
an agent to handle the keys and/or encryption/decryption of 
data. Owners of the process may manage boxes. Database 
fields may be designed to contain a printable form of 
encrypted data Supplemented by meta-data if required e.g. 
checksums, identifiers etc. 
0929. Note that both users and applications may be mem 
bers of boxes. The users are typically one or more that own the 
process. The applications, particularly on different machines 
and/or environments, may perform the processing, especially 
distributed processing. Preferably multiple people are mem 
bers of any given box to simplify recovery and/or adminis 
tration. 

5.2.4 Cloud Data Storage Protection 

0930. A sweeping trend in business may be the move away 
from internal data centres to virtual data centres and/or the use 
of cloud services such as laaS, PaaS and SaaS. As enterprises 
take advantage of cloud computing environments, via both 
third-party services and custom-developed applications, the 
risk of exposing sensitive data may increase. Because cloud 
servers may not have a physical “location' security may be 
unpredictable and/or compliance with data residency regula 
tions may become difficult. 
0931. In embodiments of the present invention, data out 
side the enterprise may be protected by encryption. Each data 
owner can create virtual storage, for example in a public or 
private cloud, but control keys such that the information is 
protected from the cloud storage provider. 
0932. In implementation, applications may interface with 
an agent using an API that may be similar to the underlying 
cloud storage service. The API provided by embodiments of 
the present invention may also Supplement third party storage 
API.S. 

0933. Note that, for added security, some repository ser 
vices and/or storage services may be kept on premise. For 
example, user boxes (e.g. User Boxes 381) may be stored in 
remote services, while agent boxes (e.g. Agent Boxes 382) 
and/or message boxes (e.g. Message Boxes 383) may be kept 
on premise. The on-premise protection may add an extra layer 
of protection by making it relatively impossible to obtain 
event the encrypted information. 
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5.2.5 Machine to Machine 

0934 Though much of the above description has used 
“users' as examples, embodiments of the present invention 
are equally applicable to applications and/or computers or 
machines with computing means. 
0935. In general, embodiments of the present invention 
may facilitate private, self-managing, cross-organisational, 
distributed applications. For example, in any one or any com 
bination of the following areas: 

0936 Message Queues may be implemented in corpo 
rate or private cloud environments protected by 
encrypted transactions. This protects individual data ele 
ments, rather than relying on the message queue to 
secure the transport. 

0937 Service Buses may make use of encryption, espe 
cially by organisations that do not want passwords and 
account information to be passed over the bus where 
Subscriber applications may be listening in. Similarly, 
applications that involve credit card information may 
need to use encryption across an Enterprise Service Bus 
(ESB) in order to comply with regulations or mandates, 
such as Payment Card Industry (PCI) requirements. 

0938 Federation may be facilitated as embodiments of 
the present invention may make use of organisational 
credentials, but limit sharing strictly to the applications 
required. 

0939 Remote Procedure Calls may make use of end 
to-end encrypted messages. 

0940 Inter-organisation projects may make use of pri 
vate cryptographic tunnels, for example for signalling, 
key management, configuration, Software distribution, 
asset management etc. 

0941 Secure transaction management may use keys 
and encryption for machine authorisation Such as for 
workload automation and/or other distributed process 
ing systems. This is because Such distributed systems 
require trust between the machines performing the work. 

5.3 Collaboration Applications 

0942 Embodiments of the present invention may be inte 
grated into a broad range of information sharing applications 
that may require high levels of security, privacy, control etc. 
Such applications include secure file sharing, social network 
ing, private messaging, private forums, content publishing, 
VoIP virtual worlds, telephony, video conferencing, virtual 
worlds and any other collaboration application. Further 
examples are outlined in this section. 

5.3.1 Private Portal 

0943 Agents may be embedded into a private portal. A 
private portal is typically a web page hosted on one-site but 
contains a view of another system, for example, makes it 
appear that an area of a page is running on or from a given 
website. The main advantage of a private portal may be that it 
may be very quick to setup, such as to add the capability to a 
web page using an “iframe', and may give significant security 
and privacy of user data without the necessity to have the 
website enforce such security and privacy. In particular, it 
may provide a facility to a website, for example a person 
alised and private area for clients and a business to exchange 
files, without needing to open up internal computing 
resources of the business to the internet. 
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0944. A private portal may not need to be attached to a 
website. Instead a link may be used to invoke the portal in a 
blank web page. Such a link may safely be sent in an email, 
because it only identifies the portal, not the data in the portal. 
0945) A private portal may make use of managed-user 
credentials. This may be beneficial So that an end-user may 
get the appearance of just using a name and passphrase to log 
into a private portal, when in reality, the name and passphrase 
may have been used to provision a user in a credential backup 
service. Using the private portal, a user inputting the correct 
name and passphrase may result in the download of creden 
tials to the portal agent and the user gets “logged in to receive 
access to shared files, for example in a Sub-box or client box. 
0946. In implementation, a private portal may make use of 
an agent capable of performing independent processing in a 
web browser, for example an applet or other plugin. The 
portal may be embedded into a webpage within a website 
using a Hypertext Transfer Markup Language (HTML) 
iframe. The portal agent, e.g. the applet in the iframe, may 
make use of mutual SSL to access storage and/or facility 
services which may be independent of the website hosting the 
web page. Options to the portal may be encoded into a param 
eter in the Uniform Resource Locator (URL), for example to 
hide modes of the private portal such as read-only, disable 
passphrase change, display of logos etc. 
0947. A private portal may have many advantages. For 
example: 

0948. The portal may give highly secure and private 
access to clients without the cost of requiring the website 
hosting to deliver that high level of security and privacy 
or opening access to a company’s internal servers. For 
example, the business website may not support SSL, but 
SSL may be run between the agent and the remote and/or 
facility services. 

0949. The portal may reinforce the business brand. For 
example, a professional company, Such as one that pro 
vides legal, financial, engineering, or any other type of 
advice, may use the portal to demonstrate to their cus 
tomers how seriously they are about keeping confiden 
tial or other sensitive information secure and private. 

0950 The portal may allow clients to use a secure col 
laboration service without first registering and/or being 
aware that they are using strong credentials. By treating 
portal users as managed-users, a portal user may simply 
login using a provided name and passphrase. 

0951 AURL for the portal may be safely given out, e.g. 
via email, without giving away any information about 
what is being communicated. This may be quite differ 
ent from prior art which may allow for the publication of 
URLs of content, which may be a security problem as 
the “secret URL to a file can easily become known and 
may be a privacy problem because it gives away that 
content exists. 

0952 Aprivate portal may be attached to a single parent 
box, allowing login by any client in a Sub-box. Additionally, 
a private portal may be linked to more than one parent box, 
thus allowing login by any client in any of the Sub-boxes of 
the linked parent boxes. 

5.3.2 Secure File Sharing 
0953 Secure file sharing may cover a class of applications 
for storing and exchanging files or other content, especially 
files which may be sensitive, private and/or confidential. 
Examples users include accountants that need to share finan 
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cial information with clients, lawyers that need to share drafts 
of legal documents, directors of companies that need to share 
board papers, agencies that need to share graphic designs, 
consultancies that need to share engineering plans, mediators 
that need to share dispute resolution documents, consultants 
giving advice to clients, entrepreneurs sharing information 
with investors, company executives and/or employees who 
need to share highly confidential and/or proprietary informa 
tion with other company personnel or external consultants 
and/or board members, deal rooms, virtual data rooms etc. 
0954. Secure file sharing may be implemented using an 
agent application. In this case, an agent application may allow 
an owner to setup private workspaces and to selectively 
invite?un-invite people to shared boxes or workspaces as 
required. Members may be able to upload/download files as 
appropriate for the permissions given to them. The owner 
may delegate administrative rights or privileges, such as to 
invite other members and/or add sub-boxes and/or other 
access control permissions on files/folders such as delete, 
modify, read etc. The application may also provide notifica 
tions about activity and/or audit reports about that activity. 
0955 Secure file sharing may be made available using a 
private portal, as described above. 

5.3.3 Secure Publishing 

0956. Many types of information sharing may involve the 
publication of information to very controlled sets of people. 
In this case, embodiments of the present invention may be 
used to protect valuable information with encryption and 
ensure that only authorised parties have access it to it via the 
distribution of keys. 
0957 Publication of content may involve large files such 
as multi-media files. As an example, media companies pro 
viding custom video or films, training companies needing to 
distribute audio and/or visual training materials, private 
multi-media networks etc. Using embodiments of the present 
invention the content may be locked and access to it is via 
issuance and distribution of a key which allows unlocking of 
the content. 

0958 Publication of content may involve physical distri 
bution, such as via compact disc (CD) or digital video disk 
(DVD). In this case, the content may be protected by encryp 
tion and only accessible using a key provided by the content 
provider. This approach may be valuable when it is too expen 
sive to deliver the content electronically, but still can deliver 
the keys electronically. 
0959. Publication of content may involve electronic dis 
tribution, for example, enabling copies of large files in mul 
tiple geographic locations. In this case, a repository service 
may facilitate this replication and advise agents as to where 
the nearest copy is located. Note that this replication may be 
independent from the enablement of viewing the content 
through the use of keys. 
0960 Publication of content may involve interfacing with 
third party document management systems where selected 
information needs to be provided to authorised people. 
0961 Publication of content of content may be synchro 
nised by delaying the release of keys. In this case, content 
may be distributed, and later, an owner may distribute keys to 
a set of users who share the content at the same time. This may 
be for applications that need to synchronise the release of 
material at the same time, for example exams, tenders, enter 
tainment, products, services etc. 
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0962 Publication of content may make use of a private 
portal, as described above, so that information may be made 
available to external people, not necessarily requiring local 
credentials. 
0963) Publication of content may make use of repository 
services to enforce policy(s) or other controls. For example, a 
library or other information service may enable users to buy a 
certain number of documents and then download them as 
required. The repository service may restrict any given user's 
download to a set number and/or set value and/or restrict 
certain documents to be only downloaded once. When such 
limits and/or conditions are reached, the repository service 
may make further files inaccessible. An audit may be used to 
reconcile usage with user's account and/or privileges and/or 
allocations. 

5.3.4. Archive and Backup 
0964 Archive management may benefit from encryption 
and sharing. Encryption may ensure that archived content 
may be safely stored online in inexpensive "cloud' storages. 
Sharing may be necessary because responsible people change 
over time, and so new people may be invited to the relevant 
boxes and outgoing people may be removed. 
0965. In a broader example, an organisation may provide 
an overall service, but may want to back-end its storage 
and/or archive needs to cloud storage, for example, to make 
use of very low cost cloud economics. Encryption may safe 
guard this information from the storage provider, but sharing 
may still be required to provide independent access to stored 
data by other organisations, for example, trusted third parties 
for the purpose of independent audit, dispute resolution, 
escrow management or business continuity. 
0966 Archive management may also benefit from redun 
dant backup. Such as storing copies in alternative boxes which 
may be with different providers. Archive management may 
also benefit from certificate management and digital signa 
tures, for example, to safeguard data provenance and/or to 
ensure authenticity and integrity that information has not 
been corrupted or tampered with. 
0967 Secure remote backup may also be used for infor 
mation that may be important, sensitive, private or confiden 
tial. This may include system data Such as licence keys, legal 
agreements, configuration settings and any other data that 
may be required, especially in a disaster recovery situation. 
Again, multiple users may need access to the backup to 
ensure key availability and continuity as responsible parties 
change. 

5.3.5 Private Messaging 

0968 Private messaging may cover communications 
where it is important that no third party may overhear or 
eavesdrop a conversation nor be able to identify the identities 
of the communicating party. In embodiments of the present 
invention, such private messaging may be enabled using 
encryption and controlled using keys, in particular, long-term 
keys. 
0969 Private messaging may take many forms, such as 
private email, instant messaging, private forums, encrypted 
fax and other end-to-end applications that may require private 
but reliable delivery without the need for direct connections. 
0970 Private messaging may make use of remote or stor 
age services Such as using message boxes (as described 
above). This may be advantageous as the storage costs may be 
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relatively low as the storage service may simply provide 
storage services and not necessarily related services such as 
user interfaces, notifications, searching etc. Higher level pro 
tection, such as security, privacy, control, trust etc may be 
provided via end-to-end encryption. Higher level features, 
Such as notifications, routing etc may be provided by reposi 
tory services. 
0971 Private messaging may make use of an external 
messaging or queuing service, especially "cloud' based mes 
saging or queuing services. In this case, embodiments of the 
present invention may protect the security, privacy and integ 
rity of end-user messages using encryption and leverage the 
messaging or queuing service as the mechanism for delivery. 
0972 Private messaging may enhance existing messaging 
systems including peer-to-peer. This is because prior-art mes 
saging may not be private in several aspects of their operation, 
for example in the provision of a “directory' of registered 
users and/or storing of messages on behalf of users which 
relies on the security and privacy of the provided services. 
Using embodiments of the present invention, end-to-end 
encryption may add an extra layer of privacy and security to 
ensure that information is safe where ever it is stored or 
transiting intermediate infrastructure. 
0973. Further, agents may provide value added features 
and functions to private messaging such as delivery notifica 
tions, receipted delivery, signed acknowledgements, distribu 
tion lists, publish/subscribe etc. 

5.3.6 Private Data Streams 

0974 Though many of the examples given relate to stor 
age, embodiments of the present invention may equally be 
applied to encrypted data streams and/or peer-to-peer com 
munications. Examples of data streams may include: 

0975 Multi-media streams such as video, audio, pic 
tures and any other type of on-demand data. 

0976 Communications streams such as VOIP (Voice 
Over IP), HTTP (HyperText Transfer Protocol), instant 
messaging, telephony, video conferencing, shared col 
laboration or any other type of protocol. 

0977 Application streams such as collaboration appli 
cations, screen sharing, monitoring, backups, database 
journals, logs, audit trails or any other type of runtime 
information. 

0978 If content is a stream then encryption may involve 
additional Message Authentication Codes (MACs) added 
into the stream at pre-determined intervals and/or a streaming 
cipher may be used. 
0979 An advantage of applying embodiments of the 
present invention to streams may be that any centralised Stor 
age and/or archive of streams is fully protected and only 
available for playback by the people with appropriate keys. In 
particular, embodiments of the present invention may provide 
long-term keys, which may be useful for extended and/or 
interrupted sessions, as opposed to prior art which tends to 
use one-time session keys and therefore is limited to those 
sessions. 
0980. Note that many prior art “peer-to-peer systems, 
may promote their privacy and/or security via direct connec 
tions, e.g. SSL connections, but then may store sessions cen 
trally which are accessible by central administrators e.g. 
instant messaging (IM), Voice over Internet Protocol (VoIP), 
telephony, Video conferencing etc. 



US 2014/035 1586 A1 

5.3.7 Client Services 

0981 Embodiments of the present invention may be used 
to provide client services. 
0982 Client services may include any services provided 
by a primary entity to a secondary entity. A primary entity 
may bean organisation, business, corporation, company, gov 
ernment body, club or any other entity that provides a service. 
Secondary entities may be clients, customers, consumers, 
partners, Suppliers, affiliates, members, patients, constituents 
or any other entity associated with the primary entity. 
0983 Client services may involve an asymmetric relation 
ship. For example, a primary entity Such as a business may 
provide one or more services to one or more secondary enti 
ties such as clients. In this case there may be a “master-slave' 
relationship between business and clients. Staff in the busi 
ness may be users of a parent box and may be able to see all 
activity in the sub-boxes of clients. Clients may be very 
simple users, in that provisioning of credentials may be man 
aged by the business. The business may also control any 
sharing between clients, such as having project or client 
shared Sub-boxes for clients sharing particular information, 
or broadcast Sub-boxes such as for publishing a newsletter. 
Note that control remains with the business with no third 
party having overriding control and repository services may 
simply provide facilitating services relating to the manage 
ment of users, Sub-boxes, shared boxes, etc. 
0984 Client services may include any one or combination 
of services described herein. For example, a private portal 
may provide a secure “repository” for customer information, 
secure file sharing, secure publishing, messaging, chat, IM, 
forums, VoIP video conferences etc. An electronic vault or 
electronic safety deposit box may be provided where client 
entrusts information to a primary entity with associated assur 
ances of safety should the client lose their credentials or 
method of access. 

5.3.8 Structured Data Interception 

0985 Embodiments of the present invention may be used 
to protect data inside applications without the applications 
necessarily being aware that its data is being intercepted and 
replaced with encrypted and/or tokenised versions of the data. 
0986 For example a Customer Relationship Management 
(CRM) system may involve a client CRM portion run by a 
user and a server CRM portion run in some remote service. 
Problems in the prior art is that users and/or businesses mak 
ing use of the CRM may have highly sensitive information in 
the CRM which could be accessed by the CRM provider. 
0987. In embodiments of the present invention, an agent 
may, according to predetermined policy, intercept data in the 
client CRM application, such as particular fields like credit 
card numbers or client names etc and replace that data, Such 
as those fields, with encrypted or tokenised versions. 
Encrypted versions may use a box key relating sets of data 
together, for example fields of the same type. Tokenisation 
may be necessary if fields are small and/or do not lend them 
selves to safe encryption. Tokens may be random values, and 
the corresponding real values may be encrypted and stored in 
an associated box. Tokens may also have algorithmic rela 
tions to facilitate searching in the remote service application. 
0988 Advantages of such an approach may mean that 
remote services, such as public cloud services, which nor 
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mally an organisation may refrain from using because of 
concerns about security and privacy, may safely be used as the 
sensitive data is protected. 

5.4 At-rest Encryption Application 
0989. An aspect of embodiments of the present invention 
may be that agents in a distributed network may access 
encrypted data by replicating the encrypted data to end-sys 
tem data stores. In this case, information remains encrypted 
at-rest, such as on-disk, protected by appropriate keys and 
only decrypted as required. 
0990 This approach may be different from prior art 
approaches in a number of ways, as follows: 

0991 Agents may use file-based encryption rather than 
use Volume or disk encryption as is common in the prior 
art. 

0992 Encrypted information may be sharable unlike 
prior-art which may be end-system specific. 

0993 Encrypted information may be recovered from 
other shared parties, unlike prior art which may not have 
provider independent recovery means. 

0994 Content and/or keys may be protected using 
strong credentials, unlike prior art which tends to use 
passwords. 

0995 Integrity may be ensured using digital signatures, 
unlike prior art which may have little or no way of 
knowing if a file was corrupt and/or been tampered with. 

0996 Agents may replicate encrypted content according 
to a policy. Preferably any policies in effect are approved by 
the user. Such a synchronisation policy may include condi 
tions such as controlling upload/download based on time of 
day, file size, link stability, idle time, frequency, time of day, 
on demand, workgroup category etc. 

5.4.1 Local File Encryption 
0997 Files that remain locally encrypted may add an addi 
tional layer of security and/or privacy to the end-system. 
Using agents to control at-rest encryption may be preferred as 
credentials may be lost and re-instated without losing access 
to data, unlike prior-art loss of credentials, such as a pass 
word, which may result in encrypted data becoming inacces 
sible. 
0998. In implementation, there may be a special file exten 
sion to indicate that the file is encrypted which may be asso 
ciated with an agent application and/or application plugin. 
When the encrypted file is accessed the agent application or 
plugin may decrypt the file and pass to the relevant applica 
tion. When content is saved, the agent application and/or 
plugin may encrypt the file, and may use the special file 
extension. For example a file “x.doc' may on-disk exist as 
“x.doc.enc' but when passed to/from the application, it 
appears as "X.doc. 
0999 Local file encryption may cover ad hoc usage, such 
as “do-it-yourself (DIY) encryption and decryption in which 
case the user may manually invoke the encryption/decryp 
tion. 

5.4.2 Content Distribution 

1000 Encrypted content may be distributed in a “pull' or 
“push” manner. 
1001 In the “pull model, encrypted content may be 
accessible in a centralised way. For example, encrypted con 
tent may reside on a network disk or any other remote disk or 
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"cloud' storage service. In this case, the operating system or 
application controlling the network disk need not necessarily 
maintain access controllists on files. Instead, embodiments of 
the present invention may allow end users to create files 
and/or directories and/or data sets etc protected by encryption 
and controlled via keys. In addition to security and privacy 
advantages, the remote storage may be a cluster or any other 
combination of services. 
1002. In the “push’ model, encrypted content may be 
accessible in a replicated way. For example, a content "pro 
ducer may provide encrypted content to a content “distribu 
tor who may replicate the encrypted content to any one or 
any combination of geographic locations for download by 
content “consumers’. The content may also be pushed to the 
end-system of those consumers. 
1003. Using embodiments of the present invention, the 
content producer may separately control the distribution of 
keys for content, for example to appropriately licensed con 
tent consumers. In this way, the content producer may ensure 
their content is only usable by consumers they have given the 
appropriate keys to and protects them from security risks 
and/or operational risks by content distributers. 

5.4.3 Rights Management 

1004 At-rest file encryption in combination with an 
enforcing application may be used to enforce rights attached 
to documents. The enforcing application may be a special 
client-side reader, viewer or application which enables spe 
cific rights either directly granted to the user or obtained in 
real-time from a rights management server. Rights manage 
ment may include restricting and/or controlling saving, print 
ing, copy to clipboard, access times etc. 
1005 An agent may leverage other applications that 
enforce digital rights management (DRM) for example, as a 
plug-in. In this case, the agent may provide the access pro 
tection via encryption and the DRM application may control 
what actions users may perform on the document or protected 
COntent. 

1006 Time based controls can be implemented with 
embodiments of the present invention. This may involve con 
trol when keys are distributed, or when encrypted content is 
accessible, when content is visible, when invites are sent out 
and/or confirmed etc. 
1007 Examples where time-based controls may be useful 
include: 

1008 Synchronising access to a box for all or selected 
members at the same time. For example if a tender, exam 
etc was being made available at a given time. 

1009 Restricting the availability of content. This may 
beachieved by restricting the availability of keys, such 
as content keys. For example, content may only be 
decrypted based on certain policies of the application 
e.g. time of day, location, paid Subscription etc. 

1010 Sequencing of content. For example, content may 
be available sequentially depending on predefined crite 
ria, Such as parts of a training video is only made avail 
able after end of section tests have been passed. 

5.4.4 Storage Overlay 

1011 Local file encryption may be extended to implement 
a storage overlay and/or overlaying an encryption capability 
over ordinary file sharing applications. In this case, the under 
lying ordinary file sharing application may manage the Syn 
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chronisation of files, for example with a central service, and 
an agent may overlay an encryption means, so that only 
encrypted content is being shared in the ordinary file sharing 
service. The agent may manage keys, so that only authorised 
parties have access to the encrypted content. The overlay may 
make use of public areas of the underlying ordinary file shar 
ing service. 
1012 This capability may be especially useful because 
there may be a large number of online file sharing companies, 
many of them free, but few, if any, are able to offer strong 
security or privacy. Using an overlay, then the benefits of 
embodiments of the present invention may be realised while 
using the third party file sharing service, for example: 

1013 Strong security through the use of certificate 
based credentials. 

1014 Strong privacy through the use of client-side or 
end-to-end encryption. 

1015 Authenticity through the use of digital signatures. 
1016 Integrity through the use of digital signatures. 
1017 Credential assurance through the use of revoca 
tion checking. 

5.4.5 File-encrypted VFS 

1018. Local file encryption and/or a storage overlay may 
be extended using a Virtual File System (e.g. VFS 313). In this 
case, “on-the-fly” encryption may be used to read, write and 
manage files as previously described. 
1019. The VFS may have useability advantages. For 
example, there may be no need for plugins, connectors and 
other custom applications as the VFS makes encrypted con 
tent look like part of an ordinary file system and/or folder. In 
particular, the VFS may enable common operating systems 
functions like drag-and-drop, cut and paste etc. Also, func 
tions within applications may work transparently such as 
Open, Import, Save AS etc. In all of these cases, the manipu 
lating application may be unaware that information being 
read is automatically being decrypted and information being 
written is being automatically encrypted. 
1020 Versioning may be supported by the VFS, for 
example, by creating new versions whenever files are updated 
and storing those previous versions in case they need to be 
recovered. 

1021 Note also that the VFS may work while the user is 
offline. This may mean that an agent manages synchronisa 
tion with remote services in the background and/or according 
to policies e.g. when to automate or make manual uploads/ 
downloads based on time of day, size, idle time, document 
type, values in attributes or any other policy rule. 

5.4.6 Mobile Data Protection 

1022. A driver for enterprise encryption may be to protect 
confidential information, especially for competitive business 
reasons and/or compliance reasons. In particular, mobile 
devices, such as laptops, tablets or Smart phones may be 
relatively easily lost, stolen or broken into and so keeping data 
encrypted on those devices may prove vital to prevent this 
avenue of data breaches. 

1023 Embodiments of the present invention may be used 
to maintain information encrypted on remote devices, using 
local file encryption and/or a VFS as described above. The 
mobile device may have its own credentials and/or have cre 
dentials managed by an agent on another computer. The 
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mobile device may also have an agent that independently 
manages credentials for that device. 
1024. An advantage of embodiments of the present inven 

tion is it may supplement security and privacy controls on the 
end device. Mobile devices typically have processing 
restraints and operating system security and privacy functions 
may be limited. Further, embodiments of the present inven 
tion may provide relatively high levels of security and privacy 
without necessarily relying on the capabilities of the end 
device. 

5.4.7 Remote destroy/purge 
1025 A further requirement, particularly by enterprises, is 

that if a mobile device is lost or stolen, that information on it 
may be destroyed and/or purged. In embodiments of the 
present invention, such functionality may be achieved by 
rotating or rolling-over keys, thereby making encrypted infor 
mation on the compromised device inaccessible for attackers. 

5.4.8 Ephemeral Communications 

1026 Embodiments of the present invention may be used 
in short lifespan communications. For example, being able to 
destroy data immediately after it is read Such as text mes 
sages, video messages, email messages etc. Whilst Some prior 
art may do this at the session level, embodiments of the 
present invention may store encrypted data locally and facili 
tate its erasure by destroying keys. 
1027. In concept, this capability for one-time or other 
short lived data communications is sometimes known as 
“burn after read' or “self-destroying data' or “digital shred 
ding applications. Such ability might be advantageous in 
hostile environments where there is a need to avoid surveil 
lance. 

5.4.9 Redaction and Classifications 

1028. Sometimes, different parts of a file or document may 
have different levels of sensitivity and/or classifications. In 
this case, various versions of a document may be produced, 
corresponding to the possible different levels of authorisation 
of the target users and each version encrypted with an appro 
priate key and/or stored separately in different boxes accord 
ing to those authorisation combinations. Alternatively, the 
document may be encrypted with multiple keys, so that a user 
may only be able to unlock those parts of the file or document 
for which they have keys for. 

6 General 

1029 While this invention has been described in connec 
tion with specific embodiments thereof, it will be understood 
that it is capable of further modification(s). This application is 
intended to cover any variations uses or adaptations of the 
invention following in general, the principles of the invention 
and including Such departures from the present disclosure as 
come within known or customary practice within the art to 
which the invention pertains and as may be applied to the 
essential features hereinbefore set forth. 

1030. As the present invention may be embodied in several 
forms without departing from the spirit of the essential char 
acteristics of the invention, it should be understood that the 
above described embodiments are not to limit the present 
invention unless otherwise specified, but rather should be 
construed broadly within the spirit and scope of the invention 
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as defined in the appended claims. The described embodi 
ments are to be considered in all respects as illustrative only 
and not restrictive. 
1031 Various modifications and equivalent arrangements 
are intended to be included within the spirit and scope of the 
invention and appended claims. Therefore, the specific 
embodiments are to be understood to be illustrative of the 
many ways in which the principles of the present invention 
may be practiced. In the following claims, means-plus-func 
tion clauses are intended to cover structures as performing the 
defined function and not only structural equivalents, but also 
equivalent structures. For example, although a nail and a 
screw may not be structural equivalents in that a nail employs 
a cylindrical Surface to secure wooden parts together, whereas 
a screw employs a helical Surface to secure wooden parts 
together, in the environment of fastening wooden parts, a nail 
and a screw are equivalent structures. 
1032. It should be noted that where the terms “server, 
“secure server” or similar terms are used herein, a communi 
cation device is described that may be used in a communica 
tion system, unless the context otherwise requires, and should 
not be construed to limit the present invention to any particu 
lar communication device type. Thus, a communication 
device may include, without limitation, a bridge, router, 
bridge-router (router), Switch, node, or other communication 
device, which may or may not be secure. 
1033. It should also be noted that where an application or 
method is used herein to demonstrate various aspects of the 
invention, it should not be construed to limit the present 
invention to any particular logic flow or logic implementa 
tion. The described logic may be partitioned into different 
logic blocks (e.g., programs, modules, functions, or Subrou 
tines) without changing the overall results or otherwise 
departing from the true scope of the invention. Often, logic 
elements may be added, modified, omitted, performed in a 
different order, or implemented using different logic con 
structs (e.g., logic gates, looping primitives, conditional 
logic, and other logic constructs) without changing the over 
all results or otherwise departing from the true scope of the 
invention. 

1034 Various embodiments of the invention may be 
embodied in many different forms, including computer pro 
gram logic for use with a processor (e.g., a microprocessor, 
microcontroller, digital signal processor, or general purpose 
computer), programmable logic for use with a programmable 
logic device (e.g., a Field Programmable Gate Array (FPGA) 
or other PLD), discrete components, integrated circuitry (e.g., 
an Application Specific Integrated Circuit (ASIC)), or any 
other means including any combination thereof. In an exem 
plary embodiment of the present invention, predominantly all 
of the communication between users and the server is imple 
mented as a set of computer program instructions that is 
converted into a computer executable form, stored as such in 
a computer readable medium, and executed by a micropro 
cessor under the control of an operating system. 
1035 Computer program logic implementing all or part of 
the functionality where described herein may be embodied in 
various forms, including a source code form, a computer 
executable form, and various intermediate forms (e.g., forms 
generated by an assembler, compiler, linker, or locator). 
Source code may include a series of computer program 
instructions implemented in any of various programming lan 
guages (e.g., an object code, an assembly language, or a 
high-level language Such as Fortran, C, C++, JAVA, EcmaS 
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cript or HTML) for use with various operating systems or 
operating environments. The Source code may define and use 
various data structures and communication messages. The 
Source code may be in a computer executable form (e.g., via 
an interpreter), or the source code may be converted (e.g., via 
a translator, assembler, or compiler) into a computer execut 
able form. 
1036. The computer program may be fixed in any form 

(e.g., source code form, computer executable form, or an 
intermediate form) either permanently or transitorily in a 
tangible storage medium, Such as a semiconductor memory 
device (e.g. a RAM, ROM, PROM, EEPROM, or Flash 
Programmable RAM), a magnetic memory device (e.g., a 
diskette or fixed disk), an optical memory device (e.g., a 
CD-ROM or DVD-ROM), a PC card (e.g., PCMCIA card), or 
other memory device. The computer program may be fixed in 
any form in a signal that is transmittable to a computer using 
any of various communication technologies, including, but in 
no way limited to, analog technologies, digital technologies, 
optical technologies, wireless technologies (e.g., Bluetooth), 
networking technologies, and inter-networking technologies. 
The computer program may be distributed in any form as a 
removable storage medium with accompanying printed or 
electronic documentation (e.g., shrink wrapped software), 
preloaded with a computer system (e.g., on system ROM or 
fixed disk), or distributed from a server or electronic bulletin 
board over the communication system (e.g., the Internet or 
World Wide Web). 
1037 Hardware logic (including programmable logic for 
use with a programmable logic device) implementing all or 
part of the functionality where described herein may be 
designed using traditional manual methods, or may be 
designed, captured, simulated, or documented electronically 
using various tools, such as Computer Aided Design (CAD), 
a hardware description language (e.g., VHDL or AHDL), or a 
PLD programming language (e.g., PALASM. ABEL, or 
CUPL). 
1038 Programmable logic may be fixed either perma 
nently or transitorily in a tangible storage medium, Such as a 
semiconductor memory device (e.g., a RAM, ROM, PROM, 
EEPROM, or Flash-Programmable RAM), a magnetic 
memory device (e.g., a diskette or fixed disk), an optical 
memory device (e.g., a CD-ROM or DVD-ROM), or other 
memory device. The programmable logic may be fixed in a 
signal that is transmittable to a computer using any of various 
communication technologies, including, but in no way lim 
ited to, analog technologies, digital technologies, optical 
technologies, wireless technologies (e.g., Bluetooth), net 
working technologies, and internetworking technologies. 
The programmable logic may be distributed as a removable 
storage medium with accompanying printed or electronic 
documentation (e.g., shrink wrapped software), preloaded 
with a computer system (e.g., on system ROM or fixed disk), 
or distributed from a server or electronic bulletin board over 
the communication system (e.g., the Internet or World Wide 
Web). 
1039. “Comprises/comprising and “includes/including 
when used in this specificationistaken to specify the presence 
of stated features, integers, steps or components but does not 
preclude the presence or addition of one or more other fea 
tures, integers, steps, components or groups thereof. Thus, 
unless the context clearly requires otherwise, throughout the 
description and the claims, the words comprise', 'compris 
ing, includes, including and the like are to be construed in 
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an inclusive sense as opposed to an exclusive or exhaustive 
sense; that is to say, in the sense of “including, but not limited 
to. 
1040. Throughout this specification the use of words in 
singular form may be taken as reference to words in plural and 
Vice versa. 

1. A method of accessing encrypted content via one or 
more data stores accessible by a first user having a first com 
puter, the method comprising the steps of 

providing a first blob to a first data store, the first blob 
comprising encrypted content, encrypted with a first 
content key: 

providing a second blob to a second data store, the second 
blob comprising an encrypted first content key: 

providing the first and second blobs and rights manage 
ment criteria for use by the first computer; 

decrypting the second blob by the first computer to obtain 
the first content key and enabling the decryption of the 
first blob to obtain unencrypted content; and 

providing the unencrypted content by the first computer to 
the first user via a client-side application, 

wherein the client-side application controls operations 
available that the first user can perform on the content in 
accordance with the rights management criteria. 

2. The method as claimed in claim 1, wherein a second user 
has a second computer, further comprising: 

providing the first blob and the second blob and the rights 
management criteria for use by the second computer, 

decrypting the second blob by the second computer to 
obtain the first content key and enabling the decryption 
the first blob to obtain the unencrypted content; and 

providing the unencrypted content by the second computer 
to the second user via a second client-side application, 

wherein the second client-side application controls opera 
tions available that the second user can perform on the 
content in accordance with the rights management cri 
teria. 

3. The method as claimed in claim 1, wherein the first blob 
remains on the first computer. 

4. The method as claimed in claim 1, wherein the first 
computer pulls the first blob from the first data store. 

5. The method as claimed in claim 1, wherein the first data 
store pushes the first blob to the first computer. 

6. The method as claimed in claim 2, wherein the first blob 
is replicated to the second computer. 

7. The method as claimed in claim 1, wherein the first blob 
on the first computer is synchronised with the first blob stored 
in the first data store. 

8. The method as claimed in claim 1, wherein the first 
computer stores the first blob and by replication or synchro 
nisation the first blob is provided to the first data store. 

9. The method as claimed in claim 1, wherein the first data 
store and the second data store are the same data store 

10. The method as claimed in claim 1, wherein a plurality 
of first blobs, corresponding to a plurality of corresponding 
content, are provided to a plurality of data stores. 

11. The method as claimed in claim 10, wherein the second 
blob or a plurality of second blobs corresponding to the plu 
rality of first blobs is provided to the plurality of data stores. 

12. The method as claimed in claim 1, wherein a plurality 
of computers provide to a plurality of data stores, a plurality 
of first blobs corresponding to a plurality of corresponding 
COntent. 
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13. The method as claimed in claim 12, further wherein the 
second blob or a plurality of second blobs corresponding to 
the plurality of first blobs is provided to the plurality of data 
StOreS. 

14. The method as claimed in claim 1, wherein the second 
blob further comprises a permit. 

15. The method as claimed in claim 1, wherein the rights 
management criteria comprises any one or any combination 
of restricting and/or controlling decryption, copying, saving, 
printing, copying to clipboard, watermarking and/or access 
times. 

16. The method as claimed in claim 1, wherein the client 
side application is an agent adapted to make use of at-rest 
encrypted content and control what the second user can or 
can’t do with content. 

17. The method as claimed in claim 1, wherein the client 
side application is: 

a viewer 
an enforcing application 
a reader, or 
an application 
which enables specific rights either directly granted to the 

respective user or obtained in real-time from a rights 
management server. 
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