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(57) ABSTRACT 

A device for facilitating verification of an electronic signa 
ture in an exchange of instructions between an in-house 
server and an outside server. Each server which is to execute 
a partial process of a cooperative service has, in a key 
storage unit (206), Secret keys corresponding to public key 
certificates issued by an in-house CA and by an outside 
public CA. A signature key selection unit 216 judges 
whether a server which is to execute a process next is a 
device within or outside the company and selects an in 
house secret key when the next server is an in-house device 
and an outside secret key when the next server is an outside 
device. A signature creation unit (218) calculates a value of 
an electronic signature for an job flow instruction to the next 
server using the selected secret key. An instruction division/ 
integration unit (204) transmits to the next server the job 
flow instruction with the electronic signature value attached. 
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{?xml version='10' 2X 
{svc xmins="http://www.fujixerox.co.jp/schema/xml/job"> 
t - - O -- - O - - -- -- - - a u - - - - - - - Y - 

svcstep svcno='0"> 
{nameXWide Scang/name> 3124 
<procxscank/procx e-1 a? 3122 
{accessXhttp://scan foobar.com/svc/scan.prock/accessX 
<params enc"plain"> -- 
{x-resolutionX600g/x-resolutionX 
Ky-resolutionX600C/y-resolutionX 3126 

</params> 
g/svcstepX 

ksvcstep svcno="1"> 
(name>Transformg/name> 4. 3142 
gaccess>http://www.foobar.com/cgi-bin/trans-procg/accessX --- 
<procximageproc{/procX 
cparams/X s 3144 

K/svcstepX 

KSignedlnfoX 
(CanonicalizationMethod Algorithm="http://www.w3.org/TR/2000/WD-xml-c14n-20000710" /> 
{SignatureMethod Algorithm="http://www.w3.org/2000/07/xmldsigidsa-sha" /> 
{Reference URE" X 
{Transforms) 

{/TransformsX 
{DigestMethod Algorithm="http://www.w3.org/2000/07/xmldsighshal" /> 
<DigestValueX(Digest Value)g/DigestValueX 

</Reference> 
K/Signedlnfox 
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

SignatureValues(Signature Values/SignatureValue). 

{Transform Algorithm="http://www.w3.org/2000/07/xmldsightenveloped-signature" /> 

KKeyinfos 
{X.509DataX 
{X509ssuerSerialX 
KX509issuerNamex CNEFoo Bar, OU foo, O=FujiXerox, CJPg/X509IssuerName) 
{X509SerialNumberX012345678</X509SerialNumberX - 

k/X509ssuerSerialX 
KX509SKIX222333444g/X509SKIX : 

{/X509DataX 

:----------------------------------------------------------- vsic-------------------------------------------------------------- 

FIG. 3 
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APPARATUS AND METHOD FOR SECURELY 
REALIZING COOPERATIVE PROCESSING 

0001. This is a Continuation of application Ser. No. 
10/653,191 filed on Sep. 3, 2003. The disclosure of the prior 
application is hereby incorporated by reference herein in its 
entirety. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. The present invention relates to a technology for 
realizing cooperative processing wherein processors present 
on a network cooperate, and in particular to a security 
technology associated with cooperative processing. 

0004 2. Description of the Related Art 
0005 Workflow systems are currently being proposed in 
which various services can be provided for office functions 
by connecting to a LAN (Local Area Network) devices such 
as a scanner, a facsimile machine, a printer, a copier, and a 
multifunction device having these functions integrated so 
that these devices can communication with information 
processors such as personal computers or a mail server. 

0006. In recent years, technologies allowing various web 
applications to cooperate with one other have been pro 
posed. It is highly expected that, if an overall system can be 
constructed by connecting various application services and 
service providers accessible through the Internet and pro 
vided, the cost for developing a system can be significantly 
reduced because existing services can be utilized. In con 
nection with this, languages such as XML (eXtensible 
Markup Language) or the like also are attracting attention as 
a common platform enabling such cooperative services. 

0007 Examples of conventional workflow systems 
include those disclosed in, for example, Japanese Patent 
Laid-Open Publications Nos. Hei 8-123744, 2002-99686, 
and 2001-282970. 

0008. In a workflow system, a request for a service in 
each of processors forming the flow is made by sequentially 
transmitting instruction data from one processor to another. 
Where there is a risk of falsification or “spoofing, there may 
arise cases wherein the level of security cannot be main 
tained at a level required by the processor. 

0009. This problem becomes particularly significant 
when a processor located outside of an internal network 
(such as intranet) is to be incorporated into the workflow. 
Examples of an external processor incorporated into the 
workflow include various processors such as, for example, a 
time stamp server for providing a presence authentication of 
data as a third party agent and an accounting server (for 
example, a settlement processor of a credit card company) 
for collecting money on behalf of a service provider. 

0010. In order to prevent such falsification of data or 
spoofing, an electronic signature system such as PKI (Public 
Key Infrastructure) is used. Such an electronic signature 
system can be used for communication of instruction data 
between processors. 

0011. However, in the case when data is transmitted 
between a processor located inside an internal network and 
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another processor located outside that network, Verification 
of the electronic signature becomes difficult. This is due to 
the following reasons. 
0012 Certificate authorities (“CA) in general include 
certificate authorities of various levels, and range from those 
that with a high level of public trust, such as those provided 
by national governments or recognized corporations such as 
the Verisign Corporation, to those especially built within a 
company or a division of a company. When a workflow 
combining processors within the intranet of a company and 
processors present on the Internet is to be performed, it is 
likely that the CAS issuing public key certificates to the 
processors differ from each other. In order to address this 
issue, the CA publicizes the public key certificate of each 
user (in PKI, each processor is also a user) through a web 
server or an LDAP (Lightweight Directory Access Protocol) 
server so that a party who wishes to verify an electronic 
signature obtains the public key certificate necessary for the 
verification from these servers. When instruction data elec 
tronically signed by a processor within a company (within 
an intranet) using a secret key of the public key certificate of 
a in-house CA is transmitted to a processor outside the 
company (outside the intranet), the external processor may 
sometimes be blocked by a firewall and be unable to obtain 
the public key certificate from the in-house CA. 
0013 If, on the other hand, the system is configured such 
that a processor outside the company can obtain the public 
key certificate issued by the in-house CA, a problem remains 
that the public key certificate issued by the in-house CA 
commonly includes information Such as the name of the 
owner of the certificate and their job location. If this 
information is transmitted outside the company, the organi 
Zation within the company may be made known. 
0014. In connection with these problems, Japanese Patent 
Laid-Open Publication No. 2002-164884 discloses a signa 
ture proxy server used for providing electronic signature 
when documents are exchanged between devices within 
different intranets. On behalf of a device within the intranet, 
the signature proxy server provides an electronic signature 
on a document originating from a device within the intranet 
and verifies the electronic signature on a document from 
outside to a device within the intranet. 

0015) Japanese Patent Laid-Open Publication No. 2002 
164884 does not, however, consider electronically signed 
documents within the intranet. In other words, in the con 
figuration disclosed in this reference, a device within the 
intranet does not attach an electronic signature to the data 
originating from the device and the signature proxy server 
attaches an electronic signature to the data to be transmitted 
from a device within the intranet to the outside without 
verifying the authenticity of the data. 

SUMMARY OF THE INVENTION 

0016. According to one aspect of the present invention, 
there is provided an information processor for transmitting, 
to a job processor, instruction data having a process descrip 
tion for instructing a job process or data to be processed in 
a job process to instruct execution of the job process, the 
information processor comprising a selection unit for select 
ing one of a first signature key certified by a first certificate 
authority and a second signature key certified by a second 
certificate authority for signing instruction data or data to be 
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processed; a signing unit for signing the instruction data or 
the data to be processed using the signature key selected by 
the selection unit; and transmitting unit for transmitting, to 
the job processor, the instruction data or the data to be 
processed signed by the signing unit. 
0017 According to another aspect of the present inven 
tion, there is provided a job processor comprising a key 
storage unit having separate signature keys, one for the 
inside of a network to which the job processor belongs and 
the other for the outside of the network; a receiver unit for 
receiving job flow instruction data which indicates process 
instruction to each of the job processors and the next job 
processor of each of the job processors; a signature verifi 
cation unit for verifying an electronic signature attached to 
the job flow instruction data received at the receiver unit; a 
processor unit for identifying, from the job flow instruction 
data, a process instruction the job processor should execute 
when the verification by the signature verification unit is 
Successful and for executing the process according to the 
process instruction; an instruction data creation unit for 
creating output job flow instruction data to be transmitted to 
a next job processor based on the received job flow instruc 
tion data when the process is executed by the processor unit; 
a judging unit for judging whether or not the next job 
processor is a device within the network; a signature pro 
cessor unit for electronically signing the output job flow 
instruction data using the signature key for the inside when 
the next job processor is a device within the network and 
using the signature key for the outside otherwise; and a 
transmitter unit for transmitting the output job flow instruc 
tion data electronically signed by the signature processor 
unit to the next job processor. 
0018. According to another aspect of the present inven 
tion, there is provided an instruction data creating device for 
creating job flow instruction data which indicates a process 
instruction for each job processor and a next job processor 
for each job processor for a system for realizing a service by 
sequentially sending the job flow instruction data among the 
job processors and each job processor sequentially executing 
the process instruction for the job processor, the device 
comprising a key storage unit having a signature key for 
inside the network to which the instruction data creating 
device belongs and a signature key for outside the network; 
a judgment unit for judging whether or not there is a job 
processor outside the network in the group of job processors 
for the service; a signature processor unit for electronically 
signing the job flow instruction data using the signature for 
the outside when the judgment unit judges that there is a 
device which is outside the network in the group of job 
processors for the service and using the signature for the 
inside otherwise; and a transmitter unit for transmitting the 
job flow instruction data electronically signed by the signa 
ture processor unit to a first job processor among the group 
of job processors for the service. 
0.019 According to still another aspect of the present 
invention, there is provided a proxy device provided 
between an internal network and an external network, for 
intermediating exchange of documents between a device on 
the internal network and a device on the external network, 
the proxy device comprising a first signature verification 
unit for verifying an electronic signature attached to a 
document transmitted from the device on the internal net 
work to the device on the external network; and a first 
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signature conversion unit for, when it is determined in the 
verification by the first verification unit that the electronic 
signature attached to the document is signed using a signa 
ture key for the internal network, deleting the electronic 
signature from the document, re-attaching an electronic 
signature to the document using a signature key of the proxy 
device for the external network, and transmitting the elec 
tronically signed document to the device on the external 
network. 

0020. According to still another aspect of the present 
invention, there is provided a proxy device provided 
between an internal network and an external network for 
intermediating exchange of documents between a device on 
the internal network and a device on the external network, 
the proxy device comprising a signature verification unit for 
verifying an electronic signature attached to a document 
transmitted from a device on the external network to a 
device on the internal network; and a signature conversion 
unit for deleting, when verification by the signature verifi 
cation unit is successful, the electronic signature from the 
document, re-attaching an electronic signature to the docu 
ment using a signature key of the proxy device for the 
internal network, and transmitting the document to the 
device on the internal network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0021 FIG. 1 is an explanatory diagram showing an 
example of a System configuration for realizing a coopera 
tive service. 

0022 FIG. 2 is an explanatory diagram showing a struc 
ture of an application server in a system of FIG. 1. 
0023 FIG. 3 is a diagram showing an example of descrip 
tion of a job flow instruction to which an electronic signature 
is attached. 

0024 FIG. 4 is an explanatory diagram showing another 
example structure of a system for realizing a cooperative 
service. 

0025 FIG. 5 is an explanatory diagram showing a struc 
ture of an instruction input device in an alternative embodi 
ment of the present invention. 
0026 FIG. 6 is an explanatory diagram showing a system 
structure of an alternative embodiment of the present inven 
tion. 

0027 FIG. 7 is an explanatory diagram showing a struc 
ture of a signature proxy device in the alternative embodi 
ment of the present invention shown in FIG. 6. 

DESCRIPTION OF PREFERRED 
EMBODIMENTS 

0028 Preferred embodiments of the present invention 
will now be described referring to the drawings. 
0029 Referring to FIG. 1, an example system configu 
ration of a service providing system to which the present 
invention can be applied will be described. 
0030 The illustrated system comprises an instruction 
input device 10 and a plurality of application servers 20. 
0031. An application server 20 is a server which provides 
a predetermined processing service in response to a request 
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from another device. Examples of such a server 20 includes, 
for example, a document database server, a mail server, and 
an image processing server for applying processes Such as 
color conversion and rotation to image data. The server 20 
provides these processing services in the form of for 
example, a web application service. 

0032. The instruction input device 10 is a device for 
inputting a user's processing instruction to the system. A 
user can input, into the instruction input device 10, an 
execution instruction of cooperative services as described 
above. The instruction input device 10 can be constructed 
by, for example, incorporating into a personal computer a 
user interface program for receiving input instructions from 
the user. It is, however, preferable that, in consideration of 
document processing services in offices, a digital multifunc 
tion device which includes a function to read a paper 
document and convert the paper document into electronic 
data, in addition to information processing and communi 
cation functions, be used as the instruction input device 10. 
A digital multifunction device is a device which has func 
tions of a scanner, printer, copier, facsimile transmission/ 
reception, network communication, and so on. 
0033. In this system, a user inputs an execution instruc 
tion of a desired cooperative service to the instruction input 
device 10. In response to the input instruction, the instruc 
tion input device 10 creates instruction data indicating the 
content of the cooperative service (this data will hereinafter 
referred to as a “job flow instruction'). 
0034. The job flow instruction 30 contains a description 
of the process each of the servers 20 is to execute for the 
cooperative service (this description is hereinafter referred 
to as an “individual instruction') and information on the 
order of execution of the processes. A specific structure of 
Such a job flow instruction may be, for example, a structure 
in which individual server instructions 32-1, 32-2, and 32-3 
are arranged according to the order of execution of the 
processes of the cooperative service. The individual instruc 
tion 32 for each server 20 includes description of the name 
of the server 20 (this name is hereinafter referred to as a 
“service name’) or the like so that each server 20 can 
identify the individual instruction 32 within the job flow 
instruction 30 which is directed to the server 20. The service 
name is written in the form of for example, a URL (Uni 
versal Resource Locator) or a URI (Uniform Resource 
Identifier). In this configuration, because the individual 
instructions 32 are arranged in the order of the processes, 
each server 20 can identify the server 20 which will perform 
the next process from the description of the service name of 
the individual instruction 32 following the individual 
instruction 32 directed to the server 20. It is also possible to 
alternatively or additionally include a description of the next 
server 20 to perform a process (that is, the server to which 
the job flow instruction should be next transmitted) in the 
individual instruction 32. In this manner, each server 20 can 
identify a description of the process directed to the server 20 
from the job flow instruction 30, execute a process according 
to the process description, and send the job flow instruction 
30 to the next server 20 after completion of the process being 
performed. 

0035) In the example configuration of FIG. 1, a coopera 
tive service process starts when the job flow instruction 30 
as described above is transmitted from the instruction input 
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device 10 to a first server 20-1 of the cooperative service. 
Upon receipt of the job flow instruction 30, the server 20-1 
identifies the individual instruction 32-1 directed to the 
server 20-1 from the job flow instruction 30 and executes a 
process accordingly. The server 20-1 then deletes the indi 
vidual instruction 32-1 directed to the server 20-1 from the 
job flow instruction 30 to create a new job flow instruction 
30a and transmits the new flow instruction 30a to the next 
server 20-2 in the job flow. Upon receipt of the job flow 
instruction 30a, the server 20-2 operates in a manner similar 
to that of the server 20-1, deletes the individual instruction 
32-2 directed to the server 20-2 from the job flow instruction 
30a to create a new job flow instruction 30b, and transmits 
the job flow instruction 30b to a next server 20-3. 

0036). In such a system, an electronic signature system is 
employed as a mechanism to allow verification, by each 
server 20, of authenticity (i.e. the data is not falsified, etc.) 
of the job flow instructions 30, 30a, 30b, ... (hereinafter 
referred collectively as job flow instruction 30') received 
by the server 20. More specifically, when the instruction 
input device 10 or the server 20 is to transmit the job flow 
instruction 30, an electronic signature of the instruction 
input device 10 or of the server 20 is attached to the job flow 
instruction 30 and the server 20 receiving the job flow 
instruction 30 verifies the signature to judge the authenticity 
of the received job flow instruction 30. 

0037. In such a system, when, for example, the server 
20-1 and the 20-3 are located within the same company as 
the instruction input device 10 (that is, on the intranet of this 
company) and the server 20-2 is located outside the com 
pany (outside the intranet), if the job flow instruction 30a 
sent from the server 20-1 to the server 20-2 is signed using 
a secret key corresponding to a public key certificate issued 
by a certificate authority (CA) within the company to which 
the server 20-1 belongs, there may be problems such as that 
the outside server 20-2 cannot obtain, from the CA within 
the company, the public key certificate necessary for the 
verification of the signature, as already described above. 

0038 According to the present embodiment, public key 
certificates from a CA within the company (or division) to 
which the server 20 belongs (this CA is referred to as 
"in-house CA' hereinafter) and from a CA of a public 
organization Such as a government or an entity Such as 
Verisign Corporation (this CA is referred to as “public CA 
hereinafter) are provided to each server 20 (the key pairs 
corresponding to the certificates need not be the same for the 
in-house CA and for the public CA). When a server 20 
electronically signs the job flow instruction 30 to be trans 
mitted to the next server 20, the server 20 judges whether the 
next server 20 is within or outside of the company, and 
electronically signs the job flow instruction 30 using a secret 
key corresponding to the public key certificate of the in 
house CA when the next server 20 is within the company and 
electronically signs the job flow instruction 30 using the 
secret key corresponding to the public key certificate of the 
public CA when the next server 20 is located outside the 
company. In other words, in this example configuration, 
each server 20 can attach two types of electronic signatures, 
one for in-house use and the other for external use, and 
selectively employ either of the two types of electronic 
signatures based on whether the destination device of the job 
flow instruction is within or outside the company. 
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0.039 Here, the in-house CA authenticates a public key of 
only particular users belonging to the company or the 
division (here, “user' includes not only an individual, but 
also a group of people or a device), whereas the public CA 
authenticates public keys of many unspecified users. 
0040 FIG. 2 is a functional block diagram of a server 20 
in this system. FIG. 2 primarily shows portions of the 
functions of the server 20 related to the electronic signature. 
The server 20 may contain other functions. 
0041. In FIG. 2, a network I/F (interface) unit 202 is a 
unit for controlling data communication between the server 
20 and the local area network. 

0.042 An instruction division/integration unit 204 is a 
unit for dividing a job flow instruction 30 received from a 
previous server 20 through the network I/F 202 and for 
assembling a job flow instruction 30 to be transmitted to a 
next server 20. In the division of the received job flow 
instruction 30, in effect, the job flow instruction 30 is divided 
into a portion describing the content of the process and a 
portion describing the electronic signature. This process will 
now be described using a specific example job flow instruc 
tion as shown in FIG. 3. 

0.043 FIG. 3 shows an example job flow instruction 
written based on an XML-signature (extensible Markup 
Language-signature; RFC3275). The job flow instruction 
contains a process content element 310 describing the con 
tent of the process of the server 20 and a signature element 
320 describing information of electronic signature corre 
sponding to the process content element 310. 
0044) The process content element 310 contains indi 
vidual instructions 312 and 314 directed to servers 20. The 
individual instructions 312 and 314 respectively contain 
service names 3122 and 3142 indicating the destination of 
the instruction, process names 3124 and 3144 indicating the 
type of process the destination service is to execute, and 
parameters 3126 for the process to be executed. 
0045. The signature element 320 contains a signature 
information element 322 indicating data Such as the algo 
rithm used for the electronic signature of the job flow 
instruction 30 and a hash value of the target element of the 
signature (in this case, the process content element 310), a 
signature value element 324 indicating a signature value 
determined from the signature target element using the 
algorithm, and a key information element 326 describing 
information for specifying a public key to be used for 
verification of the electronic signature. The key information 
element 326 contains information necessary for specifying 
the public key certificate corresponding to the secret key 
used for calculation of the value of the electronic signature. 
The XML-signature standards noted above can be referred 
to for details of each element within the signature element 
32O. 

0046) The instruction division/integration unit 204 
divides a job flow instruction 30 received from the previous 
sever 20 and having a structure as described into the process 
content element 310 and the signature element 320. The 
instruction division/integration unit 204 further divides the 
signature element 320 into a segment containing the signa 
ture information element 322 and the signature value ele 
ment 324 and a segment containing the key information 
element 326. After these division steps, the process content 

Oct. 18, 2007 

element 310 is sent to an instruction processor unit 212 and 
to a signature verification unit 210, the key information 
element 326 is sent to a verification key selection unit 208, 
and the signature information element 322 and the signature 
value element 324 are sent to the signature verification unit 
210. 

0047 A key storage unit 206 stores the secret key of the 
server 20 which is used for electronically signing the job 
flow instruction 30 to be sent to the next server, etc., and 
public keys of other servers 20 used for verification of 
signatures on the received job flow instructions 30. In the 
present embodiment, the key storage unit 206 stores, as the 
secret keys to be used for signing, an in-house secret key 
certified by the in-house CA and an external secret key 
certified by a public CA. These two secret keys may have the 
same value, but the corresponding public key certificates 
differ from each other in that one is for internal use and the 
other is for external use. 

0048. The verification key selection unit 208 obtains, 
from the key storage unit 206, a public key indicated in the 
information of the key information element 326 sent from 
the instruction division/integration unit 204 and sends the 
public key to the signature verification unit 210. 
0049. The signature verification unit 210 verifies the 
electronic signature attached to the job flow instruction 30 
using the process content element 310, the signature infor 
mation element 322 and the signature value element 324 
received from the instruction division/integration unit 204, 
and a public key received from the verification key selection 
unit 208. In this verification process, the signature value 
indicated in the signature value element 324 is decoded 
using the public key received from the verification key 
selection section 208 (in this step, the algorithm shown in 
the signature information element 322 is used), and a hash 
value of the process content element 310 is calculated. When 
the result of the decoding matches the calculated hash value, 
the signature verification unit 210 determines that verifica 
tion is successful. When, on the other hand, the verification 
fails, there is a possibility that the process content element 
310 and/or the signature element 320 is falsified, and, thus, 
the server 20 executes a predetermined error process. 
0050. An instruction processor unit 212 is a unit for 
executing a process for the job flow instruction 30. When 
verification by the signature verification unit 210 is success 
ful, the instruction processor unit 212 identifies an indi 
vidual instruction 32 directed to its own device from the job 
flow instruction 30 and executes the process indicted in the 
individual instruction 32. For example, when an individual 
instruction 32, within the job flow instruction 30, directed to 
the server 20 indicates an execution instruction of resolution 
conversion to image data, the server 20 applies the indicated 
resolution conversion process to the image data received 
along with the job flow instruction 30; this image data is the 
processing target of the process corresponding to the instruc 
tion. 

0051. In a configuration in which each server 20 deletes 
the individual instruction 32 directed to this server 20 upon 
completion of the process and transmits the job flow instruc 
tion 30 to the next server 20 as shown in FIG. 1, the 
individual instruction 32 at the leading end of the received 
job flow instruction 30 is the individual instruction directed 
to the server. In addition to this configuration, it is also 
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possible to identify the individual instruction directed to the 
receiving server, for example, by referring to the description 
3122 of the service name. 

0.052 When verification fails in the signature verification 
unit 210, the instruction processor unit 212 terminates the 
process to the job flow instruction 30 because there is a 
possibility that the process content element 310 and/or the 
signature element 320 is falsified, and executes a predeter 
mined error process. 

0053 When the signature verification is successful and 
the instruction processor unit 212 applies the process, an 
instruction creation unit 214 removes the individual instruc 
tion 32 directed to the server from the job flow instruction 
30 received from the previous server 20 and creates a 
process content element 310 of a job flow instruction 
directed to the next server 20 (this instruction is hereinafter 
referred to as “output job flow instruction'). In some cases, 
the parameters of the processes in the next server 20 or in the 
subsequent servers 20 may be determined based on the 
process of the server 20. In these cases, parameters deter 
mined as the result of the process are written to the process 
content element 130 of the output job flow instruction. 
0054) A signature key selection unit 216 selects a signa 
ture key to be used for electronic signing of the process 
content element 310 of the output job flow instruction. As 
described earlier, the key storage unit 206 stores two sig 
nature keys (secret keys) of the server 20, one for use inside 
the company and the other for external use, and the signature 
key selection unit 216 selects the secret key to be used from 
these two types of keys. In this selection, it is judged 
whether the server 20 which is the destination of the output 
job flow instruction is within or outside the company, and, 
based on this judgment, the signature key selection unit 216 
selects either an in-house signature key if the destination 
server 20 is within the company, or an external signature key 
if the destination server 20 is external to the company. The 
judgment as to whether the destination server 20 is within or 
outside the company is based on the URL indicated in the 
service name of the individual instruction 314 to the desti 
nation server 20. This judgment based on the URL can be 
accomplished by, for example, inquiring and obtaining from 
a predetermined name server the IP address corresponding to 
the URL of the service name and then judging whether the 
server is within or outside the company based on the 
obtained IP address. The signature key selection unit 216 
reads the selected signature key from the key storage unit 
206 and sends the selected signature key to a signature 
creation unit 218. 

0.055 The signature creation unit 218 creates an elec 
tronic signature for the process content element 310 received 
from the instruction creation unit 214 using the signature 
key obtained from the signature key selection unit 216. In 
the signature creation process, a hash value of the process 
content element 310 is calculated and a signature value is 
calculated by applying the signature key to the hash value. 
Then, the signature creation unit 218 creates a signature 
information element 322 describing the algorithm used for 
calculation of the signature value, a signature value element 
324 containing the signature value, and a key information 
element 326 indicating the public key certificate correspond 
ing to the used signature key, and sends these elements to the 
instruction division/integration unit 204. 
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0056. The instruction division/integration unit 204 adds 
the signature information element 322, the signature value 
element 324, and the key information element 326 created 
by the signature creation unit 218 to the process content 
element 310 created by the instruction creation unit 214 to 
create an output job flow instruction. The created output job 
flow instruction is transmitted to the destination server 20 
via the network I/F unit 202. 

0057. As described, in the configuration of this embodi 
ment, a server 20 which executes a partial process within the 
cooperative service judges whether the server 20 to execute 
the next process is within or outside the company and 
attaches an electronic signature which can be verified using 
a public key certificate issued by a public CA when the next 
server 20 is outside. Thus, when an outside server 20 
receives a job flow instruction from an in-house server 20, 
the outside server 20 can verify the signature by obtaining a 
public key certificate of the in-house server 20 from a public 
CA. At the same time, it is possible to prevent leakage of 
in-house information Such as, for example, organizational 
structure information contained in the public key certificate 
from the in-house CA. 

0058. On the other hand, in the present embodiment, 
when the next server 20 to execute a process is a server 
within the company, the server 20 attaches an electronic 
signature that can be verified using a public key certificate 
from the in-house CA to the job flow instruction. Because of 
this, the next server 20, which is within the company, can 
easily Verify the signature without the necessity to obtain a 
public key certificate from a public CA on the Internet. 
0059. In the above embodiment, the signature key is 
selected based on whether the next server is an internal or 
external server. This configuration is only one example, and 
the selection of the signature keys may, in another example, 
be realized based on whether or not the next server belongs 
to a particular division within the same company. 

0060 Moreover, in the above embodiment, an electronic 
signature to be applied to a job flow instruction 30 has been 
described. It is also possible, using a similar mechanism, to 
apply an electronic signature corresponding to the destina 
tion for data to be transmitted along with the job flow 
instruction (for example, target data for a process in the next 
device). 
0061 The above-described electronic signature system 
can also be applied to a system having a structure as shown 
in FIG. 4. 

0062) A system shown in FIG. 4 includes a job flow 
controller 25 in addition to the instruction input device 10 
and the servers 20. The job flow controller 25 is a device that 
controls execution of processes in the servers 20 in this 
system. More specifically, the job flow controller 25 receives 
a job flow instruction 30 created by the instruction input 
device 10, extracts individual instructions 32 for servers 20 
from the job flow instruction 30, and transmits the individual 
instructions 32 to the corresponding server 20 according to 
the order of the processes. Each of the servers 20 receives 
the individual instruction 32, executes the process according 
to the received individual instruction 32, and returns the data 
of the processing result to the job flow controller 25 when 
the process is completed. The job flow controller 25 receives 
this data and transmits the individual instruction 32 to the 



US 2007/024514.6 A1 

next server 20. These steps are repeated so that one service 
flow can be realized by the cooperation of a plurality of 
servers 20. 

0063. In this embodiment, the job flow controller 25 is 
connected to an internal network within the same company 
as the instruction input device 10. 

0064. In a system as shown in FIG. 4 as described, the job 
flow controller 25 has a signature key certified by an 
in-house public key certificate and a signature key certified 
by an outside public key certificate. The job flow controller 
25 verifies the electronic signature attached to a job flow 
instruction 30 received from the instruction input device 10. 
When the job flow controller 25 judges that the signature is 
a valid signature by the instruction input device 10, the job 
flow controller 25 extracts, from the process content element 
310 of the job flow instruction 30, individual instructions 32 
(312,314, etc.) directed to the servers 20 and transmits the 
individual instruction in order. When transmitting the 
instruction, the job flow controller 25 judges whether the 
destination server 20 of the individual instruction 32 is a 
device directly connected to the internal network or one 
located outside the company, and attaches an electronic 
signature to the individual instruction 32 using a signature 
key corresponding to the in-house certificate if the destina 
tion server 20 is on the intranet, or using a signature key 
corresponding to an outside certificate if the destination 
server 20 is outside. With this configuration, it is possible to 
smoothly verify the signature regardless of whether the 
server 20 receiving the individual instruction 32 is part of, 
or external to, the company intranet. 

0065 Similar to the configuration described above, with 
this configuration, the electronic signature of the in-house 
instruction input device 10 contained in the job flow instruc 
tion 30 from the instruction input device 10 is not transmit 
ted to an outside server 20. 

0066. In the system described above, individual server 20 
judges whether the server 20 to which the job flow instruc 
tion 30 is next to be transmitted is internal or external to the 
company, and attaches an electronic signature using a sig 
nature key corresponding to the judgment. This configura 
tion, however, is only an example of the present invention, 
and an alternative example Such as, for example, the con 
figuration which will be described below may be employed. 

0067 Specifically, in the example used to illustrate the 
above embodiment, each server 20 creates a job flow 
instruction 30 to be sent to the next server 20 and attaches 
an electronic signature of its own device. In another embodi 
ment, a job flow instruction created and electronically 
signed by the instruction input device 10 is transmitted from 
a server 20 to the next server 20. In this configuration, 
attention is given to whether the instruction input device 10 
uses a signature key corresponding to an in-house public key 
certificate or an external public key certificate for electroni 
cally signing the job flow instruction. In consideration of this 
point, the instruction input device 10 in this embodiment 
judges whether each of the servers 20 to be used for the 
cooperative service requested by the user is a device internal 
or external to the company. When the servers 20 include at 
least one external device, the instruction input device 10 
attaches a signature to the job flow instruction using an 
outside signature key. Conversely, when all servers 20 used 
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for the cooperative service are within the company, the 
instruction input device 10 electronically signs using an 
in-house signature key. 
0068 FIG. 5 is a functional block diagram showing a 
structure of an instruction input device 10 according to this 
embodiment. In this structure, an operation display unit 102 
is a unit which displays a user interface through use of which 
a user can input an instruction which is received by the 
operation display unit 102. An execution instruction of a 
cooperative service from the user is input from the operation 
display unit 102. In order to allow input of execution 
instruction, for example, the operation display unit 102 
displays a list of names of selectable cooperative services, 
allows the user to select a desired service, and, when 
appropriate, permits the user to input processing parameters. 
An example of a processing parameter could be, for 
example, a mail destination address for a server providing an 
electronic mail transmission service. A service DB (data 
base) 104 contains templates of job flow instructions 30 
corresponding to the cooperative services, the templates 
being correlated to the name of the cooperative services. 
This template is a template of a portion, in the signed job 
flow instruction of FIG. 3, corresponding to the process 
content element 310. The process content element 310 
contains information for specifying the server 20 to be used 
such as, for example, the service name 3122 and 3142. 
0069. An instruction creation unit 106 receives the user's 
selection of the cooperative service and the corresponding 
parameters from the operation display unit 102, obtains a 
template of the job flow instruction corresponding to the 
selected cooperative service from the service DB 104, and 
completes a process content element 310 of the job flow 
instruction by Substituting the received parameters into the 
template. The created process content element 310 is pro 
vided to an instruction integration unit 114 and a signature 
creation unit 112. In addition, the instruction creation unit 
106 sends information on the service names 3122 and 3142 
of the servers 20 contained in the process content element 
310 to a signature key selection unit 110. 
0070 A key storage unit 108 stores two types of keys for 
electronic signature to the job flow instruction 30, one 
corresponding to a public key certificate issued by an 
in-house CA and the other corresponding to a public key 
certificate issued by a public CA. 
0071 Based on the information of the servers 20 used in 
the cooperative service provided from the instruction cre 
ation unit 106, the signature key selection unit 110 judges 
whether or not there any of the servers 20 are outside the 
company. When the signature key selection unit 110 judges 
that there is at least one outside server 20, the signature key 
selection unit 110 selects an outside signature key and when 
the signature key selection unit 110 judges that there is no 
outside server 20, the signature key selection unit 110 selects 
an in-house signature key. The signature key selection unit 
110 retrieves the selected signature key from the key storage 
unit 108 and sends the key to the signature creation unit 112. 
0072 The signature creation unit 112 creates a signature 
information element 322, a signature value element 324, and 
a key information element 326 in a manner similar to the 
above using the process content element 310 received from 
the instruction creation unit 106 and the signature key 
received from the signature key selection unit 110, and sends 
the created elements to the instruction integration unit 114. 
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0073. The instruction integration unit 114 creates an 
output job flow instruction by adding the signature infor 
mation element 322, signature value element 324, and key 
information element 326 created by the signature creation 
unit 112 to the process content element 310 created by the 
instruction creation unit 106. The created output job flow 
instruction is transmitted to a first server 20 in the coopera 
tive service via a network I/F unit 102. 

0074 From thereon, each of the servers 20 verifies the 
electronic signature of the instruction input device 10 in the 
received job flow instruction 30, and, when the verification 
is successful, the server 20 identifies an individual instruc 
tion 32 directed to itself from the instruction 30, executes the 
process indicated in the individual instruction 32, and trans 
mits the received job flow instruction 30 to the next server 
20 without any change. 
0075) Next, another alternative embodiment will be 
described. In this embodiment, as shown in FIG. 6, a 
signature proxy device 40 is provided on a LAN 50 (or 
intranet) within the company, to which the instruction input 
device 10 and the servers 20 are connected. The signature 
proxy device 40 is certified with public key certificates from 
an in-house CA and from a public CA. In this description, it 
is assumed that an application server 60 is present outside 
the company (outside the intranet). 
0076. In this system, the instruction input device 10 and 
the servers 20 on the in-house LAN 50 need only have a 
secret key corresponding to a public key certificate issued by 
the in-house CA. The instruction input device 10 and the 
server 20 electronically signs the job flow instruction 30 to 
be sent to the next server 20 using the in-house secret key. 
The process in the server 20 is similar to those of the server 
20 in the embodiment shown in FIG. 2 except that there is 
no selection of the key to be used for signing (that is, the 
in-house signature key is always used). 

0077. In the instruction input device 10 and the server 20 
within the company, an IP address and name of the signature 
proxy device 40 are set as a proxy server to be used when 
the instruction input device 10 or the server 20 is to transmit 
the job flow instruction 30 to outside the intranet. When 
sending a signed job flow instruction to the next server 20, 
the instruction input device 10 and the servers 20 judge 
whether the destination server is within or outside the 
company, and, when the destination server is within the 
company, the instruction input device 10 or the server 20 
directly transmits the signed instruction 30 to the destination 
server, and, when the destination server is outside the 
company, the instruction input device 10 or the server 20 
transmits the signed instruction 30 to the signature proxy 
device 40. In the embodiment shown in FIG. 6, the server 
20–2 judges that the next server 60 is an outside device and 
sends the signed job flow instruction 30 to the signature 
proxy server 40. 
0078. The signature proxy device 40 receiving this job 
flow instruction 30 verifies the signature of the job flow 
instruction 30, and, when the verification is successful, the 
signature proxy device 40 deletes the signature element 320 
of the electronic signature of the server 20-2 (which uses the 
in-house signature key) from the job flow instruction 30, 
creates a job flow instruction 35 by attaching an electronic 
signature to the process content element 310 appearing as a 
result of the deletion of the signature element 320 using a 
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secret key corresponding to an outside public key certificate 
of the signature proxy device 40, and transmits the job flow 
instruction 35 to the outside destination server 60. 

0079 An in-house server 20 does not directly receive a 
job flow instruction from an outside server 60. A job flow 
instruction 37 directed to an in-house server 20-3 from an 
outside server 60 is first received by the signature proxy 
device 40. The signature proxy server 40 verifies the elec 
tronic signature attached to the job flow instruction 37, and, 
when the verification is successful, the signature proxy 
device 40 deletes the signature element 320 of the electronic 
signature of the outside server 60 from the job flow instruc 
tion 37, creates an in-house job flow instruction 30 by 
attaching an electronic signature to the process content 
element 310 appearing as a result of the deletion of the 
signature element using a secret key corresponding to an 
in-house public key certificate of the signature proxy device 
40, and transmits the in-house job flow instruction 30 to the 
destination server 20-3. 

0080. In this manner, the signature proxy device 40 
replaces electronic signatures attached to instructions com 
municated from inside to outside the company, and instruc 
tions communicated to the inside of the company from 
outside. With this replacement process, the instruction input 
device 10 and servers 20 within the company are only 
required to be certified with a public key certificate from the 
in-house CA and to electronically sign the instruction using 
the in-house signature key regardless of whether the desti 
nation is internal or external to the company. When the 
instruction is to be sent outside, the signature proxy server 
40 replaces the signature with a signature for outside use. In 
this manner, it is possible to detect any falsification or the 
like of the job flow instruction 30 between the in-house 
servers 20 and, at the same time, detect any falsification or 
the like of the job flow instructions between the inside and 
outside of the company. In addition, because the outside 
server 60 can verify the signature on the instruction 35 by 
merely obtaining an outside public key certificate of the 
signature proxy device 40 from the public CA, verification 
of a signature is a simple task. 
0081. In addition, in this system, the signature of the 
signed instruction 37 from the outside server 60 is verified 
by the signature proxy device 40, and, when the verification 
is successful, the electronic signature on the job flow instruc 
tion 37 is replaced with an in-house electronic signature of 
the signature proxy device 40 and the job flow instruction 37 
is sent to the destination in-house server 20-3. Therefore, 
according to this configuration, the servers 20 within the 
company is only required to have a capability to Verify 
signature using a public key certificate issued by the in 
house CA, and there is no need for the in-house server 20 to 
be compatible with the public key certificate of an outside 
CA. 

0082 An example structure of the signature proxy device 
40 will now be described referring to FIG. 7. 
0083. In this device 40, an instruction division/integra 
tion unit 404, upon reception of a job flow instruction 30 via 
a network I/F unit 402, provides a process content element 
310 extracted from the job flow instruction 30 to a signature 
verification unit 410 and a signature conversion controller 
unit 412, a signature information element 322 and a signa 
ture value element 324 (refer to FIG. 3) extracted from the 
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job flow instruction 30 to a signature verification unit 410. 
and a key information element 326 extracted from the job 
flow instruction 30 to a verification key selection unit 408. 
The verification key selection unit 408 retrieves a public key 
indicated in the key information element 326 from a key 
storage unit 406 and sends the selected public key to the 
signature verification unit 410. The signature verification 
unit 410 executes a signature verification process similar to 
that in the embodiment shown in FIG. 2 using the public key. 
The result of this verification (successful or failure) is sent 
to the signature conversion controller unit 412. 

0084. The signature conversion controller unit 412 
instructs the signature key selection unit 416 to replace the 
signature on the job flow instruction 30 with an outside 
signature when the job flow instruction 30 is from a server 
20 within the company. On the other hand, when the job flow 
instruction 30 is from an outside server 60, the signature 
conversion controller unit 412 instructs the signature key 
selection unit 416 to replace the signature on the job flow 
instruction 30 with an in-house signature. The judgment on 
whether the job flow instruction 30 is from a server 20 
within the company or from an outside server 60 can be done 
by checking whether the public key used for the signature 
verification in the signature verification unit 410 is certified 
by an in-house CA or by an outside CA. Alternatively, the 
judgment can be made by the signature conversion control 
ler unit 412 receiving information on the originating URL 
and IP address of the job flow instruction 30 from the 
network I/F unit 402 and deciding accordingly. 

0085. In the above example, it is described that only 
instructions from the inside to the outside of the company or 
the instructions from the outside to the inside of the com 
pany are received by the signature proxy device 40. When, 
however, there is a possibility that an instruction from an 
in-house server 20 to another transmits through the signature 
proxy device 40, the signature proxy server 40 reviews not 
only the origin, but also the destination. Specifically, the 
signature conversion controller unit 412 judges that the 
signature should be replaced for instructions from the inside 
to the outside of the company and for instructions from the 
outside to the inside of the company and that the signature 
should not be replaced for instructions between devices 
within the company. The destination of the job flow instruc 
tion 30 can be determined from the URL indicated in the 
service name 3122 of the individual instruction at the 
leading end of the process content element 310 of the job 
flow instruction 30 or from the destination IP address 
received from the network IVF unit 402. 

0.086 The signature key selection unit 416 selects a 
signature key (in-house or external) of the proxy device 40 
corresponding to the instruction from the signature key 
conversion controller unit 412 from the key storage unit 406 
and sends the selected key to a signature creation unit 418. 
The signature creation unit 418 calculates a value for an 
electronic signature corresponding to the process content 
element 310 using the sent signature key and sends a 
signature information element 322, a signature value ele 
ment 324, and a signature information element 326 indicat 
ing the electronic signature to the instruction division/ 
integration unit 404. The instruction division/integration 
unit 404 re-constructs a job flow instruction by combining 
the received elements 322, 324, and 326 into the received 
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process content element 310 and transmits the created job 
flow instruction to the destination server via the network I/F 
unit 402. 

0087 When the signature conversion controller unit 412 
judges that there is no need for replacement of a signature 
(for example, when the instruction is from an in-house 
device to another), this judgment is sent to the instruction 
division/integration unit 404. The instruction division/inte 
gration unit 404 receiving this information transmits the job 
flow instruction 30 received from the network IVF unit 402 
to the destination server without any change. 
0088. In the above examples, the in-house server 20 uses 
only a signature key corresponding to a public key certificate 
certified by the in-house CA. There are, however, situations 
wherein the in-house server 20 is also certified by a public 
key certificate from an outside CA. In Such a case, the 
signature proxy device 40 verifies the signature of a job flow 
instruction from the in-house server 20 to an outside server 
60 and judges whether the signature attached to the instruc 
tion corresponds to the in-house or outside certificate. When 
the signature proxy device 40 judges that the signature 
corresponds to an in-house CA, the signature proxy device 
40 replaces the signature, and when the signature proxy 
device 40 judges that the signature corresponds to an outside 
CA, the signature proxy device 40 skips the replacement 
step. 

0089. In the embodiment described with reference to 
FIGS. 6 and 7, each server 20 within the company judges 
whether the destination of the job flow instruction 30 is 
inside or outside of the company and sends the job flow 
instruction 30 to the signature proxy device 40 when the 
destination is outside. Alternatively, it is also possible to 
employ a configuration wherein the in-house server 20 does 
not perform such judgment. In such a case, a signature proxy 
server 40 is provided as a gateway on the boundary between 
the in-house LAN 50 and the Internet and monitors the job 
flow instruction 30 which is to be sent from the in-house 
LAN 50 to the Internet. The signature proxy device 40 
verifies the electronic signature of a job flow instruction 30 
which is found through the monitoring, and, when it is 
determined that the signature was created using a secret key 
corresponding to an in-house public key certificate, the 
signature proxy device 40 applies the signature replacement 
process as described above and transmits the job flow 
instruction 30 to the destination server on the Internet. The 
signature proxy device 40 also monitors the job flow instruc 
tions which is to be sent into the in-house LAN 50 from the 
Internet, and, when the job flow instruction is signed using 
a secret key corresponding to an outside public key certifi 
cate, performs the signature replacement process as 
described above. With this configuration, advantages similar 
to the embodiment shown in FIGS. 6 and 7 can be obtained. 

0090. It is also possible for the signature proxy device 40 
to be one of the application servers 20, include a description 
of the process content of the signature proxy device 40 in the 
job flow instruction 30, and for the signature proxy device 
40 to perform the signature replacement process as 
described above according to the description of the process 
COntent. 

0091. In the above-described embodiments, the judgment 
as to whether the destination device to which the job flow 
instruction is to be transmitted next is internal or external to 
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the company is made based on the URL of the destination 
device described in the job flow instruction. Alternatively, it 
is also possible to base this judgment on an IP address, a 
FQDN (Fully Qualified Domain Name), an e-mail address, 
or any other appropriate information associated with the 
destination device. The IP address, FODN, and the elec 
tronic mail address of the destination device may be explic 
itly described in the job flow instruction or may be described 
in a packet header when the instruction is transmitted in the 
form of packets. In either case, the server 20 and the job flow 
controller 25 can obtain destination information suitable in 
each case and can judge whether the destination is inside or 
outside the company from the obtained information. 
0092 Although specific embodiments of the invention 
have been described, it will be understood by those having 
skill in the art that changes can be made to these specific 
embodiments without departing from the spirit and scope of 
the invention. The scope of the invention is not to be 
restricted, therefore, to the specific embodiments, and it is 
intended that the appended claims cover any and all Such 
applications, modifications, and embodiments within the 
Scope of the present invention. 

What is claimed is: 
1. An information processor for instructing a job proces 

Sor to execute a job process, the information processor 
comprising: 

a selection unit for selecting one of a first signature key 
certified by a first certificate authority and a second 
signature key certified by a second certificate authority 
for signing instruction data having a process descrip 
tion for instructing a job process or data to be processed 
in a job process; 

a signing unit for signing the instruction data or the data 
to be processed using the signature key selected by the 
Selection unit; and 

a transmitter unit for transmitting, to the job processor, the 
instruction data or the data to be processed signed by 
the signing unit, 

wherein the selection unit selects the first signature key 
when the job processor is located within a predeter 
mined network and selects the second signature key 
otherwise. 

2. An information processor according to claim 1, wherein 
the certificate authority certifying the first signature key is 

a certificate authority which certifies users within the 
predetermined network, and 

the certificate authority certifying the second signature 
key is a certificate authority which certifies other users 
outside the predetermined network. 

3. An information processing method executed by an 
information processor for instructing a job processor to 
execute a job process, the method comprising the steps of 

Selecting one of a first signature key certified by a first 
certificate authority and a second signature key certified 
by a second certificate authority for signing instruction 
data having a process description for instructing a job 
process or data to be processed in a job process; 
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electronically signing the instruction data or the data to be 
processed using the signature key selected the selection 
step; 

transmitting, to the job processor, the instruction data or 
the data to be processed which is electronically signed 
in the electronically signing, step, 

wherein the selecting selects the first signature key when 
the job processor is located within a predetermined 
network and selects the second signature key other 
wise. 

4. A proxy device provided between an internal network 
and an external network, for exchanging documents between 
a device on the internal network and a device on the external 
network, the proxy device comprising: 

a first signature verification unit that verifies a first 
electronic signature attached to a document transmitted 
from a device on an internal network to a device on an 
external network is signed using a signature key for the 
internal network, and 

a first signature conversion unit that deletes the first 
electronic signature once the signature is verified by the 
first verification unit and attaches a second electronic 
signature to the document using a signature key of the 
proxy device for the external network, the signature 
key for the internal network and the signature key for 
the external network being separately generated and 
exclusive of each other, and 

a transmitter unit for transmitting the electronically signed 
document to the device on the external network. 

5. A proxy device according to claim 4, further compris 
ing: 

a second signature verification unit that verifies a third 
electronic signature attached to a document transmitted 
from a device on the external network to a device on the 
internal network is signed using a signature key for the 
external network, and 

a second signature conversion unit that deletes the third 
electronic signature once the signature is verified by the 
second signature verification unit and attaches a fourth 
electronic signature to the document using a signature 
key of the proxy device for the internal network, the 
signature key for the external network and the signature 
key for the internal network being separately generated 
and exclusive of each other, and 

a transmitter unit for transmitting the electronically signed 
document to the device on the internal network. 

6. A method for exchanging, in a proxy device provided 
between an internal network and an external network, docu 
ments between a device on the internal network and a device 
on the external network, the method comprising the steps of 

verifying a first electronic signature attached to a docu 
ment transmitted from a device on the internal network 
to a device on the external network; 

deleting the first electronic signature from the document 
when it is determined in the verification that the first 
electronic signature attached to the document is signed 
using a signature key for the internal network; 

attaching a second electronic signature to the document 
from which the first electronic signature has been 
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deleted using a signature key of the proxy device for the 
external network, the signature key for the internal 
network and the signature key for the external network 
being separately generated and exclusive of each other, 
and 

transmitting the document to which an electronic signa 
ture is re-attached using the signature key for the 
external network to the device on the external network. 

7. A proxy device provided between an internal network 
and an external network for exchanging documents between 
a device on the internal network and a device on the external 
network, the proxy device comprising: 

a signature verification unit that verifies a first electronic 
signature attached to a document transmitted from a 
device on the external network to a device on the 
internal network is signed using a signature key for the 
external network; 

a signature conversion unit that deletes the first signature 
once the signature is verified by the the signature 
verification unit and attaches a second electronic sig 
nature to the document using a signature key of the 
proxy device for the internal network, the signature key 
for the external network and the signature key for the 
internal network being separately generated and exclu 
sive of each other, and 
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a transmitter unit for transmitting the document to the 
device on the internal network. 

8. A method for changing, in a proxy device provided 
between an internal network and an external network, docu 
ments between a device on the internal network and a device 
on the external network, the method comprising the steps of 

verifying a first electronic signature attached to a docu 
ment transmitted from a device on the external network 
to a device on the internal network; 

deleting the first electronic signature from the document 
when the verification is successful; 

attaching a second electronic signature to the document 
from which the first electronic signature is deleted 
using a signature key of the proxy device for the 
internal network, the signature key for the external 
network and the signature key for the internal network 
being separately generated and exclusive of each other, 
and 

transmitting the document having an electronic signature 
re-attached using the signature key for the internal 
network to the device on the internal network. 


