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PROTECTED MEDIA PATH AND REFUSAL 
RESPONSE ENABLER 

CROSS-REFERENCE TO RELATED 
APPLICATION 

The present application claims the benefit of U.S. Provi 
sional Application No. 60/513,831, filed Oct. 23, 2003 and 
entitled “PROTECTED MEDIA PATH AND REFUSAL 
RESPONSE ENABLER'', hereby incorporated by reference 
in its entirety. 

TECHNICAL FIELD 

The present invention relates to an architecture and 
method for establishing a protected media path for deliver 
ing content in a trusted manner from any of a variety of 
Sources to any of a variety of sinks by way of a common 
base. More particularly, the present invention relates to such 
an architecture and method whereby the content is delivered 
only after the path is established as trustworthy and satis 
fying policy corresponding to the content. 

BACKGROUND OF THE INVENTION 

As is known, and referring now to FIG. 1, a rights 
management (RM) and enforcement system is highly desir 
able in connection with digital content 12 Such as digital 
audio, digital video, digital text, digital data, digital multi 
media, etc., where such digital content 12 is to be distributed 
to users. Upon being received by the user, such user renders 
or plays the digital content with the aid of an appropriate 
rendering device Such as a media player on a personal 
computer 14, a portable playback device or the like. 

Typically, a content owner distributing such digital con 
tent 12 wishes to restrict what the user can do with such 
distributed digital content 12. For example, the content 
owner may wish to restrict the user from copying and 
re-distributing Such content 12 to a second user, or may wish 
to allow distributed digital content 12 to be played only a 
limited number of times, only for a certain total time, only 
on a certain type of machine, only on a certain type of media 
player, only by a certain type of user, etc. 

However, after distribution has occurred, such content 
owner has very little if any control over the digital content 
12. An RM system 10, then, allows the controlled rendering 
or playing of arbitrary forms of digital content 12, where 
such control is flexible and definable by the content owner 
of such digital content. Typically, content 12 is distributed to 
the user in the form of a package 13 by way of any 
appropriate distribution channel. The digital content pack 
age 13 as distributed may include the digital content 12 
encrypted with a symmetric encryption/decryption key 
(KD), (i.e., (KD(CONTENT))), as well as other information 
identifying the content, how to acquire a license for Such 
content, etc. 
The trust-based RM system 10 allows an owner of digital 

content 12 to specify rules that must be satisfied before such 
digital content 12 is allowed to be rendered. Such rules can 
include the aforementioned requirements and/or others, and 
may be embodied within a digital license 16 that the 
user/user's computing device 14 (hereinafter, such terms are 
interchangeable unless circumstances require otherwise) 
must obtain from the content owner or an agent thereof, or 
such rules may already be attached to the content 12. Such 
license 16 may for example include the decryption key (KD) 
for decrypting the digital content 12, perhaps encrypted 
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2 
according to another key decryptable by the user's comput 
ing device or other playback device. 
The content owner for a piece of digital content 12 would 

prefer not to distribute the content 12 to the user unless such 
owner can trust that the user will abide by the rules specified 
by such content owner in the license 16 or elsewhere. 
Preferably, then, the user's computing device 14 or other 
playback device is provided with a trusted component or 
mechanism 18 that will not render the digital content 12 
except according to Such rules. 
The trusted component 18 typically has an evaluator 20 

that reviews the rules, and determines based on the reviewed 
rules whether the requesting user has the right to render the 
requested digital content 12 in the manner sought, among 
other things. As should be understood, the evaluator 20 is 
trusted in the DRM system 10 to carry out the wishes of the 
owner of the digital content 12 according to the rules, and 
the user should not be able to easily alter such trusted 
component 18 and/or the evaluator 20 for any purpose, 
nefarious or otherwise. 
As should be understood, the rules for rendering the 

content 12 can specify whether the user has rights to so 
render based on any of several factors, including who the 
user is, where the user is located, what type of computing 
device 14 or other playback device the user is using, what 
rendering application is calling the RM system 10, the date, 
the time, etc. In addition, the rules may limit rendering to a 
pre-determined number of plays, or pre-determined play 
time, for example. 
The rules may be specified according to any appropriate 

language and syntax. For example, the language may simply 
specify attributes and values that must be satisfied (DATE 
must be later than X, e.g.), or may require the performance 
of functions according to a specified script (IF DATE greater 
than X, THEN DO . . . , e.g.). 
Upon the evaluator 20 determining that the user satisfies 

the rules, the digital content 12 can then be rendered. In 
particular, to render the content 12, the decryption key (KD) 
is obtained from a pre-defined source and is applied to 
(KD(CONTENT)) from the content package 13 to result in 
the actual content 12, and the actual content 12 is then in fact 
rendered. 

In an RM system 10, content 12 is packaged for use by a 
user by encrypting Such content 12 and associating a set of 
rules with the content 12, whereby the content 12 can be 
rendered only in accordance with the rules. Because the 
content 12 can only be rendered in accordance with the 
rules, then, the content 12 may be freely distributed. How 
ever, it is to be appreciated that various pieces of content 12 
can be protected according to a plurality of RM systems 10, 
each of which is not necessarily compatible with every other 
RM system 10. 

Accordingly, a need exists for an architecture and method 
that define a protected media path for content 12 from any 
of a plurality of systems 10 to be delivered to any of a 
plurality of destinations. In particular, a need exists for a 
method in connection with Such an architecture that defines 
how the path is established as trustworthy and satisfying 
policy corresponding to the content 12. 

SUMMARY OF THE INVENTION 

The aforementioned needs are satisfied at least in part by 
the present invention in which a computing device has 
instantiated thereon a protected media path for delivering 
content from at least one source to at least one sink. In the 
protected media path, a media base provides a protected 
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environment in the computing device and includes a com 
mon infrastructure of core components effectuating process 
ing of content from any particular source and delivering the 
processed content to any particular sink, and also includes a 
policy engine enforcing policy on behalf of each Source. The 
policy corresponds to the content from the source and 
includes rules and requirements for accessing and rendering 
the content, whereby the media base allows content to flow 
through the computing device in a protected fashion, and 
allows for arbitrary processing of the protected content in 
the computing device. 
A source trust authority (SOTA) associated with and 

corresponding to each source of content acts as a secure 
lockbox connecting the source to the media base, represents 
the source in the protected media path, decrypts the content 
from the Source if necessary, and translates policy associated 
with the content from a native format into a format amenable 
to the policy engine if necessary. A sink trust authority 
(SITA) associated with and corresponding to each sink of 
content acts as a secure lockbox connecting the sink to the 
media base, represents the sink in the protected media path, 
encrypts content to be delivered to the sink if necessary, and 
translates the policy associated with the content from the 
format of the policy engine into a format amenable to the 
sink if necessary. Thus the sink receives the content and 
corresponding policy, decrypts the received content if nec 
essary, and renders same based on the received policy. 
An application on the computing device calls to the media 

base on the computing device with a definition of the 
content, the source, and the sink, and the media base 
establishes the protected media path based on the defined 
content, source, and sink to effectuate such delivery. The 
SOTA on behalf of the source establishes trust with respect 
to the protected media path, and thereafter propagates policy 
corresponding to the content to be delivered to the protected 
media path. The SOTA determines a particular type of action 
to be taken with the content as delivered through the 
protected media path, decides whether the particular type of 
action can be taken with the content as delivered through the 
protected media path, and informs the media base regarding 
same. The media base informs the application whether the 
particular type of action can be taken, and if so the appli 
cation proceeds by commanding the media base to perform 
Such type of action. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing Summary, as well as the following detailed 
description of the embodiments of the present invention, 
will be better understood when read in conjunction with the 
appended drawings. For the purpose of illustrating the 
invention, there are shown in the drawings embodiments 
which are presently preferred. As should be understood, 
however, the invention is not limited to the precise arrange 
ments and instrumentalities shown. In the drawings: 

FIG. 1 is a block diagram showing an enforcement 
architecture of an example of a trust-based system; 

FIG. 2 is a block diagram representing a general purpose 
computer system in which aspects of the present invention 
and/or portions thereof may be incorporated; 

FIG. 3 is a block diagram showing a portable media path 
as defined by a media base upon being called by an appli 
cation to deliver content from a source to a sink in accor 
dance with one embodiment of the present invention; 

FIG. 4 is a flow diagram showing key steps performed by 
the portable media path of FIG. 3 in deciding whether to 
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4 
allow the content to be delivered from the source to the sink 
in accordance with one embodiment of the present inven 
tion; 

FIG. 5 is a block diagram showing a portion of the 
portable media path of FIG. 3, including a source trust 
authority with a refusal response enabler and the application 
with a refusal response interface for receiving and running 
the enabler in accordance with one embodiment of the 
present invention; and 

FIG. 6 is a flow diagram showing key steps performed by 
the elements of FIG. 5 in responding to a refusal to perform 
an action in accordance with one embodiment of the present 
invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

Computer Environment 
FIG. 2 and the following discussion are intended to a brief 

general description of a suitable computing environment in 
which the present invention and/or portions thereof may be 
implemented. Although not required, the invention is 
describe in the general context of computer-executable 
instructions. Such as program modules, being executed by a 
computer, such as a client workstation or aserver. Generally, 
program modules include routines, programs, objects, com 
ponents, data structures and the like that perform particular 
task or implements, particular abstract data types. Moreover, 
it should be appreciated that the invention and/or portions 
thereof may be practiced with other computer system con 
figuration, including hand-held devices, multi-processor sys 
tem, microprocessor-base or programmable consumer elec 
tronics.network PCs, minicomputer, mainframe computers 
and the. The invention may also be practiced in distributed 
computing environments where taks are performed by 
remote processing devices that are linked through a com 
munications network. In a distributed computing environ 
ment, program modules may be located in both loacl and 
remote memory storage devices. 
As shown in FIG. 2, an exemplary general purpose 

computing system includes a conventional personal com 
puter 120 or the like, including a processing unit 121, a 
system memory 122, and a system bus 123 that couples 
various system components including the system memory to 
the processing unit 121. The system bus 123 may be any of 
several types of bus structures including a memory bus or 
memory controller, a peripheral bus, and a local bus using 
any of a variety of bus architectures. The system memory 
includes read-only memory (ROM) 124 and random access 
memory (RAM) 125. A basic input/output system 126 
(BIOS), containing the basic routines that help to transfer 
information between elements within the personal computer 
120, such as during start-up, is stored in ROM 124. 
The personal computer 120 may further include a hard 

disk drive 127 for reading from and writing to a hard disk 
(not shown), a magnetic disk drive 128 for reading from or 
writing to a removable magnetic disk 129, and an optical 
disk drive 130 for reading from or writing to a removable 
optical disk 131 such as a CD-ROM or other optical media. 
The hard disk drive 127, magnetic disk drive 128, and 
optical disk drive 130 are connected to the system bus 123 
by a hard disk drive interface 132, a magnetic disk drive 
interface 133, and an optical drive interface 134, respec 
tively. The drives and their associated computer-readable 
media provide non-volatile storage of computer readable 
instructions, data structures, program modules and other 
data for the personal computer 20. 
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Although the exemplary environment described herein 
employs a hard disk, a removable magnetic disk 129, and a 
removable optical disk 131, it should be appreciated that 
other types of computer readable media which can store data 
that is accessible by a computer may also be used in the 
exemplary operating environment. Such other types of 
media include a magnetic cassette, a flash memory card, a 
digital video disk, a Bernoulli cartridge, a random access 
memory (RAM), a read-only memory (ROM), and the like. 
A number of program modules may be stored on the hard 

disk, magnetic disk 129, optical disk 131, ROM 124 or 
RAM 125, including an operating system 135, one or more 
application programs 136, other program modules 137 and 
program data 138. A user may enter commands and infor 
mation into the personal computer 120 through input devices 
such as a keyboard 140 and pointing device 142. Other input 
devices (not shown) may include a microphone, joystick, 
game pad, satellite disk, Scanner, or the like. These and other 
input devices are often connected to the processing unit 121 
through a serial port interface 146 that is coupled to the 
system bus, but may be connected by other interfaces. Such 
as a parallel port, game port, or universal serial bus (USB). 
A monitor 147 or other type of display device is also 
connected to the system bus 123 via an interface. Such as a 
video adapter 148. In addition to the monitor 147, a personal 
computer typically includes other peripheral output devices 
(not shown), such as speakers and printers. The exemplary 
system of FIG. 2 also includes a host adapter 155, a Small 
Computer System Interface (SCSI) bus 156, and an external 
storage device 162 connected to the SCSI bus 156. 
The personal computer 120 may operate in a networked 

environment using logical connections to one or more 
remote computers, such as a remote computer 149. The 
remote computer 149 may be another personal computer, a 
server, a router, a network PC, a peer device or other 
common network node, and typically includes many or all of 
the elements described above relative to the personal com 
puter 120, although only a memory storage device 150 has 
been illustrated in FIG. 2. The logical connections depicted 
in FIG. 2 include a local area network (LAN) 151 and a wide 
area network (WAN) 152. Such networking environments 
are commonplace in offices, enterprise-wide computer net 
works, intranets, and the Internet. 
When used in a LAN networking environment, the per 

sonal computer 120 is connected to the LAN 151 through a 
network interface or adapter 153. When used in a WAN 
networking environment, the personal computer 120 typi 
cally includes a modem 154 or other means for establishing 
communications over the wide area network 152, such as the 
Internet. The modem 154, which may be internal or external, 
is connected to the system bus 123 via the serial port 
interface 146. In a networked environment, program mod 
ules depicted relative to the personal computer 120, or 
portions thereof, may be stored in the remote memory 
storage device. It will be appreciated that the network 
connections shown are exemplary and other means of estab 
lishing a communications link between the computers may 
be used. 

Protected Media Path 
Content protection denotes a spectrum of methods and 

technologies for protecting digital content 12 Such that Such 
content 12 cannot be used in a manner inconsistent with the 
wishes of the content owner and/or provider. Methods 
include copy protection (CP), link protection (LP), condi 
tional access (CA), rights management (RM), and digital 
rights management (DRM), among other. The Base of any 
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6 
content protection system is that only a trusted application 
that ensures proper adherence to the implicit and/or explicit 
rules for use of protected content 12 can access same in an 
unprotected form. Typically, content 12 is protected by being 
encrypted in some way, where only trusted parties are able 
to decrypt same. 
Copy protection, in the strictest sense, specifically applies 

to content 12 residing in a storage device, whereas link 
protection applies to content 12 flowing between applica 
tions/devices over a transmission medium. Conditional 
access can be thought of as a more Sophisticated form of link 
protection, where premium programs, channels and/or mov 
ies are encrypted in transit. Only subscribers who have paid 
for access to such content 12 are provided with the keys 
necessary to decrypt same. 

Digital Rights Management is an extensible architecture 
where the rules regarding sanctioned use of a particular 
piece of content 12 are explicit and bound to or associated 
with the content 12 itself. DRM mechanisms can support 
richer and more expressive rules than other methods while 
providing greater control and flexibility at the level of 
individual pieces of content or even Sub-components of that 
content. An example of a Digital Rights Management sys 
tem is set forth in U.S. patent application Ser. No. 09/290, 
363, filed Apr. 12, 1999 and U.S. Provisional Application 
No. 60/126,614, filed Mar. 27, 1999 each of which is hereby 
incorporated by reference in its entirety. 

Rights Management is a form of DRM that is organiza 
tionally based in that content 12 can be protected to be 
accessible only within an organization or a Subset thereof. 
An example of a Rights Management system is set forth in 
U.S. patent applications Nos. 10/185.527, 10/185.278, and 
10/185.511, each filed on Jun. 28, 2002 and hereby incor 
porated by reference in its-entirety. 

In the present invention, a protected media path architec 
ture is defined on a computing device 14 to allow for content 
processing and delivery from any of multiple content man 
agement systems including the systems set forth above. In 
particular, such architecture provides a mechanism for deliv 
ering protected content 12 from a source 30 to a destination 
or sink 32 while enabling the protected content 12 to be 
processed as necessary. Note that the Source 30 is a system 
delivering or sourcing the content 12 and may be any 
appropriate system without departing from the spirit and 
Scope of the present invention, presuming of course that the 
source 30 can interact with the architecture. For example, 
the source 30 may be any of several highly functional or 
minimally functional rights management systems, such as a 
DRM or RM system, or may be any of several sources 30 
with limited content protection, such as a CP, LP, or CA 
system, or may even be any of several sources 30 with little 
if any content protection inherent therein, such as a basic 
data storage system or server, file storage system or server, 
or the like. Note that the source 30 may obtain the actual 
content 12 from elsewhere. For example, the content 12 if 
rights-protected may be located on a remote file server but 
accessible by way of a source 30 such as a rights manage 
ment system on the computing device 14. 

Generally, then, a source 30 is capable of sourcing mul 
timedia data in a generic manner through a given interface. 
Implementations of a source 30 correspond with different 
means of accessing content, and can include a DRM source 
capable of reading DRM files from a hard drive or other file 
system), a DVD source capable of reading DVD multimedia 
data from a DVD disk, etc. Note that being a source 30 does 
not necessarily imply content protection of the content 12 
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therefrom. For some sources 30, then, content protection 
may or may not be present for any given instance. 

Likewise, each of one or more sinks 32 is a system 
receiving or sinking the content 12 and may be any 
appropriate system without departing from the spirit and 
Scope of the present invention, again presuming of course 
that the sink 32 can interact with the architecture. For 
example, the sink 32 may be an audio system for receiving 
audio to be delivered to a speaker, a video system for 
receiving video be delivered to a display, a light control 
system for receiving light control signals to be delivered to 
a controller for a light system, a motor control system for 
receiving motor control signals to be delivered to a control 
ler for a motor system, and the like. Moreover, the sink 32 
may merely be an interface connecting to a conduit Such as 
network or a data cable. Note that as with the source 30, the 
sink 32 may deliver the actual content 12 to elsewhere. For 
example, the content if audio may be delivered to a remote 
speaker by way of a sink 32 Such as a sound card on the 
computing device 14. Note that a given sink 32 is associated 
with an output resource, and not a content protection system. 
For any instance of a sink 32, there may or may not be a 
content protection system associated with it. 

Significantly, in the architecture, and turning now to FIG. 
3, each source 30 and each sink 32 can integrate to a policy 
engine 34 of a media base 36 on the computing device 14 by 
way of providing or accessing a corresponding source trust 
authority (SOTA) 38 or sink trust authority (SITA) 40, 
respectively. Thus, each source 30 and each sink 32 can be 
local to or remote from the computing device 14, but each 
corresponding SOTA 38 and SITA 40 is local to the com 
puting device 14, thereby acting in at least some respects as 
the agent or representative for the respective source 30 and 
sink 32. Significantly, and as should be appreciated, most 
any source 30 or sink 32 can participate with the media base 
36 and the protected media path architecture by having a 
corresponding SOTA 38 or SITA 40, respectively. 

Each SOTA38 represents a corresponding source 30 in 
the protected media path 39 defined by the architecture, and 
functions to provide decryption functionality for decrypting 
the content 12 from the source 30 if necessary and also to 
translate policy associated with the content 12 from a native 
format into a format amenable to the policy engine 34. As 
may be appreciated. Such policy is essentially the rules and 
requirements for accessing and rendering the content 12, 
such as for example may be set forth in the license 16 of FIG. 
1. Note that the SOTA 38 may also act for the source 30, 
particularly with regard to questions relating to trust, policy, 
and rights. 

Likewise, each SITA 40 represents a corresponding sink 
32 in the protected media path 39 defined by the architec 
ture, and functions to provide encryption functionality to 
encrypt content 12 to be delivered to the sink32 if necessary 
and also to translate policy associated with the content 12 
from the format of the policy engine 34 into a format 
amenable to the sink 32. Thus, the sink 32 receives the 
content 12 and corresponding policy, decrypts the received 
content 12 if necessary, and renders same based on the 
received policy. Note that the SOTA38 may likewise act for 
the sink 32, particularly with regard to questions relating to 
trust, policy, and rights. 

Note also that the policy corresponding to any particular 
piece of content 12 may be any appropriate policy without 
departing from the spirit and scope of the present invention. 
Such policy typically is set forth in the aforementioned 
native format which is specific to a particular source, and 
can have any arbitrarily complexity. For example, the policy 
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8 
can be expressed as a series of bits set on or off, can include 
logic set out in a pre-defined language to be executed, and/or 
can even include or refer to executable machine code. 
Generally, the policy may express information Such as an 
action that can be taken with respect to the corresponding 
content 12, a condition precedent to the action that must 
exist, an event Subsequent to the action that must be taken, 
elements that are to be present or that cannot be present with 
respect to the content 12, conditions on Such elements, 
policy to be forwarded with delivered content, and the like. 
The policy engine 34 of the media base 36 is the heart of 

the protected media path architecture and is responsible for 
enforcing policy on behalf of each SOTA 38. Thus, and as 
will be set forth in more detail below, the policy engine 34 
negotiates policy between each applicable source 30 and 
each applicable sink 32, including required sink content 
protection systems, outbound policy on sink content protec 
tion systems, and media path component inclusion and 
exclusion. The policy engine 34 also provides a protected 
environment within which received content 12 can be pro 
cessed with a level of assurance that the content 12 is 
protected from theft by a nefarious entity. 
The media base 36 having the policy engine 34 is essen 

tially a common collection of functions necessary to provide 
a common infrastructure for effectuating processing of con 
tent 12 from any particular source 30 and for delivering the 
processed content 12 to any particular sink32. Significantly, 
although the format of the content 12 and associated policy 
may vary from source 30 to source 30, the media base can 
handle Such content 12 and associated policy because each 
source 30 has a corresponding SOTA38 which decrypts the 
content 12 if necessary and translates the associated policy 
from the aforementioned native format into the aforemen 
tioned format amenable to the policy engine 34. Likewise, 
although the format of the content 12 and associated policy 
may vary from sink32 to sink32, the media base can handle 
Such content 12 and associated policy because each sink 32 
has a corresponding SITA 40 which encrypts the content 12 
if necessary and translates the associated policy from the 
aforementioned format amenable to the policy engine 34 
into the format amenable to the sink 32. 
More specifically, the media base 36 provides a common 

infrastructure to enable media content 12 to flow to and from 
protected environments by providing a protected environ 
ment in the operating system of the computing device 14, a 
general mechanism for translating and negotiating rights, 
rules and policy across protected environment boundaries, 
and a general mechanism for encrypting/decrypting high 
bit-rate media data while passing same securely between the 
protected environment on the computing device 14 and other 
protected environments. Thus, the media base 36 allows 
protected content 12 to flow from, to and through the 
computing device 14 in a protected fashion, and allows for 
arbitrary processing of protected content 12. As a result, any 
interested party can add Support for arbitrary content pro 
tection to the operating system on the computing device 14 
by distributing appropriate SOTAS 38 and/or SITAS 40, as 
the case may be. 

Typically, and as seen in FIG. 3, the media base 36 
includes therein a number of core components 42 that 
provide the aforementioned common infrastructure of Such 
media base 36. As may be appreciated, each component 42 
may be any appropriate component without departing from 
the spirit and scope of the present invention. Employing 
Such core components 42 is generally known or should be 
apparent to the relevant public and therefore need not be set 
forth herein in any detail. 
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In addition to the functionality provided by the core 
components 42 of the media base 36, and if necessary, any 
interested party can add Support for additional arbitrary 
protected functionality to the operating system on the com 
puting device 14 by distributing appropriate Supplemental 
components or plug-ins 44 that are designed to work in 
conjunction with the media base 36 to provide such addi 
tional functionality. As may be appreciated, each plug-in 44 
may be any appropriate plug-in without departing from the 
spirit and scope of the present invention. Employing Such 
plug-ins 44 is generally known or should be apparent to the 
relevant public and therefore need not be set forth herein in 
any detail. 

In one embodiment of the present invention, the media 
base 36 is actuated to arrange a protected media path 39 
between each of one or more selected sources 30 and each 
of one or more selected sinks 32 by a media application 46 
on the computing device 14. Presumably, the media appli 
cation 46 is under the control of a user or another application 
on the computing device 14 or elsewhere. Thus, the media 
application 46 selects the content 12 to be rendered, and in 
doing so selects the one or more selected sources 30, and if 
necessary selects the one or more sinks 32. Thereafter, the 
media application 46 is not involved in the rendering of the 
protected content 12 by way of the arranged protected media 
path 39, except perhaps to provide rendering control com 
mands such as start, stop, repeat, reverse, fast forward, and 
the like. 

In one embodiment of the present invention, the media 
base 36 and the protected media path 39 arranged thereby 
are solely responsible for controlling the content 12 within 
such arranged protected media path 39, and correspondingly, 
the application 46 has no control over the content 12 within 
such arranged protected media path 39. Thus, the application 
46 directs the rendering of the content 12 by way of the 
media base 36 and the protected media path 39 arranged 
thereby, but does not have any actual access to or control 
over Such content 12, especially in any non-protected form. 
In particular, the media base 36 and the protected media path 
39 cannot be directed by the application 46 or by any other 
element to take an action with respect to the content 12 
contrary to the policy corresponding to the content 12. As a 
result, and significantly, the application 46 need not establish 
any especial trustworthiness in connection with the pro 
tected media path 39 of FIG. 3, and in fact the application 
46 is not trusted to handle the content 12 in any trusted 
manner. Of course, such lack of trust in the application 46 is 
not detrimental in any way inasmuch as the application 46 
does not in fact handle the content 12 other than issuing 
rendering control commands Such as those set forth above in 
the course of operation of the media base 36 and the 
protected media path 39 arranged thereby. 

To summarize, then, the media base 36 operates under the 
direction of an application 46 to arrange a protected media 
path 39 by which content 12 from one or more sources 30 
is to be delivered to one or more sinks 32. Presumably, the 
content 12 is operated upon by the media base 36 in some 
manner while transiting the arranged protected media path 
39, although such operations on such content 12 by such 
media base 36 may be as minimal or as maximal as need be. 
Significantly, before each source 30 allows content 12 
thereof to transit the arranged protected media path 39, and 
in one embodiment of the present invention, the source 30 
is satisfied that the media base 36, the policy engine 34 
thereof, each employed component 42 thereof, each 
employed plug-in 44 thereof, each receiving sink 32, and 
any other element that touches upon or touches the content 
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10 
12 is (a) trustworthy and (b) has rights to touch the content 
12 based on the policy associated with the content 12. 

In terms of the present invention, an element can be 
shown to be trustworthy based on a proffer of a token that 
Vouches for the element. Such vouching token may be any 
appropriate vouching token without departing from the spirit 
and scope of the present invention. For example, and espe 
cially in the digital realm, Such vouching token may com 
prise a digital certificate from a vouching authority, perhaps 
including a verifying chain of certificates extending back to 
a known and trusted root authority. Such certificate could 
include a hash of the to-be-trusted element verifiable based 
on a key in the certificate, whereby alteration of the element 
for any purpose, including violating the trust of Such ele 
ment, would result in the hash failing to verify, in which case 
the element is not to be trusted. 

Also in terms of the present invention, once an element is 
deemed trustworthy, the element is trusted to decide for 
itself whether it can touch the content 12 based on whether 
it can honor the rights set forth in the policy associated with 
the content 12. Alternately, the element is trusted to respond 
truthfully to a rights-based query from another element. For 
example, if the policy states that an element must have at 
least a certain version number and the element has an older 
version number, the element is trusted to decline to touch the 
content 12, and in this particular case might be expected to 
explain to an inquiring party the reason for so declining. 
Likewise, if for example the policy states that an element 
must not store the content 12 in an unprotected form and the 
element does in fact do so, the element is likewise trusted to 
decline to touch the content 12, and again in this particular 
case might be expected to explain to an inquiring party the 
reason for so declining. 

In one embodiment of the present invention, and turning 
now to FIG. 4, the protected media path architecture as set 
forth in FIG. 3 is employed to deliver content 12 from one 
or more sources 30 to one or more sinks 32 in the following 
manner. Preliminarily, the application 46 at the direction of 
a user or another element wishes to transit content 12 from 
one or more sources 30 to one or more sinks 32, and 
therefore calls to the media base 36 with a definition of the 
content 12, each such source 30 from which the content 12 
is to be obtained, and each such sink32 to which the content 
12 is to be delivered (step 401). 

In response, the media base 36 based on the defined 
content 12, sources 30, and sink 32 establishes a protected 
media path 39 to effectuate such delivery (step 403). Note 
that in doing so, the media base 36 may select one or more 
components 42 thereof that are to handle and operate on the 
content 12 while being delivered through the protected 
media path 39, and may likewise select one or more plug-ins 
44 thereofthat are also to handle and operate on the content 
12 while being delivered through the protected media path 
39. The media base 36 may employ any appropriate meth 
odology to establish the protected media path 39 and select 
the components 42 and plug-ins 44 without departing from 
the spirit and scope of the present invention. Such estab 
lishing of the protected media path 39 and selecting of the 
components 42 and plug-ins 44 by the media base 36 is 
known or should be apparent to the relevant public and 
therefore need not be set forth herein in any detail. For 
example, actions taken by and in connection with the media 
base 36 of the present invention may include those set forth 
in the Appendix. 

Significantly, upon the media base 36 establishing the 
protected media path 39, a SOTA38 corresponding to each 
source 30 of the defined path 39 is instantiated as a secure 
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lockbox connecting the source 30 to the media base 36, as 
is seen in FIG. 3 (step 405, FIG. 4). Such instantiation may 
be performed by the source 30, by the media base 36, or by 
a combination thereof without departing from the spirit and 
Scope of the present invention. As was set forth above, each 
SOTA38 is a trust authority and represents the correspond 
ing source 30 in the protected media path 39, and functions 
to provide decryption functionality for content 12 from the 
Source 30 if necessary and also to translate policy associated 
with the content 12 from a native format into a format 
amenable to the policy engine 34 of the media base 36. Note, 
too that the SOTA 38 may also act for the source 30, 
particularly with regard to questions relating to trust, policy, 
and rights. 

Also significantly, upon the media base 36 establishing 
the protected media path 39, a SITA 40 corresponding to 
each sink 32 of the defined path 39 is instantiated as a secure 
lockbox connecting the sink 32 to the media base 36, as is 
seen in FIG. 3 (step 407, FIG. 4). Such instantiation may 
likewise be performed by the sink32, by the media base 36, 
or by a combination thereof without departing from the spirit 
and scope of the present invention. As was also set forth 
above, each SITA 40 is a trust authority and represents the 
corresponding sink 32 in the protected media path 39, and 
functions to provide encryption functionality for content 12 
to be delivered to the sink 32 if necessary and also to 
translate policy associated with the content 12 from the 
format of the policy engine 34 into a format amenable to the 
sink32. Also note, too that the SITA 40 may also act for the 
sink, particularly with regard to questions relating to trust, 
policy, and rights. 

In one embodiment of the present invention, the SOTA38 
acting on behalf of the source 30 establishes trust with 
respect to the protected media path 39. Thereafter, and once 
trust is established, the SOTA 38 propagates policy corre 
sponding to the content 12 to be rendered, as was defined by 
the application 46 at step 401. In particular, the SOTA 38 
establishes trust by first establishing trust with the policy 
engine 34 of the media base 36 (step 409). Thereafter, the 
trusted policy engine 34 establishes trust with the remainder 
of the protected media path 39, including each component 
42, each plug-in 44, and each sink 32 as represented by the 
SITA 40 thereof (step 411). 

In establishing trust, and as was set forth above, an 
element can be shown to be trustworthy based on a proffer 
of a token Such as a digital certificate from a vouching 
authority that vouches for the element. Such token/certifi 
cate could include a hash of the to-be-trusted element 
verifiable based on a key in the certificate, whereby estab 
lishing trust of the element can include Verifying the hash. 
Note that if at any point trust is not established with an 
element, such element is refused access to the content 12. 
Thus, the element must be removed from the protected 
media path 39, if possible. If not possible, the SOTA38 does 
not release content 12 to the protected media path 39. 

Presuming the trusted policy engine 34 in fact establishes 
trust with each element of the protected media path 39 
including each component 42, each plug-in 44, and each 
sink32 as represented by the SITA 40 thereof, the SOTA38 
then propagates policy corresponding to the content 12 to be 
rendered. In particular, the SOTA38 propagates such policy 
to the policy engine 34 (step 413). In doing so, the SOTA38 
employs functionality therein as necessary to translate the 
policy from a native format into a format amenable to the 
policy engine 34 of the media base 36, and then transmits the 
translated policy to the policy engine 34. 
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12 
Thereafter, the policy engine 34 with the translated policy 

establishes that each component 42 and each plug-in 44 of 
the media base 36 has the right to touch or access the content 
12 corresponding to the translated policy. In particular, 
based on the translated policy, the policy engine 34 as 
necessary determines that each Such component 42 and 
plug-in 44 of the media base 36 satisfies the terms of the 
translated policy (step 415). Note that an element that is 
trusted may nevertheless still not have the right to touch or 
access the content 12 based on the policy. For example, and 
as was set forth above, if the policy states that an element 
must have at least a certain version number and the element 
has an older version number, the element though trusted still 
does not have the right to touch or access the content 12. 
Note that if at any point a trusted element does not have the 
right to access or touch the content 12 as determined by the 
policy engine 34, Such element is refused access to the 
content 12. Thus, the element must be removed from the 
protected media path 39, if possible. If not possible, the 
SOTA38 does not release content 12 to the protected media 
path 39. 

In addition, the policy engine 34 with the translated policy 
establishes that each sink 32 in the protected media path 39 
has the right to touch or access the content 12 corresponding 
to the translated policy. In particular, the policy engine 34 
propagates such translated policy to the SITA 40 of the sink 
32 (step 417). In doing so, the SITA 40 likewise employs 
functionality therein as necessary to re-translate the trans 
lated policy into a format amenable to the sink32, and then 
transmits the re-translated policy to the SITA 40. Thereafter, 
the sink 32 and SITA 40 thereof as trusted elements of the 
protected media path 39 are trusted to abide by such re 
translated policy. 

In one embodiment of the present invention, the policy 
engine 34 in addition or as an alternative requests that the 
sink 32 by way of the SITA 40 thereof for an action that the 
sink 32 intends to take with regard to the content 12 
corresponding to the policy (step 419). Such action may for 
example comprise playing the content 12, copying the 
content 12, exporting the content 12 in a non-protected 
format, and the like. Note that inasmuch as the protected 
media path 39 including the SITA 40 and the sink 32 thereof 
was established at the behest of the application 46, such 
SITA 40/sink 32 should know explicitly or implicitly what 
action is intended to be taken with regard to the content 12. 
Note too that although the policy engine 34 could ask the 
application 46 for Such action, the application 46 is not 
trusted to respond truthfully, while the sink 32/SITA 40 are 
in fact so trusted. 

At any rate, the trusted sink 32/SITA 40 responds with 
Such action and the policy engine 34 forwards same to the 
SOTA 38 (step 421). Thereafter, the SOTA 38 decides 
whether the SITA 40/sink 32 can take the action, presumably 
with reference to the policy corresponding to the content 12, 
and informs the policy engine 34 of same (step 423). As 
should be appreciated, if the action cannot be taken, the 
SOTA38 will not allow the content 12 to be released to the 
protected media path 39. 

Presuming that the action can be taken, the policy engine 
34 informs the application 46 of same (step 425), and the 
application 46 may then proceed by commanding the media 
base 36 to perform such action and related actions (step 
427). For example, the application may command the media 
base to play the content 12, and also may at a later time 
command the media base 36 to stop, rewind, fast forward, 
skip ahead, skip back, and the like. 
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Note that in the course of taking the action, the content 12 
transits the protected media path 39 as arranged by the media 
base 36. In particular, the media base 36 retrieves the content 
12 from the source 30, uses the decryption functionality of 
the SOTA38 to decrypt the content 12 as necessary, and then 
sends the content 12 downstream. Thus, the media base 36 
and the components 42 and plug-ins 44 thereof perform 
whatever processes are necessary on the content 12, and the 
media base 36 then uses the encryption functionality of the 
SITA 40 to encrypt the content 12 as necessary and delivers 
the content 12 to the sink 32. Of course, the sink 32 then 
sends the content 12 to an ultimate destination. 

The action as taken with regard to the content 12 should 
be communicated by the policy engine 34 to the SOTA38 
so that the SOTA 38 can update any state information 
relevant to the policy corresponding to such content 12. For 
example, if the policy requires that a play count be kept, the 
SOTA38 should note after some point that the play count be 
adjusted. Alternatively, the SOTA38 as the deliverer of the 
content 12 may itself sense that the action is being taken and 
thereafter update any state information as necessary. 
As should now be appreciated, the application 46 may at 

Some later point decide to reconfigure the protected media 
path 39. For example, the application 46 may change the 
audio sink 32 and the light sink 32. In Such case, and as 
should be appreciated, the process as set forth in FIG. 4 must 
be repeated to establish trust in the reconfigured path 39 and 
to propagate rights to same. 
As should also be appreciated, in the present invention, a 

media base 36 may be instructed to establish a protected 
media path 39 based on some arbitrary or near-arbitrary 
combination of sources 30 and sinks 32. Importantly, regard 
less of whatever path 39 is established, the architecture of 
the present invention allows such path 39 to be certified as 
trustworthy and as being satisfactory with regard to policy or 
rights corresponding to content 12 that is to transit Such path. 
Moreover, even though the path 39 is established at the 
behest of an application 46, such application 46 itself need 
not be trustworthy inasmuch as the application 46 never 
itself touches or accesses the content 12 in a manner that the 
application 46 could wittingly or unwittingly be employed to 
steal Such content 12. 

Refusal Response Enabler and Interface Therefor 
As was set forth above in connection with the method 

show in FIG. 4, the trusted sink 32/SITA 40 provides an 
action intended to be taken in response to the policy engine 
34 as at step 421, and the SOTA38 decides whether the SITA 
40/sink 32 can take the action and informs the policy engine 
34 of same as at step 423. If the SOTA38 refuses to allow 
the action to be taken, the SOTA 38 does not allow the 
content 12 to be released to the protected media path 39. 

Such a refusal would normally end the process of FIG. 4 
without more, perhaps resulting in a less-than-satisfactory 
experience for a user of the application 46. However, it is to 
be appreciated that the underlying bases for at least some 
types of refusals can be anticipated, that at least some of 
Such underlying bases can be dealt with in a relatively 
straight-forward manner, and that the SOTA38 can therefore 
be constructed to include or have access to functionality to 
address the underlying bases of at least Some refusals. Such 
refusals are many and varied, and can include lack of a 
proper license 16 (FIG. 1), lack of a current version of an 
element, an inclusion of a sink 32 set to perform an improper 
function, and the like. In one embodiment of the present 
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14 
invention, then, the architecture of the protected media path 
39 is provided with refusal response functionality to respond 
to at least some refusals. 

Note that such refusal response functionality might be 
included with the media base 36 without departing from the 
spirit and scope of the present invention. However, since 
Such refusal response functionality is likely closely associ 
ated with a particular source 30, it is more likely that such 
functionality should be included with or accessed by the 
SOTA38 corresponding to such source 30. 
Note that responding to a refusal can at times require user 

input by way of the application 46, and at times can instead 
forego such user input, where the SOTA38 responds without 
the aid of the user. However, as a matter of good practice, the 
user at the application should always be involved in a 
response to a refusal, especially when the response requires 
that an item or information be obtained from a remote source 
Such as a network. In one embodiment of the present 
invention, then, and referring now to FIG. 5, each SOTA38 
provides one or more refusal responder enablers 48, each for 
responding to a particular refusal, and the application 46 
includes a responder interface 50 which can interface with 
each enabler 48 as provided by way of the media base 36. 

Thus, and as should be appreciated, the provided enabler 
48 and the interface 50 provide an abstract layer to effectuate 
the details of refusal responses by the SOTA38 by way of 
the application 46. In particular, the provided enabler 48 of 
the SOTA 38 sets forth procedures for responding to the 
particular refusal thereof, including one or more locations to 
obtain information, inputs required from the user, and the 
like, and the interface 50 specifies a consistent interaction 
procedure between the application 46 and the enabler 48 as 
provided by way of the media base 36. Significantly, 
although the provided enablers 48 vary from refusal to 
refusal and from source 30 to source 30, the interface 50 
always employs the same interface procedures no matter 
what refusal or what source 30/SOTA38 a provided enabler 
48 is associated with. Thus, the application 46 employs 
whatever functions are available from the provided enabler 
48 to perform a refusal response, with no need to distinguish 
the particular source 30 that provided such enabler 48. Note 
that although the application 46 is not trusted, whatever 
information or data that is obtained by way of an enabler 48 
is supplied to the media base 36 and/or the portable media 
path 39 and may itself have to prove trustworthiness within 
the context of such media base 36 and/or portable media 
path 39. That is, there is no trust inherent in measures the 
application 46 takes when the interface 50 runs an enabler 
48. 

Turning now to FIG. 6, it is seen that in connection with 
the protected media path 39, a trusted SITA 40 provides an 
action intended to be taken in response to the policy engine 
34 as at step 421, and the SOTA38 has refused to allow the 
SITA 40 to take the action at this time because of some 
perceived deficiency as at step 423 (step 601). However, the 
SOTA38 has also recognized that the basis for the refusal 
may be responded to by way of application of a particular 
enabler 48 available to or included with such SOTA38 (step 
603), and the SOTA38 thus provides the particular enabler 
48 to the application 46 by way of the media base 36 (step 
605). Note that the media base 36 may have a pointer or 
other reference to the interface 50 and may thus direct the 
provided enabler to the interface 50 of the application 46 by 
way of such pointer or other reference. 
As may be appreciated, the provided enabler 48 includes 

all information and methods necessary for the application 46 
by way of the interface 50 thereof to obtain whatever 
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information or data is necessary to respond to the refusal that 
necessitated such provided enabler 48. Thus, the provided 
enabler 48 is received from the SOTA38 by the interface 50 
of the application 46 by way of the media base 36 (step 607), 
and the interface 50 applies the aforementioned consistent 
interaction procedure to in effect run the provided enabler 48 
(step 609). Thus, with the provided enabler 48 and input as 
necessary and/or prudent from the user, the application 46 
and the interface 50 thereof in fact attempt to obtain what 
ever data or information is necessitated by the refusal from 
whatever Source is necessary, be it local or remote (step 
611). Of course, the level of user interaction necessary varies 
based on the circumstances. For example, it may in some 
circumstances be enough to get user permission before 
downloading the data or information, especially if the down 
load is without cost. If a cost is involved, however, it is of 
course necessary to obtain user permission to pay the cost, 
not to mention particulars on how to pay the cost. 

Thus, if the refusal is based on lack of a proper license 16, 
such license 16 is obtained. If based on lack of a current 
version of an element, the current version of the element is 
obtained, and if based on an inclusion of a sink 32 set to 
perform an improper function, the user and/or the applica 
tion sets the sink 32 appropriately, among other things. Note 
of course that not all refusals can be remedied. For example, 
a user may not wish to obtain a required license 16, a current 
version of an element may not be available, or a sink 32 may 
not be able to be set in a manner satisfactory to the SOTA 
38. Of course, in such a situation the response fails and the 
SOTA 38 will refuse to allow the SITA 40 to take the 
requested action to be taken. 

However, presuming that the refusal is in fact remedied by 
obtaining the necessary data or information, the application 
46 sends such data or information to the media base 36 (step 
613) and the media base 36 appropriately employs such data 
as necessary (step 615) by for example storing a license 16 
in a license store, installing the current version of a com 
ponent, adjusting the settings of a sink 32, or the like. 
Once finished, the interface 50 notifies the SOTA38, the 

application 46, and/or the user of the application 46 that the 
response as entailed by the provided enabler 48 is complete 
and perhaps that the response was successful or failed (step 
617). In addition, it maybe the case that the consistent 
interaction procedure of the interface 50 includes a periodic 
progress notification function that periodically notifies the 
SOTA 38, the application 46, and/or the user of the appli 
cation 46 of the progress of the response, perhaps so that 
none of the aforementioned time out the response and abort 
same. In such case the interface 50 in fact periodically 
notifies the SOTA38, the application 46, and/or the user of 
the application 46 of the progress of the response during the 
course thereof (step 612). 

At any rate, upon the SOTA 38 being notified that the 
response is complete as at step 617, the SOTA again decides 
whether the SITA 40/sink 32 can take the action that was 
originally refused (step 619). If the SOTA 38 again refuses 
to allow the action to be taken, the SOTA38 again does not 
allow the content 12 to be released to the protected media 
path 39, but instead may again recognized that the basis for 
the refusal may be responded to by way of application of a 
particular enabler 48 available to or included with such 
SOTA 38, as at step 603, and the SOTA 38 thus again 
provides the particular enabler 48 to the application 46 by 
way of the media base 36 as at step 605. 

However, presuming that the SOTA38 in fact now allows 
the SITA 40 to take the requested action, the SOTA38 at this 
point does allow the content 12 to be released to the 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

16 
protected media path 39, and the policy engine 34 informs 
the application 46 of same as at step 425 of FIG. 4. As should 
now be appreciate, the application 46 may then proceed by 
commanding the media base 36 to perform such action and 
related actions as at step 427 of FIG. 4. 
As should now be appreciated, the SOTA38 employs an 

enabler 48 which is executed by the interface 50 of the 
application 46 to allow the SOTA38 to get the user and/or 
the application 46 to perform a response for the SOTA 38 
when the SOTA refuses an action requested by a SITA 40. 
Although the SOTA38 could perhaps perform the response 
on its own, as a matter of good practice, the user at the 
application should always be involved in a response to a 
refusal, especially when the response requires that data or 
information be obtained from a remote source Such as a 
network. Moreover, and at any rate, there are times when 
Such user involvement at the application 46 is necessary. 

CONCLUSION 

The present invention may be practiced with regard to any 
appropriate source 30 and sink 32, presuming that Such 
source 30 and sink 32 have a corresponding SOTA38 and 
SITA 40, respectively, by which communication with the 
media base 36 can be achieved. Accordingly, the protected 
media path 39 of the present invention is to be interpreted to 
encompass any SOTA38, media base 36, and SITA 40 that 
can establish such protected media path 39 in an arbitrary 
manner so as to deliver content from a source 30 to a sink 
32. 

Note that although the present invention is disclosed 
primarily in terms of a sink 32 that performs rendering or 
playback, the sink 32 may perform other actions without 
departing from the spirit and Scope of the present invention. 
Such other actions include but are not limited to transferring 
the content 12 to a separate computing device 14 Such as a 
personal computer, a portable device, or the like; transfer 
ring the content 12 to a portable memory, a magnetic or 
optical disk, or the like; transferring the content 12 in a 
different protection scheme; exporting the content 12 with 
out any protection scheme; transferring or exporting the 
content 12 in a different format; etc. 

In general, then, the protected media path 39 as arranged 
by the media base 36 can be employed to render or play back 
content 12, and also to perform tasks such as content 
creation, editing, and distribution. For example, content 12 
could have policy that allows or forbids the content 12 to be 
edited in certain ways. Thus, the protected media path 39 
could be employed to decrypt content 12, edit same, and 
then re-encrypt, all in a manner that follows the policy 
corresponding to the content 12. 
The programming necessary to effectuate the processes 

performed in connection with the present invention is rela 
tively straight-forward and should be apparent to the rel 
evant programming public. Accordingly, Such programming 
is not attached hereto. Any particular programming, then, 
may be employed to effectuate the present invention without 
departing from the spirit and Scope thereof. 

In the foregoing description, it can be seen that the present 
invention comprises a new and useful architecture and 
method that define a protected media path 39 for content 12 
from any of a plurality of sources 30 to be delivered to any 
of a plurality of sinks 32. The method in connection with 
such architecture defines how the path is established as 
trustworthy and satisfying policy corresponding to the con 
tent 12. 
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It should be appreciated that changes could be made to the 
embodiments described above without departing from the 
inventive concepts thereof. It should be understood, there 
fore, that this invention is not limited to the particular 
embodiments disclosed, but it is intended to cover modifi- 5 
cations within the spirit and Scope of the present invention 
as defined by the appended claims. 

APPENDIX 
10 

NB: The term "playback' should be construed to refer to any 
rendering of the content to outputs, including archiving to 
file, broadcasting, etc. It is simply more convenient to use 
the word “playback'. 

Media Base APIs and Functionality 15 
Both this section and the following will discuss APIs, 

categorized by type of functionality exposed. 
a. Opening/closing multimedia 

i. OpenURL: Far and away the most common way of 
opening multimedia using the Media base, this will 
cause the Media base to use its source resolver to 
create a Media Source that will be able to read the 
content at the specified URL. 

ii. OpenSource: If an application has already created a 
Media Source and would like the presentation to use 
that source, he would call OpenSource(), and the 
Media base would use that source directly. 

iii. OpenBindable: This is for applications that do not 
have a Media Source but instead have an object that 
implements IBindable from which a Media Source 
object could be obtained. The IBindable interface is 
from a Device Directory. 

iv. OpenByteStream: This is for applications that have 
an IMEByteStream from which the multimedia data is 
to be presented can be read. IMEByteStream is the 
Media Base abstraction for any object from which 
sequential data can be obtained. 

V. OpenTopology: Advanced applications may wish to 
create the topology defining the sources, sinks, and 40 
transforms to be used in the presentation, instead of 
relying on the Media base and Media Session to do 
it (see III.a.iii). These applications can Supply the 
topology and bypass any source- or topology-reso 
lution that would otherwise be done. 45 

vi. Close: Closes the current media. The Media base 
can Subsequently be reused for new media by using 
any of the above “Open’ calls. 

b. Presentation control 
i. Start: The application calls this to start playback. The 50 

parameters allow the application to specify a start 
position and an end position for playback, with 
defaults that request playback to start at the begin 
ning and play until the end. There is a third parameter 
that defines the units of these start and end param- 55 
eters. The default units are 10 MHz time units, but 
other systems of specifying positions in a multime 
dia presentation—such as frame number or time 
codes, for example—can be used. 
Start can also be called while the Media base is 60 

already started; this seeks to a new location in the 
content and starts playback from there. 

ii. Stop: The application calls this to stop playback. . 
The time shown on the clock will go back to zero. If 
the application calls StartOagain with default param- 65 
eters, playback will start at the beginning of the 
presentation. 
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iii. Pause: The application calls this to pause playback. 
The time shown on the clock will remain "frozen'. 
If the application calls StartO) again with default 
parameters, playback will resume from where it was 
paused. 

iv. SetPresentationTimeSource: This is for advanced 
applications that wish to drive the time on the clock 
for the presentation. If the application calls this, then 
all components will attempt to run according to the 
time exposed by this time source. In the absence of 
this call, the Media Session selects a time source 
from among all components that offer one (see 
III.b.iii) 

c. Information querying 
The following APIs are useful for applications that wish 

to obtain more information about the presentation. 
i. GetCapabilities: This method exposes various capa 

bilities of the Media base and Media Session that can 
change during a presentation. 

ii. GetMetadata: This method allows the application to 
obtain a property store which can be queried for any 
metadata concerning the presentation (e.g. duration, 
title, author, etc) 

iii. GetDestination: Retrieves a pointer to the destina 
tion in use 

iv. GetStatistics: Retrieves statistics on the Media 
base's activities 

d. Shutdown: This is called once when the Media base 
will no longer be used. It releases all resources and 
references to other components (including Media Ses 
sions), shutting them down as well. 

e. Events 

The Media base will notify the application of events via 
its media event generator. The following is a list of 
Some of the more common events, although other 
events generated by the components inside the Media 
Session will also be propagated to the application. 
i. MEMediaOpened: This event is accompanied by a 

presentation descriptor describing how the output of 
the presentation will look. 

ii. MEMediaStarted 
iii. MEMediaStopped 
iv. MEMediaPaused 
v. MEMediaFinded 

vi. MEMediaClosed 
vii. MEMediaRateChanged 
viii. MEEngineStateChanged 
ix. MENewPresentation: This event is accompanied by 

a presentation descriptor describing how the presen 
tation coming out of the Media Source(s) will look. 
The event will be received once after one of the 
“Open calls is made, and once for every new 
presentation that the Media Source will output sub 
sequently in timeline scenarios. Applications can 
optionally use this information to configure the des 
tination in anticipation of this new presentation. 

X. MEPresentationSwitched: This event is sent once the 
new presentation is actually playing back. It reflects all 
of the various outputs in which the presentation is 
occurring. 
xi. MEOutputsUpdated: This event is sent in the case of 

a destination (output) change, once the change has 
been fully resolved and put in place. It reflects all of 
the various outputs in which the presentation is now 
occurring. 
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II. Media Session APIs and functionality 
Every presentations that uses the Media Base control 

layer is run by a Media Session that is instantiated or 
otherwise obtained by the Media base. Although Media 
Base provides a Media Session implementation that 
will be used for the vast majority of scenarios, other 
Media Sessions that expose the below API can be built 
according to specification. This is generally useful if 
the multimedia being presented does not lend itself to 
concepts of Media Sources, Media Sinks, and other ME 
constructs that would be used in the ME-provided 
Media Session. For instance, a Media Session capable 
of running Shockwave Elash presentation will be pro 
vided in Media Base. 

a. Session configuration 
The following APIs allow the Media base to configure the 
Media Session for a presentation 
i. ResolveTopology: The Media base calls this when it 

has created a partial topology for the presentation 
(see III.a.iii) that it needs resolved into a full topol 
Ogy. 

ii. SetTopology: The Media base calls this once it has 
a full topology for the upcoming presentation. The 
Media Session sets this on the Media Processor, 
which sets up the pipeline to get data from the Media 
Source through all of the transforms specified in the 
topology. 

iii. SetPresentationClock: When this is called, the 
Media Session ensures that all components (Media 
Sinks and some Media Sources) subscribe to receive 
notifications from the clock, which will be used to 
control the presentation. 

iv. SetConfigurationPropertyStore: An extensible set of 
configuration parameters is passed to the Media 
Session using this method. 

b. Presentation control 
The following APIs allow the Media base to control the 

presentation. For II.b.i through II.b.iv, see the com 
ments in the Media base section above (I.b) 
i. Start 
ii. Stop 
iii. Pause 
iv. SetPresentationTimeSource 
V. Preroll: The Media base uses this to tell the Media 

Session to get everything ready for the start of an 
upcoming presentation 

c. Information querying 
These APIs allow the Media base to get information from 

the Media Session 
i. GetSessionGUID: Identifies the implementation of 

the Media Session. As mentioned above, Media Base 
provides an implementation that is used in the vast 
majority of scenarios, but other implementations can 
be used as well. 

ii. GetSessionCapabilities. Similar to I. c.i. 
d. Shutdown 
e. Events 
Events generated by the Media Session are received by 

the Media base. For some of them, the Media base 
translates them into one of the events listed in the list 
of Media base events (I.e). For som, the Media base 
acts on the information contained therein and does not 
propagate them to the application. For others, the 
Media base propagates them to the application. 
i. MESession Prerolled 
ii. MESessionStarted 
iii. MESessionStopped 
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iv. MESessionEnded 
v. MESessionPaused 

vi. MEMediaRateChanged 
III. Presentation flow in Media Base 

This section is an overview of a typical multimedia 
Scenario, along with a description of what the Media 
base and Media Session do to drive the presentation(s). 

a. Media basework 
i. Source resolution 

This step obtains a Media Source from which the 
multimedia data can be read. This step is relevant 
when OpenURL or OpenByteStream are used to 
open the multimedia. The other Open functions 
specify the Media Source directly. 

The Media base passes the URL or the Byte Stream 
to the Source Resolver. If the Source Resolver was 
given an URL, then it looks at the scheme of the 
URL (file://, http://, etc) to create a Byte Stream 
that will read from the specified location. 

In both cases, the Source Resolver is able to use at 
the contents of the Byte Stream to determine the 
format of the bits (ASE, AVI, MEPG, etc) so that 
a Media Source can be instantiated that will under 
stand that format. 

ii. Setting up the Media Session 
The Media Source is asked for a presentation 

descriptor. This descriptor may specify that a 
custom Media Session is to be used. This is not 
usually the case, though; usually, the default 
Media Base Media Session is instantiated here. 

iii. Partial topology resolution 
The Media base obtains a presentation descriptor 

from the Media Source and notifies the application 
of that presentation via MENewPresentation. If 
the application is interested in handling that event, 
the Media base waits for the application to finish 
handling it. 

The Media base then negotiates with the application 
provided destination and creates Media Sinks for 
the outputs of the presentation. The Media base 
constructs a "partial topology', which indicates 
the source Media Streams and the output Stream 
Sinks, without necessarily specifying the trans 
forms that will be needed to get there. 

iv. Topology resolution and activation 
The Media base asks the Media Session to resolve 

the partial topology into a fully-specified topol 
ogy. Then the Media base sets the new fully 
specified topology on the Media Session. 

V. Presentation control 
The application now can control the progress of the 

presentation by calling Start, Stop, and Pause on 
the Media base. The Media base forwards these 
calls to the Media Session, which handles them. 

vi. Handling of new presentations from the Media 
Source 

If the Media Source is a timeline, then it will notify 
the Media Session of upcoming new presentations 
by means of an event, which will forward the 
event to the Media base. The Media base then goes 
through steps III.a.iii through III.a.iv using a 
descriptor for the new presentation. Once play 
back of that new presentation is about to com 
mence, MEPresentationSwitch is sent to the appli 
cation. 
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vii. Handling of output changes 
If the Media base receives an event from the appli 

cation-provided Destination notifying it of a 
change on the output side, it goes through steps 
III.a.iii through III.a.iv using a descriptor for the 
existing presentation. Once playback using the 
new outputs is about to commence, MEOutput 
sUpdated is sent to the application. 

b. Media Session work 

The below details how the main Media Base implemen 
tation of the Media Session works. Other Media Ses 
sions must provide the APIs and functionality listed 
above (II), but they may accomplish it in a different 
a. 

i. Full topology resolution 
The Session resolves the topology using the Topol 

ogy Loader, which figures out what transforms are 
necessary to get data from the source Media 
Streams to the output Stream Sinks. 

ii. Media Processor creation 
The Session owns the Media Processor. When the 

topology is set on the Media Session, the Media 
Session sets the topology on the Media Processor, 
which configures a pipeline from the Media 
Streams to the formats needed by the Stream 
Sinks. 

iii. Time source selection 

Upon starting the presentation, the Media Session 
makes the determination of which of the available 
time sources will be used to drive the presentation. 
Each component will run its part of the presenta 
tion in sync with the time from this time source. 

Media Sinks may optionally offer a time source. 
Typically, the audio renderer will do this, and the 
time on the time source will be dictated by the 
audio device on the machine, but other Media 
Sinks may do so as well. Media Source may also 
offer time sources. The Media Session decides 
which of these is the “highest priority' time 
Source, and this time source is used by the main 
presentation clock, to which all clock-aware com 
ponents sync their presentations. 

iv. Presentation control 

The Media Session will get calls to Preroll, Start, 
Stop, and Pause from the Media base. These 
typically correspond to the applications calls on 
the Media base. 

The Media Session will control the presentation via 
the Presentation Clock that the Media base gave it. 
Since all Media Sinks, starting/stopping/pausing 
the Presentation Clock will result in all sinks 
receiving notifications thereof and reacting appro 
priately. The Media Session starts/stops/pauses the 
Media Processor by calling its StartlStop/Pause 
methods directly. 

The Media Session will send an event to the Media 
base after a given operation has been completed 
by all streams. 

v. Bit pumps 
The Media Session drives all data flow from the 
Media Processors streams to the Stream Sinks. 
Each Media Sink Stream Sink pair is associated 
with a Bit Pump that, while it is in the started or 
prerolling state, operates in the following loop: 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

22 
1. Request a sample allocation from the Stream 

Sink 
2. When the sample allocation request is filled, 

request that the Media Stream fill the sample 
with data 

3. When the sample-filling request is filled, hand 
the sample to the Stream Sink, and request 
another sample allocation. 
Note that more than one sample can be “in the 
air at any given time. 

vi. Handling of new presentations and output changes 
See III.a.vi and III.a.vii above. The Media Session is 

responsible for forwarding the Media Processor's 
notification of the upcoming presentation to the 
Media base and participating with topology reso 
lution and activation. 

IV. Minimum Media Base Configuration Required 
Far and away, the most common use of Media Base will 
be to set up simple playback of a multimedia presen 
tation. As noted in the "strategic importance' section 
above, an important goal of Media Base is to make it 
very easy to set this up. 

From the application's point of view, the following steps 
describe what an application must, at minimum, do in 
order to configure a multimedia presentation using 
Media Base: 

. Create a Media Base 
. Create a playback destination, providing a handle to the 
window in which the video for the presentation should 
be rendered. 

c. Call IMFMediaEngine:OpenURL, supplying an URL 
to the multimedia file to be presented, as well as a 
pointer to the playback destination. 

d. The media presentation can now be played back, using 
IMFMediaEngine:StartlStop/Pause APIs. Note that the 
application does not need to wait for any events to 
arrive; handling of these events are optional. 

V. Provision of Additional Services 
Advanced multimedia applications will take advantage of 

a wide and extensible array of services made available 
by the Media base and Media Session. These are 
accessed by using the IMFGetService interface 
exposed by the Media base, which will return services 
exposed by the Media base, the Media Session, or any 
one of the Media Sources, Sinks, or other components 
that are in use. 

This service architecture is extensible, but the following 
are a few examples: 

a. Rate Support and rate control 
b. Volume control for audio 
c. Frame caching Support for editing scenarios 
d. Video renderer configuration 
The invention claimed is: 
1. A common computing device having instantiated 

thereon a protected media path for delivering encrypted 
content from a sources to a plurality of sinks, the protected 
media path comprising: 

a media base providing a protected enviromnent in the 
common computing device and including a common 
infrastructure of core components effectuating process 
ing of content from a first sources of the plurality 
content delivering source the processed content to a 
first sink of the plurality of sinks, and also including a 
policy engine enforcing policy on behalf of the first 
Source, the policy corresponding to the content from 
the first source and including rules and requirements for 
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accessing and rendering the content, whereby the 
media base allows content to flow through the common 
computing device in a protected fashion, and allows for 
arbitrary processing of the protected content in the 
common computing device; 

a source trust authority (SOTA) in the common comput 
ing device and associated with and corresponding to the 
first source of the content, the SOTA acting as a secure 
lockbox connecting the first Source to the media base 
and representing the first source in the protected media 
path, decrypting the content from the first source, 
translating policy associated with the content from a 
native format of the first source into a format amenable 
to the policy engine, propagating the translated policy 
to the policy engine, and releasing the decrypted con 
tent to the media base; and 

a sink trust authority (SITA) in the common computing 
device and associated with and corresponding to the 
first sink of content, the SITA acting as a secure 
lockbox connecting the first sink to the media base and 
representing the first sink in the protected media path, 
re-encrypting the decrypted content released by the 
SOTA, receiving the translated policy from the policy 
engine, and re-translating the translated policy from the 
format of the policy engine into a format amenable to 
the first sink, whereby the re-encrypted content and the 
re-translated policy are delivered to the first sink, and 
whereby the first sink receives the re-encrypted content 
and the re-translated policy, decrypts the received con 
tent, and renders same based on the received policy. 

2. The common computing device of claim 1 wherein the 
media base of the instantiated protected media path further 
includes at least one Supplemental component providing 
additional protected functionality to the common computing 
device. 

3. The common computing device of claim 1 further 
having instantiated thereon a media application selecting the 
content to be delivered, selecting the first source for pro 
viding the content by way of the protected media path, if 
necessary selecting the first sink to receive the provided 
content by way of the protected media path, actuating the 
media base to arrange the protected media path according to 
the selected first source and the selected first sink. 

4. The common computing device of claim 3 wherein the 
media application provides delivery commands to the media 
base to control delivery of the content from the selected first 
source to the selected first sink. 

5. The common computing device of claim 3 wherein the 
media base prevents the media application from having 
access to the content delivered within the protected media 
path. 

6. The common computing device of claim 3 wherein the 
media base prevents the media application from taking any 
action with respect to the content contrary to the policy 
corresponding to the content. 

7. The common computing device of claim I wherein the 
SOTA of the instantiated protected media path allows con 
tent thereof to be delivered through the protected media path 
only if the SOTA is satisfied that the media base, the policy 
engine thereof, each employed component thereof, and the 
SITA of the protected media path is trustworthy and has 
rights to be in contact with the content based on the policy 
corresponding thereto. 

8. The common computing device of claim 7 wherein any 
element can be shown to be trustworthy based on a proffer 
of an acceptable token that vouches for the element. 
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9. The common computing device of claim 8 wherein any 

element can be shown to be trustworthy based on a proffer 
of a verifiable digital certificate from an acceptable vouching 
authority. 

10. The common computing device of claim 8 wherein a 
trustworthy element is trusted to decide whether same can be 
in contact with the content based on the policy correspond 
ing thereto and based on whether same can honor the policy 
corresponding to the content. 

11. The common computing device of claim 8 wherein a 
trustworthy element is trusted to respond truthfully to a 
rights-based query from another element. 

12. A method of delivering encrypted content from a 
plurality of content delivery sources to a plurality of sinks by 
way of a common computing device, the method compris 
ing: 

an application on the common computing device calling 
to a media base on the common computing device with 
a definition of content from a first source of the 
plurality of content delivery sources, the first source, 
and a first sink of the plurality of sinks; 

the media base including a policy engine that enforces 
policy on behalf of the first source, the policy corre 
sponding to the content from the first source and 
including rules and requirements for accessing and 
rendering the content, and establishing a protected 
media path based on the defined content, the first 
source, and the first sink to effectuate such delivery, the 
established protected media path including: 

the media base: 
a source trust authority (SOTA) on the common comput 

ing device and associated with and corresponding to the 
first source, the SOTA acting as a secure lockbox 
connecting the first source to the media base and 
representing the first source in the protected media 
path, decrypting the content from the first source, 
translating policy associated with the content from a 
native format of the first source into a format amenable 
to the policy engine, propagating the translated policy 
to the policy engine, and releasing the decrypted con 
tent to the media base; and 

a sink trust authority (SITA) on the common computing 
device and associated with and corresponding to the 
first sink, the SITA acting as a secure lockbox connect 
ing the first sink to the media base and representing the 
first sink in the protected media path, re-encrypting the 
decrypted content released by the SOTA, receiving the 
translated policy from the policy engine, and re-trans 
lating the translated policy from the format of the 
policy engine into a format amenable to the first sink, 
whereby the re-encrypted content and the re-translated 
policy are delivered to the first sink, and whereby the 
first sink receives the re-encrypted content and the 
re-translated policy, decrypts the received content, and 
renders same based on the received policy; 

the SOTA on behalf of the first source establishing trust 
with respect to the protected media path; 

the SOTA upon trust being established with respect to the 
protected media path propagating the translated policy 
corresponding to the content to be delivered to the 
protected media path; 

the SOTA determining a particular type of action to be 
taken with the content as delivered through the pro 
tected media path; 
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the SOTA deciding whether the particular type of action 
can be taken with the content as delivered through the 
protected media path and informing the media base 
regarding same: 

the media base informing the application whether the 
particular type of action can be taken, and if so the 
application proceeding by commanding the media base 
to perform such type of action. 

13. The method of claim 12 wherein the media base 
establishing the protected media path comprises the media 
base selecting core components thereof that are to handle 
and operate on the content while being delivered through the 
protected media path, the core components providing core 
functionality to the media base. 

14. The method of claim 13 wherein the media base 
establishing the protected media path further comprises the 
media base selecting Supplemental components thereof that 
are to handle and operate on the content while being 
delivered through the protected media path, the Supplemen 
tal components providing Supplemental functionality to the 
media base. 

15. The method of claim 12 wherein the SOTA establish 
ing trust with respect to the protected media path comprises: 

the SOTA establishing trust with the policy engine of the 
media base; 

the trusted policy engine establishing trust with every 
other element of the protected media path including the 
SITA 

16. The method of claim 15 wherein establishing trust 
with any element comprises receiving a proffer of an accept 
able token that vouches for the element. 

17. The method of claim 16 wherein establishing trust 
with any element comprises receiving a proffer of a verifi 
able digital certificate from an acceptable vouching author 
ity. 

18. The method of claim 12 wherein the SOTA propagat 
ing the translated policy corresponding to the content to be 
delivered to the protected media path comprises: 

the SOTA propagating the translated policy to the policy 
engine of the media and 
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the policy engine, as necessary, determining that each 

element of the protected media path including the SITA 
satisfies the policy. 

19. The method of claim 18 wherein if the policy engine 
determines that a particular element of the protected media 
path does not satisfies the policy, the policy engine performs 
an action selected from a group consisting of refusing Such 
element access to the content and preventing the content 
from being delivered through the protected media path. 

20. The method of claim 12 wherein the SOTA propagat 
ing the translated policy corresponding to the content to be 
delivered to the protected media path comprises: 

the SOTA propagating the translated policy to the policy 
engine of the media base; 

the policy engine propagating the translated policy to the 
SITA in the protected media path; and 

the SITA as a trusted element of the protected media path 
abiding by Such policy. 

21. The method of claim 12 comprising the SOTA deter 
mining from the SITA the particular type of action to be 
taken with the content as delivered through the protected 
media path. 

22. The method of claim 12 comprising the SOTA decid 
ing whether the particular type of action can be taken with 
the content based on the policy corresponding thereto. 

23. The method of claim 12 further comprising: 
the SOTA obtaining the encrypted content from the first 

Source; 
the media base processing the decrypted content as nec 

essary and delivering the processed decrypted content 
to the SITA; and 

the SITA encrypting the processed decrypted content and 
delivering the encrypted processed content to the first 
sink, the media base informing the application whether 
the particular type of action can be taken, and if so the 
application proceeding by commanding the media base 
to perform such type of action. 
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