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ABSTRACT

A method for electronically Signing an electronic transcript.
The method includes obtaining an image of a court report
er's Signature which may be incorporated into an electronic
transcript. A hash operation performed on the electronic
transcript to generate a representation of the contents of the
electronic transcript. The representation of the contents of
the electronic transcript is recorded/time Stamped by a
digital notary Service, from which a notary record of the time
Stamping is obtained from the digital notary Service. The
notary record is digitally signed, and an electronically
signed electronic transcript is formed by bundling the digi
tally signed notary record with the electronic transcript and
with the data identifying the user. In this manner, an elec
tronic transcript with an electronic Signature is created. The
electronic transcript may be viewed, with the image dis
played in the viewer having an image of the court reporter's
Signature.
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APPARATUS, SYSTEM, AND METHOD FOR
ELECTRONICALLY SIGNING ELECTRONIC
TRANSCRIPTS
CROSS-REFERENCE TO RELATED
APPLICATIONS

0001. This application is a continuation-in-part of U.S.
patent application Ser. No. 09/875,446 filed Jun. 5, 2001
entitled “ Apparatus, System, and Method for Electronically
Signing Electronic Transcripts,” which claims the benefit of
U.S. Provisional Application Ser. No. 60/209,809 entitled
"Apparatus, System, and Method for Electronically Signing
Electronic Transcripts,” filed Jun. 5, 2000. The disclosure of
each of these related applications is incorporated by refer
ence herein in its entirety.
FIELD OF THE INVENTION

0002 This invention relates, in general, to the electronic
Signing of documents, and in particular, to the electronic
Signing of electronic transcripts.
BACKGROUND OF THE INVENTION

0.003 Conventionally, court reporters use a computerized
Stenography machine to transcribe court proceedings or
depositions and generate text files. For example, using

computer aided transcription ("CAT") software, the court

reporter can generate an ASCII text file. The court reporter,
or the reporter's respective agency, would manipulate the
ASCII file to produce a final transcript, conventionally using
a word processor to edit the ASCII transcript file. The court
reporter can then Send the ASCII transcript file as an e-mail
attachment to an attorney, client, etc. While the present
invention and background is generally described with ref
erence to ASCII transcript files, the court reporter may
generate the text of the transcript in other forms Such as, for
example, real time Streaming data.
0004 Conventional transmission of a transcript file has
limitations. For example, it is possible to alter the contents
of the ASCII transcript file after the court reporter has sent
the file over a network, Such as the Internet, unbeknownst to

the Sender or recipient. Hence the integrity of the contents of
the transcript may be jeopardized. Also, the conventional
ASCII transcript file lacks a court reporter's Signature.
Accordingly, if a receiving party of the ASCII transcript file
wants to obtain a certified copy of the transcript, the recipi

ent must request a physical (i.e., "paper'), certified copy of

the transcript having the court reporter's physical Signature
present therein.
0005 Accordingly, as recognized by the present inven
tors, what is needed is a method for electronically signing
and certifying an electronic document, Such as an electronic
transcript, by a Signing entity, Such as a court reporter,
wherein the integrity of the electronic document is main
tained and the electronic signature/certification is both
authentic and valid. Further, what is needed is a System to
View the electronic document by the recipient, as well as a
method for the recipient to verify the authenticity and
integrity of the electronic document.
0006. It is against this background that various embodi
ments of the present invention were developed.
SUMMARY OF THE INVENTION

0007 According to one aspect of the invention, a method
for electronically signing an electronic transcript is pro
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Vided. The method includes obtaining an electronic tran
Script, Such as a data file from a court reporter containing
text of a transcript along with page and line number infor
mation. Signature location information is obtained, includ
ing at least one of a page number and a line number within
the transcript where a signature image of the court reporter
Signing the transcript is to appear. A signature image is
incorporated into the electronic transcript, and associated
with the Signature location information. A modification
detection operation, Such as a hash operation, is performed
on the electronic transcript to generate a representation of
the contents of the electronic transcript. The recording and
time Stamping by a digital notary Service of the representa
tion of the contents of the electronic transcript is provided
for, and a notary record obtained from the digital notary
Service of the time Stamping. The notary record is digitally
signed and an electronically signed electronic transcript is
formed by bundling the digitally signed notary record with
the electronic transcript. In one embodiment, the Signature
image is obtained by Scanning a document containing the
court reporter's Signature into an image file. In this manner,
an electronic transcript with an electronic Signature is cre
ated that, when Viewed, contains an image of a court
reporter's Signature.
0008. The foregoing and other features, utilities and
advantages of the invention will be apparent from the
following more particular description of a preferred embodi
ment of the invention as illustrated in the accompanying
drawings and claims.
BRIEF DESCRIPTION OF THE DRAWINGS

0009 FIG. 1 illustrates a block diagram of one embodi
ment of the present invention.
0010 FIG. 2 illustrates a block diagram illustrating a
Software module communicating with a signing Server, in
accordance with one embodiment of the present invention.
0011 FIG. 3 illustrates one example of the logical opera
tions to enroll with a signing Service, in accordance with one
embodiment of the present invention.
0012 FIG. 4 illustrates the logical operations for creating
an electronic transcript from a transcript file, in accordance
with one embodiment of the present invention.
0013 FIG. 5 illustrates the a representational diagram of
the electronic Signature process, in accordance with one
embodiment of the present invention.
0014 FIG. 6 illustrates various logical operations for
electronically signing an electronic transcript, in accordance
with one embodiment of the present invention.
0.015 FIG. 7 illustrates the logical operations for verify
ing an electronic Signature of an electronic transcript, in
accordance with one embodiment of the present invention.
0016 FIG. 8 illustrates the logical operations for del
egate signing, in accordance with one embodiment of the
present invention.
0017 FIG. 9 illustrates the logical operations for batch
Signing, in accordance with one embodiment of the present
invention.

0018 FIG. 10 illustrates the logical operations for bun
dling multiple signatures on a Single electronic transcript, in
accordance with one embodiment of the present invention.
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0.019 FIG. 11 illustrates the logical operations for auto
matically determining the certificate page of an electronic
transcript, in accordance with one embodiment of the
present invention.
0020 FIG. 12 illustrates a sample display screen show
ing an electronic transcript with an icon indicating that the
transcript has been electronically signed, in accordance with
one embodiment of the present invention.
0021 FIG. 13 illustrates a sample display screen show
ing a display box with electronic Signature details displayed
therein, in accordance with one embodiment of the present
invention.

0022 FIG. 14 illustrates a sample display screen show
ing a dialog box querying from the signer various pieces of
data associated with the Signing process, in accordance with
one embodiment of the present invention.
0023 FIG. 15 illustrates a sample display screen show
ing the details of the electronically signed transcript, in
accordance with one embodiment of the present invention.
0024 FIG. 16 illustrates one example of the logical
operations to enroll with a signing Service and Scan a
Signature image for a court reporter, in accordance with one
embodiment of the present invention.
0.025 FIG. 17 illustrates the logical operations for cre
ating an electronic transcript from a transcript file including
an image of a court reporter's Signature, in accordance with
one embodiment of the present invention.
DETAILED DESCRIPTION

0.026 Disclosed herein is a system and method for elec
tronically signing an electronic document, and for later
Verifying the validity and authenticity of the electronically

signed document by a recipient thereof (note that the terms
electronic document and electronic transcript are used inter
changeably, but an electronic transcript is only one type of

electronic document). In accordance with various embodi

ments of the present invention, an electronic transcript,
which can be electronically signed and certified by a Signing
entity Such as a court reporter or a delegate thereof, is
created from transcript text. The electronic transcript pref
erably includes the transcript data, an executable transcript
Viewer, metadata relating to the electronic transcript file, and
the electronic Signature/certification of the court reporter.
Note, while not preferable, the executable transcript viewer
can be excluded.

0.027 AS used herein, the term “electronic signature”
includes a digital indication that is imbedded within the
electronic document/transcript and preferably is viewable
within the electronic document. The electronic Signature
indicates that the court reporter has certified the particular
electronic document, and further that the certification is
authentic and that the contents of the electronic document

have not changed after the court reporter electronically
signed the electronic document, and the Signature is prefer
ably valid only for a named recipient.
0028. An electronic document manager module is pro
Vided to operate at the computing Station of a Signing entity
Such as a court reporter, in one example, and permits the
court reporter to create an electronically signed electronic
transcript from conventional transcript text. Further, in
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accordance with one embodiment of the present invention,
an electronic transcript viewer module is provided for opera
tion by a recipient of the electronic transcript.
0029. The viewer module permits the recipient to view
the electronic transcript, and, in one example, perform a
variety of functions Such as Verifying the integrity and/or the
Signature of the electronic transcript, Searching the text of
the electronic transcript, printing the text from the electronic
transcript, exporting the text from the electronic transcript
into third party word processing Software or litigation Sup
port Software, etc. In one example, the Viewer module
provides a hyper-linked global word indeX which permits
the user to navigate quickly through the electronic transcript;
a user Selectable printing option to print the electronic

transcript as a normal or condensed transcript (a condensed
transcript is where multiple pages of a transcript are reduced

and printed on a single page); and an electronic certificate

Viewable on Screen or printable for reviewing the court
reporter's electronic Signature/certification.
0030 Several examples sample display screens showing
an electronic transcript are illustrated in FIGS. 12 through
15. FIG. 12 is an example of a sample display screen with
an icon indicating that the transcript has been electronically
signed, in accordance with one embodiment of the present

invention. In another embodiment (not shown) an image of

the court reporterS Signature also appears on the display,
giving the transcript a similar appearance as a paper tran
Script that would have been physically signed by a court
reporter. FIG. 13 illustrates a Sample display Screen showing
a display box with electronic Signature details displayed
therein, in accordance with one embodiment of the present
invention. As illustrated in FIG. 13, a user has an option to
Verity a certificate page and/or to Verify the Signature by
selecting the appropriate boxes within the display. FIG. 14
illustrates a Sample display Screen showing a dialog box
querying from the Signer various pieces of data associated
with the signing process. FIG. 15 illustrates a sample
display Screen showing the details of the electronically
signed transcript, in accordance with one embodiment of the
present invention.
0031 Overall, embodiments of the present invention
therefore provide faster delivery of certified transcripts
because the present invention allows the court reported to
electronically sign/certify and transmit the electronic tran
Scripts over great distances without the need for printing,
binding, or shipping a paper copy of the transcript. Also, as
a consequence of the electronic Signing process of the
present invention, an electronic trail that cannot be tampered
with without detection is provided, as described below. The
signed electronic transcript is Suitable for viewing by an
attorney, a court, a witness, a client or the like.
0032 Referring to FIG. 1, a system for creating an
electronic transcript, electronically signing the electronic
transcript, and transmitting the electronic transcript from a
Signing entity Such as a court reporter or delegate to a
designated recipient is shown. In accordance with the
present invention, the electronic transcript manager module
is adapted to operate on the court reporter's local computing
System. AS will be explained below, the electronic transcript

manager module converts the transcript text file (e.g., an
ASCII transcript text file) into an electronic transcript that,
in accordance with the present invention, is a read-only,
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encrypted, virus- and password-protected file. Further, the
manager module also creates, at the command of the court
reporter, an electronically signed and certified electronic
transcript.
0033. As shown in FIG. 1, the court reporter's computing
Station, the recipient's computing Station, an administra
tors/firm's computing Station, a Signing Service web-site
and Signing/verification Servers are coupled to a network,
Such as the Internet, which permits communications and
data transmissions there between. While it is preferred to
have logically Separate components as shown in FIG. 1, one
of ordinary skill in the art will now recognize that these
components could be further Separated or combined. For
example, the function of the Signing and Verification Servers
may be handled by one or more servers. Similarly, the
Signing Service web site and user/account database may be
physically Separate as shown or conjoined. Moreover, the
Signing and verification Servers could be conjoined with the
Signing Service web site and user/account database, or any
combination thereof. Preferably, a Secure/private line con
nects the user/account database to the Signing and Verifica
tion Servers to allow the Signing Server to authenticate
Singers against the user/account database Securely.
0034. The recipient's computing station receives a signed
electronic transcript, and because in a currently preferred
embodiment the electronic transcript file contains an execut
able viewer therein, the recipient can readily view and
examine the signed electronic transcript. Further, as will be
discussed below, the recipient can activate a verification
function to perform a number of Steps to verify the integrity
of the signed electronic transcript. In this manner, the
recipient can quickly verify at the recipient's computer the
authenticity and reliability of the received electronically
signed electronic transcript.
0035. Through the signing service web site, which a court

reporter (or delegate) can access through a conventional

browser, the court reporter can sign up and create an account
in the user/account database, as well as perform the Signing
operation to electronically sign an electronic transcript.
Further, once the court reporter has completed the edits to
the final version of the transcript text and is ready to
electronically sign/certify it, and upon creating the elec
tronic transcript, the court reporter/delegate can Send the
signed/certified electronic transcript to the recipient over a
network. In this manner, the recipient receives, in a matter
of moments, an electronically signed/certified electronic
transcript that is readily viewable at the recipient's local
computing Station.
0036) A firm administrator can also access the signing
Service web site through a conventional browser running on
the local computing Station of the administrator. In doing So,
the administrator can manage the firm's billing account,
asSociating the billing information with Signing entities,
Such as freelance court reporters, having a relationship to the
administrator's firm. In other words, the administrator

attaches Signing entities to the firm’s billing account So that
when that Signing entity Signs an electronic document, the
signature is billed to the administrator's firm. While it is
presently preferred to have Signing entities associated with
only one firm, it is possible to have signing entities associ
ated with multiple firms. When a signing entity is associated
with multiple firms, the administrator and Signing entity
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identify the Signing entity by a user ID unique to that firm.
Thus, a Signing entity associated with multiple firms may
have multiple user IDs. In an alternate embodiment of the
present invention, a Single user ID may be associated with
multiple billing accounts. In this case, the billing account
may be chosen at the time the electronic Signature is created.
0037 As shown in FIG. 1, a signing server is coupled to
the network and interacts with, at least, the user/account

database and the recipient's computing Station. The Signing
Server plays a part in the Signing function, in response to a
Signing entity’s, Such as a court reporters, request to elec

tronically sign an electronic transcript. (Note that the terms
Signing entity and court reporter are used interchangeably,
but a court report is just one example of a signing entity).
Furthermore, the verification Server plays a role in the
Verification function when a recipient of a particular elec
tronically signed electronic transcript requests verification/
validation of the integrity of the electronically signed elec
tronic transcript. Note that the Signing and Verification
Servers, while shown as logically Separate components,
could host the user/account database and Signing Service
Web Site, as discussed above. Alternatively, an independent
Internet Service provider could host the user/account data
base and Signing Service web site, Separately.
0038 FIG. 2 shows the manager module communicating
with the Signing Server. The court reporter generates the
“final' transcript text of the court proceeding, deposition or
the like. The manager module then imports the transcript
text and creates an electronic transcript, which is preferably
a read-only, encrypted, virus- and password-protected,

Searchable, printable file. At the direction of the user (i.e.,
the signing entity which could be the court reporter or
delegate), the electronic signing operation is commenced
wherein the manager module performs the operations shown
in FIG. 5 for electronically signing the electronic transcript.
This process includes communication of the electronic Sign
ing information to the Signing Server as shown in FIG. 2.
The completion of the Signing operation results in an elec
tronically signed electronic transcript file. The electronically
signed electronic transcript file preferably contains tran
Script data, an executable viewer, metadata, and the elec
tronic Signature information. The electronic Signature infor
mation preferably includes the Signer's user ID, the signer's

full name, the recipient's name (which is optional), the

transcript title, and the unique transcript ID, but could
include other information also.

0039. In an alternative embodiment, the manager module
generates a PTX file having the transcript data, the metadata,
and the electronic Signature data, but does not include an
executable viewer file. In this manner, the PTX electronic

transcript can be sent through any firewall that may be
operating on the front-end of a recipient's computing Sys
tem. In this example, the recipient could open the PTX
electronic transcript file with a viewer module previously
installed on the recipient's local computing Station. AS one
of ordinary skill in the art would now recognize, it is
possible to use other formats or Standards, Such as XML, to
create the electronic transcript instead of generating a PTX
file.

0040. In accordance with embodiments of the present
invention, the following processes will now be discussed;
Sign-up/account creation, creation of an electronic tran
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Script, electronically signing an electronic transcript, Veri
fying the signed electronic transcript, and other processes.
0041 SignUp/Account Creation Process
0042. In accordance with one embodiment of the present
invention, an online Sign-up function is provided, wherein
the court reporter, which is used generically to refer to any
Signing entity, can Sign up with a document signing Service,
preferably operating as a web site, which provides the
electronic transcript and Signing capabilities. Upon creating
and activating an account with the document signing Service
hosting the Signing Service web site, the court reporter can
begin creating electronic transcripts and electronically sign
them. In one example, the document Signing Service pro
vides at its web site an electronic form, displayed within the
browser of the court reporter's computing System, permit
ting the Signing entity, which in this example is the court
reporter, to enter personal data, Such as the court reporter's
name, etc. At this time, the court reporter also may option
ally create a billing account that will be accessible when
his/her account is activated. The billing account would
include the billing address, and preferably operates using a
credit card engine where no invoices are generated from the
Signing Service web site to the court reporter once activated,
and the court reporter can administer his/her personal and
billing account.
0043. The personal and billing account data is received
and Stored in the user/account database, and an account is

created but, preferably, disabled until the court reporter
submits an enrollment form notarized by a third party. On
submission of the notarized enrollment form, preferably the
account is activated, and a temporary and Secure password
is created, and sent to the court reporter for initial use. While
the temporary password could be electronically transmitted,
it is preferable to Send the temporary password to the Signing
entity in a tamper proof envelope to ensure Security. The
Signing entity activates the account by entering the tempo
rary password. Optionally, and preferably, after entering the
temporary password, the Signing entity is compelled to
change the temporary password to a new password chosen
by the Signing entity, at which time the signing entity's
account is activated.

0044) In managing his/her account, the court reporter can
purchase a “bundle of signatures” (e.g., ten signatures for a
fixed price), or pay on a per signature basis. Optionally, a
billing account can be associated with one or more court
reporters and the billing address associated there with would
typically include the billing address of the court reporting
firm, or possibly a private law firm, a corporation, or other
entity. In this way, a court reporter can charge the expenses
asSociated with the electronic Signature process directly to
an authorizing third party, Such as a court reporting firm.
Preferably, if the court reporter purchases a “bundle of
Signature,” when the court reporter electronically signs an
electronic transcript, the number of “signatures' available to
the court reporter is decremented. In an alternative embodi

ment, the court report's credit card (or the associated billing
account) is on file and automatically billed for the transac

tion on a per Signature basis.
004.5 FIG. 3 shows the operations to enroll with the
document signing Service, in accordance with one embodi
ment of the present invention. At operation 1, the court
reporter visits the web site of the document signing Service
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that offers the electronic signature feature of the present
invention. At operation 2, the court reporter enters personal
information, Such as the court reporter's name, address,
certifications, username or NCRA number, into an entry
form displayed within the browser of the court reporter's
computing System. Optionally, in operation 3, the court
reporter enterS billing information. The Sign-up proceSS is
preferably provided through a web site using httpS protocol,
which is the Secure version of http, thereby insuring that the
Sign-up information provided by a court reporter cannot be
captured by unauthorized parties.

0046. At operation 4, the personal information (and bill
ing information, if present) is stored in a user/account
database under the direction of the web site. And, at opera
tion 4, an account is created corresponding to the particular
court reporter, and preferably the account is marked inactive,
as described above. At operation 5, the court reporter can
print the form displayed in operation 2 having the court
reporter's personal information therein, and preferably the
username they have Selected for using the Service, to a local
printer associated with the court reporter's computing Sys
tem. At operation 6, the court reporter Signs the printed form
from operation 5, and preferably a third party notarizes the
form. At operation 7, the court reporter Sends the form,
preferably notarized, to the company operating the docu
ment Signing Service web site, and in response at operation
8, the court reporter's account is enabled and is marked
active. At operation 9, a temporary password is generated
and sent, preferably in a sealed tamperproof envelope as
discussed above, to the court reporter. At operation 10, the
court reporter enters the temporary password to access the
court reporter's account, and preferably the court reporter
chooses a Secret and permanent password replacing the
temporary password of operation 9. At operation 11, if
billing information is associated with the court reporter's
account, the Signing Service offered by the Signing Service
Web Site, is activated for that court reporter.
0047. In one example of the present invention, a delegate

relationship can be established (establishing a delegate rela
tionship is explained further below). Where a delegate
relationship is established, the delegate entity (Such as an
officer of a court reporting Service) establishes an account of
its own with a unique username, password and billing
account with the user/account database and web site.

Accordingly, when the delegate electronically Signs an elec
tronic transcript, the delegate's billing account is preferably
charged for the transaction. In this manner, a freelance court
reporter can electronically sign an electronic transcript by
using the court reporter's individual account, or through the
use of a delegate appointed by the freelance court reporter.
0048. In another embodiment, the document signing ser
Vice may also provide an image of the court reporter's
Signature on an electronic transcript. When viewing a tran
Script in this embodiment, the image appears as the report
er's Signature on the appropriate page of the transcript, thus
giving the electronic transcript the appearance of a paper
transcript that is signed by the reporter, and may also be
notarized. In this embodiment, the court reporter Sends a
document having their signature thereon. The document, in
this embodiment, is also notarized. The reporter's Signature
is Scanned at the document signing Service and may be
provided on transcripts. FIG. 16 shows the operations to
enroll with the document signing Service, in accordance with
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this embodiment. At operation 1, the court reporter Visits the
web site of the document Signing Service that offers the
electronic Signature feature of the present invention. At
operation 2, the court reporter enters personal information,
Such as the court reporter's name, address, certifications,
username or NCRA number, into an entry form displayed
within the browser of the court reporter's computing System.
Optionally, in operation 3, the court reporter enterS billing
information. The Sign-up proceSS is preferably provided
through a web site using httpS protocol, which is the Secure
version of http, thereby reducing the likelihood of unautho
rized parties capturing the Sign-up information provided by
a court reporter.

0049. At operation 4, the personal information (and bill
ing information, if present) is stored in a user/account
database under the direction of the web site. And, at opera
tion 4, an account is created corresponding to the particular
court reporter. In an embodiment, the account is marked
inactive, as described above. At operation 5, the court
reporter can print the form displayed in operation 2 having
the court reporter's personal information therein, and may
also include the Selected username for using the Service, to
a local printer associated with the court reporter's computing
System. At operation 6, the court reporter Signs the printed
form from operation 5, and a third party may notarize the
form. At operation 7, the court reporter sends the form, with
any included notary, to the company operating the document
Signing Service web site. The Signing Service, upon receiving
the signed form, Scans the court reporter's signature into an
image file, this creating an image of the reporter's Signature,
that is Stored in the database and linked to the account, as

indicated at operation 8. In one embodiment, the image file
containing the image of the court reporter's Signature is a
JPEG file, although any of numerous other image file
formats may be used to Store the image of the court
reporter's Signature. At operation 9, the court reporter's
account is enabled and is marked active. At operation 10, a
temporary password is generated and Sent, in a Sealed
tamperproof envelope as discussed above, to the court
reporter. At operation 11, the court reporter enters the
temporary password to access the court reporter's account,
and the court reporter may choose a Secret and permanent
password replacing the temporary password of operation 10.
At operation 12, if billing information is associated with the
court reporter's account, the Signing Service offered by the
Signing Service web site, is activated for that court reporter.
0050. Similarly as described above with respect to FIG.
3, a delegate relationship can be established. Where a

delegate relationship is established, the delegate entity (Such
as an officer of a court reporting Service) establishes an

account of its own with a unique username, password and
billing account with the user/account database and web site.
Accordingly, when the delegate electronically Signs an elec
tronic transcript, the delegate's billing account is preferably
charged for the transaction. In this manner, a freelance court
reporter can electronically sign an electronic transcript by
using the court reporter's individual account, or through the
use of a delegate appointed by the freelance court reporter.
0051 Creating an Electronic Transcript
0.052 FIG. 4 illustrates the logical operations for creating
an electronic transcript from a transcript text file. At opera
tion 1, the user Selects a “create electronic transcript'
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function within the manager module. At operation 2, the text
file, which could be developed using ASCII, Streaming text
in case view, XML or another CAT system format, or other
technology, is imported within the manager module and
converted into a usable data format. Control is then passed
to operation 3, wherein a representation of the transcript file
is obtained. At operation 3, a representation of the transcript
is obtained which includes numbers assigned to each page of
the transcript as well as line numbers. At operation 4, the
representational data obtained by operation 3 is Stored,
preferably in randomly accessible chunks of data, preferably
one compressed chunk for each page of the transcript. At
operation 5, a random and unique identification number for
the transcript is created and Stored along with the represen
tational data for the entire transcript. The random unique
identification number for the transcript is preferably a GUID

(Globally Unique Identifier) that, for instance, can be gen

erated on the Microsoft Windows(R operating system, which
is currently available from Microsoft Corporation, Red
mond, Wash., using the CoCreate GUID function. At opera
tion 6, which is optional, additional metadata relating to the
electronic transcript file is obtained, and preferably includes

the title (such as the caption), the date, the plaintiff, the

witness name, the defendant, the case number, or the like. At

operation 7, the electronic transcript file is created, prefer
ably including the transcript text, the metadata including the
information described, and the executable viewer file.

0053 An electronic transcript preferably contains a num
ber of elements. In one example, a “recipient field” is
provided for and associated with the electronic transcript
once it has been electronically signed. Preferably the recipi
ent field is tied directly to the electronic Signature. By tying
the recipient field to the electronic Signature, it can be, and
preferably is, included in the combined hash, described
further below. Including the recipient field in the combined
hash inhibits the unauthorized re-routing of the electroni
cally signed electronic transcript because the combined
hashes will not match if the recipient field is changed. In So
doing, the recipient field allows the court reporter to use the
metadata to Specify that the electronic transcript signature is
valid only for the named recipient. In this example, the
recipient field is preferably included in the metadata of the
electronic transcript and is placed on each page of the signed
electronic transcript So to appear whenever the transcript is
either viewed or printed. The recipient field in effect makes
the electronic transcript non-transferable by discouraging
the unauthorized transfer of the electronic transcript. The
receiving party is informed that the Signature is valid only if
it is the recipient So named.
0054 Further, each printed page of the electronic tran
Script preferably indicates the name and/or the unique num
ber assigned by the user/account database of the signer of the
document (i.e., the identification of the signer and not the
delegate), as well as the name of the recipient, discussed
above.

0055 Each electronic transcript preferably has a unique
tracking number assigned thereto. The unique tracking num
ber is electronically associated with the electronic transcript
by being embedded in the metadata associated with the
electronic transcript. The tracking number permits a user to
later look up the electronic transcript. Preferably, the track
ing number is displayed or printed on the bottom of each
page of the electronic transcript. Typically, but not neces
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Sarily, the unique tracking number and the unique identifi
cation number for each electronic transcript can be the same.
0056 Further, in one example, the signing server main
tains an audit trail or record of all the electronically signed
documents to facilitate tracking of the electronic transcript.
Stored as metadata, this information preferably includes
when the electronic transcript was signed, who signed the
electronic transcript, the title, number of pages, unique

tracking number, delegate (if any) and recipient of the

electronic transcript. Because the tracking number is
included in the Signature hash, the number can be used in
conjunction with the audit trail maintained by the Signing
Server to provide Separate verification. Furthermore, the
signer has a full record of all the Signatures that were created
in his/her name, including the identity of documents that
were signed directly by him/her or on his/her behalf by a
delegate.
0057 FIG. 17 illustrates the logical operations for cre
ating an electronic transcript from a transcript text file where
the court reporter has a Signature image file at the Signing
Service and desires to have a signature image appear in the
electronic transcript. At operation 1, the user Selects a
“create electronic transcript' function within the manager
module. At operation 2, the text file, which could be devel
oped using ASCII, Streaming text in case View, XML or
another CAT System format, or other technology, is imported
within the manager module and converted into a usable data
format. Control is then passed to operation 3, wherein a
representation of the transcript file is obtained. At operation
3, a representation of the transcript is obtained which
includes numbers assigned to each page of the transcript as
well as line numbers. The page number and line number
where the court reporter would sign the transcript are
obtained at operation 4. If the court reporter would sign the
transcript at more than one location, each of the locations is
obtained at operation 4. At operation 5, the representational
data obtained by operations 3 and 4 are Stored. In one
embodiment, this representational data is Stored in randomly
accessible chunks of data, one compressed chunk for each
page of the transcript. At operation 6, the Signature image is

associated with the page(s) where the court reporter would

Sign. The association may be accomplished in a number of
ways, and in one embodiment, a pointer to the Signature
image file is incorporated into the transcript, with the pointer
indicating that the Signature image is located in a file that is
included in the electronic transcript file. In another embodi

ment, the information regarding the location(s) of the Sig

nature image is Stored in randomly accessible compressed
chunks of data for the associated page on the transcript. AS
will be understood, numerous other options for associating
a signature image with a location within a transcript are
feasible. At operation 7, a random and unique identification
number for the transcript is created and Stored along with the
representational data for the entire transcript. The random
unique identification number for the transcript is preferably

a GUID (Globally Unique Identifier) that, for instance, can

be generated on the Microsoft Windows(R operating system,
which is currently available from Microsoft Corporation,
Redmond, Wash., using the CoCreateCUID function. At
operation 8, which is optional, additional metadata relating
to the electronic transcript file is obtained, and preferably

includes the title (Such as the caption), the date, the plaintiff,
the witness name, the defendant, the case number, or the

like. At operation 9, the electronic transcript file is created,
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including the transcript text, the metadata including the
information described, and the executable viewer file.

0.058 Similarly as described above with respect to FIG.
4, an electronic transcript may contain a number of ele
ments. In one example, a “recipient field' is provided for and
asSociated with the electronic transcript once it has been
electronically signed. Preferably the recipient field is tied
directly to the electronic signature and the electronic Signa
ture image file. By tying the recipient field to the electronic
Signature, it can be, included in the combined hash,
described further below. Including the recipient field in the
combined hash inhibits the unauthorized re-routing of the
electronically signed electronic transcript because the com
bined hashes will not match if the recipient field is changed.
In So doing, the recipient field allows the court reporter to
use the metadata to Specify that the electronic transcript
Signature, including the Signature image, is valid only for the
named recipient. In this example, the recipient field is
preferably included in the metadata of the electronic tran
Script and is placed on each page of the signed electronic
transcript So to appear whenever the transcript is either
viewed or printed. The recipient field in effect makes the
electronic transcript non-transferable by discouraging the
unauthorized transfer of the electronic transcript. The
receiving party is informed that the Signature is valid only if
it is the recipient So named.
0059 Electronic Signing Process

0060. In accordance with one embodiment of the present
invention, a signing entity Such as court reporter (or delegate
thereof) can electronically sign a selected electronic tran
script. FIG. 5 shows a representational diagram of the
electronic Signature process. FIG. 6 shows the logical
operations performed by the present invention to effect an
electronic Signature on an electronic transcript.
0061 Referring to FIG. 5, at operation 1, a signing entity

(generically referred to as a court reporter) enrolls in the
Signing Service and establishes an account with the Signing
Service. Preferably, the Signing Service web site uses a Secure
protocol. Operation 1 can be performed, for example, as
previously shown and described with reference to FIG. 3.
AS previously described, a user account includes a username
and password, and other account information.
0062. At operation 2, the court reporter provides his/her
username and password to the manager module, and at
operation 3, the manager module authenticates and verifies
this user information against the information Stored in the
user/account database. At operation 3, the user information
can be for a court reporter or for a delegate.
0063 Operations 4-6 provide a digital notary record of
the electronic transcript in accordance with an embodiment
of the present invention. At operation 4, the text of the
electronic document/transcript is passed through a "hash”
operation, preferably a RIPEMD-160 hash of the text of the
transcript excluding page and line numbers and headerS/
footers, with leading and trailing white Spaces removed from
each line and a Single Space added to each line for allowing
re-wrap. Generally, the hash of a file is a mathematical
computation that generates a unique representation of the
contents of the file. If the contents of a file change in any
way, the resulting hash of the file will also be 15 different.
0064. Upon obtaining a hash of the text of the transcript,
the Signing Server performs a number of operations in
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accordance with the present invention, as shown in FIG. 6.
Referring to FIG. 6, the Signing Server concatenates the
username, a unique user number associated with the user's
account, the hash of the text of the transcript, the recipient's

name (optional), and the unique transcript identifier, in one

example. This concatenated data is passed through a "hash”
operation also to create a “master hash' or “master finger
print” of the electronic transcript and related data. Prefer
ably, the master hash is created using Surety.com's finger
printing API. In one example, the master hash provides a
unique and verifiable representation of the electronic tran
Script and related data, and the master hash can be created
without exposing the contents of the electronic transcript
and related data. At operation 3 of FIG. 6, the master
hash/master fingerprint of the electronic transcript and
related data is sent to a digital notary Service, Such as
Surety.com, wherein at operation 4, the digital notary Service
timestamps and records the master hash/master fingerprint

(of operation 2) with the digital notary Service's universal

registry. At operation 5, the digital notary Service generates
a digital notary record and Sends it to the web site.
0065. In one example, the username of the signer, the
signer's unique number assigned to them, the RIPEMD-160
hash of the text of the transcript, the global unique identifier
of the transcript, and the recipient name, are all concat
enated. AS explained above, a master hash of the concat
enated information is created, preferably using the Surety
.com fingerprinting API. The master hash is then preferably
transmitted to Surety.com, where it is time-stamped and
returned to the Signing Server. These Steps ensure that the
Signing event is widely witnessed as taking place at that
moment in time, on that Specific content, and therefore by
that specific user. Referring back to FIG. 5, at operation 5,
the signing Server requests the digital notary record from the
digital notary Service, as described above. At operation 6, the
digital notary Service provides the digital notary record to
the Signing Verification Server web site. At operation 7, the

information returned from the digital notary Service (i.e., the
notarization record from, for example, Surety.com) is digi

tally signed by the Signing Server, using its private key. In
order to ensure the integrity of the Signatures created by the
Signing Server, a 128-bit Secure certificate should be
obtained from a vendor such as VeriSign. This ensures that
the identity of the service cannot be mimicked by an
impostor Service.
0.066. At operation 8, the electronic signature bundle is
transmitted to the manager module. At operation 9, the
manager module bundles the electronic Signature informa
tion with the electronic transcript to form an electronically
signed electronic transcript, in one example. Alternatively,
the web site creates the signed electronic transcript and
Sends it to the user, or archives it in a database for later
CCCSS.

0067. The electronic signature includes, in one example,
the notarization record as digitally signed using the private
key of the Signing Service, the certificate of the Signing
Service, and additional information used to create the master

hash, including the user ID and, preferably, the recipient

field, as well as the full name (as looked up in the user/
account database), the transcript title, and the unique track
ing number. The notarization record (as digitally signed with
the private key) represents the hash/fingerprint of the tran
script text concatenated with the other data (FIG. 6, opera
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tion 1), as notarized by the digital notary Service. The

electronic transcript viewer module of the present invention
provides a visual indicator in a Status bar indicating if the
electronic transcript has been signed or not. Upon a user
activating the Visual indicator, a window is created that
shows details relating to the electronic Signature, Such as
when the electronic transcript was signed, by who, along

with the unique tracking number (which is preferably the

Same as the unique transcript identifier/tracking number

discussed above) and the recipient, for example. Further
more, a user Selectable button is provided in the viewer
module for quickly displaying the certification page of the
electronic transcripts.
0068 Verification Process
0069. In accordance with the present invention, a recipi
ent of an electronic transcript can verify the authenticity and
integrity of a signed electronic transcript. FIG. 7 shows the
logical operations performed by the present invention to
effect the Verification of a signed electronic transcript.
0070. At operation 1, the system extracts the signature
bundle from the electronic document. At operation 2, the
system recomputes a hash, using RIPEMD-160 as described
below, for the electronic document. At operation 3, the
process Sends the extracted Signature bundle, the recom
puted hash, and displayed details of the extracted Signature
bundle, which include the signer's user ID, the signer's full
name, the recipient's name, the unique transcript identifier,
and the transcript title, to the verification server. The veri
fication Server uses the Signing Server's public key from
within the certificate in the Signature bundle to extract notary
record from the Signature bundle at operation 4, in So doing
confirming that the Signature was created by the owner of the
certificate. At operation 4A, the certificate is checked to
confirm it is the one expected and that it belongs to the
correct signing Service. At operation 5, the Verification
Server computes a master hash from the display details of
operation 3. At operation 6, a comparison is made between
the master hash and the master hash contained in the notary
record. If the comparison is not the Same, a failure code is
transmitted to the recipient at operation 7. Otherwise, if the
comparison indicates the master hash and the hash contained
in the notary record are the Same, then the recipient receives
a confirmation of the verification at operation 8. The veri
fication operation indicates the Signer signed the electronic
document as indicated by the displayed details, at the point
in time indicated in the notary record, and that the document
has not changed.
0071. The viewer module is provided with a user select
able “verification” or “validation' button that, when acti

Vated, initiates a process to Verify the integrity of the
electronic transcript. After completion of the verification
process, a display window is generated that indicates the

electronic transcript is proper, authentic (i.e. unchanged),
and valid. If not, the display window indicates, preferably,

that the electronic Signature could not be validated (i.e., a
failure code). In this manner, the verification process estab

lishes whether the electronic transcript was unaltered from
the moment that it was electronically signed by the court
reporter or delegate. The Verification proceSS detects tam
pering with the contents of the time-Stamp data, the name of
the reporter, the contents of the electronic transcript, or
alteration of any other data involved in the Signing process.

US 2005/O120217 A1

Note that preferably the verification process does not detect
tampering with all the contents of the file but only the data
considered necessary to verify the integrity of the transcript.
In other words, metadata not essential to the integrity of the
electronic transcript, Such as format metadata or other
extraneous information, can be altered without effecting the
integrity of the electronic document.
0.072 AS indicated above, part of the present invention
involves computing RIPEMD-160 hash. While computing a
hash is generally known in the art, to compute the hash in
accordance with the present invention, the following opera
tions are performed on each line on each page of the
electronic document. The computation of the hash begins by
Stripping the leading and trailing white Spaces on a line. A
Single Space is then appended to the text of the line for
allowing re-wrap. A hash for that line is them computed in
a conventional manner. The computation of the RIPEMD
160 hash, which is a compilation of the line-by-line hash, is
then used as the document hash. Notice that only actual
transcript body text is used to calculate the hash. Preferably,
other information, Such as line numbers, page numbers,
headers and footers are Stripped during the conversion to the
electronic document format and therefore take no part in the
calculation of the RIPEMD-160 hash. While the page num
bers, line numbers, etc. may be used to calculate the hash,
eliminating page numbers, line numbers, etc. allows repagi
nation and other format changes, while ensuring that the
electronic Signature remains valid. Even if the electronic
document is repaginated, or presented or stored differently
from when the hash was first calculated, the hashed content
remains the same.

0073). Other Features
0.074. In accordance with one embodiment to the present
invention, a delegate appointed by the court reporter can
digitally Sign a transcript on behalf of the court reporter.
Preferably, the authorization by the court reporter of the
delegate to electronically sign a transcript has an expiration
time period, and/or a maximum number of electronic tran
Scripts the delegate can sign on behalf of the court reporter.
Referring to FIG. 8, the process for permitting a delegate to
electronically sign on behalf of a court reporter is illustrated.
At operation 1, the delegate provides its user name and
password into the Signing Server offering the Signing Service.
Further, the delegate provides the user name of the court
reporter authorizing the delegate to sign on the court report
er's behalf. At operation 2, the delegate is authenticated
against the user/account database. In one example, the
database confirms the user name and password are proper,
and that the delegate has in fact been authorized by the court
reporter to sign on his/her behalf. Preferably, the Signing
Service determines whether the delegation has expired (i.e.,
the time window of authorization has ended, or the delegate
has exceeded the maximum number of electronic Signing
transactions authorized by the court reporter). At this point,
the delegate can electronically sign the electronic transcript
in the same or Similar manner to the process employed with
respect to a court reporter's electronic Signature.
0075) Further, in one embodiment of the invention, a
court reporter can electronically sign multiple electronic
transcripts at once through a batch Signing process. FIG. 9
shows the logical operations for performing a batch Signing
process. These operations are preferably performed by the
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manager module, or automatically upon uploading of the

electronic transcripts to a separate Storage web site (not
shown in the figures). At operation 1, multiple transcripts
needing electronic Signatures are identified. In one example,
the user Selects two or more electronic transcripts from a list,
or initiates a database query which produces a list of

electronic transcripts. The user (court reporter or delegate)

then Selects the particular electronic transcripts needed. At
operation 2, for each transcript identified, the electronic
Signing proceSS is performed for that particular electronic
transcript. Preferably, operation 2 is repeated until all tran
Scripts identified in operation 1 as needing to be electroni
cally signed, have the requested electronic Signature asso
ciated therewith.

0076 Further, in accordance with the present invention,
a single electronic transcript can be signed by one or more
different court reporters. FIG. 10 shows the logical opera
tions for bundling multiple Signatures on a single electronic
transcript. These operations are preferably performed by the
manager module, and permit the acceptance of multiple
Signatures from different court reporters in a Single elec
tronic transcript. At operation 1, an electronic Signature for
the electronic transcript is created as previously described.
At operation 2, the electronic Signature created by operation
1 is attached to the electronic transcript and assigned an
index N on the transcript. Preferably, N represents the
previous number of Signatures attached to the transcript. For
instance, initially N will be zero when the first signature
created at operation 1 is attached to the electronic transcript.
Operation 2 then increments N, and passes control to deci
Sion operation 3. Decision operation 3 determines if there
are more court reporters which are to electronically sign the
electronic transcript. If not, then the proceSS is concluded.
Otherwise, control is returned to operation 1, wherein opera
tions 1-2 are performed iteratively until all of the reporters
who are to electronically sign the transcript have done SO.
0077. In accordance with another embodiment of the
present invention, a single electronic transcript is divided
into Subranges, each of which can be electronically signed
by different court reporters. Preferably, a first court reporter
nominates a Starting page and an ending page for the portion
of the electronic transcript the first court reporter wishes to
sign. The hash, preferably the RIPEMD-160 hash, is com
puted on the Subrange specified by the first court reporter. If
the verification operation is Subsequently performed, only
this particular Subportion is checked with respect to the first
court reporter. The recipient's user interface will indicate
that only the Subrange was signed by the first court reporter.
The process then continues for a Second reporter who
nominates a Starting and ending page of the transcript the
Second court reporter wishes to Sign.
0078. Furthermore, in accordance with one embodiment
of the present invention, a user Selectable certificate/certi
fication page is provided wherein the court reporter can
tailor the contents of the certificate page, as well as the
language of the Signature and certification, to conform to
local court rules. Further, in accordance with one embodi

ment of the present invention, the court reporter can Specify
where the electronic Signature will appear in the electronic
transcript. Preferably, the manager module determines
where the certification page exists and Suggests to the court
reporter that the electronic Signature be placed thereon, as a
default location. FIG. 11 illustrates the process of automati
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cally determining the certificate page within the electronic
transcript. Preferably, these operations are performed within
the manager module. At operation 1, the manager module
determines the total number of pages in the transcripts, and
Sets a pointer to the last page in the transcript. At operation
2, each line of the electronic transcript at the location of the

pointer (i.e., the last page during the first iteration) is

Scanned for terms indicating that the present page is a
certificate page. For example, operation 2 Scans for the
words, “CERTIFICATE,”“CERTIFIED,”“certify,” or the
like. Preferably, the Scan operation is case Sensitive. Deci
Sion operation 3 determines whether the desired Search
terms of operation 2 were found on the present page. If So,
then operation 4 establishes the present page as a certificate
page. If the Search terms of operation 2 were not found, then
control is passed to operation 5 which preferably decrements
the page pointer to the next lowest-number page in the
electronic transcript. Decision operation 6 tests whether all
pages have been Searched. This would occur, for instance,
when the page pointer was equal to Zero. If all pages have
been Searched for the Search term, then control is passed to
operation 7 wherein the last page of the electronic transcript
is used as the certificate page. If all pages of the electronic
transcript have not been Searched as determined by opera
tion 6, then control is returned to operation 2 to perform
another iteration of the process.
007.9 Further, while embodiments of the invention have
been described with reference to a transcript, it will be
understood that the present invention can be used to elec
tronically sign an electronic document in general, and Verify
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invention, and those modifications, which come within the

meaning and range of equivalence of the claims, are to be
included therein. While the invention has been particularly
shown and described with reference to a preferred embodi
ment thereof, it will be understood by those skilled in the art
that various other changes in the form and details may be
made without departing from the Spirit and Scope of the
invention.
What is claimed is:

1. A method for electronically signing an electronic tran
Script, comprising:
obtaining an electronic transcript;
obtaining Signature location information including at least
one of a page number and a line number within the
transcript where a signature image is to appear;
incorporating Said Signature image into the electronic
transcript,
asSociating Said Signature image with Said Signature loca
tion information;

implemented (1) as a sequence of computing implemented
Steps running on the computing System and (2) as intercon

performing a modification detection operation on the
electronic transcript to generate a representation of the
contents of the electronic transcript;
providing for the recording and time Stamping by a digital
notary service of the representation of the contents of
the electronic transcript;
obtaining a notary record from the digital notary Service
of the time Stamping;
digitally signing the notary record; and
forming an electronically signed electronic transcript by
bundling the digitally signed notary record with the
electronic transcript.
2. The method of claim 1, wherein Said performing a
modification detection operation comprises:
performing a first hash operation on the electronic tran
Script to generate a representation of the contents of the
electronic transcript;
concatenating data to the representation of the contents of
the electronic transcript, Said data identifying a user;

nected machine modules within the computing System. The
implementation is a matter of choice dependent on the
performance requirements of the computing System imple
menting the invention. Accordingly, the logical operations
making up the embodiments of the invention described
herein are referred to variously as operations, Steps, or

performing a Second hash operation on the data concat
enated to the representation, the Second hash operation
generating a representation of the contents of the elec
tronic transcript and the data.

the same.

0080. The invention can be embodied in a computer
program product. It will be understood that the computer
program product of the present invention preferably is
created in a computer usable medium, having computer
readable code embodied therein. The computer usable
medium preferably contains a number of computer readable
program code devices configured to cause a computer to
affect the various functions required to carry out the inven
tion, as herein described.

0081. The embodiments of the invention described herein
are implemented as logical operations in a computing Sys
tem. The logical operations of the present invention are

modules.

0082) While the method disclosed herein has been
described and shown with reference to particular Steps
performed in a particular order, it will be understood that
these StepS may be combined, Sub-divided, or re-ordered to
form an equivalent method without departing from the
teachings of the present invention. Accordingly, unless Spe
cifically indicated herein, the order and grouping of the Steps
is not a limitation of the present invention.
0.083. The foregoing embodiments and examples are to
be considered illustrative, rather than restrictive of the

and

3. The method of claim 2, wherein said first and second

hash operations comprise a RIPEMD-160 hash operation.

4. The method of claim 3, wherein said data includes a

user name uniquely identifying the user.

5. The method of claim 3, wherein said data includes a

unique identifier which uniquely identifies the transcript.
6. The method of claim 1, wherein Said Signature image
is obtained by Scanning a signature into an image file.
7. The method of claim 1, wherein Said associating Step
comprises: incorporating Said Signature image into Said
electronic transcript at the location indicated by Said Signa
ture location information.
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8. The method of claim 1, wherein Said associating Step
comprises:
incorporating Said Signature image data into Said elec
tronic transcript at the end of the electronic transcript;
and

incorporating a pointer into Said electronic transcript at
the location indicated by Said Signature location infor
mation.

9. The method of claim 1, wherein Said incorporating Step
comprises concatenating Said Signature image data to Said
electronic transcript and Said associating Step comprises
concatenating Said location information to Said electronic
transcript.
10. A method for electronically signing an electronic
transcript, comprising:
receiving a signature document having a signature thereon
from a user;

Scanning Said Signature into a signature image file;
receiving an electronic transcript;
receiving Signature location information including at least
one of a page number and a line number within the
electronic transcript where a Signature image is to
appear when the electronic transcript is displayed on a
viewer;

incorporating the electronic transcript, Signature image
file and signature location information into an elec
tronic transcript file;
performing a hash operation on the electronic transcript
file to generate a representation of the contents of the
electronic transcript file;
providing for the recording and time Stamping by a digital
notary Service of the representation of the contents of
the electronic transcript file;
obtaining a notary record from the digital notary Service
of the time Stamping;
digitally signing the notary record; and
forming an electronically signed electronic transcript by
bundling the digitally signed notary record with the
electronic transcript file.
11. The method of claim 10, wherein the hash operation
is a RIPEMD-160 hash operation.
12. The method of claim 10, wherein said performing a
hash operation comprises:
performing a first hash operation on Said electronic tran
Script file to generate a representation of the contents of
the electronic transcript file;
concatenating data to the representation of the contents of
the electronic transcript file, Said data identifying a
user; and

performing a Second hash operation on the data and the
representation, the Second hash operation generating a
representation of the contents of the electronic tran
Script file and the data.
13. The method of claim 12, wherein said data includes a

user name uniquely identifying the user.

14. The method of claim 12, wherein said data includes a

recipient's name.
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15. The method of claim 12, wherein said data includes a

unique identifier which uniquely identifies the transcript.

16. The method of claim 10, wherein a viewer, when

displaying the electronic transcript, is operable display the
Signature image at the Signature image location.
17. A computer program product comprising:
a computer uSeable medium and computer readable code
embodied on Said computer uSeable medium for caus
ing electronically signing an electronic transcript by a
user, the computer readable code comprising:
computer readable program code devices configured to
cause the computer to effect the receiving of an elec
tronic transcript;
computer readable program code devices configured to
cause the computer to effect the receiving of Signature
location information including at least one of a page
number and a line number within the electronic tran

Script where a signature is to appear;
computer readable program code devices configured to
cause the computer to effect the incorporating the
electronic transcript, a signature image file and Signa
ture location information into an electronic transcript
file;

computer readable program code devices configured to
cause the computer to effect the performing a hash
operation on the electronic transcript file to generate a
representation of the contents of the electronic tran
Script file;
computer readable program code devices configured to
cause the computer to effect the providing for the
recording and time Stamping by a digital notary Service
of the representation of the contents of the electronic
transcript file;
computer readable program code devices configured to
cause the computer to effect the obtaining a notary
record from the digital notary Service of the time
Stamping;
computer readable program code devices configured to
cause the computer to effect the digitally signing the
notary record; and
computer readable program code devices configured to
cause the computer to effect the forming an electroni
cally signed electronic transcript by bundling the digi
tally signed notary record with the electronic transcript
file.

18. The computer program product of claim 17, wherein
the computer readable program code devices configured to
cause the computer to effect the performing a hash operation
comprise:
computer readable program code devices configured to
cause the computer to effect the performing a first hash
operation on Said electronic transcript file to generate a
representation of the contents of the electronic tran
Script file;
computer readable program code devices configured to
cause the computer to effect the concatenating data to
the representation of the contents of the electronic
transcript file, Said data identifying the user; and
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computer readable program code devices configured to
cause the computer to effect the performing a Second
hash operation on the data concatenated to the repre
Sentation, the Second hash operation generating a rep
resentation of the contents of the electronic transcript
file and the data.

19. An electronically signed electronic transcript com
prising an electronic transcript file, and a digitally signed
notary record, Said Signed electronic transcript obtained by:
receiving an electronic transcript;
receiving Signature location information including at least
one of a page number and a line number within the
electronic transcript where a Signature image is to
appear when the electronic transcript is displayed on a
viewer;

incorporating the electronic transcript, a signature image
file and the Signature location information into the
electronic transcript file;
performing a hash operation on the electronic transcript
file to generate a representation of the contents of the
electronic transcript file;
providing for the recording and time Stamping by a digital
notary Service of the representation of the contents of
the electronic transcript file;
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obtaining a notary record from the digital notary Service
of the time Stamping;
digitally signing the notary record; and
forming the electronically signed electronic transcript by
bundling the digitally signed notary record with the
electronic transcript file.
20. The electronically signed electronic transcript of
claim 19, wherein Said Step of performing a hash operation
comprises:
performing a first hash operation on Said electronic tran
Script file to generate a representation of the contents of
the electronic transcript file;
concatenating data to the representation of the contents of
the electronic transcript file, Said data identifying a
user; and

performing a Second hash operation on the data and the
representation, the Second hash operation generating a
representation of the contents of the electronic tran
Script file and the data.
21. The method of claim 1, wherein Said Signature image
is obtained by Scanning a notarize copy of a Signature.

