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101  Send a communication request to a sub-processor, and receive a first random
number generated by the sub-processor and a check code generated
based on the first random number and a root key

102  After the check code is verified to be correct, generate a second random number,
concatenate the second random number and the first random number
into a random number set, and send to the sub-processor the random
number set and a check code generated based on the random number
set and the root key

103 After receiving the information that the verification by the sub-processor succeeds,
derive a temporary communication key on the basis of the random

Ap RETEE, BESEIPEREEEEHR ! number set for encrypted communication with the sub-processor, and
o g ‘ R M1 issue an upgrade package to the sub-processor

104  After the upgrade package is sent, end a session and invalidate the temporary key

(57) Abstract: An in-vehicle network OTA security communication method and apparatus, a vehicle-mounted system, and a storage
medium. The method comprises: sending a communication request to a sub-processor, and receiving a first random number generated
by the sub-processor and a check code generated based on the first random number and a root key (101); after the check code is verified
to be correct, generating a second random number, concatenating the second random number and the first random number into a random
number set, and sending to the sub-processor the random number set and a check code generated based on the random number set and the
root key (102); after receiving the information that the verification by the sub-processor succeeds, deriving a temporary communication
key on the basis of the random number set for encrypted communication with the sub-processor, and issuing an upgrade package to
the sub-processor (103); and after the upgrade package is sent, ending a session and invalidating the temporary key (104). The key for
each encryption is randomly generated during in-vehicle network communication, and the OTA service is different each time, thereby
avoiding key leakage and replay attacks, and ensuring the security of in-vehicle network OTA communication.
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