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METHOD AND SYSTEM FORUSING AN
INTEGRATED SUBSCRIBER DENTITY
MODULE IN ANETWORK INTERFACE UNIT

and established. Although this can be burdensome for a
homeowner having just moved in to a new residence, many
people realize Such procedures area one-time affair, and after
the pain is over, tend to forget about the inconvenience. Until
if is time to move again; or until they decide to buy a second

0001. This application claims the benefit of priority under
35 U.S.C. 119(e) to the filing date of Craven, U.S. provisional
patent application No. 60/370,832 entitled “Network Inter
face Unit (NIU) with Integrated Subscriber Interface Module
(SIM)'', which was filed Apr. 7, 2002, and is incorporated
herein by reference in its entirety.

home. Such as a retreatin the mountains or a house on a beach.

FIELD OF THE INVENTION

0002 The present invention relates to network communi
cation systems. More specifically, the present invention
relates to using a subscriber Identity Module (“SIM''') in a
network interface unit to allow continuity of services and
billing among a plurality of network devices at a plurality of
locations.
BACKGROUND

0003. Subscriber Identity Module (“SIM) (sometimes
referred to as a subscriber interface module) technology,
which is known in the art, has been used in mobile phone
systems to allow users to establish account information in
cellular telephones. For example, ifa particular user has a first
phone, and then buys another one, a SIM card can be removed
from the first phone and inserted into the second one, thereby
allowing account authentication, authorization and policy
control information, as well as billing information, to be
transferred from one phone to the next without the need of
canceling the account corresponding to the first phone and
then having to establish another account for the second
phone. Examples of SIM-stored data include identity and
billing information of the consumer, ongoing pre-paid usage
totals, account and usage history, allowable access criteria,
other information necessary for network usage and consumer
favorites.

0004. In addition to mobile telephone systems, other com
munication systems associate accounts that correspond to a
particular user, in order to facilitate access and billing of the
customer. Examples of Such services include cable television,
wired or wireless telephony, high-speed data and or multime
dia services, for which a user typically establishes an account
with the provider of each service. The signals for these ser
vices, which may be provided by as many different providers
as there are services, typically enter into a dwelling or place of
business via a customer premises Network Interface Unit
(“NIU). AnNIU typically interfaces each of these services to
a single dwelling unit (“SDU) or a multiple dwelling unit
(“MDU), or a single converged services portal may receive
signals from a plurality of service providers. Furthermore,
these services may all be provided via a single service pro
vider via a single network source Such as, for example, xDSL,
FTTX, HFC, fixed wireless, etc., in which case the converged
services portal would be used.
0005 Each one of the services may require that a separate
account be established corresponding thereto. This requires
either speaking with a representative of each service provider
separately to establish the account with that a particular pro
vider, or at the least, establish an account online, providing
credit card information to the provider so that service level
packaging, billing and related procedures can be agreed upon

0006. In addition, in today's mobile economy, many
people work temporary jobs at locations for durations less
than a year, often working at many different locations for a
few weeks each during the course of a year. Or, people who
have time-share arrangements in resort locations also tend to
desire telephone, data and television services. One of the first
things one does upon establishing Such a new residence is to
set up accounts for desired communication services at the
new location(s). One can see that after a while, the account
establishing process become a real burden. Either they must
use the services that are currently established at the particular
location, often paying premium rates for limited services, or
they must establish their own accounts for such services. In
addition, the setup and account activation costs are prohibi
tive in comparison to the monthly service rates.
0007 Accordingly, there is a need for a method and sys
tem to allow the establishment of authentication, authoriza

tion and policy management of one information/services
account, and for each of the desired services within the

account, such that account Subscription and billing informa
tion can follow the user, thereby allowing the user to access
the subscribed services from a plurality of locations without
the need of establishing an account or accounts at each loca
tion.
SUMMARY

0008. It is an object to provide a method and system that
allows the transporting and handling of user-account authen
tication, authorization and policy control information user
communications Subscription account information from one
location to another without the user having to establish a new
and different account at each location. A user can establish

one or more accounts corresponding to one or more services,
and store that account information on a SIM device, such as a
card. The card can then be used in one or more NIU devices

that may be located at different locations, one being located at
a primary residence, one at a secondary residence, another at
a temporary job location and yet another at a vacation resort
location. Thus, by transferring the card from one NIU to
another, the user will have access to all of the subscribed-to
services at each of the locations, and will not have to establish

new accounts for services at the various locations. By simply
removing a device the size of a credit card from one NIU,
transporting it to another, and then inserting it into the other
NIU, the user can quickly and easily enjoy all of the services
for which he or she has subscribed, without having to estab
lish accounts for the same at each location. Furthermore, a

single bill, for all the services, or at least a single bill for each
one of the services without the need for two or more telephone
bills, two or more cable television bills, etc., would greatly
reduce the number of bills to keep track of and have to pay
each billing cycle, which would probably not be coterminous.
BRIEF DESCRIPTION OF THE DRAWINGS

0009 FIG. 1 illustrates a system for facilitating transport
ing user account information from one location to another to
obtain desired services at a plurality of locations using a SIM
card.
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0010 FIG. 2 illustrates a system for facilitating transport
ing user account information from one location to another to
obtain desired services at a plurality of locations using a
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virtual SIM.

In addition, SIM 4 can provide management of data used by
the NIU related to access, credit, System security, etc. (i.e.
Subscriber authentication and speech encryption keys, etc.)
Examples of services facilitated include, but are not limited

0011 FIG. 3 illustrates a flow diagram of a method for
facilitating user account information from one location to
another to obtain desired services at a plurality of locations
using a SIM.

tion, pre-paid debit processing rental service credit control,
parental control applications, encryption, favorite lists and
tier-packaging (i.e., class of service). In addition, user 8 can

to, controlled and automated activation, automated deactiva

have access to the data stored on SIM 4 via the stroke of a few
DETAILED DESCRIPTION

0012. As a preliminary matter, it will be readily under
stood by those persons skilled in the art that the present
invention is susceptible of broad utility and application. Many
methods, embodiments and adaptations of the present inven
tion other than those herein described, as well as many varia
tions, modifications, and equivalent arrangements, will be
apparent from or reasonably suggested by the present inven
tion and the following description thereof without departing
from the Substance or scope of the present invention.
0013. Accordingly, while the present invention has been
described herein in detail in relation to preferred embodi
ments, it is to be understood that this disclosure is only illus
trative and exemplary of the present invention and is made
merely for the purposes of providing a full and enabling
disclosure of the invention. The following disclosure is not
intended nor is to be construed to limit the present invention
or otherwise to exclude other embodiments, adaptations,
variations, modifications and equivalent arrangements, the
present invention being limited only by the claims appended
hereto and the equivalents thereof.
0014 Turning now to the figures, FIG. 1 illustrates a sys
tem 2 for using a SIM device 4, such as in the form of a card
(it will be appreciated that the other forms may be imple
mented, including a virtual version where account informa
tion is downloaded from a provider's server or determined via
personal physical identity, such as, for example, a fingerprint
or other biometric means known in the art), for transporting
account information related to communication services from

one to another among a plurality of NIUs 6. A user 8 obtains
SIM 4 from a variety of means, preferably from a SIM vend
ing machine 10 that dispenses or reprograms a renewable
SIM card when requested services are selected and an appro
priate amount of money is inserted into the machine, the
amount corresponding to the type and level of selected Ser
vices.

0015 The SIMs 4 primary function is the handling of the
activation, deactivation, maintenance and conditional access

of the services and sub-level services supplied via NIU 6.
Information stored in SIM 4 in support of these services can
vary with varying degrees of service functionality. For
example, SIM 4 can Support high-level services, such as
telephony, as well as sub-level services such as caller ID.
Other examples of services and sub-level services include:
telephony/parental control, multimedia/ppV and multimedia/
favorites, among others. Examples of data stored on SIM4 are
identity and relative billing information of user 8, ongoing
pre-paid usage totals, account and usage history, allowable
access criteria, other network usage information known in the
art and consumer/user favorites.

0016 SIM4 can be loaded with user-specific information
at a location remote from NIU 6, such as vending machine 10,
or can be loaded with information that facilitates a procedure
via the NIU to communicate with external systems (e.g. acti
Vation systems) for programming user-specific information.

keys on a telephone keypad or a TV/PC screen, for example.
0017. When services have been selected and paid for, the
vending machine 10 either ejects a new SIM card 4 with
authorization for the selected services encoded thereon, or

ejects a previously used and inserted card that has been repro
grammed/renewed. A user would preferably have incentive to
reuse cards, as the amount of money inserted into the vending
machine 10 would be lower than if a new card was pro
grammed and ejected by the machine.
0018. The vending machine 10 preferably has a user inter
face, such as a computer monitor, and means for inputting
information thereto, such as, for example, a keyboard or the
computer monitor that may be designed for touch sensitive
data entry, both technologies being known in the art. The user

selects the services he desires from a list of services offered

by providers the operator of the vending machine 10 has
agreements with. and the final cost of the generating or repro
gramming is shown before the user selects abutton that autho
rizes the programming charges. These charges may be
charges to a credit card that the user enters into machine 10,
or, based on a username and password, the predetermined
credit account may be automatically billed, or the user may
choose to input cash into the machine. In addition, instead of
programming or reprogramming a physical card, the service
provider may authorize or reauthorize services based on the
amount of money provided to machine 10, and in response to
an identifier, entered by the user, that corresponds to the users
device. It will be appreciated that SIM card 4 may have a
unique identifier, Such as a serial number, that identifies the
card, or other SIM device, to the provider's server, rather than
having the user input a user name and password, or other
identifying information.
0019. When the programming charges have been autho
rized and/or paid, the SIM card 4 is programmed and the
revised account information is stored to the selected service

provider's central location, such as, for example, a head end
or a central office. As known in the art, Such a central location

12 may contain one or more server computers that store user
information in a database 14. Thus, when a user attempts to
access services through NIU 6, the head end 12 checks infor
mation extracted from SIM 4 at the NIU, against the same
user's account information stored in database 14. If the
account server at the head end 12 determines that the user is

authorized to access the requested services, the services are
provided. If the user is determined to not be authorized,
programming access to the services is denied, and an error
message sent advising the user that the SIM 4 has not been
authorized to access the requested services.
0020. The request for services and the sending of the error
message, as well as the providing of the services, is typically
transmitted over network 16. Network 16 may he any of a
variety of network types, including, but not limited to, the
Internet, a community antennae television coaxial network,
an optical fiber network, or a wireless network, any and all of
which will be known to those skilled in the art.
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face devices, such as, for example, a computer 18, a telephone

or to replenish and/or alter an existing account. It will be
appreciated that systems and methods known in the art for
providing secure transmitting of information will typically be

20, a television 22, or a PDA 24. Communication between

used. These include, but are not limited to, hash functions,

0021. NIU 6 transmits and receives signals and messages
from network 16 and interfaces with one or more user inter

NIU 6 and these user devices will typically be provided over
local area network (“LAN”) 25, which may be, for example,
an Ethernet network or other LAN type that will be known to
those skilled in the art. NIU 6 will typically have a SIM
interface device 26, known in the art, for receiving SIM card
4 and connecting it to the internal circuitry of the NIU,
thereby facilitating the transfer of stored information from the
SIM card to the NIU. Interlace 26 may allow for external
insertion and removal of SIM 4 by a user, or may be internal
to NIU 6 so that insertion and removal is performed by the
provider.
0022 Turning now to FIG. 2, system 27 facilitates the
establishing of a virtual SIM in any one or more of NIUs 6.
For example, instead of having a physical SIM device, as
shown in FIG. 1, user 8 inputs service request information to
kiosk 28, including credit card, or other form of payment,
account information, including cash inserted into the kiosk
device. Upon verification of the user's identity (either the user
is an existing customer or registered user in the provider's
database 14, or the user establishes a new account and profile
with the provider 12), using a username and password, or
biometrics, for example, and verification that adequate funds
are available, provider 12 downloads a message 30 to one or
more of the NIUs 6. The particular NIUs 6 to which message
30 is sent are NIUs specified by user 8. Ifuser 8 is an existing
customer/subscriber of provider 8, a list a NIUS 6 associated
with the user may appear as a drop down box, list box, or other
interface device known in the art. If user 8 is not an existing
customer, the user will typically enter identifiers of the NIUs
6, the NIU identifier being a serial number, for example, that
is not on record with the provider 12, from which requested

data encryption and secure sockets layer technology, etc.
0025 Turning now to FIG. 3, a flow diagram showing the
steps in programming a SIM with desired services and levels
thereof, as well as the amount of money (which typically is
proportional to the length of given Subscriptions requested
and the levels thereof), is illustrated. The steps shown are
applicable to an aspect that uses a physical SIM as well as an
aspect that uses virtual SIM functionality.
0026. After routine 300 starts at step 302, a user enters a
request for services from a service provider at step 304. This
request may be performed at a stand-alone kiosk in a public
location, at the provider's place of business, or at a variety of
remote locations using a variety interface devices, such as, for
example, a PC, a mobile telephone, a landline telephone, or
any other fixed or portable device known in the art, with
access to a communication network. As part of the request for
service, the user will typically be queried for an identifier,
Such as, for example, a username and password, or a biomet
ric identifier, such as a thumbprint, or other Such means
known in the art. If the SIM has a unique identifier associated
with it, the identifier can be used and no further identification

input would be needed from the user.
0027. At step 306, the service provider checks the user
provided identifier to determine whether the user has an
established account with the provider. This check may he
performed manually, such as would be the case if the user had
called the provider's representative using a telephone and
verbally placed the request with said representative. The
check at step 306 may also be performed automatically upon
the provider's server receiving the user-provided identifier, or

services are to be established.

the SIM identifier.

0023. When user 8 attempts to access any of the requested
services, such as, for example, a pay-for-view program on
television 22 or telephone services on telephone 20, NIU 6
would check the information carried by message 30 and

0028. Upon receiving the user-provided identifier, if the
provider determines at step 308 that the user does not have an
established accounta message is sent to the requesting user at
step 310 informing said user that the identification informa
tion does not match any user information currently stored in
the provider's database. The message may further inform the
requestor that he or she may elect to establish an account,
upon such election the routine would return to step 304.
(0029. To establish creditat step 304, the user will typically
provide billing information, Such as, for example, a credit
card number, name, address, telephone number, etc. In addi
tion, a personal profile, or Suite of services, may be estab
lished, including the services requested, and the level and

stored in the NIU to determine if such services are authorized.

Thus, a password or other access control methods known in
the art are not required. This is advantageous because the
access control is provided directly at the NIU 6, rather than
having passwords and other sensitive personal information
being transmitted across network 16. This saves time, server
resources at server 12, and reduces the chance that the sensi

tive information could be compromised along public network
16. Furthermore, sensitive information need not even reside

on the NIU 6, because the information carried in message 30
and stored at the NIU is essentially go/no-go (gatekeeping)
information corresponding to each of the services requested
and authorized by the user. Typically, the only time sensitive
information is exposed to network 16 is when user 8 is estab
lishing the services creditat kiosk 28.
0024. In addition to establishing services credit at kiosk
28, which may be located in public locations, it will be appre
ciated that the virtual SIM functionality can be requested and
established from any of the user devices connected to LAN
25A, or any other network that is configured to transmit data
to provider 12. This includes using a personal computer
(“PC”) connected to the Internet at any location. Further
more, user 8 can also speak with a representative on the
telephone in person to either establish a new services account

location of these services.

0030. For example, if a household has four televisions,
three PCs and five telephones (including two separate num
bers), the telephone in a child's room may have restricted
access after a certain time of day, all televisions except one
may have restricted access to certain channels, and data pro
vided to the PCs may have certain content blocked. Moreover,
a user may establish more than one physical location for
receiving services. If a user has a primary and a secondary
residence, separate profiles may be established for each loca
tion, the NIU at each location having functionality to provide
a NIU identifier, such as, for example, a serial number. If the
primary residence is the household described above, and the
secondary residence is a vacation house on a beach, the beach
house may only have one television and one telephone and no
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PC. Thus, each profile may be customized for use with a
particular NIU, based on the NIU identifier.
0031. Another scenario contemplates that at a particular
location, multiple users may periodically use the same net
work devices connected to the same NIU. Such would be the

case with a time-share condominium, for example. If the
condominium has a different user every week, month or other
period of time, each user may have their own SIM, or virtual
SIM, associated with their billing account and preferred suite
of services. Thus, temporary service does not have to be
established for each user before the condominium usage
period begins, and cancelled after tire period ends.
0032. After the provider has determined that the requestor
has an established account, the provider determines whether
the requestor has sufficient payment capability based on the
currently established payment and billing information at step
312. The established customer with an established account

may have credit existing in the services account. This sce
nario may arise when an existing customer wishes to change
the preferences indicated in the one or more profiles associ
ated with that user. If the established user does not have

sufficient credit, or if a verification check of a new user's

credit card account (or other payment means) indicates that
the billing information does not have sufficient credit or the
account number or billing address is incorrect, thena message
is sent at step 314 to the user informing him or her that either
an authorization to charge additional funds must be made, or
a different means of payment must be provided.
0033. If the account has sufficient funds for the requested
change in services, the provider performs a financial transac
tion with the user-provided and authorized financial institu
tion, debiting the user's account at step 316. When the pro
vider has determined that: sufficient funds have been, or will

be, transferred to the provider in connection with the user's
request, then the provider downloads a message to the user's
SIM means at step 318. As discussed above, the user's SIM
means may bean actual SIM card or other physical device that
contains memory and possibly processing means, or SIM
card functionality may be implemented in Software and/or
firmware within an NIU, this functionality being referred to
as a virtual SIM. The downloading of the message at step
318 will typically be performed over a secure network, as
credit having a cash value with respect to a provider will be
established in the SIM means at step 320.
0034. This credit can then be used at step 322 by an NIU
into which the SIM means is inserted, or resides, to grant
access to the services requested at step 304. Alternatively, if
the SIM is a virtual SIM, the NIU with respect to which the
credit has been requested can grant access to the requested
services as long as the credit established at step 322 has not
expired or been consumed.
0035. It will be appreciated by those skilled in the art that
the SIM card may also be non-renewable, this type typically
being purchased in prepaid cash amounts for predetermined
services, such as telephony. While this type of SIM card may
not be flexible with respect to the suite of services and the
customization thereof, ease of use is provided. For example,
in the condominium example described above, the only ser
Vice having a variable cost, based upon usage level, may be
telephony, cable television, for example, being a fixed amount
that can be easily calculated into the price of ownership/
rental. The same would apply to telephony services in a hotel.
Thus, a prepaid card that only authorizes telephony may be
desirable.
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0036. These and many other objects and advantages will
be readily apparent to one skilled in the art from the foregoing
specification when read in conjunction with the appended
drawings. It is to be understood that the embodiments herein
illustrated are examples only, and that the scope of the inven
tion is to be defined solely by the claims when accorded a full
range of equivalents.
What is claimed is:

1-40. (canceled)
41. A system for providing portability of subscription ser
vices associated with a particular user among a plurality of
user devices that are located at each of a plurality of physical
locations coupled to a communication network comprising:
a SIM device for storing user-associated information;
a network interface unit at each of the plurality of physical
locations that provides an interface between the commu
nication network and the corresponding user devices
coupled thereto; and a
an SIM interface coupled to the network interface unit that
can receive the SIM device and transfer therefrom the
user-associated information to the network interface

unit so that the subscription services of the user can be
accessed at any one of the at least one network interface
units at the corresponding physical location.
42. The system of claim 41 wherein the SIM device is a
SIM card.

43. The system of claim 41 wherein the SIM device is a
virtual SIM.

44. The system of claim 41 wherein the SIM interface is a
slotted SIM card reader.

45. The system of claim 41 wherein the SIM interface is a
socket for receiving the SIM means, the socket being internal
to the network interface unit.

46. The system of claim 41 further comprising a device for
programming the SIM.
47. The system of claim 47 wherein the programming
device is a vending machine.
48. The system of claim 46 wherein the programming
device is operated by a service provider.
49. The system of claim 43 wherein the virtual SIM is
facilitated by software stored in the network interface unit.
50. The system of claim 49 wherein the software is pro
grammed with a downloaded message from a provider, the
message being generated in response to a request by a Sub
scriber.

51. The system of claim 50 wherein the request is made
using a telephone.
52. The system of claim 50 wherein the request is made
using a PC.
53. The system of claim 41 wherein the SIM device
includes a unique identifier that identifies said SIM.
54. The system of claim 53 wherein a services provider
identifies a user-account based on the unique identifier.
55. A method for accessing a suite of subscription services
at a user device coupled to a network interface units compris
ing:
receiving a request for the services;
receiving information for payment for the Suite of services;
generating a message that credit for the Suite of services has
been granted;
storing to a SIM device the message that credit for the suite
of services has been granted; and
granting access to the requested services at the network
interface unit based on the credit message stored therein.
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56. The method of claim 55 wherein the Services include

restrictions on usage of the services between certain times of
the day.
57. The method of claim 55 wherein the different levels of

service are provided to different rooms in a household.
58. The method of claim 55 further comprising granting or
denying access to services based on the credit message.
59. The method of claim 58 wherein soft dial tone is always
available on telephony equipment connected to the network
interface unit regardless of whether the credit message grants
access to requested services.
60. A method for providing portability of a suite of sub
scription services between a plurality of network interface
units, comprising:
processing a request for the services received from a user
device coupled to one of the network interface units, the
request containing a unique identifier retrieved from and
corresponding to a SIM device coupled to the one of the
network interface units;
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processing account and billing information to be used for
payment of the services, the account and billing infor
mation being received from the SIM device coupled to
the one of the network interface unit;

generating a credit message that credit for the Suite of
services has been granted, the message being capable of
authorizing the network interface unit to grant access to
any of the requested services when the SIM device is
used in the network interface unit; and

downloading the credit message to the SIM device.
61. The method of claim 60 wherein the SIM device does

not grant access to all of the requested services at a given user
device coupled to the network interface device based on a
subscriber profile that restricts access to certain content at the
given user device.

