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SECURE WEB BASED TRANSACTIONS

Background

Large numbers of web based transactions are performed every day; however parties to these
transactions have concerns about the security of the transactions which are performed over
the internet. The security problems may relate to the possibility of interception of messages

and the identification of the parties involved.

Typically a web based transaction involves interaction with a single web server controlled by
the retailer, although in some instances the payment is handled by a third party and the
consumer is redirected to a payment provider's website in order to pay for the items they have
purchased. As financial information is being transmitted, security is clearly a very significant

worry for users.

Some online retailers enable consumers to redeem vouchers or otherwise access specific
transactors in a transaction. Typically a consumer is sent a voucher or voucher code by post
or email and the consumer then enters a code into a box at checkout on the retailer's website.
Such systems are open to abuse as they are not carried out securely. For example, such
systems are susceptible to interception of communication of the voucher details to the

consumer by a third party.

The embodiments described below are not limited to implementations which solve any or all

of the disadvantages of known methods and systems for enabling web based transactions.

Summary

This Summary is provided to introduce a selection of concepts in a simplified form that are
further described below in the Detailed Description. This Summary is not intended to identify
key features or essential features of the claimed subject matter, nor is it intended to be used

as an aid in determining the scope of the claimed subject matter.

Methods of securely performing online transactions are described which involve two
independently controlled web servers. In order to complete a transaction, a user interacts
concurrently with each of the two web servers and authentication may occur between the user
and each web server and between web servers. Each of the two web servers provide data
which is used to complete the transaction and the data provided by the first web server is
communicated directly to the second web server for use in the transaction. In an
embodiment, the first web server provides a web page which enables a user to specify a
variable which is used in the transaction. This is communicated to the second web server

which processes the transaction along with identifiers for the message. The identifier(s) may
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be used in validating the variable before it is used in processing the transaction. Following

completion of a transaction this may be reported in real time to the first web server.

A first aspect provides a method of performing an online transaction comprising: within a
single web session: performing authentication of a user at a first web server; providing a first
web page to the user, the first web page comprising a link to a second web page provided by
the second web server; and establishing a first communication link between the first web
server and the second web server for secure transmission of user data prior to completion of
a transaction between the user and one of the first and second web servers; and the method
further comprising: establishing a second communication link between the first web server
and the second web server following completion of the transaction, for secure transmission of

transaction data between the web servers.

The step of establishing a second communication link may be performed in real time

immediately following completion of the transaction.

The method may further comprise, enabling the user to concurrently and independently
interact with each of the first and second web servers via a web page provided by the first

web server and a web page provided by the second web server.

The web pages provided by the first and the second web servers may be provided within two

separate frames of a browser.

The web page provided by the second web server may be the second web page.

The method may further comprise, performing authentication of the user at the second web

server.

The user data may comprise a user input variable and wherein the method may further
comprise: receiving a user input at the first web server, the user input identifying a user input

variable entered by the user.

The method may further comprise, at the first web server: receiving a request for the user
input variable from the second web server via the first communication link; and transmitting a
response message comprising the user input variable to the second web server via the first

communication link.

The method may further comprise, at the first web server: verifying the request prior the

transmitting the response.

34451531 2
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The method may further comprise, at the first web server: pushing a message comprising the

user input variable to the second web server.

Secure transmission of user data over the first communication link may use window to

window data transfer and the window to window data transfer may be encrypted.

The method may further comprise, passing an identifier associated with the user from the first

web server to the second web server on activation of said link.

A second aspect provides a method of performing an online transaction comprising: at a first
web server and within a single web session: performing authentication of a user; providing a
first web page to the user, the first web page comprising a link to a second web page
provided by the second web server; and establishing a first communication link between the
first web server and the second web server for secure transmission of user data prior to
completion of a transaction between the user and one or both of the first and second web
servers; and the method further comprising, at the first web server: establishing a second
communication link between the first web server and the second web server following
completion of the transaction, for secure transmission of transaction data between the web

Servers.

The step of establishing a second communication link may be performed in real time following

completion of the transaction.

A third aspect provides a system for secure web based transactions comprising a first web
server and a second web server, wherein at least one of the first and the second web servers
is arranged to: perform authentication of a user; providing a first web page to the user, the
first web page comprising a link to a second web page provided by the second web server;
establish a first communication link between the first web server and the second web server
for secure transmission of user data prior to completion of a transaction between the user and
one of the first and second web servers; and establish a second communication link between
the first web server and the second web server following completion of the transaction, for

secure transmission of transaction data between the web servers.

Said at least one of the first and the second web servers may be arranged to establish the

second communication link in real time immediately following completion of the transaction.

A fourth aspect provides a method of operating a system comprising a first and a second web

server substantially as described with reference to any of figures 2 and 4-9 of the drawings.

A fifth aspect provides a web server substantially as described with reference to figure 10 of

the drawings.

3445153-1 3
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A sixth aspect provides a computer program comprising computer program code means
adapted to perform all the steps of any of the methods described herein when said program is
run on a computer. The computer program may be embodied on a computer readable

medium.

The methods described herein may be performed by firmware or software in machine
readable form on a storage medium. The software can be suitable for execution on a parallel
processor or a serial processor such that the method steps may be carried out in any suitable

order, or simultaneously.

This acknowledges that firmware and software can be valuable, separately tradable
commodities. It is intended to encompass software, which runs on or controls “dumb” or
standard hardware, to carry out the desired functions. It is also intended to encompass
software which “describes” or defines the configuration of hardware, such as HDL (hardware
description language) software, as is used for designing silicon chips, or for configuring

universal programmable chips, to carry out desired functions.

The preferred features may be combined as appropriate, as would be apparent to a skilled

person, and may be combined with any of the aspects of the invention.

Brief Description of the Drawings

Embodiments of the invention will be described, by way of example, with reference to the

following drawings, in which:

Figure 1 is a schematic diagram of a system which enables secure web based transactions;
Figure 2 is a flow diagram of an example method of operation of the system of figure 1;
Figure 3 shows a schematic diagram of a graphical user interface of a browser;

Figures 4-9 are flow diagrams of further example methods of operation of the system of figure

1; and

Figure 10 illustrates various components of an exemplary web server in which embodiments

of the methods described herein may be implemented.

Common reference numerals are used throughout the figures to indicate similar features.

34451531 4
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Detailed Description

Embodiments of the present invention are described below by way of example only. These
examples represent the best ways of putting the invention into practice that are currently
known to the Applicant although they are not the only ways in which this could be achieved.
The description sets forth the functions of the example and the sequence of steps for
constructing and operating the example. However, the same or equivalent functions and

sequences may be accomplished by different examples.

Figure 1 is a schematic diagram of a system which enables secure web based transactions.
The system comprises two web servers 101, 102 which are connected via a network 103,
such as the internet. A user can interact with the two web servers via a browser running on a
computer 104 or other user device. The two web servers 101, 102 are independently

controlled, i.e. they are operated by (or for) different entities.

Figure 2 is a flow diagram of an example method of operation of the system of figure 1. A first
web server 101 provides a web page to a browser which includes a link to a web page
provided by the second server 102 (block 201). This web page may be provided after a user
has logged in or otherwise performed authentication with the first web server (block 200) or
alternatively authentication may occur after the web page has been provided (e.g. before
block 202). When the user clicks on the link via their browser, the first server passes an
identifier to the second server (block 202) and the second server launches the web page
(block 203). At the same time, the first server may update the web page provided by the first
server or my launch a new web page. The identifier passed from the first server to the
second server identifies the user and/or the second server (i.e. the target recipient of the
identifier). This system may be referred to as a system ID, which is also referred to as the
IcelD herein. In an example, the IcelD may be a combination of a user identifier (user ID) and
an identifier for the second server (or the operator of the second server, e.g. a vendor ID). In
such an example, where a user is transacting with more than one vendor, the IcelD
communicated to a first vendor will be different to the IcelD communicated to a second
vendor. The system ID may alternatively be a session ID. The identifier for the second
server (which may be a vendor ID) may have previously been provided to the second web

server (or its controlling entity) by the first web server (or its controlling entity).

The second web page may be launched (in block 203) within a separate window in the
browser or within a second frame within the same window as a web page provided by the first
web server, e.g. as shown in figure 3. The web page provided by the first web server may be
the first web page (provided in block 201) or another web page provided by the first web

server. The referral to the web page provided by the second web server may use an HTTP
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GET (or HTTPS GET) comprising a query string parameter containing the IcelD in the URL of
the request. Having launched the second web page, the user can then independently interact
with each of the web pages, e.g. a user may interact with the second web page (launched by
the second web server) to select a product to purchase and a user may interact with the web
page provided by the first web server to enter a variable (e.g. a free-form variable) which may
subsequently be used in completing the transaction (as described below). This variable may
represent a discount, a value of a reward to be redeemed, a customization in relation to the

product or transaction, or any other parameter.

At any time, the second server 102 may request data from the first server relating to the user
interaction with the first server (block 205) and this data may be requested more than once.
In the example shown in figure 2, the data is requested after the user initiates a transaction
(block 204) with the second server 102 (via the web page provided by the second server and
displayed using the browser). The request (in block 205) may be in the form of a SOAP
(simple object access protocol) request to a web service running on the first web server.
Other techniques and protocols may be used to provide the request such as HTTP or HTTPS
without SOAP, FTP, TCP/IP. SOAP requests are used in the following description by way of
example only and it will be appreciated that all references to a SOAP request may be
replaced by a reference to an alternative form of request. The SOAP request may comprise

the IcelD (as provided in block 202) or an identifier for the second web server.

In response to the request (made in block 205), the web service running on the first web
server provides the data relating to the user interaction to the second web server (block 206).
The data provided in the request (e.g. the identifier for the second web server) may be
verified prior to providing the response. In an example, the first web server may check that
the second web server is at the expected IP address. The response provided by the first web
server 101 (in block 206) may comprise the IcelD, a response identifier (responselD), and a
value of the user input variable. In some examples, additional parameters may be provided,
such as an expiry date for the response. The transport used for the SOAP request and
response may be HTTP (Hypertext Transfer Protocol) or HTTPS (HTTP over Secure Socket
Layer).

The user may perform authentication with the second web server at any point during the
transaction process (e.g. in block 204 or 207). By requiring independent authentication with
each of the two web servers, the security of the web based transaction system is increased

by reducing the possibility of spoofing the user.

On receipt of the response (sent in block 206) or at any point up to the completion of the

transaction, the second web server verifies the data received. In the example shown in figure
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2, this verification occurs immediately before completion of the transaction (in block 207).

The verification may comprise one or more of:

e checking that the server certificate (received from the first web server) is valid;

e checking that the information provided in the response (e.g. the user input variable or
the responselD) has not been used in more than one transaction and this may be

performed by storing those responselDs which have been used in a transaction; and

e checking that the response relates to a request sent within a defined period of time

(e.g. within the last 24 hours);

e checking that any expiry date in the response (where provided) is valid (i.e. that the

expiry date is not less than the current date and time).

If any of the validation steps fails, then the transaction may be aborted or the data provided by
the first web server may not be used in the transaction and the transaction may proceed
based on data provided solely to the second web server by the user. The validation process
increases the security of the web based transaction system by preventing spoofing of the first

web server and/or responses.

Where the second web server requests data from the first server more than once (i.e. blocks
205 and 206 are repeated), the second web server discards all but the most recently received

responselDs and corresponding values of the user input variable.

As soon as possible after the completion of the transaction, the second web server 102 sends
a confirmation to the first web server 101 (block 208) and the first web server updates a
database comprising information about the user based on this confirmation (block 209). This
confirmation may be provided in the form of a SOAP request over https to a second web
service running on the first web server. It will be appreciated that the first and second web
server running on the first web server may be combined into a single web service; however
the operations performed remain logically distinct. The confirmation may comprise the IcelD
(which comprises the user ID and the ID of the second web server), a transaction ID and the
responselD (as provided in block 206) where the user input variable is used in processing the
transaction. The confirmation may also comprise additional details about the actual

transaction (e.g. the value, the items purchased, the date and time of the transaction etc).

On receipt of the confirmation (in block 209) and prior to updating the user account, the first
server may check that the second web server is at the expected IP address or otherwise

perform authentication of the confirmation message and/or the second web server. This
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increases the security of the web based transaction system by preventing spoofing of the

second web server and/or confirmation messages.

Providing the confirmation (in block 208) in real time, rather than at some later time following
the transaction, increases the security of the transaction because the database of user

details, stored at the first web server, is kept up-to-date.

Although the above description refers to the confirmation being sent (in block 208) in real time
following the transaction (e.g. blocks 200-208 or 200-209 may be performed within a single
web session), in other examples, the confirmation may be processed in a batch and sent
later. In such an example, part of the process may be performed within a single session (e.g.

blocks 200-207) and the remaining blocks may be performed subsequently.

Figure 3 shows a schematic diagram of a graphical user interface (GUI) of a browser which
comprises two frames 301, 302 and each frame may contain a web page provided by a
different web server and these web servers may be independently controlled. In an example,
the first frame 301 may contain a web page provided by the first web server 101 and the
second frame 302 may contain a web page provided by the second web server 102 (as
opened in block 203). As described above, the web page provided by the second web server

may alternatively be displayed within a second window of the user's browser.

Figures 4-9 are flow diagrams of further example methods of operation of the system of figure
1 and these are described in more detail below. It will be appreciated that aspects of any of
the methods may be combined with aspects from one or more of the other methods to create
yet further examples. For the purposes of explanation, these methods describe the
confirmation being sent in real time following the completion of the transaction; however, as
described above, the confirmation may alternatively be sent later (e.g. where confirmation

messages are sent in batches).

In the example shown in figure 4, the first web server 101 provides a web page to a browser
which includes a link to a web page provided by the second server 102 (block 401). As
described above, this web page may be provided after a user has logged in or otherwise
performed authentication with the first web server (block 200) or alternatively authentication
may occur after the web page has been provided (e.g. before block 402). When a user clicks
on this via their browser, the first server passes the IcelD to the second server (block 402)
and the second server launches the web page (block 403). As described above, the second
web page may be launched within a frame or a separate window and the referral to the web
page provided by the second web server may use an HTTP GET or HTTPS GET comprising
a query string parameter containing the IcelD in the URL of the request. Having launched the

second web page, the user can independently interact with each of the web pages and the
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web page provided by the first server (which may be the first web page or another web page)
may enable a user to enter (or otherwise select) a variable, which may be a free-form variable
(block 404).

When the second web page is loaded, or at any time up to and during the processing of the
transaction (which may be referred to as checkout), the second web page runs JavaScript
which looks for the presence of a user input variable and a unique identifier in the parent (i.e.
the frame provided by the first web server) frame (block 405). The JavaScript may be run
more than once and on identification of a user input variable with a different value, the

previously determined value is discarded.

As soon as possible after the completion of the transaction (block 406), the second web
server 102 sends a confirmation to the first web server 101 (block 407) and the first web
server updates a database comprise information about the user based on this confirmation
(block 408). This confirmation may be provided in the form of a SOAP request over HTTPS
to a second web service running on the first web server. The confirmation may comprise the
IcelD (or the user ID and the ID of the second web server separately), a transaction ID and
details of the user input variable used in processing the transaction. As described above, the
confirmation may also comprise additional details about the actual transaction (e.g. the value,
the items purchased, the date and time of the transaction etc) and verification may be

performed before updating the user account.

In order to increase the security of the method shown in figure 4, the user input variable may
be encoded using a private key associated with the first web server and the second web

server may use a corresponding public key to decrypt the encrypted key.

Figure 5 is a flow diagram of another example method of operation of the system of figure 1
which starts in a similar manner to the methods shown in figures 2 and 4. The first web
server 101 provides a web page to a browser which includes a link to a web page provided by
the second server 102 (block 501) and when a user clicks on this via their browser, the first
server passes the IcelD to the second server (block 502) and the second server launches the
web page (block 503). This web page provided by the second web server may be launched
to replace the first web page (i.e. in the same window) or may be launched in a separate a
separate window or frame. At this point the web page provided by the first web server may
also be updated. The referral to the web page provided by the second web server may use
an HTTP GET comprising a query string parameter containing the IcelD in the URL of the

request.

The web page provided by the second web server (and launched in block 503) may comprise

a link to a web page provided by the first web server or alternatively such a link may be
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provided in another web page provided by the second web server, such as a web page for
completing a transaction (e.g. a checkout page). When a user clicks on this link (block 504),
on which ever page it may occur, a child window or frame is opened which contains a web
page provided by the first web server (block 505). Since the user logged in to the first web
server originally (in block 200) then the child window or frame still has access to the session
information, such as the IcelD. Having launched the child window, the user can
independently interact with each of the web pages and the web page in the child window
(launched in block 505) may enable a user to enter (or otherwise select) a variable (e.g. a

free-form variable).

At any time, the second server 102 may request data from the first server relating to the user
interaction with the first server via the child window (block 506) and this data may be
requested more than once. In the example shown in Figure 5, the data is requested when the
web page provided by the second web server is refreshed and this may be triggered by a link
or button on the web page which the user is prompted to press (e.g. 'Refresh to apply
discount'). As described above, the request (in block 506) may be in the form of a SOAP
request to a web service running on the first web server and the request may comprise the
IcelD (which comprises the user ID and an identifier for the second web server). The method

then proceeds as described above (blocks 206-209).

Figure 6 shows another example method which combines aspects shown in figures 4 and 5
above. The method starts as described above with reference to figure 5 (blocks 200 and 501-
505) and the web page launched in the child window (or frame) enables a user to enter (or
otherwise select) a free-form variable (block 601). When the web page provided by the
second web site (in the parent window) is refreshed, or at any time up to and during the
processing of the transaction, the second web page runs JavaScript which looks for the
presence of a user input variable and a unique identifier in the child window (block 602). As
described above with reference to figure 4, the JavaScript may be run more than once and on
identification of a user input variable with a different value, the previously determined value is
discarded. As described above, the user input variable may be encoded using a private key
associated with the first web server and the second web server may use a corresponding
public key to decrypt the encrypted key. As soon as possible after the completion of the
transaction (block 406), the second web server 102 sends a confirmation to the first web
server 101 (block 407) and the first web server updates a database comprising information

about the user based on this confirmation (block 408), as described above.

In the example method shown in figure 7, a web page is provided to a browser by the second
web server 102 (block 701). This web page provided by the second web server may

comprise a link to a web page provided by the first web server or alternatively such a link may
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be provided in another web page provided by the second web server, such as a web page for
completing a transaction (e.g. a checkout page). This web page may be provided after a user
has logged in or otherwise performed authentication with the second web server (block 700)
or alternatively authentication may occur after the web page has been provided (e.g. before or
in block 702). When a user clicks on this link (block 702), on which ever page it may occur, a
child window or frame is opened which contains a web page provided by the first web server
(block 703). An identifier is passed from the second web server to the first web server which
may comprise a user identifier (userID), the IcelD, an identifier for the second web server, a
session ID or other identifier. Having launched the child window or frame, the user can
independently interact with each of the web pages and the web page in the child window or
frame (launched in block 703) may enable a user to enter (or otherwise select) a variable (e.g.
a free-form variable). The user may be required to log in to or register with the first web
server (block 704).

At any time, the second server 102 may request data from the first server relating to the user
interaction with the first server via the child window (block 705) and this data may be
requested more than once. In the example shown in Figure 7, the data is requested when the
web page provided by the second web server is refreshed and this may be triggered by a link
or button on the web page which the user is prompted to press (e.g. 'Refresh to apply
discount'). As described above, the request (in block 705) may be in the form of a SOAP
request to a web service running on the first web server and the request may comprise the
identifier that was passed from the second web server to the first web server when the child

window or frame was opened (e.g. the userlID in the example shown in figure 7).

In response to the request (made in block 705), the web service running on the first web
server provides the data relating to the user interaction to the second web server (block 706).
The data provided in the request (e.g. the identifier for the second web server) may be
verified prior to providing the response. The response provided by the first web server 101 (in
block 706) may comprise the user ID, a responselD and a value of the user input variable. As
described above, the response may include additional parameters, such as an expiry date.
The transport used for the SOAP request and response may be HTTP or HTTPS. The
method then proceeds as described above (blocks 207-209).

Figure 8 shows a variation of the methods shown in figures 4-7 and described above in which
JavaScript is used to share the user input variable and the user ID (blocks 801-802). The
method starts as described above with reference to figure 7 (blocks 700-704) and the web
page launched in the child window (or frame) enables a user to enter (or otherwise select) a
variable (block 801). When the web page provided by the second web site (in the parent

window / frame) is refreshed, or at any time up to and during the processing of the transaction
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(which may be referred to as checkout), the second web page runs JavaScript which looks for
the presence of a user input variable in the child window and also obtains the user ID (block
802). As described above, the JavaScript may be run more than once and on identification of
a user input variable with a different value, the previously determined value is discarded. The
user input variable and the user ID may be encoded using a private key associated with the
first web server and the second web server may use a corresponding public key to decrypt
the encrypted key. As soon as possible after the completion of the transaction (block 406),
the second web server 102 sends a confirmation to the first web server 101 (block 407) and
the first web server updates a database comprise information about the user based on this

confirmation (block 408), as described above.

The method shown in figure 9 is similar to that shown in figure 2, except that the first web
server pushes the user input variable to the second web server instead of the second web
server pulling the data. The method starts as shown in figure 2 (blocks 200-204) and
described above. At any time, the first web server 101 may push the user input variable data
to the second web server by calling a web service running on the second web server (block
901). The data may be pushed in the form of a SOAP request to the web service running on
the second web server and the SOAP request may comprise the IcelD (as previously
provided in block 202), a responselD and a value of the user input variable. The request may
also comprise an expiry date for the response, which may be defined in terms of a date and /
or a time and https may be used. Alternatively, the responselD may be deemed to expire
within a defined period (e.g. 24 hours) and subsequent verification may confirm that the

request was received within this period (e.g. within the last 24 hours).

On receipt of the response (block 902) or at any point up to the completion of the transaction
(e.g. in block 903), the second web server verifies the data received and this may be
performed as described above. During the transaction process and prior to completion of the
transaction, the second web server checks that the web service has been called (in block
903).

Where the second web server receives data from the first server more than once (i.e. blocks
901 and 902 are repeated), the second web server discards all but the most recently received

responselD and value of the user input variable.

As soon as possible after the completion of the transaction, the second web server 102 sends
a confirmation to the first web server 101 (block 208) and the first web server updates a
database comprising information about the user based on this confirmation (block 209), as

described in more detail above.
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Figure 10 illustrates various components of an exemplary web server 1000 and in which
embodiments of the methods described above may be implemented. The web server
comprises one or more processors 1001 which may be microprocessors, controllers or any
other suitable type of processors for processing computing executable instructions to control
the operation of the device in order to perform any of the methods described herein. Platform
software comprising an operating system 1002 or any other suitable platform software may be
provided at the computing-based device to enable application software 1003 to be executed

on the device.

The computer executable instructions may be provided using any computer-readable media,
such as memory 1004. The memory is of any suitable type such as random access memory
(RAM), a disk storage device of any type such as a magnetic or optical storage device, a hard
disk drive, or a CD, DVD or other disc drive. Flash memory, EPROM or EEPROM may also
be used. The memory 1004 may also comprise a data store 1005 which may be used to

store a database of user information and / or data received from other web servers.

The web server 1000 comprises a network interface 1006 and may further comprise one or
more inputs which are of any suitable type for receiving media content, Internet Protocol (IP)
input etc. An output may also be provided such as an audio and/or video output to a display
system integral with or in communication with the web server. The display system may

provide a graphical user interface, or other user interface of any suitable type.

Whilst the above examples are described with reference to an example application of online

retail, the methods and system are also applicable to many other applications.

The term 'computer' is used herein to refer to any device with processing capability such that
it can execute instructions. Those skilled in the art will realize that such processing
capabilities are incorporated into many different devices and therefore the term 'computer'

includes PCs, servers, mobile telephones, personal digital assistants and many other devices.

Those skilled in the art will realize that storage devices utilized to store program instructions
can be distributed across a network. For example, a remote computer may store an example
of the process described as software. A local or terminal computer may access the remote
computer and download a part or all of the software to run the program. Alternatively, the
local computer may download pieces of the software as needed, or execute some software
instructions at the local terminal and some at the remote computer (or computer network).
Those skilled in the art will also realize that by utilizing conventional techniques known to
those skilled in the art that all, or a portion of the software instructions may be carried out by a

dedicated circuit, such as a DSP, programmable logic array, or the like.
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Any range or device value given herein may be extended or altered without losing the effect

sought, as will be apparent to the skilled person.

It will be understood that the benefits and advantages described above may relate to one
embodiment or may relate to several embodiments. The embodiments are not limited to
those that solve any or all of the stated problems or those that have any or all of the stated

benefits and advantages.

Any reference to 'an' item refers to one or more of those items. The term 'comprising' is used
herein to mean including the method blocks or elements identified, but that such blocks or
elements do not comprise and exclusive list and a method or apparatus may contain

additional blocks or elements.

The steps of the methods described herein may be carried out in any suitable order, or
simultaneously where appropriate. Additionally, individual blocks may be deleted from any of
the methods without departing from the spirit and scope of the subject matter described
herein. Aspects of any of the examples described above may be combined with aspects of

any of the other examples described to form further examples without losing the effect sought.

It will be understood that the above description of a preferred embodiment is given by way of
example only and that various modifications may be made by those skilled in the art.
Although various embodiments have been described above with a certain degree of
particularity, or with reference to one or more individual embodiments, those skilled in the art
could make numerous alterations to the disclosed embodiments without departing from the

spirit or scope of this invention.
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Claims

A method of performing an online transaction comprising:
within a single web session:
performing authentication of a user at a first web server (200, 704);

providing a first web page to the user, the first web page comprising a link to a

second web page provided by the second web server (201, 401); and

establishing a first communication link between the first web server and the second
web server for secure transmission of user data prior to completion of a transaction
between the user and one or both of the first and second web servers (205-206, 404-
405, 506, 601-602, 705-706, 801-802, 901-902); and

the method further comprising:

establishing a second communication link between the first web server and the
second web server following completion of the transaction, for secure transmission of
transaction data between the web servers (208-209, 407-408).

A method according to claim 1, wherein the step of establishing a second
communication link is performed in real time immediately following completion of the

transaction.
A method according to claim 1 or 2, further comprising:

enabling the user to concurrently and independently interact with each of the first and
second web servers via a web page provided by the first web server and a web page

provided by the second web server.

A method according to claim 3, wherein the web pages provided by the first and

second web servers are provided within two separate frames (301, 302) of a browser.

A method according to claim 3 or 4, wherein the web page provided by the second

web server is the second web page.
A method according to any of the preceding claims, further comprising:

performing authentication of the user at the second web server (700).
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10.

11.

12.

13.

14.

A method according to any of the preceding claims, wherein the user data comprises

a user input variable and wherein the method further comprises:

receiving a user input at the first web server, the user input identifying a user input

variable entered by the user.
A method according to claim 7, further comprising, at the first web server:

receiving a request for the user input variable from the second web server via the first

communication link; and

transmitting a response message comprising the user input variable to the second

web server via the first communication link (206).

A method according to claim 8, further comprising, at the first web server:
verifying the request prior to transmitting the response.

A method according to claim 7, further comprising, at the first web server:

pushing a message comprising the user input variable to the second web server
(901).

A method according to any of claims 1-7, wherein secure transmission of user data
over the first communication link uses window to window data transfer (404-405, 801-
802).

A method according to claim 11, further comprising: encrypting the window to window

data transfer.
A method according to any of the preceding claims, further comprising:

passing an identifier associated with the user from the first web server to the second

web server on activation of said link (202).

A method of performing an online transaction comprising:
at a first web server and within a single web session:
performing authentication of a user (200, 704);

providing a first web page to the user, the first web page comprising a link to a

second web page provided by the second web server (201, 401); and
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15.

16.

17.

18.

19.

establishing a first communication link between the first web server and the second
web server for secure transmission of user data prior to completion of a transaction
between the user and one of the first and second web servers (205-206, 404-405,
506, 601-602, 705-706, 801-802, 901-902); and

the method further comprising, at the first web server:

establishing a second communication link between the first web server and the
second web server following completion of the transaction, for secure transmission of
transaction data between the web servers (208-209, 407-408).

A method according to claim 14, wherein the step of establishing a second

communication link is performed in real time following completion of the transaction.

A computer program comprising computer program code means adapted to perform

all the steps of any of the preceding claims when said program is run on a computer.

A computer program as claimed in claim 16, embodied on a computer readable

medium.

A system for secure web based transactions comprising a first web server (101) and
a second web server (102), wherein at least one of the first and the second web

servers is arranged to:

perform authentication of a user (200, 704);

provide a first web page to the user, the first web page comprising a link to a second

web page provided by the second web server (201, 401);

establish a first communication link between the first web server and the second web
server for secure transmission of user data prior to completion of a transaction
between the user and one of the first and second web servers (205-206, 404-405,
506, 601-602, 705-706, 801-802, 901-902); and

establish a second communication link between the first web server and the second
web server following completion of the transaction, for secure transmission of
transaction data between the web servers (208-209, 407-408).

A system according to claim 18, wherein said at least one of the first and the second
web servers is arranged to establish the second communication link in real time

immediately following completion of the transaction.
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20. A method of operating a system comprising a first and a second web server

substantially as described with reference to any of figures 2 and 4-9 of the drawings.

21. A web server substantially as described with reference to figure 10 of the drawings.
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