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(57) ABSTRACT

An apparatus for Voice over IP capturing in a network,
comprising: a data receiver, tapping the network and con-
figured to receive at least one data packet transmitted in the
network, a VoIP identifier, associated with the data receiver,
configured to determine if the received data packet is a VoIP
data packet qualifying for forwarding to a capture device,
and a forwarder, associated with the VoIP identifier, config-

Appl. No.: 11/452,917 ured to forward a copy of the qualifying VoIP data packet to
at least one capture device, and to forward the received data
Filed: Jun. 15, 2006 packets back to the network.
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VOICE OVER IP CAPTURING

RELATED APPLICATIONS

[0001] The present application is a continuation-in-part of
pending U.S. patent application Ser. No. 10/913,326, filed
on Feb. 12, 2003, the contents of which are hereby incor-
porated by reference.

FIELD AND BACKGROUND OF THE
INVENTION

[0002] The present invention relates to telephone call
capturing and, more particularly, but not exclusively to an
apparatus and methods for capturing telephone calls made
using voice over internet protocol (VoIP) technologies.

[0003] Telephone call recording and monitoring systems
are increasingly being used by businesses. For example
telephone call recording and monitoring systems may be
used for monitoring the effectiveness of agents who receive
telephone calls at a calling center.

[0004] At present, the dominating telephone call capturing
solutions are based on circuit-switched technologies.

[0005] Reference is now made to FIG. 1, which is a block
diagram illustrating an exemplary current technology based
system for capturing phone calls. The system 1000 is
applicable to capture of phone calls made using an analog or
digital Private Automatic Branch Exchange (PABX) or
Public Switched Telephone Network (PSTN).

[0006] With system 1000 which is based on current tech-
nology, the capturing equipment 110 taps the lines 150
which connect a telephone 120, and an analog or a digital
Private Automatic Branch Exchange (PABX) 130 or Public
Switched Telephone Network (PSTN), for capturing phone
calls.

[0007] Such a system is well suited to traditional phone
networks. Traditional phone networks are based on circuit
switching where a switching loop connection connects the
phone 120 and the exchange 130, bi-directionally.

[0008] The Voice over Internet Protocol (VoIP) phone
service market is growing fast and has become a widespread,
popular, and economical alternative to traditional switching
loop based telephony networks.

[0009] Data networks such as the Internet do not use
circuit switching, but are rather based on packet switching.
The data networks send and retrieve data on demand. That
is to say, instead of routing the data over a dedicated line,
data packets flow through a data network along thousands of
possible paths. Thus, such communication is relatively dif-
fused evenly across a WAN (wide area network) or LAN
(local area network).

[0010] VoIP technology capabilities may be used to pro-
vide phone service. VoIP has several advantages over circuit
switching.

[0011] For example, packet switching allows several tele-
phone calls to occupy the amount of space occupied by only
one in a circuit-switched network. Each telephone call’s data
has its own data packets, but all packets are sent through the
same network space.
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[0012] Reference is now made to FIG. 2 which is a block
diagram illustrating a VoIP phone connection to a local
computer network.

[0013] In VoIP phone calls there is no connection to a
PABX, instead the phone 210 is connected to an access
switch 220, which is a part of the data communication
network of an organization.

[0014] Existing circuit-switched telephone call recording
systems installed in a circuit-switched environment may
operate by tapping the extensions or trunks coupled to a
circuit-loop switch. Alternatively, the recording system may
use the service observation feature of the circuit-loop switch
or a dedicated recording connection to observe silently an
extension.

[0015] Most existing call recording systems are designed
for the circuit-switched environment, and are unsuited to
VoIP telephony. Existing call recording systems are
designed for tapping at the PBX which is a meeting point
that all the phone conversation pass through.

[0016] Existing VoIP capturing and monitoring systems
are typically installed locally, at a central switch of a remote
branch of an organization having remote facilities and a
central data center.

[0017] Current VoIP capturing and monitoring systems
depend on the availability of mirroring services (such a
switch port analyzer—SPAN or remote switch port ana-
lyzer—RSPAN, both offered by Cisco™), or tunneled mir-
roring sessions (such encapsulated remote switch port ana-
lyzer—ERSPAN, to Cisco™) on the switch that the voice
over IP capturing system is connected to.

[0018] Consequently, current VoIP capturing systems are
only suited to certain central switches which support such
advanced mirroring session services, and have the intensive
CPU resources that the mirroring sessions consume. How-
ever, current VoIP capturing systems are unsuited for cap-
turing incoming or outgoing VoIP phone calls directly from
a VoIP phone’s regular access switch which lacks support for
such mirroring sessions.

[0019] A locally installed system requires expensive dedi-
cated hardware. Takes up room, costs money and you need
enough to cover all possible connection paths. Alternatively,
an organization having multiple remote offices may hire
dedicated expensive tie lines for sending the audio to be
stored at a central location.

[0020] There is thus a widely recognized need for, and it
would be highly advantageous to have, an apparatus and
methods, devoid of the above limitations.

SUMMARY OF THE INVENTION

[0021] According to one aspect of the present invention
there is provided an apparatus for Voice over IP capturing in
a network, comprising: a data receiver, tapping the network
and configured to receive at least one data packet transmitted
in the network, a VoIP identifier, associated with the data
receiver, configured to determine if the received data packet
is a VoIP data packet qualifying for forwarding to a capture
device, and a forwarder, associated with the VoIP identifier,
configured to forward a copy of the qualifying VoIP data
packet to at least one capture device, and to forward the
received data packets back to the network.
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[0022] According to a second aspect of the present inven-
tion there is provided a system for Voice over IP capturing
in a network, comprising: a data receiver, tapping the
network and configured to receive at least one data packet
transmitted in the network, a VoIP identifier, associated with
the data receiver, configured to determine if the received
data packet is a VoIP data packet qualifying for forwarding
to a capture device, a remote capture device, configured to
receive a copy of the qualifying VoIP data packet, and a
forwarder, associated with the VoIP Identifier, communicat-
ing with the remote capture device, and configured to
forward a copy of the qualifying VoIP data packet to the
remote capture device.

[0023] According to a third aspect of the present invention
there is provided a method for Voice over IP capturing in a
network, comprising: receiving at least one data packet
transmitted in the network by tapping the network, deter-
mining if the received data packet is a VoIP data packet
qualifying for forwarding to a capture device, forwarding a
copy of each of the qualifying VoIP data packets to at least
one capture device, and forwarding the received data packets
back to the network.

[0024] According to a fourth aspect of the present inven-
tion there is provided a system for Voice over IP capturing
in a network, comprising: a centrally located capture device,
configured to receive data packets from remote forwarders,
and a plurality of remote forwarders, each one of the remote
forwarders being deployed at respective local network loca-
tions, the remote forwarder tapping the network and con-
figured to receive at least one data session from the local
network and to forward the data session to the centrally
located capture device.

[0025] Unless otherwise defined, all technical and scien-
tific terms used herein have the same meaning as commonly
understood by one of ordinary skill in the art to which this
invention belongs. The materials, methods, and examples
provided herein are illustrative only and not intended to be
limiting.

[0026] Implementation of the method and system of the
present invention involves performing or completing certain
selected tasks or steps manually, automatically, or a combi-
nation thereof. Moreover, according to actual instrumenta-
tion and equipment of preferred embodiments of the method
and system of the present invention, several selected steps
could be implemented by hardware or by software on any
operating system of any firmware or a combination thereof.

[0027] For example, as hardware, selected steps of the
invention could be implemented as a chip or a circuit. As
software, selected steps of the invention could be imple-
mented as a plurality of software instructions being executed
by a computer using any suitable operating system. In any
case, selected steps of the method and system of the inven-
tion could be described as being performed by a data
processor, such as a computing platform for executing a
plurality of instructions.

BRIEF DESCRIPTION OF THE DRAWINGS

[0028] The invention is herein described, by way of
example only, with reference to the accompanying drawings.
With specific reference now to the drawings in detail, it is
stressed that the particulars shown are by way of example
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and for purposes of illustrative discussion of the preferred
embodiments of the present invention only, and are pre-
sented in order to provide what is believed to be the most
useful and readily understood description of the principles
and conceptual aspects of the invention. In this regard, no
attempt is made to show structural details of the invention in
more detail than is necessary for a fundamental understand-
ing of the invention, the description taken with the drawings
making apparent to those skilled in the art how the several
forms of the invention may be embodied in practice.

[0029]

[0030] FIG.1 is a block diagram illustrating an exemplary
current technology based system for capturing phone calls.

[0031] FIG. 2 is a block diagram illustrating a VoIP phone
connection to a local computer network.

In the drawings:

[0032] FIG. 3 is a block diagram illustrating an apparatus
for voice over IP capturing in a network, according to a
preferred embodiment of the present invention.

[0033] FIG. 4 is a block diagram illustrating a system for
voice over IP capturing in a network, according to a pre-
ferred embodiment of the present invention.

[0034] FIG. 5a is a block diagram illustrating an appara-
tus for voice over IP capturing, connected in a tapping mode,
according to a preferred embodiment of the present inven-
tion.

[0035] FIG. 5b is a block diagram illustrating a local
network installed with apparatuses for voice over IP cap-
turing, according to a preferred embodiment of the present
invention.

[0036] FIG. 5¢ is a block diagram illustrating distributed
network architecture with apparatuses for voice over IP
capturing, according to a preferred embodiment of the
present invention.

[0037] FIG. 6a is a block diagram illustrating an appara-
tus for VoIP capturing, connected in a mirroring mode,
according to a preferred embodiment of the present inven-
tion.

[0038] FIG. 6b is a block diagram illustrating a second
distributed network architecture with apparatuses for voice
over IP capturing, according to a preferred embodiment of
the present invention.

[0039] FIG. 7a is a block diagram illustrating an appara-
tus for voice over IP capturing in a network, with connec-
tions and peripheral devices, according to a preferred
embodiment of the present invention.

[0040] FIG. 75 is a second block diagram, illustrating an
apparatus for voice over IP capturing in a network, with
connections and peripheral devices, according to a preferred
embodiment of the present invention.

[0041] FIG. 7c is a block diagram illustrating a relay
connection failure mechanism, implemented in an apparatus
for VoIP capturing, according to a preferred embodiment of
the present invention.

[0042] FIG. 8 is a block diagram, illustrating an apparatus
for VoIP capturing in network, feeding an array of VoiP
loggers, in accordance with a preferred embodiment of the
present invention.
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[0043] FIG. 9 is a flowchart illustrating a method for VoIP
capturing, according to a preferred embodiment of the
present invention.

[0044] FIG. 10 is a block diagram illustrating a low end
architecture for VoIP capturing, according to a preferred
embodiment of the present invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0045] The present embodiments comprise an apparatus,
system, and method for voice over IP capturing in a network.

[0046] An apparatus according to a preferred embodiment
of the present invention is a network device which is
configured to capture communication (voice, video, text,
etc) carried over voice over internet protocol (VoIP) data
traffic in an internet protocol (IP) network.

[0047] The apparatus has a capacity to identify VoIP data
packets in among data packets received by the apparatus
from the network, where VoIP data packets as well as
non-VolP data packets are transmitted.

[0048] The apparatus may then determine, for each of the
identified VoIP data packets, if the identified VoIP data
packet qualifies for forwarding to a capture device.

[0049] The data packets identified as VoIP data packets
and found to qualify for forwarding are then forwarded to
one or more active capturing devices such as an active
recording VoIP logger.

[0050] The apparatus is also configured to forward data
packets received by the apparatus back to the network.

[0051] The forwarding of data packets back to the network
allows the deployment of the apparatus in a tapping mode—
for tapping a data transmission link in the network, say a
specific VoIP telephone branch. The apparatus may also be
deployed in a mirroring mode, as explained in further detail
herein below.

[0052] Furthermore, the apparatus may further include an
array of failsafe relays, configured to prevent disconnection
in the network link, resultant upon failure of the apparatus
(say when the apparatus stops functioning or during a power
failure), as described in further detail herein below.

[0053] By allowing the deployment of the apparatus in a
tapping mode—for tapping a data transmission link, the
present invention may be implemented in network where
mirroring session services (and tunneled mirroring session
services are not supported. The tapping mode further allows
the deployment of the apparatus on a simple switch, such as
a remote branch access switch used by one or two VoIP
telephony device. A VoIP telephony device may include, but
is not limited to: a physical phone, a soft phone, a Wi-Fi
phone, VoIP enabled Personal Digital Assist (PDA), and any
other known in the art device having VoIP capabilities.

[0054] That is to say, as VoiP packets of any single phone
conversation may be transmitted through different paths of
the network, existing VoIP systems have to be installed at
each central switch, in a mirroring mode. Utilizing tapping
mode deployment of an apparatus according to a preferred
embodiment of the present invention, any switch may be
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tapped for capturing the relevant data packets, as no com-
plicated and resource consuming mirroring sessions are
required.

[0055] As a result, the present invention may allow a
cheaper and more distributable solution to VoIP capturing,
specifically for distributed organizations, such as banks,
government agencies, etc.

[0056] A distributed organization such as a bank typically
has dozens, hundreds, or even thousands of branches and
one or more central facilities. Each branch and each central
facility my have a local computer network and all the local
networks are connected together.

[0057] With the present invention, VoIP data packets may
be intercepted locally, at any relevant communication link,
in one of the local networks. The data packets may then be
examined with respect to predefined criteria, for determining
if the data packets quality for forwarding to a capture device.
The qualifying data packets may then be sent to one or more
capture device(s) located at the central facilities of the
distributed organization. The capture devices receive the
forwarded data packets, process the forwarded data packet,
and record the then.

[0058] The principles and operation of an apparatus or a
system according to the present invention may be better
understood with reference to the drawings and accompany-
ing description.

[0059] Before explaining at least one embodiment of the
invention in detail, it is to be understood that the invention
is not limited in its application to the details of construction
and the arrangement of the components set forth in the
following description or illustrated in the drawings. The
invention is capable of other embodiments or of being
practiced or carried out in various ways. Also, it is to be
understood that the phraseology and terminology employed
herein is for the purpose of description and should not be
regarded as limiting.

[0060] Reference is now made to FIG. 3, which is a block
diagram illustrating an apparatus for voice over IP capturing
in a network, according to a preferred embodiment of the
present invention.

[0061] Apparatus 3000 includes a data receiver 310.

[0062] Preferably, the data receiver 310 taps the network.
That is to say, the data receiver 310 connects to a line (or a
cable) of the network serially. The serial connection may be
based on any of the OSI model layers. For example, in layer
one of the OSI model, the tapping of the network line is
physical, whereas in layer two of the OSI model, the tapping
is based on a virtual connection made in a switching
component.

[0063] The data receiver 310 is configured to receive one
or more data packet(s), transmitted in the network. More
specifically, the data packet(s) may be data packets, trans-
ferred through an Internet protocol (IP) network and inter-
cepted by the data receiver 310.

[0064] The apparatus 3000 further comprises a Voice over
Internet Protocol (VoIP) identifier 320, connected to the data
receiver 310, and configured to determine if a received data
packet qualifies for forwarding to a capture device.
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[0065] The voice over Internet Protocol (VoIP) identifier
320 may identify one or more of the data packets received
by the data receiver 310 as a VoIP data packet, as described
in further detail herein below.

[0066] Optionally, the VoIP identifier 320 deems each
identified VoIP data packet qualified for forwarding to a
capturing device. Preferably, the VoIP identifier 320 is also
configured to determine whether the identified VoIP data
packet qualifies for forwarding to a capturing device,
according to a user predefined policy, say utilizing data
packet classification capabilities or any other method, as
described in greater detail herein below.

[0067] More preferably, the voice over Internet Protocol
(VoIP) identifier 320 is further configured to qualify only
VoIP data packets used for implementing a telephony service
for forwarding to a capture device.

[0068] The apparatus 3000 also includes a forwarder 330,
connected to Internet Protocol (VoIP) identifier 320. The
forwarder 330 forwards a copy of each data packet, qualified
by the VoIP identifier 320, to one or more capture device(s)
350, communicating with the forwarder 330.

[0069] Optionally, there are two or more capture device(s)
350, and the VoIP identifier 320 is further configured to
select which of the capture device(s) 350 a specific qualified
data packet is to be forwarded to, according to a predefined
forwarding-policy that may comprise a hash formula, as
described in further detail herein below.

[0070] Preferably, the forwarder 330 may also communi-
cate one or more capture device(s) with additional informa-
tion. The additional information communicated to the cap-
ture device(s) by the forwarder 330 may include, but is not
limited to: a list of telephony devices accessible to the data
receiver 310, the type of communications receivable by the
data receiver 310, etc.

[0071] Optionally, the forwarder 330 may additionally
process the data packet prior to forwarding the data packet.
The additional processing carried out by the forwarder, may
include, but is not limited to: encrypting the data packet,
re-packing the data packet, compressing the data packet, etc.

[0072] Preferably, apparatus 3000 further includes a man-
agement unit 360. The management unit 360 may be used by
the user for configuring the apparatus, monitoring the appa-
ratus, etc. More preferably, the management unit 360
remotely communicates with the apparatus 30000.

[0073] The management unit 360 may be used by the user
for defining rules for the VoIP Identifier 320 to follow, for
identifying a data packet as a VoIP data packet, for deter-
mining if an identified VoIP data packet qualifies for for-
warding to a capture device, etc.

[0074] Reference is now made to FIG. 4 which is a block
diagram, illustrating a system for voice over IP capturing in
a network, according to a preferred embodiment of the
present invention.

[0075] System 4000 includes a data receiver 410. The data
receiver 410 is configured to receive one or more data
packet(s), transmitted in the network. More specifically, the
data packet(s) may be data packets, transferred through an
Internet protocol (IP) network and intercepted by the data
receiver 410, as described hereinabove.
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[0076] The system 4000 further comprises a Voice over
Internet Protocol (VoIP) identifier 420, connected to the data
receiver 410.

[0077] The voice over Internet Protocol (VoIP) identifier
420 identifies one or more of the data packets received by
the data receiver 410 as a VoIP data packet(s), as described
in further detail herein below.

[0078] Optionally, the VoIP identifier 420 deems each
identified VoIP data packet qualified for forwarding to a
capturing device.

[0079] Preferably, the VoIP identifier 420 also determines
whether the identified VoIP data packet qualifies for for-
warding to a capturing device, according to a user predefined
policy, say utilizing data packet classification capabilities or
any other method, as described in greater detail herein
below.

[0080] More preferably, only VoIP used for implementing
a telephony service are found to qualify for forwarding to a
capture device.

[0081] The system 4000 also includes a forwarder 430,
connected to Internet Protocol (VoIP) identifier 420.

[0082] The forwarder 430 forwards each data packet,
which was found qualifying, utilizing the VoIP identifier
420, to a capture device(s) 450, remotely communicating
with the forwarder 430.

[0083] Optionally, there are two or more capture device(s)
350, and the VoIP identifier 320 is further configured to
select which of the capture device(s) 350 a specific qualified
data packet is to be forwarded to, say using a hash formula,
as described in further detail herein below.

[0084] Preferably, system 400 further includes a remote
management unit 460. The management unit 460 may be
used by the user for configuring the apparatus, monitoring
the apparatus, etc, as described in further detail hereinabove.

[0085] Reference is now made to FIG. 5a which is a block
diagram, illustrating an apparatus for voice over IP captur-
ing, connected in a tapping mode, according to a preferred
embodiment of the present invention.

[0086] Apparatus 500 taps a communication link between
an access switch 510 and a gateway 520 linking the network
to a public switching telephony network (PTSN) 530. The
access switch 510 connects one or more voice over [P (VoIP)
phones 515 via the computers 517 associated with the
phones 515.

[0087] The apparatus 500, connected in a mode tapping
the link between the gateway 520 and the access switch 510,
receives all data transmitted between the network and the
computers 517.

[0088] The apparatus 500 is configured to identify VoIP
telephony data packets transmitted through the communica-
tion link.

[0089] Preferably, the apparatus 500 may be configured to
determine, for each identified data packet, whether the
identified data packet qualifies for forwarding to a capture
device, such as a VoIP logger 540. The decision may be
carried out utilizing a variety of criteria, as described in
further detail herein below.



US 2006/0268847 Al

[0090] The apparatus 500 forwards a copy of each of the
qualifying VoiP data packets, to the capture device 540. The
apparatus also forwards each data packet received by the
apparatus back to the network, thus facilitating a tapping
mode without mirroring sessions implemented at the access
switch 510.

[0091] Preferably, the apparatus 500 also includes a
mechanism for securing against disconnection of the tapped
line, resultant upon failure of the apparatus 500. The failure
may occur when the apparatus 500 stops functioning, during
power failure, etc.

[0092] For example, the apparatus may include a failsafe
relay mechanism for shortening between pairs of lines used
by the apparatus 500 for receiving the data packets, as
described in further detail herein below.

[0093] Reference is now made to FIG. 556 which is a block
diagram, illustrating a local network installed with appara-
tuses for voice over IP capturing, according to a preferred
embodiment of the present invention.

[0094] Apparatuses 550 are deployed in a tapping mode
where the apparatuses 550 tap the links between distribution
switches 560 and routers 570 in the local network. As a
result, all data packets transferred between the distribution
switches 560 and routers 570 pass through the apparatuses
550.

[0095] The routers 570 link the local network to external
networks such as public switching telephony network
(PSTN) 591, and a wide area network (WAN) 592. Each
distribution switch 560 is typically connected to one or more
access switches 580. The access switches 580 are used for
connecting VoiP telephones and computers to the local
network, for providing VoIP based telephony.

[0096] Reference is now made to FIG. 5¢ which is a block
diagram, illustrating distributed network architecture with
apparatuses for voice over IP capturing, according to a
preferred embodiment of the present invention.

[0097] A distributed organization (such as a bank, a gov-
ernment agency, etc) has several branches and a central
management facility. The organization has a data center
5100 equipped with VoIP loggers 5110, for remotely logging
phone calls at the branches 5200 of the organization.

[0098] The organization further deploys the apparatuses
5210 for capturing incoming and outgoing VoiP phone calls.
The apparatuses 5210 are deployed in a tapping mode,
tapping the communication link between each local branch
network 5235 and a wide area network (WAN) 5300 con-
necting the local branch networks 5235 and the local net-
work 5125 at the data center 5100.

[0099] The apparatuses 5210 identify VoIP data packets,
determining whether the identified units qualify for forward-
ing, and forward a copy of each qualifying data packet to the
loggers at the data center 5100.

[0100] Preferably, all data packets received are forwarded
back to the network, as described in further detail herein-
above.

[0101] Reference is now made to FIG. 6a which is a block
diagram, illustrating an apparatus for VoIP capturing, con-
nected in a mirroring mode, according to a preferred
embodiment of the present invention.
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[0102] Apparatus 600 is connected to an access switch 610
in a mirroring mode, through mirroring ports on the access
switch 610. The access switch supports mirroring sessions
which are utilized for VoIP data capturing by the apparatus
600.

[0103] The apparatus 600 receives copies of data packets
transferred through the switch 610, via the mirroring ports.
Preferably, the data transferred through the switch 610, is
mirrored such that a copy of each of the transferred data
packets is received by the apparatus 600.

[0104] The apparatus 600 connects through the mirroring
ports, without directly tapping the communication link
between the access switch 610 connecting one or more voice
over IP (VoIP) phones 615 via the computers 617 associated
with the phones 615, and a gateway 620 linking the network
to a public switching network (PTSN) 630.

[0105] Reference is now made to FIG. 65 which is a block
diagram, illustrating a second distributed network architec-
ture with apparatuses for voice over IP capturing, according
to a preferred embodiment of the present invention.

[0106] A distributed organization may have a distributed
computer network, as illustrated and described in detail
hereinabove.

[0107] However, the apparatuses 6210 may be installed in
a mirroring mode, such that each of the apparatuses 6210
receives a copy of each of the data packets transmitted
through a switch, via mirroring ports, as described herein-
above.

[0108] The apparatuses 6210 send identified and qualified
VoIP data packets to the VoIP loggers 6110, at the data
center, as explained in further detail hereinabove.

[0109] Reference is now made to FIG. 7a which is a block
diagram, illustrating an apparatus for voice over IP capturing
in a network, with connections and peripheral devices,
according to a preferred embodiment of the present inven-
tion.

[0110] An apparatus 7109 is serially connected between a
local area network (LAN) Switch 7101 and a VoIP Phone
7102. The apparatus 7109 taps the traffic of data packets that
the VoIP phone 7102 receives and transmits, and analyzes
the type of each received data packet.

[0111] Upon receiving a data packet identified as a RTP
data packet (RTP is real-time transport protocol—the Inter-
net-standard protocol for the transport of real-time data
including audio and video), the apparatus 7109 forwards the
identified RTP data packet to the capture equipment. The
forwarding may be done by transmitting the data packet to
a LAN Switch 7101, which is also used by the VoIP phone
7102. If the forwarding can not be done on the same Switch
7101 that the VoIP phone uses, the device forwards the
identified data packet via another Switch port 7107.

[0112] Preferably, the apparatus 7109 further has a capa-
bility to receive data packets destined to the phone 7102 and
playback the voice data, which is in the data packet, to an
external speaker 7108. The device may further have the
capability to record voice via a microphone 7110 and send
the recorded voice to a desired IP address.
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[0113] Reference is now made to FIG. 7b which is a
second block diagram, illustrating an apparatus for voice
over IP capturing in a network, with connections and periph-
eral devices, according to a preferred embodiment of the
present invention.

[0114] FIG. 75 depicts in further detail the apparatus and
peripherals described hereinabove using FIG. 7a.

[0115] The LAN Switch port 7101 is connected to a RJ-45
connector b4 via a network cable (b1). The VoIP phone 7102
is connected to a RJ-45 connector (b5) via a network cable
(b2). Both connections are routed to Ethernet 10/100/1000
transformers (b10, b11) through relay units (b7, b8).

[0116] The relay units (b7, b8) perform a failsafe mecha-
nism which bypasses the device in case of failure. In order
to maintain the link between the Switch 7101 and the phone
(a2), the relay units (b7, b8) shorten the wires as shown and
explained in greater detail, using FIG. 7c, herein below.

[0117] From the transformers (b10, b11), the two ports are
connected to physical links (b12, b13), and then to a switch
(b15). The switch (b15) switches the data packets from the
LAN switch to both the phone and the processor.

[0118] In the other direction, the switch switches the data
packets from the phone to both the LAN Switch and the
processor (b16). In that way the link between the LAN
Switch and the phone is well established, while the proces-
sor also receives all the data packets.

[0119] The processor (b16) analyzes the units and deter-
mines, using pre-defined rules (e.g. according to predefined
IP address lists, according to RTP compliance of a data
packet, etc.) whether the data packet qualifies for forwarding
to the capture equipment.

[0120] Data packets that qualify for forwarding are for-
warded via the Switch (b15) and port (b1). In case the
processor (b16) can not forward the data packets via port
(b1), the processor forwards the identified units via port
(b3).

[0121] The playback capability is provided using a digital-
to-analog D/A converters (b18). Similarly, the recording
capability is provided using an analog-to digital converter
A/D (b17).

[0122] Reference is now made to FIG. 7¢ which is a block
diagram illustrating a relay connection failure mechanism,
implemented in an apparatus for VoIP capturing, according
to a preferred embodiment of the present invention.

[0123] As described hereinabove, an apparatus according
to a preferred embodiment of the present invention may be
connected in a tapping mode. In the tapping mode the
apparatus taps a communication link in the network, such
that all data packets transferred through the communication
link are input to the apparatus.

[0124] Data packets identified as VoIP data packets and
found qualifying, are sent to one or more capture device(s),
as described hereinabove. All data packets are forwarded
back to the network, thereby facilitating the tapping mode,
as explained hereinabove.

[0125] However, upon failure of the apparatus, the tapped
link may be disconnected. For example—the apparatus may
stop functioning, a power failure may occur, etc. In order to
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avoid such disconnection, the apparatus for VoIP capturing
includes a failure mechanism for securing against discon-
nection of the tapped network link, resultant upon failure of
the apparatus.

[0126] Preferably, there are two or more input channels
used by the apparatus, connected to the network, for receiv-
ing the data packets from the network. The apparatus
includes one or more one relay devices. Each relay device is
configured to connect a pair of the input channels, thereby
preventing link disconnection in the network.

[0127] Inapreferred embodiment of the present invention,
each of the input channels comprises a RJ-45 (7311-7312)
connector. According to known in the art standards, a RJ-45
connector includes eight pins (1-8).

[0128] A failsafe mechanism, according to a preferred
embodiment of the present invention, includes an array of
relays. When the apparatus fails, the relays arrange such that
each pin of one RJ-45 (7311) connector in the pair is
connected to a matching pin of the other RJ-45 (7312)
connector in the pair.

[0129] For example, pin 8 of the RJ-45 (7311) connector
electrically connects to pin 8 of the RJ-45 (7312) connector,
via a conductive path 7301. However, when the apparatus
operates appropriately, a magnetic field powered by the
operating apparatus arranges the relays such that the two
pins 8 are not connected, but rather each pin electrically
connects to one of the transformers (b10, b11).

[0130] Reference is now made to FIG. 8 which is a block
diagram, illustrating an apparatus for VoIP capturing in
network, feeding an array of VoiP loggers, in accordance
with a preferred embodiment of the present invention.

[0131] Apparatus 800 taps the communication link
between an access switch 810 and gateway 820 connecting
the network and a public switched telephony network 825.
The access switch 810 is connected to VoiP phones 830.

[0132] The apparatus 800 is configured to identify VoIP
telephony data packets among the data packets transmitted
through the tapped network link and received by the appa-
ratus 800. Preferably, the apparatus 800 identifies the VoIP
telephony data packets according to a user pre-definable
policy.

[0133] Preferably, the apparatus 800 is also configured to
determine, for each identified data packet, whether the
identified data packet qualifies for forwarding to one of the
VoIP loggers 840. The decision may be carried out according
to a variety of criteria, as described in further detail herein
below.

[0134] The apparatus 800 also forwards each of the
received data packets back to the network, thus facilitating
tapping mode VoIP capturing, as explained in further detail
hereinabove.

[0135] For each of the VoIP data packets, found to qualify
for forwarding to a VoIP logger 840, the apparatus 800
selects one of the loggers 840, and forwards the identified
qualifying data packet to the VoiP logger.

[0136] Preferably, the selection of a logger among the
VoIP loggers 840 is carried out according to a user pre-
defined forwarding-policy. The forwarding-policy may
allow load balancing the array of VoiP loggers 840, live
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back-upping (and recovering), etc. Optionally, the forward-
ing-policy is based on a hash formula, as discussed in further
detail herein below.

[0137] Reference is now made to FIG. 9, which is a
flowchart illustrating a method for VoIP capturing, accord-
ing to a preferred embodiment of the present invention. In
accordance with method 9000 for voice over IP capturing in
a network, data packets transferred through a communica-
tion link in the network are receive 910, say by a data
receiver 310, as described hereinabove.

[0138] Next each received data packet is examined for
determining its qualification for forwarding to a capture
device, say by the VoIP identifier 320, as described herein-
above.

[0139] Preferably, VoIP data packets are identified among
the received data packets. The identified VoIP data packets
are examined with respect to predefined criteria, and a
decision is made with regards to each of the identified VoIP
data packets, whether the specific data packet qualifies for
forwarding to a capture device, as discussed in greater detail
herein below.

[0140] Next, data packets found to qualify for forwarding
are forwarded 930 to one or more capture device(s).

[0141] Optionally, there may be two or more capture
devices and decision is made which of the capture device(s)
each specific qualified data packet is sent to, according to a
predefined forwarding-policy. The predefined forwarding-
policy may be based on a hash formula, or any other criteria,
as described in further detail herein below.

[0142] Finally, received data packets are forwarded back
950 to the network. The forwarding of received data packets
back to the network facilitates tapping mode VoIP capturing,
as described in detail hereinabove.

[0143] Identifying 920 data packets as VoIP data packets,
and determining if the data packets qualify for forwarding to
a capture device may be carried out according to predefined
rules, the may be based on a variety of criteria, including but
not limited to:

[0144] A predefined list of IP address.

[0145] User Datagram Protocol (UDP)—a communica-
tions protocol for the Internet network

[0146] Real-time transport protocol (RTP)—the Internet
standard protocol for the transport of real-time data includ-
ing audio and video.

[0147] Media type of the data packet.
[0148] Transmission Control Protocol (TCP) port number

[0149] A predefined list of Media Access Control
(MAC) addresses.

[0150] Differentiated Services Code Point (DSCP—an
integer value encoded in one of the fields of an IP data
packet’s header) value.

[0151] VLAN tag—an FEthernet header extension that
enlarges the header from fourteen to eighteen bytes. The
VLAN tag contains the VLAN ID and priority.
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[0152] Computer Telephony Integration (CTI) data

[0153] A type of a protocol implemented in the data
packet

y other of the fields 1n the header of the data
0154] Any other of the fields in the header of the d.
packet.

[0155] Or any other information residing in the packet
According to a preferred embodiment of the present
invention, the data packets are identified as VoiP data
packets, according to general criteria.

[0156] For example, the data packets may be identified as
VoIP data packets based on compliance with a standard such
as the User Datagram Protocol (UDP) or the Real-time
transport protocol (RTP), say by the VoIP identifier 320, as
described hereinabove.

[0157] Optionally, each data packet identified as a VoiP
data packet qualifies for forwarding to a capture device, such
as a VoiP logger.

[0158] Preferably, a decision is then made, with respect to
each data packet identified as a VoIP data packet, based on
more specific criteria, if the data packet qualifies for for-
warding to a capture device.

[0159] For example, a list of IP (or MAC) addresses may
be predefined by a user, and only identified VoiP data
packets bearing one of the addresses, as a destination or as
an origin, are found to qualify for forwarding to a capture
device such as a VoIP logger.

[0160] According to a preferred embodiment of the
present invention, there are two or more capture devices
such as VoiP loggers, and one of the capture devices is
selected for receiving each specific qualified data packet, say
by the VoIP identifier 320, as described hereinabove. Pref-
erably, the selection of the receiving capture device is
carried out according to a predefined forwarding-policy.

[0161] Preferably, the selection of the capture device is
carried out according to a forwarding-policy based on a hash
formula, such that the qualified data packets are uniformly
distribution among the capture devices. As a result, there is
achieved load balancing among the capture devices.

[0162] Using the hash formula based forwarding-policy,
the load balancing is achieved with minimum configuration
effort by a user of an apparatus for VoiP capturing, as
described hereinabove.

[0163] The hash formula may a mathematical formula
which when applied on predefined fields of the data packet
produces a value identifying one of the capture devices, such
that a uniform distribution of such values is achieved for the
many data packets received and qualified for forwarding.

[0164] Preferably, each data packet may be forwarded to
two of the capture devices, thereby providing a live baking-
up scheme for all qualified data packets.

[0165] Preferably, there may be at least two possible
architectures for implementing an apparatus according to
preferred embodiments of the present invention: a High-end
architecture and a low-end architecture. Each of the archi-
tectures involves connecting the apparatus 3000 to the
network in a tapping mode, or in a mirroring mode.
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[0166] The main difference between the solutions is in the
binding point, as described herein below.

[0167] The high-end architecture is tailored for a case
where a large number of VoIP phones are to be forwarded to
the VoIP Logger. The binding point for the high-end may be
between any network components as depicted in FIGS. 5a,
5b and 5c¢ for tapping and 6a, 65 and 6c¢ for mirroring,
hereinabove.

[0168] Reference is now made to FIG. 10 which is a block
diagram illustrating a low end architecture for VoIP captur-
ing, according to a preferred embodiment of the present
invention.

[0169] The low-end architecture is tailored for a case
where a small number of VoIP phones 1010 are to be
forwarded or where the high-end architecture can not be
implemented in the network. The binding point for the
low-end is between an access switch 1020 and a VoIP phone
1010 or computer. FIGS. 7a, 76 and 7¢ may serve to
illustrate possible apparatuses and mechanisms, usable for
implanting the low end architecture.

[0170] Tt is expected that during the life of this patent
many relevant devices and systems will be developed and
the scope of the terms herein, particularly of the terms “data
packet” and “data packet”, “VoiP phone”, “access switch”,
“cable”, and “protocol” is intended to include all such new
technologies a priori.

[0171] Additional objects, advantages, and novel features
of the present invention will become apparent to one ordi-
narily skilled in the art upon examination of the following
examples, which are not intended to be limiting. Addition-
ally, each of the various embodiments and aspects of the
present invention as delineated hereinabove and as claimed
in the claims section below finds experimental support in the
following examples.

[0172] Tt is appreciated that certain features of the inven-
tion, which are, for clarity, described in the context of
separate embodiments, may also be provided in combination
in a single embodiment. Conversely, various features of the
invention, which are, for brevity, described in the context of
a single embodiment, may also be provided separately or in
any suitable sub-combination.

[0173] Although the invention has been described in con-
junction with specific embodiments thereof, it is evident that
many alternatives, modifications and variations will be
apparent to those skilled in the art. Accordingly, it is
intended to embrace all such alternatives, modifications and
variations that fall within the spirit and broad scope of the
appended claims. All publications, patents and patent appli-
cations mentioned in this specification are herein incorpo-
rated in their entirety by reference into the specification, to
the same extent as if each individual publication, patent or
patent application was specifically and individually indi-
cated to be incorporated herein by reference. In addition,
citation or identification of any reference in this application
shall not be construed as an admission that such reference is
available as prior art to the present invention.
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What is claimed is:
1. An apparatus for Voice over IP capturing in a network,
comprising:

a data receiver, tapping the network, and configured to
receive at least one data packet transmitted in the
network;

a VoIP identifier, associated with said data receiver, con-
figured to determine if said received data packet is a
VoIP data packet qualifying for forwarding to a capture
device; and

a forwarder, associated with said VoIP identifier, config-
ured to forward a copy of said qualifying VoIP data
packet to at least one capture device, and to forward the
received data packets back to the network.

2. The apparatus of claim 1, wherein said VoIP identifier
is further configured to find only a data packet used for
implementing a VoIP telephony service qualifying for for-
warding to a capture device.

3. The apparatus of claim 1, wherein said forwarder is
further configured to send said copy of said qualifying VoIP
data packet to a respective device of a plurality of capture
devices, and wherein said VoIP identifier is further config-
ured to select said respective device according to a pre-
defined forwarding-policy.

4. The apparatus of claim 3, wherein said predefined
forwarding-policy comprises a hash formula, applied on said
qualifying VoIP data packet.

5. The apparatus of claim 1, wherein said receiver is
further configured to receive said data packets directly from
a VoIP telephony device.

6. The apparatus of claim 1, wherein said data receiver
further comprises a plurality of input channels, connected to
the network, for receiving said data packets from the net-
work, the apparatus further comprising at least one relay
device, configured to connect a pair of said input channels,
thereby to prevent link disconnection in the network.

7. The apparatus of claim 1, wherein said VoIP identifier
is further configured to carry out said determining if said
data packet is a VoIP data packet qualifying for forwarding
to a capture device according to at least one predefined rule.

8. The apparatus of claim 1, wherein said VoIP identifier
is further configured to find each of said received VoIP data
packet qualifying for forwarding to a capture device.

9. The apparatus of claim 1, wherein said VoIP identifier
is configured to carry out said determining if said received
data packet is a data packet qualifying for forwarding to a
capture device according to a predefined list of Media access
Control (MAC) addresses.

10. The apparatus of claim 1, wherein said VoIP identifier
is configured to carry out said determining if said received
data packet is a data packet qualifying for forwarding to a
capture device according to a predefined list of Internet
Protocol (IP) addresses.

11. The apparatus of claim 1, wherein said VoIP identifier
is configured to carry out said determining if said received
data packet is a data packet qualifying for forwarding to a
capture device, by detecting implementation of a predefined
protocol in said data packet.

12. The apparatus of claim 1, wherein said VoIP identifier
is configured to carry out said determining if said received
data packet is a data packet qualifying for forwarding to a
capture device, utilizing Computer Telephony Integration
(CTI) data found in said data packet.
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13. A system for Voice over IP capturing in a network,
comprising:

a data receiver, tapping the network, and configured to
receive at least one data packet transmitted in the
network;

a VoIP identifier, associated with said data receiver, con-
figured to determine if said received data packet is a
VoIP data packet qualifying for forwarding to a capture
device;

a remote capture device, configured to receive a copy of
said qualifying VoIP data packet; and

a forwarder, associated with said VoIP Identifier, commu-
nicating with said remote capture device, and config-
ured to forward a copy of said qualifying VoIP data
packet to said remote capture device.

14. The system of claim 13, wherein said VoIP identifier
is further configured to find only a VoiP data packet used for
implementing a VoIP Telephony Service qualifying for for-
warding to a capture device.

15. The system of claim 13, further comprising a plurality
of remote capture devices, each device of said capture
devices remotely communicating with said forwarder,
wherein said forwarder is further configured to send each
copy of said qualifying VoIP data packets to a respective
device of said capture devices, and said VoIP identifier is
further configured to select said respective device according
to a predefined forwarding-policy.

16. The system of claim 15, wherein said predefined
forwarding-policy comprises a hash formula, applied on said
qualifying VoIP data packet.

17. A method for Voice over IP capturing in a network,
comprising:

receiving at least one data packet transmitted in the
network, by tapping the network;

determining if said received data packet is a VoIP data
packet qualifying for forwarding to a capture device;

forwarding a copy of each of said qualifying VoIP data
packets to at least one capture device; and

forwarding said received data packets back to the net-

work.

18. The method of claim 17, wherein only a data packet
used for implementing a VoIP Telephony Service is found to
qualify for forwarding to a capture device.

19. The method of claim 17, further comprising sending
said copy of said qualifying VoIP data packet to a respective
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device of a plurality of capture devices, and selecting said
respective device according to a predefined forwarding-
policy.

20. The method of claim 19, wherein said predefined
forwarding-policy comprises a hash formula, applied on said
qualifying VoIP data packet.

21. The method of claim 17, further comprising receiving
said data packets directly from a VoIP telephony device.

22. The method of claim 17, wherein said determining if
said received data packet qualifies for forwarding to a
capture device is carried out according to at least one
predefined rule.

23. The method of claim 17, further comprising finding
each VoiP data packet qualifying for forwarding to a capture
device.

24. The method of claim 17, wherein said determining if
said received data packet is a data packet qualifying for
forwarding to a capture device is carried out according to a
predefined list of Median access Control (MAC) addresses.

25. The method of claim 17, wherein said determining if
said received data packet is a data packet qualifying for
forwarding to a capture device is carried out according to a
predefined list of Internet Protocol (IP) addresses.

26. The method of claim 17, wherein said determining if
said received data packet is a data packet qualifying for
forwarding to a capture device is carried out by detecting
implementation of a predefined protocol in said data packet.

27. The method of claim 17, wherein said determining if
said received data packet is a data packet qualifying for
forwarding to a capture device is carried out, utilizing
Computer Telephony Integration (CTI) data found in said
data packet.

28. A system for Voice over IP capturing in a network,
comprising:

a centrally located capture device, configured to receive
data packets from remote forwarders; and

a plurality of remote forwarders, said remote forwarders
being deployed at respective local network locations,
each of said remote forwarder tapping the network and
configured to receive at least one data session from said
local network and to forward said data session to said
centrally located capture device.

29. The system of claim 28, wherein said remote forward-

ers are deployed at a common respective local network.

30. The system of claim 28, wherein said remote forward-

ers are deployed at least at two respective local networks.
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