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(57) Abstract: Examples associated with firmware encryption are described.
One example device firmware includes a base module. The base module con-
trols a base function of the device. The device firmware also includes a first
encrypted module that modifies a first function of the device. The first en-
crypted module is inactive until decrypted. A decryption module decrypts the
first module using a first encryption key and controls activation of the first
encrypted module.
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FIRMWARE MODULE ENCRYPTION

CROSS REFERENGE TO RELATED APPLICATIONS

[0001] The subject matier of this application is related to that of copending
patent application Ber. No. ___filed concurrently herewith by M. Neison et al. for
PRINTER FIRMWARE ENCRYPTION {Atty. Docket No. 84480072} and assigned fo
a common assignee. The disclosure of application Ser. No. ______is incorporated
herein by reference.

[0002] The matler of this application is related to that of copending patent
application Ser. No. __ filed concurrently herewith by M. Nelson et al. for
PRINTER AUTHENTICATION {Atty. Docket No. 84460078} and assigned io a
common assignee. The disclosure of application Ser. No. I8 incorporated
herein by reference.

BACKGRQUND

[0003] A device firmware is a set of instructions embedded in the device that
facilitate controfling, monitoring, and so forth, the device andfor or components of the
device.  In various examples, the device firmware may be held in a non-volatile
memory and may rarely, if ever, be changed during the life cycle of the device
{depending on the type of device}. In some devices, the firmware may be the primary
enabler of device functionality. In other devices, the firmware may act as an interface
between device hardware and applications installed on the device. Devices that
include various types of firmware may include, for example, personal compulers,
printers, other peripherals, appliances, remote controls, digital watches, cellular

phones, digital cameras, and so forth.
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[0004] The present application may be more fully appreciated in connection
with the following detailed description {aken in conjunction with the accompanying

drawings.

[0008] FiG. 1 Hlustrates an example device firmware associated with firmware

encryption.

[0006] FIG. 2 illustrates an example device associated with firmware
ancryplion,

{00077 FIG. 3 Hlusirates another example device associated with firmware
ancrypiion.

{0008] FIG. 4 ilustrates a flowchart of example operations associated with
firmware encryption.

[0009] FIG. 5 illustrates another flowchart of example operations associated

with firmware encryption.

[0010] FIG. 6 illustrates another flowchart of example operations associaled
with firmware encryption.

[0011] FIG. 7 iflustrates an example computing device in which example

systems, and methods, and equivalents, may operate.

DETAILED DESCRIPTION

[0012] Devices, methods, and equivalents associated with frmware
encryplion are described. As discussed above, device firmware facililates control,
maonitoring, and so forth of device functionality. In some cases, it may be desirable to
activate, release, or otherwise modily a device functionality after a certain eventin a
life cycle of a device. By way of illustration, consider a device feature that {s not ready
1o be activated at a release date of the device, but uses specialized firmware. Because
updating firmware of the device may be difficult {e.g., if firmware is embedded in read
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only memory), it may be desirable 16 embed the specialized firmware in the device in
a manner that allows later activation of the frmware.  In other examplas, device
security may depend in part on security of the device firmware, and changing the
device firmware periodically may make it more difficulty to attack the device. instead
of updating the firmware, § may be possible 1o embed updated security measures in
the firmware that can be activated periodically over time. {n some situations, it may
be desirable to encrypt these modules 1o keep thelr behavior undiscoverable and/for
unknown prior to their decryption. Additionally, encrypting modules may ailso facilitale
reducing the number of persons with the ability fo access the modules prior to the
production and/or release of the devices inte which the modules are embedded.

[0013] Consequently, device firmware may include firmware that controls base
device functionality, as well as a series of encrypted firmware modules that otherwise
update, modify, enhance, disable, replace, add o, and so forth, the base device
functionality. The different encrypled firmware modules may be encrypted using
different encryption keys. When a decryption module, also embedded in the device
firmwars, receives encryplion keys, respective encrypled firmware modules may be
decrypted and activated. This may allow updating device funclionality, activating
device functionalily, updating device security, and so forth.

[0014] Figure 1 illusirates an example device firmware 100 associated with
firmware encryption. i should be appreciated that the items depicled in figure 1 are
Hustrative examples, and many different systems, devices, and so forth, may operate

in accordance with various examples.

f0015] Figure 1 llustrates an example device firmware 100 associated with
firmware encryption. Device firmware 100 includes a base module 110. Base
firnware modula 110 may control a varietly of device funclions 180 associated with a
device into which device Brmware 100 is embedded. By way of Hlustration the device
into which device firmware 100 is embedded may be, for example, a computer, a
printer, an appliance, manufacluring equipment, a mobile device, and so forth.
Consequently, device functions 180 may vary depending on what type of device inlo
which device firmware 100 is embedded. By way of Hustration, a printer may have

device functions 180 that relate fo printing, scanning, copying, dialing fax numbers,
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smailing, performing device mainlenance, connecting o other devices,
communicating information to and recelving information from users, and so forth.
These device funclions 180 may be implemented in software, hardware, firmware, and
so forth, as well as combinations thereof. For example, a printing function may use
software instructions o convert a file into a printable format. The printable format may
be interpreted and an interface in firmware may be used to controf the printer hardware
to physically cause a hard copy of the file 1o be generated by transferring print material

{e.g., ink) from a print container to a print media {(e.g., paper).

[0018] Thus, base module 110 may be firmware thatl controls operations of a
device into which device fimmware 100 s inserted.  In some examples, for less
sophisticated devices, the firmware may be all that is used {o control operation of a
device into which device firmware 100 is inserted. By way of lllustration, a remote
control may primarily operate based on firmware that causes specific signals to be
fransmitted by the remote upon certain presses of bulions on the remote. A device
receiving the signals may do more work, possibly involving firmware, hardware,
software, and so forth, to accomplish a task based on the signal received from the
remote.

[6017] In other examples, base modides 110 may operate as an interface
between applications and device functions 180. In examples where device firmware
100 is embedded in a more sophisticated device such as a personal computer or
mobile device, many of the applications interfacing with base module 110 may be
executing on the device In which device firmware 100 resides. In other examples,
base module 110 may interface with applications external to the device in which device
firmware 100 is embedded. Other examples of roles performed by base module 110
in controlling device functions 180 may also be possible.

[0018] Device firmware 100 also contains a set of encrypled modules
including a first encrypted module 120 and a second encrypled module 130. Though
wo encrypted modules are ilustrated, device firmware 100 may include numerous
encrypted modules that perform a variely of funclions when activated. The encrypted
maodules may be embedded into device firmware 100 atf the same time as base module
110 with the intent that the encrypted modules be activated independent from base
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module 110, In various examples described herein, the encrypled modules may be
configured such that they do not operate without being decrypted independently. By
way of illustration, some devices employ firmware encryption technigues to hinder
malicious attacks against the device. In examples described herein, the encrypled
maodules may operate differently than these firmware encryption techniques because
they are decrypted separately than the remainder of the firmware {&.g., base module
110} This allows the decrypted modules fo, for example, reside inactive in firmware
until activated by being decrypted. This may, for example, fadilitate device securily,

atiow ltate delivery of functionality to the device, and so forth.

[0019] Consequently, device firmware 100 may contain a decryption module
140 for the purpose of decrypling the encrypled modules. Decryplion module 140,
upon obiaining a decryption key from a key provider 189, may decrypt an encrypted
module to which the decryption key corresponds. Upon decryption of this encrypted
module, the encrypted module may activate. Key provider 199 may be, for example,
built info a device info which device firmware 100 is embedded. in this example, key
provider 198 may be a secure application specific infegrated cireuit.  in other
exampies, key provider 189 may be external to the device into which device firmware
100 is embedded. When this device is nelwork connected, key provider 198 may be
a manufacturer or other type of service provider for the device. Gther key providers
may include, for example, users, other devices similar 1o andior connected to the
device in which device firmware 100 is embedded, trusted third parties, and so forth.
Whether key provider 198 s internal or extemal to the device may depend on, for
example, security concemns, a likelthood device firmware 100 will have access to a
network connection, how critical the encrypted modules will be 1o devics functionality,
and so forth. By way of illustration, for certain products, it may be undesirable fo
mandate that the product be pericdically connected to a network. In these examples,
the key provider may reside within products. For other devices, where device security
is important, it may be possible {o remately provide decryplion keys for encrypted
modules via a network,

[0020] In some examples, decrypted modules may modify existing device
funclions 180, in this example first encrypled module 120 is indicated as being
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affecting an existing device function 180. In varicus examples, first encrypisd module
120 may modify, upgrade, replace, deactivate, and so forth an existing device function
180 when first encrypted module 120 is decrypted and activated. By way of illustration,
a printer may use a variely of print consumables. Some of the print consumables may
be containers of print materal (e.g., ink, toner, a 30 print malerial). To hinder
consumption of counterfeit print containers by the printer, the printer may authenticate
print containers. Thus, encrypied modules may be embedded in the firmware of the
printer that use a variety of authentication lechniques over time. This may cause the
printer to obtain changing credentials from print containers over time, making it more
difficult to manufacture countsrfeit print containers that keep up with the changing
credentials. Embedding the encrypled modules in the firmware of the printer may
atlow the printer to automatically adjust authentication technigues over time, without
requiring a firmware updale to be received over a netwark connection or installed by
a user. Thal the encrypled modules are not received or installed after product
distribution may be additionally valuable because their activation can be made non-
optional. While a user could opt not to install a firmware update, firmware modules
that are capable of being automatically decrypted upon receiving a decryption key may
facilitate managing future behavior of g product fo that controls behavior of the device
without user inferaction. This may include for example, disabling features no longer

under contract, enhancing securily, and so farth.

{0021} In other examples, decrypted modules may add additional functionality
185 to a device into which device firmware 100 is embedded. By way of #lustration, a
fithess wearable may be designed with a GPS functionality that is not quite ready at
the release of the wearable. In this example, the firmware may be ready, but the
applications that use the firmware may be finished after users have begun using the
wearable. Consequently, firmware associated with the GRS functionality may be
disabled by encrypling the firmware uniif an appropriate decryption key is received by
the wearable. This may allow the GPS functionality fo be added without updating the
firmware alter release of the wearable. Using an encrypted module instead of merely
disabling the feature may allow the code to remain undiscoverable, thereby hindering

undesired activation by an enterprising user. This may allow the device manufacturer
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to control when the additional functionalily is activated and ensure they have an initial

opporiunity to provide the funclionality to the customer.

[0022] In various examples, decryption keys may be provided by key provider
198 to decryption module 140 on a set schedule. The schedule may be defined prior
o release of the device into which device firmware 100 is embedded. In some
exampies, the set schedule may be based on specific dates, passage of time following
activation of the device info which device firmware 100 is embedded, and so forth. iIn
other examples, the sel schedule may be based on usage of the device info which
device firmware 100 is embedded, consumption of componsents or supplies by the
device, and so forth, Releasing a8 key based on a usage or consumption based
scenario may facilifale, for example, mainlaining a device inlo which devics firmware
100 is embedded, rewarding a user of the device, and so forth. In various sxamples,
the criteria andfor schedule for releasing decryplion keys may be protected from
discovery or alteration using embedded security hardware, encryption andfor signing

technologies, and so forth,

[0023] In other examples, the decryplion keys may be provided without a set
schedule. For example, key provider 198 may provide a decryption key to decryption
module 140 o decrypt second encrypted module to modify a device function 180 or
activate additional functionality 185 after key provider 199 receives a payment from a
user. In a similar example, a user may act as key provider 199 themselves after
obtaining a key. Examples where keys are provided without a known schedule may
be appropriate to encourage behavior from a user, allow trigl functionality of device
features, release functionality to a user on a subscription basis, and so forth.

[0024] In addition o features discussed above, firmware encryption may
facititate enhanced organizational control over information refated to development of
devices. During the process of manufacturing devices, many individuals may have
access {o device firmware including developers, manufacturers, device tesiers, and
so forth. Each additional person with access {o device firmware may poese an
additional risk of leaking important information 1o competitors, counterfeiters, and/or
other individuals with malicious intent {e.g., hackers)., By way of illustralion, printer

manufacturers often begin seeing counterfelt supplies appear on the market within
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weeks of a product release, a feal that may only be achievable with aid of lesked
information. Encrypling firmware may allow an organization {o restiict knowledge
regarding device behaviors to a limited number of individuals, thereby reducing a risk
of leaking valuable corporate information. To ilusirale, device behavior could be
changed on launch day of a product by triggering decryption of an encrypied firmware
module, thereby reducing the value cerfain information obtained prior fo the launch
day.

[0025] To further achieve the goal of reducing access lo firmware andfor
device functionality prior fo ifs activation, various components of device firmware 100
and/or the device into which device firmware 100 is embedded may be generated and
or installed inlo the device using secure manufacturing processes. These
manufacturing processes may, for example, programmatically manipulate firmware
modules so that modules in separate devices are made up of differing instructions that
cause similar results. In other examples, release schedules, authentication matenals,
and so forth may be manipulated and or otherwise securely smbedded into the device
viag its components {8.9., a secure ASIC that releases encryplion keys), companents
of device firmware 100, and so forth.

[0026] I is appreciated that, in the following description, numsrous spegific
details are set forth to provide a thorough understanding of the examples. Howaever,
it is appreciated that the examples may be pracliced without limitation {o these specific
details. In other instances, methods and structures may not be described in detaill to
avoid unnecessarily obscuring the description of the examples. Also, the examples
may be used in combination with each other.

{00271 "Module”, as used herein, includes but is not limited fo instructions
stored on a computerreadable mediun or in execution o a machine that perform a
function{s} or an action(s), and/or {0 cause a function or action from another module,
method, andfor system. Where mulliple logical modudes are described, it may be
passible to incorporate the multiple logical modules into one logical module. Similarly,
where a single logical module is described, it may be possible to distribute that single
logical module between multiple logical modules.
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[0028] Figure 2 Hlustrates an example device 200 associated with firmware
encryption. Device 200 includes a device firmware 210. Device firmware 210 includes
a base module 220. Base module 220 may control a base function of device 200. The
base function of device 200 may be one of numercus functions 250 of device 200.
The base funclion, as well as other funclions of device 200 may be performed by
hardware, software, lrmware, other companents, and/or a combination of componeants
of device 200. Activities associated with device functions 250 may depend in part on
what functions device 200 is designed to perform. By way of illustration, if device 200
is a printer, device functions may relate to, for example, printing, scanning, copying,
cleaning print heads, other maintenance tasks, managing components of the printer,
managing supplies andior containers of supplies consumed by the printer,
communicating with exiernal devices {e.g., personal computers), and so farth, A
fitness wearable may have firmware associated with, for example, communicating with
nearby devices, motion tracking, displaving data to a user, heartrate monitoring, and
so forth. Firmware associated with a remole control may simply control what signal is

fransmitied {e.g., via an infrared medium) when cerlain butlons are pressed.

[0029] Device firmware 210 also includes a first encrypted module 230. The
first encrypted module may be inactive until decrypted. This may, for example, hinder
undesired analysis of the first encrypted module prior 1o its activation, prevent early
use of a functionalily associated with the first encrypled module, and so forth. The
first encrypted module may modify a first function of device 200. As with the base
function controlled by base module 220, the first function may be one of numerous
device functions 250 performed by device 200. Modifying the first function may
include, for example, activating the first funclion, replacing executable instructions
associated with the first function, changing a way the first function is performed,
changing a component of device 200 performing the first function, deactivating the first
function, and so forth. When activating a device function 250, first encrypted module
230 may provide executable instructions o device 200 that cause device 200 o
perform the first function. In various examples, decryption of first encrypted module

220 and modifications to the first function, including activation of the first function, may
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occur during operation of device 200, Thus, a reset or power cycle of device 200 may

be unnecessary (o decrypt and execute first encrypled module 230,

[0030] in some examples, the base function and the first function may be the
same function. Conseguently, the first encrypted module may modify the base
function. In some examples, once decrypted, first encrypted module 230 may prevent
further operation of base module 220, thereby causing first encryplaed module 230 fo
replace base modude 220 during operation of device 200.

{0031] Device firmware 210 also includes a decryption module 240. First
decryption module 240 may decrypt first encrypted module 230 using a first encryption
key. The encryption key may be received from, for example, another component of
device 200, an external device via a network connection, an external device over a
direct connection, g user input {o device 200, and so forth. In some examples, the
encryption key may be oblained from mulliple sources and assembled by decryplion
modute 240.

{0032] Figure 3 illustrates a device 300 associsted with firmware encryption.
Device 300 includes several items simifar 1o those descaribed above with reference to
device 200 (figure 2). For example, device 300 includes a device firmware 310
containing a base module 320, a first encrypled module 330, and a decryption module
340, The base module and the first encrypted module 330 may affect operation of a

set of device functions 350.

[G033] Device firmware 310 also includes a second encrypted module 335,
Second encrypted module 335 may modify a second function of device 300. In some
examples, the second function of device 300 may be one of the numerous device
functions 350 performed by device 300, and may be the same function as a base
funclion controlled by base module 320 andfor a first funclion affected by first
encrypted module 330, Second encrypted module 335 may be inactive until decrypted
by decryption moduie 340. Decryption module 340 may use a second encryplion key

to decrypt second encrypted module 335.

A0~
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[0034] Device 300 also includes an application specific integrated cirouit
{ASIC) 360. ASIC 360 may securely store encryption keys including a first encryption
key used fo decrypt first encrypted module 330 and the second encryption key. The
encryption keys stored in ASIC 360 may be pernodically provided by ASIC 360 fo
decryption module 340 causing decryption module 340 {o decrypt corresponding
encryption modules of device firmware 310

[0035] Though two encrypted modules are illustrated, device 300 may include
numerous encrypted modules. Each encrypted module may have a corresponding
decryption key that causes decryption module 340 o decrypt and activate respective
encrypted modules. These encrypled modules may be installed in device 300 to
reduce scenarios requiring updating firmware of device 300, but still allowing updates
to the device firmware. Further, as the updates are encrypted, it may be difficult for a
person attempting to maliciously affect device 300 to identify countermeasures built
into encrypted modules before the encrypted modules are activated.

{0036] Figure 4 illustrates an example method 400 associated with frmware
encryption. Method 400 may be embodied on a non-fransitory processor-readable
medium storing processor-executable instructions., The instructions, when executed
by a processor, may cause the processor to perform method 400.

[0037] Method 400 includes recsiving a first decrypltion key at 410. The
decryplion key may be received in the firmware of a device. The decryption key may
be associated with a first encrypted module. The first encrypted module may be
embedded in the firmware of the device. The first encrypled module may modify a
function of the device. Modifying a function of a device may include, for example,
activating the function, disabling the function, changing how the function operates, and
so forth.

[0038] Method 400 also includes decrypting the first encrypied module at 420.
The first encrypled module may be decrypled using the first decryption key. Method
400 also includes controlling execution of the first encrypted module at 430. Execution
of the first encrypted module may occur after completing decryption of the first
encrypted module. Consequently, method 400 may illusirate how a device may

13-
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activate an encrypled module embedded within the device. This may allow the device
to, for example, securely update iself without an external source providing an updated

firmware image.

[0039] Figure § Hlustrates a method 500 associated with firmware decryption.
Method 500 includes several actions similar to those described above with reference
o method 400 (figure 4). For example, method 500 includes receiving a first
decryption key at 510, decrypling a first encrypted module at 520, and controlling
exgcution of the first encrypted module at 530.

{0040] Method 500 also includes receiving a second decryption key at 540.
The second decryption key may be associated with a second encrypted module. The
second encrypted module may be embedded in the firmware of the device.

[0041] Method 500 also includes decrypling the second encrypted module
using the second encryption key at 550. The second encrypted module may be
decrypted using the second decryption key. Method 500 also includes controlling
execution of the second encrypled module at 560. The second encrypted module may

be executed upon completing decryption of the second encrypted module.

[0042] Figure 6 itlustrates a method 600 associated with firmware encryplion.
Method 600 includes embedding a series of encrypted modules in the firmware of a
device at 610, The series of encrypted modules may be scheduled fo be decrypled
on a set schedule. The set schedule may be, for example, a temporal schedule, a
usage based schedule, a maintenance schedule, and so forth, A temporal schedule
may be based on, for example, specific dates and times, passage of time after an
initial activation of the device, and so forth. A usage based schedule may be based
o, for example, how oftan the device is used, how much the device consumes a
resource {8.g., a printer’s consumption of ink}, and so forth. A maintenance schedule
may be based on, for example, when cetain maintenance svents have ocourred,
whern certain maintenance events are expected to occur based on, device usage, and
so forth. By way of ilustration, a device may have certain wear and tear over time,
and updating the device firmware {o mitigate the wear and {ear at specific points in

time based on usage of the device may be desirable.

-t 2a
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[0043] Method 600 also includes embedding a decryption module in the
firmware of the device at 620, The decryption module may receive decryption kKeys
associated with encrypted modules. The decryption module may use the decryption
keys to decrypt corresponding encrypled modules. The decryption module may also
control exeoution of the decrypted modules. In some examples, upon decryption of a
member of the series of encrypted modules, a previous member of the seres of
encrypted modules may be deactivated. In other examples, decrypted modules may

remain functional over the remaining life cycle of the device.

[0044] Method 800 also includes controlling delivery of the decryption keys io
the decryption module at 630, In some examples, controtling delivery of the decryption
keys may be achieved by embedding a secure delivery vector into the device.
Consequently, the secure delivery vector may provide the decryption keys to the
decrypiion module in association with the set schedule. In other examples, defivery
of the decryption keys may occur by providing the keys to the device over a network,
providing the Keys fo a user who inputs the keys into the device, and so forth.

{0045] In various examples, componenis embedded into the device during
their respective actions may be embedded during manufacturing of the device using a
secure process. The secure process may facilitate updating and/or modifying the
components between their design and when the components are embedded info the
device in @ manner that facilitates reducing access {o specific release details of the
components. By way of llustration, during design, a placeholder release date may be
used that is modified prior o manufacturing of the device by an administrator based
on a confidential planned release schedule for the feature. In other examples,
embedding components inlo the device using a sscure process may facilitate

modifying authentication materials, and so forth.

[0046] Figure 7 illustrates an example device in which example systems and
mathods, and equivalents, may operate. The example device may be a device 700
that includes a processor 710 and a memory 720 connected by a bus 730. Device
700 includes a firmware encryplion module 740, Firmware encryplion module 740
may perform, alone or in combination, various functions described above with
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refergnce 1o the example devices, methads, and so forth.  In different examples,
firmware encryplion module 740 may be implemented as a non-transitory computer-

readable medium storing processor-execulable instructions.

[0047] The instructions may also be presented to device 700 as data 750
andior process 760 that are temporarnily stored in memory 720 and then execuled by
processor 710. The processor 710 may be a variety of processors including dual
microprocessor and other muiti-processor architectures. Memory 720 may include
non-volatile memory (e.g., read only memory} and/or volatile memory {e.g., random
access memory). Memory 720 may also be, for example, a magnetic disk drive, a
solid state disk drive, a foppy disk drive, a tape drive, a flash memory card, an optical
disk, and so0 on. Thus, memory 720 may store process 760 and/or data 750. Device
700 may also be associated with other devices including other computers, devices,

peripherals, and so forth in numerous configurations {not shown).

[0048] is appreciaied that the previous description of the disclosed examples
is provided to enable any person skilled in the art to make or use the present
disclosure. Various modifications fo these examples will be readily apparent to those
skifled in the arl, and the generic principles defined herein may be applied to other
exampies without departing from the spirit or scope of the disclosure. Thus, the
present disclosure is not intended {o be limited to the examples shown herein butis to
be accorded the widest scope consistent with the principles and novel features
disclosed herein.
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WHAT 1S CLAIMEDR 15;

1. A device firmware, comprising:

a base module fo control a base function of the device;

a first encrypted module to modify a first function of the device, where the first
encrypted module is inactive until decrypled,; and

a decryption module to decrypt the first encrypted module using a first
encrypion key and to control activation of the first encrypted module.

2. The device firmware of claim 1, comprising a second encrypted module
to modify a second funclion of the device, where the second encrypled modute is
inactive untit decrypted, and where the decryption module decrypts the second

encrypted module using a second encryption key.

3. The device firmware of claim 1, where the base function and the first
funclion are the same funclion.

4, The device firmware of claim 1, where the first encryption key is
received from one of an application specific integrated circuit built into the device,
another component of the device, an extemal device over a network connection, an
enternal device over a direct connection, and a user input.

3. The device firmware of claim 1, where the decryption module
assembles the encryption key from pieces of the encryption key obtained from
mutliple sources.

6. The device firmware of claim 1, wheare the first snorypted module

replaces the base module duning operation of the device.

7. The device firmware of claim 1, where the first encrypled module
affects how the device interacts with a consumable supply container.
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8. The device firmware of claim 1, where madifying the first function of the
device includes activaling the first funclion of the device, and where activating the
first function of the device includes providing executable instructions {o the device

that cause the device to perform the first function.

g, The device firmware of olaim 8, where the first function of the device is
activated during operation of the device.

10. A method, comprising:

receiving, in the firmware of a device, a first decryption key associated with a
first encrypted module embedded in the firmware of the device;

decrypting the first encrypted module using the first decryption key; and

controlling execution of the first encrypted module upon completing decryption
of the first encrypted module.

11.  The method of claim 10, comprising:

receiving a second decryplion key associated with a second encrypled
module embedded in the firmware of the device;

decrypting the second encrypted module using the second decryption key;
and

controlling execution of the second encrypted module upon completing
decryption of the second encrypled module.

12. A mesthod, comprising:

embedding, in the firmware of a device, a series of encrypted modules to be
decrypied on a set schedule;

embedding, in the firmware of the device, a decryption module o receive
decryption keys associated with the encrypted modules, to decrypt encrypted
maodules using respective decryption keys, and to control execution of the encrypted
modules; and

-16-
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coniralling delivery of the decryption keys 1o the decryption module.

13. The method of claim 11, where, upon decryption of a member of the
series of encrypted modules, 8 previous member of the series of encrypted modules

is deatctivated.

14.  The method of claim 11, where controlling delivery of the encryplion
keys to the decryption module includes embedding a secure delivery vector into the
device, where the secure delivery vectior provides the decryption keys to the
decryption module in association with the set schedule.

15, The method of claim 14, where at least ong of a member of the series
of encrypted modules, the decryplion module, and the secure delivery vector are

embedded during manufacturing of the device using a secure process.
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