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[57] ABSTRACT _
An alarm transmission system for transmitting alarm

information provided by a plurality of alarm sources
to a central monitor over a common transmission line
includes zone monitoring circuits having a code gener-
ator for generating a line monitoring code comprised
of a continuous sequence of bits, for transmission over
the transmission line to the central monitor, alarm
storage circuits which provide separate storage loca-
tions for storing alarm outputs provided by each alarm
source, and alarm readout circuits operable in re-
sponse to an alarm output provided by an alarm
source to complement the next bit of the line monitor-
ing code generated to indicate that an alarm has been
provided and to thereafter selectively complement
successive bits of the line monitoring code generated
to represent the source of the alarm. Alarm line moni-
toring circuits at the central monitor include 2 code
comparator which compares each bit of the line moni-
toring code with bits of a reference code comprised of
a sequence of code bits in which each bit is-normally
identical with a corresponding bit of the line monitor-
ing code at any given time. Whenever a bit of the line
monitoring code differs with the corresponding bit of
the reference code, an alarm indication is provided at
the central monitor, and alarm source identification
circuits are enabled to scan subsequent bits of the line
monitoring code to determine the source of the alarm.

15 Claims, 6 Drawing Figures
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MULTIPLEXED ALARM TRANSMISSION SYSTEM
HAVING ALARM STORAGE CIRCUITS

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates to remote alarm monitoring
systems, and, more particularly to a multiplexed alarm
transmission system wherein alarm information from a
plurality of alarm sensors is transmitted to a central
monitor over a single transmission line.

2. Description of the Prior Art )

In security systems, it is frequently necessary to inter-
connect a multiplicity of sensors to one central moni-
tor. Typically, the sensors are separated by relatively
short distances as, for example, when employed for de-
tecting unauthorized entry of classrooms in a school,
while the central monitor could be a relatively large
distance away from any of the sensors as, for example,
when located in the school administration building.

When the distance over which alarm information
must be transmitted is great, the transmission lines
which carry such alarm data must be protected as, for
example, through the use of a line monitoring code. To
minimize alarm data transmission costs and to enhance
the security of the alarm transmission system when
alarm data must be transmitted over long distances, it
is desirable to employ a single transmission line con-
nected between the central monitor and a monitoring
location near the alarm sensors. Therefore, there exists
a need for a multiplexed alarm data transmission sys-
tem which permits multiple sensors to be connected to
a central monitor over a single secured transmission
line while transmission line complexity and costs of as-
sociated multiplexing circuits are minimized.

In general, there are two types of multiplexing ar-
rangements, namely frequency division multiplexing
and time division multiplexing, which can be used to
transmit data from a plurality of sources to a central lo-
cation.

Frequency division multiplexing systems require a
plurality of tone generators including an. individual
tone generator for each data source. The information
from different sources is coded by tones of different
frequencies, and coded tones representing the data
from all of the sources is transmitted over the transmis-
sion line simultaneously. Filter circuits are required at
the central monitor to separate the coded tones and a
plurality of tone detectors are needed to detect the
tones transmitted from each source.

In time division multiplexing systems, information
from a plurality of data sources is transmitted over the
line on a shared time basis. Accordingly, only one tone
generator and tone detector are required, and thus, the
cost of the data transmission circuits is less than those
required in systems employing frequency division mul-
tiplexing. However, the use of time division multiplex-
ing has not found much acceptance in the security area.
There is a prevailing feeling that a necessary condition
for maximum security requires continuous monitoring
of all protected areas. Thus, any time division multi-
plexing system which inherently results in a brief inter-
ruption between a sensor and the central monitor to
provide a time interval for interleaving of the signals
from a plurality of sensors has not been well accepted.
Part of this disfavor results from the fear that a momen-
tary alarm indication provided by a given sensor may

2

occur between the two instants at which the output of
such sensor is sampled and that such alarm indication
may not be detected.

SUMMARY OF THE INVENTION

The present invention provides a secure line alarm

" transmission system which employs a time division mul-
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tiplexing arrangement for transmitting alarm informa-
tion provided by a plurality of alarm sensors to a cen-
tral monitor over a single communication line and
which includes alarm storage means for storing alarm
indications provided by the alarm sensors. Accord-
ingly, alarm indications will not be missed even though
a time division multiplexing arrangement is used for
monitoring the status of a plurality of alarm sensors.

In accordance with one embodiment of the inven-
tion, the multiplexed alarm transmission system in-
cludes zone monitoring means for monitoring the status
of a plurality of alarm sensors, each located in a differ-
ent area to be protected, and for effecting the transmis-
sion of alarm information provided by the sensors to a
central monitor over a transmission line. The zone
monitoring means includes alarm storage means which
provides separate locations for storing alarm outputs
provided by each sensor and readout means responsive
to alarm outputs provided by one or more of the sen-
sors to effect readout of the alarm storage means to en-
able transmission of alarm information to the central
monitor.

The zone monitoring means further includes code
generator means for generating a line monitoring code
comprised of a known sequence of code bits for trans-
mission via the transmission line to the central monitor
to normally indicate that the transmission line is secure.

Whenever an alarm indication is provided by one or
more of the sensors, the readout means is operable to
provide an alarm code comprising an alarm bit which
indicates the detection of an unauthorized entry of one
of the protected areas and a plurality of indentification
bits which represent the status of all of the alarm sen-
sors, a separate identification bit being provided for
each sensor. The bits of the alarm code sequence which
represent the condition of a sensor (or sensors) provid-
ing an alarm are different from corresponding bits of
the monitor code which would normally be provided by
the code generator means whereas the bits of the alarm
code sequence which represent the conditions of sen-
sors in secure areas are the same as corresponding bits
of the monitoring code.

The central monitor includes reference code genera-
tor means which generates a sequence of code bits
which is identical to the bit sequence normally pro-
vided by the code generator means associated with the
zone monitoring means. The central monitor also in-
cludes comparator means which accepts the coded bits
transmitted to the central monitor over the transmis-
sion line from each alarm source and compares such
bits with the reference code bits generated by the refer-
ence code generator means. Under normal conditions
(i.e., when the transmission line and all protected areas
are secure), the sequence of bits received from the
zone monitoring means will be identical with the se-
quence of bits provided by the reference code genera-
tor means.

However, whenever an alarm indication is provided
by one or more of the alarm sources, the alarm code-
transmitted from the zone monitoring means will indi-
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cate the alarm condition and the identification of the
source of the alarm. Accordingly, whenever a bit of the
code sequence transmitted from the zone monitoring
means fails to compare with the corresponding bit of
the reference code sequence, an alarm indication is
provided at the central monitor. Thereafter, identifi-
cation bit decoding means of the central monitor is en-
abled to be responsive to the bits of the received code
sequence which represent the conditions of the alarm
sensors to determine the source of the alarm.

Thus, the alarm transmission system of the present
invention provides an alarm indication at the central
monitor whenever an alarm is provided by one or more
of the sensors. Thereafter, the origin of the alarm is de-
termined through readout of the alarm storage means
to effect the generation of an identification word com-
prised of a plurality of bits, each bit of which represents
the status of a different alarm sensor.

Both the alarm bit and the bit representing the condi-
tion of the sensor indicating an alarm may effect regis-
tration of an alarm indication at the central monitor.
Thus, if for some reason one of the bits was not de-
tected at the central monitor, the other bit could initi-
ate the indication of the alarm condition at the central
monitor.

In a described embodiment of the invention, the code
generator means and the reference code generator
means each are operable to provide code bits in a
known yet pseudo-random sequence. Since the random
line monitoring code thus provided cannot easily be an-
ticipated, the system provides protection from tamper-
ing with the communication line. Severing of the line
or the injection of signals onto the line will cause the
system to indicate an alarm.

Moreover, in accordance with a feature of the inven-
tion, alarm information is transmitted to the central
monitor by selectively modifying bits of the random
line monitoring code. For example, whenever an alarm
indication is provided by one of the sensors, the read-
out means is effective to complement the next sequen-
tial bit of the line monitoring code generated after the
alarm indication is provided. Thereafter, the readout
means provides a sequential scan of the conditions of
all of the alarm sensors.

If the condition of a sensor scanned indicates the as-
sociated protected area is secure, the random bit gener-
ated by the code generator means will be passed unal-
tered to the transmission line. If, on the other hand, the
scanned sensor is indicating an alarm condition, the
random bit generated will be complemented as the bit
is passed to the line. Thus, in response to an alarm, the
first bit of the line monitoring code will be comple-
mented indicating an alarm condition in one or more
of the protected areas and thereafter as the alarm sen-
sors are sequentially scanned, successive bits of the line
monitoring code will each be complemented or passed
unaltered to the transmission line in accordance with
the conditions of the sensors.

Other advantages and features of the invention will
become apparent from the following detailed descrip-
tion of the invention which makes reference to the ac-
companying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a multiplexed alarm
transmission line security system provided by the pres-
ent invention;
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FIGS. 2-4 when assembled as shown in FIG. 6 show
a schematic representation of the alarm storage and
readout circuits of the system shown in FIG. 1;

FIG. 5 is a schematic representation of the alarm line
monitoring circuits of the system shown in FIG. 1; and

FIG. 6 shows how FIGS. 2-3 are to be assembled.

DESCRIPTION OF A PREFERRED EMBODIMENT

General Description

Referring to the block diagram of an exemplary illus-
tration of the alarm transmission system shown in FIG.
1, the system comprises zone monitoring circuits 20 for
effecting the transmission via a transmission line 50 of
alarm information provided by a plurality of alarm
sources 10 to alarm line monitoring circuits 40 at a cen-
tral location which is remote from the location of the
alarm sources 10.

The alarm sources 10 include a plurality of alarm
sensors, such as sensors 11-14 shown in FIG. 1, each
located in a different area to be protected. Each of the
alarm sensors 11-14 may, for example, be an intrusion
detector which provides an alarm output in response to
the detection of an unauthorized entry of an area pro-
tected by such intrusion detector.

The zone monitoring circuits 20 include alarm data
storage circuits 21 and alarm storage readout circuits
26 including output gating circuits 27, readout control
circuits 28 and identification data storage circuits 29.
The alarm storage circuits 21 include separate alarm
storage circuits, such as storage circuits 22-25 for stor-
ing the alarm outputs provided by each of the alarm
sensors 11-14, respectively.

The alarm sensors 11-14 are connected to the asso-
ciated alarm storage circuits 22-25 via DC supervised
lines 15-18, respectively. Such supervision provides for
an alarm upon a change of more than 5 percentina DC
current which continuously flows in the lines 15-18.
Thus, opening or shorting of any one of the lines 15-18
will immediately result in an alarm. Alarm information
may be provided in the form of contact closures, as is
customary in security systems.

The zone monitoring circuits 20 further include a
code generator 30 which is driven by a clock 31 at a
predetermined rate to generate a line monitoring or su-
pervision code which is comprised of logic 1 and logic
0 bits in a known sequence. The bit sequence provided
at the output of the code generator 30 is passed via a
tone gate 32 to a tone generator 33 which converts the
logic level bits of the line monitoring code into tone sig-
nals coded in frequency to represent the monitoring
code. The tone generator 33 includes a dual frequency
oscillator which is responsive to each logic 1 level bit
to provide an output tone of a first frequency and re-
sponsive to each logic O level bit to provide a tone out-
put of a second frequency. The sequence of coded
tones thus provided is transmitted over the transmis-
sion line 50 to the alarm line monitoring circuits 40.

Under normal conditions, that is when none of the
alarm sources 10 are providing an alarm, the line moni-
toring code being conducted over the transmission line
50 provides security for the transmission line 50 which
interconnects the zone monitoring circuits 20 and the
alarm line monitoring circuits 40.

The alarm line monitoring circuits 40 include a tone
converter circuit 41, a reference code generator 42 and
a comparator circuit 43, The tone sequence transmit-
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ted from the zone monitoring circuits 20 is received by
the tone converter circuit 41 and converted into logic
1 and logic 0 level bits representing the line monitoring
code.

The reference code generator 42 is driven by a clock
44 to generate a reference code comprising a known
sequence of bits in which each bit is normally identical
with corresponding bits of the line monitoring code at
any given time. The bits of the line monitoring code re-
ceived from the zone monitoring circuits 20 are com-
pared with corresponding bits of the reference code by
the comparator circuit 43, and under normal condi-
tions, the bits of the monitor and reference codes which
are compared will be the same, indicating that the
transmission line 50 is secure and that all protected
areas are secure.

Whenever an unauthorized intrusion is detected in
one or more of the protected areas, the alarm sensor,
such as alarm sensor 11, in such area provides an alarm
output which is extended via D.C. line 15 to alarm data
storage circuits 21 and stored in the storage circuit 22
associated with alarm sensor 11. In response to the
storing of an alarm output in one or more of the storage
circuits, such as storage circuit 22, the readout circuits
26 will be enabled to effect the transmission of an
alarm indication to the alarm line monitoring circuits
40 and to thereafter effect sequential readout of the
status of the alarm sensors for all of the protected areas
(as indicated by the alarm data stored in the alarm stor-
age circuits 21) to enable the source of the alarm to be
determined at the central monitor.

The outputs of all of the alarm data storage circuits
2225 are combined by alarm gates 27a of the output
gates circuits 27 to provide a control signal for the
readout control circuits 28. The output gating circuits
27 also include identification gates 27b which extend
each of the outputs of the alarm storage circuits, in-
cluding storage circuits 22-25, over a separate path to
inputs of the identification data storage circuits 29. The
identification data storage circuits 29 may comprise a
multistage serial shift register having a separate stage
for each alarm storage circuit, such as circuits 22-25,
and a further stage which normally stores an alarm bit.
The output stage of the identification data storage cir-
cuits 29 stores the alarm bit, and the remaining stages
store bits representative of the data stored in the alarm
storage circuits 21, and thus the conditions of all of the
alarm sensors 10.

Accordingly, when the alarm output provided by
alarm sensor 11 is stored in the alarm storage circuit
22, such alarm output will be gated over the identifi-
cation gates 27b to a predetermined stage of the multi-
stage shift register of the identification data storage cir-
cuits 29. The alarm output is also gated over the alarm
gates 27a to enable the readout control circuits 28 to
gate clock pulses from the clock pulse generator 31 to
the identification data storage circuits 29 in synchro-
nism with the generation of code bits by the code gen-
erator 30 which is driven by the clock 31. Each clock
pulse gated to the identification data storage circuits 29
will cause a different stored bit to be read out.

The readout control circuits 28 also provide a signal
for enabling the tone gates 32 to follow the bits read
out of the identification data storage circuits 29. Thus,
the bits read out of the identification storage circuits 29
are effective to selectively modify bits of the monitor
code generated by the code generator 30 in accordance
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with the alarm information stored in the identification
data storage circuits 29.

The alarm bit, which is the first bit read out of the
identification data storage circuits 29, controls the tone
gates 32 to complement the next bit of the monitor
code which is provided after the alarm indication has
been received by the zone monitoring circuits 20.
Thereafter, as the identification data bits, representing
the conditions of the alarm sensors, are read out in se-
quence, each bit which identifies an alarm sensor which
is in the normal condition (indicating that the asso-
ciated protected area is secure) will allow a code bit
generated by the code generator 30 to pass unaltered
to the tone generator 33. On the other hand, each bit
which identifies an alarm sensor, such as sensor 11,
which is providing an alarm output will control the tone
gates 32 to complement a code bit generated by the
code generator 30.

Thus, the modified line monitoring code or alarm
code provided at the output of the tone gates 32 will in-
clude an alarm bit followed by a sequence of identifi-
cation bits which indicate the status of each alarm sen-
sor. The logic 1 and logic 0 level bits of the alarm code
are converted into tone signals by the tone generator
33 and transmitted over the transmission line 50 to the
alarm monitoring circuits 40.

The coded tone signals representing the alarm code
are converted to logic level bits by the tone converter
41 and the bits of the resulting bit sequence are com-
pared by the comparator circuit 43 with the bits of the
reference code generated by the reference code gener-
ator 42. Since the first bit of the alarm code received
is the alarm bit, which has been complemented, the
compared bits will be different and the comparator cir-
cuit 43 will provide an output for enabling an alarm cir-
cuit 45 to indicate that an alarm has been provided by
one or more of the alarm sources 10. In addition, the
comparator circuit 43 will enable an alarm source iden-
tification circuit 46 to receive subsequent bits of the
alarm code to enable determination of the source of the
alarm. Consequently, when the identification bit repre-
senting the status of sensor 11 is received by the alarm
line monitoring circuits 40, the alarm source identifi-
cation circuits 46 will provide an output for enabling an
alarm registration circuit 47 to provide an indication of
the detection of an alarm provided by alarm sensor 1 1.

After all of the identification data bits have been read
out of the identification data storage circuits 29, the
readout control circuits are operable to clear the alarm
storage circuits 21 and reset the identification data
storage circuits 29 thereby returning the zone monitor-
ing circuits 20 to the normal condition.

Detailed Description

A schematic representation of the zone monitoring
circuits 20 is shown in FIGS. 2-4 when arranged in a
side-by-side relationship as shown in FIG. 6. For pur-
poses of illustration of the operation of the zone moni-
toring circuits 20, it is assumed that the zone monitor-
ing circuits 20 monitor twenty alarm sensors, such as
sensors 11-14 shown in FIG. 2.

The nature of many commercially available alarm
sensors is such that separate alarm indications (as
represented, for example, by changes in relay contact
states) are available for intruder detection and for su-
pervisory indication of sensor component malfunc-
tions. The alarm transmission system of the present in-
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vention provides for separate storage of both types of
sensor information.

Accordingly, the alarm storage circuits 21 provide a
pair of storage flip flops for each alarm sensor. For ex-
ample, flip flops 224-25a store intrusion alarm outputs
provided by sensors 11-14, respectively in response to
the detection of an unauthorized entry of the areas pro-
tected by sensors 11-14. Flip flops 22b-25b store su-
pervisory alarm outputs provided by sensors 11-14 as
the result of component malfunctions of sensors 11-14,

The intrusion alarm output of sensor 11 is connected
over a DC supervised line 15z and a NOR gate 61 to
the set input of the alarm flip flop 224 associated with
sensor 11. The supervisory output of the sensor 11 is
connected over a DC supervised line 15b and a NOR
gate 62 to the set input of the supervisory flip flop 225
associated with sensor 11.

Similarly, the alarm outputs of sensors 12-14 are
connected over respective D.C. supervised lines
16a-18a and NOR gates 61a-61c to the set inputs of
alarm flip flops 23a-254, and the supervisory outputs
of sensors 12-14 are connected over respective D.C.
lines 165-18b and NOR gates 62a-62c to the set inputs
of supervisory flip flops 23b-25b, respectively.

A logic 1 level signal on lines 15a—18a and 150-18b
represents a normal condition, and a logic 0 level on
one or more of the lines 152-18a or 155-18b indicates
that an intrusion or supervisory alarm indication is
being provided by the sensor connected to such line.

An enabling signal at logic O level is normally ex-
tended over conductor 88 from the readout circuits 26
to each of the NOR gates 61, 61a—61c and 62, 62a-62¢.
Accordingly, Whenever one or more of the alarm sen-
sors, such as alarm sensor 11, provides an intrusion
alarm output over conductor 15a or a supervisory
alarm output over conductor 15b, such alarm outputs
will enable the associated NOR gates 61 or 62. When-
ever NOR gate 61 is enabled, the alarm flip flop 22a
will be set and whenever NOR gate 62 is enabled, the
supervisory flip flop 225 will be set. The alarm flip flop
22a and the supervisory flip flop 22b, when set in re-
sponse to an alarm indication by the associated sensor
11, will remain set, storing such alarm indications until
reset by the readout circuits 26. Thus, an alarm indica-
tion provided by any of the alarm sensors, such as sen-
sor 11, will be stored in the alarm storage circuits 21
until the alarm indication has been transmitted to the
central monitor.

Each of the alarm storage flip flops, such as flip flops
22a-25a, and each of the supervisory flip flops, such as
flip flops 22b-25b, normally provide a logic 0 output
when associated sensors 11-14 are not providing an
alarm output.

The outputs provided by the alarm flip flops 224-28a
and the supervisory flip flops 22b-25b are combined by
alarm gates 64—66 of the output gating circuits 27q and
27b. For example, the outputs of the alarm flip flops,
such as flip flops 22a-25a, are extended via cable 58 to
individual inputs of a NOR gate 64 of output gates 27a.
The outputs of the supervisory flip flops, such as flip
flops 22b-25b, are extended via cable 59 to individual
inputs of a NOR gate 65. The outputs of NOR gates 64
and 65 are connected to inputs of a NAND gate 66.

Whenever all of the alarm flip flops, such as flip flops
22a-25a, and all of the supervisory flip flops, such as
flip flops 22b-25b are in a reset condition, NOR gates
64 and 65 will be enabled, thereby enabling alarm gate
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66. NOR gate 64 will be disabled whenever an alarm
output is stored in one or more of the alarm flip flops,
and NOR gate 65 will be disabled whenever an alarm
output is stored in one or more of the supervisory flip
flops. The alarm gate 66 will be disabled whenever ei-
ther gate 64 or 65 is disabled, to thereby provide an
output which enables the readout control circuits 26 to
effect the readout of the alarm data stored in the alarm
storage circuits 21. .

The outputs of the alarm data storage circuits 21 are
also extended over identification gates. 27b, including
gates 63, 63a, 63b and 63c, to the identification data
storage circuits 29 shown in FIG. 4, to enable the con-
ditions of the alarm sensors (as represented by the pres-
ence or absence of alarm outputs in the alarm data stor-
age flip flops) to be read out sequentially. The identifi-
cation data storage circuits 29 may comprise a muiti-
stage shift register 85 which, in the present example,
has 21 stages 274-27u, including separate stages
27b-27u for each of the twenty sensors which comprise
the alarm sources 10 monitored by the zone monitoring
circuits 20.

In accordance with the present example, the outputs
of the alarm flip flop and the supervisory flip flop asso-
ciated with a given sensor are extended over a common
identification gate to a preassigned stage of the identifi-
cation data register 85. Thus, for example, the outputs
of alarm flip flop 22a and supervisory flip flop 225
associated with sensor 11 are extended over NOR gate
63 to stage 29b of the identification data register 85,
and the outputs of flip flops 23q and 23b associated
with sensor 12 are extended over gate 63a to stage 29¢
of register 85. The outputs provided by the other 18
sensors, including sensors 13 and 14, are extended over
separate identification gates, such as gates 635, and
63c, to stages 294d-29u of register 85.

The inputs provided over the identification gates 27b
to the stages 29a-29u are read into the register stages
when an enabling signal is provided by a NAND gate
90 of the data readout control circuits 28 as will be
shown hereinafter.

Whenever the pair of alarm and storage flip flops as-
sociated with a given sensor, such as flip flops 22a, 22b
associated with sensor 11, are in the reset condition,
the identification gate 63 connected to the outputs of
such flip flops will be enabled and a logic 1 level bit will
be stored in the corresponding stage 29b of the identifi-
cation data register 85. If either one of the flip flops
22a, 22b is set in response to an alarm or supervisory
output provided by the associated sensor 11, the identi-
fication gate 63 will be disabled and a logic O level bit
will be stored in stage 29b of the register 85.

In addition, the output stage 294 of the identification
data register 85 stores a logic 0 level alarm bit provided
by a wired input 86 which is connected to ground.

Thus, under normal conditions, when no alarm indi-
cations are being provided, the identification data reg-
ister 85 stores a logic 0 level alarm bit in stage 294 and
logic 1 level bits in sensor identification stages
29b-29u. When an alarm indication is provided by an
alarm sensor, such as sensor 11, the identification data
register will store logic O bits in stages 294 and 295 and
logic 1 bits in stages 29c-29u.

The storage locations 295-29u are preassigned to the
twenty alarm sensors 10 to enable identification of the
alarm source providing an alarm by the alarm line mon-
itoring circuits 40 (FIG. 5).
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It is pointed out that although the outputs of both the
alarm flip flop and the supervisory flip flop for a given
alarm sensor are shown to extend to a common stage
of the identification data storage register 85, it is also
possible to provide separate storage locations in the
identification data storage register 85 for the two types
of alarm information. In such case, the central monitor
would receive alarm information indicating both the
source of an alarm indication and the nature of the
alarm indication, that is, whether there is an intrusion
of the indicated area of a component malfunction in
the indicated sensor.

Alarm Data Transmission Circuits

The alarm gate 66 (FIG. 2) controls a system. idle flip
flop 67 shown in FIG. 3, which is set by a logic level
output provided by the alarm gate 66 whenever gate 66
is disabled. When the idle flip flop is set, a logic 1 level
signal at the Q output of the idle flip flop 67 controls
the tone gates 32.shown in FIG. 4, and the readout con-
trol circuits 28 shown in FIG. 3, to effect the transmis-
sion of the alarm information present in the alarm stor-
age circuits 21 to the central monitor.

The tone gates 32 include an AND gate 68 and an
Exclusive OR gate 69. The AND gate 68 has a first
input connected to the Q output of the idle flip flop 67
and a second input connected to the output of an in-
verter 87 which has an input connected to the output
of the identification data storage circuits 29. The out-
put of the AND gate 68 is connected to a first input of
the Exclusive OR gate 69. A second input of the Exclu-
sive OR gate is connected to the output of the code
generator 30.

The code generator 30 generates a known sequence
of random bits which form a line monitoring code for
the transmission line 50 which carries alarm informa-
tion from the zone monitoring circuits 20 to the alarm
line monitoring circuits 40.

One code generator suitable for this purpose is de-
scribed in the copending application U.S. Ser. No.
193,450 of John C. Donovan, Ramesh, Krishnaiyer and
Frank J. Esser, which was filed on Oct. 28, 1971.

In an exemplary embodiment, the code generator 30
includes a four stage shift register 70 having feedback
connections over conductors 71 and 72 from the first
and fourth stages, respectively, connected through an
Exclusive OR circuit 73 to the input of the first stage.
The Exclusive OR circuit 73 provides a logic 0 output
whenever the two inputs to the Exclusive OR circuit
are the same logic level, and provides a logic 1 output
whenever the inputs are different logic levels. Code
generator 30 preferably includes at least a 16 stage reg-
ister and may be as much as a 32 stage register capable
of generating a pseudo-random sequence of bits, the
length of the sequence being given by the relationship
27—1, where N is the number of stages which comprise
the shift register of the code generator circuit 30. In the
present example, for convenience only, a four stage
register 70 is shown, and 15 bits are provided.

To illustrate the operation of the code generator 30,
it is assumed that initially all stages of the register 70
state logic 1 level bits and that the register 70 is thereaf-
ter cycled under the control of clock pulses provided
by a clock pulse generator 31, The sequence of words
given in Table I will appear in the stages of the shift reg-
ister 70 as successive clock pulses are provided.
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TABLE I

Register Stage 1 2 3 4
(Initial) 1 1 1 1

Clock Pulse
1 0 1 t H
2 ) 0 I 1
3 0 1 0 1
4 ] 0 1 0
5 t 1 0 1
6 0 1 1 0
7 0 0 1 1
8 1 0 0 1
9 0 1 0 0
10 0 0 1 0
11 0 0 0 1
12 1 0 0 0
13 1 1 0 0
14 1 1 1 0
15 1 1 1 1

Since initially, stages 1 and 4 both contain binary
ones, the Exclusive OR circuit 73 provides a logic 0
output which is gated into the first stage of the shift reg-
ister 70 with receipt of the first sync pulse as can be
seen in step 1. The sync pulse also shifts the logic 1’s
from stages 1-3 to stages 24, respectively. When the
second clock pulse is received, the outputs of stages 1
and 4 are different, and accordingly the Exclusive OR
circuit 73 will provide a logic 1 output which will be
gated into first stage of the shift register 70 as the bits
in stages 1 through 3 are gated into stages 2-4, respec-
tively. In a similar manner, for clock pulses 3-14, out-
puts fed back to the input of the first stage cause the se-
quence of words given in Table I to be generated.

The sequence given in Table I repeats after the 15
clock pulse. Thus, it is seen that 15 pseudo-random
words are provided when the number of stages of the
shift register is equal to four. The total number of com-
binations of n bits is 27, so only one combination is
missing. The missing multi-bit word is 0000 which can
be seen to repeat itself or have a trivial cycle of one in
the code generator circuit.

The random bit sequence generated by the code gen-
erator 30 is extended to the Exclusive OR gate 69.
Under normal conditions, that is when no alarm indica-
tions are being provided by the alarm sources 10, the
idle flip flop 67 is reset, and accordingly AND gate 68
is disabled by the logic O level at the Q output of the
idle flip flop 67. In such case, the random bits provided
by the code generator 30 are passed over the Exclusive
OR gate 69 unaltered to the tone generator 38 which
is connected to the output of the Exclusive OR gate 69.

The tone generator 33 comprises a dual frequency
oscillator which is responsive to each logic 1 level bit
of the random sequence to provide a tone signal of a
first frequency and is responsive to each logic 0 level
bit provided by the random code generator 30 to pro-
vide a tone signal of a second frequency. The tone se-
quence thus generated is transmitted to the central
monitoring area via transmission line 50.

Alarm Generation

Whenever an alarm output is provided by any of the
alarm sensors 10, the idle flip flop 67 will be set, when
the alarm gate 66 is disabled. When the system idle flip
flop 67 is set, the output of the idle flip flop is extended
to a NAND gate 90. A second input to the NAND gate
90, provided by NAND gate 91, is a logic 1 level. Ac-
cordingly, NAND gate 90 will be enabled to follow the
output of the clock pulse generator 31 which is ex-
tended to a third input of the NAND gate 90. Each
gated clock pulse thus provided is extended over con-
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ductors 92 and 93 to the identification data shift regis-
ter 85.

The first clock pulse gated to the shift register 85 will
cause the signal outputs of the identification gates 27b
to be read into the shift register 85 and will thereafter
effect the readout of the alarm bit stored in the output
stage 27a of the register 85. Thereafter, the 20 identifi-
cation bits, representing the status of the twenty alarm
sources 10, will be read out sequentially.

Each bit read out of the identification data storage
register 85 is extended over inverter 87 to an input of
AND gate 68 which is enabled by the system idle flip
flop 67 to follow the bits read out of the register 85.
Thus, gate 68 will be enabled by each logic 1 level bit
read out of the register 85 and will be disabled by each
logic O level bit read out of the register 85.

When the system is indicating an alarm condition as
represented by the idle flip flop being set, the clock
pulses provided by clock pulse generator 31 to effect
the generation of random bits by the code generator 30
are also gated via gate 90 to the shift register 85 to ef-
fect readout of bits of the identification word stored in
the register 85. Each logic O level bit read out of the
register 85 will control the tone gates 32 to comple-
ment the random bit provided by the code generator
30, and each logic 1 level bit read out of the register 85
will control the tone gates 32 to pass the random bit un-
altered to the tone generator 33.

Thus, since the alarm bit is a logic 0 level bit, the first
random bit generated after the idle flip flop 67 is set
will be complemented by the tone gate circuits 32.
Thereafter, as each identification bit is read out of the
register 85 by successive clock pulses, the random bits
generated as the result of such clock pulses will be
complemented or passed unaltered to the tone gencra-
tor 33 in accordance with the identification data stored
in the register 85. The tone generator 33 will thus be
responsive to the outputs of the tone gate circuits 32to
generate a sequence of tone signals coded to represent
the identification data word stored in the register 85.

System Reset

The gated clock pulses which effect readout of the
identification data word stored in the register 85 are
also extended via conductors 92 and 94 to a counting
circuit 89 which includes a divide-by-two flip flop 95,
a decade counter 96, associated gating circuits 97-99,
and an inhibit flip flop 100. The counting circuit 89 is
operable to count the number of pulses gated to the
shift register 85 and to effect reset of the zone monitor-
ing circuits 20 after a number of pulses sufficient to ef-
fect readout of the 21 bit word have been supplied to
the register 85.

The clock input of the divide-by-two flip flops 95 is
connected over conductors 94 and 92 to the output of
gate 90. The Q output of flip flop 95 is connected to the
clock input of the decade counter 96 and the Q output
of the flip flop 95 is connected to an input of NAND
gate 91.

The decade counter 96 has four outputs 101-104.
Outputs 101 and 104 are connected over a NAND gate
97 to the set input of the inhibit flip flop 100. Outputs
102-104 are connected over a NOR gate 98 to an input
of a NAND gate 105. Output 101 of the decade
counter 96 is connected to a second input of gate 105.
The output of gate 105 is connected over an inverter
106 to a second input of gate 91. The Q output of the
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inhibit flip flop 100 is connected to a third input of gate
91.

In operation, the counting circuit 89 counts the clock
pulses gated to the shift register 85, and at the twenty
second clock pulse, the inhibit flip flop 100 is set by an
output provided by gate 97 responsive to outputs of the
decade counter 96. The logic 1 level provided at the Q
output of the inhibit flip flop 100 is extended to an
input of gate 91, enabling gate 91 which has second and
third inputs at logic 1 levels.

When enabled, gate 91 provides an end of shift pulse
which inhibits gate 90 to prevent the passage of further
clock pulses. The end of shift pulse is also extended
over conductors 88 and 884 to the reset inputs of all of
the alarm and supervisory flip flops, including flip flops
22a-25q and 22b-25b, causing all of the alarm and su-
pervisory data storage flip flops to be reset. The end of
shift pulse is further conducted over conductors 88 and
88b to the reset input of the idle flip flop 67, resetting
the idle flip flop 67.

When the idle flip flop 67 is reset, the logic 1 level
provided at the Q output thereof resets the inhibit flip
flop 100, the counting flip flop 95, the decade counter
96 and identification data register 85 whereby the zone
monitoring circuits 20 are restored to their idle condi-
tion. If there are any further alarm indications being
provided by any of the alarm sensors over associated
NOR gates (such as gates 61 and 62 for sensor 11) the
corresponding alarm andfor supervisory flip flops
(22,23) associated with such area will be set when the
end of shift pulse terminates, and the alarm read out se-
quence will be reinitiated.

Alarm Monitoring Circuits

The coded tone sequence provided by the zone moni-
tor circuits 20 is transmitted via cable 50 to the alarm
monitoring circuits 40 (FIG. 5) at the central monitor-
ing area. As has been indicated, the coded tone se-
quence provides for supervision of the interconnecting
line 50 as well as for the transmission of alarm informa-
tion and the identification of the source of an alarm.

The monitoring circuits 40 includes a tone detecting
and converter circuit 41 which converts the dual fre-
quency code tone signals generated by the zone moni-
toring circuits 20 into a logic level code. The output of
the tone converter 41 is extended to a code comparator
circuit 43 which compares the bits of the received se-
quence of code bits with corresponding bits of a refer-
ence code provided by a reference code generator 42.
The reference code generator 42 is similar to the code
generator 30 of the zone monitoring circuit 20 and op-
erates in sequence with code generator 30 to provide
a sequence of random bits in which each bit is normally
identical with a corresponding bit of the random bit se-
quence at any given time. In an exemplary embodi-
ment, the reference code generator 42 comprises a
four-stage shift register 110 having outputs of stages 1
and 4 fed back over an Exclusive OR circuit 111 to the
input of the first stage. The reference code generator
42 is driven by clock pulses provided by a clock pulse
generator 44 to provide the sequence of random bits
shown in Table I that is provided by the code generator
30. .
The code comparator circuit 43 includes a pair of flip
flops 112, 113, an Exclusive OR gate 114 and an AND
gate 115. The set input of flip flop 112 is connected to
the output of tone converter circuit 41. The set input
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of flip flop 113 is connected to the output of the refer-
ence code generator 42. Clock inputs of the flip flops
112,113 are connected to the output of the clock pulse
generator 44,

The outputs of the flip flops 112, 113 are extended
to separate inputs of the Exclusive OR gate 114. The
output of the Exclusive OR gate 114 is extended to an
input.of AND gate 115 which has a second input con-
nected to the output of the clock pulse generator 44.

The AND gate 115 of the code comparator circuit 43
is enabled whenever corresponding bits of the refer-
"ence code and the code received from the zone moni-
toring circuits 20 are different. The AND gate 115 con-
trols an alarm indication circuit 45 which, for example,
may provide an audible and a visual alarm indication at
the central monitor.

The AND gate 115 also enables an alarm source
identification circuit 46 to be responsive to the identifi-
cation bits of the alarm code extended to the alarm
source identification circuit 46 from the output of the
code comparator 43 to identify the source of the alarm.
The alarm source identification circuit 46 controls an
alarm source registration circuit 47 which, for example,
may provide a visual registration of the source of the
alarm. :

Under normal conditions, as each bit of the received
line monitoring code is extended over the tone con-
verter 41 to the set input of the flip flop 112, the corre-
sponding bit of reference code generated by the refer-
ence code generator 42 and extended to the set input
of flip flop 113 will be identical with the bit extended
to flip flop 112. The bits provided at the inputs of flip
flops 112, 113 are clocked to the outputs of the flip
flops 112, 113 by the clock pulse which effects the gen-
eration of the reference code bit.

Whenever the bits provided at the outputs of flip
flops 112, 113 are the same, the Exclusive OR gate 114
connected to the outputs of flip flops 112, 113 will pro-
vide a logic O level output which maintains AND gate
115 disabled.

Whenever the zone monitoring circuits 20 are pro-
viding an alarm code, bits of the line monitoring code
are selectively complemented to indicate that an alarm
output has been provided by one or more of the alarm
sources 10 and to identify the source of the alarm.
Thus, when the alarm bit is received at the alarm moni-
toring circuits 40 and passed to the input of flip flop
112 of the code comparator circuits 43, the corre-
sponding bit of reference code sequence provided at
such time will be at a different level.

Accordingly, since the bits extended over flip flops
112, 113 to the inputs of the Exclusive OR gate 114 are
different, the Exclusive OR gate 114 will provide a
logic 1 level output. The logic 1 level output provided
by the Exclusive OR gate 114 will enable AND gate
115, which has a second input at a logic 1 level pro-
vided by the clock pulse which clocked the alarm bit
and the reference bit into the flip flops 112, 113, re-
spectively.

When AND gate 115 is enabled in response to the re-
ceipt of the alarm bit at the alarm monitoring circuits
40, a logic 1 level output provided by AND gate 115
will enable an alarm driver 116 of the alarm indication
circuit 45 to energize an alarm tone generator 117,
which generates an audible alarm tone, and lights an
alarm lamp 118 at the central monitor. In addition, the
output of AND gate 115 also enables the alarm source
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identification circuits 46 to scan the next twenty bits of
the alarm code as the bits are received to determine the
source of the alarm.

The alarm source identification circuit 46 may com-
prise a plurality of AND gates 120 and a multi-stage
ring counter 125. In the present example, wherein the
status of twenty alarm sources 10 is to be monitored,
the alarm source identification circuit 46 includes 20
AND gates, including gates 121-124 shown in FIG. 4,
a separate gate being provided for each alarm source,
and the ring counter 125 has 20 stages 1254-125¢, each
having an output connected to a different one of the
gates 120 for sequentially enabling the gates 120 to be
responsive to the identification bits of the alarm code
in a manner which will become apparent hereinafter.

Each of the AND gates 120, such as gate 121, is oper-
able when enabled to effect the energization of an asso-
ciated alarm lamp, such as alarm lamp 131, of the
alarm source register 47. Each alarm lamp indicates the
condition of a different one of the alarm sources 10.
For example, alarm lamps 131-134 shown in FIG. 5
represent the conditions of alarm sensors 11-14 (FIG.
2), respectively.

The outputs of the stages 1254-125: of the ring
counter 125 are individually connected to inputs of the
AND gates 120. Thus, for example, stages 1254, 125b,
1255 and 125¢ are connected to inputs of AND gates
121-124, respectively. A second input of each of the
AND gates 120 is connected to the output of the code
comparator circuit 43 at gate 115.

Whenever AND gate 115 of the code comparator cir-
cuit 43 is enabled, the logic 1 level signal provided at
the output thereof sets a flip flop 126 of the alarm
source identification circuits 46 which enables and
AND gate 127 connected to the output of the flip flop
126 to pass further clock pulses provided by the clock
pulse generator 44 to a clock pulse input of the ring
counter 125.

One of the stages of the ring counter 125 normally
contains a logic 1 level and the remaining stages nor-
mally contain logic 0 level bits. Successive clock pulses
provided to the ring counter 125 will cause the logic 1
level stored in the ring counter register to be shifted se-
quentially from stage to stage, thereby providing an en-
abling signal for each of the twenty AND gates 120, in-
cluding gates 121-124. The output of the last stage
125¢ of the ring counter 125 may be connected to the
reset input of flip flop 126 to cause the flip flop 126 to
be reset after 20 clock pulses have been extended to
the ring counter 125,

Thus, assuming the logic 1 level bit is stored in stage
125: of the ring counter 125, when the flip flop 126 is
set by the output provided by the code comparator cir-
cuit 43, the next clock pulse will be gated over AND
gate 127 to the ring counter 125, causing the logic 1
level bit to be shifted to the first stage 125a of the ring
counter 125. Accordingly, an enabling signal will be ex-
tended to one input of AND gate 121 which is con-
nected to the output of stage 1254 of the ring counter
125.

The same clock pulse will gate the next bit of the
alarm code received and the next bit of the reference
code generated into the flip flops 112, 113, respec-
tively, of the code comparator circuit 43.

Assuming that alarm sensor 11 (FIG. 2) is providing
an alarm output and the other 19 sensors which com-
prise the alarm sources 10 are indicating that asso-
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ciated protected areas are secure, then the second bit
of the alarm code sequence, which represents the con-
dition of sensor 11, will be complemented, and the
third through 21 bits of the alarm code will be identical
with corresponding bits of the reference code.

Thus, the second bit of the alarm code will differ with
the corresponding bit of the reference code, and when
such bits are compared by the code comparator circuit
43, gate 115 will be enabled, providing a logic 1 level
signal at the output thereof.

The logic 1 level output of the gate 115 is extended
over conductor 130 to the inputs of all of the AND
gates 120, including gate 121. At the time the second
bit of the alarm code is received, the logic 1 level out-
put provided by stage 125a of the ring counter 125 is
extended to the other input of the AND gate 121. Ac-
cordingly, AND gate 121 will be enabled, providing an
output for energizing lamp 131 of the alarm source reg-
ister 47, to indicate that an alarm has been provided by
alarm sensor 11.

Thereafter, as subsequent bits of the alarm code are
received and passed to the code comparator circuit 43
for comparison with corresponding bits of the refer-
ence code, the logic I enabling output provided by the
ring counter 125 will be extended in sequence to inputs
of the other AND gates of the alarm source identifi-
cation circuit 46, including gates 122-124. However,
since it is assumed that only alarm sensor 11 is provid-
ing an alarm output, the identification bits representing
the conditions of the other 19 alarm sensors, including
sensor 12-14, will not be complemented. Accordingly,
as each of the subsequent bits of the alarm code are re-
ceived and compared with corresponding bits of the
reference code, the code comparator circuit 43 will
provide a logic 0 output signal which will maintain the
AND gates of the alarm source identification circuits
46 associated with such sensors disabled.

We claim:

1. In a security system including a transmission line
for carrying alarm information from a plurality of pro-
tected areas within a predetermined zone to a central
monitor that is remote from the protected areas, zone
monitoring means including alarm storage means hav-
ing a separate flip flop for each protected area for stor-
ing a first data bit whenever the corresponding pro-
tected area is secure and a second data bit to indicate
an alarm condition for the corresponding protected
area, readout means enabled in response to the storage
of said second data bit in one of said flip flops to effect
the sequential readout of said alarm storage means to
provide an alarm output code including a sequence of
data bits coded to represent the conditions of the pro-
tected areas, nd means for enabling said alarm code to
be transmitted over said transmission line to said cen-
tral monitor, and line monitoring means at said central
monitor including first means responsive to at least one
of the data bits of said alarm code to indicate that an
alarm condition has been indicated for one or more of
said protected areas and second means responsive to
other data bits of said alarm code sequence to deter-
mine the protected area providing an alarm.

2. In a security system including a transmission line
for carrying alarm information from a plurality of pro-
tected areas to a central monitor that is remote from
the protected areas, alarm source means including an
individual alarm sensor for each protected area, each
of said alarm sensors being operable to provide an
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alarm output signal in response to an alarm condition
for an associated protected area, alarm sensor monitor-
ing means including alarm data storage means includ-
ing separate alarm output storage means for each of
said alarm sensors for storing the alarm output signals
provided by the alarm sensors, and alarm transmission
means controlled by said alarm storage means in re-
sponse to the receipt of an alarm output signal provided
by at least one of said alarm sensors to effect the read-
out of said alarm storage means to provide an alarm
code for transmission over said transmission line to said
central monitor, said alarm code being comprised of a
sequence of coded bits in which a first bit indicates that
an alarm output has been provided by at least one of
the alarm sensors and further bits of the sequence are
coded to indicate which alarm sensor has provided the
alarm output, and line monitoring means at said central
monitor including means responsive to the first bit of
said alarm code to provide an alarm indication at said
central monitor and means responsive to said further
bits of said alarm code to determine the source of the
alarm.

3. A system as set forth in claim 2 wherein each of
said alarm sensors are further operable to provide a su-
pervisory alarm output signal in response to a compo-
nent failure of the alarm sensor, and wherein said alarm
storage means further includes separate supervisory
storage means for each of said alarm sensors for storing
supervisory alarm outputs provided by the alarm sen-
sors, said alarm transmission means being responsive to
either an alarm output signal or a supervisory output
signal to provide an alarm code for transmission to said
central monitor.

4. A system as set forth in claim 3 wherein each of
said alarm output storage means comprises a first nor-
mally reset bistable data storage circuit and each of
said supervisory storage means comprises a second nor-
mally reset bistable data storage circuit, a first data
storage circuit being set whenever an alarm output sig-
nal is provided by an associated alarm sensor and a sec-
ond data storage circuit being set whenever a supervi-
sory alarm output signal is provided by an associated
alarm sensor.

5. A system as set forth in claim 4 wherein said read-
out means includes means for resetting all of the bista-
ble data storage circuits of said alarm storage means
after said alarm code has been transmitted to said cen-
tral monitor.

6. In a security system including a transmission line
for carrying alarm information from a plurality of pro-
tected areas to a central monitor that is remote from
the protected areas, alarm source means including an
individual alarm sensor for each protected area, each
of said alarm sensors being operable to provide an
alarm output signal in response to an unauthorized in-
trusion of an associated area, alarm sensor monitoring
means including alarm storage means having an indi-
vidual bistable storage means for each alarm sensor set-
table to a first state in response to the receipt of an
alarm output signal provided by an associated alarm
sensor, code generating means for continuously gener-
ating a line monitoring code comprised of a known se-
quence of code bits for transmission over said transmis-
sion line to said central monitor, and readout means in-
cluding means controlled by said alarm storage means
in response to the receipt of an alarm output signal pro-
vided by one of said alarm sensors to selectively modify
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bits of the line monitoring code sequence to provide a
modified code sequence in which the first bit of the
modified sequence represents an alarm indication and
subsequent bits of the modified sequence of bits repre-
sent the conditions of the alarm sensors, and means for
resetting said storage means after the modified code se-
quence has been provided.

7. In a security system including a transmission line
for carrying alarm information from a plurality of pro-
tected areas to a central monitor that is remote from
the protected areas, alarm source means including an
individual alarm sensor for each protected area, each
of said alarm sensors being operable to provide an
alarm output signal in response to an unauthorized in-
trusion of an associated area, alarm sensor monitoring
means including alarm storage means having an indi-
vidual storage means for each alarm sensor for storing
the alarm output signals provided by the corresponding
alarm sensor, code generating means for continuously
generating a line monitoring code comprised of a
known sequence of coded bits, bit gating means for
passing the bits of the line monitoring code to said
transmission line for transmission to said central moni-
tor, and readout means controlled by said alarm stor-
age means in response to the receipt of an alarm output
signal provided by an alarm sensor to effect readout of
said alarm storage means thereby providing a sequence
of alarm data bits and to enable said bit gating means
to be responsive to said sequence of alarm data bits to
modify a bit of the line monitoring code to indicate that
an alarm output signal has been provided by at least
one of said alarm sensors and to thereafter selectively
modify further bits of the line monitoring code to iden-
tify the source of the alarm, and line monitoring means
at said central monitor including reference code gener-
ating means for generating a reference code comprised
of a sequence of coded bits, each bit of which is nor-
mally identical with corresponding bits of the line mon-
itoring code at any given time, code comparator means
for receiving the bits of the line monitoring code and
comparing the monitor code bit sequence with the ref-
erence code bit sequence, first means controlled by
said code comparator means for providing an alarm in-
dication whenever corresponding bits of the sequence
are different, and second means responsive to said fur-
ther bits of said alarm code to determine the source of
the alarm.

8. A system as set forth in claim 7 wherein each stor-
age means comprises an alarm flip flop, each alarm flip
flop being normally reset to provide an output bit at a
first logic level and being set in response to an alarm
output signal provided by an associated alarm sensor to
provide an output bit at a second logic level.

9. A system as set forth in claim 8 in which said read-
out means includes multistage shift register means hav-
ing an individual stage for each alarm flip flop of said
alarm storage means, means for extending the output
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bits provided by different alarm flip flops to a different
stage of the shift register means, and means for extend-
ing a bit at said second logic level to a further stage of
said shift register means whereby said shift register
means stores alarm data including data representing
the conditions of all of the alarm sensors.

10. A system as set forth in claim 9 wherein said read-
out means includes readout control means responsive
to an output bit at said second logic level provided by
at least one of said alarm flip flops to provide a plurality
of gated clock pulses for said shift register means for
effecting the serial readout of the data bits stored
therein thereby providing said sequence of alarm data
bits at the output of said shift register means.

11. A system as set forth in claim 10 wherein said bit
gating means includes means responsive to each data
bit at said second logic level read out of said shift regis-
ter means to complement a bit of the line monitoring
code.

12. A system as set forth in claim 10 wherein said
readout control means includes means for generating
clock pulses for controlling said code generating means
to generate code bits at a predetermined rate, and
clock pulse gating means operable when enabled to
gate said clock pulses to said shift register means to ef-

"fect the serial readout of the bits stored therein in syn-

chronism with the generation of the code bits of the
line monitoring code, and enabling means responsive to
an alarm output signal provided by at least one of said
alarm sensors to enable said clock pulse gating means.

13. A system as set forth in claim 12 wherein said bit
gating means includes Exclusive OR gating means hav-
ing a first input connected to receive the bits of the line
monitoring code generated by said code generating
means and a second input connected to receive the bits
of the alarm code read out of said identification data
storage register, and control gating means enabled by
said enabling means to pass the bits of the alarm code
to the second input of said Exclusive OR gating means,
said Exclusive OR gating means being responsive to
each bit of the alarm code read out of the shift register
which is at the first logic level to pass a code bit of the
line monitoring code unaltered to the transmission line
and responsive to each bit of the alarm code read out
of the shift register which is at the second logic level to
complement a code bit of the line monitoring code as
such code bit is passed to the transmission line.

14. A system as set forth in claim 12 in which said
readout control means includes reset means for reset-
ting the alarm flip flops after the alarm code has been
transmitted to the central monitor.

15. A system as set forth in claim 14 wherein said
reset means includes means for disabling said clock
pulse gating means after a predetermined number of
clock pulses have been extended to said shift register

means.
L T S R



