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MULTI - CHANNEL NETWORK - ON - A - CHIP errors in a device and soft errors in the device , which are 
random data errors caused by external stimulus ( e.g. , errors 

FIELD OF THE INVENTION due to electromagnetic interference , alpha particles , or volt 
age spikes ) that do not damage the device . The fail - opera 

This disclosure relates to electronic devices and more 5 tional technique may include communicating using a redun 
particularly to fail - safe electronic devices . dant network - on - a - chip ( NoC ) to increase a Safety Integrity 

Level of the system . The fail - operational system may also 
DESCRIPTION OF THE RELATED ART include non - redundant NoC and processing modules 

coupled to the redundant NoC . Safety requirements for exemplary applications interna- 10 Referring to FIG . 1 , a prior art fail - safe system 100 
tional Standard IEC 61508 Safety integrity Levels used for includes core 102 and core 104 , which are redundant com automotive applications ) require fail - safe electronics sys puting elements configured to execute instructions concur tems that prevent or mitigate unsafe consequences in rently in lockstep . As referred to herein , redundant comput response to detection of a system malfunction . Accordingly , 
system - on - a - chip ( SoC ) solutions are increasingly aware of 15 ing elements that execute instructions concurrently in 

lockstep receive the same instructions and state information safety issues . Timely detection of system failures allows an 
SoC to handle such faults or to configure the system in a safe and therefore execute the same operations . In at least one 
state . However , such behavior typically results in a reduced embodiment , core 102 operates as a master core and core 
availability of the system or a portion of the system , which 104 operates as a verification core . Cores 102 and 104 may 
may be undesirable . Accordingly , improved fail - safe pro be a general purpose microprocessor core , microcontroller , 
cessing techniques are desired . digital signal processor , aphids processing unit , application 

specific computing module , or other suitable computing 
BRIEF DESCRIPTION OF THE DRAWINGS module . The outputs of operations of the two cores are 

compared and validated , e.g. , on a cycle - by - cycle basis , by 
The present invention is illustrated by way of example 25 validation module 112. The cores perform concurrent local 

and is not limited by the accompanying figures , in which like memory accesses , both cores addressing the same memory 
references indicate similar elements . Elements in the figures content , which is stored redundantly in cache 106 and cache 
illustrated for simplicity and clarity and have not necessarily 108. Fail - safe system 100 includes network 114 , which 
been drawn to scale . couples core 102 and core 104 to memory system 116 and 
FIG . 1 illustrates a functional block diagram of an exem- 30 peripherals 118. Network - on - a - chip 114 may include cross 

plary fail - safe computing system . bar switches and protocol conversion modules . To reduce 
FIG . 2 illustrates a functional block diagram of an exem the likelihood that core 102 and core 104 experience com 

plary fail - operational computing system including a shared mon failures due to common interference , core 102 is 
local memory consistent with at least one embodiment of the isolated from core 104 by physical barrier 110. Physical 
invention . 35 barrier may be a substantial distance on an integrated circuit 
FIG . 3 illustrates information and control flows for the substrate , e.g. , core 102 is physically located at one side of 

exemplary fail - operational computing system of FIG . 2 the integrated circuit substrate while core 104 is physically 
consistent with at least one embodiment of the invention . located at another side of the integrated circuit although 
FIG . 4 illustrates a functional block diagram of an exem other physical isolation techniques may be used . 

plary fail - operational computing system including a redun- 40 Physical isolation of core 102 and core 104 requires local 
dant network - on - a - chip ( NoC ) and redundant peripherals memory ( e.g. , cache memory ) to also be duplicated in or 
consistent with at least one embodiment of the invention . near core 102 and in or near core 104 to reduce the latency 
FIG . 5 illustrates a functional block diagram of an exem of local memory accesses and to reduce excessive routing 

plary fail - operational computing system including a redun that would otherwise be required . As referred to herein , local 
dant NoC and redundant peripherals coupled to a non- 45 memory includes the fastest form of storage used by a core 
redundant network and computing modules consistent with or other computing module for temporary storage of instruc 
at least one embodiment of the invention . tions or data and is typically closest to the core or is 

The use of the same reference symbols in different draw integrated within the core . Communication with the local 
ings indicates similar or identical items . memory does not require communications using an NoC , 

50 but rather , only local connections . The local memory may be 
DETAILED DESCRIPTION a register file or a cache . A register file may be considered 

the smallest , fastest cache in the system , with the special 
A fail - operational execution technique increases avail characteristic that it is scheduled in software ( e.g. , by a 

ability of a system using delayed lockstep execution by compiler ) , which allocates registers to hold values retrieved 
redundant channels including redundant processors that 55 from main memory . A cache is used to reduce the average 
share local memory . Each of redundant channel detects time to access data from a main memory and stores copies 
errors in the local memory . The technique pauses execution of data from frequently used main memory locations . In a 
in the redundant processors , corrects the errors in the local system that implements a multi - level caching scheme , the 
memory , and resumes execution , without a system reset . The local memory may include a level - one cache or , in some 
fail - operational execution technique increases system avail- 60 embodiments , one or more higher level cache . In conven 
ability as compared to a conventional systems including tional multi - core computing applications , sharing a level 
redundant local memory executing in lockstep going to a one cache amongst cores is undesirable since such sharing 
fail - safe configuration . The fail - operational execution tech typically increases latency . The local memory may be split 
nique does not trigger a system reset to handle synchroni into multiple portions , e.g. , one for instructions and one for 
zation errors in response to errors in local memory , and thus , 65 data , or may be a unified storage structure that stores both 
has a reduced performance penalty to errors in the local instructions and data . The local memory may be imple 
memory . As referred to herein , errors include permanent mented using static random - access memory ( SRAM ) . 
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By duplicating the local memory and physically isolating delay in execution between the two cores ( e.g. , by storing 
the redundant local memories from each other , those local and delaying results of the leading core for comparison with 
memories may experience different errors . For example , corresponding results of the lagging core ) anal validates the 
cache 106 may experience a soft error due to electromag results . Validation module 203 compares corresponding 
netic interference that changes a bit in a line of cache 106 5 results from each core and generates an indicator of the 
from the corresponding bit in a redundant line of cache 108 . comparison . That indicator may be used by logic in valida 
In general , such soft errors in local memory are easily tion module 203 or by logic in cores 202 and 204 to 
correctible . When that erred bit is accessed by core 102 ( e.g. , determine whether or not to commit the results to memory 
in a read or commit to main memory operation initiated by or a fault has occurred . Similarly , validation module 209 
a cache controller of core 102 ) , core 102 detects the error 10 compares corresponding results from DMA 208 and DMA 
( e.g. , using error correction codes ( ECC ) or other suitable 210 and generates an indicator of the comparison . That 
technique ) . In response to detecting the error in cache 106 , indicator may be used by logic in validation module 209 or 
core 102 executes an error handling routine that may further by logic in DMA 208 and DMA 210 to determine whether 
identify a location of the soft error ( e.g. , using MBIST ) and or not to commit the results to redundant modules 222 and 
handles the soft error ( e.g. , by invalidating a corresponding 15 224 , or a fault has occurred . 
line of cache 106 or correcting the associated bit ) . However , Core 202 and core 204 include cache controllers 205 and 
detection and handling of the soft error consumes time ( e.g. , 207 , respectively , which control traffic between the corre 
microseconds ) sponding cores and local memory 206 , Cache controllers 

Meanwhile , core 104 does not experience the error and 205 and 207 may implement error - detecting codes ( EDC ) , 
continues to execute instructions . As a result , cores 102 and 20 error - correcting codes ( ECC ) ( e.g. , Reed - Solomon codes or 
104 lose synchronization . Validation module 112 detects the other suitable ECC code ) , parity bits , or a combination 
loss of synchronization based on differences in the outputs thereof and one or more associated error correction algo 
of the core 102 and core 104. An exemplary validation rithm . Both EDC and ECC may use code checking mecha 
module 112 includes registers to store results from cores 102 nisms , such as a cyclic redundancy check ( CRC ) checksum , 
and 104 and logic to compare those results and generate 25 where the CRC checksum is stored along with the actual 
indications or errors . In general , validation module 112 data , to identify ( and sometimes correct ) erroneous data 
sends an error indication to core 102 and core 104. The error content . Typical codes can only correct a certain number of 
indicator may trigger an interrupt in cores 102 and 104. That bit errors and only detect further numbers of bit errors . The 
interrupt routine may halt instruction execution . Although correct value is then used by the corresponding core . If no 
the error handling routine may identify the lockstep error as 30 additional information is available , the cache controller may 
a false failure resulting from loss of lockstep due to correc set an error flag or trigger an interrupt in the corresponding 
tion of a soft error , the error handling routine will trigger a core . When there is no error , the corresponding data is used 
reset of the system , which consumes a substantial amount of by the requesting core . 
time ( e.g. , milliseconds ) . During the error handling and In at least one embodiment of dual channel fail - opera 
restart , the functions provided by core 102 and core 104 are 35 tional system 200 , other modules are duplicated and 
unavailable to the system . For example , in an exemplary executed in delayed lockstep , e.g. , DMA controller 208 , 
automotive application ( e.g. , an automotive braking sys which may be used for allowing access to memory during 
tem ) , the overall system may continue operation in a fail real - time applications , backing up state information or other 
safe mode ( e.g. , using conventional braking ) , but without the data from the core to main memory , allowing access to the 
function being provided by cores 102 and 104 ( e.g. , anti- 40 main memory for intra - chip data transfer when cores 202 
lock braking ) for the substantial amount of time . and 204 are integrated in a multi - core processor system , or 
A technique that reduces the unavailability of a system other memory operations , while cores 202 and 204 perform 

due to errors in local memory shares local memory between other operations . Network - on - a - chip 214 provides redun 
redundant cores isolated using delayed lockstep execution . dancy to NoC 212 and is coupled to secondary elements , 
Rather than using physical isolation between the redundant 45 e.g. , core 204 and DMA 210. Core 202 and core 204 may 
cores , delayed lockstep execution provides isolation in time form two separate channels working concurrently in delayed 
from common errors induced by external influences ( e.g. , lock - step mode , whereby corresponding operations of the 
errors due to electromagnetic interference or voltage spikes ) two systems are compared and validated on a cycle - by - cycle 
and facilitates collocation of the cores and the shared local basis . Cores 202 and 204 are coupled to dual channel data 
memory . To reduce any latency introduced by sharing local 50 paths , which increases the safety integrity level of the 
memory , the cores may be collocated with the shared local system . The two separate systems may perform two con 
memory or otherwise located in close proximity to each current memory accesses , both systems addressing the same 
other and to the shared local memory . memory content , which is stored redundantly . Note that in 

Referring to FIG . 2 , dual channel fail - operational system other embodiments of dual channel fail - operational system 
200 includes redundant cores 202 and 204 configured for 55 200 , only cores 202 and 204 are redundant and only the 
delayed lockstep execution , in accord with embodiments of primary core ( e.g. , core 202 ) injects messages into NoC 212 
the present invention . That is , cores 202 and 204 receive the to one of target peripherals 218 and 220 or to one of 
same instructions and execute the same set of operations in redundant blocks 222 and 224 ( which may include redun 
parallel , but the corresponding instructions execute offset by dant system memory , redundant input / output modules , or 
a predetermined delay ( e.g. , a plurality of clock cycles ) . In 60 other redundant peripheral modules ) . Delay element 216 
at least one embodiment of dual channel fail - operational provides a delay to communications between standard 
system 200 , core 202 executes as a primary core and core peripheral 218 or standard peripheral 220 and NoC 214 to 
204 is a secondary core that executes operations at a ensure that the temporal separation between NoC 212 and 
predetermined number of clock cycles after core 202. The NoC 214 is consistent . 
set of results generated by each operation being performed 65 Referring to FIGS . 2 and 3 , cores 202 and 204 of dual 
by each core may be committed to memory as an atomic channel fail - operational system 200 execute delayed lock 
transaction after validation module 203 compensates for the step operations with validation of results ( 302 ) . Cores 202 
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and 204 continue to execute delayed lockstep operations handler , and loss of synchronization does not occur . There 
until at least one of the cores detects an error ( 304 ) . Note that fore , no system reset is required to handle the soft error . 
multiple error sources may trigger errors in core 202 and Accordingly , the time for handling a soft error in dual 
core 204. Validation module 203 or validation module 209 channel fail - operational system 200 may be orders of mag 
indicating a difference in execution between leading or 5 nitude less than techniques that require a system reset , 
trailing channels due to transient error ( e.g. , a voltage spike , thereby increasing the availability of dual channel fail - safe 
clock glitch , etc. ) or permanent fault ( e.g. , electrical over system 200 as compared to other error handling techniques . 
stress ( EOS ) , or latent defect not detected during manufac In addition , sharing the cache or other local memory reduces 
turing test ) . For example , cache controllers in cores 202 and system memory requirements , which reduces die size and 
204 may provide an indication of an error in local memory 10 power consumption for a dual channel fail - operational sys 
and validation module 203 may provide an indication of a tem . 
synchronization error in the results provided by cores 202 Referring to FIG . 4 , in at least one embodiment of a 
and 204 ( e.g. , the results of delayed lockstep operation of fail - operational system , core 402 is configured as a primary 
redundant cores do not match ) . In at least one embodiment core and core 404 is configured as a validation core , which 
of dual channel fail - operational system 200 , each of the error 15 executes in delayed lockstep with core 402. Core 402 
sources triggers an interrupt in core 202 and core 204. An accesses cache 418. Core 402 receives results of the accesses 
error interrupt service routine determines a type of error and with a first latency and core 404 receives the results sepa 
proceeds accordingly . In at least one embodiment , validation rately with a second latency via delay element 420. Delay 
module 203 provides an cell or code to cores 202 and 204 element 420 delays the results a number of cycles that 
and cache controllers 205 and 207 generate a distinct error 20 correspond to the delay in lockstep execution . In this 
code in cores 202 and 204 , respectively . In at least one delayed lockstep configuration , only accesses from the pri 
embodiment of dual channel fail - operational system 200 , mary core change a state of the cache 418. In at least one 
vectored interrupts are used and a different interrupt service embodiment of the fail - operational system , writes to cache 
routine executes for each interrupt generated by a different 418 from core 402 are committed in response to validation 
source ( e.g. , interrupt generated by the cache controller , 25 with results of core 404 by a validation module ( not shown ) . 
interrupt generated by the validation module , or other inter Cores 406 and 408 and cache 424 may be configured to 
rupt ) . In at least one embodiment of dual channel fail execute similarly using delay element 422 . 
operational system 200 , an error indicator enables logic In at least one embodiment , fail - operational system 400 
built - in self - test ( LBIST ) to determine if a permanent error includes cores 402 and 404 and multiple other bus master 
occurred in a particular part of the redundant system . 30 elements , which may be configured to operate redundantly 

In at least one embodiment , the interrupt handling routine in delayed lockstep or independently with respect to one 
pauses execution of the core in which it executes . Then the another . That configurability , permits selectively trading off 
interrupt handling routine may initiate IST , or read an between safety and performance aspects . When configured 
error code associated with MBIST executed by the corre to operate redundantly , these system architectures may per 
sponding cache controller , to determine whether the error is 35 form delayed lock step accesses to other modules of the 
a soft cache error ( 306 ) . If the error is not a soft cache error , network , as described above , or single accesses that are 
but rather a validation error , then the interrupt handling replicated externally to achieve redundant storage , 
routine executes an error handler ( e.g. , a handler including In at least one embodiment of a fail - operational system , 
LBIST ) to determine whether the core or associated channel an NoC 401 includes redundant network elements forming 
is faulty ( 308 ) . If the core or associated channel is faulty , the 40 redundant communications paths ( which may include redun 
interrupt handling routine disables the core ( 310 ) . If the core dant paths for both instructions and data ) between peripheral 
or associated channel is not faulty . The interrupt handling 468 and to main memory 470 or to redundant peripherals 
routine returns from the interrupt and normal execution 472 and 474. For example , core 402 may inject messages 
resumes ( 312 ) . As a result of a faulty core or associated into the primary network ( e.g. , the primary network includ 
channel being disabled and the other core resuming opera- 45 ing switches 438 , 440 , and 442 ) via network element 428 
tion , dual channel fail - operational system 200 continues and redundant core 404 injects messages into the secondary 
operations in a non - redundant mode that corresponds to a network ( e.g. , the secondary network including switches 
lower Safety Integrity Level . 432 , 434 , and 436 ) via a corresponding , redundant network 

If the error handier determines that the error is a soft error element 426. Switches 432 , 434,436 , 438 , 440 , and 442 may 
in the local memory ( 306 ) , then the error handler isolates the 50 be crossbar switches or other suitable switches . Network 
local memory from the core or associated channel and the elements 426 and 428 may convert the messages into 
leading core triggers MBIST on the isolated cache ( 316 ) to messages having a suitable bus protocol that includes ECC 
identify and correct the error . The error handler may correct and parity transport , or perform other suitable operation . 
or otherwise handle a soft error by inverting an erred bit or Similarly , network elements 433 and 435 convert redundant 
by invalidating a line of the cache ( 318 ) . Then , the error 55 network messages from core 406 and redundant core 408 , 
handler resumes communications between the local memory respectively , into messages having the suitable network 
and the associated core . The interrupt service routine protocol for transmission with ECC and parity bits using the 
executes a return from interrupt , thereby triggering resump primary network and the secondary network , respectively . 
tion of normal program execution in the core . Since the Network elements 446 and 444 , 452 and 450 , and 456 and 
secondary core experiences the same soft error in the cache , 60 458 may convert messages from a bus protocol to another 
the secondary core will execute the interrupt service routine message protocol suitable for a target peripheral or memory . 
in delayed lockstep . When the interrupt service routine Validation modules 430 , 437 , 448 , 454 , and 460 determine 
executing in the secondary core ( i.e. , the delayed execution whether an error has occurred in the redundant communi 
core ) returns from interrupt and triggers resumption of cations paths , and generates indicators thereof . Those indi 
normal program execution , delayed lockstep execution of 65 cators may be provided to a network controller that can 
the system resumes ( 320 ) . Thus , by sharing the cache , both reconfigure the network by disabling a faulty element to 
cores experience the same soft error , execute the same error operate the network at a lower Safety integrity Level in 
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response to corresponding error . Similar to the techniques main memory , and communicating the memory request 
described above , network elements 426 , 428 , 433 , and 435 between a second computing module of the redundant 
may correct errors detected in the bus protocol conversion or computing modules and main memory . The method may 
configure the redundant network elements 428 and 426 in a include communicating between a first computing module of 
modified mode where a faulty network path is disabled , 5 the redundant computing modules and a first peripheral and 
while the other network path resumes communication and communicating between a second computing module of the 
the system operates at a lower Safety Integrity Level . redundant computing modules and a second peripheral , 
A network controller ( not shown ) may provide control redundant to the first peripheral . The second peripheral may 

signals to select elements 462 and 464 to output results from execute in delayed lockstep with the first peripheral . The 
a selected one of the primary or secondary network to 10 method may include detecting a second error in the com 
peripheral 468 and main memory 470 , respectively that is munications between the redundant computing modules and 
not redundant . Those select signals may be based on the the first and second peripherals . The method may include 
outputs of validation modules , based on a predetermined disabling communications between one of first and second 
configuration , or a combination thereof . In embodiments computing modules of the redundant computing modules 
where a target peripheral or memory is also redundant , the 15 and a corresponding one of the first and second peripherals 
primary network provides the request to primary peripheral in response to detecting the second error . The method may 
472 and the secondary network provides the request to include providing data from a computing module to a 
secondary peripheral 474 . leading channel of a redundant network . The method may 

Referring to FIG . 5 , in at least one embodiment of NoC include providing a delayed version of the data from the 
401 , non - redundant bus masters 502 , 504 , 506 , and 508 are 20 computing module to a following channel of the redundant 
coupled to non - redundant network elements 510 , 512 , 514 , network , and communicating the data and the delayed 
and 516 , which may convert the network messages to version of the data to a target module . 
messages having an appropriate bus protocol and provide In at least one embodiment of the disclosure , an apparatus 
those messages to switches 526 and 528. Switches 526 and includes a first computing module comprising a first local 
528 are coupled to ports 522 and 524 , without redundancy . 25 memory controller . The apparatus includes a second com 
Ports 530 and 532 receive communications from ports 522 puting module redundant to the first computing module and 
and 524 and each of ports 530 and 532 duplicate the configured to execute in delayed lockstep with the first 
communications for injection into the redundant network . computing module , the second computing module compris 
The secondary network introduces a delay into duplicated ing a second local memory controller . The apparatus 
messages being communicated using the secondary paths , 30 includes a local memory coupled to the first and second local 
e.g. , using delay elements 534 and 536. Referring to FIGS . memory controllers . The first and second local memory 
4 and 5 , embodiments of a fail - operational system include controllers are configured to generate indications of an error 
duplicated cores and result validation , as well as duplicated in the local memory , the first and second computing modules 
communications paths and result validation between the being configured to pause delayed lockstep execution in 
individual cores and peripherals or memory . The result 35 response to the indication , and resume delayed lockstep 
validation may detect a permanent error in components of execution of the first and second computing modules in 
the leading channel or following channel , then the faulty , response to handling of the error in the local memory . The 
channel may be disabled allowing the other channel to apparatus may include a validation module configured to 
continue executing the application with full performance , provide a validation error indicator to at least one of the first 
but reduced safety level . In an exemplary automotive appli- 40 and second computing modules in response to a comparison 
cation ( e.g. , in electric vehicles without a mechanical backup error based on delayed lockstep outputs of the first and 
system ) , the fail - operational system allows a vehicle to second computing modules and a faulty one of the first 
continue operation when shutting down a faulty module is computing module and the second computing module is 
not acceptable . Thus , fail - operational system may increase isolated from the local memory in response to the indicator . 
the safety integrity level of redundant and non - redundant 45 The apparatus may include an error handler in one of the first 
bus masters . and second computing modules configured to handle the 

In at least one embodiment of the disclosure , a method error by invalidating a line in the local memory . The 
includes detecting an error in a local memory shared by apparatus may include an error handler in one of the first and 
redundant computing modules executing in delayed lock second computing modules configured to handle the error by 
step . The method includes pausing execution in the redun- 50 changing a bit in the local memory to correct the error . The 
dant computing modules and handling the error in the local local memory may be configured to execute a built - in 
memory . The method includes resuming execution in self - test ( MST ) and generate an indicator thereof and the 
delayed lockstep of the redundant computing modules in error may be detected based on the indicator . The apparatus 
response to the handling of the error . The method may may include a network - on - a - chip . The network - on - a - chip 
include detecting a second error based on delayed lockstep 55 may include a leading channel coupled between the first 
outputs of the redundant computing modules , isolating a computing module and main memory . The network - on - a 
faulty computing module of the redundant computing mod chip may include a following channel redundant to the 
ules from the local memory , and resuming execution in leading channel . The following channel may be coupled 
another of the redundant computing modules . Handling the between the second computing module and main memory . 
error may include invalidating a line in the local memory 60 The network - on - a - chip may include a network validation 
corresponding to the error . The error may be a soft error and module configured to detect a discrepancy between data in 
handling the error may include correcting the soft error by the leading channel and the following channel . The network 
changing a bit in the local memory corresponding to the soft validation module may be configured to disable at least a 
error . The method may include executing a built - in self - test portion of a failing one of the leading channel and the 
( BIST ) and generating an indicator thereof . The method may 65 following channel in response to detecting the error . The 
include communicating a memory request between a first network - on - a - chip may include a first port coupled to the 
computing module of the redundant computing modules and leading channel and a second port coupled to the following 
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channel . The first port and the second port may be config such terms describe . Thus , these terms are not necessarily 
ured to provide redundant , synchronized signals from a intended to indicate temporal or other prioritization of such 
non - redundant module to the leading and following chan elements . 
nels . The apparatus may include a network - on - a - chip 
including a leading channel coupled between the first com What is claimed is : puting module and a first peripheral and a following channel 1. A method comprising : redundant to the leading channel , the following channel detecting an error in program execution by redundant being coupled between the second computing module and a 
second peripheral redundant to the first peripheral config computing modules executing a program in delayed 
ured for delayed lockstep execution . The network - on - a - chip 10 lockstep ; 
may include a network validation module configured to pausing program execution in the redundant computing 
detect a discrepancy between data in the leading channel and modules in response to detecting the error ; 
the following channel and generate an indicator thereof . during paused program execution , handling the error 

In at least one embodiment of the disclosure , an apparatus according to a determination of whether the error is a 
includes redundant computing modules configured to 15 soft error in a local memory shared by the redundant 
execute in delayed lockstep , a local memory shared by the computing modules ; 
redundant computing modules , and means for detecting an in response to the determination indicating that the error 
error in the local memory , pausing execution in the redun is a soft error , resuming program execution in delayed 
dant computing modules , handling the error of the local lockstep of the redundant computing modules after the 
memory , and resuming execution in delayed kickstep of the 20 handling of the error ; and 
redundant computing modules in response to be handling of in response to the determination indicating that the error 
the error . The apparatus may include means for redundantly is not a soft error , identifying a faulty computing 
communicating between the redundant computing modules module of the redundant computing modules , disabling 
and another computing device . the faulty computing module , and resuming program 

While circuits and physical structures have been generally 25 execution in another computing module of the redun 
presumed in describing embodiments of the invention , it is dant computing modules . 
well recognized that in modern semiconductor design and 2. The method , as recited in claim 1 , wherein the error is 
fabrication , physical structures and circuits may be embod a soft error and handling the error comprises : 
ied in computer - readable descriptive form suitable for use in invalidating a line in the local memory corresponding to 
subsequent design , simulation , test , or fabrication stages . 30 the soft error . 
Structures and functionality presented as discrete compo 3. The method , as recited in claim 1 , wherein the error is 
nents in the exemplary configurations may be implemented a soft error and handling the error comprises : 
as a combined ture or component . Various embodi correcting the soft error by changing a bit in the local 
ments of the invention are contemplated to include circuits , memory corresponding to the soft error . 
systems of circuits , related methods , and tangible computer- 35 4. The method , as recited in claim 1 , wherein detecting the 
readable medium having encodings thereon ( e.g. , VHSIC error comprises : 
Hardware Description Language ( VHDL ) , Verilog , GDSIT executing a built - in self - test ( BIST ) and generating an 
data , Electronic Design Interchange Format ( EDIF ) , and / or indicator thereof . 
Gerber file ) of such circuits , systems , and methods , all as 5. The method , as recited in claim 1 , further comprising : 
described herein , and as defined in the appended claims . In 40 communicating a memory request between a first com 
addition , the computer - readable media may store instruc puting module of the redundant computing modules 
tions as well as data that can be used to implement the and main memory ; and 
invention . The instructions / data may be related to hardware , communicating the memory request between a second 
software , firmware or combinations thereof . computing module of the redundant computing mod 

Although the invention is described herein with reference 45 ules and the main memory . 
to specific embodiments , various modifications and changes 6. The method , as recited in claim 1 , further comprising : 
can be made without departing from the scope of the present communicating between a first computing module of the 
invention as set forth in the claims below . While the inven redundant computing modules and a first peripheral ; 
tion has been described in embodiments in which an element and 
is duplicated one to achieve redundancy , one of skill in the 50 communicating between a second computing module of 
art will appreciate that the teachings herein can be utilized the redundant computing modules and a second periph 
with a plurality of duplicates for that element . In addition , eral , redundant to the first peripheral , the second 
while the invention has been described in embodiments in peripheral executing in delayed lockstep with the first 
which the fail - operational system is implemented as an peripheral . 
integrated NoC or SoC , one of skill in the art will appreciate 55 7. The method , as recited in claim 6 , further comprising : 
that the teachings herein can be utilized with networks of detecting a second error in the communications between 
elements implemented on separate integrated circuit sub the redundant computing modules and the first and 
strates . Accordingly , the specification and figures are to be second peripherals ; and 
regarded in an illustrative rather than a restrictive sense , and disabling the communications between one of first and 
all such modifications are intended to be included within the 60 second computing modules of the redundant computing 
scope of the present invention . Any benefits , advantages , or modules and a corresponding one of the first and 
solutions to problems that are described herein with regard second peripherals in response to detecting the second 
to specific embodiments are not intended to be construed as 
a critical , required , or essential feature or element of any or 8. The method , as recited in claim 1 , further comprising : 
all the claims . providing data from a computing module of the redundant 

Unless stated otherwise , terms such as “ first ” and “ sec computing modules to a leading channel of a redundant 
ond ” are used to arbitrarily distinguish between the elements network ; 

error . 

65 
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providing a delayed version of the data from the comput a network validation module configured to detect a 
ing module to a following channel of the redundant discrepancy between data in the leading channel and 
network ; and the following channel . 

communicating the data and the delayed version of the 15. The apparatus , as recited in claim 14 , wherein the 
data to a target module . 5 network validation module is configured to disable at least 9. An apparatus comprising : a portion of a failing one of the leading channel and the 

a first computing module comprising a first local memory following channel in response to detecting the discrepancy . 
controller ; 16. The apparatus , as recited in claim 14 , wherein the a second computing module redundant to the first com network - on - a - chip further comprises : puting module and configured to execute a program in 10 a first port coupled to the leading channel ; and delayed lockstep with the first computing module , the 
second computing module comprising a second local a second port coupled to the following channel , 

wherein the first port and the second port are configured memory controller ; and 
a local memory coupled to the first and second local to provide redundant , synchronized signals from a 
memory controllers , non - redundant module to the leading and following 

wherein the first and second local memory controllers are channels . 

configured to detect an error in program execution , the 17. The apparatus , as recited in claim 9 , further compris 
first and second computing modules are configured to ing : 

a network - on - a - chip comprising : pause delayed lockstep program execution in response 
to detection of the error , the first and second computing 20 a leading channel coupled between the first computing 
modules are configured to handle the error according to module and a first peripheral ; 
a determination of whether the error is a soft error in the a following channel redundant to the leading channel , 
local memory , the first and second computing modules the following channel being coupled between the 
are configured to resume program execution in delayed second computing module and a second peripheral 
lockstep after the handling of the error in response to 25 redundant to the first peripheral configured for 
the determination indicating that the error is a soft error , delayed lockstep execution ; and 
and the first and second computing modules are con a network validation module configured to detect a 
figured to identify a faulty computing module of the discrepancy between data in the leading channel and 
redundant computing modules , disable the faulty com the following channel and generate an indicator 

thereof . puting module , and resume program execution in 30 
another computing module of the redundant computing 18. An apparatus comprising : 
modules in response to the determination indicating redundant computing modules configured to execute a 
that the error is not a soft error . program in delayed lockstep ; 

10. The apparatus , as recited in claim 9 , further compris a local memory shared by the redundant computing 
ing : modules ; and 

a validation module configured to provide a validation means for detecting an error in the local memory , pausing 
error indicator to at least one of the first and second program execution in the redundant computing mod 
computing modules in response to a comparison error ules in response to detecting the error , handling the 
based on delayed lockstep outputs of the first and error during paused program execution according to a 

determination of whether the error is a soft error in the second computing modules and a faulty one of the first 40 
computing module and the second computing module local memory , in response to the determination indi 
is isolated from the local memory in response to the cating that the error is a soft error , resuming program 
validation error indicator . execution in delayed lockstep of the redundant com 

11. The apparatus , as recited in claim 9 , further compris puting modules after the handling of the error , and in 
ing : response to the determination indicating that the error 

an error handler in one of the first and second computing is not a soft error , identifying a faulty computing 
modules configured to handle the error by invalidating module of the redundant computing modules , disabling 
a line in the local memory in response to the determi the faulty computing module , and resuming program 
nation indicating the error is a soft error . execution in another computing module of the redun 

12. The apparatus , as recited in claim 9 , further compris- 50 dant computing modules . 
ing : 19. The apparatus , as recited in claim 18 , further com 

an error handler in one of the first and second computing prising : 
modules configured to handle the error by changing a means for communicating redundant information between 
bit in the local memory to correct the error in response the redundant computing modules and another com 
to the determination indicating the error is a soft error . 55 puting device . 

13. The apparatus , as recited in claim 9 , wherein the local 20. The method , as recited in claim 1 , wherein the local 
memory is configured to execute a built - in self - test ( BIST ) memory is responsive to redundant cache controllers of the 
and generate an indicator thereof , the error being detected redundant computing modules and the local memory is 
based on the indicator . configured as a first - level cache in a memory system shared 

14. The apparatus , as recited in claim 9 , further compris- 60 by the redundant computing modules . 
ing : 21. The apparatus , as recited in claim 9 , wherein the local 

a network - on - a - chip comprising : memory is configured as a first - level cache in a memory 
a leading channel coupled between the first computing system shared by the first and second computing modules 
module and main memory ; and the first and second local memory controllers include a 

first cache controller and a second cache controller , respec a following channel redundant to the leading channel , 65 
the following channel being coupled between the tively . 
second computing module and main memory ; and 

35 
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