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ABSTRACT

A peripheral device that 1s connected to a main body as an
authentication requesting device operates as a device to be
authenticated. Receiving code-related information from the main
body, the peripheral device acquires a challenge code on the basis
of the received code-related information, generates encrypted
information by encrypting the challenge code, and transmits
encryption-related information that relates to the generated
encrypted 1information to the maln body.' The code-related
information 1is part of the <challenge <code and/or the

encryption-related information 1s part of the encrypted

information.
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BATTERY AND AUTHENTICATION REQUESTING DEVIC

ERENCE TO RELATED APPLICATIONS
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CROSS-R

The priority application Numbers JP 2004-342945, JP
2004-342946 and JP 2005-263010 upon which this patent application

is based are hereby incorporated by reference.

BACKGROUND OF THE INVENTION

The present invention relates to a battery as a subject of
authentication and an authentication requesting device that 1s

connected to the battery and issues a battery authentication

request.

In recent years, various consumer electronics appliances
including home game machines have increased in functionallity and
types whose functions can be extended by connecting peripheral
devices to the appliance main body have 1ncreased. In such

appliances, to avoid such trouble as results from a user erroneously

connecting a product of another company to the appliance main body,

there may occur a case that it 1is desired to judge whether a

peripheral device is authentic (genuilne).

One method for this purpose is to subject the appliance main
body and the peripheral device to authentication processing
generally used in computer systems to a check as to whether a
peripheral device is authentic. For example, a general example of

challenge-response-type authentication 1s disclosed in

la
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JP-A-11-163853.

Incidentally, in recent years, even for batteries, makers
that provide fake (counterfeit) products have appeared, which
increasingly cause problems such as unstable supply of power because
of differences in electrical ratings. Therefore, even for
batteries, it 1s now increasingly necessary to perform
authentication processing to check whether a product is authentic.
For this purpose, a battery authentication method disclosed 1n
JP-T-2000-517487 (the symbol “JP-T” as used herein means a published

Japanese translation of a PCT patent application) may be employed.

However, 1n contrast to information apparatus, appliances
used in homes such as consumer electronics appliances may have the
drawback of generating a large amount of electric noise during
operation. One way to counteract this is to perform authentication
processing repeatedly to increase the relilability of the
authentication.

However, where authentication processing 1s performed
repeatedly, the amount of data that are exchanged Dbetween a

peripheral device and the main body Dbecomes 1large and the

communication load increases accordingly. In consumer electronics

appliances and the like, processing that relates to the functions
of the appliance itself takes priority. Therefore, 1t 1s not
desirable to increase the load of communications that are performed
between the main body and a peripheral device and do not relate
to the functions of the appliance 1itself.

Further, in the above conventional authentication method,

consideration is not given to problems specific to a device to be
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authenticated such as a problem that a battery 1s not charged up.

SUMMARY OF THE INVENTION

The present invention has been made in view of the above
cilrcumstances in the art, and an object of the invention 1s therefore
to provide a battery capable of reducing the amount of data that

are exchanged for authentication and thereby lowering the

communication load.

Another object of the invention 1s to provide a battery in
which consideration is given to problems specific to the battery
itself as a device to be authenticated.

To solve the above problems in the art, the invention provides
an authentication system comprising a battery and an authentication
requesting device which authenticates the battery, the battery and
the authentication requesting device holding a common encryption
key, wherein the authentication requesting device generates first
code-related information and transmits it to the battery, acquires
a first comparison challenge code on the basis of the first
code-related 1nformation, and generates first comparison encrypted
information by encrypting the first comparison challenge code using
the encryption key; the battery receives the first code-related
information, acquires a first challenge code on the basis of the
received first code-related information, generates first encrypted
information by encrypting the acquired first challenge code using
the encryption key, and transmits first encryption-related

information relating to the first generated encrypted information
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to the authentication requesting device; the authentication
requesting devlice determlines whether to authenticate the battery
by comparing the received first encryption-related information with
comparison first encryption-related information relating to the
generated first comparison encrypted 1nformation; and the first
code-related information is part of the first challenge code and/or
the first encryption-related information 1is part of the first

encrypted i1nformation.

+]

BRIEEF DESCRIPTION OF THE DRAWINGS

Fig. 1 1is a block diagram outlining the configuration of a

peripheral device 1;

Fig. 2 1s block diagram outlining the configuration of a main
body 2;
Fig. 3 1s block diagram showing the configquration example of

a power control section of the main body 2;

Fig. 4 1s a functional block diagram of an example of the

peripheral device 1;

Fig. 5 1is a functional block diagram of an example of the main
body 2;

Fig. 6 1is a flowchart showing a flow of communications between
the peripheral device 1 and the main body 2; and

Fig. 7 is a flowchart showing an exemplary process executed

by the main body 2.
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DESCRIPTION OF THE PREFERRED EMBODIMENT

L-L

An embodiment of the present invention will be hereinafter
described with reference to the accompanying drawings. A battery
according to the embodiment is implemented as a peripheral device
1. As shown 1n Fig. 1, the peripheral device 1 includes a control
section 11, a storage section 12, a communication section 13, and
a functional section 14, and is connected to a main body 2.

The control section 11 is a CPU or the like and operates
according to programs stored in the storage section 12. The control
section 11 performs processing for realizing the functions of the
peripheral device l. For amanipulation device such as a controller
as a peripheral device 1, the control section 11 performs processing
of transmitting informationrelating toan instructionmanipulation
of a user to the main body 2. For a storage device such as a memory
card as a peripheral device 1, the control section 11 performs

processing of holding information received from the main body 2

and processing of supplying information held therein to the main
body 2 1n response to a request from the main body 2. Although in
this embodiment the device to be authenticated is the power supply
(1.e., battery), the peripheral device 1 as the device to be
authenticated may also be any of other various devices including
a communication device, an imaging device such as a camera, and
a sound device such as a speaker.

To realize an authentication function, the control section

11 also performs processing of receiving first code-related

information, acquiring a first challenge code based on the received
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first code-related information, and generating first encrypted
information by encrypting the first challenge code. The processing
for realizing the authentication function of the controller 11 will
be described later in detail.

The storage section 12 includes a storage element such as a
flash ROM and a RAM, and stores programs to be run by the control
section 11. The storage section 12 also operates as a work memory

'
sl

for storing various data that are necessary during processing of

the control section 11.

The communication section 13 is a serial communication port,
for example, and 1s connected to the main body 2. The communication
section 13 transmits information to the main body 2 according to
an instruction that 1s input from the control section 11. Further,
the communication section 13 outputs, to the control section 11,

information received from the main body 2.

The functional section 14 provides the functions of the
peripheral device 1. Since 1in this embodiment the peripheral

device 1 1is the battery, the functional section 14 includes a

secondary battery for supplying electric power.

As shown in Fig. 2, themain body 2, which is a home game machine,
for example, includes a control section 21 such as a CPU, a storage
section 22, a manipulation section 23, a display control section
24, a communication section 25, an optical disc drive 26, and a
power control section 27.

The control section 21 operates according to programs stored
1n the storage section 22. For example, the control section 21

performs processing that relates to a game. In this embodiment,
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the control section 21 also performs operations of an authentication
requesting device. The detailed processing that 1s performed by
the authentication requesting device aspect of the control section
21 will be described later.

The storage section 22, which includes a RAM, for example,
holds game programs that are read by the optical disc drive 26.
The storage section 22 also includes a nonvolatile storage element,
where programs for the authentication requesting device are stored.
The storage section 22 also operates as a workmemory for the control
section 21.

The manipulation section 23, which 1s a game controller,
outputs the content of an instruction manipulation of a player to
the control section 21. The display control section 24, which 1s
a graphic circuit, displays a game picture on a display device such
as a home TV receliver according to an instruction inputted from
the control section 21. The communication section 25, which 1is a
serial communication port, for example, 1s connected to the
communication section 13 of the peripheral device 1 and exchange
informationwith it. In this embodiment, the communication section
25 transmits information to the peripheral device 1 according to
an 1nstruction inputted from the control section 21, and outputs,
to the control section 21, information received from the peripheral
device 1.

The optical discdrive 26, which is a DVD-ROM drive or a Blu-ray

disc drive, for example, reads information such as programs from
a recording medium such as a DVD, a Blu-ray disc, or the like and

outputs 1t to the control section 21.
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As shown in Fig. 3, the power control section 27, which 1is
connected to the battery as the peripheral device 1, 1includes a
power control circulit 31, a charging circuit 32, and a power supply
circult 33. The power control circuit 31 controls the supply of
power from the battery or the power supply circult 33 to the
individual sections such as the control section 21. For example,

1f a player turns on the power, the power control circuit 31 starts

to supply power to the individual sections. If a player turns off
the power or an instruction to turn off the power (power shutoff
instruction) comes from the control section 21, the power control
circuit 31 stops supply of power to the individual sections.

The charging circult 3Z charges the battery if the battery

1is connected to 1t in a state that it is supplied with power from
the power supply circuit 33. The power supply circuit 33 1is a
regulator, for example, and 1s connected to an external power source
(e.g., home wall socket). The power supply circult 33 is supplied
with a DC power supply voltage that i1s generated on the basis of
the power from the external power source, and outputs 1t to the
power control circuit 31 and the charging circuit 32. The power
supply circuit 33 corresponds to a “power receiving section” of
the i1nvention.

The power control section 27 supplies the individual sections
with power that 1s supplied from the battery if the battery is
connected to it in a state that the power supply circuit 33 is not
supplied with power from any external power source. If the power

supply circulit 33 is supplied with power from an external power

source, the power control section 27 supplies the individual
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sections with power that 1s supplied from the external power source.
Further, the power control section 27 charges the battery 1f the
battery is connected to 1t in a state that the power supply circuit
33 is supplied with power from an external power source.

A description will now be made of the processing for realizing

the authentication function which 1s performed by the control
section 11 of the peripheral device 1. 1In this embodliment, plural
encryption key candidates kO, kl, ... are stored in advance in the

storage section 12 of the peripheral device 1.

Expressed in functional terms, as shown 1n Fig. 4, the control
section 11 includes an authentication request processing section
41 and a main body authentication section 42.

The authentication request processing section 41 receives,
from the malin body 2 (authenticatlion requesting device), via the
communication section 13, first code-related information fromwhich
a first challenge code 1s to be generated. Further, the
authentication request processing section 41 receives, from the
main body 2, encryption key identifying information to be used for
identifying one encryption key, and reads, from the storage section
12, an encryption key kN that is identified by the encryption key
identifying i1nformation (e.g., a key number N).

It 1s assumed here that the first code-related information
is part of a first challenge code. For example, where a 128-bit
first challenge code 1s used, the main body 2 sends, as the first
code-related infbrmation, 64-bit information that is to correspond

p

to the first half (upper half) of 128-bit information. The

authentication request processing section 41 generates a first
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challenge code on the basis of the first code-related information
and acquires 1t.

In this embodiment, a plurality of first constants C10,
Cll, ... are stored in the storage section 12 in advance. A first
challenge code 1s generated bv reading, from the storage section
12, a first constant CIN corresponding to a key number N that 1is
received as encryption key identifying information and placing the
read-out first constant CIN after the received first code-related
information. Where as described above the first code-related
information 1s of 64 bits for the 128-bit first challenge code,

each of the first constants C10, Cl1, ... 1s a o04-bit constant.

The first constant 1s “common-part information” of the inventilon.

The authentication request processing section 41 generates
first encrypted information by encrypting the first challenge code
that has been generated by using the encryption key kN read from
the storage section 12.

Further, the authentication request processing section 41

extracts, as first encryption-related information, a predetermined
part (e.g., second half (lower half)) of the first encrypted
information, and transmits the extracted first encryption-related
information to the main body 2. For example, if the first challenge
code 1s of 128 bits and the algorithm of the above encryption is
of a coding method that does not change the code length of encryption
subject 1information, the first encrypted information also has 128
bits. The authentication request processing section 41 transmits
the predetermined part (e.g., second-half 64 bits) of the 128-bit

first encrypted information to the main body 2.

10
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To authenticate the main body 2 (authentication requesting
device), the main body authentication section 42 generates second
code-related information that relates to a second comparison
challenge code (second challenge code for comparison) to be used
for authenticating the main body 2. For example, the main body
authentication section 42 generates a numerical value having a
prescribed number of bits by a random number routine and transmits
the generated random number as second code-related 1nformation to
the main body 2 via the communication section 13.

Further, the main body authentication section 42 generates
a second comparison challenge code on the basis of the generated
second code-related 1information. In this embodiment, plural
second constants C20, C21, ... are stored in the storage section
12 in advance. A second constant CZ2N corresponding to the key number
N that was received previously as the encryption key identifying
information 1is read from the storage section 12. A second
comparison challenge code 1s generated by placing the second
constant CZN after the generated second code-related information.

The amount of data of communications (transmission and reception)
of a second challenge code can be reduced by, as described above,

determining part of the second challenge code randomly and making

the remaining part a constant.

The main body authentication section 42 generates second
comparison encrypted information by encrypting the second
comparison challenge code stored in the storage section 12 using
the encryption key kN that 1s 1identified by using the encryption

key 1dentifying information that was received in performing the

11
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authentication function processing.

Further, the main body authentication section 42 compares a
predetermined part of the second comparison encrypted information
with part of information obtained by encrypting the second challenge
code in the main body 2. Where the second-half 64 bits are extracted

as the predetermined part as 1n the above-described example, the

main body authentication section 42 extracts the second-half 64
bits from the second comparison encrypted information and compares
the extracted 64-bit informationwith the second encryption-related
information (64 bits) received from the main body 2.

If they coincide with each other, themain body authentication
section 42 (i.e., peripheral device 1) judges that the main body
2 is an authorized (e.g., genuine) one and reports the judgment
result to the main body 2. If the main body authentication section
42 judges that the predetermined part of the second comparison
encrypted information does not coincide with the second
encryption-related information received from the main body 2, that
is, the malin body 2 1s not an authorized one, the main body
authentication section 4Z reports the judgment result to the main

body 2.

Next, the operation of the control section 21 of the main body
2 which operates as the authentication requesting device will be
described. An encryption key kN 1s stored in the storage section
22 of the main body 2 1in advance. The encryption key kN 1s made
the same as one of the plural encryption keys stored in the storage
section 12 of the peripheral device 1 as the device to be

authenticated. Further, encryption key identifying information

12
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(e.g., key number N) which is information necessary for identifying
the encryption key in the peripheral device 1 1s stored 1in the

storage section 22 1n advance.

The control section 21 of the main body 2 realizes functions

shown in Fig. 5. Expressed in functional terms, as shown in Fig.
5, the control section 21 includes a peripheral device
authentication section 45 and an authentication request processing

section 40.

The peripheral device authentication section 45 generates
first code-related information from which a first comparison
challenge code is to be generated. For example, the peripheral
device authentication section 45 generates a random number Dy a
random number routine, and transmits the generated random number
as first code-related information to the peripheral device 1 via
the communication section  25. The peripheral device
authentication section 45 also transmits the encryption key
identifying information (e.g., key number N) to be used for
identifying the encryption key kN.

Further, the peripheral device authentication section 45

generates a first comparison challenge code on the basis of the
generated first code-related information. In this embodiment, a
first constant Cli to be used in the peripheral device 1 1s stored
in the storage section 22 in advance. In this example, since the
first constant CIN which is identified by using the encryption key
identifying information (key number N) 1is used in the peripheral

device 1, the first constant CIN is stored in the storage section

22

13
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The peripheral device authentication section 45 generates a

first comparison challenge code by placing the first constant CIN

stored in the storage section 22 after the generated code-~related
information. The amount of data of communications (transmlission
and reception) of a challenge code can be reduced by, as described
above, determining part of the challenge code randomly and making
the remalining part a constant.

The peripheral device authentication section 45 generates
first comparison encrypted information by encrypting the generated
first comparison challenge code by the encryption key kN stored

in the storage section 22.

Further, the peripheral device authentication section 45

receives, from the peripheral device 1, as first encryption-related

i

information, part of a result of encryption of a first challenge

code performed in the peripheral device 1 by using the encryption
key kN. And the peripheral device authentication section 45
compares a predetermined part of the first comparison encrypted

information with the first encryption-related information received

from the peripheral device 1. Where the second-half 64 bits are
extracted as the predetermined part as 1in the above-described
example, the peripheral device authentication section 45 extracts
the second-half 64 bits from the first comparison encrypted

information and compares the extracted 64-bit information with the

first encryption-related i1nformation (64 bits) received from the

peripheral device 1.

If they coincide with each other, the peripheral device

authentication section 45 judges that the peripheral device 1 1is

14
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an authorized (e.g., genuilne) one.

Furthermore, the main body 2 holds, in advance, the second
constant CZN which 1s used 1n the peripheral device 1. The
authentication request processing section 46 generates a second
challenge code by placing the second constant CZN after second
code-~related information that is received from the main body
authentication section 42 of the peripheral device 1.

The authentication request processing section 46 generates
second encrypted information by reading the encryption code kN from
the storage section 22 and encrypting the generated second challenge
code using the encryption code kN. Further, the authentication
request processing section 46 extracts, as second

encryption-related information, a predetermined part (e.g., second

half) of the second encrypted information and transmits the

extracted second encryption-related information to the peripheral

device 1.
Although the above description 1s directed to the case that

both of the processing of authenticating the peripheral device 1

and the processing of authenticating the main body 2 by peripheral

device 1 are performed, only the processing that the main body 2
authenticates the peripheral device 1 may be performed if it 1is
sufficient. In this case, the main body authentication section 42
of the peripheral device 1 and the authentication requesting section
46 of the main body 2 are not always necessary.

One 1mportant feature of this embodiment 1s that whether

authentlication has succeeded or failed is reported by using data

that 1includes a predetermined part of the second comparison

L5
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encrypted information. In this embodiment, a report to the effect
that the main body 2 has been authenticated is made by transmitting
a prescribed part itself of the second comparison encrypted
information to the main body 2 as authentication success data. A
report to the effect that the main body 2 has not been authenticated
is made by transmitting, to the main body 2, as authentication
failure data, data obtained by negating the individual bits of the
prescribed part of the second comparison encrypted information.

The negation means an operation of changing bit “1” to “0” and bit

“0” to “1.” A logical operation of leaving every bit of data as
it is corresponds to a “second logical operation” of the invention,

and a logical operation of negating every bit of data corresponds

to a “first logical operation” of the invention. Correspondingly,
when the main body 2 reports when the peripheral device 1 has been
authenticated, the main body 2 transmits a prescribed part 1itself
of the first comparison encrypted information. A report to the
effect that the peripheral device 1 has not been authenticated 1is

made by transmitting, to the peripheral device 1, as authentication

failure data, data obtained by negating the individual bits of the

prescribed part of the first comparison encrypted information.
The main body 2 compares the received authentication success

data with the second encryption-related information that 1t

transmitted before. If coincidence is found, the main body 2 judges

"that 1t has been authenticated.

The authentication success data and the authentication
failure data may be a predetermined constant such as data all bits

of which are “1” or “0.” However, where a constant 1s used for this

1o
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purpose, for example, information to the effect that the main body
2 has been authenticated can be sent by transmitting the constant
as authentication success data using an illegally manufactured MOD
chip. To avoid such weakness in security, in this embodiment,
authentication success data or authentication failure data 1s
generated by using, instead of a constant, the predetermined part
of comparison encrypted information which takes a different value

every time authentication processing 1s performed.

In this embodiment, first and/or second challenge code(s) and

first and/or second encrypted information obtained by encrypting

the first and/or second challenge code(s) are not transmitted and

received in theilr entireties and, instead, parts of those are
transmitted and received. This makes it possible to reduce the
amount of data that are exchanged for authentication processing
and thereby contributes to reduction of the communication load.

Next, the operations of the peripheral device 1 and the main
body 2 as the device to be authenticated and the authentication
requesting device, respectively, will be described with reference
to .Fig. 6. Fig. 6 is a flowchart showing a flow of communications
between the peripheral device 1 and the main body 2. At the
beginning, an encryption key k0, a first constant C10, and a second
constant C20 which correspond to encryption key identifying

information N = 0 are stored in the storage section 22 of the main

body 2.

When the peripheral device 1 1s connected to the main body
2, the main body 2 generates a 64-bit random number Rl 1in step S1

and transmits the encryption key identifying information (in this

17
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example, the key number ™“0”) to be used for identifying the
encryption key k0O and the random number Rl to serve as first
code-related information to the peripheral device 1 in step S2.

At step S3, the main body 2 generates a first comparison
challenge code by placing the first constant Cl0 after the random
number R1 which 1is the first code-related information generated
1n step S1. 1In the following description, placing two pieces of
information adjacent to each other will be denoted by symbol “|.”

Therefore, the first comparison challenge code is represented by

“R1[|C10.”

At step S4, the main body 2 generates first comparison

encrypted information by encrypting the generated first comparison
challenge code Rl"ClO using the encryption key kO. A rule is now
set that iInformation obtained by encrypting subject data d using
an encryption key k should be represented by ENC(k, d). The
generated first comparison encrypted information is represented
by ENC(k0, (R1[C10)).

The peripheral device 1 receives the first code-related
information Rl and the key number “0” (encryption key identifying
information) from the main body 2, and reads an encryption key kO
and a first constant C10 that are identified by the encryption key
ldentifying information “0” from the storage section 12. At step

5o, the peripheral device 1 generates a first challenge code Rl“ClO

by placing the first code-related information R1 and the first

constant C10 adjacent to each other.
At step Sb, the peripheral device 1 generates first encrypted

information ENC(kO, (R1[|C10)) by encrypting the generated first

18
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challenge code R1[|C10 using the encryption key k0O and extracts a

prescribed part (e.g., lower 64 bits) of the generated first

encrypted information ENC(kO, (R1[Jc10)) to produce first
encryption-related information. At step S7, the peripheral device
1 transmits the extracted first encryption-related information to
the main body 2.

The main body 2 receives the first encryption-related
information. At step S8, the main body 2 checks whether the
prescribed part (lower 64 bits) of the first comparison encrypted
information generated 1in step S4 coincides with the recelved first
encryption—-related 1information and thereby authenticates the

peripheral device 1.

In general, a party who intends to manufacture a peripheral

device illegally does not know the encryption key kO or the first
constant Cl0 and hence cannot generate the first challenge code

or the first encrypted information. Therefore, in this case, 1in

general, in step S8 the prescribed part (lower 64 bits) of the first

encrypted comparison information does not coincide with the
received first encryption-related information. The peripheral
device 1 can thus be judged an i1illegal one.

The peripheral device 1 may generate, 1n step S9, second
code—-related information that relates to a challenge code (second
challenge code) to be used for authenticating the main body 2. In
this embodiment, the peripheral device 1 generates a 64-bit random
number R2 by a random number routine 1n step S9, and transmits the

generated random number RZ2 as second code-related information to

the main body 2 together with the first encryption-relates

19
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information 1n step S7.

The peripheral device 1 generates a second comparison
challenge code on the basis of the second code-related information
R2. In this case, the peripheral device 1 reads, from the Storage
section 12, a second constant C20 corresponding to the key number
“0” as the encryption key identifying information that was received
in step S2. At step S10, the peripheral device 1 generates a second
comparison challenge code R2[C20 by placing the second constant

S20 after the second code-related information R2.

At step S11, the peripheral device 1 generates second

comparison encrypted information ENC (kO, (R2"C20)) by encryptlng
the second comparison challenge code R2[[C20 using the encryption

key kO that is identified by using the key number “0” as the

encryption key identifying i1nformation.

At step S12, the main body 2 generates a second challenge code

R2[[C20 by placing the second constant C20 after the second
code-related 1information RZ that was recelved 1n step S7 and
acquires the second challenge code R2[C20. At step S13, the main

body 2 generates second encrypted information ENC(kO, (R2“C20))

by encrypting the generated second challenge code R2||C20 using the

encryption key kO, and extracts a prescribed part (lower 64 bits)

of the second encrypted information ENC(kO, (R2[C20)) to produce
second encryption-related information. At step S14, the main body
2 transmits the extracted second encryption-related information
to the peripheral device 1.

Receiving the second encryption-related information from the

main body 2, in step S15 the peripheral device 1 judges whether
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the prescribed part (lower 64 bits) of the second comparison
encrypted informa;tion that was generated in step S11 coincides with
the second encryption-related information received from the main
body 2. At step S16, the peripheral device 1 transmits a result
of the judgment to the main body 2.

As described above, 1f the prescribed part (lower 64 bits)
of the second comparison encrypted information that was generated
in step S11 coincides with the second encryption-related
information received from the main body 2, the peripheral device

F

1 transmits the prescribed part itself of the second comparison

encrypted information that was generated in step S11 to the main

body 2 as authentication success data.

If the prescribed part (lower 64 bits) of the second

comparison encrypted information that was generated in step S11
does not coincide with the second encryption-related information

received from the main body 2, the peripheral device 1 generates

authentication failure data by negating every bit of the prescribed

part of the second comparison encrypted information that was
generated 1in step S11 and transmits the generated authentication
fallure data to the main body 2.

At step S17, the main body 2 judges whether the main body 2
1tself has been successfully authenticated on the basis of the
Judgment result that was received in step S16. In this embodiment,
the main body 2 compares the prescribed part of the second encrypted
information that was transmitted in step S13 with the information
of the judgment result that was received in step S16. If they

coincide with each other, the main body 2 judges that itself has
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been successfully authenticated. If the encryption key kO, for
example, has leaked, themain body 2 1s retrieved and the encryption
key etc. stored in the storage section 22 are replaced (overwritten)
by, for example, an encryption key kl, a first constant Cll, and
a second constant C21 (each of which i1s stored in the peripheral
device 1 in advance) that are identified by using a key number “1.”
The encryption key i1dentifying information i1is then changed to “"1.”
This makes 1t possible to update the encryption Key etc. wilthout
the need for collecting peripheral devices 1 (much more peripheral
devices 1 are on the market than main bodies 2).

While themain body 2 and the peripheral device 1 are connected
to each other, the communications shown 1in Fig. 6 may be performed
repeatedly, that is, every time a prescribed timing arrives. If
the peripheral device 1 1s not authenticated in step S8, the main
body 2 may return to step S1 and perform the process of Fig. 6 agailn.
Likewise, if it is found 1in step S17 that the main body 2 itself
has not been authenticated, the main body 2 may return to step Sl
and perform the process of Fig. 6 again.

Although the above description 1s such that parts of both of
a first or second challenge code and first or second encrypted
information which are used for authentication processing are
transmitted, one of thosemay be transmitted 1in 1ts entirety. Where
one of those may be transmitted in its entirety, the communication
load increases accordingly but the security level can be increased
by making a coincidence/non-coincidence judgment by transmitting
the entire first or second encrypted information, for example.

Where part of a first or second challenge code is transmitted
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as first or second code-related information, the order of the
connection of the first or second code~related information and the
constant C is not limited to the above-described one “R||C” and may
be “CJ|R.” Further, their connection order in the process for
authenticating the peripheral device 1 by the main body 2 (steps
S1-S8 in Fl1g. 6) and that in the process for authenticating the
main body 2 by the peripheral device 1 (steps S9-S17 in Fig. 6)
may be different from each other.

The control section 21 stores a flag indicating an
authentication result in the storage section 22. For example, the

flag 1s set to “0” when authentication processing has succeeded

and to “1” when authentication processing has failed.
In this embodiment, each of the control section 21 of the main
body 2 and the control section 11 of the battery as the peripheral

device 1 performs authentication processing again if authentication

processing just performed has resulted in a failure. Even if
authentication processing has succeeded, each of the control

sections 21 and 11 may perform authentication processing again after

a lapse of a prescribed time.

Another i1mportant feature of this embodiment is that the
authentication process performed by the control section 21 depends
on whether the power control section 27 is supplied with power from
an external power source. For example, when the power is turned
on, the control section 21 checks whether or not the battery as
the peripheral device 1 1is connected to the power control section
27. 1f the battery is connected to the power control section 27,

the control section 21 starts a process shown in Fig. 7. Although
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the following description will be made with an assumption that a

storage area to serve as a failure counter for holdling the number

gh——

of times of consecutive authentication faillures 1s secured in the

storage section 22, a failure counter may be provided 1in a register
of the CPU that operates as the control section 21.

At step S21, the control section 21 performs battery
authentication processing. In step S22, the control section 21
checks whether or not the battery authentication processing has
succeeded (i.e., whether the battery has been judged to be
authentic). That is, the control section 21 checks whether or not
the authentication-related flag 1s set to “1” (i1.e., the value
indicating that the authentication processing just performed has
resulted 1n a failure). If 1t 1s jJudged that the authentication
processing has failed, 1n step S23 the failure counter 1s
incremented by one. At step S24, the control section 21 judges
whether or not the power control section 27 1s supplied with power
from an external power source.

If the power control section 27 1s not supplied with power

from an external power source, 1n step S25 the control section 21
sets the authentication processing repetition interval at a first

prescribed interval value (e.g., 100 ms) and sets the threshold

value of the number of times of authentication failures at a first
threshold value (e.g., 30). In step S26, the control section 21
checks whether or not the value of the failure counter has exceeded
the threshold value. If the value of the failure counter has
exceeded the threshold value, 1n step S27 the control section 21

executes a failure~time process and the process ends. That is, the
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control section 21 executes the failure-time ©process 1if
authentication processing has failed consecutively more than the

number of times that 1s equal to the set threshold value and then

turns off the power of the main body 2.

0 On the other hand, if it i.s Jjudged 1n step S26 that the number
of times of failures has not exceeded the set threshold value, in
step 528 the control section 21 suspends the process for a time
that 1s equal to the authentication processing repetition interval.

After a lapse of that time, the process is returned to step S21

10 and restarted.

If 1t 1s judged in step S24 that the power control section

27 1s supplied with power from an external power source, in step

529 the control section 21 sets the authentication processing
repetition interval at a second prescribed interval value (e.qg.,

15 500 ms) and sets the threshold value of the number of times of
authentication failures at a second threshold value (e.qg., 600).
Then, the process moves to step S26 and continues to be executed.

As described above, the prescribed repetition interval value

and the threshold value of the number of times of failures are

20 changed and the period during which the authentication processing
1s repeated is thereby changed depending on whether or not the power
control section 27 is supplied with power from an external power

source. This measure takes into consideration cases where, for
example, the control section 11 cannot operate if the secondary

25 battery of the functional section 14 has almost no residual energy

even though the battery i1is authentic. If the control section 11

is not 1in operation, even if the main body 2 (authentication
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requesting device) transmits a random number to the battery, the
battery cannot transmit encryption-related information and hence
the main body 2 judges that the battery has not been authenticated.
In view of this, 1n this embodiment, while the power control section
27 1s being supplied with power from an external power source and
the battery 1s being charged, the authentication processing
interval 1s set longer and the number of times of repetitions of
authentication processing 1s set larger. As a result, if the
battery 1s empty at the beginning, the authentication processing
repetition period is drawn out so that the battery will be charged
to such an extent as to render the control section 11 operational.

Further, 1f it is judged in step S22 that the battery has been
successfully authenticated, in step S30 the control section 21
resets the failure counter to “0.” Then, the control section 21
sets the authentication processing repetition interval at a third
prescribed interval value (e.g., 30 s) in step S31 and executes
a success-time process in step S32. The process moves to step S28
and continues to be executed.

For example, the failure-time process (step S27) may be a

process of instructing the power control section 27 to shut off
the power to thereby turn off the main body 2 or a process of causing

the display control section 24 to make such a display as “Unusable”

and stopplng game-related processing.

For example, the success-time process (step S$S32) may be a
process of starting game-related processing. If game-related
processing has already been started, it is not always necessary

that any actual processing be performed in the success-time process.
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The storage area as the failure counter may be secured 1n a
nonvolatile memory of the storage section 22 so that 1ts content
1s held even after a power shutoff. This prevents an act ot
continulng to play a game intermittently by resetting the failure
counter halfway by, for example, connecting and disconnecting an
external power source to the maln body 2 or regularly suspending
a game and turning on the power again.

As described above, the embodiment provides a process in which
consideration is given to problems specific to authentication of
a battery, such as a problem that authentication of a battery as
a main unit for supplyling power 1s disabled because the battery
has not been charged sufficiently vet.

Although the above description is directed to the case that
the main body 2 1s a home game machine, the invention 1s not limited
to such a case. For example, 1t 1s possible that the peripheral
device 1 1s a battery and the main body 2 is its charger. 1In this
case, the main body 2 need not always be equipped with the
manipulation section 23 and the display control section 24. And

the failure-time process and the success-time process which are

executed by the control section 21 may be, for example, suspension
of charging and a start of charging, respectively.

While the present invention is described in terms of preferred

or exemplary embodiments, 1t i1s not limited hereto.

21



10

15

20

25

CA 02527671 2005-11-24

What 1s claimed 1s:

1. An authentication system comprising a battery and an
authentication requesting device for authenticating the battery,
the battery and the authentilcation requesting device holding a
common encryption key, wherein:

the authentication requesting device Jgenerates first
code-~-related information for transmission to the battery, acquires

a first comparison challenge code on the basis of the first

code-related information, and generates first comparison encrypted
information by encrypting the first comparison challenge code using

the encryption key;

the battery receives the first code-related information,

acquires a first challenge code on the basis of the received first
code-related i1nformation, generates first encrypted information
by encrypting the acquired first challenge code using the encryption
key, and transmlits first encryption-related information relating
to the generated first encrypted information to the authentication
requesting device;

the authentication requesting device determines whether to
authenticate the battery by comparing the received first
encryption-related information with first comparison
encryption-related information relating to the generated first
comparison encrypted information; and

the first code-related 1information is part of the first

challenge code and/or the first encryption-related information is

part of the first encrypted information.

28



10

15

20

25

CA 02527671 2005-11-24

2. The authentication system according to claim 1, wherein:

the authentication requesting device comprises a battery
connecting section connected to the battery and a power recelving
section to be supplied with power from an external power source
when connected to the external power source; and

the authentication requesting device executes an
authentication process for authenticating the battery connected
to the battery connecting section in such a manner as to change
the authentication process depending on whether or not the power

receiving section is being supplied with power from the external

power source.

3. A battery to be connected to an authentication requesting
device and for transmitting information relating to authentication

in response to an authentication request from the authentication

requesting device, comprising:

a portion receiving first code-related information from the
authentication requesting device;

code acquiring portion acquiring a first challenge code on
the basis of the received first code-related information;

a portion generating first encrypted information by
encrypting the first challenge code; and

a portion transmitting first encryption-related information

relating to the generated first encrypted information to the

authentication requesting device,

wherein the first code-related information 1s part of the

first challenge code and/or the first encryption-related
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information is part of the first encrypted information.

4. The battery according to claim 3, wherein:

the first code-related information 1s part of the first
challenge code; and

the code acquiring portion generates and acquires a first
challenge code by connecting the first code-related information
to common-part information that is held by both of the battery and

the encryption requesting device.

5. The battery according to claim 3, further comprising:

a portion generating second code-related information and
transmitting the information to the encryption requesting device
to authenticate the encryption requesting device;

a portion receiving, from the encryption requesting device,
part of encrypted information obtained by encrypting a second
challenge code;

a portion acquiring a second comparison challenge code on the
basis of the second code-related information;

a portion generating second comparison encrypted information

by encrypting the generated second comparison challenge code; and

a portion extracting part, corresponding to the part of the

recelived second encrypted i1nformation, of the second comparison

encrypted information to produce second comparison partial

information, and for comparing the second comparison partial
information with the part of the received second encrypted

information, wherein:
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if the second comparison partial information is different
from the part of the received second encrypted i1Information, the

battery transmits a value corresponding to a result of a prescribed

first logical operation performed on the second comparison partial

information: and

if the second comparison partial information coincides with

the part of the received second encrypted information, the battery

transmits a value corresponding to a result of a prescribed second

logical operation performed on the second comparison partial

information.

6. An authentication method executed 1n a battery connected
to an authentication requesting device, comprising the steps of:

receiving first code-related 1information from  the
authentication requesting device;

acquliring a first challenge code on the basis of the received
first code-related information;

generating first encrypted information by encrypting the

first challenge code; and

transmitting first encryption-related information relating
to the generated first encrypted information to the authentication
requesting device,

wherein the first code-related information is part of the

first challenge <code and/or the first encryption-related

information is part of the first encrypted information.
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7. The authentication method according to claim 6, wherein:

the authentication requesting device comprises a battery
connecting section connected to the battery and a power receiving
section to be supplied with power from an external power source
when connected to the external power source; and

the authentication requesting device changes an
authentication process depending on whether or not the power

receiving section is being supplied with power from the external

power source.
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