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METHOD AND SYSTEM FOR OPERATING AN ELECTRONIC DEVICE

CROSS REFERENCE

[1] This application claims priority to Chinese Patent Application No. 201810723796.1, filed

on July 4, 2018, Chinese Patent Application No. 201811533840.9, filed on December 14, 2018,
Chinese Patent Application No. 201811534520.8, filed on December 14, 2018, Chinese Patent
Application No. 201811641072.9, filed on December 29, 2018, Chinese Patent Application No.
201910062844 1, filed on January 23, 2019, Chinese Patent Application No. 2018114522556,
filted on November 30, 2018, Chinese Patent Application No. 201810876628.6, filed on August
3, 2018, and Chinese Patent Application No. 201910087384 8, filed on January 31, 2019, the

entire contents of which are hereby incorporated by reference.
TECHNICAL FIELD

[2] The present disclosure generally relates o systems and methods for device controlling,
and in particular, to systems and methods for operating an slectronic device, such as but not

limited to an electronic lock.
BACKGROUND

[3] With the development of technology, people’s lives have been enriched by various types
glectronic devices (such as smartphone, smart home devices, efc.). How to effectively
control andfor operate the electronic devices is very important for improving the user

axperience.
SUMMARY

4] In one aspect of the present disclosure, a method for operating an electronic device is
provided. The method may be implemented on at least one electronic device, each of which
has at least one processor and a storage.  The method may include one or more of the

following operations: transmitting at least one request related to an electronic device, wherein
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the at ieast one request includes a controliing request, a communication protocol determining
request, or a firmware upgrade request; obtaining operating data, wherein the operating data
is generated based on the at least one request; and/or operating the elecironic device based
on the operating data.

i8] In some embodiments, the at least one request includes the controlling request, which
includes an access request of a control page of a second electronic device, which sent by a
first electronic device, and the operating data includes page data of the control page of the
second electronic device, the operating the electronic device based on the operating data may
include one or more of the following operations: displaying the control page of the second
glectronic device by the first electronic device; and/or controlling, based on an operation
generated by a user on an operation object of the control page, the second elecironic device
by performing a preset instruction corresponding 1o the operation object.

i8] In some embodiments, the electronic device includes a gateway, the communication
protocol determining request includes device information of the gateway, the obtaining
operating data may include one or more of the following operations: obtaining configuration
information corresponding to the device information, wherein the configuration information
includes information of a first communication protocol to be configured by the gateway and
information of a first cloud platform. The operating the elecironic device based on the
operating data may include one or more of the following operations: determining a first
communication protocol component corresponding o the information of the first
communication protocol; and/or connecting the first cloud platform based on the first
communication protocol component.

{71 In some embodiments, the at least one request includes the firmware upgrading request,
the oblaining operating data may include one or more of the following operations: obtaining
information of the firmware upgrade package, wherein the information of the firmware upgrade
package includes data of a upgrade version of a firmware {0 be upgraded, a digest of the
upgrade version of the firmware to be upgraded, the digest being iabelled by a private key of at
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least one public-private key pair, and a label of the digest, and wherein the public-private key
pair includes a public key which stored in the firmware, and a private key which stored in a
server. The operating the elecironic device comprises may include one or more of the
following operations: verifying the upgrade version of the firmware {o be upgraded based on
the public key of the at least one public-private key pair and the label.

i8] Inanother aspect of the present disclosure, a method for operating an electronic device
is provided. The method may be implemented on at least one computing device, each of
which has at least one processor and a siorage.  The method may include one or more of the
following operations: ablaining at least one request related {o an electronic device, wherein the
at least one request includes a controlling request, a communication protocol determining
request, or a firmware upgrading request, generating operating data based on the at least one
request, and/or transmitling the operating data {0 the electronic device.

9] In some embodiments, the at least one request includes the controliing request, which
includes an access request of a control page of a second electronic device, the access request
is sent by a first electronic device, and the transmitting the operating data o the elecironic
device may include one or more of the following operations: tfransmitting page daia of the
control page of the second electronic device to the first electronic device.

[10] In some embodiments, the electronic device includes a gateway, the communication
protocol determining request includes device information of the gateway, the operating data
includes configuration information corresponding o the device information, the generating
operating data based on the at least one request may include one or more of the following
operations: determining the configuration information corresponding o the device information,
wherein the configuration information includes information of a first communication protocol to
be configured by the gateway and information of a first cloud platform.  The fransmitling the
operating data to the electronic device may include one or more of the following operations:
transmitting the configuration information (o the gateway.

[11] In some embodiments, the at least one request includes the firmware upgrading request,

3
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the operating data includes information of the firmware upgrade package, the generating
operating data based on the at least one request may include one or more of the following
operations: determining a firmware to be upgraded; obtaining at least one public-private key
pair, wherein the public-privale key pair includes a public key stored in the firmware and a
private key stored in a server; obtaining a digest of an upgrade version of the firmware {o be
upgraded; labeling the digest by the private key of the at least one public-private key pair,
andfor generating the information of a firmware upgrade package, wherein the information of
the firmware upgrade package includes data of the upgrade version of the firmware to be
upgraded, the digest, and a label of the digest. The transmitting the operating data o the
glectronic device may include one or more of the following operations: transmitting the
information of the firmware upgrade package to the electronic device.

[12] In another aspect of the present disclosure, a method for operating an electronic device
is provided. The method may be implemented on at least one electronic device, sach of
which has at least one processor and a storage.  The method may include one or more of the
following operations: obtaining sensing data of the electronic device andfor sensing data of a
surrounding of the elecironic device; determining whether the sensing data salisfy a preset
condition, and/or in response {o a determination that the sensing dala salisfies a preset
condition, controlling the electronic device {0 execute a preset operation.

[13] In some embodiments , the obtaining sensing data may include one or more of the
following operations: obtaining a real-time acceleration of the electronic device from at least
one sensor; the determining whether the sensing data satisfy a preset condition may include
one or more of the following operations: determining whether the eleclronic device is being
pried based on the real-time acceleration; and/or the conirolling the elecironic device {o
execute a preset operation may include one or more of the following operations: in response to
a determination that theslectronic device is being pried, fransmitting an alarm signai {o an
alertor to trigger the alertor to raise an alarm.

[14] In some embodiments, the eleclronic device includes an inteliigent lock; the oblaining
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sensing data may include one or more of the following operations: obtaining an indoor
temperature from at least one sensor; the determining whether the sensing data satisfy a
preset condition may include one or more of the following operations; determining whether the
indoor temperature is greater than or equal {0 a temperature threshold, and/or the controlling
the electronic device {0 execute a preset operation may include one or more of the following
operations. in response {0 a determination that the indoor temperature is greater than or equal
to a temperature threshold, uniocking the inteliigent lock.

[18] In some embodiments, the sensing data includes noise data of a current surrounding of
the electronic device, the method may further include one or more of the following operations:
obiaining a current ime, determining a preset volume control rule matched with the current
time; determining, based on the preset volume control rule, whether an cutput volume
corrasponding o the current time is a fixed preset volume; in response 10 a determination that
the output volume corresponding (o the current time is the fixed preset volume, outputling a
volume based on the fixed preset volume; and/or in response 1o a determination that the
output volume corresponding to the current time is not the fixed preset volume, outputting a
volume based on the noise data.

(18] In some embodiments, the method may further include one or more of the following
operations: determining whether the electronic device is abnormal; the oblaining sensing data
may include one or more of the following operations: in response {0 a determination that the
electronic device i3 abnormal, obtaining at least one farget environmental parameter of 3
current surrounding of the electronic device, wherein the at least one targst environmental
parameter is related o the abnormality of the elecironic device, the determining whether the
sensing data satisfy a preset condition may include one or more of the following operations;
determining whether an abnormality of the electronic device is caused by the at least one
target environmental parameter; and/or the controliing the electronic device {o execute a
preset operation may include one or more of the following operations: in response to a
determination that the abnormality of the electronic device is caused by the at least one target

5
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environmental parameter, reminding a user that the abnormality of the electronic device is
related {0 the at least one target environmental parameter.

[17] In another aspect of the present disclosure, a system for operating an electronic device is
provided. The sysiem may include at least one storage medium, and at least one processor
in communication with the storage medium.  The at least one siorage medium may store a
set of instructions.  When executing the set of instructions, the at least one processor may be
configured to direct the sysiem to perform one or more of the following operations: transmitting
at least one request related 10 an elecironic device, wherein the at least one request includes a
controlling request, a communication protoco! determining request, or a firmware upgrade
request; obtaining operating data, wherein the operating data is generated based on the at
least one request; and/or operating the electronic device based on the operating data.

(18] In some embodiments, the at least one request includes the conirolling request, which
includes an access request of a control page of a second electronic device, which sent by a
first electronic device, and the operating data includes page datla of the control page of the
second electronic device, and to operate the electronic device based on the operatling data,
the al ieast one processor is further configured to direct the system {o perform one or more of
the following operations: displaying the control page of the second electronic device by the first
glectronic device; and/or controlling, based on an operation generated by a user on an
operation object of the control page, the second electronic device by performing a preset
instruction corresponding to the operation object.

(18] In some embodiments, the elecironic device includes a gateway, the communication
protocol determining request includes device information of the gateway, to obtain the
operating data, the at least one processor is further configured {o direct the system to perform
one or more of the following operations: obtaining configuration information corresponding to
the device information, wherein the configuration information includes information of a first
communication protocol {0 be configured by the gateway and information of a first cloud
platform. To operate the electronic device based on the operating data, the af least one

&
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processor is further configured to direct the system to perform determining a first
communication protocol component corresponding to the information of the first
communication protocol, andfor connecting the first cloud platform based on the first
communication protocol component.

(28] In some embodiments, the at least one request includes the firmware upgrading request,
and 1o obtain the operating data, the al least one processor is further configured to direct the
system to perform one or more of the following operations: obtaining information of the
firmware upgrade package, wherein the information of the firmware upgrade package includes
data of a upgrade version of a firmware {0 be upgraded, a digest of the upgrade version of the
firmware {0 be upgraded, the digest being labelled by a private key of at least one
public-private key pair, and a label of the digest, and wherein the public-private key pair
includes a public key which stored in the firmware, and a private key which stored in a server.
To operate the electronic device, the at least one processor is further configured {o direct the
system o perform one or more of the following operations: verifying the upgrade version of the
firmware {0 be upgraded based on the public key of the at least one public-private key pair and
the label.

[21] In another aspect of the present disclosure, a system for operating an electronic device is
provided. The system may include at least one storage medium, and at least one processor
in communication with the storage medium. The at least one storage medium may store a
set of instructions.  When executing the set of instructions, the at least one processor may be
configured to direct the system to perform one or more of the following operations: oblaining at
least one request related (o an electronic device, wherein the at least one request includes a
controlling request, a communication protoco! determining request, or a firmware upgrading
request; generating operaling data based on the at least one request; and/or transmitling the
operating data to the eleclronic device.

122} In some embodiments, the at least one request includes the controliing request, which
includes an access request of a conirol page of a second electronic device, the access request

7
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is sent by a first electronic device, to transmit the operating data to the electronic device, the at
least one processor is further configured to direct the system to perform one or more of the
following operations: transmitting page data of the control page of the second electronic device
to the first electronic device.

(23] In some embodiments, the elecironic device includes a gateway, the communication
protocol determining request includes device information of the gateway, the operating data
includes configuration information corresponding to the device information, to generate the
operating data based on the at least one reguest, the at least one processor is further
configured to direct the system to perform one or more of the following operations: determining
the configuration information corresponding to the device information, wherein the
configuration information includes information of a first communication protocol to be
configured by the gateway and information of a first cloud platform.  To transmit the operaling
data to the electronic device, the at least one processor is further configured to direct the
system to perform one or more of the following operations: transmitting the configuration
information to the gateway.

[24] In some embodiments, the at least one request includes the firmware upgrading request,
the operating data includes information of the firmware upgrade package, to generate the
operating data based on the at least one request, the at least one processor is further
configured to direct the system to perform one or more of the following operations: determining
a firmware o be upgraded; oblaining at least one public-private key pair, wherein the
public-private key pair includes a public key stored in the firmware and a private key stored in a
server; obtaining a digest of an upgrade version of the firmware o be upgraded; labeling the
digest by the private key of the at least one public-privaie Key pair, and/or generating the
information of a firmware upgrade package, wherein the information of the firmware upgrade
package includes data of the upgrade version of the firmware to be upgraded, the digest, and
a label of the digest.  To transmit the operating data o the electronic device, the at least one
processor is further configured {o direct the system to perform one or more of the following

8§
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operations: transmitling the information of the firmware upgrade package {0 the electronic
device.

[258] In another aspect of the present disclosure, a system for operating an electronic device is
provided. The sysiem may include at least one storage medium, and at least one processor
in communication with the storage medium. The at ieast one storage medium may store a
set of instructions.  When executing the set of instructions, the at least one processor may be
configured {o direct the system to perform one or more of the following operations: obtaining
sensing data of the electronic device and/or sensing data of a surrounding of the electronic
device; determining whether the sensing data satisfy a preset condition; and/or in response o
a determination that the sensing data salisfies a preset condition, controlling the electronic
device to execute a preset operation.

(28] In some embodiments, {o obtain the sensing data, the at least one processor is further
configured {o direct the system o perform one or more of the following operations: oblaining a
reai-time acceleration of the electronic device from at least one sensor.  To determine
whether the sensing data satisfy a preset condition, the at least one processor is further
configured to direct the system o perform one or more of the following operations: determining
whether the electronic device is being pried based on the real-time acceleration.  To control
the electronic device {0 execute a praeset operation, the at least one processor is further
configured to direct the system to perform one or more of the following operations: in response
to a determination that the electronic device is being pried, transmitting an alarm signal to an
alertor to trigger the alertor to raise an alarm.

271 In some embodiments, the electronic device includes an intelligent fock, and {o oblain the
sensing data, the at least one processor is further configured to direct the system {o perform
one or more of the following operations: obtaining an indoor temperature from at least one
sensor.  To determine whether the sensing data salisfy a preset condition, the at least one
processor is further configured {o direct the system {o perform one or more of the following

operations, determining whether the indoor temperature is greater than orequal fo a
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temperature threshold.  To control the electronic device 0 executs a preset operation, the at
least one processor is further configured to direct the system to perform one or more of the
following operations: in response {0 a determination that the indoor temperature is greater than
or equal to a temperature threshold, unlocking the intelligent lock.

[28] In some embodiments, the sensing data includes noise data of a current surrounding of
the electronic device, and the at least one processor is further configured to direct the system
to perform one or more of the following operations: obtaining a current time; determining a
preset volume control rule matched with the current time; determining, based on the preset
voiume control rule, whether an output volume corresponding o the current time is a fixed
presetl volume; in response to a determination that the output volume corresponding to the
current time is the fixed preset volume, ouiputting a volume based on the fixed preset volume;
and/or in response to a determination that the output volume corresponding to the current time
is not the fixed preset volume, outputling a volume based on the noise data.

[28] In some embodiments, the at least one processor is further configured {o direct the
system to perform one or more of the following operations: determining whether the electronic
device is abnormal.  To obtain the sensing data, the at least one processor is further
configured to direct the system to perform one or more of the following operations: in response
to a determination that the electronic device is abnormal, oblaining at least one larget
environmental parameter of a current surrounding of the electronic device, wherein the at least
one target environmental parameter is related {o the abnormality of the electronic device. To
determine whether the sensing data satisfy a preset condition, the at least one processor is
further configured {o direct the system to perform one or more of the following operations;
determining whether an abnormality of the electronic device is caused by the at least one
target environmental parameter.  To control the electronic device {0 execute a preset
operation, the ai least one processor is further configured {o direct the system to perform one
or mare of the following operations: in response {0 a determination that the abnormality of the
electronic device is caused by the at least one farget environmental parameter, reminding a

~
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user that the abnormality of the eleclronic device is related to the at least one target
environmental parameter.

[30] In ancther aspect of the present disclosure, a non-transitory computer-readable storage
medium is provided. The non-transitory computer-readabile siorage medium storing
instructions, the instructions, when accessed by at least one processor of an electronic device,
cause the electronic device to perform one or one of the following operations: transmitling at
least one request related to an electronic device, wherein the at least one request includes a
controlling reguest, a communication protocol determining request, or a firmware upgrade
request; obtaining operating data, wherein the operating data is generated based on the at
least one request; and/or operating the eleclronic device based on the operating data.

[31] In some embodiments, the at least one request includes the controlling request, which
includes an access request of a control page of a second electronic device, which sent by a
first electronic device, and the operating data includes page data of the control page of the
second eleclronic device, and to operate the electronic device based on the operating data,
the instructions further cause the electronic device to perform one or more of the following
operations: displaying the control page of the second elecironic device by the first electronic
device; and/or controlling, based on an operation generated by a user on an operation object
of the control page, the second electronic device by performing a praeset instruction
corresponding to the operation object

[32] In some embodiments, the electronic device includes a gateway, the communication
protocol determining request includes device information of the gateway, {o obtain the
operating data, the instructions further cause the electronic device to perform one or more of
the following operations: obtaining configuration information corresponding to the device
information, wherein the configuration information includes information of a first
communication protocol to be configured by the gateway and information of a first cloud
platform. 7o operate the electronic device based on the operating data, the instructions
further cause the electronic device to perform determining a first communication protocol

11
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component corresponding to the information of the first communication protocol, and/or
connecting the first cloud platform based on the first communication protocol component.

[33] In some embodiments, the at least one request includes the firmware upgrading request,
and to oblain the operating data, the instructions further cause the elecironic device to perform
one or more of the following operations: obltaining information of the firmware upgrade
package, wherein the information of the firmware upgrade package includes data of a upgrade
version of a firmware to be upgraded, a digest of the upgrade version of the firmware o be
upgraded, the digest being labelled by a private key of at least one public-private key pair, and
a label of the digest, and wherein the public-private key pair includes a public key which stored
in the firmware, and a private key which stored in a server.  To operate the electronic device,
the instructions further cause the electronic device {o perform one or more of the following
operations: verifying the upgrade version of the firmware {0 be upgraded based on the public
key of the at least one public-private key pair and the label.

[34] In another aspect of the present disclosure, a non-transitory computer-readable storage
medium is provided. The non-transitory computer-readable siorage medium storing
instructions, the instructions, when accessed by at least one processor of a computing device,
cause the computing device to perform one or one of the following operations: oblaining at
least one request related to an electronic device, wherein the at least one request includes a
controlling reguest, a communication protoco! determining request, or a firmware upgrading
request, generating operating data based on the at least one request; and/or transmitling the
operating data to the electronic device.

[35] In some embodiments, the at least one request includes the controlling request, which
includes an access request of a control page of a second electronic device, the access request
is sent by a first electronic device, to transmit the operating data to the electronic device, the
instructions further cause the computing device to perform one or more of the following
operations: fransmitling page data of the control page of the second electronic device to the

first slectronic devics.
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[38] In some embodiments, the electronic device includes a gateway, the communication
protocol determining request includes device information of the gateway, the operating data
includes configuration information corresponding to the device information, to generate the
operating data based on the at least one request, the instructions further cause the compuling
device o direct the system to perform one or more of the following operations: determining the
configuration information corresponding to the device information, wherein the configuration
information includes information of a first communication protocol to be configured by the
gateway and information of a first cloud platform.  To transmil the operating data to the
glectronic device |, the instructions further cause the computing device to perform one or more
of the following operations: transmitting the configuration information {o the gateway.

[37] In some embodiments, the at least one request includes the firmware upgrading request,
the operating data includes information of the firmware upgrade package, {o generate the
operating data based on the at least one request, the instructions further cause the computing
device to perform one or more of the following operations: determining a firmware to be
upgraded; obtaining at least one public-private key pair, wherein the public-private key pair
includes a public key stored in the firmware and a privale key stored in a server; oblaining a
digest of an upgrade version of the firmware o be upgraded; labeling the digest by the private
key of the at least one public-private key pair; and/or generating the information of a firmware
upgrade package, wherein the information of the firmware upgrade package includes data of
the upgrade version of the firmware {0 be upgraded, the digest, and a label of the digest. To
transmit the operating data to the eleclronic device, the instructions further cause the
computing device to perform one or more of the following operations: transmitting the
information of the firmware upgrade package o the eleclronic device.

[38] In ancther aspect of the present disclosure, a non-transitory computer-readable storage
medium is provided. The non-transitory computer-readable storage medium storing
instructions, the instructions, when accessed by at least one processor of an electronic device,
cause the electronic device to perform one or one of the foliowing operations: obtaining
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sensing data of the slectronic device and/or sensing data of a surrounding of the electronic
device, determining whether the sensing dala satisfy a preset condition; and/or in response {0
a determination that the sensing daia satisfies a preset condition, controliing the electronic
device {0 execuie a preset operation.

[38] In some embodiments, (o obtain the sensing data, the at least one processor is further
configured to direct the system to perform one or more of the following operations: oblaining a
reai-lime acceleration of the electronic device from at least one sensor.  To determine
whether the sensing data salisfy a preset condition, the at least one processor is further
configured to direct the system to perform one or more of the following operations: determining
whether the electronic device is being pried based on the real-time acceleration.  To control
the electronic device to execute a preset operation, the at least one processor is further
configured to direct the system to perform one or more of the following operations: in response
to a determination that the electronic device is being pried, transmitting an alarm signal to an
alertor to trigger the alertor to raise an alarm.

[40] In some embodiments, the electronic device includes an intelligent lock, and o obtain the
sensing data, the instructions further cause the electronic device to perform one or more of the
following operations: obtaining an indoor temperature from at least one sensor.  To determing
whether the sensing data satisfy a preset condition, the instructions further cause the
electronic device to perform one or more of the following operations; determining whether the
indoor temperature is greater than or equal {0 a temperature threshold.  To control the
electronic device to execule a preset operation, the instructions further cause the electronic
device to perform one or more of the following operations: in response to a determination that
the indoor temperature is greater than or equal {o a temperature threshold, unlocking the
intelligent lock.

[41] in some embodiments, the sensing data includes noise data of a current surrounding of
the electronic device, and the instructions further cause the electronic device {o perform one or
more of the following operations: obtaining a current time; determining a preset volume control
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rule matched with the current time; determining, based on the preset volume conirol ruie,
whether an output volume corresponding to the current time is a fixed preset volume; in
response o a determination that the output volume corresponding o the current time is the
fixed preset volume, outputting a volume based on the fixed preset volume; and/or in response
to a determination that the cutput volume corresponding to the current time is not the fixed
preset volume, outputting a volume based on the noise data.

[42] In some embodiments, the instructions further cause the electronic device {o perform one
or more of the following operations. determining whether the elecironic device is abnormal.

To obtain the sensing data, the instructions further cause the electronic device to perform one
or more of the following operations: in response {0 a determination that the electronic device is
abnormal, obtaining at least one target environmental parameter of a current surrounding of
the elecironic device, wherein the at least one target environmental parameier is related o the
abnormality of the elecironic device. To delermine whether the sensing data satisfy a preset
condition, the instructions further cause the elecironic device to perform one or more of the
following operations; determining whether an abnormality of the elecironic device is caused by
the at least one target environmental parameter.  To control the elecironic device o execute a
preset operation, the instructions further cause the slectronic device o perform one or more of
the following operations: in response o g determination that the abnormality of the electronic
device is caused by the at least one target environmental parameter, reminding a user that the
abnormality of the elecironic device is related {o the at least one arget environmental
parameter.

i43] In ancther aspect of the present disclosure, an anli-pry switch is provided.  The anti-pry
switch inciudes an annular capacitor with a through-hole in the middle; a core rod inserted into
the through hole, being divided into a first segment and a second segment having unequal
dielectric constants along an axial direction thereof, a capacitance value of the annular
capacitor is a first capacitance value after the first segment being inserted into the
through-hole, and the capacitance value of the annular capacitor is a second capacitance

15

b



WO 2020/007339 PCT/CN2019/094682

vaiue after the second segment being inserted into the through-hole, the first capacitance
vaiue differs from the second capacitance value; a hold-down assembly, for contacting a first
end of the core rod; and/or a spring assembly, for contacting a second end of the core rod,
after the first end of the core rod is squeezed with the hold-down assembly, the first segment of
the core rod is inserted through the through-hole, and after the hold-down assembly is away
from the first end of the core rod, the second segment of the core rod is inserted through the
through-hole.

[44] Additional features will be set forth in part in the description which follows, and in part will
become apparent to those skilled in the art upon examination of the following and the
accompanying drawings or may be learned by production or operation of the examples. The
features of the present disclosure may be realized and attained by practice or use of various
aspecits of the methodologies, insirumentalities and combinations set forth in the detailed

exampies discussed below.
BRIEF DESCRIPTIONS OF THE DRAWINGS

[45] The present disclosure is further described in terms of exemplary embodiments. These
exemplary embodiments are described in detail with reference to the drawings. These
embodiments are non-imiting exemplary embodiments, in which like reference numerals
represent similar structures throughout the several views of the drawings, and wherein:

[48] FIG. 1is a schemaltic diagram illustrating an exemplary operating system according to
some embodiments of the present disclosure;

[47] FI1G.2 is a flowchart illustrating an exemplary process for operating an electronic device
geeording to some embodiments of the present disclosure;

48] FIG. 3is a block diagram illustrating an exemplary computing device according {o some
embaodiments of the present disclosure;

48] FIG. 4 is a schematic diagram illustrating an exempilary controlling system according to

some embodiments of the present disclosure;
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[50] FIG.5 is a flowchart illustrating an exemplary process for controlling an elecironic device
according to some embodiments of the present disclosure.

151] FIG.6 is a flowchart Hlustrating anocther exemplary process for controlling an electronic
device according io some embodiments of the present disclosure,;

i582] FIG. 7 is a block diagram iltustrating an exemplary computing device according to some
embaodimentis of the present disclosure;

[83] FIG.8 is g flowchart illustrating an exemplary process for configuring an electronic device
according to some embodiments of the present disclosure,;

154] FI1G.9 is a flowchart Hlustrating ancther exemplary process for configuring an electronic
device according to some embodiments of the present disclosure;

58] FIG. 10 is a block diagram illustrating an exemplary computing device according to some
embaodiments of the present disclosure;

i56] FIGG.11 is a flowchart illustrating an exemplary process for verifying a firmware version
according to some embodiments of the present disclosure;

[87] FIG.12 is a flowchart illustrating another exemplary process for verifying a firmware
version according to some embodiments of the present disclosure;

58] FIG. 13 is a block diagram illustrating an exemplary computing device according to some
embodiments of the present disclosure;

159] FIG. 14 is a flowchart illusirating an exemplary process for verifying a firmware version
based on one public-private key pair according {o some embodiments of the present
disclosure;

[68] FIG. 15is a flowchart illustrating an exemplary process for verifying a firmware version
based on two or more public-private key pair according o some embodiments of the present
disclosure;

161] FIG. 16 is a flowchart ilustrating ancther exemplary process for verifying a firmware
version based on two or more public-private key pair according to some embodiments of the
present disclosure;
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[62] FIG.17 is a flowchart illustrating an exemplary process for operating an electronic device
according to some embodiments of the present disclosure;

[63] FIG. 18is a block diagram illustrating an exemplary computing device according to some
embaodiments of the present disclosure;

i64] FIG.19is a flowchart illustrating another exemplary process for controlling an electronic
device according to some embodiments of the present disclosure,;

[85] FIG. 20 is a block diagram Hlustrating an exemplary computing device according to some
embodimenis of the present disclosure;

[68] FIG.21 is a flowchart illustrating another exemplary process for configuring an electronic
device according to some embodiments of the present disclosure;

[67] FIG. 22 is a block diagram illustrating an exemplary computing device according to some
embaodiments of the present disclosure;

[68] FI(.23 is a flowchart llustrating another exemplary process for verifying a firmware
version according to some embodiments of the present disclosure,;

[89] FIG. 24 is a block diagram iliustrating an exemplary computing device according to some
embodimenis of the present disclosure;

[78] FIG. 25 is a block diagram illustrating an exemplary firmware verification system 2500
according to some embodiments of the present disclosure;

[71] FIG.26 is g flowchart lustrating another exemplary process for operating an electronic
device according io some embodiments of the present disclosure;

[72] FIG. 27 iHlustrates a state comparison of the inteliigent lock before and after prying in prior
art:

[73] FIG. 28 is a schematic diagram illustrating an exemplary intelligent lock with an anti-pry
device of according to some embodiments of the present disclosure;

[74] FIG. 29 illustrates a state comparison of the acceleration sensor before and after the
electronic device i3 pried according o some embodiments of the present disclosure;

(78] FIG. 3C illustrates a disconnection of the connecting line between the front assembly and
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rear assembly of the elecironic device after being pried according to some embodiment of the
present disclosure;

(78] FIG. 31 is a flowchart Hllustrating an exemplary process of anti-prying of an electronic
device according io some embodiments of the present disciosure;

[77] FiG. 32 is a flowchart ilustrating an exemplary process for automatically unlocking an
intelligent lock according 1o some embodiments of the present disclosure,

[78] FIG. 33 is a flowchart illustrating another exemplary process for gutomatically untocking
an intelligent lock according to some embodiments of the present disclosure;

[79] FIG. 34 is a schematic diagram illustrating an exemplary intelligent lock according to
some embodiments of the present disclosure,

[80] FIG. 35 is a block diagram illustrating an exemplary door according to some
embaodiments of the present disclosure;

i81] FIG. 36 is a flowchart illustrating an exemplary process for a volume adjustment
according to some embodiments of the present disclosure;

[82] FIG. 37 is a flowchart illustrating an exemplary process for outputting the volume based
on the noise data according to some embodiments of the present disclosure;

183] FIG. 38is a flowchart ilustrating an exemplary process for outputting the volume based
on the fixed preset volume according to some embodiments of the present disclosure,

[84] FIG. 39is a block diagram illustrating an exemplary computing device for adjusting
outpui volume according to some embaodiments of the present disclosure;

i88] FIG. 40 is a block diagram illustrating an exemplary electronic device according to some
embaodimentis of the present disclosure;

[88] FIG. 41 is a flowchart illustrating an exemplary process for determining an association
between an abnormality of the electronic device and a target environmenial parameter
according to some embodiments of the present disclosure;

187] FIG. 42 is a flowchart illustrating an exemplary process for detenmining an association
between the lower fingerprint recognition rate of the electronic device and the humidity of the
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current surrounding according to some embodiments of the present disclosure,

88] FIG. 43 is a flowchart lustrating an exemplary process for determining an association
between the breakdown display of the elecironic device and the temperature of the current
surrounding according to some embodiments of the present disclosureg;

88] FIG. 44 is a flowchart illustrating an exemplary process for determining an association
between the electronic device and the target environmental parameter according to some
embodiments of the present disclosure;

[80] FIG. 45 is a block diagram illustrating an exemplary electronic device for determining an
association between an electronic device with an environmental parameter according to some
embodiments of the present disclosure;

[91] FIG. 46 is a block diagram illustrating an exemplary electronic device for determining an
association between an electronic device with an environmental parameter according to some
embodiments of the present disclosure;

[92] FIG. 47 illustrates an exploded view of an anti-pry switch according to some
embodiments of the present disclosure;

[83] FIG. 48 a seclion view of an anti-pry switch according to some embodiments of the
present disclosure;

184] FIG. 48 illustrates a schematic diagram of the anti-pry switch according to some
embodimenis of the present disclosure; and

[98] FIG. 50 illustrates ancther schematic diagram of the anti-pry switch according fo some

embodiments of the present disclosure.
DETAILED DESCRIPTION

[88] The following description is presented {0 enable any person skilled in the art to make and
use the preseni disclosure, and is provided in the context of a particular application and ils
requirements.  Various modifications {o the disclosed embodiments will be readily apparent (o

those skilled in the ant, and the general principles defined herein may be applied {o other
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embaodiments and applications without departing from the spirit and scope of the present
disclosure. Thus, the present disclosure is not limited to the embodiments shown, butisio be
accorded the widest scope consistent with the claims.

1871 The flowcharts used in the present disclosure illusirate operations that systems
implement according to some embodiments of the present disclosure. [ is {0 be expressly
understood, the operations of the flowcharts may be implemented not in order.  Conversely,
the operations may be implemented in inverted order, or simultanecusly. Moreover, one or
more other operations may be added to the flowcharts.  One or more operations may be
removed from the flowcharts.

[88] In the following detailed descriplion, numerous specific details are set forth by way of
examples in order to provide a thorough understanding of the relevant disclosure. However, it
should be apparent to those skilled in the art that the present disclosure may be practiced
without such details. In other instances, well known methods, procedures, systems,
components, andfor circuitry have been described at a relatively high-level, without detail, in
order to avoid unnecessarily obscuring aspects of the present disclosure. Various
maodifications to the disclosed embodiments will be readily apparent to those skilled in the art,
and the general principles defined herein may be applied to other embodiments and
applications without departing from the spirit and scope of the present disclosure. Thus, the
present disclosure is not limited to the embodiments shown, but to be accorded the widest
scope consisient with the claims.

(98] The terminology used herein is for the purpose of describing particular example
embaodiments only and is not intended to be limiting. As used herein, the singular forms “a”,
‘an’, and “the” may be intended to include the plural forms as well, unless the context clearly
indicates otherwise. it will be further understood that the terms “comprise”, “comprises”, andfor
‘comprising’, “include”, “includes”, and/or “including”, when used in this specification, apecify
the presence of stated fealures, integers, steps, operations, elements, and/or components, but

do not preclude the presence or addition of one or more other features, integers, steps,
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operations, elements, components, and/or groups thereof.

{100} it will be understood that the term “system,” “unit,” "module,” and/or “block” used
herein are one method {o distinguish different components, elements, paris, section or
assembiy of different level in ascending order. However, the terms may be displaced by
another expression if they achieve the same purpose.

(101} Generally, the word “module,” “sub-module,” "unit,” or "block,” as used herein, refers
to logic embodied in hardware or firmware, or to a collection of software instructions. A
module, a unit, or a block described herein may be implemented as software and/or hardware
and may be stored in any type of non-transitory computer-readable medium or another storage
device. In some embodiments, a software module/unit/block may be compiled and linked into
an execufable program. It will be appreciated that software modules can be callable from
other modules/units/blocks or from themselves, and/or may be invoked in response to
detected events or interrupts.

1102} Software modules/units/blocks configured for execution on computing devices (e.g.,
processing device 110 as illustrated in FIG. 1) may be provided on a computer-readable
medium, such as a compact disc, a digital video disc, a flash drive, a magnetic disc, or any
other tangible medium, or as a digital download {and can be originally stored in a compressed
or instaliable format that needs installation, decompression, or decryption prior {0 execution).
Such sofiware code may be stored, partially or fully, on a storage device of the executing
computing device, for execution by the computing device. Software instructions may be
embedded in a firmware, such as an EPROM. it will be further appreciated that hardware
modules/units/blocks may be included in connected logic components, such as gates and
flip-flops, andfor can be included of programmable units, such as programmable gate arrays or
processors.  The modules/units/blocks or computing device functionality described herein
may be implemented as software modules/units/blocks, but may be represented in hardware
or firmware. in general, the modules/units/blocks described herein refer to logical
modules/units/blocks that may be combined with other modules/units/blocks or divided into
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sub-modules/sub-units/sub-blocks despite their physical organization or storage. The
description may be applicable 1o a system, an engine, or a portion thersof,
[103] it will be undersiood that when a unit, engine, module or block is referred {0 as

prANi4

being “on,” “connected 1o,” or “coupled 10,” ancther unit, engine, module, or block, it may be
directly on, connected or coupled {o, or communicate with the other unit, engine, module, or
block, or an intervening unit, engine, module, or block may be present, unless the context
clearly indicales otherwise. As used herein, the term "and/or” includes any and all
combinations of one or more of the associated listed items.

[104] These and other features, and characteristics of the present disclosure, as weil as
the methods of operation and funclions of the related elements of structure and the
combination of parts and economies of manufacture, may become more apparent upon
consideration of the following description with reference to the accompanying drawings, all of
which form a part of this disclosure. It is to be expressly understood, however, that the
drawings are for the purpose of illustration and description only and are not intended o limit
the scope of the present disclosure.

{FIG. 11

[105] FIG. 1 is a schematic diagram illustrating an exemplary operating system 100
aceording to some embodiments of the present disclosure.  As lllustrated, the operating
system 100 may include a processing device 110, one or more electronic device 120, a
storage device 130, and a network 140. The components in the operating system 100 may
be connected in one or more of various ways.  Merely by way of example, as illustrated in FIG.
1, the processing device 110 may be connected {o the electronic device 120 through the
network 140.  As another example, the processing device 110 may be connected o the
electronic device 120 directly as indicated by the bi-directional arrow in dotted lines linking the
processing device 110 and the electronic device 120.  As a further example, the storage
device 130 may be connected to the processing device 110 directly or through the network 140,

As still a further example, one or more electronic device 120 may be connected to the
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processing device 120 directly (as indicated by the bi-directional arrow in dotied lines linking
the electronic device 130 and the processing device 110) or through the network 140.

[106] The processing device 110 may process data and/or information obtained from the
electronic device(s) 120, and/or the storage device 130. The data may include or relate {0 al
least one request.  For exampie, the processing device 110 may obiain al least one request
from one or more electronic devices 120, The al least one request may include a controliing
request, a communication protocol determining request, or a firmware upgrading request. As
another example, the processing device 110 may generate operaling data based on the at
least one request. The operating data may include, for example, page data of a conirol page,
configuration information, and/or information of a firmware upgrade package. Furthermore,
the processing device 110 may transmit the operating data to one or more electronic devices.
The one or more electronic device may be operated based on the operating dala.

(1077 In some embodiments, the processing device 110 may be a single server, or a
server group.  The server group may be centralized or distributed.  In some embodiments,
the processing device 110 may be local or remote.  For exampie, the processing device 110
may access information and/or data siored in the electronic device(s) 120, and/or the storage
device 130 via the network 140.  As another example, the processing device 110 may be
direcily connected to the electronic device(s) 120, and/or the siorage device 130 to access
stored information and/or data.  In some embodiments, the processing device 110 may be
implementied on a cloud platform.  Merely by way of example, the cloud platiorm may include
a private cloud, a public cloud, a hybrid cloud, a community cloud, a distributed cloud, an
inter-cloud, a multi-cloud, or the like, or any combination thereof. In some embodiments, the
processing device 110 may be implemented on & mobile device, for example, a smart phone.
in some embodimenis, the processing device 110 may be implemented on a computing device
200 having one or more compoenents iliustrated in FIG. 2 in the present disclosure,

[108] The elecironic device 120 may transmit data and/or information to the processing
device 110, and obtain a processing result from the processing device 110.  For example, the
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glectronic device 120 may transmit a request such as a controlling request, a communication
protocol determining request, a firmware upgrading request, or the like, or any combination
thereof. The processing result may be operating data determined by the processing device
110 based on the request.  For example, the processing result may include a control page of
another electronic device.  The electronic device 120 may conirol another elecironic device
based on the control page.  As anocther example, the processing result may include
configuration information of the electronic device 120.  The elecironic device 120 may
determine a communication protocol based on the configuration information.  As still another
exampie, the processing result may include information of a firmware upgrade package. The
glectronic device 120 may upgrade its own firmware after verifying the validity of the firmware
upgrade package.

(1093 i some embodiments, the electronic device 120 may include a home device 120-1,
a communication device 120-2, a mobile device 120-3, or the like, or any combination thereof.
in some embodiments, the home device 120-1 may include an intelligent lock, a lamp, an air
conditioner, an air cleaner, a television, a monitor, a floor mopping robot, an electric cooker, a
fridge, a water heater, a washer, or the like, or any combination thereof.  In certain
embaodiment, the home device 120-1 may include an intelligent.  In some embodiments, the
communication device 120-2 may include a router, a swilch, a modem, an access point, a
bridge, a gateway, an adapter, a network card, or the like, or any combination thereof. In
certain embodiment, the communication device 120-2 may include a gateway. In some
embodiments, the mobile device 120-3 may inciude a smariphone, a laptop computer, a tablet
computer, a personal digital assistant (PDA), a smartwaich, an intelligent glass, a gaming
device, a navigation device, a point of sale (POS) device, a virtual reality device, an
augmented reality device, or the like, or any combination thereof.

(110} in some embodiments, the electronic device 120 may obiain sensing data from one
or maore sensors.  The sensor(s) may be a part of the electronic device 120, or may be
instalied remotely from the electronic device 120. Exemplary sensor may include an
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acceleration sensor, a velocity sensor, a gravity sensor, a temperature sensor, a humidity
SENsor, a noise sensor, an ulfrasound sensor, an optical sensor, an infrared sensor, a laser
sensor, or the like, or any combination thereof.  in some embodiments, the electronic device
120 may execute a specified operation based on the sensing data obtained from the sensor(s).
For example, based on an acceleration of the electronic device 120 {g.q., the intelligent lock)
captured by an acceleration sensor, if a determination that the intelligent lock is being pried is
made, the electronic device 120 {(e.g., the intelligent lock) may generate an alarm. As
another example, the electronic device 120 (e.¢., the inielligent lock) may be uniocked if an
indoor temperature capltured by a temperature sensor is greater than or equal to a temperature
threshold.  As still another exampie, the electronic device 120 may output a volume based on
noise data captured by a noise sensor.  As still another example, the electronic device 120
may determine whether an abnormality of the electronic device 120 is caused by al least one
environmental parameter captured by a temperature sensor and/or a humidily sensor.

111} The storage device 130 may store data and/or instructions.  In some embodiments,
the storage device 130 may store data obtained from the processing device 110 andfor the
electronic device 120.  In some embodiments, the storage device 130 may store data and/or
instructions that the processing device 110 may execute or use to perform exemplary methods
described in the present disclosure.  In some embodiments, the storage device 130 may
include a mass storage device, a removable storage device, a volatile read-and-write memory,
a read-only memory (ROM), or the like, or any combination thereof. Exemplary mass storage
may include a magnetic disk, an oplical disk, a solid-state drive, efc. Exemplary removable
storage may include a flash drive, a floppy disk, an oplical disk, a memory card, a zip disk, a
magnetic tape, etc. Exemplary voiatile read-and-write memory may include a random access
memory (RAM). Exemplary RAM may include a dynamic RAM (DRAM), a double date rate
synchronous dynamic RAM (DDR SDRAM), a static RAM (SRAM), a thyristor RAM (T-RAM),
and a zero-capacitor RAM (Z-RAM}, etc.  Exemplary ROM may include a mask ROM
(MROM), a programmable ROM (PROM), an erasable programmable ROM (PEROM]), an
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glectrically erasable programmable ROM (EEPROM), a compact disk ROM (CD-ROMj}, and a
digital versatile disk ROM, etc.  In some embodiments, the storage device 130 may be
implemented on a cloud platform.  Maerely by way of example, the cloud platform may include
a private cloud, a public cloud, a hybrid cloud, a community cloud, a distributed cloud, an
inter-cloud, a multi-cloud, or the like, or any combination thereof.

[112] in some embodiments, the storage device 130 may be connecled o the network
140 to communicate with one or more components of the operating system 100 (e.g., the
processing device 110, the electronic device(s) 120, etc.). One or more components of the
operating system 100 may access the data or instructions stored in the storage device 130 via
the network 140.  In some embodiments, the storage device 130 may be directly connecied
to or communicate with one or more components of the operating system 100 (e.g., the
processing device 110, the elecironic device(s) 120, elc.). In some embodiments, the storage
device 110 may be part of the processing device 110, or may be part of the electronic device
124

[113] The network 140 may include any suitable network that can facilifate the exchange
of information and/or data for the operating system 100, In some embodimenis, one or more
components of the operating system 100 (e.g., the processing device 110, the electronic
device(s) 120, or the siorage device 130) may communicate information and/or data with one
or more other components of the operating system 100 via the network 140.  For example,
the processing device 110 may obtain at least one request from the electronic device(s) 120
via the network 140,  In some embodiments, the network 140 may be any type of wired or
wireless network, or g combination thereof. The network 140 may be and/for include a public
network (e.g., the Internet), a private network (e.g., a local area network (LAN), 8 wide area
network (WAN)), elc.), a wired network {e.g., an Ethernet network), a wireless network (e.g.,
an 802.11 network, a Wi-Fi network, etc.), a cellular network {(e.q., a Long Term Evolution (LTE)
network), a frame relay network, a virtual private network ("WVPN"}, a satellife network, a
telephone network, routers, hubs, switches, server computers, and/or any combination thereof.
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Merely by way of example, the network 140 may include a cable network, a wireline network, a
fiber-optic network, a telecommunications network, an intranet, a wireless local area network
(WLAN), a metropolitan area network (MAN), a public telephone switched network (PSTN), a
general package radio service (GPRS), a mobile communication network (e.g., 26, 3G, 4G,
56, 80G), a narrow band internet of things (NB-oT), a LoRa, a Blustooth™ network, a
ZigBee™ network, a near field communication (NFC) network, or the like, or any combination
thereof. In some embodiments, the network 140 may include one or more network access
points.  For example, the network 140 may include wired and/or wireless network access
points such as base stalions and/or internet exchange points through which one or more
components of the operating system 100 may be connected to the network 140 to exchange
data andfor information.

{FIG. 21}

[114] Fi(G.2 is a flowchart illustrating an exemplary process for operating an electronic
device according to some embodiments of the present disclosure.  In some embodiments,
one or more operations of process 200 may be implemented in the operating system 100
illustrated in FIG. 1. For example, the process 200 may be implemented on the elecironic
device 120 of the operaling system 100, The operations of the illustrated process presented
below are intended {o be illustrative.  In some embodiments, the process may be
accomplished with one or more additional operations not described, and/or without one or
more of the operations discussed. Additionally, the order in which the operations of the
process as illustrated in FIG. 2 and described below is not intended to be limiting.

(115 in 210, the electronic device 120 (e.¢., a first communication module 310} may
transmit at least one request reiated to the electronic device, for example, the electronic device
120.

[116] in some embodiments, the at least one requesi may include a controlling request, a
communication protocol determining request, or a firmware upgrading request.  In some
embodiments, the conirolling request may include an access request of a control page of
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another electronic device. For example, a first electronic device (e.¢., @ smariphone) may
transmit the coniroiling request in order to control a second electronic device (g.g., an
intelligent iock).  In some embodiments, the communication protocol determining request
may include device information of the electronic device 120, for example, a gateway. The
device information may include information related to a product serial number, information
related to a version numbaer, information related to amodel, or the like.  In some embodiments,
the firmware upgrading request may include an upgrade instruction.

(117} in 220, the electronic device 120 (e.g., the first communication module 310) may
obtain operating data.

[118] I some embodiments, the operating data may be generated based on the at least
one request.  In some embodiments, the operating data may include page data of the control
page, configuration information corresponding to the device information, information of a
firmware upgrade package, or the like, or any combination thereof.  In some embodiments,
the page data of the control page may include at least one operation object and a preset
instruction corresponding to the operation object.  In some embodiments, the configuration
information may include information of a communication profocol to be configured by the
glectronic device (e.g., gateway) and information of a cloud platform to be configured by the
glectronic device (e.9., galeway). In some embodiments, the information of a firmware
upgrade package may include data of a upgrade version of a firmware to be upgraded, a
digest of the upgrade version of the firmware {0 be upgraded, the digest being labelled by a
private key of at least one public-private key pair, and a label of the digest.

(119 fn 230, the electronic device 120 (e.¢., a first processing module 320) may operate
the electronic device based on the operating data.

(120} in some embodiments, the electronic device 120 (e.g., the first electronic device)
may control the second elecironic based on the page data of the control page.  For example,
the electronic device 120 may perform the preset instruction corresponding o the operation

object to control the second electronic device based on an operation generated by a user on
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the operation object of the control page.

{121} In some embodiments, the electronic device 120 may establish a connectlion with a
cloud platform based on the configuration information.  For example, the electronic device
120 may determine a first communication protocol component corresponding to the
information of the first communication protocol, and connect the first cloud platform using the
first communication protocol component.

(122} It some embodiments, the electronic device 120 may verify the validity of the
upgrade version of the firmware based on the information of a firmware upgrade package.
For example, the electronic device 120 may verify the upgrade version of the firmware {0 be
upgraded based on the public key of the at least one public-private key pair and the label
included in the information of a firmware upgrade package.

(123} it should be noied that the above description of the process 300 is merely provided
for the purposes of ilustration, and not intended {o limit the scope of the present disclosure.
For persons having ordinary skills in the art, mulltiple variations or modifications may be made
under the teachings of the present disclosure. However, those variations and modifications
do not depart from the scope of the present disciosure.

{FIG. 31}

[124] FIG. 3 is a block diagram illustrating an exemplary computing device 300 according
to some embodiments of the present disclosure. At least a portion of the computing device
300 may be implemented on the electronic device 120 in FIG. 1. As illustrated in FIG. 3, the
computing device 300 may include a first communication moduie 310, and a first processing
module 320.

[125] The first communication module 310 may be configured to transmit al least one
request related to the electronic device.

[126] in some embodiments, the at least one requesi may include a controlling request, a
communication protocol determining request, or a firmware upgrading request.  In some

embodiments, the conirolling request may include an access request of a control page of
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another electronic device.  For example, a first electronic device (e.¢., a smartphone) may
transmit the coniroiling request in order to control a second electronic device (8.g., an
intelligent iock).  In some embodiments, the communication protocol determining request
may include device information of the elecitronic device 120, for example, a gateway. The
device information may include information related to a product serial number, information
related to a version numbaer, information related to amodel, or the like.  In some embodiments,
the firmware upgrading request may include an upgrade instruction.

(127} in some embodiments, the first communication module 310 may further be
configured to obtain operating data.

[128] I some embodiments, the operating data may be generated based on the at least
one request.  In some embodiments, the operating data may include page data of the control
page, configuration information corresponding to the device information, information of a
firmware upgrade package, or the like, or any combination thereof.  In some embodiments,
the page data of the control page may include at least one operation object and a preset
instruction corresponding to the operation object.  In some embodiments, the configuration
information may include information of a communication profocol to be configured by the
glectronic device (e.g., gateway) and information of a cloud platform to be configured by the
glectronic device (e.9., galeway). In some embodiments, the information of a firmware
upgrade package may include data of a upgrade version of a firmware to be upgraded, a
digest of the upgrade version of the firmware {0 be upgraded, the digest being labelled by a
private key of at least one public-private key pair, and a label of the digest.

(129 The first processing module 330 may be configured to operate the electronic device
based on the operating data.

(130} in some embodiments, the first processing module 330 may be configured to control
the second electronic based on the page data of the control page. For example, the first
processing module 330 be configured to perform the preset instruction corresponding to the

operation object to control the second electronic device based on an operation generaied by a

31



WO 2020/007339 PCT/CN2019/094682

user on the operation object of the control page.

[131] I some embodiments, the first processing module 330 may be configured o
astablish a connection with a cloud platform based on the configuration information. For
exampie, the first processing module 330 be configured to determine a first communication
protocol component corresponding to the information of the first communication protocol, and
connect the first cloud platform using the first communication protocol component.

[132] it some embodiments, the first processing module 330 may be configured to verify
the validity of the upgrade version of the firmware based on the information of a firmware
upgrade package. For example, the first processing module 330 may be configured o verify
the upgrade version of the firmware {0 be upgraded based on the public key of the al least one
public-private key pair and the label included in the information of a firmware upgrade
package.

[133] it should be noted that the above description of the compuling device 300 is
provided for the purposes of illustration, and is not intended to imit the scope of the present
disclosure. For persons having ordinary skills in the art, multiple variations and modifications
may be made under the teachings of the present disclosure. However, those variations and
modifications do not depart from the scope of the present disclosure.

{FIG. 4-51)

[134] FIG.5 is a flowchart dllustrating an exemplary process for controlling an electronic
device according io some embodiments of the present disclosure.  The operations of the
llustrated process presented below are inlended o be illustrative.  In some embodiments, the
process may be accomplished with one or more additional operations not described, and/or
without one or more of the operations discussed. Additionally, the order in which the
operations of the process as iilustrated in FIG. 5 and described below is not intended to be
limiting.  In some embodiments, one or more operations of process 500 may be implemented
in the operating system 100 fllustrated in FIG. 1. For example, the process 500 may be
implemented on the electronic device 120 of the operating system 100.  in some
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embaodiments, process 500 may be implemented a first electronic device 410 Hlustrated in FIG.
4.  The first electronic device 410 may be in communication with a second eleclronic device
420. As shown in FIG. §, the method may include one or more of the following operations.
[135] i 510, the first electronic device 410 may display a control page of the second
electronic device 420.  In some embodiments, page data of the control page may be
transmitied by a web server 430 to the first electronic device 410,

[136] it some embodiments, the first electronic device 410 may include a mobile phone, a
computer, a tablet computer, a wearable electronic device, or the like.  In an actual
application, the first electronic device 410 may be installed with an application that may open a
web page, such as a browser or an application having a browser function.  Specifically, the
application may have an operation object. The operation object may lead the application to
open the control page of the second electronic device 420.  For example, the main interface
of the application may include an "glectronic device (e.g., intelligent lock) control” bution.
When a user of the electronic device 410 clicks the button, the first electronic device 410 may
send an access request of the control page of the second electronic device 420 to the web
server 430 through the application. The web server 430 may transmit page data of the
control page to the first electronic device 410 affer receiving the access reqguest.  Thus, the
first electronic device 410 may display the control page of the second electronic device 420
according to the page data of the control page.

(1373 i some embodiments, the second elecironic device 420 may include an intelligent
home device, for example, an intelligent lock, an intelligent rice cooker, an intelligent lamp, an
intelligent water heater, or the like. [t should be understood that the intelligent home device
described in the present disclosure may be g home device that can communicate with other
electronic devices and can perform corresponding processing according to control commands
sent by ancther electronic device. Meanwhile, the second electronic device 420 described in
the present disclosure may not be limited to intelligent home devices, and other electronic

devices may aiso be suitable for the present disclosure.
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[138] in some embodiments, the web server 430 may be a server of a manufaciurer of the
second electronic device 420,  The manufacturer may maintain and modify the control page
of the second electronic device 420 via the web server 430. The way for modifying the
control page may be various, for example, modifying the electronic device control flow
instructions corresponding to the operation object in the control page of the second electronic
device 420.

[139] I some embodiments, the page data of the control page may include at ieast one
operation object and a preset instruction corresponding to the operation ohject. The preset
instruction may include an slectronic device contfrol flow instruction.  In some embodiments,
the operation object may include a button, a slide bar, an input box, or the like.  In some
embodiments, the electronic device control flow instruction may include a conirol flow that
needs o be executed for controlling the elecironic device 420, For example, firstly, the
electronic device 410 {e.g., the mobile phone) may send a message {o the electronic device
420 {e.¢., the intelligent home device). Then, the elecironic device 410 may wait for a time
pericd. If a feedback is obtained from the electronic device 420 during the time period, the
electronic device 410 may perform a processing based on the feedback. [ thereis no
feedback obtained during the time period, the electronic device 410 may perform another
processing.  As another example, an interface of a Software Development Kit (SDK) may be
invoked 1o send a message o the elecironic device 420 (e.g., the intelligent home device).
Then, another interface of the SDK may be invoked to send another message o the electronic
device 420,  In some embodiments, the SDK may be a toolkit provided by a third-party
service provider {o implement a funclion of software products, generally including an
application programming interface (AP}, a document, an exampile, a tool, or the like.

(140} Additionally or alternatively, the control page described in embodiments of the
present disclosure may be a webpage conforming to the 5th generation HTML standard
specification, that is, an H5 webpage. The H5 webpage may be a dynamic webpage being
dispiayed on an electronic device (in particular, @ mobile terminal such as a mobile phone or a
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tablet computer).  Its supporting for fouch screen interaction may far exceed the previous
generation standard.

(141} In 520, the first electronic device 410 may perform the preset instruction
corresponding o the operation object {o control the second elecironic device 420 based on an
operation generated by a user on the operation object of the control page.  The user may be
the operator or owner of the first electronic device 410, Corresponding {o the operation
object, the operation generated by the user may include click, press, slide, information input, or
the like, or any combination thereof.

(142} Specifically, in an actual implementation, the first electronic device 410 may directly
control the second electronic device 420 based on the preset instruction included in the page
data. The first electronic device 410 may also conirol the second electronic device 420 by
invoking other controlling program(s) through the preset instruction included in the page data.
[143] in some embodiments, the preset instruction corresponding o the operation object
may be an electronic device control flow instruction corresponding to the operation object.
Under the situation that the preset instruction is an electronic device control flow instruction,
the first elecironic device 410 may invoke other control program(s) in a cerfain order to conirol
the second electronic device 420 by performing the electronic device control flow instruction.
[144] In some embodiments, operation 520 may further include one or more of the
following sub-operations.

[145] The first electronic device 410 may execule a preset call instruction corresponding
to the operation object based on the operation generated by the user on the operation object of
the control page. The executing the call instruction may invoke at least one control program
in a preset controlling program library to control the second electronic device 420. The preset
controiling program library may be stored in the first electronic device 410.

[146] fn some embodiments, the preset controlling program library may include an SDIC
The SDK may store a plurality of controlling programs for controliing the second electronic
device 420. For example, the SDK may store a control program for the adjust a working state
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of second electronic device 420,

{1477 I some embodiments, the first electronic device 410 may encrypt at least one type
of data transmitted during the controlling process of the second electronic device using the
preset controlliing program library.

[148] in some embodiments, the invoking at least one control program in a preset
controlling program library to control the second electronic device 420 may include one or
more of the following sub-operations.

[149] The first electronic device 410 may execute the preset call instruction
corresponding to the operation object based on the operation generated by the user on the
operation object of the control page.  The executing the call instruction may invoke at least
one interface of the preset controlling program library to invoke the control program
corrasponding to the at least one interface o generate a conirol message.

[150] The first electronic device 410 may encrypt the control message using the preset
controlling program library, and send the encrypted control message to the second electronic
device 420 to control the second electronic device.

(151} in some embodiments, the preset controliing program library may provide a plurality
of interfaces of a plurality of controlling programs {o allow other applications to invoke the
interfaces. After different interfaces are invoked, different control programs may be executed
to implement different conirol functions.

(152} it an alternative embodiment of the present disclosure, for a second electronic
device 420 (e.q., an intelligent lock) that requires higher security,

(153} The application that can open webpages in the first electronic device may oblain a
user identifier input by the user or saved in the first electronic device after each display of the
control page, and then perform initialization of the preset control program library according io
the user identifier. And sending a control key acquisition request to the web server via a preset
control program library.  Then, according to the user identifier, an initialization of the preset
controlling program library may be performed, and a control key acguisition request may be
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sent to a web server via the preset controlling program library (The preset controlling program
library may first encrypt the control key acquisition request, and then send the encrypled
control key acquisition request to the web server). And, the preset controlling program library
may send a control key 10 the control page after obtaining the control key transmitied by the
web server.  Thus, when the user clicks on the operation object on the control page, the first
electronic device 410 may send the control key {ogether with the control message when the
interface of the preset controlling program library is invoked. The second electronic device
420 may verify the validity of the control key.  After determining that the control key is correct,
the second electronic device 420 may perform a corresponding processing according {o the
received control message and send a processing result o the control page via the preset
controlling program library.  The control page in the first electronic device 410 may display the
processing result to inform the user of a result of the controlling of the electronic device 420
For exampie, the first electronic device 410 may display the processing result as a text such as
“the door is successfully opened”.

[154] it an actual implementation of the present disclosure, a server of a producer of the
second electronic device 420 may be the web server 430. A package of various control
programs of the second electronic device 420 may be created by the producer to generate the
preset controlling program library.  Therefore, a producer of the first electronic device 410 or a
publisher of the application which can display the control page may embed the preset
controlling program library into the first electronic device 410 or the application, so as o
facilitate the subsequent invoking of the controlling program in the preset controlling program
library.

[155] it some embodiments, for security purpose, the first electronic device 410 may
send a device identification of the second electronic device 420 and/or an application identifier
of the application via the control page {o the web server 430 for verifying.

[156] it should be noted that the above description of the process 500 is merely provided
for the purposes of illustration, and not intended {o limit the scope of the present disclosure.
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For persons having ordinary skills in the art, multiple variations or modifications may be made
under the teachings of the present disclosure. However, those variations and modifications
do not depart from the scope of the present disclosure.

{FIG. 81

[187] Fi(5.6 is a flowchart illustrating another exemplary process for controlling an
electronic device according to some embodiments of the present disclosure. The operations
of the illustrated process presented below are intended to be illustrative.  In some
embodiments, the process may be accomplished with one or more additional operations not
described, and/or without one or more of the operations discussed.  Additionally, the order in
which the operations of the process as illustrated in FIG. 6 and described below is not intended
to be limiting.  In some embodiments, one or more operations of process 600 may be
implemented in the operating system 100 illustrated in FIG. 1. For example, the process 600
may be implemented on the electronic device 120 of the operating system 100.  In some
embodiments, process 800 may be implemented a first electronic device 410 as shown in FIG.
4. The first electronic device 410 may be in communication with a second electronic device
420. As shown in FIG. 5, the method may include one or more of the following operations.
[158] in 610, the first electronic device 410 may send an access request io the web server
to access the control page of the second electronic device 420.

[159] in some embodiments, the first electronic device 410 may store the URL of the
control page of the second electronic device 420.

[160] Specifically, the access request may at least include user identification information
of the user of the first electronic device 410, The user identification information of the user
may include an account number, g password, or the like. The user identification information
may be used by the web server 430 to perform an identity verification on the user to improve
security and prevent others from illegally controlling the second electronic device 420,

[161] In 620, the first electronic device 410 may obiain the page data of the control page

transmitied by the web server 430,
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[162] in some embodiments, the page data obtained by the first elecironic device 410
may be transmitied by the web server after the user identification information is approved.
[183] Specifically, the user identification information of the user having the authority may
be stored in the web server 430, so that the web server 430 may compare the received user
identification information with the saved user identification information.  If the received user
identification information exisis in the saved user identification information, the verification may
be passed. It should be noted that the method for verification may be various, and not be
limited to the present disclosure.

[164] in 830, the first electronic device 410 may display a control page of the second
glectronic device 420 based on the oblained page data.

[165] in some embodiments, operation 630 may be a specific implementation of operation
510inFIG. 5

[166] Specifically, the page data obtained by the first electronic device 410 may include
an access token, which may represent authority of the user.  Thus, in the present disclosure,
the second electronic device may be controlied within the authority of the user based on the
access token.

[167] in 640, the first electronic device 410 may perform a preset instruction
corresponding to the operation object {o control the second electronic device 420 based on an
operation generated by a user on the operation object of the control page.

[168] The present disclosure provides a method for controlling an electronic device. By
implementing the method, the first electronic device may display a control page of the second
electronic device. The page data of the control page may be transmitted by a web server {o
the first electronic device. The first electronic device may perform a preset instruction
corresponding to an operation object to conirol the second electronic device based on an
operation generated by a user on the operation object of the control page.  Since the
controlling of the second electronic device may be implemented by the control page, the
control page may be configured and modified by the web server.  Therefore, it is not
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necassary for the producer of the first electronic device and/or the publisher of the application
in the first electronic device o understand the control flow instruction of the second electronic
device, which greatly reduces the burden of development of the publisher of the first electronic
device and/or the application of the first electronic device. At the same time, due (o the
flexibility of the webpage, it is easy for the web server (o modify the control page by
implementing the method described in the present disclosure.  Meanwhile, modification(s)
may need not be performed on the first electronic device and/or the application(s) in the first
electronic. therefore, the adaptability and flexibility of the method may be stronger.

[169] it should be noied that the above description of the process 600 is merely provided
for the purposes of illustration, and not intended to limit the scope of the present disclosure.
For persons having ordinary skills in the art, multiple variations or modifications may be made
under the teachings of the present disclosure. Howaever, those variations and modifications
do not depart from the scope of the present disclosure.

HFIG. T

11707 FIG. 7 is a block diagram illustrating an exemplary computing device 700 according
to some embodiments of the present disclosure.  In some embodiments, at least a portion of
the computing device 700 may be implemented in an electronic device, for example, the first
glectronic device 410 in FIG. 4. The first electronic device 410 may be in communication with
a second electronic device 420, As illustrated in FIG. 7, the computing device 700 may
include a page displaying unit 710, and a controlling unit 720.

(171} The displaying unit 710 may be configured to display a control page of a second
electronic device.  In some embodiments, page data of the conirol page may be transmitted
by a web server to the first electronic device.

(172} In some embodiments, the first electronic device 410 may include a mobile phone, a
computer, a {ablet computer, a wearable electronic device, or the like.  In an actual
application, the first electronic device 410 may be instalied with an application that may open a

web page, such as a browser or an application having a browser function. Specifically, the
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application may have an operation object. The operation object may lead the application to
open the control page of the second electronic device 420,  For example, the main interface
of the application may include an "electronic device (e.g., intelligent lock) controi" button.
When a user of the electronic device 410 clicks the button, the first electronic device 410 may
send an access request of the control page of the second electronic device 420 to the web
server 430 through the application. The web server 430 may transmit page data of the
control page {o the first electronic device 410 after receiving the access request. Thus, the
first electronic device 410 may display the conirol page of the second electronic device 420
according to the page data of the control page.

{173} I some embodiments, the second electronic device 420 may include an intelligent
home device, for example, an intelligent lock, an intelligent rice cocker, an intelligent lamp, an
intelligent water heater, or the like. [t should be understood that the intelligent home device
described in the present disclosure may be a home device that can communicate with other
electronic devices and can perform corresponding processing according to control commands
sent by another electronic device. Meanwhile, the second electronic device 420 described in
the present disclosure may not be limited to intelligent home devices, and other electronic
devices may aiso be suilable for the present disclosure.

{174} I some embodiments, the web server 430 may be a server of a manufacturer of the
second electronic device 420, The manufacturer may maintain and modify the control page
of the second electronic device 420 via the web server 430,  The way for modifying the
control page may be various, for exampie, modifying the slectronic device control flow
instructions corresponding to the operation object in the control page of the second electronic
device 420.

[175] in some embodiments, the page data of the control page may include at least one
operation object and a preset instruction corresponding o the operation object.  The preset
instruction may include an electronic device control flow instruction.  In some embodiments,
the operation object may include a bution, a slide bar, an input box, or the like.  In some
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embaodiments, the electronic device control flow instruction may include a control flow that
needs io be executed for coniroiling the electronic device 420,  For example, firstly, the
electronic device 410 {e.g., the mobile phone) may send a message to the elecironic device
420 {e.g., the intelligent home device). Then, the electronic device 410 may wait for a time
period. i a feedback is oblained from the electronic device 420 during the time period, the
electronic device 410 may perform a processing based on the feedback.  If there is no
feedback obtained during the time period, the electronic device 410 may perform another
processing.  As another example, an interface of a Software Development Kit (SDK) may be
invoked {0 send a message 1o the electronic device 420 (e.g., the intelligent home device).
Then, another interface of the SDK may be invoked to send another message to the electronic
device 420. In some embodiments, the SDK may be a toolkit provided by a third-party
service provider to implement a function of software products, generally including an
application programming interface (AP, a document, an example, a tool, or the like.

(176} Additionally or alternatively, the control page described in embodiments of the
present disclosure may be a webpage conforming to the &th generation HTML standard
specification, that is, an H5 webpage. The H5 webpage may be a dynamic webpage being
displayed on an electronic device (in particular, @ mobile terminal such as a mobile phone or a
tablet computer). s supporting for touch screen interaction may far exceed the previous
generation standard.

(1773 The controliing unit 720 may be configured to perform the preset instruction
corresponding to the operation object {o control the second electronic device based on an
operation generated by a user on the operation object of the control page.

(178} it some embodiments, the controlling unit 720 may encrypt at least one type of data
transmitied during the controlling process of the second electronic device using a preset
controlling program hibrary.

[179] Specifically, in an actual implementation, the controlling unit 720 may directly control
the second electronic device 420 based on the preset instruction included in the page data.
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The controliing unit 720 may also control the second electronic device 420 by invoking other
controlling program(s) through the preset instruction included in the page data.

[180] in some embodiments, the preset instruction corresponding o the operation object
may be an elecironic device control flow instruction corresponding to the operaiion object.
Under the situation that the preset instruction is an electronic device control flow instruction,
the controlling unit 720 may invoke other control program(s) in a certain order to conirol the
second electronic device 420 by performing the electronic device control flow instruction.
(181} In some embodiments, the controlling unit 720 may further be configured {o execute
a preset call instruction corresponding to the operation object based on the operation
generated by the user on the operation object of the control page.  The executing the call
instruction may invoke at least one control program in a preset controlling program library to
control the second electronic device.  The preset controlling program library may be stored in
the first electronic device.

(182} Additionally or altemnatively, the controlling unit 720 may further include an
instruction invoking sub-unit and an encryption sub-unit.

(183} The instruction invoking sub-unit may be configured 1o execute the preset call
instruction corresponding {o the operation object based on the operation generated by the user
on the operation object of the control page.  The executing the call instruction may invoke at
least one interface of the preset controliing program library to invoke the control program
corresponding o the at least one interface {0 generate a control message.

[184] The encryption sub-unit may be configured to encrypt the control message using
the preset controlling program library, and send the encrypted control message o a second
glecironic device to control the second electronic device.

[185] in other embodiments of the present disclosure, the computing module 700 may
further include a request transmitting unit and a data obtaining unit.

[186] The request transmitting unit may be configured {0 send an access request to the

web server to access the conirol page of the second electronic device before the page
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displaying unit 710 displays the control page of the second electronic device.

{1877 In some embodiments, the access request may at least include user identification
information of the user of the first electronic device. The page dala obtained by the first
electronic device 410 may be fransmiited by the web server after the user identification
information is approved.

(188} The data obtaining unit may be configured to obtain the page data of the control
page transmitted by the web server.

(189} Based on the oblained page data of the control page, the page displaying unit 710
may be configured {o display the control page of the second eleclronic device.

{180} The present disclosure provides a processing module implemented in an electronic
device, e.qg., a first electronic device. The processing module may display a control page of
the second electronic device, and may perform a preset instruction corresponding to an
operation object {0 control the second electronic device based on an operation generated by a
user on the operation object of the control page.  Since the controlling of the second
glectronic device may be implemented by the control page, the control page may be
configured and modified by the web server.  Therefore, it is not necessary for the producer of
the first electronic device andfor the publisher of the application in the first elecironic device {0
understand the control flow instruction of the second electronic device, which greatly reduces
the burden of development of the publisher of the first eleclronic device and/or the application
of the first electronic device. Al the same time, due to the flexibility of the webpage, it is easy
for the web server o modify the control page by implementing the method described in the
present disclosure.  Meanwhile, modification{s) may need not be performed on the first
glectronic device and/or the application(s) in the first electronic. Therefore, the adaptability
and flexibility of the method may be stronger.

(191} it should be noied that the above description of the computing device 700 is
provided for the purposes of illustration, and is not intended {o limit the scope of the present
disclosure. For persons having ordinary skills in the art, multiple variations and modifications
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may be made under the teachings of the present disclosure. However, those variations and
modifications do not depart from the scope of the present disclosure.

{FIG. 8}

(182} Fi(5.8 is a flowchart illustrating another exemplary process for configuring an
electronic device according {o some embodiments of the present disclosure.  The operations
of the illustrated process presented below are intended to be ilustrative.  In some
embodiments, the process may be accomplished with one or more additional operations not
described, and/or without one or more of the operations discussed.  Additionally, the order in
which the operations of the process as illustrated in FiG. 800 and described below is not
intended to be limiting.  In some embodiments, one or more operations of process 800 may
be implemented in the operating system 100 illustrated in FIG. 1. For example, the process
800 may be implemented on the electronic device 120 (e.g., a gateway) of the operating

system 100.  As shown in FIG. 8, the method may include one or more of the following

operations.
[183] it 810, device information of the gateway may be transmitied {0 g server.
(194} After the gateway is powered on and initialized, the device information of the

gateway may be transmitied o the server.  In some embodiments, the device information of
the gateway may include information related to a product serial number, information related to
a version number, information related to a model, or the like.  In some embodiments, one or
more types of the above information may he sent o the server.

[185] in 820, configuration information transmitted by the server may be oblained. In
some embodiments, the configuration information may include information of a first
communication protocol to be configured by the gateway and information of a first cloud
platform o be configured by the gateway.

[196] The configuration information corresponding to galeways of various models or
various version numbers may be stored in the server.  The configuration information may
include information of a communication protocol to be configured by the gateway and
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information of a cloud platform {o be configured by the gateway. After obtaining the device
information, the server may determine the configuration information corresponding to the
gateway based on the device information, and fransmit the configuration information to the
gateway.

(1877 in 830, a first communication protoco! component corresponding to the information
of the first communication protocol may be determined.

[188] it some embodiments, the components corresponding to various communication
protocols may be preset in the galeway, such as websocket, matt, coap, or the like.  After
gbtaining the configuration information transmitted by the server, the gateway may determing
the corresponding first communication protocol component based on the information of the
first communication protocol included in the configuration information.

(1991 it 840, the first cloud platform may be connected using the first communication
protocol component.

(2007 in some embodiments, the gateway may determine the first cloud platform that is
connected to the first communication protocol component based on the information of the first
cloud platform included in the configuration information.  The first cloud platform may include
Alibaba Cloud, Baidu Cloud, Tencent Cloud, Huawei Cloud, Google Cloud, AWS, or the like.
The gateway may connect with the first cloud platform via the first communication protocol
component.

[201] The embodiments of the present disclosure provide a gateway configuration
method. By implementing the method, the gateway may send the device information to the
server.  The server may send the configuration information including information of a first
communication protocol to be configured by the gateway and information of a first cloud
platform o the gateway. Then, based on the information of the first communication protocol
and the information of the first cloud platform, the gateway may connect with the first cloud
platform via the first communication protocol component.  Based on the method described
above, the gateway may connect with varicus cloud platforms via various communication
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protocols.  And the expansibility and universality of the gateway may become stronger.

[202] it should be noted that the above description of the process 800 is merely provided
for the purposes of illustration, and not intended {o limit the scope of the present disclosure.
For persons having ordinary skills in the art, multiple variations or modifications may be made
under the teachings of the present disclosure.  However, those variations and modifications
do not depart from the scope of the present disclosure.

{FIG. 91

(203} Fi(5.9 is a flowchart illustrating another exemplary process for configuring an
glectronic device according to some embodiments of the present disclosure.  The operations
of the illustrated process presented below are intended to be illustrative.  In some
ambodiments, the process may be accomplished with one or more additional operations not
described, and/or without one or more of the operations discussed. Additionally, the order in
which the operations of the process as illustrated in FIG. 900 and described below is not
intended to be limiting.  In some embodiments, one or more operations of process 80C may
be implemented in the operating system 100 illustrated in FIG. 1. For example, the process
800 may be implemented on the elecironic device 120 (e.q., a gateway) of the operating

system 100, As shown in FIG. €, the method may include one or more of the following

operations.
[204] in 910, device information of the gateway may be transmitted to a server.
[205] i 820, configuration information transmitted by the server may be obtained. In

some embodiments, the configuration information may include information of a first
communication protocol to be configured by the gateway and information of a first cloud
platform to be configured by the gateway.

[206] tn 930, a first communication protocol component corresponding to the information
of the first communication protocol may be determined.

(2077 in 940, the first cloud platform may be connected using the first communication
protocol component.
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[208] it should be noied that the operation 810 to 940 may be the same as or similar {o
the operation 810 to 840, and may not be repeaied herein.

[209] in 950, configuration update information transmitied by the server may be obtained.
in some embodiments, the configuration update information may include information of a
second communication protocol to be updated by the gateway, and information of a second
cloud platform to be updated by the gateway.

[210] It some embodiments, the server may determine whether the gateway needs {o
update the configuration information by monitoring the number of disconnections between the
first communication protocol component and the first cloud platform in a preset time period.  if
the number of disconnections exceeds a preset threshold, the configuration update
information may be transmitted to the gateway. The configuration update information may
include the information of the second communication proiocol and the information of the
second cloud platform, which {o be updated by the gateway. The galeway may obtain the
configuration update information transmitted by the server afier a re-powering initialization or a
network disconnecting/reconneacting.

(211} in 960, a second communication protocol component corresponding to the
information of the second communication protocol may be determined.

[212] i 970, the second cloud platform may be connecied using the second
communication protocol component.

[213] The embodiments of the present disclosure provide a gateway configuration
method. By implementing the method, after initializing the configuration information, the
gateway may further update the configuration information to achieve the purpose of
configuration optimizing.

(214} it should be noted that the above description of the processB00 is merely provided
for the purposes of illustration, and not intended to limit the scope of the present disclosure.
For persons having ordinary skills in the art, multiple variations or modifications may be made

under the teachings of the present disclosure. However, those variations and modifications
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do not depart from the scope of the present disclosure.

{FIG. 101

[215] FIG. 10 is a block diagram illustrating an exemplary computing device 1000
according to some embodiments of the present disclosure.  In some embodiments, atl ieast a
portion of the computing device 1000 may be implemented in an electronic device, for example,
a gateway. As illustrated in FIG. 10, the computing device 1000 may include a transmitting
unit 1010, an obtaining unit 1020, a component determination unit 1030, and a communication
unit 1040.

[216] The transmitiing unit 1010 may be configured to transmit the device information of
the gateway to the server.

(217} The obtaining unit 1020 may be configured to obtain the configuration information
transmitted by the server.  The configuration information may include information of a first
cormmunication protocol {o be configured by the gateway, and information of a first cloud
platform o be configured by the gateway.

[218] The component determination unit 1030 may be configured to determine the first
communication protocol component corresponding io the information of the first
communication protocol.

[219] The communication unit 1040 may be configured to connect to the first cloud
platform using the first communication protocol component.

(2207 it should be noied that the above description of the computing device 1000 is
provided for the purposes of illustration, and is not intended {o limit the scope of the present
disclosure. For persons having ordinary skills in the art, multiple variations and modifications
may be made under the teachings of the present disclosure. However, those variations and
modifications do not depart from the scope of the present disclosure.

{FIG. 11, FIGs. 14-16}}

(221} FiG. 11 is a flowchart Hlustrating an exemplary process for verifying a firmware
varsion according to some embodiments of the present disclosure.  The operations of the
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illustrated process presented below are inlended {o be illustrative.  In some embodiments, the
process may be accomplished with one or more additional operations not described, and/or
without one or more of the operations discussed. Additionally, the order in which the
operations of the process as illustrated in FIG. 11 and described below is not intended to be
imiting.  In some embodiments, one or more operations of process 1100 may be
implemented in the operating system 100 illustrated in FIG. 1. For example, the process
1100 may be implemented on the electronic device 120 of the operating system 100.  As
shown in FIG. 11, the method may include one or more of the following operations.

[222] in 1110, information of a firmware upgrade package may be obtained from a server
(e.g., the processing device 110).  In some embodiments, the information of the firmware
upgrade package may include data of an upgrade version of a firmware to be upgraded, a
digest of the upgrade version of the firmware {0 be upgraded, the digest being labelled by a
private key of at least one public-private key pair, and a [abel of the digest.  The public-private
key pair may include a public key stored in the firmware 1o be upgraded and a private key
stored in a server.  Additionally, private keys belong two or more different public-private key
pairs may be stored in the server, respectively.

[223] in 1120, the data of the upgrade version of the firmware to be upgraded, the digest,
and the label of the digest may be obtained, and the upgrade version of the firmware to be
upgraded may be verified based on the public key of the at least one public-private key pair
and the label.

[224] In some embodiments, the information of the firmware upgrade package may be
transmitied o the eleclric device by the server.  Before transmitling the information of the
firmware upgrade package, the server may determine a firmware to be upgraded, and
generate at least one public-privale key pair.  Then, the server may obtain a digest of an
upgrade version of the firmware {0 be upgraded, and label the digest based on the private
key(s} of the at least one public-privaie key pair.  After thai, the server may pack the data of
the upgrade version of the firmware to be upgraded, the digest, and the label of the digest as
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the information of the firmware upgrade package. And, the server may franamit the
information of the firmware upgrade package {o the elecironic device {0 cause the electronic
device to verify the upgrade version of firmware {0 be upgraded.

[225] i some embodiments, the firmware to be upgraded may be a firmware embedded
in the electronic device.  After the verification of the upgrade version is passed, the electronic
device may upgrade the firmware {o the upgrade version. It may ensure the source of the
upgrade version of the firmware is reliable.

[226] in some embodiments, the data of the upgrade version of the firmware to be
upgraded (also referred to as Flash Image), the digest {aiso referred to as Flash Digest), and
the signature obtained by labeling the digest (the label, also referred as to Flash Sign) may be
stored in the information of the firmware upgrade package (also referred to as OTA Info). It
may be convenient to manage the data of the upgrade version, the digest of the upgrade
version and the signature of the digest.

(2277 Furthermore, during a process of verifying the upgrade version of firmware (o be
upgraded, various data may only need to be obtained from the information of the firmware
upgrade package.

[228] in some embodiments, one public key and the label may be used to verify the
upgrade version of the firmware {0 be upgraded when there is one public-private key pair. A
relating process may be shown in FIG. 14.

[229] Specifically, the public key may be matched and/or compared with the label of the
digest. If the matching is successful, or the public key matches the private key indicated by
the label, the digest corresponding {o the label may pass the verification, and the upgrade
version of the firmware {0 be upgraded may pass the verification. The source of the upgrade
version may be determined as reliable.  If the maiching fails, or the public key does not maich
the private key indicated by the label, the digest corresponding o the label may fail the
verification, and the upgrade version may not pass the verification.  The source may be

determined as unreliable, and the firmware may not be upgraded.
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[230] in some embodiments, when there is only one public-private key pair, the
information of the firmware upgrade package may include the data of the upgrade version and
fabel. The digest may not be included in the information of the firmware upgrade package,
since the digest may not be required during the verification process.

[231] In some embodiments, when there are two or more public-private key pairs, the
public keys in the public-private key pairs and label may be used (o verify the validity of the
digest. After determining that the digest is valid, the digest may be used o verify the validity
of the upgrade version of firmware to be upgraded.

(232} Specifically, the label and the digest included in the information of the firmware
upgrade package may be obtained. The digest may be verified based on the label. A
relating process may be shown in FIG. 15, The private key indicates by the public-private key
pair may be verified whether maiches the label.  If the private key indicated by the
public-private key pair maiches the label, the digest may pass the validity verification. Since
there are two or more public-private key pairs, two or more labels may be determined by the
private keys. The validily of the digest may need to be verified for muitiple times. For
exampie, the times of the validity verification may be the same as the number of the
public-private key pairs.

[233] i some embodiments, two or more public keys in the fwo or more public-private key
pairs, the digest, and two or more labels may be verified using an algorithm.  If the public keys,
the digest, and the labels pass the verification, the digest may be determined as validity.

[234] Specifically, the two or more public keys (KEYpubs), the digest (Flash Digest), and
the two or more labels (Flash Sign) may be input into ECDSA for verification.  If the
verification is successful, the digest may be determined as validily.

[235] in some embodiments, the private key in each public-private key pairs may
correspond to a label.  During the verification of the public keys, the digest, and the label, the
public key may be verified whether maliches the private key corresponding to the label.  And
the digest may be further verified using the public-private key pair.  If the digest passed the
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above verification, it may indicate that the digest passes the validity verification. The digest
may be valid.

[236] After the digest passes the validity verification, the data of the upgrade version data
(Flash Image) may be obtained, and the validity of the Flash image may be determined using
the digest (Flash Digest). A relaling process may be shown in FIG. 16. The Flash image
may be transferred {0 a code area to upgrade the firmware after confirming that the flash
image is vailid.

(237} The embodiments of the present disclosure provide a firmware verification method,
which may be implemented on an electric device. By implementing the method, the
information of the firmware upgrade package may be obtained from a server.  The information
of the firmware upgrade package may include data of an upgrade version of a firmware to be
upgraded, a digest of the upgrade version of the firmware to be upgraded, the digest being
labelled by a privale key of at least one public-private key pair, and a label of the digest. The
public-private key pair may include a public key stored in the firmware 1o be upgraded and a
private key stored in a server.  Additionally, private keys belong two or more different
public-private key pairs may be stored in the server, respectively. The data of the upgrade
version of the firmware to be upgraded, the digest, and the label of the digest may be obtained
from the information of a firmware upgrade package , and the upgrade version of the firmware
to be upgraded may be verified based on the public key of the at least one public-private key
pair and the label.

[238] in the present disclosure, the upgrade version of the firmware {o be upgraded may
be verified using the public key. The upgrade of the firmware may only be performed after the
verification is passed. It may avoid a problem that a irusted signature verification is not
performed on the firmware in the prior arl.  Therefore, malicious device upgrade for the
device which embedded with the firmware may be prevented.

[239] it should be noted that the above description of the process 1100 is merely provided

for the purposes of illustration, and not intended {o limit the scope of the present disclosure.
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For persons having ordinary skills in the art, multiple variations or modifications may be made
under the teachings of the present disclosure. However, those variagtions and modifications
do not depart from the scope of the present disclosure.

{FIG. 121

(240} Fi(5.12 is a flowchart illustrating ancther exemplary process for verifying a firmware
version according to some embodiments of the present disclosure.  The operations of the
illustrated process presented below are intended o be illustrative.  In some embodiments, the
process may be accomplished with one or more additional operations not described, and/or
without one or more of the operations discussed.  Additionally, the order in which the
operations of the process as iilustrated in FIG. 12 and described below is not intended to be
limiting.  In some embodiments, one or more operations of process 1200 may be
implemented in the operating system 100 illustrated in FIG. 1. For example, the process
1200 may be implemented on the electronic device 120 of the operaling system 100, As
shown in FIG. 12, the method may include one or more of the following operations.

[241] it 1210, information of a firmware upgrade package may be obtained from a server
(e.g., the processing device 110).  In some embodiments, the information of the firmware
upgrade package may include data of an upgrade version of a firmware {0 be upgraded, a
digest of the upgrade version of the firmware {0 be upgraded, the digest being labelled by a
private key of at least one public-private key pair, and a [abel of the digest. The public-private
key pair may include a public key stored in the firmware to be upgraded and a private key
stored in a server.  Additionally, private keys belong two or more different public-private key
pairs may be stored in the server, respectively.

(242} frt 1220, the accuracy of the upgrade version of the firmware 1o be upgraded may be
determined whether is greater than or equal to a first threshold using the public keys in fwo or
more public-private key pairs and the label.

[243] in 1230, verification for the upgrade version of the firmware {0 be upgraded may be

determined as successful in response to a determination that the accuracy is not less than the
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first threshold.

{244} In some embodiments, when there is only one public-private key pair, a conclusion
of whether the verification is successful may be directly obtained using the public key and the
label.

[245] in some embodiments, when there are two or more public-private key pair, the
number of the public key and the private key may not be less than two, respectively, and the
number of the labels obtained according to the private key may not be less than two.  Each
public key and the corresponding label may be used {0 verify the validily of the digest. For
exampie, a first public key and a first label corresponding to the first public key may be used to
verify the validity of the digest. A second public key and a second iabel corresponding to the
second public key may be used {o verify the validity of the digest. And so on. A plurality of
results of the verification may be obtained. The number of the resulls may be the same as
the number of the public-private key pairs.  In some embodiments, the accuracy may be
referred to as a ratio of the number of verification resuits that the digest is valid {o the {otal
number of verifications. A verification for the digest may be delermined as successful in
response {0 a determination that the accuracy is not less than the first threshold.

[2486] Merely by way of an example, for three public-private key pairs, a verification for the
digest may be determined as successful in response {o a determination that the accuracy is
not less than 2/3.  Three signatures may be obtained by labeling the digest using three
private keys. And three verification for the digest may be performed using three public keys
and the three signatures, respectively. For example, a first verification result denoted as Ture
{e.g., valid) may be obtained using g first public key and a first signature. A second
verification result denoted as False {e.g., invalid) may be obtained using a second public key
and a second signature.  And, a third verification result denoted as Ture (s.g., valid) may be
gbtained using a third public key and a third signature. The accuracy may be determined as
2{3, and the verification of digest may be determined as successful.  In a certain example, the
first private key and the third private key may be determined as normal.  The second private
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key may be determined as abnormal such as being lost and/or leaked, since the second
verification result is False.

(247} In some embodiments, in response to the delermination that the accuracy is greater
than or equal to the first threshold, the validity of the upgrade version may be verified using the
digest. Inresponse to the determination that the accuracy is less than the first threshold,
process 1200 may be ended.

[248] Furthermore, when at least one private key of the two or more public-private key
pairs is abnormal, at least one new public-private key pair may be generated. The number of
the new generated public-private key pairs may be the same as the number of private keys
being abnormal. The al [east one private key being abnormal stored in the server may be
replaced by a private key included in the generated at least one new public-private key pair.
The at least one public key corresponding to the al least one private key being abnormal may
be replaced by the public key in the new generated at least one new public-private key pair
through a firmware upgrade.

[249] It some embodiments, after at least one private key of the two or more
public-private key pairs occurs abnormality, at least one new public-private key pair may be
generated, and the number of the new generated public-private key pair may be same as the
number of private keys being abnormal.  For example, if one private key is abnormal, one
new public-private key pair may be generated. If two private keys are abnormal, two
public-private key pairs may be generated.

[250] Furthermore, a ration of the number of the normal private keys in the two or more
public-private key pairs to the total number of the private keys in the two or more public-private
kKey pairs may not less than the first threshold.

(251} Merely by way of example, for three public-private key pairs, the first threshold may
be set as 2/3.  In a situation that that one of the three private keys may be abnormal, and two
of the three private keys may be normal, the ratio of the number of the normal private keys to
the total number of private keys may be 2/3. It may be the same as the first threshold. The
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abnormal private key and the public key corresponding o the abnormal private key may be
replaced. in a situation that that two of the three private keys may be abnormal, and one of
the three private keys may be normal, the ratio of the number of the normal private keys to the
total number of private keys may be 1/3, which may be less than the first threshold.  The
replacement of the abnormal private keys and the public key corresponding to the abnormal
private key may not be performed.

[252] After generating the new public-private key pair corresponding to the abnormal
private key, the abnormal private key and the corresponding public key may be replaced by the
private key and public key included in the new generated public-private key pair.  Therefore,
gll of the public-private key pairs may not have the abnormal private key and public key
corresponding to the abnormal private key after replacement.

[253] i some embodiments, the new generated private key may be directly stored on the
server to replace the abnormal private key.  The new generated private key may be stored in
the same position as the privale key that needs to be replaced.  The abnormal private key
may be transferred to anocther position 1o store, and the new generated private key may be
stored in the location where the abnormal private key previously stored.  For example, the
private key may be stored in the first location.  When the private key occurs abnormality, a
new public-private key pair may be generated. And the private key may be transferred from
the first position to a second position.  The new private key included in the new generaied
public-private key pair may be stored in the first position.  Thereby, the privaie key may be
replaced by the new private key.

(2547 in some embodiments, the public key corresponding {o the abnormal private key
may be replaced. The public key corresponding to the abnormal private key may be replaced
by a public key included in the new generated public-private key pair through upgrading the
firmware version.

[255] For example, for three public-private key pairs, one private key may be abnormal
and two private keys may be normal, and the first threshold may be set gs 2/3.  The accuracy
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may not be less than the first threshold, and the firmware may be upgraded. After upgrading,
the public key corresponding to the abnormal private key stored in the firmware may be
replaced with the new generated public key, which may be used for verification in a next
firmware upgrade.

[256] Furthermore, in a situation that a ration of the number of the normal private keys in
the two or more public-private key pairs o the total number of the private keys in the two or
more public-private key pairs is less than the first threshold, and the accuracy may ailso less
than the first threshold.

[257] Meanwhile, when a first ratio of the number of the normail private keys in the two or
more public-private key pairs o the total number of the private keys in the two or more
public-private key pairs is not less than a second threshold, the verification of the upgrade
version of firmware may be performed using the normal private keys and of a predetermined
number abnormal private keys.  In some embodiments, the second threshold may be less
than the first threshold.  In some embodiments, the use of the normal private keys may avoid
gxcessive using of abnormal private keys and the dala leakage and/or other losses caused by
an inaccurate upgrade version tampered by a hacker and/or lawless person.  In some
embaodiments, a second ratio of the sum of the predetermined number and the number of
normal private keys to the total number of private keys may be the same as the first threshold.
[258] Merely by way of example, for three public-private key pairs, the first threshold may
set as 2/3, and the second threshold may be set as 1/3.  One private key may be abnormal,
and two private keys may be normal.  The results of the verification of the upgrade version
may satisfy the requirement that the accuracy is not less than 2/3.  If there are two abnormal
private keys, the ratio of the number of normal private keys to the total number of private keys
may be 1/3. The ratio is less than the first threshold, and is the same as the second threshold.
Therefore, the verification of the upgrade version may be performed using a second threshold
way. in other words, the verification of the upgrade version may be performed using one
normal private key and one abnormal private key.  The ration of the sum of one normal private
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key and one abnormal private key to the total number of the private key is 2/3, which is not less
than the first threshold.

[259] The firmware verification method disclosed according to some embodiments of the
present disclosure may determine the firmware {0 be upgraded, generale at least one set of
public-private key pair, oblain the flash digest of the upgrade version of the firmware {o be
upgraded, successively label the flash digest using private key(s) in at least one set of
public-private key pair, send the firmware upgrade package information to the electric device.
The electric device may verify the upgrade version of the firmware {0 be upgraded using the
firmware upgrade package information and the public key in at least one set of public-private
Key pair.  In some embodiments, the firmware upgrade package information may include data
of the upgrade version of the firmware to be upgraded, the flash digest, and the label on the
flash digest.

[260] The embodiments of the present disclosure provide a firmware verification method,
which may be implemented on an electric device. By implementing the method, a firmware {0
be upgraded may be determined, and at ieast one public-private key pair may be generated.
The public-private key pair may include a public key stored in the firmware and a private key
stored in a server. A digest of an upgrade version of the firmware to be upgraded may be
obtained, and the digest may be [abelled by the private key of the atl least one public-private
key pair. Information of a firmware upgrade package may be transmitted to an electronic
device {0 cause the elecironic device to verify the upgrade version of the firmware o be
upgraded based on the information of the firmware upgrade package and the public key of the
at ieast one public-private key pair.  The information of the firmware upgrade package
information may include data of the upgrade version of the firmware {0 be upgraded, the digest,
and the label of the digest.

[261] in the present disclosure, the digest of the upgrade version of the firmware to be
upgraded may be labelled using the private key.  The upgrade of the firmware may only be
performed after the verification is passed. It may avoid a problem that a trusted signature
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verification is not performed on the firmware in the prior art.  Therefore, malicious device
upgrade for the device which embedded with the firmware may be prevented.

[262] The embodiments of the present disclosure provide a firmware verification method,
which may be implemented on an eleciric device. By implementing the method, the
information of the firmware upgrade package may be obtained from a server.  The information
of the firmware upgrade package may include data of an upgrade version of a firmware {0 be
upgraded, a digest of the upgrade version of the firmware to be upgraded, the digest being
labelled by a private key of at least one public-private key pair, and a label of the digest. The
public-private key pair may include a public key stored in the firmware {0 be upgraded and 3
private key stored in a server.  Additionally, private keys belong two or more different
public-private key pairs may be stored in the server, respectively. The data of the upgrade
version of the firmware to be upgraded, the digest, and the label of the digest may be obtained
from the information of a firmware upgrade package |, and the upgrade version of the firmware
to be upgraded may be verified based on the public key of the at least one public-private key
pair and the label.

[263] in the present disclosure, the upgrade version of the firmware to be upgraded may
be verified using the public key. The upgrade of the firmware may only be performed after the
verification is passed. it may avoid a problem that a trusted signature verification is not
performed on the firmware in the prior art. Therefore, malicious device upgrade for the
device which embedded with the firmware may be prevented.

[264] it should be noted that the above description of the process 1200 is merely provided
for the purposes of illustration, and not intended to limit the scope of the present disclosure.
For persons having ordinary skills in the art, multiple variations or modifications may be made
under the teachings of the present disclosure. However, those variations and modifications
do not depart from the scope of the present disclosure.

{FIG. 131}

[265] FiG. 13 is a block diagram illustrating an exemplary computing device 1300
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according to some embodiments of the present disclosure.  In some embodiments, the
computing device 1300 may be implemented in the electronic device 120 illustrated in FIG. 1.
As illustrated in FIG. 13, the computing device 1300 may include an obtaining unit 1310, and a
verification unit 1320.

[266] The obtaining unit 1310 may be configured to obtain information of a firmware
upgrade package from a server.  In some embodiments, the information of the firmware
upgrade package may include data of an upgrade version of a firmware to be upgraded, a
digest of the upgrade version of the firmware {0 be upgraded, the digest being labelled by a
private key of at least one public-private key pair, and a label of the digest. The public-private
Key pair may include g public key stored in the firmware to be upgraded and a private keay
stored in a server.  Additionally, private keys belong two or more different public-privale key
pairs may be stored in the server, respectively.

(2677 The verification unit 1320 may be configured {0 obtain the data of the upgrade
version of the firmware 1o be upgraded, the digest, and the label of the digest, and verify the
upgrade version of the firmware {0 be upgraded based on the public key of the at least one
public-private key pair and the label.

[268] in some embodiments, the information of the firmware upgrade package may be
transmitted to the electric device by the server.  Before transmitting the information of the
firmware upgrade package, the server may determine a firmware to be upgraded, and
generate at least one public-private key pair.  Then, the server may obtain a digesi of an
upgrade version of the firmware 1o be upgraded, and label the digest based on the private
key(s) of the at least one public-private key pair.  After thai, the server may pack the data of
the upgrade version of the firmware {0 be upgraded, the digest, and the label of the digest as
the information of the firmware upgrade package. And, the server may transmit the
information of the firmware upgrade package to the electronic device to cause the electronic
device {0 verify the upgrade version of firmware o be upgraded.

[269] in some embodiments, the firmware to be upgraded may be a firmware embedded
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in the electric device.  After the verification of the upgrade version is passed, the electric
device may upgrade the firmware to the upgrade version. It may ensure the source of the

upgrade version of the firmware is reliable.

(2707 I some embodiments, the data of the upgrade version of the firmware to be
upgraded
(271} The data of the upgrade version of the firmware {0 be upgraded (aiso referred {o as

Fiash Image), the digest {also referred to as Flash Digest), and the signature obtained by
labeling the digest (the label, aiso referred as to Flash Sign) may be stored in the information
of the firmware upgrade package (also referred to as OTA Info). |t may be convenient to
manage the data of the upgrade version, the digest of the upgrade version and the signature of
the digest.

(272} Furthermore, during a process of verifying the upgrade version of firmware o be
upgraded, various data may only need {o be oblained from the information of the firmware
upgrade package.

(273} it some embodiments, one public key and the label may be used to verify the
upgrade version of the firmware o be upgraded when there is one public-private key pair. A
relating process may be shown in FIG. 14,

[274] Specifically, the public key may be matched and/or comparead with the label of the
digest. [f the maiching is successful, or the public key maiches the private key indicated by
the label, the digest corresponding to the label may pass the verification, and the upgrade
version of the firmware {0 be upgraded may pass the verification. The source of the upgrade
version may be determined as reliable.  If the matching fails, or the public key does not match
the private key indicated by the label, the digest corresponding to the label may fail the
verification, and the upgrade version may not pass the verification. The source may be
determined as unreliable, and the firmware may not be upgraded.

[275] In some embodiments, when there is only one public-private key pair, the

information of the firmware upgrade package may include the data of the upgrade version and
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label.  The digest may not be included in the information of the firmware upgrade package,
since the digest may not be required during the verification process.

[276] in some embodiments, when there are two or more public-private key pair, the
public keys in the public-privale key pairs and label may be used {o verify the validity of the
digest. After determining that the digest is valid, the digest may be used to verify the validity
of the upgrade version of firmware to be upgraded.

12777 Specifically, the label and the digest included in the information of the firmware
upgrade package may be obtained. The digest may be verified based on the label. A
relating process may be shown in FIG. 15, The private key indicates by the public-private key
pair may be verified whether matches the label.  If the private key indicated by the
public-private key pair matches the label, the digest may pass the validity verification.  Since
there are two or more public-private kKey pairs, two or more labels may be determined by the
private keys. The validity of the digest may need {o be verified for multiple times. For
example, the times of the vaiidity verification may be the same as the number of the
public-private key pairs.

(278} in some embodiments, two or more public keys in the two or more public-private key
pairs, the digest, and two or more [abels may be verified using an algorithm.  if the public keys,
the digest, and the labels pass the verification, the digest may be determined as validity.

[279] Specifically, the two or more public keys (KEYpubs), the digest (Flash Digest), and
the two or more iabels (Flash Sign) may be input into ECDSA for verification.  ifthe
verification is successful, the digest may be determined as validity.

(2807 in some embodiments, the private key in each public-private key pair may
correspond to aliabel.  During the verification of the public keys, the digest, and the label, the
public key may be verified whether matches the private key corresponding o the label.  And
the digest may be further verfied using the public-private key pair.  If the digest passed the
above verification, it may indicate that the digest passes the validity verification.  The digest

may be valid.



WO 2020/007339 PCT/CN2019/094682

[281] After the digest passes the validity verification, the data of the upgrade version daia
(Flash Image) may be obtained, and the validity of the Flash Image may be determined using
the digest (Flash Digest). A relating process may be shown in FIG. 16,  The Flash Image
may be transferred to a code area o upgrade the firmware after confirming that the flash
image is vaiid.

[282] fn some embodiments, the verification unit 1320 may further configured to
determine whether an accuracy of the upgrade version of the firmware {0 be upgraded is
greater than or equal o a first threshold using the public keys in two or more public-private key
pairs and the label, and determine that the verification for the upgrade version of the firmware
to be upgraded is successful in response o a determination that the accuracy is not less than
the first threshold.

[283] i some embodiments, when there is only one public-private key pair, a conclusion
of whether the verification is successful may be directly obtained using the public key and the
label.

[284] it some embodiments, when there are two or more public-private key pair, the
number of the public key and the private key may not be less than two, respectively, and the
number of the labels oblained according o the private key may not be less than two.  Each
public key and the corresponding label may be used {o verify the validity of the digest. For
axample, a first public key and a first label corresponding to the first public key may be used to
verify the validity of the digest. A second public key and a second iabel corresponding to the
second public key may be used to verify the validity of the digest. Andsoon. A plurality of
results of the verification may be oblained. The number of the resulis may be the same as
the number of the public-private key pairs.  In some embodiments, the accuracy may be
referred {0 as a ratio of the number of verification resuits that the digest is valid to the total
number of verifications. A verification for the digest may be determined as successiul in
response {0 a determination that the accuracy is not less than the first threshold.

[285] Merely by way of an example, for three public-private key pairs, a verification for the
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digest may be determined as successiul in response {0 a determination that the accuracy is
not less than 2/3.  Three signatures may be oblained by labeling the digest using three
private keys. And three verification for the digest may be performed using three public keys
and the three signatures, respectively. For example, a first verification result denoted as Ture
{(e.g., valid) may be oblained using a first public key and a first signature. A second
verification result dencled as False (e.g., invalid) may be obtained using a second public key
and a second signature.  And, a third verification result denoted as Ture (e.g., valid) may be
obtained using a third public key and a third signature. The accuracy may be determined as
213, and the verification of digest may be determined as successful.  in a certain example, the
first private key and the third private key may be determined as normal.  The second private
key may be determined as abnormal such as being lost and/or leaked, since the second
verification result is False.

[286] In some embodiments, in response to the determination that the accuracy is greater
than or equal to the first threshold, the validity of the upgrade version may be verified using the
digest. Inresponse to the determination that the accuracy is less than the first threshold,
process 1200 may be ended.

[287] Furthermore, when at least one private key of the two or more public-privale key
pairs is abnormal, at least one new public-private key pair may be generated. The number of
the new generated public-private key pairs may be the same as the number of private keys
being abnormal.  The al least one private key being abnormal stored in the server may be
replaced by a private kKey included in the generated at least one new public-private key pair.
The at least one public key corresponding to the at least one private key being abnormal may
be replaced by the public key in the new generated at least one new public-private key pair
through a firmware upgrade.

[288] in some embodiments, after at least one private key of the two or more
public-private key pairs occurs abnormality, at least one new public-private key pair may be
generated, and the number of the new generated public-private key pair may be same as the
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number of private keys being abnormal.  For example, if one private key is abnormal, one
new public-private key pair may be generated. If two private keys are abnormal, two
public-private key pairs may be generated.

(2897 Furthermore, a ration of the number of the normal private keys in the two or more
public-private key pairs to the total number of the private keys in the two or more public-private
key pairs may not less than the first threshold.

(2807 Merely by way of example, for three public-private key pairs, the first threshold may
be set as 2/3.  in a situation that that one of the three privale keys may be abnormal, and two
of the three private keys may be normal, the ratio of the number of the normal private keys to
the total number of private keys may be 2/3. it may be the same as the first threshold. The
abnormal private key and the public key corresponding o the abnormal private key may be
replaced. in a sifuation that that two of the three private keys may be abnormal, and one of
the three private keys may be normal, the ratio of the number of the normal private keys {o the
total number of private keys may be 1/3, which may be less than the first threshold. The
replacement of the abnormal private keys and the public key corresponding to the abnormal
private key may not be performed.

[291] After generating the new public-privaie key pair corresponding to the abnormal
private key, the abnormal private key and the corresponding public key may be replaced by the
private key and public key included in the new generated public-private key pair.  Therefore,
all of the public-private key pairs may not have the abnormal private key and public key
corresponding to the abnormal private key after replacement.

(282} in some embodiments, the new generated private key may be directly stored on the
server to replace the abnormal private key. The new generated private key may be stored in
the same position as the privaie key that needs io be replaced. The abnormal private key
may be transferred to another position o store, and the new generated private key may be
stored in the location where the abnormal private key previously stored.  For example, the
private key may be stored in the first iocation.  When the private key cccurs abnormality, a
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new public-private key pair may be generated.  And the private key may be transferred from
the first position to a second position.  The new private key included in the new generated
public-private key pair may be stored in the first position.  Thereby, the private key may be
replaced by the new private key.

[283] in some embodiments, the public key corresponding (o the abnormal private key
may be replaced. The public key corresponding to the abnormal private key may be replaced
by a public key included in the new generated public-private key pair through upgrading the
firmware version.

[294] For example, for three public-private key pairs, one privaie key may be abnormal
and two private keys may be normal, and the first threshold may be setas 2/3.  The accuracy
may not be less than the first threshold, and the firmware may be upgraded. After upgrading,
the public key corresponding to the abnormal private key stored in the firmware may be
replaced with the new generated public key, which may be used for verification in a next
firmware upgrade.

[285] Furthermore, in a situgtion that a ration of the number of the normal private keys in
the two or more public-private key pairs {0 the {otal number of the private keys in the two or
more public-private key pairs is less than the first threshold, and the accuracy may also less
than the first threshold.

[286] Meanwhile, when the ration of the number of the normal private keys in the two or
more public-private key pairs o the total number of the private keys in the two or more
public-private key pairs is not less than a second threshold, the verification of the upgrade
version of firmware may be performed using the normal private keys and of a predetermined
number abnormal private keys.  In some embodiments, the second threshold may be less
than the first threshold.  In some embodimenis, the use of the normal privaie keys may avoid
excessive using of abnormal private keys and the data leakage and/or other losses caused by
an inaccurate upgrade version tamperead by a hacker and/or lawless person.  in some

ambodiments, a ratio of the sum of the predetermined number and the number of normal
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private keys to the total number of private keys may be the same as the first threshold.

(2877 Merely by way of example, for three public-private key pairs, the first threshold may
set as 2/3, and the second threshold may be set as 1/3.  One private key may be abnormal,
and two private keys may be normal.  The resuits of the verification of the upgrade version
may satisfy the requirement that the accuracy is not less than 2/3.  If there are two abnormail
private keys, the ratio of the number of normal private keys o the {olal number of privale kKeys
may be 1/3. The ratio is less than the first threshold, and is the same as the second threshold.
Therefore, the verification of the upgrade version may be performed using a second threshold
way. In other words, the verification of the upgrade version may be performed using one
normal private key and one abnormal private key.  The ration of the sum of one normal private
key and one abnormal private key o the total number of the private key is 2/3, which is not less
than the first threshold.

[258] The firmware verification method disclosed according to some embodiments of the
present disclosure may determine the firmware to be upgraded, generate at least one set of
public-private key pair, obtain the flash digest of the upgrade version of the firmware to be
upgraded, successively label the flash digest using private key(s) in at least one set of
public-private key pair, send the firmware upgrade package information {o the electric device.
The eleclric device may verify the upgrade version of the firmware {0 be upgraded using the
firmware upgrade package information and the public key in al least one set of public-private
key pair.  In some embodiments, the firmware upgrade package information may include data
of the upgrade version of the firmware {0 be upgraded, the flash digest, and the labsl on the
flash digest.

[289] The embodiments of the present disclosure provide g processing device for
verifying firmware verification. The processing may execute one or more of the following
operations.  The information of the firmware upgrade package may be oblained from a server.
The information of the firmware upgrade package may include data of an upgrade version of a
firmware o be upgraded, a digest of the upgrade version of the firmware to be upgraded, the
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digest being labelied by a private key of at least one public-private key pair, and a label of the
digest. The public-private key pair may include a public key stored in the firmware {0 be
upgraded and a private key stored in a server. Additionally, private keys belong two or more
different public-private key pairs may be stored in the server, respeclively. The data of the
upgrade version of the firmware {0 be upgraded, the digest, and the label of the digest may be
obtained from the information of a firmware upgrade package , and the upgrade version of the
firmware {0 be upgraded may be verified based on the public key of the al legst one
public-private key pair and the label.

(3007 in the present disclosure, the upgrade version of the firmware {0 be upgraded may
be verified using the public key. The upgrade of the firmware may only be performed after the
vearification is passed. it may avoid a problem that a trusted signature verification is not
performed on the firmware in the prior art.  Therefore, malicious device upgrade for the
device which embedded with the firmware may be prevented.

(301} it should be noted that the above description of the computing device 1300 is
provided for the purposes of illustration, and is not intended to limit the scope of the present
disciosure. For persons having ordinary skills in the art, multiple variations and modifications
may be made under the teachings of the present disclosure. However, those variations and

modifications do not depart from the scope of the present disclosure.

HFIG. 171

[302] Fi(3.17 is a flowchart illustrating an exemplary process for operating an electronic
device according to some embodiments of the present disclosure.  In some embodiments,
one or more operations of process 1700 illustrated in FIG. 17 for operating an electronic
device may be implemented in the operating system 100 illustrated in FIG. 1. For example,
the process 1700 illustrated in FIG. 17 may be stored in the storage device 130 in the form of
instructions, and invoked and/or executed by the processing device 110, The operations of

the illustrated process presented below are intended {o be illustrative.  In some embodiments,
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the process may be accomplished with one or more additional operations not described,
and/or without one or more of the operations discussed.  Additionally, the order in which the
operations of the process as illustrated in FIG. 17 and described below is not intended {o be
limiting.

[303] in 1710, the processing device 110 (e.g., a first communication module 1810} may
obtain at least one request from one or more electronic devices (e.g., the electronic device(s)
120).

(304} in some embodiments, the at least one request may include a conirolling request, a
communication protocol determining request, or a firmware upgrading request.  When an
glectronic device needs {o perform certain functions, for example, {o control another electronic
device, to communicate with a cloud platform, or to upgrade a firmware, it may send a request
to the server and receives information or daia needed to perform the function from the server.
[305] In some embodiments, the at least one request may include a conirailing reguest, a
communication protocol determining request, or a firmware upgrading request.  In some
embodiments, the controlling request may include an access request of a control page of
another electronic device. For example, a first electronic device (2.¢., a smariphone) may
transmit the conirolling request in order to control a second slectronic device {(e.g., an
intelligent lock).  In some embodiments, the communication protocol determining request
may include device information of the electronic device 120, for example, a gateway. The
device information may include information related to a product serial number, information
related to a version number, information related to a mode!, or the like.  In some embodiments,
the firmware upgrading request may include an upgrade instruction.

[306] It 1720, the processing device 110 {e.g., a second processing module 1820) may
generate operating data based on the at least one request.

(3077 in some embodiments, the operating data may include page data of the control
page, configuration information corresponding o the device information, information of a

firmware upgrade package, or the like, or any combination thereof.

T
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[308] in some embodiments, the page data of the control page may include at least one
operation object and a preset instruction corresponding {o the operation object.

[309] in some embodiments, the configuration information may inciude information of a
communication protocol to be configured by the electronic device (e.g., gateway) and
information of a cloud platform o be configured by the elecironic device (e.9., gateway).

(3107 in some embodiments, the information of a firmware upgrade package may include
data of an upgrade version of a firmware to be upgraded, a digest of the upgrade version of the
firmware o be upgraded, the digest being labelled by a private key of at least one
public-private key pair, and a label of the digest.

{311} I 1730, the processing device 110 {e.qg., the second communication module 1810)
may transmit the operating data to the electronic device.

(312} i some embodiments, the processing device 110 may transmit the operating data
to the eleclronic device via a wired or a wireless way, for example, Wi-Fi.

(313} it should be noted that the above description of the process 1700 is merely provided
for the purposes of illustration, and not intended to limit the scope of the present disclosure.
For persons having ordinary skills in the art, multiple variations or modifications may be made
under the teachings of the present disclosure.  However, those variations and modifications
do not depart from the scope of the present disclosure.

{FIG. 181}

[314] FiG. 18 is a block diagram illustrating an exemplary computing device 1800
according to some embodiments of the present disclosure.  Atleast a portion of the
computing device 1800 may be implemented on the processing device 110 iIn FiIG. 1. As
flustrated in FIG. 18, the computing device 1800 may include a second communication
moduie 1810, and a second processing module 1820,

[315] The second communication module 1810 may be configured to oblain at least one
request from one or more electronic devices (e.q., the electronic device(s) 120).

[316] in some embodiments, the at least one request may include a controlling request, a
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communication protocol determining request, or a firmware upgrading request.  When an
glectronic device needs {o perform cerfain functions, for example, to control another electronic
device, to communicate with a cloud platform, or to upgrade a firmware, it may send a request
to the server and receives information or daia needed to perform the function from the server.
(317} In some embodiments, the at least one request may include a conirailing reqguest, a
communication protocol determining request, or a firmware upgrading request.  In some
embodiments, the controlling request may include an access request of a control page of
another electronic device.  For example, a first electronic device {e.g., a smariphone} may
transmit the conirolling request in order to control a second slectronic device {(e.g., an
intelligent lock).  In some embodiments, the communication protocol determining request
may include device information of the electronic device 120, for example, a gateway. The
device information may include information related to a product serial number, information
related to a version number, information related to a model, or the like.  In some embodiments,
the firmware upgrading request may include an upgrade instruction.

[318] The second processing module 1820 may be configured to generate operating data
based on the at least one request.

[319] in some embodiments, the operating data may include page data of the control
page, configuration information corresponding to the device information, information of a
firmware upgrade package, or the like, or any combination thereof.

(3207 I some embodiments, the page data of the control page may include at least one
operation object and a preset instruction corresponding {o the operation object.

(321} in some embodiments, the configuration information may inciude information of a
communication protocol to be configured by the electronic device (e.g., gateway) and
information of a cloud platform to be configured by the elecironic device (e.g., gateway).

(322} in some embodiments, the information of a firmware upgrade package may include
data of an upgrade version of a firmware to be upgraded, a digest of the upgrade version of the

firmware o be upgraded, the digest being labelled by a private key of at least one
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public-private key pair, and a label of the digest.

[323] I some embodiments, the second communication module 1810 may further be
configured to transmit the operating data to the elecironic device.

(324} I some embodiments, the second communication module 1810 may transmit the
operating data to the electronic device via a wired or a wireless way, for example, Wi-Fi.

[325] it should be noted that the above description of the computing device 1800 is
provided for the purposes of illustration, and is not intended to limit the scope of the present
disciosure. For persons having ordinary skills in the art, multiple variations and modifications
may be made under the teachings of the present disclosure. However, those variations and
modifications do not depart from the scope of the present disclosure.

{FIG. 191}

[326] FiG.19 is a flowchart illustrating another exemplary process for controliing an
electronic device according (o some embodiments of the present disclosure.  The operations
of the illustrated process presented below are intended to be ilustrative.  In some
embodiments, the process may be accomplished with one or more additional operations not
described, and/or without one or more of the operations discussed.  Additionally, the order in
which the operations of the process as illustrated in FIG. 18 and described below is not
intended to be limiting.  In some embodiments, one or more operations of process 1900 may
be implemented in the operating system 100 illustrated in FIG. 1. For example, the process
1900 may be implemented on the processing device 110 of the operating system 100, In
some embodiments, process 1900 may be implemented in a computer device, for example, a
web server 430 iliustrated in FIG. 4. The web server 430 may be in communication with the
first electronic device 410.  The first electronic device 410 may be in communication with a
second electronic device 420, As shown in FIG. 5, the method may include one or more of
the following operations.

(3277 in 1910, the web server 430 may obtain an access request of a control page of the
second electronic device 420 sent by the first electronic device 410.
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[328] in 1920, the web server 430 may transmit page data of the control page to the first
glectronic device 410 o cause the first electronic device 410 {o display the control page of the
second electronic device 420, and further cause the first electronic device 410 {o execule a
control flow instruction corresponding (o at least one operation object to control the second
electronic device 420.  In some embodiments, the first electronic device 410 may execute the
control flow instruction based on an operation generaied by a user on the operation object of
the control page. The page data may include at least one operation object and at least one
electronic device conirol flow instruction corresponding o the at least one operation object.
[329] in some embodiments, the web server 430 may be a server of a manufacturer of the
second electronic device 420, The manufacturer may maintain and modify the control page
of the second electronic device 420 via the web server 430. The way for modifying the
control page may be various, for exampile, modifying the electronic device control flow
instructions corresponding to the operation object in the control page of the second electronic
device 420.

(3307 I some embodiments, the page data of the control page may include at ieast one
operation object and a preset instruction corresponding {o the operation ohject.  The preset
instruction may include an slectronic device confrol flow instruction.  In some embodiments,
the operation object may include a button, a slide bar, an input box, or the like. In some
ambodiments, the electronic device control flow instruction may include a control flow that
needs {o be executed for conirciling the electronic device 420, For example, firstly, the
electronic device 410 {(e.g., the mobile phone) may send a message {0 the eleclronic device
420 {e.¢., the intelligent home device). Then, the electronic device 410 may wait for a time
pericd. If a feedback is obtained from the electronic device 420 during the time period, the
electronic device 410 may perform processing based on the feedback. f thereis no
feedback obtained during the time period, the electronic device 410 may perform another
processing.  As another example, an interface of a Software Development Kit (SDK} may be
invoked {0 send a message 1o the electronic device 420 (e.q., the intelligent home device).
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Then, another interface of the SDK may be invoked {o send another message {o the electronic
device 420. In some embodiments, the SDK may be 3 {oolkit provided by a third-party
service provider {o implement a function of software products, generally including an
application programming interface (AP}, a document, an example, a tool, or the like.

(331} Additionaily or alternatively, the control page described in embodiments of the
present disclosure may be a webpage conforming {o the 5th generation HTML standard
specification, that is, an H5 webpage. The H5 webpage may be a dynamic webpage being
displayed on an electronic device (in particular, a mobile terminal such as a mobile phone or a
tablet computer).  Iis supporting for touch screen interaction may far exceed the previous
generation standard.

(332} in some embodiments, for security purpose, the web server 430 may verify a device
identification of the second electronic device 420 and/or an application identifier of the
application sent by the first electronic device 410 via the control page.

(333} Specifically, the user identification information of the user having the authority may
be stored in the web server 430, so that the web server 430 may compare the received user
identification information with the saved user identification information.  if the received user
identification information exisis in the saved user identification information, the verification may
be passed. MU should be noted that the method for verification may be various, and not be
limited to the present disclosure.

(334} The present disclosure provides a method for controlling an elecironic device. By
implementing the method, the web server may oblain an access request of a control page of
the second electronic device sent by the first electronic device.  And the web server may
transmit page data of the control page to the first electronic device to cause the first electronic
device 410 to display the control page of the second electronic device 420, and further cause
the first electronic device 410 o execute a control flow instruction corresponding to at least
one operation object to control the second electronic device.  Since the controlling of the
second electronic device may be implemented by the control page, the control page may be
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configured and modified by the web server.  Therefore, it is not necessary for the producer of
the first electronic device andfor the publisher of the application in the first electronic device {o
understand the control flow instruction of the second electronic device, which greatly reduces
the burden of development of the publisher of the first electronic device and/or the application
of the first electronic device. Al the same time, due to the flexibility of the webpage, it is easy
for the web server to modify the control page by implementing the method described in the
present disclosure. Meanwhile, modification(s) may need not be performed on the first
electronic device and/or the application(s) in the first electronic.  therefore, the adapiability
and flexibility of the method may be stronger.

[335] it should be noted that the above description of the process B00 is merely provided
for the purposes of illustration, and not intended {o limit the scope of the present disclosure.
For persons having ordinary skills in the art, multiple variations or modifications may be made
under the teachings of the present disclosure. However, those variations and modifications
do not depart from the scope of the present disclosure.

{FIG. 201

[336] FiG. 20 is a block diagram illustrating an exemplary computing device 2000
according to some embodiments of the present disclosure.  In some embodiments, at least a
partion of the computing device 2000 may be implemented, for example, the web server 430 in
FIG. 4. The web server 430 may be in communication with the first electronic device 410.
The first electronic device 410 may be in communication with a second elecironic device 420.
As illustrated in FIG. 21, the computing device 2000 may include a request obtaining unit 2010,
and a data transmitting unit 2020.

[337] The request obtaining unit 2010 may be configured to obtain an access request of a
control page of the second electronic device sent by the first electronic device.

[338] The data transmitting unit 2020 may be configured to transmit page data of the
control page o the first electronic device to cause the first electronic device to display the
control page of the second electronic device, and further cause the first elecironic device {o
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execute a control flow instruction corresponding to at least one operation object to control the
second electronic device.  In some embodiments, the first electronic device may execute the
control flow instruction based on an operation generaied by a user on the operation object of
the control page. The page data may include at least one operation object and at least one
electronic device control flow instruction corresponding io the at least one operation object.
(339 The web server may include a processor and a memaory.  The reguest obtaining
unit and a data transmitting unit may be stored in the memory as program units.  The program
units stored in the memory may be executed by the processor to implement the corresponding
function described in the present disclosure.

{3407 The processor may contain one or more kernels.  The kemels may invoke the
corresponding program unit{s) stored in the memory. The second electronic device may be
controlied by adjusting parameters of the kemels.

[341] The memory may include a non-persisient memory, a random access memory
{RAM), and/or a non-volatile memory in a computer readable medium. For example, a read
only memory (ROM) or a flash memory. The memory may include at least one memory chip.
(342} it should be noted that the above description of the processing engine is provided
for the purposes of illustration, and is not intended to limit the scope of the present disclosure.
For persons having ordinary skills in the art, multiple variations and modifications may be
made under the teachings of the present disclosure. However, those variations and
maodifications do not depart from the scope of the present disclosure.

{FIG. 211}

1343} FiG.21 is a flowchart Hlustrating another exemplary process for configuring an
glectronic device according to some embodiments of the present disclosure.  The operations
of the illustrated process presented below are intended to be illustrative.  In some
embaodiments, the process may be accomplished with one or more additional operations not
described, and/or without one or more of the operations discussed.  Additionally, the order in
which the operations of the process as illustrated in FIG. 2100 and described below is not
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intended to be limiting.  In some embodiments, one or more operations of process 2100 may
be implemented in the operating system 100 illustrated in FIG. 1. For example, the process
2100 may be implemented on the processing device 110 (e.g., a server) of the operating

system 100.  As shown in FIG. 21, the method may include one or more of the foliowing

operations.
(344} in 2110, the device information transmitted by the gateway may be oblained.
[345] frt 2120, the configuration information corresponding {o the device information of the

gateway may be determined. In some embodiments, the configuration information may
include information of a communication protocol to be configured by the gateway and
information of a cloud platform to be configured by the gateway.

[346] it should be noted that, after the server obtains the information related {0 a product
serial number, the information related o a version number, and information related o a model,
the determination of the configuration information may include determining the configuration
information corresponding to the device information of the gateway based on the information
related to the product serial number.

(347} in 2130, the configuration information may be transmitted to the gateway to cause
the gateway {0 determine a first communication protocol component corresponding o the
information of the first communication protocol, and further connect the first cloud platform
using the first communication protocol component.

(348} The embodiments of the present disclosure provide a gateway configuration
method. By implementing the method, the server may determine the configuration
information corresponding to the device information of the gateway after oblaining the device
information transmitied by the gateway. The configuration information may include
information of a communication protocol to be configured by the gateway and information of a
cloud platform to be configured by the gateway. Then, the server may transmit the
configuration information o the gateway to cause the gateway to determine a first

communication protocol component corresponding o the information of the first
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communication protocol, and further connect the first cloud platform using the first
communication protocol component.  Based on the method described gbove, the gateway
may connect with various cloud platforms via various communication protocols.

[349] On the basis of the embodiments described above, the server may also monitor the
number of disconnections between the first communication protocol component and the first
cloud platform in a preset time pericd.  If the number of disconnections exceeds a preset
threshold, the configuration update information may be transmitted {o the gateway to cause
the gateway to determine the second communication profocol component corresponding to
the information of the second communication protocol, and further connect the second cloud
platform using the second communication protocol component.  The configuration update
information may include the information of the second communication protocol to be updated
by the gateway and the information of the second cloud platfiorm {0 be updated by the
gateway.

(3507 {t should be noted that the above description of the process 2100 is merely provided
for the purposes of illustration, and not intended to limit the scope of the present disclosure.
For persons having ordinary skills in the art, multiple variations or modifications may be made
under the teachings of the present disclosure.  However, those variations and modifications
do not depart from the scope of the present disclosure.

{FIG. 221}

(3513 FiG. 22 is a block diagram illustrating an exemplary computing device 2200
according to some embodiments of the present disclosure.  In some embodiments, the
computing device 2200 may be implemented as the processing device 110 illustrated in FIG. 1.
in some embodiments, at least a portion of the computing device 2200 may be implemented in
a processing device, for example, a server.  As illustrated in FIG. 22, the computing device
2200 may include an obtaining unit 2210, a configuration information determination unit 2220,
and a transmitting unit 22306

[352] The obtaining unit 2210 may be configured to oblain the device information
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transmitted by the gateway.

[383] The configuration information determination unit 2220 may be configured to
determine the configuration information corresponding to the device information of the gateway.
The configuration information may include information of a communication protocol 1o be
configured by the gateway and information of a cloud platform to be configured by the
gateway.

[354] The transmitling unit 2230 may be configured to transmit the configuration
information to the gateway o cause the gateway delermines a first communication protocol
component corresponding to the information of the first communication protocol, and further
connect the first cloud platform using the first communication protoce! component.

[355] The computing device 2200 may include a processor and a memory. The
obtaining unit 2210, the configuration information determination unit 2220, and the sending
unit 2230 described above may be stored in the memory as program units.  The program
units stored in the memory may be execuled by the processor to impiement the corresponding
function described in the present disclosure.

[356] The processor may contain one or more kernels.  The kernels may invoke the
corresponding program unit{s) stored in the memory.  The second electronic device may be
controlied by adjusting parameters of the kemels.

[357] The memory may include a non-persistent memory, a random 8CCess memaory
(RAM), and/or a non-volatile memory in a computer readable medium.  For example, a read
only memory (ROM) or a flash memory.  The memory may inciude at least one meamory chip.
(358} it should be noted that the above description of the computing device 2200 is
provided for the purposes of illustration, and is not intended to limit the scope of the present
disclosure. For persons having ordinary skills in the art, multiple variations and modifications
may be made under the teachings of the present disclosure.  However, those variations and

maodifications do not depart from the scope of the present disclosure.



WO 2020/007339 PCT/CN2019/094682

{FIG. 231}

[359] FIG.23 is a flowchart illustrating ancther exemplary process for verifying a firmware
varsion according to some embodiments of the present disclosure.  The operations of the
illustrated process presented below are inlended o be illustrative.  iIn some embodiments, the
process may be accomplished with one or more additional operations not described, and/or
without one or more of the operations discussed.  Additionally, the order in which the
operations of the process as illustrated in FIG. 23 and described below is not intended to be
limiting.  In some embodiments, one or more operations of process 2300 may be
implemented in the operating system 100 lustrated in FIG. 1. For example, the process
2300 may be implemented on the processing device 110 {(e.g., a server) of the operating
system 100.  As shown in FIG. 23, the method may include one or more of the following
operations.

[360] in 2310, a firmware {0 be upgraded may be determined, and at least one
public-private key pair may be generated.  In some embodiments, the public-private key pair
may include a public key stored in the firmware {0 be upgraded and a private key stored in a
server.  Additionally, private keys belong two or more different public-private key pairs may be
stored in the server, respectively.

[361] I some embodiments, a firmware may be embedded in a device.  After
manufacturing, a certain of a firmware may be embedded in a device. When there is an
upgrade version for the firmware in the server, the upgrade version may be downloaded to
upgrade the firmware.

[362] in an upgrading process, in order to avoid a source of the upgrade version being
unreliable, the server may generate a public-private key pair.  The public-private key pair may
be used to in a process of signature verification on the upgrade version.

[363] in some embodiments, at least one public-private key pair may be pre-stored in the
firmware embedded in the device after the device is produced. The publickey {e.g., a
KEYpub) included in the at least one public-private key pair may be stored in the firmware, and
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the private key (e.g., a KEYpriv) included in the at least one public-private key pair may be
stored on the server.  In some embodiments, the server may include an administrator, a
storage device, or the like, or any combination thereof. For example, the private key may be
stored in the administrator for subsequent use.

[364] In some embodiments, at least one public-privale key pair may be generated when
the firmware embedded in the device needs {o upgrade. In some embodiments, the public
key in the generated al least of public-private key pair may be stored in the firmware to be
upgraded, and the private key in the generaied at least one public-private key pair may be
stored in the server.

[365] In some embodiments, the private keys in two or more public-private key pairs may
be stored in the server, respectively. The private keys may be stored in different servers or
different locations of a server.  For example, a first private key of the private keys may be
stored in a first administrateor, a second private key of the private keys may be stored in 3
second administrator, and a third private key of the private keys may be stored in a third
administrator, so as {o avoid leakage or lost of the private keys and ensure the security of the

private keys in the two or more public-private key pairs.

[366] in 2320, a digest of an upgrade version of the firmware {0 be upgraded may be
obtained.
(367} in some embodiments, the digest may include a flash digest, for example, a hash

vaiue. The hash value may be used to determine an integrity of the upgrade version of the
firmware.

(368} in some embodiments, in order to implement the signature verification on the
firmware upgrade version, a signature algorithm, for example, ECDSA (Elliptic Curve Digital
Signature Algorithm) may be used. The ECDSA may include a combination of ECC (Eliptic
Curve Cryplography) algorithm and a DSA (Digital Signature Algorithm).  The signature
verification process of the ECDSA may be similar to a signature verification process of the
DSA and the processing device 110 may use the ECC algorithm to perform the signature

82



WO 2020/007339 PCT/CN2019/094682

verification.

1369] In some embodiments, a digest aigorithm in the ECDSA may include a SHA256
(e.g., SHA256WIthECDSA), a SHA1 (e.g., SHATwWIthECDGA), or the like, or any other
appropriate algorithm(s). For example, under a situation that the performance salisfies a
requirement, SHAZSBwWIthECDBA may be used.  As another example, under a special
situation, SHATWHhECDS may be used.

(3707 I 2330, the digest may be labelled based on the private key(s) of the at least one
public-private key pair.

(371} in some embodiments, the flash digest may be labelled using the private key in the
public-private key pairs to oblain a signature flash sign.

(372} in some embodiments, one private key may be used to label the flash digest to
obtain a signature flash sign when there is one public-private key pair.  In some embodiments,
gach private key in two or more public-private key pairs may successively be used to label the
flash digest to obtain two or more signature flash signs, for exampie, flash sign 1, flash sign

2, ..., flash sign N.

(373} Merely by way of example, given that the at least one public-private key pairs
includes three public-private key pairs.  Afirst private key may be used o label the flash
digest {o obtain the signature fiash sign 1, a second private key may be used to label the flash
digest to obtain the signature fiash sign 2, and third private key may be used to iabel the flash
digest {o obtain the signature flash sign 3.

[374] In 2340, information of a firmware upgrade package may be transmitied o an
electronic device 1o cause the electronic device o verify the upgrade version of the firmware to
be upgraded based on the information of the firmware upgrade package and the public key of
the at least one public-private key pair.  In some embodimenis, the information of the
firmware upgrade package information may include data of the upgrade version of the
firmware {0 be upgraded, the digest, and the label of the digest,

[375] in some embodiments, the information of the firmware upgrade package may be
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transmitted to the electronic device, and the electronic device may verify the upgrade version
of the firmware o be upgraded based on the public stored in the firmware {0 be upgraded and
the label of the digest.

[376] I some embodiments, the public key may be pre-stored in the firmware to be
upgraded. The public key may correspond to the private key, and the public key and the
private key may form a public-private key pair.  The private key may be used o label the
digest of the upgrade version to obtain a signature, and the public key may be matched or
compared with the signature to confirm whether the digest of the upgrade version passes a
verification, thereby determining whether the source of the upgrade version is reliable.

(377} In response to a determination that the digest of the upgrade version passes the
verification, the source of the upgrade version may be determined as reliable.  Inresponse to
a determination that the digest of the upgrade version Tails the verification, the source of the
upgrade version may be determined as unreliable.

(378} in some embodiments, the unreliable source of the upgrade version may indicate an
abnormality of the privaie key(s) included in the at least one public-private key pair, for
example, ieaking andfor losing. It may cause the upgrade version of the firmware to be
exploited by a hacker or other lawless person.

[379] I some embodiments, at least one new public-private key pair corresponding to the
at ieast one private key being abnormal may be generated. The number of the new
generated public-privale key pairs may be the same as the number of private keys being
abnormal.  The at least one private key being abnormal stored in the server may be replaced
by a private key included in the generated atl least one new public-private key pair. The at
least one public key corresponding o the at least one private key being abnormal may be
replaced by the public key in the new generated at least one new public-private key pair
through a firmware upgrade.

[380] In some embodiments, after at least one private key of the two or more

public-private key pairs occurs abnormality, at least one new public-private key pair may be
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generated, and the number of the new generated public-private key pair may be same as the
number of private keys being abnormal.  For example, if one private key is abnormal, one
new public-private key pair may be generated. If two private keys are abnormal, two
public-private key pairs may be generated.

(381} The abnormality of the private key may include leaking, losing, or the like.

(382} For example, the private key may be stored in a storage device.  If data stored in
the storage device are lost or deleted, correspondingly the private key may occur abnormality
and the public-private key pair may need to be updated.

[383] in some embodiments, the private key may be stored in the storage device. the
deletion and/or leakage of the data stored in the slorage device may be determined based on
whether the data is accessed by an unknown user.  In some embodiments, the private key
may be stored in the administrator.  The administrator may upload the information about data
leaking and/or losing, which may be used {o delermine that the private key is abnormal.

(384} The embodiments of the present disclosure provide a firmware verification method.
By implementing the method, a firmware {¢ be upgraded may be delermined, and at least one
public-private key pair may be generated.  The public-private key pair may include a public
key stored in the firmware and a private key stored in a server. A digest of an upgrade
version of the firmware to be upgraded may be oblained, and the digest may be labelled by the
private key of the at least one public-private key pair.  Information of a firmware upgrade
package may he transmitted {0 an electronic device to cause the electronic device {0 verify the
upgrade version of the firmware {0 be upgraded based on the information of the firmware
upgrade package and the public key of the at least one public-private key pair.  The
information of the firmware upgrade package information may include data of the upgrade
version of the firmware o be upgraded, the digest, and the label of the digest.

[385] in the present disclosure, the digest of the upgrade version of the firmware to be
upgraded may be labelled using the private key. The upgrade of the firmware may only be
performed after the verification is passed. It may avoid a problem that a trusted signature
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verification is not performed on the firmware in the prior art.  Therefore, malicious device
upgrade for the device which embedded with the firmware may be prevented.

[386] it should be noted that the above description of the process 2300 is merely provided
for the purposes of ilustration, and not intended to limit the scope of the present disclosure.
For persons having ordinary skills in the art, multiple variations or modifications may be made
under the teachings of the present disclosure. However, those variations and modifications
do not depart from the scope of the present disclosure.

{FIG. 241}

{387} FIG. 24 is a block diagram illustrating an exemplary computing device 2400
aceording to some embodiments of the present disclosure.  In some embodiments, the
computing device 2400 may be implemented as the processing device 110 illustrated in FIG. 1.
in some embodiments, at least a portion of the computing device 2400 may be implemented in
a processing device, for example, a server.  As illustrated in FIG.24, the computing device
2400 may include a determining unit 2410, an obtaining unit 2420, a labeling unit 2430, and a
transmitting unit 2440

(388} The determination unit 2410 may be configured to determine a firmware {o be
upgraded, and generate at least one public-private key pair.  In some embodimentis, the
public-private key pair may include a public key stored in the firmware o be upgraded and g
private key stored in a server.  Additionally, private keys belong two or more different
public-private key pairs may be stored in the server, respectively.

[389] In some embodiments, a firmware may be embedded in a device. After
manufacturing, a certain firmware may be embedded in a device. When there is an upgrade
version for the firmware in the server, the upgrade version may be downloaded to upgrade the
firmware.

(3807 in an upgrading process, in order o avoid a source of the upgrade version being
unreliable, the server may generate a public-private key pair.  The public-private key pair may

be used to in a process of signature verification on the upgrade version.
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(391} in some embodiments, at least one public-private key pair may be pre-stored in the
firmware embedded in the device after the device is produced. The publickey (8.9., a
KEYpub) included in the at least one public-private key pair may be stored in the firmware, and
the private key (e.g., a KEYpriv) included in the al least one public-private key pair may be
stored on the server.  In some embodiments, the server may include an administrator, a
storage device, or the like, or any combination thereof. For example, the privale key may be
stored in the administrator for subsequent use.

(382} In some embodiments, at least one public-private key pair may be generated when
the firmware embedded in the device needs {o upgrade. In some embodiments, the public
key in the generated at least of public-private key pair may be stored in the firmware to be
upgraded, and the private key in the generated at least one public-private key pair may be
stored in the server.

[383] In some embodiments, the private keys in two or more public-private key pairs may
be stored in the server, respectively.  The private keys may be stored in different servers, or
different locations of a server.  For exampile, a first private key of the private keys may be
stored in a first administrator, a second private key of the private keys may be stored in a
second administrator, and a third private key of the private keys may be stored in a third
administrator, so as o avoid leakage or iost of the private keys and ensure the security of the
private keys in the two or more public-private key pairs.

(384} The obtaining unit 2420 may be configured {o obtain a digest of an upgrade version
of the firmware {o be upgraded.

[385] in some embodiments, the digest may include a flash digest, for example, a hash
vaiue. The hash value may be used to determine an integrity of the upgrade version of the
firmware.

[396] in some embodiments, in order to implement the signature verification on the
firmware upgrade version, a signature algorithm, for example, ECDSA (Elliptic Curve Digital

Signature Algorithm) may be used. The ECDSA may include a combination of ECC (Elliptic
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Curve Cryplography) algorithm and a DSA (Digital Signature Algorithm).  The signature
verification process of the ECDSA may be similar to a signature verification process of the
DSA andthe processing device 110 may use the ECC algorithm {o perform the signature
verification.

{3877 In some embaodiments, a digest algorithm in the ECDSA may include a SHA256
{e.g., SHA256WIthECDSA), a SHA1 (e.g., SHATWIthECDGSA), or the like, or any other
appropriate algorithm(s). For example, under a situation that the performance satisfies a
requirement, SHAZ56wIthECDSA may be used.  As another example, under a special
situation, SHATWIhECDS may be used.

[388] The labeling unit 2430 may be configured to label the digest based on the private
key(s}) of the at least one public-private key pair.

(3891 i some embodiments, the flash digest may be labelled using the private key in the
public-private key pairs {o obiain a signature flash sign.

14007 in some embodiments, one private key may be used to label the flash digest to
gbtain a signature flash sign when there is one public-private key pair.  In some embodiments,
each private key in two or more public-private key pairs may successively be used to label the
flash digest to obtain two or more signature flash signs, for exampie, flash sign 1, flash sign

2, ..., flash sign N.

(401} Merely by way of example, given that the at least one public-private key pairs
includes three public-private key pairs.  Afirst private key may be used to label the flash
digest {o obtain the signature flash sign 1, a second privaie key may be used to label the flash
digest to obtain the signature flash sign 2, and third private key may be used to iabel the flash
digest {o obtain the signature flash sign 3.

(402} The transmitting unit 2440 may be configured to transmit information of a firmware
upgrade package o an electronic device to cause the electronic device {o verify the upgrade
version of the firmware {0 be upgraded based on the information of the firmware upgrade
package and the public key of the at least one public-private kKey pair.  In some embodiments,
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the information of the firmware upgrade package information may include data of the upgrade
version of the firmware to be upgraded, the digest, and the label of the digest.

[403] in some embodiments, the information of the firmware upgrade package may be
transmitted to the electronic device, and the elecironic device may verify the upgrade version
of the firmware {0 be upgraded based on the public stored in the firmware to be upgraded and
the label of the digest.

[404] It some embodiments, the public key may be pre-stored in the firmware o be
upgraded. The public key may correspond to the private key, and the public key and the
private key may form a public-private key pair.  The private key may be used o label the
digest of the upgrade version to obtain a signature, and the public key may be maliched or
compared with the signature to confirm whether the digest of the upgrade version passes a
verification, thereby determining whether the source of the upgrade version is reliable.

[405] In response to a determination that the digest of the upgrade version passes the
verification, the source of the upgrade version may be determined as reliable.  in response {o
a determination that the digest of the upgrade version fails the verification, the source of the
upgrade version may be determined as unreliable.

[406] in some embodiments, the unreliable source of the upgrade version may indicate an
abnormality of the private key(s) included in the at least one public-private key pair, for
example, leaking andfor losing. It may cause the upgrade version of the firmware to be
exploited by a hacker or other lawless person.

14077 in some embodiments, the processing device 2500 may further include a key
updating unit.  The key updating unit may be configured o generate al least one new
public-private key pair corresponding {o the at least one private key being abnormal. The
number of the new generated public-private key pairs may be the same as the number of
private keys being abnormal.  The at least one private key being abnormal stored in the
server may be replaced by a private key included in the generated at ieast one new
public-private key pair.  The at least one public key corresponding to the at least one private

85



WO 2020/007339 PCT/CN2019/094682

key being abnormal may be replaced by the public key in the generated at least one new
public-private key pair through firmware upgrade.

[408] in some embodiments, after at least one private key of the two or more
public-private key pairs occurs abnormality, at least one new public-private key pair may be
generated, and the number of the new generated public-private key pair may be same as the
number of private keys being abnormal.  For example, if one private key is abnormal, one
new public-private key pair may be generated. If two private keys are abnormal, two
public-private key pairs may be generated.

[409] The abnormality of the private key may include leaking, losing, or the like.

{410} For example, the private key may be siored in a storage device.  |f data stored in
the storage device are lost or deleted, correspondingly the private key may occur abnormality
and the public-private key pair may need o be updated.

(411} In some embodiments, the privale key may be stored in the storage device. the
deletion and/or leakage of the data stored in the storage device may be determined based on
whether the data is accessed by an unknown user.  In some embodiments, the private key
may be stored in the adminisirator.  The administrator may upload the information about dala
leaking and/or losing, which may be used to determine that the private key is abnormal.

{412} The embodiments of the present disclosure provide a processing device for
verifying firmware verification. The processing may execute one or more of the following
operations. A firmware o be upgraded may be determined, and at least one public-private
key pair may be generated. The public-private key pair may include a public key stored in the
firmware and a private key stored in a server. A digest of an upgrade version of the firmware
to be upgraded may be obtained, and the digest may be labelled by the private key of the at
least one public-private key pair.  Information of a firmware upgrade package may be
transmitted to an electronic device to cause the electronic device to verify the upgrade version
of the firmware {0 be upgraded based on the information of the firmware upgrade package and
the public key of the at least one public-private key pair.  The information of the firmware
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upgrade package information may include data of the upgrade version of the firmware {0 be
upgraded, the digest, and the label of the digest.

[413] in the present disclosure, the digest of the upgrade version of the firmware to be
upgraded may be labelled using the private key. The upgrade of the firmware may only be
performed after the verification is passed. it may avoid a problem that a trusted signature
verification is not performed on the firmware in the prior art.  Therefore, malicious device
upgrade for the device which embedded with the firmware may be prevented.

(414} it should be noted that the above description of the computing device 2400 is
provided for the purposes of illustration, and is not intended to imit the scope of the present
disclosure. For persons having ordinary skills in the art, multiple variations and modifications
may be made under the teachings of the present disclosure. However, those variations and
maodifications do not depart from the scope of the present disclosure.

{FIG. 251}

1415] FiG. 25 is a block diagram illustrating an exemplary firmware verification system
2500 according o some embodimenis of the present disclosure.  In some embodiments, the
system 2400 may be implemented in the operating system 100 illustrated in FIG. 1. As
illustrated in FI1G.25, the system 2500 may include a processing device 2510, and an
slecironic device 2520,

[416] Referring to FIG. 24, the processing device 2510 may include a determining unit, an
obtaining unit, a labeling unit, and a fransmitting unit.

(4177 The determination unit may be configured to determine a firmware {0 be upgraded,
and generate at least one public-private key pair.

{418} The oblaining unit may be configured to obtain a digest of an upgrade version of the
firmware 1o be upgraded.

[419] The labeling unit may be configured io label the digest based on the private key(s)
of the at least one public-private key pair.

[420] The transmitting unit may be configured o transmit information of a firmware
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upgrade package o an electronic device to cause the electronic device {o verify the upgrade
version of the firmware o be upgraded based on the information of the firmware upgrade
package and the public key of the at least one public-private key pair.  In some embodiments,
the information of the firmware upgrade package information may include data of the upgrade
version of the firmware {0 be upgraded, the digest, and the label of the digest.

1421} Referring to FIG. 13, the electronic device 2520 may include an obtaining unit, and
a verification unit.

(422} The obtaining unit may be configured to obtain information of a firmware upgrade
package from the server.  In some embodiments, the information of the firmware upgrade
package may include data of an upgrade version of a firmware 1o be upgraded, a digest of the
upgrade version of the firmware to be upgraded, the digest being labelled by a private key of at
least one public-private key pair, and a label of the digest.  The public-private key pair may
include a public key stored in the firmware o be upgraded and a private key stored in a server.
Additionally, private keys belong two or more different public-private key pairs may be stored in
the server, respeciively.

(423} The verification unit may be configured to obtain the data of the upgrade version of
the firmware {0 be upgraded, the digest, and the label of the digest, and verify the upgrade
version of the firmware to be upgraded based on the public key of the at least one
public-private key pair and the label.

(424} The processing device 2510 and the elecironic device 2520 in the firmware
verification system 2500 disclosed in this embodiment may be the same as the embodiments
mentioned above, and may not be repeated herein.

{FIG. 261}

[425] Fi(3.26 is a flowchart illustrating an exemplary process for operating an electronic
device according to some embodiments of the present disclosure.  In some embodiments,
one or more operations of process 2600 illustrated in FIG. 26 for operating an electronic
device may be implemented in the operating system 100 illustrated in FIG. 1. For example,
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the process 2600 illustrated in FIG. 26 may be stored in the storage device 130 in the form of
instructions, and invoked and/or executed by the electronic device 120.  The operations of the
illustrated process presented below are intended to be illustrative.  in some embodiments, the
process may be accomplished with one or more additional operations not described, and/or
without one or more of the operations discussed.  Additionally, the order in which the
operations of the process as illustrated in FIG. 26 and described below is not intended {o be
limiting.

[426] In 2610, the electronic device 120 {e.g., the first communication module 310) may
obtain sensing data of the electronic device 120 and/or sensing data of a surrounding of the
glectronic device 120.  In some embodiments, the sensing data may be captured by one or
more sensors, including an acceleration sensor, a velocily sensor, a gravity sensor, a
temperature sensor, a humidily sensor, a noise sensor, an ultrasound sensor, an optical sensor,
an infrared sensor, a laser sensor, or the like, or any combination thereof.  Correspondingly,
the sensing data may include an acceleration of the electronic device 120, a velocity of the, a
gravity of the surrounding, a temperaiure of the surrounding, a humidity of the surrounding, a
noise of the surrounding, an ultrasound spectrum of the surrounding, an optical image of the
surrounding, an infrared image of the surrounding, a point cloud frame of the surrounding, or
the like, or any combination thereof.  In some embodiments, the sensor(s} may be a part of
the electronic device 120, or may be installed remotely from the electronic device 120. For
exampie, a noise sensor such as a mic may be a part of the elecironic device 120 such as a
smartphone.  As another example, the electronic device 120 such as an intelligent door lock
may obtain the sensing data such as indoor temperature from a temperature sensor installed
on a wall of the room.  In some embodiments, the electronic device 120 may obtain the
sensing data by connecting with the sensor(s) directly, for example, via a wired nefwork or a
wireless network.  In some embaodiments, the sensor(s) may transmit the sensing datato a
storage, for example, the storage device 130. The elecironic device 120 may obtain the

sensing data by accessing the storage device 130 via the network 140,
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(427} In 2620, the elecironic device 120 (e.g., the first processing module 320} may
determine whether the sensing data satisfy a preset condition.  In some embodiments, the
preset condition may include a comparison, for example, a comparison with a threshold.  in
some embodiments, the preset condition may include whether the acceleration of the
electronic device 120 is greater than a preset acceleration, whether the temperature of the
surrounding is greater than or equal {0 a temperature threshold, whether an output volume is a
fixed preset volume, whether an abnormality of the electronic device 120 is caused by at least
one environmental parameter, or the like, or any combination thereof.  If the sensing data
satisfy the preset, process 26800 may proceed to 2630, Otherwise, process 2600 may be
ended.

[428] In 2620, the electronic device 120 (e.g., the first processing module 320) may
execuie a preset operation.  In some embodiments, the presel operation may include an
operation corresponding {o the satisfied preset condition.  For example, if the acceleration of
the electronic device 120 is greater than a preset acceleration, the electronic device 120 may
generate an alarm signal and send the alarm signal to an alertor.  The alertor may generate
an alarm based on the alarm signal to remind the user of the electronic device 120 that the
glectronic device 120 is being destroyed.  As another example, given the electronic device
120 is an intelligent lock, if the temperature of the surrounding is greater than or equal (o a
temperature threshold, the intelligent lock may be unlocked automatically, allowing people to
escape from abnormal indoor environments quickly, such as fire.  As another exampie, if the
output volume of the electronic device 120 is not a fixed preset volume, the electronic device
120 may ouiput g volume based on the noise data.  As another example, if the abnormality of
the electronic device 120 is caused by the at least one environmental parameter such as a
temperature and/or a humidity, the electronic device 120 may generate prompt information to
remind the user that the abnormality is related o the at least one target environmental
parameter.

[429] it should be noted that the above description of the process 800 is merely provided
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for the purposes of illustration, and not intended to limit the scope of the present disclosure.
For persons having ordinary skills in the art, multiple variations or modifications may be made
under the teachings of the present disclosure. However, those variations and modifications
do not depart from the scope of the present disclosure.

{FIGs. 27-301}

14303 FiG. 28 is a schematic diagram illustrating an exemplary electronic device with an
anti-pry apparatus according to some embodiments of the present disclosure. The anti-pry
apparatus may be a part of the elecironic device.  In some embodiments, the electronic
device may include a front assembly 2810 installed on the cuiside of a room and a rear
assembily 2820 installed on the inside of the room.

[431] in some embodiments, the front assembly 2810 may include an acceleration sensor
2830 configured to coliect an acceleration of the front assembly 2810.

[432] Understandably, an electronic device installed outside of a room or a house, for
exampie, an intelligent lock, a surveillance camera, a visible doorbell, or the like, may be pried
The acceleration sensor 2830 may collect the acceleration of the front assembly 2810 in real
time. In some embodiments, the first preset time may be a predetermined period, which may
be set based on experience or experimental results.

{433} In some embodiments, a damping device (e.4., a silicone pad) may be mounted
between the installation site of the front assembly 2810 and the front assembly 2810 to reduce
the influence of external vibration on the acceleration sensor 2830,

[434] In some embodiments, the damping device may be mounted on a contacting
position between the front assembly 2810 and the acceleration sensor 2830 to reduce the
influence of external vibration on the acceleration sensor 2830.

[435] in some embodiments, the rear assembly 2820 may include a processor 2840 and
an alertor 2850,

[436] Taking inteliigent lock as an example, the front assembly 2810 and the rear
assembly 2820 of the electronic device may be mounted on both sides of adoor.  Referring to
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FIG. 29, FIG. 29 illustrates a state comparison of the acceleration sensor before and after the
glectronic device is pried according {o some embodiments of the present disclosure.  As
shown in FIG. 28, in a normal state, the door is closed, and the acceleration sensor 2830 may
not detect a large acceleration.  In a pried slale, the front assembly 2810 may generale a
large acceleration. The processor 2840 may determine whether the intelligent lock is being
pried according to the acceleration of the front assembly 2810, and trigger the alertor 2850 {o
raise an alarm in response {0 a determination that the intelligent lock is being pried

{437} In some embodiments, referring to FIG. 30, FIG. 30 illustrates a disconnection of the
connecting line between the front assembly and rear assembly of the electronic device after
being pried according to some embodiment of the present disclosure.  As illustrated in FIG.
30, a set of lines may be arranged between the front assembly 2810 and the rear assembly
2820. The set of lines may include a power line, a connecting line, or the like, or any
combination thereof.  Specificaily, a connection line may be arranged between the processor
2840 and the front assembly 2810.  In some embodiments, a disconnection of the connecting
line may be caused by an artificial culting. In this case, the processor 2840 may determine
that the electronic device is being pried. The processor 2840 may detect whether the
connecting line is disconnected, and trigger the alertor 2850 {o raise an alarm in response {0
the determination that the connection line is disconnected.

[438] in some embodiments, the electronic device with the anti-pry device may also
include a power supply mounied in the rear assembly 2820, The power supply may include a
battery pack to supply power {o the electronic device. Specifically, the power supply may be
connected to and power the acceleration sensor 2830, the processor 2840, and the alerior
2850. In some embodiments, the power supply may be mounted in the rear assembly 2802,
which is convenient for battery changing and easy instaling. Meanwhile, it may prevent the
battery from being stolen to cause the alarm function invalid.

[439] In some embodiments, the electronic device may only include the front assembly

2810 installed on the outside of the room.  The processor 2840, the alertor 2850, and the
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power supply may be integrated in the assembly 2810.

{4407 The embodiments of the present disclosure provide an electronic device with the
anti-pry device. The eleclronic device may include an acceleration sensor {0 obtain the
acceleration of the front assembly in real time.  The acceleration may be used (o determine
whether the electronic device is being pried.  In response (o the determination that the
electronic device is being pried, the alertor may be triggered to raise alarm. Software may be
used to filter special scenes such as decoration and knocking, which may reduce the
probability of false alarms.  The disconnection detection for the connection line connecling
the front and rear assembly may improve the reliability of the electronic device.

{FIG. 311

[441] FIG. 31 is a flowchart illustrating an exemplary process of anti-prying of an
electronic device according to some embodiments of the present disclosure. The operations
of the illustrated process presented below are intended to be illustrative.  In some
embodiments, the process may be accomplished with one or more additional operations not
described, and/or without one or more of the operations discussed. Additionally, the order in
which the operations of the process as illustrated in FIG. 31 and described below is not
intended to be limiting.  In some embaodiments, one or more operations of process 3100 may
be implemented in the operating system 100 illustrated in FIG. 1. For example, the process
3100 may be implemented on the electronic device 120 (e.g., an intelligent lock, or the
processor of the intelligent lock) of the operating system 100,  As shown in FIG. 31, the
method may include one or more of the following operations.

{442} fin 3110, the processor may aclivate an acceleration sensor after the electronic
device is powered on, and obtain a real-time acceleration of the front assembly captured by
the acceleration sensor.

(443} in some embodiments, the front assembly may be mounted ouiside of the rocom.

in some embodiments, the electronic device may include an intelligent lock.  The processor
may activate the acceleration sensor after detecting that the door is closed, and acquire a
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real-time acceleration of the front assembly captured by the acceleration sensor.

{444} The detecting whether the door is closed may be implemented by delecting a
mechanical structure of the door lock tongue, or through a sensor, or any method which can
detect that the door is closed.

[445] After detecling the door is closed, the processor may activaie the acceleration
sensor after a first preset time.

{446} It 3120, the processor may determine whether the electronic device is being pried
according to the real-time acceleration of the front assembly.

(4477 in some embodiments, the processor may determine whether the real-time
acceleration of the front assembly is continuously greater than a preset valug in a second
preset time.  In response to a determination that the real-lime acceleration of the front
assembiy is continuously greater than a preset vaiue in the second preset time, the processor
may generate a determination that the electronic device is being pried.

{448} in some embodiments, the second preset time may be a period after the first preset
time. The second preset time may be adiusted according to experience and experimental
resuits.

[449] For example, the second preset time may be set as 0.5s.  When the detecied
real-time acceleration is continuously greater than the preset value {e.g., 0.1 times the
gravitational acceleration) within 0.5 s, the processor may generate the determination that the
intelligent lock is being pried.

[450] in some embodiments, if the elecironic device is being pried, process 3100 may
proceed to step 3130, In 3130, the processor may transmit an alarm signal {o an alertor to
trigger the alertor to raise an alarm.

(451} The alarm may include a voice alarm, a light flashing alarm, a beep alarm, or the
like, or any combination thereof.

[452] If the electronic device is not being pried, process 3100 may proceed back o step

3120.
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[453] in some embodiments, the method may further include one or more of the following
operations.
[454] The processor may detect whether the connection ling arranged between the front

assembiy and the rear assembly is disconnected. In response {0 a determination that the
connecting line is disconnected, the processor may tfransmit an alarm signal to an alertor to
trigger the alertor to raise an alarm.  The rear assembly may be mounied inside the room.
[455] The disconnection of the connection line between the front agsembly and the rear
assembly may be caused by an artificial cutting.  In this case, the processor may generate the
determination that the elecironic device is being pried, and transmit the alarm signal to the
glertor to trigger the alertor to raise an alarm.

[456] The present disclosure provides a method of anti-prying of an electronic device.

By implementing the method, the acceleration sensor may be aclivated immediately when the
electronic device i3 powered on, or when detecting the dooris closed.  Areal-time
acceleration of the front assembly may be obtained. The real-time acceleration may be used
to determine whether the electronic device is being pried.  Compared to a traditional method
using a mechanical switch to determine whether the electronic device is being pried, the
method disclosed in the present disclosure may reduce the impact of installation environment
and installation methods on the effectiveness of the anti-pry device in the electronic device.
The method may also reduce the requirements for the installation of the electronic device, and
the probability of false alarms. Furthermore, the method may improve the reliability of the
glectronic device alarm device. Meanwhile, the detaction of disconnection of the connection
line connecting the front and rear assembly may improve the religbility of the intelligent lock.
{4577 The embodiments of the present disclosure may also provide a processor.  In
some embodiments, at least a portion of the processor may be implemented on the anti-prying
device of the electronic device.  The processor may include an acceleration obiaining unit,
and a determination unit.

[458] The acceleration obiaining unit may be configured {o aclivate an acceleration

98



WO 2020/007339 PCT/CN2019/094682

sensor immediately when the elecironic device is powered on, or after detecting that the door
is closed, and acquire a real-time acceleration of the front assembly captured by the
acceleration sensor.  The front assembiy may be mounted outside of the room.

(4597 The acceleration obtaining unit may activate the acceleration sensor immediately
when the electronic device is powered on, or after a first preset time when the door is detected
to be closed.

{4607 The determination unit may be configured to determine whether the electronic
device is being pried according 1o the real-time acceleration of the front assembly. i the
intelligent lock is being pried, the determination unit may transmit an alarm signal to an alertor
to trigger the alertor to raise an alarm.

[461] in some embodiments, the processor may further include a detection unit.  The
detection unit may be configured to detect whether the connection line arranged between the
front assembly and the rear assembly is disconnected. f the conneclion line arranged
between the front assembly and the rear assembly is disconnected, the detection unit may
transmit an alarm signal to an alertor to trigger the alertor to raise an alarm.  The rear
assembly may be mounted inside the door.

[462] The determination unit may be configured o determine whether the real-time
acceleration of the front assembly is continuously greater than a preset value in a second
preset time.  If the real-time acceleration of the front assembly is continuously greater than a
preset value in the second preset time, the determination that the intelligent lock is being pried
may be generated.

(463} The processor provided according to some embodiments of the present disclosure
may determine whether the electronic device is being pried by detecting the acceleration of the
front assembly and the connection line arranged between the front assembly and the rear
assembly. The processor may transmit an alarm signal to an alertor o trigger the alertor {o
raise an alarm in response o the determination that the intelligent lock is being pried.  The
acceleration sensor may instead of the raditional mechanical swiich in the electronic device,
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which may improve the accuracy of detecling prying.  The detection of disconnection of the
connection line connecting the front assembly and rear assembly may improve the reliability of
the electronic device.

{464} it should be noted that the above description of the process 3100 is merely provided
for the purposes of illustration, and not intended {o limil the scope of the present disclosure.
For persons having ordinary skills in the art, mulltiple variations or modifications may be made
under the teachings of the present disclosure. However, those variations and modifications
do not depart from the scope of the present disciosure.

{FIG. 321}

[465] FIG. 32 is a flowchart illustrating an exemplary process for automatically unlocking
an intelligent lock according to some embodiments of the present disclosure.  in some
embaodiments, process 3200 may be executed by the system 100, For example, the process
3200 may be implemented as a set of instructions (e.g., an application) stored in a storage
device (e.q., the storage device 130).  In some embodiments, the electronic device 120 may
execute the set of instructions and may accordingly be directed {o perform the process 3200.
[466] In 3210, the electronic device 120 (e.g., a microcontroller unit (MCU) of an
intelligent lock) may obtain an indoor temperature from a temperature sensor. The
temperature sensor may be mounted inner side the intelligent lock, or any suitable location
indoor.

(4677 I some embodiment, in order to automatically unlock the intelligent lock in a
high-temperature abnormality (e.g., a fire) inside a room, and ensure indoor person escape in
time, the electronic device 120 may obtain the indoor temperature periodically from the
temperature sensor.  The temperature sensor may be mounted inside the intelligent lock for
obtaining the indoor temperature.  For example, the lemperature sensor may be mounted on
the surface of an inner assembly of the intelligent lock, thereby the indoor temperature
oblained by the temperature sensor being more approximate to an actual indoor temperature.
Merely by way of an example, the indoor temperature may be obtained by accessing data from
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the temperature sensor periodically, for example, every 1 second or 2 seconds. A specific
location where the temperature sensor is mounted may be any suitable location inside the
intelligent iock. A specific time interval between which the indoor temperature is obtained by
the electronic device 110 may be any suitable intervals. It should be noted that the examples
regarding the spedcific location and the specific ime interval provided herein are for llustration,
and not intended to limit the scope of the present disclosure.

{468} It some embodiments, the indoor temperature obtained from the temperature
sensor may be displayed on the intelligent lock.  In such case, a first location for displaying
temperature may be preset on the intelligent lock, for example, on the surface of the inner
assembly of the intelligent lock.  Optionally, a display screen may be installed on the
intelligent lock to display the indoor temperature obtained from the temperature sensor.  The
indoor temperature obtained from the temperature sensor may be displayed on the first
location, for example, on the surface of the inner assembly of the intelligent lock.  The indoor
temperature obtained from the temperature sensor may also be displayed on the display
screen of the intelligent lock.  Accordingly, a person inside a room may acquire a real-time
indoor temperature at any time.  The first location for displaying temperature may be any
suitable [ocation of the intelligent lock. A second location for mounting the display screen
may be any suitable location on the intelligent lock. It should be noted that the examples
regarding the first location and the second location provided herein are for illustration, and not
intended to limit the scope of the present disclosure.

[469] in 3220, the electronic device 110 (e.g., the microconirolier unit (MCU) of the
intelligent lock) may determine whether the indoor temperature is greater than or equal to a
temperature threshold.

(470} The temperaiure threshold may be a preset critical value used to determine whether
an abnormal situation (e.¢., a fire disaster) occurs indoor.  In response o a determination that
the indoor temperature is greater than or equal to the threshold value, it may indicate that the

indoor temperature is too high, and the abnormal situation such as a fire disaster may occur.
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in response {o a determination that the indoor temperature is smaller than the threshold value,
it may indicate that the indoor temperature is within an acceptable range, and there is no
abnormality such as a fire disaster.

(471} i some embodiments, the operation 3220 may further include one or more of the
following sub-operations 3220-1, and 3220-2.

1472} in 3220-1, electronic device 120 may determine whether the indoor temperature
obtained from the temperature sensor within a preset time period is wrong.

[47 3} The preset time period may be any suitable time period, .., 1 minute, 2 minutes, 3
minutes.  In an actual application, the indoor temperature oblained by the temperature sensor
may be wrong, due to, for example, a fault of the temperature sensor.  Merely by way of an
axample, if the actual indoor temperature is only 25 degrees, the indoor temperature obtained
by a temperature sensor having a faull is 60 degrees, and the temperature threshold is 50
degrees. The electronic device 110 may determine that the wrong indoor temperature is
greater than the temperature threshold, thereby automatically untocking the intelligent lock by
mistake. Therefore, in order to avoid automatically unlocking the intelligent lock by mistake
due {0 a wrong indoor temperature obtained by the temperature sensor, the electronic device
110 may determing whether the indoor temperature obtained by the temperature sensor within
the preset time period is wrong by performing three methods as below.

(474} in an embodiment, the elecironic device 120 may determine whether a difference
between a highest indoor temperature and a lowest indoor lemperature obtained by the
temperature sensor in the preset time period is within a preset difference threshold range.

For example, if the preset ime period i3 3 minutes, and the preset difference threshold range
is 0 {0 2, the electronic device 120 may determine whether the difference between the highest
indoor temperature and the lowest indoor temperature oblained by the temperature sensor
within 3 minutes falls within 0o 2. In response {o a determination that the difference is falling
within 0 {0 2, the eleclronic device 120 may delermine that the indoor temperature obtained by
the temperature sensor within the preset time period is correct.  The operation 3200 may
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proceed o the 3220-2.  inresponse {o a determination that the difference does not fall within
0 to 2, the electronic device 120 may determine that the difference between two values of the
indoor temperature obtained by the temperature sensor in a short time is quile different, and
the indoor temperature obtained by the lemperature sensor may be wrong.

[475] in another embodiment, a first indoor temperature at a start time point of the preset
time period, a second indoor temperature at a middle time point of the preset time period, and
a third indoor temperature at an end time point of the preset time period may be oblained by
the temperature sensor.  The elecironic device 120 may further determine whether a
difference of any two of the first indoor temperature, the second indoor temperature, and the
third indoor temperature is within the preset difference threshold range. For example, if the
preset time period is 3 minutes, and the preset difference threshold range is 0 1o 2, the
electronic device 120 may determine whether a difference of any two of the first indoor
temperature, the second indoor temperature, and the third indoor temperature is within 0 to 2.
The first indoor temperature, the second indoor temperature, and the third indoor temperature
are obtained by the temperature sensor at the start time point, the middie time point, and the
end fime point of the 3 minules, respectively.  In response to a determination that the
difference is within O to 2, the electronic device 120 may determine that the indoor temperature
obtained by the temperature sensor within the preset time period is correct.  The operation
3200 may proceed to the 3220-2.  In response to a determination that the difference is not
within 0 {o 2, the processing device 110 may determine that the difference between two values
of the indoor temperature oblained by the temperature sensor in a short time is quite different,
and the indoor temperature oblained by the temperature sensor may be wrong.

{476} it yet another embodiment, the electronic device 120 may determine whether a first
difference between an indoor temperature obtained at an end of the preset time period and an
indoor temperature obtained at an end of a prior time period by the temperature sensor is
within the preset difference threshold range.  And, the slectronic device 120 may determine

whether a second difference between the indoor temperature oblained at the end of the preset
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time period and an indoor temperature obiained at an end of a later time pericd by the
temperature sensor is within the preset difference threshold range.  In some embodiments,
the preset time period may be a period after the prior time period, and the later time period
may be a period after the preset time period.  The duration of the preset time period, the prior
time period, and the later time period may be the same or different.  The preset time period,
the prior time period, and the later time period may at least partially overlap with each other or
not overlap at all.  For example, if the preset time pericd is 3 minutes, and the preset
difference threshold range is 0 to 2, the first difference may be a difference between the indoor
temperature obtained at an end of the 3 minutes and the indoor temperature obtained at an
end of another 3 minutes before the preset time period by the temperature sensor, and the
second difference may be a difference between the indoor temperature obtained at the end of
the 3 minuies and the indoor temperature obtained at an end of ancther 3 minutes after the
preset time period by the temperature sensor.  The electronic device 120 may determine
whaether the first difference is within 0 {0 2, and whether the second difference is within O to 2.
in response to a determination that both the first difference and the second difference are
within 0 o 2, the electronic device 120 may determine that the indoor temperature obtained by
the temperature sensor within the preset time period is correct.  The operation 3200 may
proceed to the 3220-2.  In response to a determination that the difference is not within 0 1o 2,
the electronic device 120 may determine that the difference between two values of the indoor
temperature oblained by the temperature sensor in a short time is quite different, and the
indoor temperature oblained by the temperature sensor may be wrong.

1477} fn 3220-2, in response {o a determination that the indoor temperature oblained by
the temperature sensor within a preset time period is correct, the electronic device 120 may
determine whether an average value of the indoor temperature obtained by the temperature
sensor in the preset time period is greater than or equal o the temperature threshold.

(478} in some embodiments, if the indoor temperature obtained by the temperature
sensor within the preset time period is determined as correct, the electronic device 120 may
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further determine the average value of the indoor temperature in the preset time period, and
determine whether the average value is greater than or equal {o the temperature threshold.

In response to a determination that the average value is greater than or equal to the
temperature threshold, if may indicate that the indoor temperature is too high, and the
abnormal situation such as a fire disaster may occur.  in response {o a determination that the
average value is smalier than the temperature threshold, it may indicate that the indoor
temperature is within an acceptable range, and there is no abnormality such as a fire disaster.
(479} In 3230, in response to a determination that the indoor temperature is greater than
or equal {o the temperature threshold, the electronic device 120 (e.q., a microcontroller unit
(MCU) of the intelligent lock) may automatically unlock the intelligent lock.

(4807 In some embodiments, if the indoor temperature is greater than or equal o the
temperature threshold, if may indicate that the indoor temperature is too high, and the
abnormal situation such as a fire disaster may cccur.  The eleclronic device 120 may
automatically uniock the intelligent lock, thersby reducing a time period for an unlocking
operation like pressing an unlocking button of the intelligent lock.  In such implementation,
indoor personnel may escape to the outdoor in time withoui the unlocking operation in time.
{481} in some embodiments, the electronic device 120 may further transmit an uniocking
command to the intelligent lock to cause the intelligent lock to refract a spring bolt. Upona
determination that the indoor temperaiure is greater than or equal to the temperature threshold,
the electronic device 120 may transmit the unlocking command {0 a driver module of the
intelligent lock, so as to control the driver module to automatically retract the spring bolt of the
intelligent lock.  In such implementation, the indoor personnel may escape to the outdoor
from indoor fastly without the unlocking operation.

(482} In some embodiments, upon a determination that the indoor temperature is greater
than or equal to the temperature threshold, the slectronic device 120 may send out alarm
information.  The alarm information may include voice information {(e.g., a buzzing sound, a
voice broadcast) and/or visible information (e.g., a text, a picture, a stroboscopic light). The
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alarm information may be sent to the indoor personnel to alert the indoor personnel that the
indoor temperature has exceeded the temperature threshold, an abnormal situation {(e.q., a fire
disaster) may occur, and it is necessary to escape to the outdoor as soon as possible.  Merely
by way of an example, an alarm device may be pre-instalied on the surface of the inner
assembly of the intelligent lock or a corresponding position on a door on which the intelligent
lock is mounted.  The alarm device may raise an alarm based on the alarm information
received from the electronic device 120. The alarm device may raise the alarm in a form of a
text and/or a picture, a stroboscopic light, a buzzing sound and/or a voice broadcast (o alert
the indoor personnel.

{483} I some embodiments, the electronic device 120 may establish a communication
with a fire alarm plaiform in advance. Correspondingly, upon a determination that the indoor
temperature is greater than or ggual to the temperature threshold, the electronic device 120
may communicate with the fire alarm platform, and transmit fire alarm information to the fire
alarm platform.  The fire alarm information may be in the form of a telephone call and/or a
short message. As an example, the electronic device 120 may establish wireless
communication with the fire alarm platform in advance through a wireless manner {(e.q., a
wireless fidelity (Wi-Fi), a wireless local area network (WLAN), a cellular network).  In such
implementation, upon the determination that the indoor temperature obtained by the
temperature sensor exceeds the temperature threshold, the fire alarm information may be sent
to the fire alarm platform through the wireless communication established in advance with the
fire alarm platform.  The fire alarm information may be in the form of the {elephone call and/or
the short message, e.g., 119 calls, or a short message including a detsiled address where the
abnormal situation {(e.g., a fire disaster) occurs.

(484} in some embodiments, the electronic device 120 may establish a communication
with a user terminal in advance. A first notification that a fire may occur indoor and the fire
alarm information has been sent to the fire alarm platform may be sent {0 the user terminal via
the communication. As an example, the elecironic device 120 may also establish wireless
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communication with the user terminal {e.g., a mobile phone, a tablet computer) via the wireless
manner (&.g., a Wi-Fi, a WLAN, a cellular network).  In such implementation, after the fire
alarm information was sent 1o the fire alarm platform, the first notification may be pushed to the
user terminal through the wireless communication established in advance with the user
terminal.  The first notification may indicate that the abnormal sifuation such as a fire disaster
may occur, and the fire alarm information has been sent to the fire alarm platform.  The first
notification may be in a form of telephone call and/or short message, e.q., calling the mobile
phone of a user, sending a short message o the user terminal.  The user may take
corresponding measures according {o an actual situation.

[485] I some embodiments, the electronic device 120 may establish a communication
with a user terminal in advance. A second notification that the intelligent lock has been
uniocked may be sent to the user terminal through the communication.  As an example, the
electronic device 120 may aiso establish the wireless communication with the user terminal
{e.g., a mobile phone, a tablet computer) via a wireless manner (e.g., a Wi-Fi, a WLAN, a
cellular network).  In such implementation, if the electronic device 120 automatically unlocks
the intelligent lock in operation 3230, the second notification that the intelligent lock has been
unlocked may be pushed {o the user terminal through the wireless communication established
in advance with the user terminal.  The second notification may be in a form of the telephone
call and/or the short message, e.g., calling the mobile phone of a user, sending a short
message o the user terminal.

[486] in some embodiments, the intelligent lock may also establish wireless
communication with other intelligent home devices indoor through wireless communication
methods (e.g., a Bluetooth, a Wi-Fi, 8 WLAN, 3 Zighee). The other intelligent home devices
may include a smoke sensor, a temperature sensor, a humidity sensor, eic.  The other
intelligent home devices may send information related to smoke, temperature, and humidity to
the intelligent lock via the wirgless communication.  In such implementation, the intelligent
lock may be automatically uniocked in a manner similar to the embodiments described above.
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(487} According to some embodiments of the present disclosure, an indoor temperaiure
may be obtained by a temperature sensor mounted on the intelligent iock.  If the indoor
temperature is greater than a temperature threshold, the intelligent lock may be automatically
uniocked. This may avoid such cases that a door cannot be uniocked, and help indoor
personnel to escape o the ouldoor as soon as possible, when a high temperature abnormality
such as a fire disaster occurs.

{488} it should be noled that the above description regarding the process 3200 is merely
provided for the purposes of illustration, and not intended {o limit the scope of the present
disclosure. For persons having ordinary skills in the art, multiple variations and modifications
may be made under the teachings of the present disclosure. However, those variations and
modifications do not depart from the scope of the present disclosure.  In some embodiments,
the process 3200 may be accomplished with one or more additional operations not described
and/or without one or more of the operations discussed above.  in some embodiments, there
may be more than one temperature threshold.  For example, a first temperature threshold
and a second temperature threshold may be preset, wherein the first temperature threshold is
smalier than the second temperature threshold.  Maerely by way of an example, if the indoor
temperature is great than the second temperature threshold, the intelligent lock may be
automatically uniocked. If the indoor temperature is smaller than the first temperature
threshold, or great than the first temperature threshold and greater than the second

temperature threshold, alarm information including a severily level may be sent {o the user

terminal.
{{FIG. 333}
14897 FiG. 33 is a flowchart illustrating ancther exemplary process for automatically

uniocking an intelligent lock according to some embodiments of the preseni disclosure.  in
some embodiments, process 3300 may be execuied by the system 100,  For example, the
process 3300 may be implemented as a set of instructions {e.g., an application) stored in a

storage device (e.q., the storage device 130).  In some embodiments, the electronic device
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120 may execute the set of instructions and may accordingly be directed to perform the
process 3300,

(4807 in 3310, the electronic device 120 may obtain the indoor temperature periodically
from the temperature sensor mounted on the surface of the inner assembly of the intelligent
lock.  The specific time interval between which the indoor temperature is obtained by the
glectronic device 120 may be any suitable intervalg, for example, 1 minute, 2 minutes, 3
minutes.

(491} In 3320, the electronic device 120 may determine whether the indoor temperature is
greater than or equal to the temperature threshold.

{482} I 3330, in response {o a determination that the indoor temperature is greater than
or equal to the temperature threshold, the electronic device 120 may automatically uniock the
intelligent iock.  In response {o a determination that the indoor temperature is greater than or
equal to the temperature threshold, the processing device may proceed to operation 3310,
More descriptions regarding the process 3300 may be found eisewhere in the present
disclosure. See, e.g., Fig. 32 and relevant descriptions thereof.

(493} it should be noted that the above description regarding the process 3300 is merely
provided for the purposes of illustration, and not intended to limit the scope of the present
disclosure. For persons having ordinary skills in the art, multiple variations and modifications
may be made under the ieachings of the present disclosure. However, those variations and
maodifications do not depart from the scope of the present disclosure.  In some embodiments,
the process 3300 may be accomplished with one or more additional operations not described
and/or without one or more of the operations discussed above. For example, if the indoor
temperature is greater than or egual to the temperature threshold, the specific time interval
may be changed, such as {o be smaller.

{FIG. 341}

[494] Fi(G. 34 is a schematic diagram illustrating an exemplary intelligent lock according to

some embodiments of the present disclosure.
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[495] As shown in FIG. 34, the intelligent lock 3400 may include a temperature sensor
3440, an MCU (inside the intelligent lock 3400, not shown in FIG. 34), an inner assembly 3410,
an inner assembly handle 3420, and a battery compartment 3430,

(496} The temperature sensor 3440 may be used to obtain the indoor temperature.

The temperature sensor 3440 may be mounted inside the inteliigent lock.  For example, the
temperature sensor 3440 may be mounted on the surface of the inner assembly 3410, In
such implementation, the indoor temperature obtained by the temperature sensor 3440 may
be closer o the actual indoor temperature.

{487} The MCU may be configured to access the indoor temperature obtained by the
temperature sensor 3440, and determine whether the indoor temperature obtained by the
temperature sensor 3440 is greater than or equal to the temperature threshold.  If the indoor
temperature obtained by the temperature sensor 3440 is greater than or equal to the
temperature threshold, the intelligent lock 3400 may be automatically unlocked. More
descriptions regarding automatically unlocking the intelligent lock 3400 may be found
glsewhere in the present disclosure.  See, e.g., Fig. 32 and relevant descriptions thereof.
(498} According to some embodiments of the present disclosure, an intelligent lock may
be provided herein.  The intelligent lock may obtain an indoor temperature obtained from the
temperature sensor, and determine whether the indoor temperature is greater than or equal to
the temperature threshold.  If the indoor temperature is greater than or equal to the
temperature threshold, the intelligent lock may be automatically unlocked. In such
implementation, a person may escape from indoor {0 culdoor as soon as possible, when a
high temperature abnormality such as a fire disaster occurs.

{4897 it should be noted that the above description regarding the intelligent lock 3400 is
merely provided for the purposes of illustration, and not intended 1o limil the scope of the
present disclosure.  For persons having ordinary skiils in the art, multiple varations and
modifications may be made under the teachings of the present disclosure.  However, those

varigtions and modifications do not depart from the scope of the present disclosure. For
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exampie, the intelligent lock 34C0 may further include a communication component.

{FIG. 351

(8007 FiG. 35 is a block diagram illustrating an exemplary door according to some
embaodiments of the present disclosure.  The door 3500 may include the intelligent lock 3400,
(501} in some embodiments, the intelligent lock 3400 may obltain the indoor temperature
periodically by the temperature sensor, and may be automatically untocked if the indoor
temperature is greater than or egual to the temperature threshold. More descriptions
regarding automatically unlocking the intelligent lock 3400 of the door 3500 may be found
gisewhere in the present disclosure,  See, e.g., Fig. 32 and relevant descriptions thereof.  In
such implementation, a person may escape from indoor {0 outdoor as soon as possible, when
a high temperature abnormality such as a fire disasier occurs.

1502} it should be noied that the above description regarding the door 3500 is merely
provided for the purposes of illustration, and not intended {o limit the scope of the present
disclosure. For persons having ordinary skills in the art, multiple variations and modifications
may be made under the teachings of the present disclosure. However, those variations and
modifications do not depart from the scope of the present disclosure.

{FIG. 36}}

[503] FIG. 36 is a flowchart illustrating an exemplary process for a volume adjustment
according to some embodiments of the present disclosure.  In some embodiments, process
3600 may be execuled by the system 100, For example, the process 3600 may be
implemented as a set of instructions (e.g., an application} siored in a storage device (e.qg., the
storage device 130).  In some embodiments, the elecironic device 120 may execute the set of
instructions and may accordingly be directed to perform the process 3600,  In some
embodimenis, the process 3600 may be performed on any elecironic device that emiis a voice,
such as a mobile phone, a tablet, a notebook, a door lock controller, etc.  As shown in FIG. 36,
process 3600 may include one or maore of the following operations.

(504} in 3610, the electronic device 120 {(e.g., a time acquisition module 3810) may obtain
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a current time.

[505] The current time may be obtained by a clock chip mounted on electronic device 120,
or via a remote communication.

(506} I 3620, the elecironic device 120 (e.q., a rule obtaining module 3920) may
determine a preset volume control rule matched with the current time.

(5077 in some embodiments. the preset volume control rule corresponding o each time
period may be determined. The preset volume control rule may specify a volume
corresponding a time period is ouiput based on a fixed preset volume, or an adaptive volume
which is determined based on noise data.  For example, during the daytime that is noisy, the
volume may be output based on the adaptive volume from 06:00 am to 12:00 pm and from
14:00 pm to 20:00 pm, in order {0 decrease noise effect.  During the noon and evening when
people are at rest, the volume may be output based on a minimum volume from 12:00 to 14:.00
and from 20:00 1o 06:00, in order not to bother people’s rest.

(508} in some embodiments, the preset volume control rule may be set by a user.  The
preset volume control rule may be determined by the user pressing a volume key, or be
obtained from a remoie control device.  For example, the user may control the volume by
pressing a velume increasing key and a volume decreasing key on the electronic device 120
such as an intelligent lock.  Merely by way of an example, the volume may be increased {0
level 5 corresponding to the current time.  As another example, a plurality of preset volume
levels may be set.  The plurality of preset volume levels may include a mute level, a minimum
volume level, a medium volume level, a maximum volume level, and an automatic adjusting
volume level.  The user may send a volume control command via an application installed on a
mobile phone.  For exampie, if the volume control command is to set the volume
corresponding to the current time {0 the mute level, the volume of the electronic device 120
may be swilched {0 the mute level.

[509] In addition, the volume(s) corresponding o a plurality of time periods may be set at

the same time. For exampie, the volume corresponding to a time pericd from 12:00 pm o
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13:.00 pm may be set as the mute level, the volume corresponding to 08:00 am to 12:00 pm
may be set as the medium volume level, and the volume corresponding to a time period from
00:00 am to 06:00 am may be set as the minimum volume level.

(5107 The time period in which the preset volume level is set may be considered as an
effective time period corresponding to the preset volume level.  During a time period other
than the effeclive time pericd, the volume may be an adaptive volume which is determined
based on the noise data of a current surrounding.

(511} In some embodiments, the preset volume conirol rule may include two cases. One
is that the volume corresponding (o a time period may be set as the fixed preset volume,
Another i3 that volume corresponding 1o a time period may be set gs the adaptive volume
which is determined based on the noise data of a current surrounding.

512} For example, the volume corresponding (o a time periocd from 06:00 pm to 20:00
may be determined based on the noise data of the current surrounding, i.e., the adaptive
volume, and the volume corresponding to a time period from 20:00 pm o 06:00 may be set as
a minimum volume level.  In other words, the effective time of the minimum volume level may
be the time period from 20:00 pm to 06:00 am, and the effective time of the adaptive volume
may be the lime pericd from 06:00 pm to 20:00.  In some embodiment, the volume of different
time periods may be set by the user according {0 a user requirement, thereby increasing the
flexibility of the automatic volume adjustment, making the automatic volume adjustment more
intelligent, and improving user experience.

(513} The volume output mode corresponding to a time period may include ouiputiing the
volume based on the fixed preset volume, or ouiputling the volume based on the noise data (or
the adaptive volume determined based on the noise data). It should be noted that, if a
voiume output mode corresponding 1o the current time is determined, during the effective time
corresponding to the determined volume output mode, the electronic device 120 may not
guery the volume oufput mode corresponding {o the current time again.  If the effective time
corresponding to the determined volume output mode is overdue, the electronic device 120
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may query a volume output mode corresponding (o a new current time.

i514] Correspondingly, the electronic device 120 may include two built-in work modes,
including an automatic volume adjustment mode and a fixed volume mode.  In the automatic
volume adjustment mode, the volume may be output based on a current surrcunding (e.g., the
noise data of the current surrounding) and the current time.  In the fixed volume adjustment
mode, the volume may always be cutput based on the fixed preset volume. The user may
operate the electronic device 120 o change the work modes according o aciual demands,
thereby improving the user experience.

[515] n 3630, the elecironic device 120 {e.g., a volume determination module 3803) may
determine whether the cutput volume corresponding to the current time is the fixed preset
volume. If the output volume is the fixed preset volume, process 3600 may proceed to
operation 3640. If the oulput volume is not the Tixed preset volume, process 3600 may
proceead to operation 3650.

i516] Specifically, the electronic device 120 may determine whether the output volume
corresponding o the current time is the fixed preset volume based on the preset volume
control rule.  The preset volume control rule may specify the volume corresponding a time
period is oulput based on the fixed preset volume, or the adaptive volume which is determined
pased on noise data.

(517} in 3640, the electronic device 120 (e.q., a first volume outputting module 3940) may
outpui the volume based on the fixed preset volume.

(518} in some embodiments, the electronic device 120 may determine that the volume
corresponding to the current time is the fixed preset volume, and oulput the fixed preset
volume as the output volume.

(519} in 3650, the electronic device 120 {(e.g., a second volume outputting module 3950)
may output the volume based on the noise data of the current surrounding.

[520] As used herein, “output the volume based on the noise data of the current
surrounding” may refer to that the output volume may be adaptive adjusted based on the noise
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data of the current surrounding of the electronic device 120, For example, if the noise data of
g current surrounding is high, the output volume of the electronic device 120 may be higher.

If the noise data of the current surrounding is low, the output volume of the electronic device
120 may be smaller.

(521} in some embodiments of the present disclosure, afier obtaining the current time, the
electronic device 120 may determine the preset volume control rule maiched with the current
time. Then, the electronic device 120 may determine whether the output volume
corresponding to the current time is the fixed presel volume or an adaptively adjusted volume.
The volume outputling may have several modes, and it may improve the user experience.
{FIG. 37h)

[822] FIG. 37 is a flowchart illustrating an exemplary process for outputting the volume
based on the noise data according to some embodiments of the present disclosure.  In some
embodiments, process 3700 may be executed by the system 100,  For example, the process
3700 may be implementead as a set of instructions {e.g., an application) stored in a storage
device (e.g., the storage device 130).  In some embodiments, the electronic device 120 may
aexecute the set of instructions and may accordingly be directed to perform the process 3700.
i some embodiments, one or more operations of the process 3700 may be performed to
achieve at least part of operation 3650 as described in connection with FIG. 36.

(523} in 3710, the electronic device 120 {(e.g., the second volume cuiputling module 3950)
may determine a first effective time corresponding to the adaptive volume based on the preset
volume control rule.

524} As described above, in the preset volume control rule, the volume output mode
corresponding to a time period may include outputting the volume based on the fixed preset
voilume, or outputting the volume based on the noise data.  The time period corresponding {o
the cuiputting the volume based on the noise data may be referred {0 as the first effective time.
[525] in 3720, the electronic device 120 (.9, the second volume ouiputting module 3950)

may determineg a value of the noise data if a preset data coliection condition is satisfied.
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[526] The value of the noise data may refer to a noise value of the surrounding where the
slectronic device 120 is located.

(527} in some embodiments, the electronic device 120 may perform operations 3720-1 to
3720-3 to determine the value of the noise data.

[528] In 3720-1, the elecironic device 120 may obtain a piuralily of initial noise values in a
manner of daia acquisition at a fixed interval, or after receiving a preset wake-up command.
[529] The initial noise values may be obtained by a decibel sensor, and may be sent {o
the electronic device 120. The data coliection may be performed at a fixed inferval.  For
exampie, if a data acquisition time is 500ms, and the fixed interval is 10 minutes, the initial
noise values {(e.g., 640 initial noise values) may be collected during 500ms every 10 minutes.
[530] Additionally or alternatively, the initial noise values may be collecied afler electronic
device 120 receives a preset wake-up command.  The preset wake-up command may
include a password keyboard wake-up command, a fingerprint wake-up command, a facial
recognition wake-up command.

[531] it should be noted that, under a normal circumstance, the data collection may be
performed at the fixed interval period.  if the preset wake-up command is received, the dala
acquisition may be performed immediately.  Thereafter, the data acquisition may be
performed at the fixed interval period again.

532} in some embodiments, the initial noise values may be stored in a buffer, and may be
processed later.

[533] In 3720-2, the elecironic device 120 may determine a maximum value, a minimum
vaiue, and an average value among the inifial noise values.

[534] For example, the electronic device 120 may oblain 640 initial noise values. The
maximum value and minimum vaiue may be determined from the 840 initial noise values, and
the average value may be calculated based on the 640 initial noise values.

[535] in 3720-3, the elecironic device 120 may determine a greater value of a difference

between the maximum value and the minimum value and the average value as the value of the
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noise data.

[536] The difference between the maximum value and the minimum value and the
average value may represent the average noise level of the current surrounding. The
difference or the average value may be determined as the value of the noise dala, to ensure
that the volume of the sound emitted by the electronic device 120 is greater than a volume of
the surrounding.

(5377 it 3730, the elecironic device 120 (e.9., the second volume output module 3805)
may determine a lime adjusiment parameter corresponding to the current time.

[538] in some embodiments, the time adjustment parameter may be used to determine a
proportional relationship of the oulput volume of the eleclronic device 120 to the value of the
noise data.

(539} The electronic device 120 may oblain a correspondence between a time and the
time adjustment parameter, and search for a time adjustment parameter corresponding o the
current time based on the correspondence.

15407 Specifically, under the circumstances that the system is powered on, a time
adjustment parameter discrete curve is sel.  The time adjustment parameter discrete curve
may indicate the correspondence between the time and the time adjustment parameter. The
time adjustment parameter discrete curve may include different time adjustment parameters
corresponding to different times.  The time adjustment parameter corresponding to different
times may be used as a weighting facior of the value of the noise data.  The time adjustment
parameter may be greater than 1, to ensure that the ouiput volume of the electronic device 120
is greater than the value of the noise data of the current surrounding.

(541} Merely by way of an example, the time adjustiment parameter may be set at an
interval of 2 hours. For example, the time adjustment parameter from 00:00 fo 02:00 may be
set 10 1.8, the time adjustment parameter from 0200 to 04.00 may be set o 1.7, and the time
adjustment parameter from 04:00 to 08:00 may be setto 1.8

(542} After obtaining the correspondence between a time and the time adjustment
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parameter, the time adjustment parameter corresponding to the current may be determined by
retrieving the correspondence.

[543} in 3740, the electronic device 120 {(e.g., the second volume outputting module 3950}
may determine the output volume based on the value of the noise data and the time
adjustment parameter, and output the volume in the first effective time.

(544} in some embodiments, the determined output volume may be output by, for
exampie, a speaker.

[545] in some embodiments of the present disclosure, the ocutput volume of the electronic
device 120 may be determined based on the value of the noise data and the time adjustment
parameter.  That is, the output volume of the electronic device 120 may be automatically
adjusted based on the surrounding, thereby improving the user experience, and additionally,
solving a problem that a loud interaction voice with the electronic device 120 (e.g., a prompt
tone for unlocking an intelligent lock) at late night may disturb other people.

{FIG. 38}

i546] FiG. 38 is a flowchart illustrating an exemplary process for ouiputting the volume
based on the fixed preset volume according to some embodiments of the present disclosure.
i some embodiments, process 3800 may be executed by the system 100, For example, the
process 3800 may be implemented as a set of instructions {(&.¢., an application) stored in a
storage device (e.q., the storage device 130). In some embodiments, the electronic device
120 may execuie the set of instructions and may accordingly be directed {o perform the
process 3800,  In some embodiments, one or more operations of the procass 3800 may be
performed to achieve at least part of operation 3640 as described in connection with FIG. 36.
(5477 frt 3810, the electronic device 120 (2.4, the first volume oulputting module 3940)
may determine a product of the value of the noise daia and the time adjustment parameter as
an initial value of the oulput volume.

[548] In some embodiments, the initial value of the output volume may be determined
according to a function denoted as, the initial value of the oulput volume =the value of the
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noise data x time adjustment parameter.  For the value of the noise data is determined as the
greater value of the difference between the maximum value and the minimum value and the
average value, it may indicate that the determined value of the noise data may represent a
noise value of the current surrounding.  The time adjustment parameter may be greater than
1, and the determined initial value of the ouiput volume may be greater than the value of the
noise data. Thus, the oufput volume of the electronic device 120 may be greater than the
vaiue of the noise data, ensuring that the user can hear the sound of the electronic device 120.
[549] In 3820, the electronic device 120 {e.g., the first volume outputting module 3940)
may determine a preset volume level that is closest to the initial value of the oulput volume
from the plurglity of preset volume levels.

[550] fn 3830, the electronic device 120 {.¢., the first volume outputting moduie 3940)
may designate the preset volume level as the oulput volume.

[551] The plurality of preset volume levels may be sei by the user.  The plurality of preset
volume levels may include a mute level, a minimum volume level, a medium volume level, a
maximum volume level, and an automatic volume adjustment level.

(552} After determining the initial value of the output volume, one of the preset volume
levels that is closest to the initial value of the output volume may be determined as the oulput
volume.  Since the preset volume levels are set by the user, the determined output volume
may be more aligned with 8 user's need.

1553} I some embodiments, the initial value of the cuiput volume may be determined as
the output volume directly.

554} in some embodiments, the product of the value of the noise data and the time
adjustment parameter may be determined as the initial value of the output volume. The
preset volume level closest 1o the initial value of the output volume may be determined from
the plurality of preset volume levels, and determined as the output volume. It may meet the
user’s need betler.

[855] Optionally, to achieve at least part of operation 3640 as described in connection
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with FIG. 36, the processing device 110 may also perform operations as below.

[556] The elecironic device 120 may determine a second effective time corresponding {o
the fixed preset volume based on the preset volume conirol rule, and output the fixed preset
volume within the second effective time.  In some embodiments, the second effective time
may be the same as or different from the first effective time.  In some embodiments, the
second effective time may be set according to the user's need.

{FIG. 391

[557] FiG3. 39 is a block diagram illustrating an exemplary computing device for adjusting
output volume according to some embaodiments of the present disclosure.  In some
embodiments, at least a portion of the computing module 3800 may be implemented in, for
example, the electronic device 120 in FIG. 1. As shown in FIG. 38, the computing device
3800 may include a time acquisition module 3810, a rule obtaining module 3820, a volume
determination module 3830, a first volume outputting module 3940, and a second volume
outputting module 3950.

[558] The time acquisition module 3810 may be configured to oblain the current time.
[559] The rule obtaining module 3820 may be configured to determine the preset volume
control rule matched with the current time.

{560} The volume determination module 3830 may be configured to determine whether
the output volume corresponding to the current time is the fixed preset volume based on the
preset volume control rule.

[561] The first volume outputting module 3940 may be configured to output the volume
output based on the fixed preset volume.

[562] The second volume outputting module 3950 may be configured o ocutput the
voiume based on the noise data of the current surrounding.

[563] in some embodiments, the processing device 3800 may further include a rule
generation module.  The rule generatlion module may include a first rule generation
sub-module and a second rule generation sub-module.
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[564] The first ruie generation sub-moduie may be configured o obtain the preset volume
control rule determined by the user by pressing the volume key.

[565] The second rule generation sub-module may be configured to receive the preset
voiume control rule sent by the remote control device.

[566] In some embodiments of the present disclosure, afier obtaining the current time, the
preset volume control rule matched with the current time may be determined.  Then, the
output volume corresponding to the current time may be determined whether is the fixed
preset volume or an adaplively adjusted volume.  The volume outputling may have several
modes, and it may improve the user experience.

{5677 More descriptions regarding a work process of the modules described above may
be found elsewhere in the present disclosure. See, e.g., Fig. 36 and relevant descriptions
thereof.

[568] Optionally, the second volume outputting module 3950 may include a first time
determination sub-module, afirst data determination sub-module, a second data determination
sub-module, and a first volume output sub-module.

[569] The first time determination sub-module may be configured {o determine the first
gffactive time corresponding to the adaptive volume based on the preset volume control rule.
{570} The first data determination sub-module may be configured {o determine the value
of the noise data if the preset data collection condition is satisfied.

(571} The second data determination sub-module may be configured to determine the
time adjustment parameter corresponding {o the current time.  The time adjustment
parameter may be used to determine the proportional relationship of the output volume of the
glectronic device 120 to the value of the noise data.

(572} The first volume output sub-module may be configured to determine the output
volume of the electronic device 120 based on the value of the noise data and the time
adjustment parameter, and output the volume in the first effeclive time.

(573} Furthermore, the first data determination sub-module may include an obtaining unit,
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a first determination unit, and a second determination unit.

{574} The obtaining unit may be configured to obtain a piurality of initial noise valuesin a
manner of daia acquisition at a fixed interval, or after receiving a preset wake-up command.
(575} The first determination unit may be configured to determine the maximum value, the
minimum value, and the average value among the initial noise values.

[576] The second determination unit may be configured {o determine the greater value of
the difference between the maximum value and the minimum value and the average value as
the value of the noise data.

577} Further, to determine the time adjusiment parameter corresponding to the current
time, the second data determination sub-module may be configured o obtain a
correspondence between the time and the time adjusiment parameter, and search for a time
adjustment parameter corresponding to the current time from the correspondence.

[578] In some embodiments of the present disclosure, the output volume of the electronic
device 120 may be determined based on the value of the noise data and the time adjustment
parameter. That is, the output volume of the electronic device 120 may be automatically
adjusted based on the surrounding, thereby improving the user experience, and additionally,
solving a problem that a loud interaction voice with the electronic device 120 {(e.g., a prompt
torne for unlocking an intelligent lock) at late night may disturb other people.

[579] More descriptions regarding a work process of the modules and units described
above may be found eisewhere in the present disclosure.  See, e.g., Figs. 37-38 and relevant
descriptions thereof.

15807 Optionally, the first volume output sub-module may include a calculation unit, a third
determination unit, and a fourth determination unii.

(581} The calculation unit may be configured to determine the product of the value of the
noise data and the time adjustment parameter as an initial value of the ouiput volume.

[582] The third determination unit may be configured {o determine the preset volume level
that is closest to the initial value of the oulput volume from the plurality of preset volume levels.
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[583] The fourth determination unit may be configured {o designate the preset volume
level as the oulput volume.

[584] in some embodiments, the product of the value of the noise data and the time
adjustment parameter may be determined as the initial value of the output volume. The
preset volume level closest to the initial value of the ocutput volume may be determined from
the plurality of preset volume levels, and determined as the output volume. It may meet the
user's need better.

[585] More descriptions regarding a work process of the units described above may be
found elsewhere in the present disclosure.  See, e.g., Fig. 38 and relevant descriptions
thereof.

[588] Optionally, the first volume outputting module 3840 may include g second time
determination sub-module, and a second volume outpul sub-module.

(5877 The second time determination sub-module may be configured to determine the
second effective time corresponding o the fixed preset volume based on the preset volume
controd rule.

(588} The second volume oulput sub-module may be configured to cutput the fixed preset
volume within the second effective time.

[589] it this embodiment, the fixed volume may be cutput according to the user’s need.
(5507 More descriptions regarding a work process of the modules described above may

be found elsewhere in the present disclosure.  See, e.g., Fig. 38 and relevant descriptions

thereof.
{{FIG. 403}
i591] FiG. 40 is a block diagram illustrating an exemplary electronic device according to

some embodiments of the present disclosure.  in some embodiments, the elecironic device
may be implemented on the electronic device 120in FIG. 1. As shown in FIG. 40, the
electronic device 4000 may include a controller 4010, an environmental parameter sensor
4020, a display 4030 connected fo the controller 4010, and a wireless communication module
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4040.
{5821 The controlier 4010 may be a control core of the electronic device 4000.
(583} The environmental parameler sensor 4020 may be configured {o collect

environmental parameters of a current surrounding of the electronic device 4000, and send the
environmental parameters (o the controlier 4010, The environmental parameter sensor 4020
may include a temperature and humidity sensor, an air quality sensor, etc.  The temperature
and humidity sensor may be configured to collect temperature and humidity of the current
surrounding of the elecironic device 4000, and the air guality sensor may be configured {o
detect air quality information of the current surrcunding of the electronic device 4000, The
temperature and humidity sensor and the air quality sensor may be integrated inside the
electronic device 4000.

(584} The display 4030 may be configured to display information, for example, the
enviroenmental parameters collected by the environmental parameter sensor 4020, or other
information such as time information. For example, the display screen 4030 may include an
LCD display or an LED display.

[595] The wireless communication module 4040 may be coupled to the coniroller 4010,
The wireless communication module 4040 may include any capable module for wireless
communication, e.¢., a Bluetooth module, a WiFi module, a ZigBee module, orthe like. The
wireless communication module 4040 may also be implemented by other wireless
communication technologies, and will not be described in detail herein.

[556] For example, the elecironic device 4000 may communicate with a server through
the WiFi module, and upload the environment parameter collected by the environmental
parameter sensor 4020 to the server.

(5971 As another example, the electronic device 4000 may communicate with a mobile
intelligent terminal (2.q., a mobile phone, a tablet computer, efc.) through a near field wireless
communication module such as the Bluetooth module or the ZigBee module.  Specifically, the
mobile application terminal may have a corresponding application (APP), and the application
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may be bound to an electronic device 4000 that has established communication with
application, so that the user may direcily obtain the status and the environment parameter of
the electronic device 4000 from the server through the application.

{FIG. 411

[598] FiG. 41 is a flowchart illustrating an exemplary process for determining an
association between an abnormality of an electronic intelligent lock and a target environmental
parameter according 1o some embodiments of the present disclosure.  In some embodiments,
process 4100 may be executed by the system 100,  For example, the process 4100 may be
implemented as a set of instructions (e.g., an application) stored in a storage device (e.q., the
storage device 130). In some embodiments, the electronic device 120 may execute the set of
instructions and may accordingly be directed to perform the process 4100.  In some
embaodiments, the process 4100 may be implemented on the controller 4010 described in FIG.
40,

1589 in 4110, the electronic device 120 (e.q., the controlier 4010, an abnormality
detection module 4510) may determine whether the electronic device is abnormal.  f the
electronic device is abnormal, the process 4100 may proceed {o operation 4120, i the
glectronic device is not abnormal, the process 4100 may be ended.

{6007 I some embodiments, the abnormality of the electronic device may include a
hardware exception of the elecironic device, for example, a display (e.g., the display 4003)
may not worlc properly.  Alternatively, the abnormaility of the electronic device may also
include an abnormality in a detection process.  For example, for anelectronic device having a
fingerprint recognition function, a fingerprint recognition rate is lower than a recognition
threshoid.

(601} If the electronic device is not abnormal, the process 4100 may be terminated, and
the electronic device may be re-detected for an abnormaility after a period.

[60G2] in 4120, the electronic device 120 {e.g., the controller 4010, an obtaining module
4510) may obtain at ieast one target environmental parameter of a current surrounding of the
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elactronic device.

[603] I some embodiments, the at least one {arget environmental parameter may refer {o
an environmental parameter related {o the abnormality of the electronic device. For example,
a target environmental parameter corresponding to a lower fingerprint recognition rate may
include ambient humidity.  As another example, a target environmental parameter
corresponding 1o a breakdown display of the intelligent lock may be ambient temperature.
(804} The electronic device 120 may oblain the environmental parameter from the
environmenial parameter sensor, or obtain the target environmental parameter from a server.
[605] in 4130, the elecironic device 120 (e.q., the controlier 4010, the abnormality
determining module 4520) may determine whether the abnormaiity of the electronic device is
caused by the atl least one target environmental parameter.  If the abnormality of the
electronic device is caused by the at least one target environmental parameter, the process
4100 may proceed {o operation 4140, if the abnormality of the electronic device is not
caused by the at least one farget environmental parameter, the process 4100 may be ended.
[806] it some embodiments, the electronic device 120 may further determine whether the
target environmental parameleris abnormal.  For example, based on whether the
gnvironmental parameter value is within an abnormal threshold range.  If a value of the farget
environmental parameter is within an abnormal threshold range, the target environmental
parameter may be considered to be abnormal, and the abnormality of the electronic device
may be considerad {0 be caused by an abnormality of the target environmental parameter. If
the value of the target environmental parameter is not within the abnormal threshold range, the
target environmental parameter may be considered {o be normal, and the abnormality of the
glectronic device may not be related to the target environmental parameter.

(607} in 4140, the electronic device 120 {e.g., the controller 4010, a reminding moduie
4530, or a notification module 4640} may remind a user.

[608] In some embodiments, the electronic device 120 may remind the user that the
abnormality of the electronic device is related to the at least one target environmental

127



WO 2020/007339 PCT/CN2019/094682

parameter.  Additionally, the electronic device 120 may remind the user to {ake an appropriate
measure.

[609] For example, if the lower fingerprint recognition rate of the electronic device is
related {0 the ambient humidily, the user may be reminded that the humidity of the current
surrounding is too low, and an unlocking fingerprint may be re-entered.

[610] As another exampile, if the breakdown display of the electronic device is related to
the ambient temperature, the user may be reminded that the display does not work properly
due {o the abnormal ambient temperature.

611} in some embodiments of the present disclosure, a method for determining a
connection between an abnormality of the electronic device and a target environmental
parameter is provided. By implementing the method, the electronic device may obtain the
target environment parameter of the current surrounding, and determine the abnormality of the
electronic device related to the target environmental parameter.  Specifically, for the
electronic device with an abnormality, it may be determined whether the abnormality of the
glectronic device i3 caused by the at least one target environmental parameter. i the
abnormality of the electronic device is related to the target environmental parameter, the user
may be reminded that the abnormality of the electronic device is related to the target
environmental parameter, thereby helping the user o determine a cause of the abnormality of
the electronic device as soon as possible.  If the abnormality of the electronic device is not
related {0 the target environmental parameter, thereby helping the user {o exclude the cause of
the abnormality.  In such implementation, a function of the intelligent lock using the
environment parameter may be exiended and the user experience may be improved.

{FIG. 421

i612] FiG. 42 is a flowchart illustrating an exemplary process for determining an
association between the lower fingerprint recognition rate of the electronic device and the
humidity of the current surrounding according to some embodiments of the present disclosure.
in some embodiments, process 4200 may be executed by the system 100,  For example, the
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process 4200 may be implemented as a set of instructions {e.g., an application) stored in a
storage device (&.¢., the storage device 130). In some embodiments, the elecironic device
120 may execute the set of instructions and may accordingly be directed to perform the
process 4200,

[613] in 4210, the electronic device 120 {e.q., the controlier 4010, a parameter
determination module 4830) may determine whether the fingerprint recognition rate of the
glectronic device is lower than a recognition rate threshold.  if the fingerprint recognition rate
of the electronic device is lower than a recognition rate threshold, the process 4200 may
proceed {0 operation 4220, if the fingerprint recognition rate of the electronic device is higher
than or equal {o the recognition rate threshold, the process 4200 may be ended.

[614] The ambient humidity may affect a characteristic of human skin.  In different
seasons, a moistness degree of the human skin may be different, which results in different
fingerprint recognition rates.  For example, if the ambient humidity is too low, the skin may be
quite dry, which greatly reduces the fingerprint recognition rate.

[815] It some embodiments, if a fingerprint recognition fails for three consecutive times,
the fingerprint recognition rate may be considered to be lower.  In such case, a cause for the
lower fingerprint recognition rate may be determined at least partly based on the humidity of
the current surrounding of the electronic device.

[616] in some embodiments, the fingerprint recognition rate over a period of time may be
determined. If the fingerprint recognition rate is less than the recognition rate threshold, the
cause for the lower fingerprint recognition rate may be determined at least parlly based on the
humidity of the current surrounding of the electronic device.

(8177 i 4220, the elecironic device 120 {e.g., the controlier 4010, an oblaining module
4610) may obtain the humidity of the current surrounding of the elecironic device.

[618] in some embodiments, the electronic device 120 may obtain the humidity of
collectad by the temperature and humidity sensor.

[619] In 4230, the electronic device 120 {.¢., the controller 4010, the abnormality

129



WO 2020/007339 PCT/CN2019/094682

determining module 4520} may determine whether a difference between the humidity of the
current surrounding of the elecironic device and the humidity of a surrounding of the electronic
device when the fingerprint is entered is greater than a difference threshold. I the difference
is greater than the difference threshold, the process 4200 may proceed to operation 4240, if
the difference is smaller than or equal {0 the difference threshold, the process 4200 may be
ended.

(6207 it some embodiments, if the difference is greater than the difference threshold, the
electronic device 120 may determine that the lower fingerprint recognition rate is related to the
humidity of the current surrounding of the electronic device. f the difference is less than or
equal to the difference threshold, the electronic device 120 may determine that the lower
fingerprint recognition rate is not related to the humidity of the current surrounding of the
glectronic device.

(621} in 4240, the electronic device 120 {e.g., the controlier 4010, the reminding module
4530, the notification module 4840) may remind the user {0 re-enter an unlocking fingerprint.
(622} It some embodiments, if the lower fingerprint recognition rate is not related o the
humidity of the current surrounding of the electronic device, the user may be reminded that the
current surrounding is dry, and the uniocking fingerprint may need to be re-entered.

[623] In some embodiments, the electronic device may include a voice module, which
may be configured to broadcast prompt information.  For example, the voice module may
broadcast the prompt information like the weather is dry and the unlocking fingerprint needs o
be re-entered,

[624] in some embodiments, the electronic device may include a display {e.g., the display
4030), and the prompt information may be displayed on the display. For example, the display
may display the prompt information like the weather is dry and the uniocking fingerprint needs
to be re-enterad.

[625] it should be noled that the prompt information may only have a reminding function, if

a user wanis to re-enter the unlocking fingerprint, the user may need to obtain a permission to
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enter the fingerprint {0 ensure the security of the electronic device.

[626] By the implementation of the process 4200, the humidity of the current surrounding
of the electronic device may be used to assist the determination that whether the lower
fingerprint recognition rate is caused by a dry weather.  If 50, the user may be reminded {0
re-enter the unlocking fingerprint to improve the fingerprint recognition rate of the electronic
device, thereby improving the user experience.

{FIG. 431

[627] FiG. 43 is a flowchart illustrating an exemplary process for determining an
association between the breakdown display of the electronic device and the temperature of the
current surrounding according to some embodiments of the present disclosure.  In some
embodiments, process 4300 may be execuied by the system 100. For example, the process
4300 may be implemented as a set of instructions {(e.g., an application) stored in a storage
device (2.q., the slorage device 130).  In some embodiments, the electronic device 120 may
execute the set of instructions and may accordingly be directed to perform the process 4300.
[628] it 4310, the elecironic device 120 {e.g., the controller 4010, the abnormality
detection module 4510) may determine whether the display of the electronic device works
normaily.  if the display of the electronic device works normally, the process 4300 may
proceed to operation 4320, If the display of the electronic device does not work normally, the
process 4300 may be ended.

(6291 i some embodiments, the electronic device 120 may determine whether a
cormmunication between the electronic device 120 {o the display is normal.  if the
communication is not normal, the display may be considered not to work normaily. I the
communication is normal, the dispiay may be considered to work normailly.

(630} In 4320, the electronic device 120 (e.¢., the controller 4010, the obtaining module
4610} may obtain the temperature of the current surrounding of the electronic device.

(631} in some embodiments, the display may have an operating temperature range, for
example, -10° to 80°.  If the temperature of the current surrounding is lower than a minimum
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vaiue of the operating temperature range, the display may not work normally.  Therefore, if
the display does not work normaily, it may be preferable to check whether a cause for the
breakdown display is due to the temperature of the current surrounding being too low.  In
some embodiments, the electronic device 120 may obtain the temperature of the current
surrounding collected by the temperature and humidity sensor.

[632] in 4330, the elecironic device 120 {e.q., the controller 4010, the abnormality
determination module 4520} may determine whether the temperature of the current
surrounding of the elecironic device falls oulside the operating temperaiure range of the
display. If the temperature of the current surrounding of the electronic device falls oulside the
operating temperature range of the display, the process 4300 may proceed {0 operation 4340,
Otherwise, the process may be ended.

(633} i 4340, the elecironic device 120 (e.q., the controlier 4010, the reminding module
4530, the notification module 4640) may remind the user that the display does not work due to
the temperature of the current surrounding of the electronic device.

[834] It some embodiments, the electronic device may include a voice module, which
may be configured o broadcast prompt information.  For example, the voice module may
broadcast the prompt information like the display does not work normally due to the abnormal
temperature of the current surrounding.

[635] in some embodiments, if the display does not work normally due to an abnormal
temperature of the current surrounding, the electronic device 120 may send the prompt
information to the server through the wireless module {(e.q., the wireless communication
module 4040).  Then, the server may send the prompt information to an AFPP of a mobile
smart terminal bound to the electronic device, so that the user can obtain the prompt
information in time.

[636] in some embodiments, the electronic device 120 may also determine whether the
display works normally after been determining that the temperature of the current surrounding
is abnormal.  If the display does not work normally, the electronic device 120 may determine
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that the display does not work normally due {o the abnormal temperature of the current
surrounding.

(637} in some embodiments, if the display does not work normally due to the temperature
of the current surrounding heing too low, an appropriale protective measure may be performed.
For example, a heating module may be mounted on the electronic device to make the display
to work normally by heating.

(638} it some embodiments, if the user or @ maintenance man determines that the
dispiay of the electronic device is damaged, the temperature of the current surrounding of the
glectronic device may be obtained from the server through the mobile smart terminal bound {o
the electronic device. Then, the temperature may be determined whether is abnormal. if
the temperature is abnormal, the display may be considered not to work normally due to the
abnormal temperature of the current surrounding.

[639] By the implementation of the process 4300, the temperature of the current
surrounding of the elecironic device may be used to assist the determination that whether the
abnormality of the display of the electronic device is caused by the abnormal temperature of
the current surrounding.  If so, the user may be reminded that the display does not work
normaily due {o the abnormal temperature of the current surrounding, and the appropriate
measures need to be performed, for example, repairing the electronic device or adjust the
temperature of the surrounding of the electronic device.

{FIG. 441}

(640} FiG. 44 is a flowchart illustrating an exemplary process for determining an
association between the electronic device and the target environmental parameter according
to some embodiments of the present disclosure.  In some embodiments, process 4400 may
be execuied by the system 100. For exampie, the process 4400 may be implemented as a
set of instructions (e.¢., an application) stored in a storage device {e.¢., the storage device
130).  In some embodiments, the electronic device 110 may execute the set of instructions
and may accordingly be directed to perform the process 4400,  In some embodiments, the
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target environment parameter oblained by the intelligent lock may be displayed on the display
in reai-time, or may be sent to the server.

(641} in 4410, the electronic device 120 {(e.g., the controlier 4010, the obtaining module
4610) may obtain at least one environmential parameter of a current surrounding of the
electronic device.

[642] in some embodiments, a sampling frequency, an abnormal temperature threshold
range, an abnormal humidity threshold range, or the like, may be set for the environmental
parameter sensor {e.g., the temperature and humidity sensor). The temperature and
humidity sensor may collect the temperature and humidity of the current surrounding
agceording to the set sampling frequency, and transmit the temperature and humidity {o the
electronic device 120 for further analysis.

[643] I 4420, the electronic device 120 (e.g., the controlier 4010, the parameter
determination module 4630} may determine whether the environment parameter is abnormal.
If the environment parameter is abnormal, the process 4400 may proceed {o operation 4440,
if the environment parameter is normal, the process 4400 may proceed to operation 4430,
(644} in some embodiments, after obtaining the temperature and/or humidity of the
current surrounding collected from the environmental parameter sensor, the electronic device
120 may determine whether the temperature and/or humidity is abnormal based on the
abnormal temperature and/or humidity threshold set in 4410, respectively. The electronic
device 120 may obtain the temperature and/or humidity of the current surrounding collected by
the environmental parameter sensor, and determine whether the temperature and/or humidity
is abnormal based on the abnormal temperature range and/or humidity threshold range set in
4410, respectively. For example, the electronic device 120 may determine whether the
temperature and/or the humidity of the current surrounding is within the abnormal temperature
and/or humidity threshold, respectively.  If 5o, the temperaiure and/or humidity of the current
surrounding may be abnormal.  If not, the temperature and humidity of the current
surrounding may be normal.
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[645] in 4430, the electronic device 120 (e.g., the controlier 4010, the reminding module
4530, the notification module 4840} may send the prompt information.

[646] in some embodiments, if the environment parameter (e.g., the temperature and/or
humidity of the current surrounding) is abnormal, the user may be reminded to {ake
appropriate measures.  For example, a message may be sent to, or a call may be made {o
the mobile smart terminal that is bound to the intelligent lock.

(8477 It 4440, the electronic device 120 may display the environmental parameteron a
display, and upload the environment parameter to the server.  The server may send the
gnvironment parameter {o the mobile intelligent terminal bound with the electronic device for
dispiay.

[648] The obtained temperature and humidity of the current surrounding of the inteiligent
lock may be displayed directly on the display.  The user may obtain a real-time temperature
and humidity of the current surrounding through the display when the electronic device is being
used. In addition, the electronic device 120 may direclly upload the obtained temperature
and humidity of the current surrounding {o the server through the wireless module. The
server may send the temperature and humidity to the APP of the mobile intelligent terminal
bound {o the electronic device for displaying, so that users can obtain the temperature and
humidity of the surrounding of the electronic device at any time and any place.

[649] in some embodiments, the environment parameter may be uploaded to the server
at the moment that the environment parameter is obtained, or may be uploaded io the server
after determining whether the environment parameter is abnormal.

(6507 By the implementation of the process 4300, after oblaining the environment
parameter of the current surrounding of the electronic device, the environment parameter may
be determined whether is normal.  If 30, the environment parameter may be displayed on a
display, 30 that the user may oblain the environmental parameter of the current environment
directly from the display. In addition, the environment parameter may be uploaded to the
server, 50 that the user may obtain the environment parameter directly through a mobile
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intelligent terminal from the server.  In such implementation, the user may obtain the
environment parameter of the electronic device at any time and any piace.

{FIG. 451}

[651] FiG. 45 is a block diagram illustrating an exemplary elecironic device for
determining an association between the electronic device with an environmental parameter
according to some embodiments of the present disclosure.  In some embodiments, the
glecironic device 4500 may be implemented on the electronic device 120in FIG. 1. As
shown in FIG. 45, the elecironic device 4500 may include an abnormality detection module
4510, an abnormaility determination module 4520, and a reminding module 4530.

(652} The abnormality detection module 4510 may be configured to determine whether
the electronic device is abnormal.

(653} i some embodiments, the abnormality of the electronic device may include a
hardware exception of the electronic device, for example, a display (e.g., the display 4003)
may not work properly.  Alternatively, the abnormality of the electronic device may also
include an abnormality in a detection process.  For example, for an electronic device having a
fingerprint recognition function, a fingerprint recognition rate is lower than a certain threshold.
[654] in some embodiments, the electronic device may include a fingerprint recognition
component. The abnormality of the electronic device may include g low fingerprint
recognition rate.  In such case, the abnormality detection module 4510 may be configured to
determine whether the fingerprint recognition rate is lower than a fingerprint recognition rate.
if the fingerprint recognition rate is lower than the recognition rate threshold, the electronic
device may be abnormal. I the fingerprint recognition rate is greater than or equal {o the
recognition rate threshold, the elecironic device may be normal.

[655] in some embodiments, the electronic device may include a display. The
abnormality of the electronic device may include a breakdown display.  In such case, the
abnormality detection module 4510 may be configured to determine whether the display works
properly.  If the display does not work properly, the elecironic device may be abnormal.  If

136



WO 2020/007339 PCT/CN2019/094682

the display works properly, the electronic device may be normal.

[656] The abnormality determining module 4520 may be configured to oblain the target
environmental parameter of the surrounding of the electronic device that is abnormal, and
determine whether the abnormality of the electronic device is caused by the target
environmental parameter.

(6577 in some embodiments, the at least one targel environmental parameter may referto
an environmental parameter related to the abnormality of the electronic device. After
obtaining the at least one target environmental parameter, the target environmental parameter
may be determined whether is abnormal.  If the target environmental parameter is abnormal,
the abnormal of the electronic device may be delermined as caused by the iarget
environmental parameter.  if the target environmental parameter is normal, the abnormality of
the electronic device may be considered {0 be irrelevant to the target environmental
parameter.

[658] in some embodiments, the electronic device may have a lower fingerprint
recognition rate, and the corresponding target environmental parameter may be the humidity.
in such case, the abnormality determination moduie 4520 may be configured {o, if the
fingerprint recognition rate of the electronic device is lower than a recognition rate threshold,
obiain the humidity of the current surrounding of the electronic device. The abnormality
determination module 4520 may further be configured to determine whether a difference
between the humidity of the current surrcunding of the elecironic device and the humidily of a
surrounding of the electronic device when the fingerprint is entered is greater than a difference
threshold.  if the difference is greater than the difference threshold, the abnormality
determination module 4520 may determine that the lower fingerprint recognition rate is related
to the humidity of the current surrounding of the electronic device. I the difference is less
than or equal to the difference threshold, the abnormality determination module 4520 may
determine that the lower fingerprint recognition rate is not related o the humidily of the current
surrounding of the electronic device.
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[659] in some embodiments, the electronic device may have a breakdown display, and
the corresponding target environmental parameter may be the temperature of the current
surrounding.  In such case, the abnormality determination module 4520 may be configured to,
if the display of the electronic device does not work normally, obtain the temperature of the
current surrounding of the electronic device.  The abnormality determination module 4520
may further be configured to determine whether the temperature of the current surrounding of
the electronic device falls outside the operating temperature range of the display. fthe
temperature of the current surrounding of the elecironic device falls outside the operating
temperature range of the display, the temperature of the current surrounding may be
determined as the cause for the abnormality of the display. Otherwise, the temperature of the
current surrounding may not be determined as the cause for the abnormality of the display.
(6607 The reminding module 4530 may be configured {o remind the user that the
abnormality of the elecironic device is related to the target environmental parameter after
determining the abnormality of the eleclronic device is caused by the target environmental
parameter. For example, the reminding module 4530 may remind the user that the
abnormality of the electronic device is related to the target environmental parameter, or an
appropriate measure should be performed.  Merely by way of an exampile, if the fingerprint
recognition rate is lower than the recognition rate threshold, the user may be reminded {0
re-enter the unlocking fingerprint.

(661} I some embodiments of the present disclosure, an electronic device for
determining an association between an abnormality of the elecironic device and a target
environmential parameter is provided. The eleclronic device may perform a method. By
implementing the method, the electronic device may obtain the target environment parameter
of the current surrounding, and determine the abnormality of the elecironic device related to
the target environmental parameter.  Specifically, for the electronic device with an abnormality,
it may be determined whether the abnormality of the electronic device is caused by the at least
one target environmental parameter.  If the abnormality of the electronic device is related to
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the target environmental parameter, the user may be reminded that the abnormality of the
glectronic device is relaied (o the target environmental parameter, thereby helping the user to
determine a cause of the abnormality of the eleclronic device as soon as possible.  if the
abnormality of the electronic device is not related {o the target environmental parameter,
thereby helping the user {0 exclude the cause of the abnormality.  In such implementation, a
function of the electronic device using the environment parameter may be exiended and the
user experience may be improved.

{FIG. 46}}

(662} FIG. 46 is a block diagram illustrating an exemplary elecironic device for
determining an association between an intelligent lock with an environmental parameter
according to some embodiments of the present disclosure.  In some embodiments, the
elecironic device 4500 may be implemented on the electronic device 120 in FiG. 1. As
shown in FIG. 48, the device 4600 may include an obtaining module 4810, an uploading
module 4620, a parameter determination module 4830, and a notification module 4840,
[663] The obtaining module 4810 may be configured to oblain an environment parameter
of the current surrounding of the electronic device.

[664] In some embodiments, a sampling frequency, an abnormal temperature threshold
range, an abnormal humidity threshold range, or the like, may be set for the environmental
parameter sensor (e.g., the temperature and humidity sensor). The temperature and
humidity sensor may collect the temperature and humidity of the current surrounding
according to the set sampling frequency, and transmit the temperature and humidity {o the
electronic device 120 for further analysis.

[665] The uploading module 4620 may be configured to upioad the environment
parameter to the server.  The server may send the environment parameter to the mobile
intelligent terminal bound with the electronic device for display.

[666] In some embodiments, the environment parameter may be uploaded to the server

the at the moment that the environment parameter is obtained, or may be uploaded to the
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server after determining whether the environment parameter is abnormal.

(6677 The parameter determination module 4630 may be configured to determine whether
the environmental parameter is abnormal.

[668] For example, the parameter determination module 4630 may determine whether the
temperature and/or the humidity of the current surrounding is within the abnormal temperature
and/or humidity threshold, respectively.  If 50, the temperature and/or humidity of the current
surrounding may be abnormal.  If noi, the temperature and humidity of the current
surrounding may be normal.

[669] The nolification module 4640 may be configured to remind the user that the
environment parameter of the current surrounding of the electronic device is abnormal.

[670] in some embodiments, if the environment parameter (e.¢., the temperature and/or
humidity of the current surrounding) is abnormal, the user may be reminded to {ake
appropriate measures.  For example, a message may be sent o, or a call may be made {o
the mobile smart terminal that is bound to the electronic device.

(871} It some embodiments of the present disclosure, an electronic device for
determining an association between an abnormality of the electronic device and a target
gnvironmental parameter is provided. The eleclronic device may perform a method. By
implementing the method, after obtaining the environment parameter of the current
surrounding of the electronic device, the environment parameter may be determined whether
is normal.  if so, the environment parameter may be displayed on a display, so that the user
may obtain the environmental parameter of the current environment directly from the display.
in addition, the environment parameter may be uploaded to the server, 5o that the user may
gbtain the environment parameter directly through a mobile intelligent terminal from the server.
in such implementation, the user may obtain the environment parameter of the intelligent lock
at any time and any place.

[672] The device 4600 provided herein may be configured to determine whether the

obtained environment parameter of the current surrounding of the electronic device is normal.
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if s0, the environment parameter may be displayed on the display, so that the user may see
the environmental parameter of the current environment directly from the display.  In addition,
the environment parameter may be uploaded {o the server, so that the user may see the
environment parameter directly through the mobile intelligent terminal from the server.  In this
way, the user may see the environment parameter of the electronic device at any time and any
place.

(873} The electronic device and/or the processing device described in the present
disciosure may include a processor and a memory.  The modules and/or units mentioned in
the above embodiments may be stored in the memory as programs.  The programs stored in
the memory may be executed by the processor {o implement the corresponding functions
described in the present disclosure.

(674} The processor may contain one or more kernels.  The kemnels may invoke the
corresponding program unit{s) stored in the memory. The second elecironic device may be
controlied by adjusting parameters of the kemnels.

[875] The memory may include a non-persistent memory, a random access meamory
(RAM), and/or a non-volatile memory in a computer readable medium.  For example, a read
only memory (ROM) or a flash memory.  The memaory may include at least one memory chip.
{FIG. 471

[676] The embodiments of the present disclosure provide an anti-pry switch. The
anti-pry switch may be a part of the electronic device 120 in FIG. 1, for example, an intelligent
lock. Referring to FIG. 47 and FIG. 48, FIG. 47 illustrates an exploded view of an anti-pry
switch according to some embodiments of the present disclosure, FIG. 48 a section view of an
anti-pry switch according to some embodiments of the present disclosure.  As shown in FIG.
47 and FiG. 48, the anti-pry swilch may include an annular capacitor, a core rod, a hold-down
assembily (not shown), and a spring assembly.  The middie of the annular capacitor may be
provided with a through-hole 4712, A core rod may insert into the through-hole 4712, and the
core rod may be divided into a first segment and a second segment having unequal dielectric
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constants along its own axis.  When the first segment is placed in the through-hole 4712, the
capacitance value of the annual capacitor may be a first capacitance value. When the
second segment is placed in the through-hole 4712, the capacitance value of the annular
capacitor may be a second capacitance value. The first capacitance value and the second
capacitance value may not be equal.  The hold-down assembly may be used to contact a first
end of the core rod.  The spring assembly may be used {0 contact a second end of the core
rod.  After the first end of the core rod is sgueezed with the hold-down assembly, the first
segment of the core rod is inserted through the through-hole (4712), and after the hold-down
assembily is away from the first end of the core rod, the second segment of the corerod is
inserted through the through-hole (4712).

677} The annular capacitor may usually be composed of one or more pairs of elecirodes
distributed on the same circle.  When a core rod is inserted into the through-hole 4712, the
dielectric constant between any pair of electrodes may be changed, thereby causing a change
in the capacitance value of the entire annular capacitor.

(678} The anti-pry switch may be connected {0 an alarm system, and the alarm sysiem
may raise an alarm according to the change of the capacitance value of the anonymous
capacitor.  In an actual situation, the core rod may be changed from the first capacitance
value to the second capacifance value after a large movement.  Specifically, if the first end of
the core rod changes from a compressed state to a relaxed state, when the second segment of
the core rod inserts into the through-hole 4712, the core rod should have moved at least 6 mm.
That is {0 say, the core rod has moved atl least 6 mm after the state of the alarm system
changes from normal to alarm. It may effectively prevent the alarm system from generating
false alarms due {o installation errors or unevenness of the door panel.  The hold-down
assembly may usually be the front assembly of an intelligent lock (such as an intelligent door
lock). When the intelligent lock was being viclently destroyed, the hold-down assembly may
be removed first.  Once a pressing force provided by the hold-down assembly is lost, the core
rod will move under a pushing force provided by the spring assembly.  Finally, the second
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segment of the core rod will be inserted info the through-hole 4712 of the anonymous capacitor.
The capacitance value of the annular capacitor will change, and the alarm system alarm will be
triggered.

(6791 The anti-pry swiich disclosed in the above embodiments may not only effectively
prevent the false alarm of the alarm system, but also achieve the effect of timely warning when
the intelligent lock is being viclently damaged.

16807 As shown in FIG. 47, the spring assembly may include a spring tube 4711, a spring
4704, and a spring limiting lid 4705, The spring tube 4711 has a cylindrical shape with an
open top.  The spring 4704 is embedded in the inner cavity of the spring ube 4711, The
spring limiting lid 4705 is provided with a hole for the core rod to pass through.  The spring
limiting lid 4705 is fixedly disposed at the fop end of the spring tube 4711 to prevent the spring
4704 from coming out of the spring tube 4711

(681} The connection between the spring limiting lid 4705 and the spring tube 4711 may
not be limited.  The spring limiting Hd 4705 and the spring tube 4711 may be connecled by a
connecting member such as a screw or a bolt, or may be coupled to each other.  In the
embodiment, the top end of the side wall of the spring tube 4711 has a flared portion 4703.

As shown in FIG. 47, the {op end of the side wall of the spring tube 4711 is provided with a
bayonet. The spring limiting lid 4705 is provided with a post corresponding o the bayonet,
and the spring limiting lid 4705 is embedded in the flared portion 4703 and is connecled to the
bayonet by the posi.  The malterial of the spring limiting iid 4705 may not be limited. it may
be made of metal or non-metal.  In the embodiment of the present disclosure, the spring
limiting lid 4705 is made of plastic material.

[682] The post is provided one-{o-one with the bayonet, and the number and the shape of
the post are not limited.  In the embodimeni of the present disclosure, the spring tube 4711
has two bayonets. The fwo bayonets are symmetrically set.  The outer wall of the spring
limiting lid 4705 is radially provided with two posts corresponding {o the bayonet. | should be
noted that the number of the posts and the bayonets may be designed to be three, four, or
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more according to actual needs.

[683] it will be understood by those skilled in the art that the way in which the core red is
formed into two segments and the dielectric constant between the two segments being not
egual is notlimited. For exampile, if the materials used in the two segments are different, the
dielectric constants of the two segments may not be equal.  As another example, if the
diameters of the two segments made with the same malerial are different, the dielectric
constants of the two segments may not be equal, t0o.  In the embodiment of the present
disciosure, the core rod may include a rod body made with a metal malerial (such as copper,
steel or iron) and a plastic rod sleeve.  The plastic rod sleeve may include a sleeve portion
4706 and an end portion 4710.  The sleeve portion 4706 may have an open end at one end
and a closed end at the other end.  The end portion 4710 may be coupled to the closed end,
and the core rod body 4707 may be inserted into the sleeve portion 4706 from the open end.
Moreovaer, the sleeve portion 4706 and the core rod body 4707 which are integrally formed
constitute the first segment, and the end portion 4710 may constitute the second segment.
The end portion 4710 and the core rod body 4707 portions may be radially coincident with
each other or may be mutually offset in the radial direction.  if the end portion 4710 and the
core rod body 4707 are radially offset from each other, the end portion 4710 may only include
plastic materials.

[684] As shown in FIG. 48, when the first end of the core rod is not squeezed, the second
segment of the core rod may be inserted into the through-hole 4712 of the annular capacitor.
And when the hold-down assembly (usually the front assembly of the intelligent lock) presses
the first end of the core rod, the core rod may move toward the spring assembly.  The first
segment formed by the sleeve portion 4706 and the core rod body 4707 may be inserted into
the through-hole 4712 of the annular capacitor.

[685] As shown in FIG. 47 and FIG. 48, the diameter of the sleave portion 4706 may not
be greater than the diameter of through-hole 4712 of the annular capacitor.  The diameter of
the end portion 4710 may be greater than the diameter of the through-hole 4712 of the
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anonymous capacitor.  When the core rod is installed, the end of the core rod without the end
portion may be first inserted into the through-hole 4712 of the annular capacitor.  The end
portion 4710 may serve as a limit to prevent the botiom end of the core rod from coming out of
the through-hole 4712, and the end portion 4710 may constitute the second end of the core
rod.

[686] Furthermore, the anti-pry switch may include a botiom case 4701 and a top cover
4708. As shown in FIG. 47 and FIG. 48, the bottom end of the spring tube 4711 may be
Tixediy disposed in the botiom case 4701,  The top cover 4708 may be fixedly disposed at the
top end of the bottom case 4701, The top cover 4708 may be provided with a hole 4709,
The first end of the core rod may traverse the top cover 4708 through the hole 4708,

Referring o FIG. 47 to FIG. 50, FiG. 40 illustrates a schematic diagram of the anti-pry switch
according to some embodiments of the present disclosure, FIG. 50 illustrates another
schematic diagram of the anti-pry swiich according to some embodiments of the present
disclosure. As shown in FIG. 47 {o FIG. §0, after assembling (except for the hold-down
assembly), the first end of the core rod passes through the top cover 4708,

[687] Since the intelligent lock is usually provided with a PCB board 4702, in order to
enhance the compaciness of the entire anti-pry switch, the annular capacitor may be
integrated on the PCB board 4702.  As shown in FIG. 47 to FIG. 50, the PCB board 4702 may
be mounted in the botiom case 4701, and may be fixed by means of g snap-fit or screw
connection.

[688] The anti-pry switch may be assembled as foliows:

[689] 1) First placing the spring 4704 at the bottom of the spring tube 47611,

(6807 2) Inserting the core rod body 4707 from the top of the sleeve portion 4706, the two
constitute a8 componeant A;

[691] 3) inserting the component A from the bottom of the spring limiting lid 4705;

[682] 4} Inserting the post of the spring limit lid 4705 into the bayonet of the spring tube

4711 to obtain a component B;
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[693] 5) Installing the PCB board 4702 in the bottom case 4701, then inserting the
component B into a hole on the PCE board 4702 to make the spring fube 4703 maich the PCB
board 4702, and finally installing the top cover 4708 to complete the assembling.

(694} it addition to this, an intelligent lock may be disclosed in the present disclosure.
The intelligent lock may be provided with an anti-pry switch, and the anti-pry swiich may be the
anti-pry switch disclosed in any embodiments of the present disclosure.

[685] The intelligent lock provided with the above-mentioned anti-pry switch may have the
corresponding technical advantages of the anti-pry switch, and those skilled in the art may
refer {0 each other, and no further description is provided herein.

[686] The varicus embodiments in the present specification are described in a
progressive manner, and each embodiment focuses on differences from other embodiments,
and the same similar parts between the various embodiments may be referred o each other.
(6877 The description of the disclosed embaodiments enables those skilied inthe art to
make or use the present disclosure.  Various moedifications to these embodiments are obvious
to those skilled in the art, and the general principles defined herein may be implemenied in
other embaodiments without departing from the spirit or scope of the present disclosure.
Therefore, the present disclosure will not be limited to the embodiments shown herein, but the
broadest scope consistent with the principles and novel features disclosed herein.

(658} The embodiments of the present disclosure provide a method for controlling an
electronic device. The method may be implemented on a first electronic device which is
connected {0 a second electronic device.  The method may include one or more of the
following opertaions. The first electronic device may display a control page of the second
glectronic device, page data of the control page may be transmitted by a web server to the first
electronic device. The first electronic device may perform a preset insiruction corresponding
to an operation object to control the second electronic device based on an operation generated
by a user on the operation object of the control page.

[699] in some embodiments, the the first electronic device performs a preset instruction
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corresponding to an operation object to conirol the second electronic device based on an
operation generated by a user on the operation object of the control page may include one or
more of the following operations. The first electronic device may execule a preset call
instruction corresponding o the operation object based on the operation generated by the user
on the operation object of the control page to invoke at least one control program in a preset
controlling program library to control the second electronic device.  The preset controliing
program library may be stored in the first electronic device.

(700} in some embodiments, the method may further include one or more of the following
operations.  The first electronic device may send an access request to the web server (o
access the control page of the second electronic device.  The first electronic device may
obtain the page data of the conirol page transmitied by the web server.  The first electronic
device displays the control page of the second electronic device may include one or more of
the following operations.  The first electronic device may display the control page of the
second electronic device based on the oblained page data.

{701} It some embodiments, the access request may at least include user identification
information of the user of the first elecironic device. The page data obtained by the first
glectronic device may be transmitted by the web server after the user identification information
is approved.

(702} in some embodiments, the first electronic device may encrypt at least one type of
data transmitied during the controlling process of the second electronic device using the
preset controlling program library.

(703} fn some embodiments, the the first electronic device execules a preset caill
instruction corresponding to the operation object based on the operation generated by the user
on the operation object of the control page to invoke at least one control program in a preset
controlling program library to control the second electronic device may include one or more of
the following operations.  The first electronic device may execute the preset call instruction
corresponding to the operation object based on the operation generated by the user on the
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operation object of the confrol page o invoke at least one interface of the preset controlling
program library to invoke the control program corresponding to the al least one interface (o
generate a control message.  The first electronic device may encrypt the control message
using the preset controlling program library, and send the encrypted control message (o the
second electronic device {o conirol the second electronic device.

(704} n some embodiments, the preset instruction corresponding o the operation object
may be an electronic device control flow instruction corresponding to the operation object.
[705] The embodiments of the present disclosure provide a method for controlling an
glectronic device.  The method may be implemented on a web server which connected with a
first electronic device, the first electronic device is further connectaed with a second slectronic
device. The method may include one or more of the following operations.  The web server
may obtain an access request of a control page of the second electronic device sent by the
first electronic device.  The web server may transmit page data of the control page to the first
electronic device to cause the first electronic device to display the control page of the second
slecironic device, and further cause the first elecironic device {0 execute a controf flow
instruction corresponding o at least one operation object to control the second electronic
device. In some embodiments, the first electronic device may execute the control flow
instruction based on an operation generated by a user on the operation object of the control
page. The page data may include at least one operation object and at least one electronic
device conirol flow instruction corresponding to the at least one operation object.

[706] The embodiments of the present disclosure provide an electronic device. The
electronic device may be designaied as the first electronic device. The first electronic device
may be in communication with a second electronic device. The first elecironic device may
include a page displaying unit, and a conirciling unit.  The displaying unit may be configured
to display a control page of a second electronic device, page data of the control page may be
transmitted by a web server to the first electronic device. The controlling unit may be
configured to perform the preset instruction corresponding to the operation object to control
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the second electronic device based on an operation generated by a user on the operation
object of the control page.

(707} in some embodiments, the controlling unit may further be configured {0 execute a
preset call instruction corresponding to the operation object based on the operation generated
by the user on the operation object of the control page to invoke at least one control program in
a preset controlling program library to control the second electronic device.  The preset
controlling program library may be stored in the first elecironic device.

(708} in some embodiments, the electronic device may further include a request
transmitting unit and a data obtaining unit.  The request transmitting unit may be configured to
send an access request (o the web server {0 access the control page of the second electronic
device before the page displaying unit displays the controf page of the second elecironic
device. The dala obtaining unit may be configured o obtain the page data of the control page
transmitted by the web server.

(709 The embodiments of the present disclosure provide a web server.  The electronic
device may be designated as the first electronic device. The web server may be connected
with a first electronic device, the first electronic device may be further connected with a second
glectronic device. The web server may include a request obiaining unit, and a dala
transmitting unit.  The may be configured to obtain an access request of a control page of the
second electronic device sent by the first electronic device. The data transmitting unit may be
configured o transmit page data of the control page to the first elecironic device to cause the
first electronic device to display the control page of the second elecironic device, and further
cause the first elecironic device {0 execute a control flow instruction corresponding to at least
one operation object to conirol the second electronic device.  The first electronic device may
execute the conirol flow instruction based on an operation generaled by a user on the
operation object of the control page.  The page data may inciude at least one operation object
and at least one electronic device control flow instruction corresponding to the at least one
operation object.
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(710} The embodiments of the present disclosure provide a method for configuring an
glectronic device. The method may include one or more of the following operations:
transmitting device information of a gateway to a server, obtaining configuration information
sent by the server, the configuration information may include information of a first
communication protocol {0 be configured by the gateway and information of a first cloud
platform o be configured by the gateway, determining a first communication protocol
component corresponding to the first communication protocol information; connecling to the
first cloud platform by using the first communication protocol component.

(711} in some embodiments, the method may further include one or more of the following
operations: obtaining configuration update information from the server, the configuration
update information may include information of a second communication protocol to be updated
by the gateway, and information of a second cloud platform {0 be updated by the gateway,
determining a second communication protocol component corresponding o the second
communication protocol information; connecting to the second cloud platform by using the
second communication protocel component;

(712} The embodiments of the present disclosure provide a method for configuring an
glectronic device.  The method may include one or more of the following operations: obtaining
device information transmitted by the gateway, determining configuration information
corresponding to the gateway, the configuration information may include information of a
communication protocol to be configured by the galeway and information of a cloud platform to
be configured by the gateway, transmitling the configuration information o the gateway to
cause the gateway to determine a first communication protocol component corresponding to
the information of the first communication protocol, and further connect the first cloud platform
using the first communication protocol component.

(713} in some embodiments, the method may further include one or more of the following
operations: monitoring the number of disconnections between the first communication protocol
component and the first cloud platform in a preset time period;  If the number of
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disconnections exceeads a preset threshold, transmitling the configuration update information
to the gateway o cause the gateway o determine the second communication protocol
component corresponding to the information of the second communication protocol, and
further connect the second cloud platform using the second communication protocol
component.  The configuration update information may include the information of the second
communication protocol to be updated by the gateway and the information of the second cloud
platform to be updated by the gateway.

(714} in some embodiments, the obtaining device information transmitted by the gateway
may include one or more of the following operations: obtaining at least one of information
related to a product serial number, information related to a version number, or information
related to a model transmitted by the gateway.

[715] I some embodiments, the determining configuration information corresponding o
the gateway may include one or more of the following operations: determining the
configuration information corresponding to the device information of the gateway based on the
information related to the product serial number.

[716] The embodiments of the present disclosure provide an apparatus for configuring an
glectronic device.  The apparatus may include a transmitling unit, an obtaining unit, a
component determination unit, and a communication unit.  The transmitling unit may be
configured to transmit device information of a gateway to a server.  The obtaining unit may be
configured o obtain the configuration information transmiited by the server. The
configuration information may include information of a first communication protocol to be
configured by the gateway, and information of a first cloud platform to be configured by the
gateway. The component determination unit may be configured to determine the first
communication protocol component corresponding io the information of the first
communication protocol.  The communication unit may be configured to connect {o the first
cloud platform using the first communication protocol component.

(717} The embodiments of the present disclosure provide an apparatus for configuring an
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glectronic device.  The apparatus may include an obtaining unit, a configuration information
determination unit, and a transmitting unit.  The oblaining unit may be configured to obtain the
device information transmitied by the gateway. The configuration information determination
unit may be configured 1o determine the configuration information corresponding to the device
information of the gateway. The configuration information may include information of a
communication protocol {o be configured by the gateway and information of a cloud platform to
be configured by the gateway. The transmitting unit may be configured to transmit the
configuration information to the gateway to cause the gateway determines a first
communication protocol compaonent corresponding o the information of the first
communication protocol, and further connect the first cloud platform using the first
communication protocol component.

(718} The embodiments of the present disclosure provide a storage medium which stores
one or more programs. A method described above for configuring an electronic device may
be implemented when the programs are executed by a processor.

[719] The embodiments of the present disclosure provide an electronic device including a
storage for storing program(s) and a processor for executing the program(s). A method
described above for configuring an electronic device may be implemented when the programs
are executed by a processor.

[720] The embodiments of the present disclosure provide a method for verifying a
firmware version. The method may be implemenied on a server.  The method may include
one or more of the following operations: determining a firmware {0 be upgraded and
generating at least one public-private key pair, the public-private key pair may include a public
key siored in the firmware {0 be upgraded and a private key stored in the server, private keys
belong two or more different public-private key pairs may be stored in the server, respectively;
obtaining a digest of an upgrade version of the firmware {0 be upgraded; labeling the digest
successively based on the private key(s) of at least one public-private key pair; transmitting
information of a firmware upgrade package to an electronic device to cause the electronic
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device o verify the upgrade version of the firmware {¢ be upgraded based on the information
of the firmware upgrade package and the public key of the at least one public-privale key pair,
the information of the firmware upgrade package information may include data of the upgrade
version of the firmware {0 be upgraded, the digest, and the label of the digest.

(721} in some embodiments, the method may further include one or more of the following
operations: generating at ieast one new public-private key pair corresponding to the at least
one private key being abnormal, the number of the new generated public-private key pairs may
be the same as the number of private keys being abnormal; replacing the at least one private
key being abnormal stored in the server with a private key included in the generated at least
one new public-private key pair, and repiacing the at least one public key corresponding to the
at least one private key being abnormal with he public key in the new generated at ieast one
new public-private key pair through a firmware upgrade.

[722] The embodiments of the present disclosure provide a method for verifying a
firmware version. The method may be implemented on an electronic device. The method
may include one or more of the following operations: obtaining information of a firmware
upgrade package from a server, the information of the firmware upgrade package may include
data of an upgrade version of a firmware to be upgraded, a digest of the upgrade version of the
firmware {o be upgraded, the digest being labelled by a private key of at least one
public-private key pair, and a label of the digest; oblaining data of the upgrade version of the
firmware {0 be upgraded, the digest, and the label of the digest, and verifying the upgrade
version of the firmware {0 be upgraded based public key of the at least one public-private key
pair and the label.

{723} It some embodiments, the verifying the upgrade version of the firmware {o be
upgraded hased public key of the atl least one public-private key pair and the label may include
one or more of the following operations: verifying the upgrade version of the firmware to be
upgraded using the public key and the label when there is one public-private key pair, verifying
the validity of the digest using the public keys in the public-private key pairs and label when

153



WO 2020/007339 PCT/CN2019/094682

there are two or more public-private key pairs, and verifying the validity of the upgrade version
of firmware {0 be upgraded in response o a determination that the digest is valid.

[724] in some embodiments, the verifying the validity of the digest using the public keys in
the public-private key pairs and iabel when there are two or more public-private key pairs may
include one or more of the following operations: verifyving two or more public keys in the two or
more public-private key pairs, the digest, and two or more labels using an algorithm;
determining the digest as validity in response to a determination that the verification is passed.
[725] In some embodiments, the verifying the upgrade version of the firmware to be
upgraded based public key of the at least one public-private key pair and the label may include
one or more of the following operations: determine whether the accuracy of the upgrade
varsion of the firmware {0 be upgraded is not less than a first threshold using public keys in two
or more public-private key pairs and the label; determining the verification for the upgrade
version of the firmware {0 be upgraded as successful in response {o that the accuracy is not
less than the first threshold

{726} It some embodiments, the labelling the digest when there are two or more
public-private key pairs may include one or more of the following operations: verifying the
upgrade version of firmware using all normal private keys and of a predetermined number
abnormal private keys when a first ratio of the number of the normal private keys in the two or
more public-private key pairs to the total number of the privale keys in the two or more
public-private key pairs is not less than a second threshold, the second threshold may be less
than the first threshold, a ratio of the sum of the predetermined number and the number of
normal private keys {0 the total number of private keys may be the same as the first threshold.
{727} The embodiments of the present disclosure provide a server.  The server may
include a determining unit, an oblaining unit, a labeling unit, and a transmitling unit.  The
determination unit may be configured to determine a firmware (o be upgraded, and generate at
least one public-private key pair, the public-private key pair may include a public key stored in
the firmware to be upgraded and a private kKey stored in a server, private keys belong two or
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more different public-private key pairs may be siored in the server, respectively. The
obtaining unit may be configured o obtain a digest of an upgrade version of the firmware {0 be
upgraded. The labeling unit may be configured to iabel the digest based on the private key(s)
of the al least one public-private key pair.  The transmitting unit may be configured o transmit
information of a firmware upgrade package o an electronic device o cause the electronic
device to verify the upgrade version of the firmware {0 be upgraded based on the information
of the firmware upgrade package and the public key of the at least one public-private key pair.
[728} In some embodiments, the server may further include a key updating unit.  The key
updating unit may be configured to generate at least one new public-private key pair
corresponding o the at least one private key being abnormal, the number of the new
generated public-private key pairs may be the same as the number of private keys being
abnormal.  The key updating unit may further be configured to replace the at least one private
key being abnormal stored in the server with a private key included in the generated al [east
one new public-private key pair, and replace the at least one public key corresponding to the at
least one private key being abnormal with he public key in the new generated at least one new
public-private key pair through a firmware upgrade.

[729] The embodimenis of the present disclosure provide an electronic device. The
glectronic device may include an oblaining unit, and a verification unit.  The oblaining unit
may be configured to obtain information of a firmware upgrade package from a server, the
information of the firmware upgrade package may include data of an upgrade version of a
firmware {0 be upgraded, a digest of the upgrade version of the firmware {0 be upgraded, the
digest being labeled by a private key of at least one public-private key pair, and a label of the
digest. The public-private key pair may include a public key stored in the firmware {o be
upgraded and a private key stored in a server, private keys belong two or more different
public-private key pairs may be stored in the server, respectively.  The verification unit may be
configured to oblain the data of the upgrade version of the firmware {0 be upgraded, the digest,

and the label of the digest, and verify the upgrade version of the firmware to be upgraded
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based on the public key of the at least one public-private key pair and the label.

{730} In some embodiments, the verification unit may further be configured to verify the
upgrade version of the firmware to be upgraded using the public key and the label when there
is one public-private key pair.  The verification unit may further be configured to verify the
validity of the digest using the public keys in the public-private key pairs and label when there
are two or more public-private key pairs, and verify the validity of the upgrade version of
firmware {0 be upgraded in response to a determination that the digest is valid.

(731} In some embodiments, the verification unit may further be configured to verify two or
more public keys in the two or more public-private key pairs, the digest, and two or more {abels
using an algerithm, and determine the digest as validity in response {0 a determination that the
verification is passed.

(732} I some embodiments, the obtaining unit may further be configured {o verify the
upgrade version of firmware using all normal private keys and of a predetermined number
abnormal private keys when a first ratio of the number of the normal private keys in the two or
more public-private key pairs to the total number of the private keys in the two or more
public-private key pairs is not less than a second threshold.  The second threshold may be
less than the first threshold, a ratio of the sum of the predetermined number and the number of
normal private keys to the total number of private keys may be the same as the first threshold.
[733] The embodiments of the present disclosure provide a system for verifying a
firmware version. The system may include a server and an electronic device. The server
may include a determining unit, an oblaining unit, a labeling unit, and a transmitting unit.  The
determination unit may be configured to determine a firmware to be upgraded, and generale at
least one public-private key pair, the public-private key pair may include a public key stored in
the firmware {0 be upgraded and a privaie key stored in a server, private keys belong two or
more different public-private key pairs may be stored in the server, respectively. The
obtaining unit may be configured o obtain a digest of an upgrade version of the firmware {0 be
upgraded. The labeling unit may be configured to label the digest based on the private key(s)
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of the at least one public-private key pair.  The transmitting unit may be configured to transmit
information of a firmware upgrade package {0 an electronic device {0 cause the slectronic
device to verify the upgrade version of the firmware {0 be upgraded based on the information
of the firmware upgrade package and the public key of the at least one public-privaie key pair.
The electronic device may include an oblaining unif, and a verification unit.  The obtaining
unit may be configured to obtain information of a firmware upgrade package from a server, the
information of the firmware upgrade package may include data of an upgrade version of a
firmware o be upgraded, a digest of the upgrade version of the firmware {0 be upgraded, the
digest being labeled by a private key of at least one public-private key pair, and a label of the
digest. The public-private key pair may include a public key stored in the firmware {0 be
upgraded and a private key stored in a server, private keys belong two or more different
public-private key pairs may be stored in the server, respectively. The verification unit may be
configured to oblain the data of the upgrade version of the firmware 1o be upgraded, the digest,
and the label of the digest, and verify the upgrade version of the firmware to be upgraded
based on the public key of the at least one public-private key pair and the label.

(734} The embodiments of the present disclosure provide an anti-pry device of intelligent
lock. The anti-pry device may include a front assembly installed on the outside of a door and
g rear assembly installed on the inside of the door.  The front assembly may include an
acceleration sensor configured to collect an acceleration of the front assembly after 3 first
preset time since the door is closed.  The rear assembly may include a processor and an
alertor. The processor may be connecled to the acceleration and the alerfor.  The processor
may be configured to determine whether the intelligent lock is being pried according to the
acceleration of the front assembly, and trigger the alertor to raise an alarm inresponse to g
determination that the intelligent lock is being pried.

[735] in some embodiments, the anti-pry device may further include a connection line set
between the processor and the front assembly.  The processor may be further configured (o
detect whether the connecting line is disconnected, and trigger the alertor to raise an alarm in
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response o the determination that the connection line is disconnecied.

[736] I some embodiments, the anti-pry device may further include a damping apparatus
mounted between the door and the front assembly.

(7373 I some embodiments, the anti-pry device may further include a power supply
mounted in the rear assembly.  The power supply may be connected o the acceleration
sensor, the processor, and the alertor.

[738] The embodiments of the present disclosure provide a method of anti-prying of an
intelligentiock.  The method may inciude one or more of the following operations: activating
an acceleration sensor after detecling that the door is closed, and acquiring a real-time
acceleration of the front assembly captured by the acceleration sensor; determining whether
the intelligent lock is being pried based on the acceleration; in response {0 the determination
that the intelligent loclk is being pried, transmitting an alarm signal {o an alertor to trigger the
alertor {o raise an alarm.

(739 in some embodiments, the method may further include one or more of the following
operagtions. detecting whether the connection line arranged between the front assembly and
the rear assembly is disconnected; in response {o a determination that the connecting line is
disconnected, transmitting an alarm signal to an alertor to trigger the alertor o raise an alarm.
The rear assembly may be mounted inside the door.

[740] in some embodiments, the activaling an acceleration sensor after detecting that the
door is closed may include one or more of the following operations: activaling the acceleration
sensor after a first preset time after detecting the door is closed.

[741] in some embodiments, the determining whether the intelligent lock is being pried
based on the acceleration may include one or more of the following operations: determining
whether the real-time acceleration of the front assembly is continuously greater than a preset
vaiue in a second preset time,; In response {0 a determination that the real-time acceleration of
the front assembly is continuously greater than a preset value in the second preset time,
generating a determination that the intelligent lock is being pried.

158



WO 2020/007339 PCT/CN2019/094682

(742} The embodiments of the present disclosure provide a processor.  The processor
may include an acceleration obtaining unit, and a determination unit.  The acceleration
obtaining unit may be configured to activate an acceleration sensor after detecting that the
door is closed, and acquire a real-time acceleration of the front assembly captured by the
acceleration sensor.  The front assembly may be mounted outside of the door. The
determination unit may be configured (o determine whether the intelligent lock is being pried
according o the reai-time acceleration of the front assembly, and transmit an alarm signal to
an alerior {o trigger the alertor to raise an alarm in response 1o a determination that the
intelligent lock is being pried.

{743} I some embodiments, the processor may further include a detectionunit. The
detection unit may be configured to detect whether the connection line arranged between the
front assembly and the rear assembly is disconnecied, and transmit an alarm signal 1o an
alertor {o trigger the alertor to raise an alarm in response to a determination that the
connection line arranged between the front assembly and the rear assembly is disconnected.
{744} It some embodiments, the determination unit may further be configured to
determine whether the real-lime acceleration of the front assembily is continuously greater than
a preset value in a second preset time, and determine that the intelligent lock is being pried in
response o a determination that the real-time acceleration of the front assembly is
continuously greater than a preset value in the second preset time.

[745] The embodiments of the present disclosure provide a method of unlocking an
intelligent lock.  The method may include one or more of the following operations: obtaining
an indoor temperature from a temperature sensor, the temperature sensor may be mounted
inner side the intelligent lock; determining whether the indoor temperature is greater than or
aqual to a temperature threshold; in response to a delermination that the indoor temperature is
greater than or equal to the temperature threshold, automatically unlocking the intelligent lock.
[746] In some embodiments, the determining whether the indoor temperature is greater

than or equal to a temperature threshold may include one or more of the following operations:
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determining whether the indoor temperature obtained from the temperature sensor within a
preset time period is wrong, in response to g determination that the indoor temperature
obtained by the temperature sensor within a preset time period is correct, determining whether
an average value of the indoor temperature obtained by the temperature sensor in the preset
time period is greater than or equal to the femperature threshold.

(747} in some embodiments, the determining whether the indoor temperature obtained
from the temperature sensor within a preset time period is wrong may include one or more of
the following operations: determining whether a difference between the highest indoor
temperature and the lowest indoor temperature obtained by the temperature sensor in the
preset time period is within a preset difference threshold range; In response o a determination
that the difference is within the preset difference threshold range, determining that the indoor
temperature obtained by the temperature sensor within a preset time period is correct; or
determining whether a difference of any two a first indoor temperature at a start time point of
the preset time period, a second indoor temperature at a middie time point of the preset time
pericd, and a third indoor temperature at an end time point of the preset time period obtained
by the temperature sensor is within the preset difference threshold range; in response (o a
determination that the difference is within the preset difference threshold range, determining
that the indoor temperature obtained by the temperature sensor within a preset time period is
correct or determining whether a first difference between an indoor temperature oblained at an
end of the preset fime period and an indoor temperature obtained at an end of a prior time
period by the temperature sensor is within the preset difference threshold range, and a second
difference between the indoor temperature obtained at the end of the preset time period and
an indoor temperature oblained at an end of a later time pericd by the temperature sensor is
within the preset difference threshold range; in response to a determination that the first
difference and the second difference are within the preset difference threshold range,
determining that the indoor temperature obiained by the temperature sensor within a preset
time period is correct.
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[748] in some embodiments, the automatically unlocking the intelligent lock may include
one or more of the following operations: transmitting an unlocking command to the intelligent
lock fo cause the intelligent lock to retract a spring bolt.

(7497 i some embodiments, the method may further include: sending out alarm
information.  The alarm information may include voice information, or visible information.
17507 fin some embodiments, the method may further include: establishing a
communication with a fire alarm plaiform in advance; and transmitting fire alarm information to
the fire alarm platform.  The fire alarm information may be in the form of a telephone call, or a
short message.

{781} I some embodiments, the method may further include: establishing a
communication with a user terminal in advance; and transmitting a first notification that the
intelligent lock has sent out fire alarm information to the user terminal.

[752] In some embodiments, the method may further include: establishing a
communication with a user terminal in advance; and transmitting a second notification that the
intelligent lock has been unlocked to the user terminal.

(753} in some embodiments, the method may further include: displaying the indoor
temperature obtained by the temperature sensor on the intelligent lock.

{754} The embodiments of the present disclosure provide an intelligentlock. The
intelligent lock may include one or more a temperaiure senscr and a controller.  The
temperature sensor may be configured to obtain an indoor temperaiure from a temperature
sensor, the temperature sensor may be mounied inner side the intelligentlock.  The controlier
may be configured to access the indoor temperature and determine whether the indoor
temperature is greater than or equal to a temperature threshold. In response to a
determination that the indoor temperaiure is greater than or equal o the temperature threshold,
the controlier may be configured {o automatically unlocking the intelligent lock.

[755] The embodiments of the present disclosure provide a door.  The door may include

an intelligent lock described above.
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[756] The embodiments of the present disclosure provide a method of adjusting a volume.
The method may include one or more of the following operations: obtaining a current time;
determining a preset volume control rule matched with the current time; determining whether
the output volume corresponding o the current time is the fixed preset volume; in response (o
a determination that the ouiput volume corresponding to the current fime is the fixed presel
volume, ocutputting a volume based on the fixed preset volume; in response {o a determination
that the output volume corresponding to the current time is not the fixed preset volume,
outputling a volume based on the noise data of the current surrounding.

(757} in some embodiments, the outputting a volume based on the noise data of the
current surrounding may include one or more of the following operations: determining a first
effective time corresponding {o an adaptive volume based on the preset volume control rule;
determining a value of the noise data if a presei data collection condition is satisfied;
determining a time adjusiment parameter corresponding to the current time, the fime
adjustment parameter may be used {o determine a proportional relationship of the output
voilume of the electronic device to the vaiue of the noise data; and determining the output
volume of an electronic device based on the value of the noise data and the time adjustment
parameter, and outputting the volume in the first effective time.

{758} I some embodiments, the determining a value of the noise data if a preset data
collection condition is satisfied may include one or more of the following operations: obtaining
a plurality of initial noise values in a manner of data acquisition al a fixed interval, or after
receiving a presel wake-up command, determining a maximum value, a minimum value, and
an average value among the initial noise values, and delermining a greater vaiue of a
difference between the maximum vaiue and the minimum value and the average value as the
value of the noise data.

[759] in some embodiments, the determining the cutput volume of an elecironic device
based on the value of the noise data and the time adjusiment parameter may include one or
more of the following operations: determining a product of the value of the noise data and the
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time adjusiment parameter as an initial vaiue of the culput volume; determining a preset
volume level that is closest to the initial value of the oulput volume from the plurality of preset
volume levels; designating the preset volume level as the output volume

(7607 i some embodiments, the cutputting a volume based on the fixed preset volume
may include one or more of the following operations: determining a second effeclive time
corresponding to the fixed preset volume based on the preset volume control rule, and
outputting the fixed preset volume within the second effeclive time.

[761} in some embodiments, the process for determining the preset volume control rule
may include: determining the preset volume control rule by a user pressing a volume key: or
obtaining the preset volume control rule from a remaote conirol device.

[762] The embodiments of the present disclosure provide a device for adjusting volume.
The device may include a time acquisition module, a rule oblaining module, a volume
determination module, a first volume outputting module, and a second volume outputting
module.  The time acquisition module may be configured o obtain the current time.  The rule
obtaining module may be configured to determine the preset volume control rule matched with
the current time.  The volume determination module may be configured to determine whether
the output volume corresponding to the current time is the fixed preset volume based on the
preset volume control rule.  The first volume outputting module may be configured {o output
the volume cutput based on the fixed preset volume. The second volume outputiing module
may be configured to ouiput the volume based on the noise daia of the current surrounding.
[763] in some embodiments, the second volume outputting module may include a first
time determination sub-module, a first data determination sub-module, a second data
determination sub-module, and a first volume oulput sub-module.  The first time
determination sub-module may be configured (o determine the first effeclive time
corresponding to the adaplive volume based on the preset volume control rule. The first data
determination sub-module may be configured to determine the value of the noise data if the
preset data collection condition is safisfied. The second data determination sub-module may
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be configured {o determine the time adjustiment parameter corresponding to the current time.
The time adjustment parameter may be used to determine the proportional relationship of the
output volume of the electronic device 120 to the value of the noise data.  The first volume
outpui sub-module may be configured to determine the cutpul volume of the elecironic device
120 based on the value of the noise data and the time adjustiment parameter, and ouiput the
volume in the first effective time.

[764] The embodiments of the present disclosure provide a storage medium which stores
one or more programs. A method described above for adjusting a volume may be
implemented when the programs are exgcuted.

[765] The embodiments of the present disclosure provide a processor for executing
program(s). A method described above for adjusting a volume may be implemented when
the programs are executed by the processor.

[766] The embodiments of the present disclosure provide a method of defermining an
association between an abnormality of the intelligent lock and a target environmental
parameter. The method may include one or more of the following operations: determining
whether the intelligent lock is abnormal; in response o a determination that the intelligent lock
is abnormal, obtaining at least one target environmental parameter of a current surrounding of
the intelligent tock, and determining whether the abnormality of the intelligent lock is caused by
the at least one target environmental parameter; in response to a determination that the
abnormality of the intelligent lock is caused by the ail least one target environmental parameter,
reminding a user that the abnormality of the intelligent lock is caused by the at least one {arget
environmental parameter.

[767] It some embodiments, the intelligent lock may include a fingerprint recognition
component.  The determining whether the intelligent lock is abnormal may include one or
more of the following operations: determining whether a fingerprint recognition rate of the
intelligent lock is lower than a fingerprint recognition rate; in response {0 a determination that
the fingerprint recognition rate is lower than the recognition rate threshold, determining that the
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intelligent lock is abnormal; in response 1o a determination that the fingerprint recognition rate
is greater than or equal {o the recognition rate threshold, determining that the intelligent lock is
normal.

(768} i some embodiments, the obtaining al least one target environmental parameter of
a current surrounding of the intelligent lock, and determining whether the abnormality of the
intelligent lock is caused by the at least one farget environmental parameter may include one
or more of the following operations: in response to a determination that the fingerprint
recognition rale is lower than the recognition rate threshold, obtaining humidity of the current
surrounding of the intelligent lock; determining whether a difference between the humidity of
the current surrounding of the intelligent lock and the humidity of a surrounding of the
intelligent lock when the fingerprint is entered is greater than a difference threshold; in
response to a determination that the difference is greater than the difference threshold,
determining that the humidity of the current surrounding of the intelligent lock casues the
abnormality that the fingerprint recognition rate is lower than the recognition rate threshold; in
response to a determination that the difference is not greater than the difference threshold,
determining that the abnormality that the fingerprint recognition rale is lower than the
recognition rate threshold is not caused by the humidity of the current surrcunding of the
intelligent iock

[769] in some embodiments, the reminding a user that the abnormality of the intelligent
lock is caused by the at least one target environmental parameter may include one or more of
the following operations: reminding the user {o re-enter the uniocking fingerprint.

(7707 in some embodiments, the intelligent lock may include a display. The determining
whether the intelligent lock is abnormal may include one or more of the following operations:
determining whether the display works properly; in response to a determination that the
display works properly, determining that the intelligent lock is normal; in response to a
determination that the display does not work properly, determining that the intelligent lock is

abnormal.
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(771} in some embodiments, the oblaining al least one target environmental parameter of
a current surrounding of the intelligent lock, and determining whether the abnormality of the
intelligent lock is caused by the at least one larget environmental parameter may include one
or more of the following operations: in response o a determination that the display does not
waork properly, obtaining a temperature of the current surrcunding of the intelligent lock;
determining whether the temperature of the current surrounding of the intelligent lock falls
outside the operating temperature range of the display; in response to a determination that the
temperature of the current surrounding of the intelligent lock falls outside the operating
temperature range of the display, determining that the temperature of the current surrounding
of the intelligent lock casues the abnormality that the display do not work properly; recognition
rate is lower than the recognition rate threshold; in response to g determination that the
temperature of the current surrounding of the inielligent lock Talls into the operating
temperature range of the display, determining that the abnormality that the display do not work
properly is not caused by the temperature of the current surrounding of the intelligent lock.
{772} it some embodiments, the method may further include one or more of the following
operations: oblaining at least one environmental parameter of a current surrounding of the
intelligent lock, and uploading the at least one environmental parameter {0 a server (o cause 3
mobile intelligent terminal bound {o the intelligent lock to oblain and display the at least one
environmental parameter; determining whether the environment parameter is abnormal; in
response {o a determination that the environment parameter is abnormal, reminding the user
that the environment parameter is abnormal.

(773} in some embodiments, the intelligent iock may include a display. The method may
further include: displaying the environmental parameter on the display.

(774} The embodiments of the present disclosure provide an apparatus for determining
an association between an abnormality of the intelligent lock and a {arget environmental
parameter.  The apparatus may include an abnormality detection module, an abnormality
determination module, and a reminding module. The abnormality detection module may be
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configured to determine whether the intelligent lock is abnormal.  The abnormality
determining module may be configured to oblain the target environmental parameter of the
surrounding of the intelligent lock that is abnormal, and determine whether the abnormality of
the intelligent lock is caused by the target environmental parameter.  The reminding module
may be configured to remind the user that the abnormality of the intelligent lock is related to
the target environmental parameter after determining the abnormaiity of the intelligent lock is
caused by the target environmental parameter.

[775] in some embodiments, the apparatus may further include an obtaining module, an
uploading module, a parameter determination module, and a notification module.  The
obtaining module may be configured to obtain an environment parameter of the current
surrounding of the intelligent lock.  The uploading module may be configured to upload the
environment parameter {o the server to cause a mobile inteliigent terminal bound {o the
intelligent lock to oblain and display the at least one environmental parameter.  The
parameter determination module may be configured to determine whether the environmental
parameter is abnormal.  The notification module may be configured to remind the user that
the environment parameter of the current surrounding of the intelligent lock is abnormal.
(776} The embodimenis of the present disclosure provide an anti-pry switch. The
anti-switch may include one or more of the following components: an annular capacitor with a
through-hole in the middle; a core rod inserted into the through hole, being divided into a first
segment and a second segment having unequal dielectric constants along an axial direction
thereof, a capacitance value of the annular capacitor is a first capacitance value after the first
segment being inserted into the through-hole, and the capacitance value of the annular
capacitor is a second capacitance value afler the second segment being inserted into the
through-hole, the first capacitance value differs from the second capacitance value,; g
hold-down assembly, for contacting a first end of the core rod; and a spring assembly, for
comntacting a second end of the core rod, after the first end of the core rod is squeezed with the

hold-down assembly, the first segment of the core rod is inserted through the through-hole,
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and after the hold-down assembly is away from the first end of the core rod, the second
segment of the core rod is inserted through the through-hole.

{777} in some embodiments, the spring assembly may include a spring tube, a spring,
and a spring limiting lid.  The spring tube has a cylindrical shape with an opentop. The
spring is embedded in the inner cavity of the spring tube.  The spring limiting lid is provided
with g hole for the core rod {o pass through.  The spring limiting lid is fixedly disposed at the
top end of the spring tube to prevent the spring from coming out of the spring tube.

(778} in the embodiment, the top end of the side wall of the spring tube has a flared
portion.  The {op end of the side wall of the spring tube is provided with a bayonet. The
spring limiting lid is provided with a post corresponding to the bayonet, and the spring limiting
lid is embedded in the flared portion and is connected to the bayonet by the post.

(7791 I some embodiments, the spring tube has two bayonets. The two bayonets are
symmetrically set.  The cuter wall of the spring limiting lid is radially provided with two postis
corresponding to the bayonet.

{7807 It some embodiments, the core rod may include a rod body made with a metal
material and a plastic rod sleeve.  The plastic rod sleeve may include a sleeve portion and an
end portion.  The slesve portion may have an open end at one end and a closed end at the
otherend. The end portion may be coupled o the closed end, and the core rod body may be
inserted into the sleeve portion 4706 from the open end. The sleeve portion and the core rod
body which are integrally formed constitute the first segment, and the end portion may
constitute the second segment.

781} in some embodiments, the diameter of the sleeve portion may not be greater than
the diameter of through-hole of the annular capacitor.  The diameter of the end portion may
be greater than the diameler of the through-hole of the anonymous capacitor.  The end
portion may constitute the second end of the core rod.

[782] In some embodiments, the anti-pry switch may include a botiom case and a top
cover.  The bottom end of the spring tube may be fixedly disposed in the botiom case. The
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top cover may be fixedly disposed at the top end of the bottom case.  The {op cover may be
provided with a hole.  The first end of the core rod may traverse the {op cover through the
hole.

(783} I some embodiments, the annular capacitor may be an annular capacitor
integrated on the PCB board.

(784} in some embodiments, if the first end of the core rod changes from a compressed
state to a relaxed slale, when the second segment of the core rod inserts into the through-hole,
the core rod may have moved at least 6 mm.

[785] The embodiments of the present disclosure provide an intelligentlock. The
intelligent lock may include an anti-prying switch described above.

[786] Having thus described the basic concepts, it may be rather apparent to those skilled
in the art after reading this detailed disclosure that the foregoing detailed disclosure may be
intended to be presented by way of example only and may be not limiting.  Various allerations,
improvemaents, and modifications may occur and are intended to those skilled in the art,
though not expressly stated herein.  These alterations, improvements, and modifications are
intended to be suggested by this disciosure, and are within the spirit and scope of the
exemplary embodiments of this disclosure.

{787} Moreover, certain terminology has been used to describe embodiments of the
present disclosure. For example, the terms “one embodiment,” “an embodiment,” and/or
‘some embodiments” mean that a particular feature, structure or characteristic described in
connection with the embodiment may be included in at least one embodiment of the present
disclosure. Therefore, it may be emphasized and should be appreciated that two or more
references {0 “an embodiment” or “one embodiment” or “an alternative embodiment” in various
portions of this specification are not necessarily all referring to the same embodiment.
Furthermore, the particular features, structures or characteristics may be combined as suitable
in one or more embodiments of the present disclosure.

[788] Further, it will be appreciated by one skilled in the art, aspects of the present
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disclosure may be illustrated and described herein in any of a number of patentable classes or
context including any new and useful process, machine, manufacture, or compaosition of matter,
or any new and useful improvement therecf. Accordingly, aspects of the present disclosure
may be implemented entirely hardware, entirely software {including firmware, resident
software, micro-code, etc.} or combining software and hardware implementation that may all
generglly be referred to herein as a "unit,” “module,” or “system.”  Furthermore, aspects of the
present disclosure may take the form of a computer program product embodied in one or more
computer readable media having computer readable program code embodied thereon.

[789] A computer readable signal medium may include a propagated dala signal with
computer readable program code embodied therein, for example, in baseband oras partof a
carrier wave. Such a propagated signal may take any of a variety of forms, including
electro-magnetic, optical, or the like, or any suitable combination thereof. A computer
readable signal medium may be any computer readable medium that may be not a compuier
readable storage medium and that may communicate, propagate, or transport g program for
use by or in connection with an instruction execution system, apparatus, or device. Program
code embodied on a computer readable signal medium may be transmitted using any
appropriate medium, including wireless, wireline, optical fiber cable, RF, or the like, or any
suitable combination of the foregoing.

[780] Computer program code for carrying out operations for aspects of the present
disclosure may be wrillen in any combination of one or more programming languages,
inciuding an object {0 be recognized oriented programming language such as Java, Scala,
Smalitatk, Eiffel, JADE, Emerald, C++, C#, VB. NET, Python or the like, conventional
procedural programming languages, such as the “C” programming language, Visual Basic,
Fortran 2103, Perl, COBOL 2102, PHP, ABAP, dynamic programming languages such as
Python, Ruby, and Groovy, or other programming languages. The program code may
execute entirely on the user's computer, partly on the user's computer, as a stand-alone
software package, partly on the user’'s computer and partly on a remote computer or entirely
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on the remote computer or server.  In the latter scenario, the remote computer may be
connected to the user’'s computer through any type of network, including a local part network
(LAN) or a wide part network (WAN), or the connection may be made to an exiernal computer
(for example, through the internet using an internet Service Provider) or in a cloud computing
envirenment or offered as a service such as a Software as a Service (Saal).

781} Furthermore, the recited order of processing elements or sequences, or the use of
numbers, letters, or other designations therefore, may be not intended to limit the claimed
processes and methods to any order except as may be specified in the claims.  Although the
above disclosure discusses through various examples what may be currently considered (o be
a variety of useful embodiments of the disclosure, it may be to be undersiood that such detall
may be sclely for that purposes, and that the appended claims are not limited to the disclosed
embaodiments, but, on the contrary, are intended to cover modifications and equivalent
arrangements that are within the spirit and scope of the disclosed embodiments.  For
exampie, although the implementation of various components described above may be
embodied in a hardware device, it may also be implemented as a software only solution, for
exampie, an installation on an existing server or mobile device.

{792} Similarly, it should be appreciated that in the foregoing description of embodiments
of the present disclosure, various fealures are sometimes grouped together in a single
embodiment, figure, or description thereof for the purposes of streamiining the disclosure
aiding in the understanding of one or more of the various inventive embodiments.  This
method of disclosure, however, may be not {o be interpreted as refiecling an intention that the
claimed subject matler requires more fegtures than are expressly recited in each claim.
Rather, inventive embodiments lie in less than all features of a single foregoing disclosed
embodiment.

(793} in some embodiments, the numbers expressing quantities or properties used to
describe and claim certain embodiments of the application are to be understood as being
modified in some instances by the term “about,” “approximate,” or “substantially.” For
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exampie, “about,” “approximate,” or “substantially” may indicate £20% variation of the value it
describes, unless otherwise siated.  Accordingly, in some embodiments, the numerical
parameters set forth in the written description and attached claims are approximations that
may vary depending upon the desired properties sought to be obtained by a particular
embodiment. in some embodiments, the numerical parameters should be construed in light of
the number of reported significant digits and by applying ordinary rounding technigues.
Notwithstanding that the numerical ranges and parameters setling forth the broad scope of
some embodiments of the application are approximations, the numerical values sef forth in the
specific examples are reportied as precisely as practicable.

{784} Each of the patents, patent applications, publications of patent applications, and
other material, such as articles, books, specifications, publications, documents, things, and/or
the like, referenced herein may be hereby incorporated herein by this reference in its entirety
for all purposes, excepting any prosecution file history associated with same, any of same that
may be inconsistent with or in conflict with the present document, or any of same that may
have a limiting affect as to the broadest scope of the claims now or later associated with the
present document. By way of example, should there be any inconsistency or conflict
between the description, definition, and/or the use of a term associated with any of the
incorperated material and that associated with the present document, the description,
definition, and/or the use of the term in the present document shall prevail.

[795] it closing, it is {0 be understood that the embodiments of the application disclosed
herein are lustrative of the principles of the embodiments of the application.  Other
modifications that may be employed may be within the scope of the application.  Thus, by
way of example, but not of limitation, alternative configurations of the embodiments of the
application may be utilized in accordance with the teachings herein.  Accordingly,
embaodiments of the present application are not limited to that precisely as shown and

describe.
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WE CLAIM:

1. A method implemented on at least one electronic device, each of which has at least one
processor and a storage for operating the elecironic device, the method comprising:
transmitting at least one request related to an electronic device, wherein the at least one
request includes a controlling request, a communication protoco! determining request, ora
firmware upgrade request;
obtaining operating data, wherein the operating data is generated based on the at least
one request; and

operating the electronic device based on the operating data.

2. The method of claim 1, wherein the at least one request includes the controlling request,
which includes an access request of a conirol page of a second electronic device, which sent
by a first electronic device, and the operating data includes page data of the control page of
the second electronic device, and wherein the operating the electronic device based on the
operating data comprises:

displaying the control page of the second electronic device by the first electronic device,
and

controlling, based on an operation generated by a user on an operation object of the
control page, the second electronic device by performing a preset instruction corresponding to

the operation object.

3. The method of claim 1, wherein the electronic device includes a gateway, the
communication protocol determining request includes device information of the gateway, and
wherein the oblaining operating data comprises:

obtaining configuration information corresponding to the device information, wherein the

configuration information includes information of a first communication protocol to be
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configured by the gateway and information of a first cloud platform;

the operating the electronic device based on the operating data comprises:

determining a first communication protocol component corresponding to the information of
the first communication protocol; and

connecting the first cloud platform based on the first communication protocol component.

4. The method of claim 1, wherein the at least one request includes the firmware upgrading
request, and the oblaining operating data comprises:

obtaining information of the firmware upgrade package, wherein the information of the
firmware upgrade package inciudes data of an upgrade version of a firmware 1o be upgraded,
a digest of the upgrade version of the firmware to be upgraded, the digest being labeled by a
private key of ai least one public-private key pair, and a label of the digest, and wherein the
public-private key pair includes a public key which stored in the firmware, and a private key
which stored in a server, and

the operating the electronic device comprises verifying the upgrade version of the
firmware o be upgraded based on the public key of the at least one public-privale key pair and

the label.

5. A method implemented on at least one computing device, each of which has at least ong
processor and a storage for operating an electronic device, the method comprising:
obtaining at least one request related to an electronic device, wherein the atl least one
request includes a controlling request, a communication protoco! determining request, or a
firmware upgrading request;
generating operating data based on the at least one request; and

transmitting the operating data {0 the electronic device.

6. The method of claim 5, wherein the at least one request includes the controlling request,

which includes an access request of a control page of a second electronic device, the access
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request is sent by a first electronic device, and wherein the transmitting the operating data to
the electronic device comprises:
transmitting page data of the control page of the second electronic device to the first

eiecironic device.

7. The method of claim 5, wherein the electronic device includes a gateway, the
communication protocol determining request includes device information of the gateway, the
operating data includes configuration information corresponding o the device information, and
wherein the generating operating data based on the at least one request comprises:

determining the configuration information corresponding to the device information,
wherein the configuration information includes information of a first communication protocol to
be configured by the gateway and information of a first cloud platform; and

the transmitling the operating data to the eleclronic device comprises transmitting the

configuration information to the gateway.

8. The method of claim 5, wherein the at least one request includes the firmware upgrading
request, the operating data includes information of the firmware upgrade package, the
generating operating data based on the at least one request comprises:

determining a firmware to be upgraded,;

obhtaining at least one public-private key pair, wherein the public-private key pair includes
a public key stored in the firmware and a private key stored in a server,

obtaining a digest of an upgrade version of the firmware 1o be upgraded;

labeling the digest by the privale key of the at least one public-private key pair;

generating the information of a firmware upgrade package, wherein the information of the
firmware upgrade package includes data of the upgrade version of the firmware to be
upgraded, the digest, and a label of the digest; and

the transmitling the operating data to the elecironic device comprises transmitting the
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information of the firmware upgrade package to the glectronic device.

9. A method implemented on at least one electronic device, each of which has at least one
processor and a storage for operating the elecironic device, the method comprising:

obtaining sensing data of the elecironic device and/or sensing data of a surrounding of the
glectronic device:

determining whether the sensing data satisfy a preset condition; and

in response to a determination that the sensing data satisfies a preset condition,

controlling the elecironic device {0 execute a presst operation.

10. The method of claim 8, wherein

the obtaining sensing data comprises:
obtaining a real-time acceleration of the electronic device from at least one sensor,;

the determining whether the sensing data salisfy a preset condition comprises:
determining whether the electronic device is being pried based on the real-time

acceleration; and

the controlling the electronic device {0 execule a preset operation comprises:
in response to a determination that the electronic device is being pried, transmitling an

alarm signal to an alertor to trigger the alertor to raise an alarm.

11. The method of claim 8, wherein the electronic device includes an intelligent lock, the
obtaining sensing data comprises:
obtaining an indoor temperature from at least one sensor;
the determining whether the sensing data satisfy a preset condition comprises:
determining whether the indoor temperature is greater than or equal to a temperature
threshold; and
the controlling the electronic device {0 execule a preset operation comprises:
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in response (o a determination that the indoor temperature is greater than or eqgual {o

a temperature threshold, unlocking the intelligent iock.

12. The method of claim 9, wherein the sensing data includes noise data of a current
surrounding of the electronic device, and the method further comprises:

obtaining a current time;

determining a preset volume conirol rule matched with the current time,;

determining, based on the preset volume control rule, whether an ouiput volume
corresponding to the current time is a fixed preset volume;

in response {0 g determination that the oulput volume corresponding to the current time is
the fixed preset volume, outputting a volume based on the fixed preset volume,; and

in response (o a determination that the oufput volume corresponding to the curreni time is

not the fixed preset volume, cutputting an adaptive volume based on the noise data.

13. The method of claim 9, wherein the method further comprising:

determining whether the electronic device is abnormal,

the obtaining sensing data comprises:

in response to g determination that the electronic device is abnormal, obtaining at least
one target environmental parameter of a current surrounding of the electronic device, wherein
the at least one farget environmental parameter is related o the abnormality of the elecironic
device;

the determining whether the sensing data satlisfy a preset condition comprises:

determining whether an abnormality of the electronic device is caused by the at least one
target environmental parameter; and

the controlling the electronic device o execule a preset operation comprises:

in response to a determination that the abnormality of the elecironic device is caused by

the at least one target environmental parameter, reminding a user that the abnormality of the
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glectronic device is related to the al least one target environmental parameter.

14. An anti-pry switch, comprising:

an annular capacitor with a through-hole in the middle;

a core rod inserted into the through hole, being divided into a first segment and a second
segment having unequal dielectric constants along an axial direction thereof, a capacitance
vaiue of the annular capacitor is g first capacitance value after the first segment being inserted
into the through-hole, and the capacitance value of the annular capacitor is a second
capacitance value after the second segment being inserted into the through-hole, the first
capacitance value differs from the second capacitance value;

a hold-down assembly, for contacting a first end of the core rod; and

a spring assembly, for contacting a second end of the core rod, after the first end of the
core rod is squeezed with the hold-down assembly, the first segment of the core rod is inseried
through the through-hole, and after the hold-down assembly is away from the first end of the

core rod, the second segment of the core rod is inserted through the through-hole .

15. A system, comprising:
at least one storage medium including a set of instructions for operating an electronic
device; and
at least one processor in communication with the at least one storage medium, wherein
when executing the instructions, the at least one processor is configured o direct the sysiem
to perform operations including:
transmitting at least one request reiated to an electronic device, wherein the at least
one request includes a controlling request, a communication protocol determining request,
or a firmware upgrade request;
obtaining operating data, wherein the operating data is generaied based on the at least
one request; and
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operating the electronic device based on the operating data.

16. The system of claim 15, wherein the at least one request includes the conirolling request,
which includes an access request of a control page of a second electronic device, which sent
by a first electronic device, and the operating data includes page data of the control page of
the second electronic device, and to operate the electronic device based on the operating data,
the at least one processor is further configured to direct the system to perform additional
operations including:

displaying the control page of the second electronic device by the first electronic device,
and

controlling, based on an operation generated by a user on an operation object of the
control page, the second electronic device by performing a preset insiruction corresponding to

the operation object.

17. The system of claim 15, wherein the electronic device includes a gateway, the
communication protocol determining request inciudes device information of the gateway, and
to obtain the operating data, the at least one processor is further configured {o direct the
system to perform additional operations including:

obtaining configuration information corresponding to the device information, wherein the
configuration information includes information of a first communication protocol o be
configured by the gateway and information of a first cloud platform;

to operate the electronic device based on the operating data, the at least one processor is
further configured to direct the system to perform additional operations including:

determining a first communication protocol component corresponding to the information of
the first communication protocol; and

connecting the first cloud platform based on the first communication protocol component.
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18. The system of claim 15, wherein the at least one request includes the firmware upgrading
request, and to oblain the operating data, the at least one processor is further configured {o
direct the system to perform additional operations including:

obtaining information of the firmware upgrade package, wherein the information of the
firmware upgrade package includes data of an upgrade version of a firmware {0 be upgraded,
a digest of the upgrade version of the firmware 1o be upgraded, the digest being labeled by a
private key of at least one public-private key pair, and a label of the digest, and wherein the
public-private key pair includes a public key which stored in the firmware, and a private key
which stored in a sever; and

to operate the electronic device, the at least one processor is further configured {o direct
the system to perform additional operations including verifying the upgrade version of the
firmware {0 be upgraded based on the public key of the at least one public-private key pair and

the labeal.

19. A system, comprising:
at least one storage medium including a set of instructions for operating an electronic
device; and
at least one processor in communication with the at least one storage medium, wherein
when executing the instructions, the at least one processor is configured o direct the system
to perform operations including:
obtaining at least one request related to an elecironic device, wherein the at least one
request includes a controlling request, a communication protocol determining request, ora
firmware upgrading request;
generating operating data based on the at least one request; and

fransmitting the operating data o the electronic device.

20. The system of claim 19, wherein the at least one request includes the coniroiling request,

which includes an access request of a control page of a second electronic device, the access
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request is sent by a first electronic device, and {o transmit the operating data o the electronic
device, the at least one processor is further configured to direct the system to perform
additional operations including:

transmitting page data of the control page of the second elecironic device {o the first

electronic device.

21. The system of claim 18, wherein the electronic device includes a gateway, the
communication protocol determining request includes device information of the gateway, the
operating data includes configuration information corresponding to the device information, and
to generate the operaling data based on the at least one request, the at least one processor is
further configured to direct the system to perform additional operations including:

determining the configuration information corresponding to the device information,
wherein the configuration information includes information of a first communication protocol to
be configured by the gateway and information of a first cloud platform; and

to transmit the operating data to the electronic device, the at least one processor is further
configured to direct the system to perform additional operations including transmitting the

configuration information o the gateway.

22. The system of claim 19, wherein the at least one request includes the firmware upgrading
request, the operating data includes information of the firmware upgrade package, and {o
generate the operating data based on the at least one request, the at least one processoris
further configured {o direct the system to perform additional operations including:

determining a firmware to be upgraded,;

obtaining at least one public-private key pair, wherein the public-private key pair includes
a public key stored in the firmware and a private key stored in a server;

obtaining a digest of an upgrade version of the firmware {0 be upgraded;

labeling the digest by the private key of the at least one public-private key pair;

181



WO 2020/007339 PCT/CN2019/094682

generating the information of a firmware upgrade package, wherein the information of the
firmware upgrade package includes data of the upgrade version of the firmware o be
upgraded, the digest, and a label of the digest;, and

to transmit the operating data 1o the electronic device, the at least one processor is further
configured {o direct the system to perform additional operations including transmitting the

information of the firmware upgrade package to the electronic device.

23. A system, comprising:
at least one storage medium including a set of instructions for operating an electronic
device: and
at least one processor in communication with the at least one storage medium, wherein
when executing the instructions, the at least one processor is configured to direct the system
to perform operations including:
obtaining sensing data of the elecironic device and/or sensing data of a surrounding of
the electronic device;
determining whether the sensing data satisfy a preset condition; and
in response (o a determination that the sensing data satisfies a preset condition,

controliing the electronic device to execute a preset operation.

24. The system of claim 23, wherein
o obltain the sensing data, the al least one processor is further configured to direct the
systemn to perform additional operations including:
obtaining a real-time acceleration of the electronic device from at least one sensor;
to determine whether the sensing data salisfy a preset condition, the atl least one
processor is further configured to direct the system to perform additional operations including:
determining whether the electronic device is being pried based on the real-time
acceleration; and
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to control the electronic device to execute a preset operation, the at least one processoris
further configured o direct the system to perform additional operations including:
in response to a determination that the electronic device is being pried, transmitting a

alarm signal to an alertor {0 trigger the alertor to raise an alarm.

25. The system of claim 23, wherein the electronic device includes an intelligent lock, and to
gbtain the sensing data, the at least one processor is further configured to direct the system {o
perform additional operations including:
obtaining an indoor temperature from at least one sensor;
to determine whether the sensing data satisfy a preset condition, the at ieast one
processor is further configured to direct the system to perform additional operations including:
determining whether the indoor temperature is greater than or egual to a temperature
threshold; and
to control the electronic device to execule a preset operation, the at least one processoris
further configured to direct the system to perform additional operations including:
in response o a determination that the indoor temperature is greater than or equal to

a temperature threshold, unlocking the intelligent lock.

26. The system of claim 23, wherein the sensing data includes noise data of a current
surrounding of the electronic device, and the at least one processor is further configured to
direct the system to perform additional operations including:

obtaining a current time;

determining a preset volume conirol rule matched with the current time,;

determining, based on the preset volume control rule, whether an output volume
corresponding to the current time is a fixed preset volume;

in response (o a determination that the oulput volume corresponding to the current time is

the fixed preset volume, outputting a volume based on the fixed preset volume,; and
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in response o a determination that the output volume corresponding to the current time is

not the fixed preset volume, outputting a volume based on the noise data.

27. The system of claim 23, whereinthe at least one processor is further configured to direct
the system {o perform additional operations including:

determining whether the electronic device is abnormal,

to obtain the sensing data, the at least one processor is further configured to direct the
system to perform additional operations including:

in response to a determination that theslectronic device is abnormal, obtaining at least
one target environmental parameter of a current surrounding of the electronic device, wherein
the at least one target environmental parameter is related (o the abnormality of the electronic
device;

to determine whether the sensing data satisfy a preset condition, the at ieast one
processor is further configured to direct the system to perform additional operations including:

determining whether an abnormality of the electronic device is caused by the at least one
target environmental parameter; and

to control the electronic device to execute a preset operation, the at least one processoris
further configured o direct the system to perform additional operations including:

in response to a determination that the abnormality of the elecironic device is caused by
the at least one farget environmental parameter, reminding a user that the abnormality of the

electronic device i3 related o the at least one target environmental parameter.

28. A non-transitory computer-readable storage medium including instructions that, when
accessed by at least one processor of an electronic device, cause the computing device o

transmit at least one request related {0 an electronic device, wherein the at least one
request includes a controiling request, a communication protocol determining request, or a
firmware upgrade request;
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obtain operating data, wherein the operating datla is generated based on the at ieast one
request; and

operate the electronic device based on the operating data.

29. The non-transitory computer-readable storage medium of claim 28, wherein the at least
one request includes the controlling reguest, which includes an access request of a control
page of a second electronic device, which sent by a first electronic device, and the operating
data includes page data of the control page of the second electronic device, and to operate the
glectronic device based on the operating data, the instructions further cause the slectronic
device {o:

dispiay the conircl page of the second electronic device by the first electronic device, and

controlling, based on an operation generaied by a user on an operation object of the
control page, the second electronic device by performing a preset instruction corresponding o

the operation object.

30. The non-transitory computer-readable storage medium of claim 28, wherein the electronic
device includes a gateway, the communication protocol determining request includes device
information of the gateway, and {o obtain the operating data, the instructions further cause the
electronic device to:

obtain configuration information corresponding to the device information, wherein the
configuration information includes information of a first communication protocol to be
configured by the gateway and information of a first cloud platform;

to operate the electronic device based on the operating data, the instructions further
cause the electronic device to:

determine a first communication protocol componeant corresponding o the information of
the first communication protocol; and

connect the first cloud platform based on the first communication protocol component.
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31. The non-transitory compuler-readable storage medium of claim 28, wherein the at least
one request includes the firmware upgrading reguest, and to obtain the operating data, the
instructions further cause the electronic device to:

obtain information of the firmware upgrade package, wherein the information of the
firmware upgrade package includes data of an upgrade version of a firmware {o be upgraded,
a digest of the upgrade version of the firmware to be upgraded, the digest being iabeled by a
private key of at least one public-private key pair, and a label of the digest, and wherein the
public-private key pair includes a public key which stored in the firmware, and a privale key
which stored in a sever; and

to operate the electronic device, the instructions further cause the electronic device {o
verify the upgrade version of the firmware {¢ be upgraded based on the public key of the at

least one public-private key pair and the label.

32. A non-transitory computer-readable storage medium including instructions that, when
accessed by at least one processor of a computing device, cause the computing device to:
obtain at least one request related to an electronic device, wherein the at least one
request includes g controlling request, a communication protoco! determining request, or a

firmware upgrading request;
generate operaling data based on the at least one request; and

transmit the operating data to the eleclronic device.

33. The non-transitory compuier-readable storage medium of claim 32, wherein the at least
one request includes the conirolling request, which includes an access request of a control
page of a second electronic device, the access request is sent by a first electronic device, and
to tranamit the operating data {o the slectronic device, the instructions further cause the

computing device to:
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transmit page data of the control page of the second electronic device o the first

glecironic device.

34. The non-transitory compulier-readable storage medium of claim 32, wherein the electronic
device includes a gateway, the communication protocol determining request includes device
information of the gateway, the operating data includes configuration information
corresponding o the device information, and to generate the operating data based on the at
least one request, the instructions further cause the computing device o

determine the configuration information corresponding o the device information, wherein
the configuration information includes information of a first communication protocol to be
configured by the gateway and information of g first cloud platform; and

{0 transmit the operating data to the electronic device, the instructions further cause the

computing device {o transmit the configuration information o the gateway.

35. The non-transitory compuier-readable storage medium of claim 32, wherein the at least
one request includes the firmware upgrading reguest, the operaling data includes information
of the firmware upgrade package, and to generate the operating data based on the at least
one request, the instructions further cause the computing device {0

determine a firmware o be upgraded;

obtain at least one public-private key pair, wherein the public-private Key pair inciudes a
public key stored in the firmware and a private key stored in a server,

obtain a digest of an upgrade version of the firmware {0 be upgraded;

label the digest by the private key of the al least one public-private key pair;

generate the information of a firmware upgrade package, wherein the information of the
firmware upgrade package inciudes data of the upgrade version of the firmware to be
upgraded, the digest, and a label of the digest;, and

to transmit the operating data to the electronic device, the instructions further cause the
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computing device to fransmit the information of the firmware upgrade package {o the electronic

devices.

36. A non-transitory computer-readabie storage medium including instructions that, when
accessed by at least one processor of an electronic device, cause the electronic device o

obtain sensing data of an electronic device and/or sensing data of g surrounding of the
siecironic device;

determine whether the sensing data salisfy a preset condition; and

in response to a determination that the sensing data satisfies a preset condition, control

the electronic device {0 execute a preset operation.

37. The non-transitory compuier-readable storage medium of claim 36, wherein
{o obtain the sensing data, the instructions further cause the slectronic device o
obtain a real-time acceleration of the slectronic device from at least one sensor;
the determining whether the sensing data satisfy a preset condition comprises:
determine whether the electronic device is being pried based on the real-time
acceleration; and
to control the electronic device to execute a preset operation, the instructions further
cause the electronic device to:
in response o a determination that the electronic device is being pried, transmit an

alarm signal to an alertor to {rigger the alertor {0 raise an alarm.

38. The system of ciaim 38, wherein the electronic device includes an intelligent lock, and to
obtain the sensing daia, the instructions further cause the electronic device to:

obtain an indoor temperature from at least one sensor,

to determine whether the sensing data satisfy a preset condition, the instructions further
cause the electronic device to:

determine whether the indoor temperature is greater than or equal to a temperature
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threshold; and
to control the electronic device to execute a preset operation, the instructions further
cause the electronic device to:
in response (o a determination that the indoor temperature is greater than or eqgual {o

a temperature threshold, uniock the intelligent lock.

398. The non-transitory compuier-readable storage medium of claim 36, wherein the sensing
data includes noise data of a current surrounding of the electronic device, and the instructions
further cause the electronic device to:

obtain a current time;

determine a preset volume control rule matched with the current time;

determine, based on the preset volume control rule, whether an output volume
corresponding o the current time is a fixed preset volume;

in response to a delermination that the output volume corresponding to the current time is
the fixed preset volume, ocutput a volume based on the fixed preset volume; and

in response to a determination that the output volume corresponding to the current time is

not the fixed preset volume, outputl a volume based on the noise data.

40. The non-transitory computer-readable storage medium of claim 36, wherein the electronic
device includes an intelligent lock, and the instructions further cause the elecironic device to:

determine whether the intelligent lock is abnormal;

to obtain the sensing data, the instructions further cause the electronic device o

in response {o a determination that the electronic device is abnormal, obtain at least one
target environmental parameter of a current surrounding of the electronic device, wherein the
at least one target environmental parameter is related to the abnormaiity of the electronic
device;

to determine whether the sensing data satisfy a preset condition, the instructions further
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cause the electronic device to:

determine whether an abnormality of the electronic device is caused by the at least one
target environmental parameter; and

to control the electronic device to execute a preset operation, the instructions further
cause the electronic device to:

in response to a determination that the abnormality of the electronic device is caused by
the at least one farget environmental parameter, remind a user that the abnormality of the

electronic device is related to the af least one target environmental parameter.
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