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information contents in data memories and ] A ! 1

program memories included in a data base oRF1 "
installation, without destroying the equip- ) _ij..
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ment. An operation device (MO) is brought cPu[
to activate a first group of parallelly working
address generators (AD1-ADn), these genera-
tors successively generating and selecting all
addresses in a memory (DS1-DSn) which is
separately connected to each of the genera-
tors and which is part of a first memory
group. Gate circuits (GD1,-GDn,) are con-
nected to the data inputs on each memory
unit in this first memory group through
which binary digits of the same logical level
is written into the selected addresses of the
memories irrespective of what is already writ-
ten there. The operation device (MO) also ac-
tivates a second group of parallelly working
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address generators (AP1-APn), these genera- o
tors successively generating and selecting all SR3 SR 1
addresses in a2 memory (PS1-PSn) which is se- QL < a

parately connected to each of the generators,
said memory being part of a second memory group. Gate circuits (GP;-GPn,) are connected to the data inputs of each

memory unit in this second memory group through which circuits binary digits of the same logical level are written into the
selected addresses of the memories. After completed erasing in said first and second memory group an activation signal is
transmitted to a control device (L) which then indicates that the erasing is finished.
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ARRANGEMENT FOR AUTOMATIC ERASING OF THE INFORMATION CONTENTS IN DATA

BASES .

FIELD OF THE INVENTION

The invention relates to an arrangement in data bases to prevent

someone from unduly access to, or misuse of, the information contents

in the data base.

DESCRIPTION OF PRIOR ART

In such data bases where the information contents are confidential or
secret, there is always risk of sabotage or undue aécess to the infor-
mation. Access to data in such plants is normally limited in different
ways for example by classifying terminals, ciphering of data at data
transmission or using éome kind of system with pass words. The plants
are also guarded and located in protected premises. In spite of this
there is a risk that groups might occupy a2 plant. Then it can be diffi-
cult to protect data and the Tunctions of the installation. In such

extreme cases blasting of the whole installation is in certain cases

prescribed.
‘SUMMARY OF THE INVENTION

The problem in known technics is of course that in manned plants there
is a great risk that the staff is hurt at pbssible blasting, further-
more perhaps a quantity of valuable equipment is destroyed unnecessari-
ly. Furthermore it has proved to be very difficult to destroy data

stored on tape or tape casettes in a.sufficiently effective way.

The invention, which is characterized in the claim, solves said problem
by providing the data base with a spec%al button a so called emergency
button which when activated provides electrical impulses to an electro-
nic circuit which in a first step erases all data information in the

data base and then in a second step erases all program information.in

the data base.

The advantage with the arrangement according to the invention compared

with known arrangements is that the whole installation can be made
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unusable without material destruction and without exposing the staff

for any risk of danger. As the data information has been erased the

o

contents on tapes, casettes or disk memories cannot be read in other
computers. As all prog}ams have been erased the data base cannot be

5 used for spreading false information either. Furthermore with the
arranéement according to the invention a technically simpler and eco-
nomically more advantageous solution than in known arrangements is

obtained.
BRIEF DESCRIPTION OF THE DRAWINGS

The arrangement according to the invention js closer described below
10 by means of.an embodiment with reference to the accompanying drawing

which is a block diagram of an arrangement according to the invention.
PREFERRED EMBODIMENT

As appears-from the figufe the arrangement according to the invention
is part of a data base installation combrising a data system of a
known kind which for example is described in AXE 10 System Survey,

15 LME 118708 where a computer controls writing andvreading in connected
data memories and program memories. Such writing and reading is known
technics and is not included in the inventive idea but is mentjoned
to facilitate the judgeﬁent of the arrangement. In a data base
installation such data—- and program memories cén be for example tape

20 memories, casette memories, disk memories, semiconductor memories etc.

In the installation according to the figure there is a number of data
memories DS1-DSn for storing the information with which the data base
works. The memories can be of different types and can also contain A
different kind of information, i.e. they can be considered as function
25 units compLetely.separated from each other. A number of additional
memories are also included in the data base, that is the program
memories PS1-PSn. Also these memories can provide function units se-
parated from each other. In the memories PS1-PSn- those programs are
stored which control the brocesses in the data base. ALl the memories,

30 data memories as well as program memories receive write- and read
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orders from a computer CPU which is connected but not shown in the
figure. By dividing the memories in function units a very short

access time is obtained. As both data- and program information in a

data base can be of a ver} great value to a saboteur or an attacker
there must be in the plant, beside the purely physical protect1on, a
possibility to prevent undue access to.the important information wh1ch :
is stored in the memories. As previously mentioned the blasting of the
plant is a method which is both dangérous and unsafe. The arrangement
according to the-invention'admits effective elimination of data and

program through erasing so that neither staff nor equipment will be

damaged.

Furthermore.it appears from the figure that the arrangement according
to the invention contains address generators AD1-ADn and AP1-APn,
respectively, separately connected to the address inputs of each data
store DS1-DSn and program store PS1-PSn, respectively, for pointing out
each memory position appearing'in the connected memory. Gate circuits

Gb1,- Gbn, and GP1 GPn4, respectively, are connected to the data in-

1 4
puts of the memories, from which gates logical zeros are written into

each.pos1t1on on a pointed out address in the memory when the memory

receives a writing pulse on a writing input W. Thus the idea of the
erasing is that for each pointed out address in the memory only zeros are
written into the pointed out positions jrrespective of what is written

there before until the whole memory is filled with zeros.

As appears from the figure the output from an operation point MO is
connected to the set—-input on a bistable flip—flop SR1, the task of
which is, when activated, to provide a signal of a determined logical
level as long as no activation signal is fed to the reset-input of the .
flip-flop. The output of the flip-flop is connected to the inputs of

a number of addfess generators AD1-ADn made by TEXAS INSTRUMENTS

type 74 LS 191. Each of the address generators is separately con-
nected on the outputs to the address inputs on a corresponding data
memory DS1 DSn made by INTEL type 2114 L. The task of the address
generators, when activated and when controlled by a clock CL being

common to the system, is to generate all addresses which can appear

in the connected data memory and in turn point out each address in the




WO 82/02274 PCT/SE81/00385

10

15

20

25

30

35

memory. In the embodiment it has been assumed that each word which
js stored in the memory consists of & bits, of course the memories can

also be designed for other word lengths, for example 8 bits. This,

|~

however, does not effect the principle for erasing. The output from 2 4
gate ci}gdit GD11~GDn4 is connected to each of the data inputs on each ¥
data memory DS1-DSn. The gate circuits are logical AND-circuits made by
NATIONAL type'74 LS 02 provided with two inputs one of which is inver-
ting. The output from said flip~flop SR1-is connected to all the
mentioned inverting'iqputs of the AND-circuits. The second input on

each of the AND-circuits is connected to a data bus DB which is common
to the memoéies thrdugh which data bus.the communication is maintained
between the computer CPU and the memories DS1-DSn. According to the
embodiment the computer can be a microprocessor made by MOTOROLA type

MC 68000. The output from the flip-flop SR1 is also connected to one

of the inputs of an OR-circuit OR1-ORn, the second input_of which is

fed from the computer CPU. The output of said OR-circuits is connected
to the wiite input of respective associated data memory. A register
RD1-RDn made by TEXAS INSTRUMENTS type T4L8174 s connecte§ to the data
outputs on each of the aata memories. The registers contain as many
positions as the data word, i.e. in the chosen case 4. The outputs from
the registers are connected to corresponding inputs of AND-circuits
0D1-0Dn, the outputs of which are inverting and connected to inputs of

a further AND-circuit 02. The circuit 02 has as many inputs as the
number of AND-circuits 0D1-0Dn, which in its turn depends on ‘the number
of data memories. In the chosen embodiment the number of memories is two
DS1-DSn, which implies two AND-circuits 0D1-0Dn and consequently two
inputs.on the circuit 02. As appears from the labelling of the memories

of course there can be more than two memories.

A counter €1 common to all data memories is also connected to the out- o
put of the flip-flop SR1, which counter controlled by the system clock

CL, transmits a read pulse to the data memory when the last position

¥

in the data mémory has been pointed out, so that the word in the last
position of the data memory is read out to respective register RDi-
RDn. In order to prevent data from being read from the memory from any
other address fhén the last selected when erasing, blocking circuits

B1-Bn are connected to the read inputs of the data memories, said
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blocking circuits consisting of AND-circuits the one input of which is

inverting and connected to the output on the flip—flop SR1. The second
input of the circuits B1-Bn is fed from the computer CPU, which in nor-
mal circumstances provides a reading pulse on thisiinput. The output
from the AND-circuit 02 is connected to the set—input on a second bi-
stable flip-flop SR2 of the same t}pe as the flip-flop SR1 and the out-
put of which, in exactlyfthe same manner as the output from the flip-
flop SR1, feeds an exactly identical electronic circuit which controls
the work towardé the data memories but this circuit is now intended k
for the program memories PS1-RSn, which;memories are of the same type
as the data memories. Thus the output-of the flip—flop SR2 is con-—
nected to the inputs of the:address-generators-APf-APd;‘uhicﬁ address
generators are of the same type as the generators AD1-ADn. Each of the
address generatofs js connected to the address inputs of a correspcndf
ing program memory PS1-PSn. The +ask of the generators, as previously
mentioned, is to generate all addresses which can appear in.the con-
nected program memory controtled by the common system clock, and in
turn point out each address in the memory. The word Llength in the
program memories is the same as in the data mempries i.e. & bits.
Gate circuits GP11—GPn4 of the same type as the'gate circuits GD11—
GDn4 are connected to the data inputs of the program memories. The
output of the flip-flop SR2 is connected to the inverting input of
all AND-circuits GP11-GPn4; A second input on each of the AND-circuits
js connected to a control bus CB being common to the program memories
through which bus the computer CPU in the normal case exchange data .
with the memories PS1-PSn. The output from an OR—ci;cuit ORP1-0ORPn is
connected to the writing input on each of the program memories. One
jnput on each OR-circuit is fed from the computer CPU providing a
writing pulse at normal operation. The second input of the OR-circuits
is connected to the output of the flip-flop SRZ, from which wirite pulses
are obtained when erasing. A register RP1-RPn of the same type as the
registers RD1-RDn is connected to the data outputs on each of the
The outputs from the fegisters are connected to
circuits OP1-OPn the outputs of which are

memories PS1-PSn.
correspondiﬁg inputs ‘on AND-
jnverting and connected to inputs of a further AND-circuit 03.

The output of the circuit 03 is connected to the set-input on a third

bistable flip~flop SR3, of the same type as the flip-flops SR1-SR2, and
BUREAY
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the output of which is connected to a supervisory lamp L. To the
output of the flip-flop SR2 is also in this cése connected a counter
€2 common for all program memories and of the same type as the counter
61, which counter C2 when the last position ‘in the pfogram memory has
been pointed out, reads the selected word into respective register RP1-
RPn. ANb—circuité'BP1-BPn are connected to the read inputs of the
program memories to block reading.in the memory during erasing. One of
the inpups of each of the circuits BP1-BPn is inverting and fed from
the output of the flip~flop SR2. Under normal.conditions the computer
CPU providing read pulses to the memories by connection‘to the second
ihput of the circuits BP1-BPn. As mentioned the counter C2 cancels the
read blocking each time the last address in the memory has been selec~
ted. In normal cases a computer CPU works in a known manner towards
connected memories DS1-DSn and PS1-PSn, respectively. If, however, such
a situation should occur that the information in all memories has to

be erased, this is done according to the process described below.

The operator activates a non-locking push-button a so called "emergency
button" at an operation point MO. Then a positive voltage pulse is
transmftted to the set-input of the bistable flip-flop SR1 which then
js set to ONE, j.e. providing a logical one-signal on the output and
remaining in this poéition’if not a zero-setting-signal is fed to the
reset input of the flip-flop. The ou;put-signal from the flip—-flop SR1
activates the address generators AD1-ADn, which controlled by signals
from the common system clock CL start; generating all addresses which
can appeér in the connected data memories DS1-DSn. The address genera=
tors work in parallel but each towards its own data memory. In turn all
addresses in the data memories are pointed oht. The output signal from
the flip-flop SR1 also activates the inverting inputs of the AND-cir= .
cuits GD11-€bng, the outputs from the mentioned AND-circuits being s
seized by:a ‘logical ZERO-signal. The ONE-signal from the flip-flop SR1

js fed to one of the inputs of each of the OR-circuits OR1-ORn the

outputs of which then transmitting write pulses to the write input W

on respective data memory DS1-DSn. When a data memory receives a

writing pulse the zeros from the outputs of the AND-circuits GD11-

GDnA

by the addressgenerators. In this manner the pointing out and writing
BURELAY
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are written into each memory position on the address pointed out
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into each memory continuesruntil the whole memory is filled with

zeros irrespective of what has been written previous[y; To obtain
acknowledgement signé[ that the memories are compLetéLy erased, i.e.
filled with zeros and to start the eras1ng process for the program
memories PS1-PSn, 1nformat1on from the last address position of res-
pective data memory is read to the registers RD1-RDn. As previously
mentioned the reading from the data memories is locked in all address
positions but the last. The counter C1 which conta1ns as many steps as
the number of words in the data meméry js activated by thé signal from
the flip-flop SR1 and is stepped, EontroLLed by the common system clock,
one step for each selected address in the data memory. When the counter
has reached the pos1t1on corresponding to the last address position of
the data memory it provides on the output a signal wh1ch directly
activates the read input R of all data memories DS1- DSn, ‘the contents
in the last aqdress position of each data memory being fed to respec-—
tive register RD1-RDn. In the rest of the address positions the reading

is Locked by the ONE-signal from the output of the flip-flop SR1, which
+he AND-circuits B1-Bn, the

zero-signal to the read input

signal is fed to the inverting inputs of
outputs from these circuits transmitting
of respective data memory. On these addresses no activation signal
from the counter C1 is transmitted. The output signals from the regis-
ters RDT-RDn are fed to corresponding inputs on the AND-circuits 0D1-
0bn. As the outputs of said AND-circuits are inve[ting each circuit
provides a logical ONE-sighal,which'is fed to a correéponding'input

of an AND—circuit 02, Thus the inputs‘of the circuit 02 are activated
in parallel when the last address position of respective data memory
is read. The signal from the‘output on the circuit 02 is fed to the_
input of the flip-flop SR2 which then is activated and transmits an
ONE-signal on the output. This signal constitutes activation ‘signal
for erasing in the program memories PS1-PSn. The process is exactly
the same as has been described when erasing in the data memories
DS1-DSn. The signals from the flip-flop SR2 activate the address
generators AP1-APn, which controlled by the system clock CL generates
all addresses which can appear in the connected program memories PS1-
PSn. In turn all addresses are pointed out. The signal from the fl1p-
flop 'SR2 activates the inverting inputs of the AND-circuits GP11-GPn4

and furthermore it provides writing pulse to the writing input W of

BUREA([
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the progrém memories by activating one input of each of the OR-circuits
ORP1-ORPn. The logjcal'zeros appearing on the data inputs of the memo-
ries when erasing, are written into the a@dresses pointed out by the
address generators so that finally also all prograﬁ memories are filled
u1th zeros. The erasing is then finished and the information 1n the last .
seLected address position in each program memory is read to respect1ve
register RP1-RPn, when reading pulse is obtained from the counter C2
which is sfepped syncronously with the address generators and common to
the memories. Blocking of reading in the rest of the memory positioné
is obtained by the fact that the output signal from the flip-flop SR2
activétes the inverting inputs of the AND-circuits’BP?-BPn;“iero signat
being obta1ned on the reading 1nputs R of the memories as also the
counter C2 in these address positions transmits zero signal. The sig-
nals from the registers RP1-RPn are fed to corresponding inputs of the
AND-c1rcu1ts OP1-0Pn, the 1nv=r;7ng outputs of which transmit signals
to corresponding inputs of an AND-circuit 03. When all m=mor1es have
been erased and the inputs to the circuit 03 consequently has been
activated this circuit transmits an output signal to the third bistable
fLip—fLob SR3, which then is set to ONE and transmits activation signal
to the lamp L which then is turned 6n and shows that the whole erasing

process is ended.

Under normal conditions where all flip-flops SR are set to zero, i.e.

there is no erasing going on, the computer CPU, not shoun‘in the

drawing, controls the writing and reaéﬁng in the memories. The writing

is carried out by connection to the OR-circuits OR1-ORn and ORP1-0RPn,
respectively. The reading is carried out by connecting the computer to

the AND-circuits B1-Bn and BP1-BPn, respectively. When zero-signal is
transmitted from the outputs of the flip-flops SR1. and SRZ2 to the in-
verting inputs of the AND-circuits GD11-GDn4 and‘GP11-GPn4,respectiveLy, i
the feeding of information to the memories from the data bus DB and the

control bus CB js completely controlled by the computer CPU. »
Further. advantages with the arrangement according to the invention are:

As several physical memories are utilized it would take a long time
to erase all information if the computer itself should perform this

with normal access methods, one word at a time. By parallel erasing
BUREAY
OMPX
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in the memories a considerable gain of time is obtained.

By the arrangement according to the invention a capacity demanding

work is unloaded from the computer.

A short access time by dividing into serveral memories which also

5 4implies modularity at a possible expansion.
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WHAT WE CLAIM IS:

An arrangement for automatic destroying by erasing the information

e

contents in data memories and program memories in a data base installa-

tion without destroying the equipment,  characterized in that an opera- »

tion device (M0O), when activated transmits a control signal to a first
group of parallelly working addrégs generators (AD1-ADn) for successive

generation and selection of all addresses in a memory (DS1-DSn) being

- separately connected to each of the generators and which memory being

included in a first ﬁemory.group, said control signal also being con-
nected to a Eecond group of bafaLleLly wopking address generators
(AP1-APn) for successive generation and selection of all addresses in
a memory ©S1~PSn) being separately connected to each of the address
generators, which memory is included in a second memory group, and that
gate cir;uits (GD11-GDn4) are connected to the data inputs on each
memory unit of said first memory group through which circuits binary
digits of the same logical level in a first step are written into the
successively sélected'addresses of said memories of said first mesmory
group, and thaf gate ci;cuits (GP11— GPn4) are connected to the data
inputs on each memory unit of said second memory group through which
circuits binary digits of the same logical level in a second step are

written into the successively selected addresses of said memories of

said second memory group.
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