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SELECTING ROUTES THROUGH A NETWORK

CLAIM TO PRIORITY
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Fhis patent gpplication elaims the benefit of, and prionty fo, LS Provisional

14§

Apphcation No, 6078440530 filed on Sepiamber 12, 2006 {dovket no. 19825-008P01), and
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o, ULS, Provisional Application No. 60/809,063 Hled on May
26, 2006 {decket no. 19825-004P011. The contents of ULS. Provizional Application Ne,
60/844,030 and LL8, Frovisional Application No. 6/809.G63 are herelyy incorporated by

veforenve o this patent apphication as if set forth heretr n full.

TECHNICAL FIELD

(o bV & 3 [ S TN Sy ST [T S N L S PO
Phis patont applivation relates generally to selecting roules, or paths, through a

network and, more particularly, to selecting routes through the neterork o impact the

BACKCGROUND
fotoe over lntermet Protocol {VoIP) enables users 10 make telophone calls over a
somputer network, such as the Tnternet. VolP s used to convert a voice signal from a

telephone iito g digltal signal, which can be transmitted over the computer network. Ata

recetving end, VoIP s used (o copvert the digtal signal back into a voice signal,

T

Blomy can anse doring transmission of telephone calls over g netw

exaraple, excussive network traffic can create a bottlencek at a node on the netwerk,

e

thereby ulfecting the quality of the telephone calll Also, g node on the nevwork can fal oy
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funvtion improperly, which can also have a dedeterious effect on telephone calls
transniitted through the network. These problems are not anigue to telephone calls that
are fransmitied over a nefwork psing VolP, but rather such problems can soowr o any
network over which telephone calls gre rowted.

The oregoing probloms can ocour in managed networks, in which a predefined

bandwidth 1w guaranteed per telephone call, but are particularly acute 1o unmanaged

networks, such as the Internet, where a predefined amount of bandwisith 18 not guaranteed

ver telephone cadl,

SUMMARY
‘This patent application describes methods and apparatus, inclunding computer

program praduets, for selecung

£

routes through anetwork.

In peneral, this patent application deseribes s method for affeeting routing of

e ety
o~

conyrmnteation from a first conmputer system, through a network, 10 8 seeoend conp
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Atem,

P
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fro method comprises assigning an ouipet address of the frst computer systam
and an input address of the seeond compoter system. The commuenicgtion 13 sent from the
output address of the firat computer system and recoived at the inpul address of the
second computer systomt. The method may alse include vue or more of the following

o : . .
features, © sther alone of In gombination.

g the output address of the first computer systern and the nput address of

the second computer systom may comprise generating a ronte lst. The route I may
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st e oulput address of the frst computer system and the nput address of the

sovend conpoter system. Furthermore, the route Hst may comprise ong of nuws
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additional ontput addresses of the first computer system paired with oue or more

£

aat

deditional inpu addresses of the second compuater system,

5
el

.

2y

§» b

e method may comprise determining whether a route through the network
meets g metrie. The metric may be predefined or measured dynamically, The output

address of the st computer systern and the Input address of the second computer system

may b assigned based on whether the roote micels the metrie, 1 the route does aot mest
the metrie, & new output address of the first computer system and a sew input address of
the second compider system may be assigned o thoreby select & now route through the

N

network., The commumcation may be sent from the new output address of the firg
computer Systens and receivad at the new fnput address of the seeond conputer systom.
The mstinic may comprise plaral netrics. The plurel mefrics may comprise an ativibute of
the route and a quality of communication, The attribute of the route may comprise at

feast one of & guality of the route and & bandwidth associated with the rowe

The method may comprise assigning & second output address of the first computer

fas) pe

2

system and g second input address of the second computer system i there s not suificient
bandwidth gssociated with the route to accommodate comununication,
Thoe setwork may comprise an unnanaged notwork, over svhireh a predetined

handwidth ix not guaranteed for comnmnication. One example of wn vnmanaged network

P
>

mohudes the |

Yo s
¥

viernet. The network may comprise a managed notwork, over which a
predefined bandwidih i3 guoranteed for communication. The commumication may
comprise a telephone call andfor any other type of data transfer.

The first computer system may be configured o obian the rounte lst and o moale

the commanication in accordance with the route Hal prior o engaging in a communication
over the network, The first computer system may be configured to obtain the route list
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andd o route the communication in accordance with the roude Hst during  set-up procoess
for engaging in comumutestion over the network,

The foregoing method for affecting routing of & communication may be

mplomented using one or more machine-readable media. The one or more machine-

o=

readable media stores instructions that arve excoutable by one or more processing devices
to perform the method. The method may be impleamented using one or nore apparsius

andfor systens that include one or more processing devices and memory for storing

mstruchions that are executable by one or more processing

his patent application also descertbes g system to affoot rowting of

commnuication over a network. The system comprises s first computer syatem having

feast one of the first computer systemn and the second compuier system is configured o
asyign an output address of the first computer system and an input addvess of the second
compuder System, through which addresses communication is routes, vis the network,
between the Hret comyputer system and the second computer systemn. The system 1y
ala nchude one or more of the following features, etther alone or in combination

Al feast one of the first computer systera and the second computer avstem may be

configured tiy generate 8 route Hst comprising the output address of the Hrst computer

system and an nput address of the secend computer syster. The route Hst may comprise

one or more additional output addresses of the first computer system paived with one or
more additional input addresses of the second computer systen,

The system may comprise a registration server, The registration server may be
condigured 1o receive the route list and to send the route st to al least one of the first

compuler system and the seoond computer system. At teast one of the first computer
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systermn snd the second computer system may be configured o use the routs Hst to

commmunication 1o the network and to determine the input address of the second camputer
system {0 which {o direct the communication.

At Jeast one of the first computer systens and the second computer system may be
contigurad 100 defermine whether a route through the network meets a metrie, and assign
the outpul address of the first computer system and the input address of the second
computer system based on whether the route meets the metrie. The metric way comprise
plural metrivs, such as 4 bandwidth associated with a route. The plural metrice may
comprise an atiribute {e.g., a quality) of the route and a quality of the communication.

The systent may comprise ong or more servers confipured fo store information relating o
the quality of communications transmitted over the route snd to provide the informaution

for ad feast one of the Hirst computer system and the second computer sy

information corvesponds to the metric used to assign the output address of the Hrst

compter sysiem and the topot address of the second computer systent,

W ihe rouie does not meet the metrie, af Jeast one of the frst computer systom and

the seeond computer system may be configured to assign a new cutput address of the first

compater system and g new input address of the second computer system fo thereby select

a new route through the netwerk, The communication may be sent from the new output

~

sckdress of the first computer system and received at the sew tnpat address of the seeond
computer system. The route may be dictated, at least in part, by an initial ouiput address
of the fivet computer systom and an initial input address of the second computer systern.

The network may comprise an tnmanaged notweork, over which a predefined

Bandwidth 1z not gusrantend for communication. One exampie of an unman wged network
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is the Internet. The network may a managed network, over which a predefined bandwidth
is puaranteed for communication. The commumication may comprise a telephone call,

The first computer system may be configured o assign an output address of the

fivst computer system and an input address of the seoond computer system, where the
3 outpud address of the first computer system and the input address of the second computer
system eorvespond o a route through the network. The second compuier system may be
conligured to receive the route from the first computer system and to propose, to the Srst
computer system, an alternate route through the network, The seeond computer system
afigured fo receive the route from the first computer aystem, to deterniine
1 whether the route Is acceptable tn the second computer system, and, i the route is not
aveeptable, to wait for an aliernate route from the first computer system,
Fhe second semputer system may be configured fo assign an output address of the
Hizst computer system and an input address of the seeond computer system, where the
output address of the fest computer system and the inpat address of the second cumiter
13 systern correspond to a route through the network, The first compuier system may de
condigured to receive the route from the sevond computer system and io mropase, o the
second computer system, an aliernate route through the network. The first compater
system may be vonfigured to receive the ronte from the seconsd computer syatem, o
determine shether the route Is acceptable o the first compuier vystem, and, I the route is
H not acueptable, to watl or an altermnate route from the second conpater svstent

The first computer system may be configured to assign a first cutput sddress of
the first computer system sad a first input address of the second computer system, where

the first cutput address of the fivst computer svstem and the first fnput address of the

secowd compruter system covrespond to 8 first route through the network, The seeond

DY
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computer system may be configured to assign a second vutput address of the firgt

computer sysiem and a second input address of the second computer system, where the

ceond cutput address of the first computer system and the second input address of the
second oomputer system correspond to a1 second route through the setwerk. At least one
of the first computer systens and the second computer system may be configurad to

determine whether 1o use, for communication, the first route, the seound smae, or neither
route. I the first computer system determines that neither route is to be used for
communication, the first computer system may be configured o select a thivd gommpaior
system with which o commanicate. [ the second computer systom determines that
sefther ronte is o be used for communication, the second computer system may be
configived 1o select the third computer system with which to commuesicate,

I general, this pstent application also describes s system to affect routing of
conumunication sver & network, The systent comprises 3 first computer System that is
that is configured to commumicate over the network vin one or more sutput addresses, a
seconnd computer system that is that is configured o communieate over the nobwork via

one ar more mput addresses, and e third compuder systemn that is configured o

commumneate sver (ke network, At least one of the first computer system, the second

computer syatem, and the third computer system may be configured o assign an oulp

address of the flest computer system and an input address of the second computer system
for communcation between the first computer systen and the second conputer syston,
The output address of the first computer systont and the input address of the second
computer systam correspond to & route through the network, The system may also

whide one or more of the following featares, oither alone or in combination.

o
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“he ouipul address of the first computer systens and the input address of the

secovid compuler sysiem muay comprise parts of @ route Hat. The route list may comprise

pairs of addresses over which communications can be routed betwesn the fivst computer
syste the second computer . Ifthe Sest computer system is configured to
assign the oulput address of the fivst computer system and the nput address of the second

o

compruter sysiens, the first computer system may be configured o provide the route st o

CJ
v

cast one of the second computer systern and the third computer system, 1 the second
computer systent is configwed 1o assign the ovtput address of the first computer system
and the input address of the second computer system, the second computer system may be

v

configured to provide the route Iist to at least one of the first computer system amd the

LA

third computer system. 1 the third computer system is configured o assign the output

address of the first computer system and the input address of the second computer svstam,
the third computer system may be configured to provide the route Hst wo at least one of the
tirst computer systom and the second computer system,

At

Yty

cast one of the first computer system, the second computer systeny, and the
shird conputer system may de configured to: determine whether a ronte thyounh the
uetwork meets g metric, and assign the output address of the fivs) compuier system and
the inpal address of the seeond computer system based on whether the route mests the
wetniv, The melric may refate 1o one or more of Hiter on the network, packst loss on the
network, latency on the network, and bandwidth otilization on the network, In thig

X} S il

regard, the metric may comprise sne or more metrics that are obtained via one or more of

the first computer system, the second computer systen, and the thivd compater system.

In o case that the frst computer System assizns the putput address of the first

compaier system and the input address of the second computer system, the metric may
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COMPise one ¢ Mmore metries that are determined by the Hrst computer system. In g case
that the second computer systom assigns the output address of the Hirst computer system

and the wput address of the second computer systen, the metric may congrise one o

more mstrics that are defermined by the second computer systern. In a wase that the third

R 2

compuier system assigns the output address of the first computer systom and the input

foe)

adidress of the second computter system, the meiric may ComrIse Hne oF more mettios that
are detormined by the thivd computer system.

{r g case that the Brst eomputer system assigns the ovtput sddress of the first

computer system and the input address of the second computer systeny, §

o

it Lomprisg one or more metrics that are determined by at least one of the second compuier

sysiem gnd the thud computer sysiem. [n 2 case that the seeond computer yystent assigr

o
he oup
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somputer sysiem, the melic may comprise one or wore metries thitt ave dotermined by ot
least one of the first computer systen angd the third computer system. Inou cuse that the

i3 third compaier system assigns the ouipot address of the first computer system and the

input address of the seeond computer svstem, the metric may comprise ot oF moTs

metrios that are defermined by at least one of the first computer sysion: and

conpuier Svsteny,

At least one of the first computer systom, the seeond computer systom, and thisd

36 computer system may be configured to generate a route List comprising the output address

X N

of the first computer syster and an input address of the second computer system. The

U3

first computer systen may be configured to obtan the route Hst wud o

”
ko
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-
o
e
e
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o
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commmumication i sccordance with the route Hst prioy to engaging in g conununication

over the network, The first computer system may be configured {0 obtain the route ligt
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and to route the cormmmuanication i accordance with the route Hist during « set-up process

for engaging in commmunication over the network. The route Hst may be obtained from

TR

one of the second computer system and the third computer systent,
The details of one or move examples are set forth in the scoompanying drawings
8 and the deseription below. Further features, aspects, and advantages will become

apparent from the desoription, the drawings, and the claims,

DRESCRIPTION OF THE DRAWINGS
Fig. | is ¢ block disgram of a notwork on which a process for selecting a rouie
W0 through the nobwork may be implemented
Fig, 2 is & bloek disgram of a telephone system on the network of Fig. 1
Fig, 3w a flowchart showing a process for selecting g route through & network.
Fig. 4 ix a block diagram of a network on which a process for monttoring the

PR

guality of ¢ telephone call transmitted over a network may be implemenied.
+ : 3

- 5 ix a block diagram of an endpoint device on the network of Fig. 4.

s

L

pe
e
.4

-

Fig. 6 15 a flowchart showing a process for mondioring the quality of & felephone

call transmitted over g netwark.

Fig 7 i a flowchart showing an alierative process for selecting @ rovte theough 8
network
25 Like reference numerals in different figures indicate ke clements,
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DETAILED DESCRIPTION

fie processes deseribed herain are applicable {o any conumunication through a

petwork, inchuding, but not limited o, {elephone calls, information, viden, interactive
video, and sudiofvides, Implementations using telephone calls are desoribed below. The
comcepts deseribed with respect to telephone calls can be implemented for any data How.
Fig. 1 shows a network 10, over which devives {lato Tig, such as welephones,
conwmaicate, Devices Tlatoe g {which are herelnafier referred to as
devices”) may be VolF-enabled or non-VoiPeenabled, For example, the communication
devices may be standan! telephones, cellular telophones, VolP-enabled telephones, ar any
combination thercel. The communication devices may also include processing devives,
such as computers or any other data processing apparatus including, but not Bmited 1o,
deskeop or laptop computers, personal dightal assistants (PDAsg), and gaming devices.

Network 10 may be an IP-enabled network, snd may tnelude a bes! area network
»

o

{LAN}, suehy as an ntraned, andfor a wide area network {WAN), which may, or may sot,

b3

include the Internel. Network 10 may be wired, wiveless, or 8 conthination of the two.

,-4
oo
%
yot
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4

Metwork 10 may also include managed orfor wunanaged networks {whery
StRta1 N T ey 3 & w":'rx ITEEYY -’”:-iv cad N *k' ")L‘i LENs Q,‘ C)‘\‘.i FURIED PR IR IIERCTETENT TR OENLS b A
one example of an unmanaged network). As explained shove, In 2 massged netwark, a

predefined bandwidth may be guaranteed per call, whercas iy an wunanasged network,

X

there is generally no per-call guaranteed bandwidth, For example, in the oventofa

«

fatlure or congestion on @ managed network, a network administrator may rewonte

\

-
Fhis doss not

telephone valls so that each call receives the guaranteed bandwidth,

2

o

generatly cccur W unmanaged networks.
For the purposes of this deseription, network 10 can be conceptualized g8 a set of

nodes, such as nodes 14, Endpoint nodes Ta to 14g may be IP carvier systoms,
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Examples of I carrier systoms include servers, netwerks, andfor other computers that are
mantsined by Vol or other services providers such a3, but not Emited to, providers such
as Verfzon® wid Comeast®. Generally speaking, the IF carnier systems are sot specific
o VolP, bat are general network providers, which are vapable of roceiving and

3 tranamitting dats, including, but not Hmited to, communications including information,
voee, video, audio, and the like. In some implementations, these systems vecaive
{elephone calls, 1., dula therefor, and ronte that data through other nodes of the network

to ite intended destination. These other nodes 14h o o may include, e.g., intermediary

devives, computer, servers, andfor other networks, for routing data between a souree wnd

on
v
s
£
;...,.
C!;

estination. Exarples of mtermediary devices inclade, bat are not Hmited to, routers,
switches, gateways, or the ke, Bxemplary routes, or paths, troagh network 10w
ng straight lines. Other rootes may also be included, and there may be

devices that are not showa in the path of each depicted route.

In this regard, the torms “route™ and “path” may be used inferchangeably o denote
15 a way through the network, which may or may not inchude specific devices, addresses,

gte. Furthermore, the term “network™, although singalar, may refer to one or more

conmuneations nebworks in Cﬂ"ﬁl"ﬂ'}&{}k‘fi such as those noted above.

[

in thiy gontexd, the “source” of a telephene call is not the telephone on which the

call was placed, bt rather a computer system that transmits the call t netwark 10

20 Likewise, the “destination” of a telephone call v not the telephone on which the call &8

answered, but rather a computer systemn that interfaces 1o network 16 & f

ey s-}. e 3Y
coive the call.

i
7
19d

Furthenmore, keeping the foregoing in mind, a souree constitutes an ovigination of a

commmaneation How, and a destination constitutes the exdpoint of the communication

floww, 13w noted that the terms “souree”™ and “destination” are relative, meaning that any

i
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computer {or othey communicalion} system may be i seuree or 3 destination based on
whether that systen: is the origimation point or endpoint of a flow,

The sourees 13g, 150 and destinations 162, 16b of » telephone call may be

posriy
ot
-

g
st
o>
ot

identical 1n siructure and function, or at least have cortain structure snd fnctiong
conunon. Altornatively, a source and destination may have difforent stractures and
functions. For examuple, in some implementations, the sowree of a telephone call mav be a

compater system, such as that provided by Senus®, Tekelec®, or Ce

computer systems generally inchade 1t least one computer that s capable of fransmitiing 3

b=

o nebwork

ot

telephone call from, e, the pablic swiiched telephone network (FSTRY
1%, In general, such telephone systems store a route Hst that includes souros/destinations
pairy, inchuding one or more sowrce/destination addresses for a telephone eall. For
example, source 13a may nelnde one or more output addresses {e.g., IF addresses}
through which sonree 152 sends telephone calls to network 18, These addresses may be

addresses carresponding to different [P carriers {o.g., Comenst® and Verbzon®) or
)

difforent addrosses for the same 1P carrvier (e, Comcenst®}. A route st for a sowree,

2.8, {5g, may mclade a list of those addresses glong with one or more agsociated

v A

dustination addresses {e.g., for a destination 163) to which a call is {0 bo divected, as

g

2

deseribed below, Addresses on the route Hst, at least in part, dictate a specific rowte
through network. Sources 18a, 15h may be part of the same telephone syatem or difforent
telephone systems. The same 15 troe for destinations 164, 16b.

A destination may be a computer system that interfaces 1o the wtemal telephone
natwork of & company, g, o route telephone calls to telephones within that company, It

mgy also have a comction o the PSTN {not shown), Each destination may include one

or more input addresses {e.g., 1P addresses), such as [Hate 18g, throy;

3 fe
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destination receives telephone calls from a source over network 18, As above, these

addresses muy be addressey corresponding to different IP carviess {e.g., Comeast® and

YVorizonR} or different addeesses for the same 1P carsier {e.g

Thus, the systems that may be used to perform the route selection provess

A

deseribed horetn may be two PSTN-connected gateways, such as 192, 15b or twe
ndependent gatoways, such as 16a, 16b. Alternatively, a gateway {or other type of

processing deviee) that s configured to porform the route selection process described

<2

¥
¥

horein may be between 15a, 15b or 18a, 16b or among network nodes 140 1 s noted that
central monitoring system 27 andfor registration server 26 {described below) may alse be
i used 1o perform the route selection process described herem, and to provide routes to
ource{s} andfor destination(s} in the manner described herein,
Referring to Fig. 2, in this noplomentation, each destination may include one

rver 2 o multipde servers 20 to 20¢ {servers 200 and 200 ave depicied using dashed

fines to indicate that they are optional). Servers 20a to 20¢ may act together 1o perform

A

seme implementations of the varions functions deseribed herein, In other
mnplemontations, a single server may perform all of the server functions. In the casz of
multiple servers, server 208 may act as @ controller or “load balancer” for the romaining
servers 2b and 30c In dus role, server 20a may roude data, reguests, and instroctions
among medwark 10, a client {e.g., a VeolP communivation device), and a subordinale

30 device, such as server 20bh, Server 20a may store information focally, then route data o

another device, syl as server 20b. For the purposes of the following, suah tntérnal

gommncstions bebween server 2a and any subordinate devices will be avsumed. Ity

noted that each souree and/or third party computer system on the nohwork may, o may

N
£

noek, i have the same hardwaresoftware C(\Biiuhh‘i o1 83 }ié‘, &

Yt
-
; 3
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Yach server may be any type of processing device that is capable of recelving and

storing daty, and of commumicating with network 10 and VoIP clients. As shown in Fig.

2, server 20a includes one or more provessor(s) 21 and memory 22 that stores computer

programs hat are exevuted by processor{s} 2

ot

Mernory 22 stores 2 computer program 23

5 for commuetcating with other devices using, ¢.g., session initiation protocol (8IP).

A En

Memory 22 also contains one or more computer programs 24 {or parivipating in the route
sefection process desentbed hereln, and one or more data storage areas 25

s

Oaly two sources 15, 15b and two destinations 16a, 16b we shown in Fig. T, The

aute selection process deseribed herein will work with any number of soures
route ssfection process desentbed herein will work wit

16 destinativny, and s not Hnuted o any way by the configuration of Fig. L

A repistration server 26 may be used i the roule selection provess. Registration

server 26 may melude one server or multiple servers, as described abeve with respect to
the destination. The registration server conununmicates with both sources 15a, 15b and

destingtions 16a, 16h, Conunumeation may he over network 10, over another network,

4]

diveet, or & combination thereoll Registration server 26 obtains, stores, and provides the

outpol addresses 18a o 18F of sources [3a, 155 and the input addresses 19a o g of

3

destinations 16, 16h. Hach source or destination may provide sapot andfor ougput
addrosses o regsteation server 26 upon entry inte the network, periodically, orin

response {6 One ¢r more events, such as a condiguration change or a fatlure or fault inong

2w of ifs inputv/outpoty, Furthermore, upon entering nebwork 160, 8 sowres or destination may

connnumeate with registration server 26 n ordor to oblain the addresses of other sources
and/or destinations on the nebwork i order to assign routes, g3 deserthed below. o some

implementations, registration server 20 may not be required {sew belone}, Furthermuor, in

some implementations, rogistration server 26 may be statically confipured with
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souresfdestination pairs or some subset thereof, That is, 8 network administrator may

ye-propran this information into repistration server 26,

A central monitoning system 27

o

. which may be comprised of one or more servers

{¢.8., 85w also the vase fov regasiration server), may be used to obtain guality of servics

N {208} information regarding telephone calls transmitted over network 10, Briefly, the

central monitoring system recetves the Qo8 information from the various endpaints {or
ather devices) on notwork 10 and provide that information 1o the searces, destinations,
and/or thivd party computer systems nsed to select routes through the setwark. The
sources, destinations anddor third party computer systems may wse that information as »
{¢ metrie in determining route hists, In this regard, & third party compuier system may
inchude any compaler system that s not a souree or 8 destination, sach as registration

server 26 andfor the central monttoring system itselfl

Communieation behween the sources and destinations and the contral monitoring

systern may be over network 10, over another network, direct {e.g., 2 wived or wireless
18 connection}, or a combinuation thereoll. A more detatted description of the operation of the

Figs. $t0 6,

,.«

central montoring system i provided balow with respecet i«

£
&

Fig. | shows a single device operating as the central monitoring oystem, The

central mondormg sysiem, however, may be lmplemented using peer-to-peer software.

X

That s, sach source andfor destivation or other device {or seme subset thereof) may

30 perform a poriion {or all of) the functions that sre attributed herein to the central
monttoring systeny. The information may then be exchanged among those peers and used
as descoribed hormn, The same 35 true for the functionality sttributed o registration serve
26, That is, the registration server functions may be distributed among peors connecied to

X

wetwork 10, thereby ehiminating the need for a separate rogistration server. In aliormtive

385
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irplomentations, 8 separate central monifoving system and a separate registration server

may co-exist on the setwork along with peer-to-peer monitoring and regstrations

functions. In this case, the separate servers may augment the peor-to-peer funcionality,

or vice versa. I s noted that any two or more of the entities shown in Fig. 1{eg, the

L
4
€3
%4
<
kst

5

registration server and the central moniforing system) may de implemented 1n a simgle

\

¢ de \R‘f."w i a SIHITCE, g \a&"%ﬁﬂ&?iﬂ]‘h and/or furctionali EhSTeOT may

e digiributed aovoss wdtiple devices, including sourcels) andior destination{s}.

L]

shows a process 38 for selecting routes through network 16 by assig

source ouipat addresses and destination input addresses. Fig. 3 is broken~-down info fouy

{ZC}

i parts, part 31 for source functions, part 32 for destination functions, part 34 for
registvation sorver fanctions, wid part 35 for central monttoring system functiong, i
soted that the functions performed by two or more of these parts may be performed by a
single device or system. Likewise, wultiple devices or sysiems may be used to perform
the funetiogs shown in ¢ single part of Fig, 3. Also, the unplementation shown in Fig, 3
15 inchedes » destination generating route Hst(s), However, in other implomentations, which
are deseribed below, g spurce or thivd party compaier sysiem may generate the route
fisi{sy and provide the route Hstis) to other eotitics on the network,
Agcording 1o process 30, sources 15a, 15b denttly {30a) {o.g., provide; their
network {e.g., I} addresses fo registration server 26, For example, registration server 26
2 may be configured to discover at least one address of ach source and vequest thelr other

addresses, e.g., tuvugh a requestresponse protocol. Registration

b

the sourses” network addresses and stores themy i memary, Destinalions 164, 16b may

also dentify {o.g., provide) thelr network {e.g., 1P} sddresses to registration server 26, As

above, rogistration server 26 may be contigured to discover at feast one address of each
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destination and request their other addresses, e.g, through a reguest/response protocol,

Registration server 26 receives the destination network addresses and stores them,

A destingtion 16g oblains (30¢) the addresses of sources 15a, 15h and nges them to

"‘1
(49
£
st
psd
pes)
Eaai
-
o
poac
b4

determine a route sty as described below. For example, destination 16z may
source addresses from registeation server 26, which may conwnurnicste {304} the soures
addresses i rosponse. Destinaton 16a may also reguest, and recsive, destination
addresses from registration server 26, However, in this example, destination 16a kuows
s owa gvatiablo input addresses and, therefore, noed not request that information from
registration sarver 26

~.

o} metrics, which may ing!

-
pos
o]
Y
P
s
[
52
=]
e
o
Pt
=
€
i e

Destination 1 0a alse obtains (30
assoctated with rontes (8.8, 36, 37} through network 10 and Qof associated with
previous telephone calls that were transmitted throvgh the soarce and destination

addresses, The attributes assoctated with the routes may include a quality of the route,
and/or whether there are any fnterruptions (e.g., outages) affecting the route. Fuor
exarple, the atfvibutes {e.g, the metries} may inchude one or more of Utter on the
network, packet loss on the network, congestinn on the network, latenoy on the network,
{th utilization on the network.

The atiributes associated with the route may be obtained using g traceroute or by
any other method described horein or elsewhere. Gonerally spesking, a traceroute
identifies g path that data packets for the vall take Shroueh network 10 and the mvount of
time i took to arvive at cach node (e, hop) of the netwark. The traceroute may be
mplomentud by sending a “ping” o each hop on the network. The (oS associated with

ephone calls and routes may he obtained from the central monitoring system,

For example, the central moniioring system may receive a regoest for this information
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implomentations, the contral monittoring system may not be used, and the motrics may be

x

deternyined solely based on information gathered by the destination {or sourcel,

-

Onee destination 16a has obtained (30} the metrics for one or more routes

§ through network | ination 10a {or, more accurately, a cornputer program 24 nunning,

. o,

at destination 16a) determines {301) 1f a voute meets or exceeds predefined metriofs), For

¥

example, destinabion 16a may determine Hithe roote has g lateney or level of congestion

& 1

that exceeds a prodefined fatenoy or lovel of congestion. Destination 188 may also

determine i calls through the route bave a less-than-aceeptable QoS {eg, losa than a
16 predefined QoR) or if the route containg an outage (0., 8 break in a conununication Ink

I

Sope 4 pweenpeyiyies £
by the raceronte). One or mot

between nodes, or hops, of the nebwork — as identified

mathematicn! slgonthms may be used by destination 162 when delerraining whether the

route meets or exceeds the predelined metrie{s). I is noted that different types of

cornmmnieation Hows may we different algorithms andéor ditferent metnies). For

R

i3 example, voice, suck as a tefephone call, 15 typrcally realtime, which has latency and loss
constrainiy. As 8 resull, algorithms and metrios may be used that selevt routes that
support real-time conununicstion. Video typically requives & relatively high bit-rale.

Accordingly, algorithny and metrics may be used that select routes that support relatively

3

high bitrales, On the other hand, data flows typically only require best effort data

W service, Therefore, in this case, alporithms and metrics may be used that select routes that

&

¥ .@
LY

have fewer consieaints that those selected for votge or vides.

Destination 18a generates (302 a route Hst comprised of source/destination

Rty

adddress paivs, which may be ordered based on how well sach Wdentified roote fhwough

4

network 10 complies with the metries obtained (30¢) by the destinationy,

~19~
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1S

Ry an example and tateney as the key wetric, destination 16a may determine that the

route from output address 18a @ s input address 194 has the least latency, that the route
from outpul address 18 to its input address 19h has the second least lateney, and that the
route from cutput sddress 18b to its nput address 19 has the third lesst latency, and st

in this example, destination 16 generates o route Hat that gives top priotity to the

A b
sourcesdestination address 1827194, second prionity to the sowres/destination address

I8/ 190, third prioriy to the source/destingtion address 180/19h, und so on. Destination

o .

Poa may, of course, take any other metrics, such as those noted above, Into account when

deternvipung the route Hst. Destination 16a may also assign greater w

’8

gl o one {or

muore} metriofs) relative to the others when generating a route Hst.

In some implementations, a path selection engine generates the rowte Het, The
paih seleotion engine provides an ordered Bist of rogtes or paths that meet the requisite

constraints for a particular commumication flow, For example, the ordered Hst can

indicate which routes {e.g., source/destination pairs} are best and which ave worst, The

g.,
routes can be ordered froms best to worst in the route Hat, i desived.

in another mplementation, one or more metriels) used o generate the route Hst
may be administratively configared in the path selection engine {or in whatever process is
used to generate the route listy, That is, an administrator may prograns information such

a8 weights, policies, and the like, which may be used in generating the route Hst. For

exaraple, # weight may indicate that a particalar metric Is to be given more importance

{designated by #s weight} than other(s) when generating the route Hst. & policy may
mchicate that o certain dostination or [P carrier is preforred for 8 type of communication

{e.g., iy an wiemnational telephone call). A poliey, such as this, may be done an a cost

basis, &2, to mute international calls to the lowest-cost provider {e.g., 8 separaie route
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st may b geserated for international calls as part of the poliey), Admimstratively
configured metricls) may be used alone, or in combination with the “measured” metrics

deseribed bevein when determining the route Bist,

i this implementation, destination 16a outpots (30h) the route Bist {o registration

erver 26, where it s recetved (301). Alternatively, the destination can provide the route

k47

liat directly to the sowrce {or vice versa). Repistration server 26 provide

)

fst to sowrce 1Sa. This may be done using a requestfresponse protoco! of registralion

server may program source 154 wath the new route list when the gow rowte Hist i
received. In apy case, souwrce 13a receives (30k) the route Bst and stores i in memeorny.

Souree {5a uses the route st when sending (301} a telephone call to a destination. That
38, souree 1 3a receives o telophone call, oog., from the PSTN, and sends that call
{spevifivally, data packets fo
in the route st {e.p., the top priovity ronte, assaming that # 15 available). Source 13a
sends the call 1o the destination address spectfiad in the route st that corresponds 1o the

sutput address over which it sends the telephone call to network 10,

In this regard, priov 1o engaging 1o & commeneation {e.g., telephone eall) over the

e

3

setwork, source 15 may reguest and receive the route list, and thereafler route the
comnunicstion i accordance with the route hist. For example, the route st may be

oltained on § poriodic, ¢.g., hourly, daily, weekly, basis irrespective of whether a

3

%

conmunicidion sver the network is nminent. Altematively, source 15 may request sud

soetve the ronte st during a seb-up process for cngaging in commumicalion over the

-

network, For example, as deseribed above, source §5a recetves a felephons eall, g,

i’&,

fFom the PSTN. Al that point, source 158 may request the latest route s, eg., rom the

destination or sther computer system that currently has the latest rogte st

('::

s

R
T
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Prostination 168 roceives {

%

route List, and forwards the call to an appropriate telephone (e, over a local area

notwork {LAN) {not shown) at the site of destination 16g).

.

Degtination 16 mayv condinue to monitor 30n) metries of varous rowtes throueh
£ & é:

o

network 1Y and, i necessary (300}, update the ronte Hist sccondingly. For example, fan

hy

&8 & route 36 defined by addresses 18a/19a, no longer meets the

& Pead by

'i.mx‘, reaneg e
pradefine metrio{s), destivation 16a may reconfigure the route st so thal i
-

foower priovity, and so that another route 37 defined by addresses 1827196

meet the predefined metrio{s) has a higher priority, The npdated rowte Hst may be

Py
Lo

propagated to sources 13a, 150 on the netwerk in the manner deseribed sbove, Hithe
voute at does nol require vpdating, source 133 may continie to route calls using the
existing source and destination addresses gs configored i a current route Hst

As noted above, sources 18z, 15b may have structore and function that i identical
io, o substantially identical to, the structure and function of destinations 16a, [6h, In thig
13 unplementation, s separate registration server may not be necessary. For example, a
source may obtain the addrosses of destinations using a discovery provess, through
nebwork or direct commmunication with the destination, andfor through communication

with the regiztration server. For instance, a source 158 may use dynamic host

a~

corfiguration protocal {DHCP) to obtain the addresses 19a to 19g of destinations 16g,

16h, Since source 13a includes the fanctionality of a destination, Le., the ability to build

31

,,,,
%
[o
b
-
&
-
o
=
o
.

,,
5
o

)AA‘

a rowte hist, and since scurce 15a knows the mput addresses of destinations |
source 15a may gonerate Hs own ronte list, and ronte elophone calls according o that

-3

destuation {when acting as a source) perion

vondte hist,

Source 15 may monttor the melvics, such ag route quality aud call QoS8, and

9.
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adjust ts route Bst i re

al-time, or close to real-time {e.g., oo a per-call basis or a imed
basis}. Bource 15a may also use the metrics to porform load b
dynamiealty. Fay

alancing on ouipoing
example, sowree 13a

oo
Tt

i

3

’f.f

may detect the

handwiddth of 4 route through the
network, either diveetly or indirectly. Knowing the sixe of d
3 sin

4 packets gasoctated with
sirng of telephone valls {e.p, 88 kilobvies (KBY, 30KB,
able

to detormiine the poirgd gt which a particular pode will

hecome congestod, At thig
point, source §5a may send subsequent telephone ¢

thereby sends

alls from a different output sddres:
subsequ

ent telephone calls along a different ronte of the netwark.
it 18 noted that » destination may direet load balancing. For example, g destination
1t may signal @ souvee, either divectly or through a functional intermediary such as the
regastration server, to ndicate that a route to one of s input addresses is eongesied. In
response, the source may perform load balancing in the manner desoribed above to relieve
the enngesticy op the destination’s input address
A souree may sefect a route through network 10 based on a faihwe of a de
i3 iy PEs

safinabion

to respend to a calll That iy, VoiIP may be implemented using
ety recety

ing a call {the destingtion) movide g responss fn

SEP. SIF reguires that ¢

wing that the call
reoetved, I this case, i the destination does not provide the appropriate

! has boen
i predefin a.d period of time

response within
he source may re-route the telephone call, eog, by sending #
from @ different output address to the s
30

same, or a ditforont, input address of the
his information may he sp

OF & DOW. iy

H

s on the souree,
ngs 16t may be re

fied in a corrent route st sio
requived i all rowtes in the current routy Hst il
For exampis, the source ms

may send an nital communication along a st rounte
{souros/destination pair} specified in the route list,

nry send 8

Hthat communc

Pt

avion fails, the source
1 cornimunication along the aext route, in ferms of priority, o

)
=%
)

']
vy
o
=
Ed
i
e
=
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andd 5o on untl] a successtul communication s achioved,
in siill another implomentation, which may not require @ regisiration server, each
souree may be stabicsily configured with the output addresses of each destinalion, or some
subsel thereo!, This implementition may necessitate manual reconfiguration of the
5 destivation addrosses 1 any of those addresses change over tme.
Fig. 7 shows a process 60, which is perfomied by g source, suvh as souree 15a,

¥
¥
H

for selecting voutes threugh network 10 by assigning source output addresses and

<

destinption fnput addresses. Ay was the case with Fig, 3, Fig. 7 is broken-down Into four

party, part 61 for spuree fanctions, part 62 for destination functions, part &4 for
10 ragistration server functions, and part 65 for central montoring system functions. The
functions performed by two or more of these parts way be performed by a single device

or systern, Likewiss, multiple devices or Systems may be used to perform the functtons

showa i a single part of 5

]

Aecording to process 68, sources 133, 15b and destingtions 16z, 16b identily (60a)
i3 {o.¢.. provide) their network {e.g., IP) addresses to registration server 28, This provess i

-

the same a8 desertbed above with respect to Fig. 3. Registration servar 36 roceives {60b)
the nebwork sddresses and stoves them in momory, As above, registration servey 286 may
b} I

be configured to discover &t loast one address of each spurce andfor destination and

request their other addresses, o.g., through a requestresponse protocol,

g
o
[
e

ok

sonree 15 obtains {600} the addresses of destinations 16a, 16h and uees them o
determing a ronte list. For example, Source 152 may rognest the destination addresses
from registoation server 36, which may communicate (60d) the sowrce addresses in
response. Nource 152 may also roquoest, and receive, source addresses Fom registration

5

server 26, However, 1n this example, source 13a koows s own available input addresses
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and, therefore, need notre ST that information from ‘ths_{‘.\irdiim“‘ server 36,

Sowrce 15a also obtains (60¢) metrics, which may include attabutes assoclated

s

with rontes {e.g, 36, 37} through network 10 and QoS asscoiated with previons telephone

calls that were transmited through the source and destination addreases. The attributes
assoctated with the routes may include s quality of'the route, such as iy lalency and

congestion, and/or whether there are any Interruptions {e.g., outages) affecting the voute.

o

The attributes associated with the route may be olained in the manner deseribed sbove,

3

monitering system may receive @ reguesdt for the atribute information from

u/
y,.-

sonres 13 and vommunicate (60¢) the information n response, &s above, the censtrad
monitoring system may not be used, and the metrics may be determined solely based on

mformation gathered by the source {or destination).

Onee sowrce §5a has obtained (60c) the metrics for one or more routes through

r/l

ay

network T, sovree 150 {or, more aceurately, o computer program rimming at sowree 15
determines (601} ifa roule meets or excesds predefined metrie{s). For exanple, source

13a may determine i the rounte has o latency or level of congestion that excends g

i
1

mredelined latency or level of congestion. Source | 3a may also determing if ealls through

the woute have a loss-than-acceptable QoS (v.g., Ioss than a predefined Qol} ar if the roude

hE=d

contains an cutage (6., a break ina communication link between nodes, or hops, of'the

&

Bt

network ~ s identified by the traceroute). As explained above, one or morg mathematica
algorithoms may be used by source 158 when determining whether the route meets or
exopeds the predefined metrie{s). The same algorithms may be used here,

Souree 13 gonerates (60g) g route list comprised of sourcefdestination address

wairs, which may be ordered hased on how well each identified route through network 14

complies with the metnics obtained (60¢) by the source. Az above, taking destination 16a
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as an exanple and latency s the key metrie, source 152 may deterniine that the route
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ouipot address 18a 1oty inpot address 19h has the second least Latenoy, and that the roule

fromn output address 18D to s input address 19 has the thind least latency, and so on. In

sowrce/destination address 18a/1%a, second priority to the sowree/destination address
18a/19h, thivd priority o the sonrce/destination address IBB/ 1Y, and so on. Source 154
may, of course, take any other meteics, such as those noted above, inic account when
determining the route Hst. Source 13a may also assign gregster weight {o one {or more)}
metric{s) relative to the others when gonerating a route hst.

In some implementations, a path selection sngine generates the route st The
path selection engine may be the same engine as deseribed above inprocess 30, As was

A

also the case ghove in provess 30, one or mere metric{s) used o generate the rowte Hst

sty be administratively configured in the path selection engine {or in whalever process {s

Bac

used to generate the voute Hst). That is, an adminisirator may program informaation such
as wolghts, policies, and the ke, which may be used i generating the route Hst, For
example, & weight may indicate that a parbieular metric is {o be given more importance
{designated by its weight) than other{s) when generating the route Hist. A polivy may
indicate that & certain destination or 1P carrier is preferred for a type of commupnication
{o.2., for an international telephone eall). A policy, such as this, may be done on & cost
basis, e.u., o route international calls to the lowesi-cost provider {e.g., a separate route

o~ = N oo

Hst may be generated for international calls as part of the polioy), Administrall

% &

conftgored melrie(s) may be used alone, or in combination with the “measured” metries

deseribed heretn when determining the route list,
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a outputs {600} the roale Iist o registoation
server 26, where it i

ke

=

s repeived {661}, Registration server 26 provides {60f)
o i -

destination 16a, This mayv be done nsimg g reguestresponse

server nay progeam destingtion Ta with the new rot

recoived. o any case, destination 10a receives (60K) the route lst and slores it in
memory. Diesty uses the route hist when v

23

CORIVIRG COIMIMUNICs

es v telephone call, e, from the PSTN, and sends (861 that eall
ackets for the call) to network 10 through its outpsd address specified
a the rowte list {e.z., the

top priovity voute, assuming that 1t s

is available). Source 158
e senddy the eall to the destination address specified in the voute Hst {hat corvesponds {o the
output adkdress over which 1t sends the elephone eall to network 1€
Destination 16a roceives {60m) the call on the destination address specitied in the
oute lisl, and forwards the eall to an appropriate telephone {e.z., over a jocal area
network {LAN] (not shown) at the site of destingtion 16g).
15 Souree 13

ynay continge to momior {60n) met

‘
k

of vartous routes thr
easary {680}, update the routs st accordingly

. if an existing route, e.g., & route 36 defined by addrosses 18

eatination 168 may reconfigare the rowute Lst 3o that route 36 has
a tower priority, and so that another rowte 37 defined by addresses 18019, which dogs
meet the predetined metne{sy has a

higher priority, The updated route Bat may be
propagated

2 LN

destinations 16, 16hon the network 1y the mamner desoribed ghove, Hihe

route 118t doos not require updating, souree 158 may continue 1o route calls using the

yisting source and destination addres

ses as coenfigured wi s current roaste list
in other implementations, the actions associated with penerating a route st may

b 2l
i




a1

13

WO 2007/140165 PCT/US2007/069378

be performed by a third party computer systeny, ©.g., 3 computer system that is neither a
souree ot @ destination. For example, the ronte Hst may be generated by regisiration
server 20, central moniformg system 27, or a combination thereof. In another examiple,
the route ist may be generated by one or more of the nodes 14 on notwark 10, The
getions associated with generating the route Hat by & thivd party are essentially the same
as thase shows for the destination fn Fig. 3 and the source n Fig. 7. In the case of a third
party system gencrating the route list, the route st s provided from the third party
svstem to the source(sy andior destination{s), as appropriste

To suwimanive, 2 case where a destination generates the route hist, the
destination mrovides the route list to other destingtions, the sources, andior any third pasty
computer systems, or subset{s) thereoll In a caze where a sonrce generates the routs lst,
the source provides the route list to other sources, the destinations, andfor any third party
computer sysiems, or subsel(s) thereoll In a case where a thivd party computer systen
generates the ronte Hst, the third party computer system provides the ronte st o the
sources, the destinations, asdior any other third party compuotor svsfems

thereof. In some cases, an entity recetving a route st may be programmed o review the

route Hst and o determine based, e.g., on one or more factors, whethey the route st s

E

accepiabia to the entity, For example, @ source that receives g route Hist may know that

X

one of ity output addresses specified in the route Bist is no longer valid, that a rovie in e
fist contains a fult, or that some rontes have more congestion than others, 1

atity may deom the route list to be unaceeptable, Accordingly, the receiving entity may
commuonicate, © whichever enfity sent sndfor penerated the route hist, that the route s

gnacceplabde. In this case, the receving entity and the extity that sent andfor generated

the routs st may exchange communications 1o determine how to proveed.
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In some umplementations, the recetving entity may request and recetve, from the
entity that sent anddor generated the route s, a new roole hist that excludes any route(s}
that the recetving entity hay identified as problematic. In this example, cach of the

recetving enbity and the enfity that sent andfor generated the route list may bea source, 2

3 destination, or a thivd party systern. The new route Ust may include one or more alternate
routes hetweoen a scurce and a destination. During the exchange of communications, the
receiving euiily may reguest a new route list and wait for the now route list from the
entity that seot andéor penerated the route list. Alternatively, the recaiving entity may
propose e of more slternate routes, or an entire new rouate list, to the enbity that sent

and/or genorated the route Het. IF it deems the alternate routes andfor new route Hstto be
scceptable, the entity that sent andfor generated the route st may incorporate those one
or more alternate rontes into the route Hst {or sohstinge the new route st for the current
route Hat), and distribute the resalting revised or up-to-date routs Hst {0 any sourcey,
destinations, and/or thi

i3 i some implementations, the recelving entity and the entity that set andfor
generated the route list may negetiate which routes 1o inchude in the route hist. For
example, a souron and a destination may exchange routes, along with appropriate metries,
and make a joint decision as to which routes to inclede iy the route Bat. For imstance, if
the souree deems routes A, B and € o be acceptable, and the destination deems routes B,

Rt Cand 1D 0 be scceptable, the two may agree to generate a ronte st including only routes

i, the two routes that both deem o be scceplable. Any ertery, such as the
metrics described above, may be used to deternune acceptability of the routes. Thind

party compuier systems may be part of the negotiation as well, For oxaraple, ifa third

party vomputer systern deems routes B, E and F to be acceptable, the result of g threes
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party negotiation may be a route Hst with only ronts B,
In somie inplenientations, two or three separate computer svatems may oach

generate route hists independently of one another, For example, a source niay penerate a

first route Hat in accordanee with process 60, A destination may generate a second route

5 Hat m accordance with process 30, and a third party system mny generate o third route Hst,
{n this example, the source, destination and/or third party systemn may esch decide

3

nerated by the soores, the route st generated by the

t‘ﬂ

whether o use the route st ge

destination, the route list penerated by the third party system, or none of them. The

decistons of the three eotities may be based on the metrics described above andiéor on
1 ather mformation that is available to those entities. The decision may be g common

docigton., That is, the three may commuucate and doade together which rowte Hst o
aceept. Quee a decision 18 made, the otherroute Hsts may be discarded or disregarded.
The entity that geverated the accepted roote st may then be tasked to keep that route Hst
up-fo-date, and to distritute updated 1o other sntities on the network, a3 regquired,

15 if the source, destination and/or third party system decide not to wse any of the
voute Hsts that were generated, the source, destination and/or thivd party svstem m
mstead direet their communication © snother entity on the nebwork in order to obtain g

different ronte bt and/or other routing information, such as a tuble. The information that

is obtained may then be distributed smong the sopree, destination andfor third party

26 system, and they may accept or vot accept ¢ 8 deseribed gbove.
Az explamed above, the metrics that affect routing decisions nchude, but are not

Hmitled fo, network oS, jifter on the network, packet loss on the network, congestion an
the nebwork, latency on the nebwork, and bandwidih stihization on the network. The
meiries that atfect generntion of the route lists {e.g., in action 30¢ and 60¢) may be foval

AQ

~3(-
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or remote. For example, tFa destination is generating the route Hst, metnios may be

1.

obfained on the destination wself andfor the molncs may be oblained from gnother

Yyt

;,/“,2

compuier system, such g8 a source andior the cenfral monitoring system. ewise, i ¢

pasy

- N

souree is generating the route Hst, metrics way be oblained on the sowree Hself sndior the

s

3 metries wmay he obtained Fonvanother compuoter system, such gs a destination andfor the
central monitoring system. The same 18 troe i a thicd party system 18 geperating the route
st 1o, the metrics may be local or obtained from & remote computer system.

In s regard, 1t s noted tiat processes 30 and 60 {and a corresponding process,

whivh i3 med shown, for a thind party system} may pencrate route Haty frrespestive of
e metries, For example, @ source, destination andfor third party aystem may generate g

route list by oombining source/destination address pairs regardless or the o
of the routes bebween those source/destination address pairs. Route Hsty generated in this

wmanner may be processes and distributed in the same manner as desoribed above, For

example, 8 source, destination and/or third party system may negotiate the confents of &
N route Jist and distribote 8 commonly-accepted route list among entities on the network,
Twrning to Figs. 4 to 6, desoribed below s a process 3% for deterpuming Qo8 fiw
calls over g network. Processes 30 and 60 (and a corresponding third party process) may
use the information generated by process 39 {and stored in the central monitoring syslem)
when sssigning routes through network 10U, as deseribed above.
2 Fig. 4 shows g netwaork 40, over which devices, sach as telephones, communivale

Network 40 wmay be, g,  subset of network 16, The communieation dovices may be the
samse as deseribed above with respect fo network 10
As was the case above, network 40 can be conceptushized as & set of nodes. These

nodes inginde endpoint devices {or simply, “endpoints™) 428 t0 42¢ and intermediary or
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other devices 444 to 44l for routing data, including telephone calls, between the varing
endpoints. Examples of tntermediary devices inchude, but are not Bmited to, routers,
switches, galeways, or the ke, Examples of endpoints include [P carrier systems, such

I A

as those deseribed above for Verzon® and Comeast®,
1 ( 3

Each of endpeints 42a 0 92¢ may be identical in structure and function, or af least

fave cerlain struvture and functionalily in common. This conymon structure and

Smctionality is deseribed with respect to endpoint 42a (Fig. 3). Sinee the other endpoings

contaty s structure and functionaity, detailed descriptions thereof are omitted,

Hndpoint 428 may include one server 483 or multiple server 4
150 and 43¢ are deploted using dashed lines to indicate that the y are optionsly, Bach ¢

servers 430 1w 43¢ may have the sume, or sinular, hardware and/or software configuration,

(o)

n this implementation, servers 4382 10 43¢ act together to perfurm the various functions

deseribed below. In other implementations, a single server may perform all of the server

functions. Ia the case of multiple servers, server 43a muay sct as a controlier or “Joad

€3 v

balancer™ for the remaining servers 455 and 43¢ In this role, server 453 may route dats,

3

requests, and instructions between a client (e.g., 3 VoIP commumication devive} and

cr/

o
subordinate device, such as server 45b. Server 453 may store information locally, then
route dass 1w another device, such as device 43b. For the purposes of the following, suck

uternal communications between server 453 and any subordinate deviess will be

sasurned,

m

erver 43a may be any type of processing device that s capable of receiving and
storing data, and of communicating with VoIP clients. As shown 1 Fig. 3, server 432
includes nae or more processors 46 and memory 47 that stores computer programss that

e

are excouted by processor(s} 46, In this regard, memory 47 stores a computer ropram 48
B 3
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for conunursicating with other devices using, ©.g., sossion initiation protweol (8P
Menpory 47 also containy ong or more computer rograms 30 for exeouting process 38
deseribed herein, and one or more storage areas 31 for use as data storage,

Reforring to Fig. 6, process 39 is shown which may be performed by computer
prograss 5010 ene or more endpoinds to moendtor the guality (QoS) of one or move

-~

elephones cally trapsmitted across network H) Process 39 wall be desenbed w the

2a {(here, & computer, such as a server), however, process 39 may be
performed by any and all endpoints or other devices on nebwork 40, For example,

process 39 may be performed by destingtions 16s, 160, sources 134, 15, regpstration

sevver 36, andfor central monttoding system 27 {Fig. 14

ot

Avcording to process 39, endpoint 42a makes {39¢} a telephone call ovir nebwiork
46, That is, endpoint 42a receives coll daty from a commuuication deviee, e.g, via g
telephone system such g8 soarce 138 (Fig. 1) Endpoint 42a may then formutlate a call
.8, W anether endpoeint 424, such as a server for g long distance provider. In this

a

implomentation, the call is established using SIP and data packets for the call are
transferred using RTP. Beal-ime transfer control protocel (RTUPY s used to provide out-
ot-band control information for RTP. RTCP provides feedback on the Qo being
provided by RTP. Qo8 may also be based on evaluation of the RTP packets. One featurs
of RTCE s that it provides for monitoring of lost data packets and itter af the source ol s
call, at the destination of a call, and at one or more nodes between the sowres and
destination. Jitter is a variation in packet transit delay, which may be caused by several
factors including, but not Hmited to, queting, contention and serialization effecis, With

respect to monitoring lust data packets, data packets are typieally sequential, RTCPF i3

able to identity lost data packets based on a break in the packet sequence.
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Ry using RTP and RTCP collected data, fmidls can be associated with a logal
network, an inbound network, or an outhound network, Furthermore, changes o call
guality may vary by time-obday, .g., times with greater axnounts of iraffic may
experienve lower call quality. The RTF and RTCP may be used to identity the times of

day that provide Jowest call quality for given network conditivms,

rocess 39 continoes to perform (39 a raderoute for

Onree the eall s established,

s

the call, Initially, the traceroute 8 performed at a predetermined frequency, such as every

X

five sceonds, The traceroute thos ostablishes a baseline for the network, The baseline
may be g point to which subsequent operation of the petwork may be compared. Hig
noted that o hackground traceroute is performed prior to establishung the call m orde
keop track of {e.g., continuousty analyze) the getwork’s configuration. Thas traveroute
may be modified, as noted above, after a call is established.

The traceroute alao establishes the network topology By use in identifieation of

command and umque paths for multiple endpoints. This may be done i order w0

fucilitate feult location, o.g., by observing which endpoints experience a problomy, eiich

do not, and then correlgting the common and unigue parts of the paths trough the
netwirk. Forexample, network paths that are wigue to selected endpoints are more

fikely to contain g faglt if the selected endpoints are experiencing problems and other

endpoints {&.g., thet share common network paths with the selected endpoints} are not,

There may also be a correlation of data packet loss over Bme in 2 raceroute from a single
enddpoint, which can aid in location of the network fault

Process 39 obtaing {390}, via the raceroute, ong or more melries assoctated with
the call. Thet 15, in response to the ping, the device that initiated the traceroute recaives

o~ ¢ sy

information (the metrics) frow the device that was “pinged”




j3%:

s
£

WO 2007/140165 PCT/US2007/069378

metrics inchude, but are not limited to, wmounts of Hitter and packet loss betwesn the
source and destination of the call. As indicated above, RTCP provides for monitoring of
{ost data packets and ftter from the source of g call. The tracercute abtains this RTOP-
manained nformation. The waceroute also enabley identification of aodes of network

4

40 that have fatled or that are net working properly. Referring to Fig 4, for example,

3¢

process 38 may regeive no information beyvond node d4c (hetween endpeint 428 and

endpoint 42} in response to the traceroute. From this, process 38 may infor that one or
more pedes beyond node 44¢ has esther failed or 18 pot working property.

or process 39 obtains the metrics, provess 39 performs a comparison {(30d) of

the metrics o a predelermined threshold, The individual metrics ay be comparsd to

separate corresponding thresholds or, alternatively, the motrios may be combined info a

‘C,"

o

single metric and compared to a single threshold, W one or more metrie{s) exosed one or

<o

maore of the threshold{s), process 39 inereases (3%} the frequency of the traceroute (8.6,

o
Farot

from fove second intervals to one second intervals), and retaens to block 39¢, where part
398 of process 39 is repeated until the metric(s) ave below the threshold(s), The frequency

s inereased moorder o oblain additional mformation from the network.

ptable Qok, and

"u

In thee vplementation, & threshold may correspond to an ace
may relate, .., to an acceptable amount of jitter andfor sn acceptalrle packet loss {e.g.,

bwenty packets lost in a five second interval), The amount of call degradation representad

by the threshold may not be detectable by the human car, Thus, routing corrections may
bomade, as desoribed below, before call degradation on g route reaches an audible level,

Progess 39 continues to perform traceroutes as deseribed above during the course
of the call. The information obtained via the traceroutes may be stored in endpoint 42a.

As explamned above, this information defines the Qo8 associated with the call, and may
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inelnde the number of packets lost dwing the call or during a predefined pertod of the
call, the amount of jitter during the call or during a predefined period, and information
dicating woblems in network 40, such as which network nodes are disabled.

)

in this Implementation, the Qo8 mformation fs obtained for multiple calls made

~

§ by the sume endpoint and for multiple devices on the sarae network 40, In some
mnplemenialions, the information is obtatned for every call made by each endpoint and
for every endpoint on network 40, In any case, the information may be sont 1o @ central

monitoring systom, from which tmay be provided fo & seurce or destination. The ceniral

montlorng system may be a designated endpoint or other device on network 449,

10 Meare specifically, the central monstoring systom reveives the QoS information

from the varicus endpoints {or other devices) on network 40 and stores that fnformation.

The central montforing system may identify rovtes that have the fewest nanber of

lost, rowtes that have the least jilter, routes in which ne device ave inopershie or
disabled, routes that have the shortest path to g destingtion, or some combination thereof

ps {n identifving rovtes, the contral montioring system may use information from the

various sudpoints o dentify, with greater precision, faults on netwaork 4. Since the

central monitoring systom receives information from endpoints that have used it

routes through the network, the central monitoring system is able to use triangniation to

&

identify faulis on network 40, For example, the ventral monitoring system may receive
24 mformation fom device 424 that it does not receive traceroute infurmation bevond node
e, The coniral monitoning system may also receive information from dovice 43¢ that #
e able fo necess endpoint 42b. Koowing this, and the configuration of notwerk 40, the
central monitoring system i3 able fo asceriain that node 44d is not operating properiy and,

gs such, designate routes that do not include node 444 in an atterpt {0 avold network
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g

fauits. Factors other than those described above may also be taken inte consideration by
the ventral monttoring system when designating routes through network 40 ‘ For examiple,
the contral monitoring system may correlate data packet foss and jitter sver the network
based on a sequence of traceroutes {or pings) to determine loas over the network. The

corvefation may also be over time, and from a single or maltiple node, in order to

i

determine the focation of 3 fult on the network, As explained sbove, the centead
monitering yysteny, however, may be mnplemented using pesr-to-peer software, ora
combination of peer-to-peer software and a contralized avstom. Iy such an
implementation, the central monitoring functionality deseribed above may be performed

16 by the network node{s) that are running the peer-to-peer software.

The wentified routes may be distiibuted from the central monitoring system fo

sources 18a, 15h and/or destinations 16a, 16b {und also to the endpoinis, i desired),

Updates to these routes may be made via process 39, which may be performed on a

cortinuous hasts in order to keep the rowes up-to-date. Bach endpoint may route
13 subsequent telephone calls m dccordance with the route(s). For example, the subseguent

telephone calls may be ropted 1o avoid problems on network 40,
The contral montoring system may designate routes that sre sdvantageous for
each device given the deviee’s location on network 40, Alse, weights may be gssignoad to
Qo8 informstion from different endpoints. As aresolt, some endpoints fe.g., predefined
3 trusted endpoinis) may have a greater effect on the routes designated by the central
monttoring aystem than others, In like manner, a groug or groups of sudpoinis may b
gaven greater weight than others mdpa-imsm

Processes 30, 39 and 60, and thelr various modifications desoribed herain

'ril\l

{hevetnafier referred to as “the processes”}, can be implemented, sl feast in part, via ong
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or more conputer program produets, Le., computer programis) langibly embodied in one

wy

or raore Information caniers, .., in one or more machine-readable storage media ori

propagaied signal, {or execution by, or to control the operation of, data processing
apparalus, £.2., 8 programmable processor, & computer, or mubiiple computers.

A computer program can be written in sy form of prograneming language,
meluding compiled or interpreted languages, and i can be deploved in any form,

including ax a stand-alone program or as a module, component, subwonitine, or other

suitable for use du a competing envivonment. A computer program cas be deploved o be

o

executed on ong computer or on mulliple compuders af one stte or distributed acrosg
mnitiple uites and tnterconnected by a network.
Actious associated with implementing the processes can be performed by ong or

siore progranunable procossors executing one or more computer progranis to perform the

¥

functions of the ealibration process. All or part of the processes can b implemented ag,

special purpose logie clreutiry, ., an FPGA (field programmable gate array) sadior an

v

ASHE {apphestion-specific integrated cireuit).

Processors suttable for the exeeution of a computer program inclode, by way of
example, both goneral and special purpese microprocessors, and any oug or more

processers of any kind of digital computer. Generally, a provessor will receiva

&

wstructions and dala from a read-only storage area o a random a000ss SIOTAge arey of

- - - o e o

soth, Blements of a compriter neluding a server) include one or miowe processors for

~

execpting instractions and one of more storsge area devices fot storing lnstroctions and

data, Genorally, 8 computer will also inchude, or be operatively coupled to receive data
from, or transter daga o, or both, one or move muass storage devices for storing datg, g

magnetic, magneto-optical disks, or optical disks. Information curriers suttable for

i
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embuodying computer program instroctions and dats include all forms of non-velatile
storage area, ncluding by way of example, semconductor storage aren devives, 2.8,

EPROM, EEPROM, and fiash storage ares devices; magnetic disks, o.g., internal hard

ez s

N

disky or removable disks: magneto-optical disks; and CD-ROM and BVE-ROM disks.
The processes are not hmited to ose with VolP-enabled telephones or to any
particular network configuration.  Likewise, the processes are not Hmited 1o the speeific

hardware and protoveds deseribed herein,

In aiher implomentations, the sources {e.g., 134, 15b) and destinations {16y, 16b}

naty be part of the 1P carrier systems {e.x., nodes of network 103 The actions associated
with processes 38, 34 andfor 60 may be rearranged andfor combined. In this regard,

g o

clements of diforent inplementations deseribed herein mayv be combined to fom other
implementations not spectiically set forth sbove. OGther implomentations not specifically
deseribed beredn are also within the scope ot the following clatms.

What s elatmed s

39.
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1A methed for affecting routing of 2 communication from o Hrst computer

systens, through @ network, to 4 second computer system, the method comprising:
ing an output addeess of the Hirst computer system gad an Input sddress of
e second computer system;
5 wherein the communication is sent from the output address of the Hrst computer
systen and reeetved at the mput address of the second computer system.

2. The method of claim 1, wherein assigning comprises generating a route list

commprising the output address of the first computer systent and the fnput address of the
14 second computer systen, the ronte Hst comprising one or more additional output
RY - ~ % Lo

adddresses of the first computer systemn pajred with one or more additiona! fnput addresses

of the second computer system.

”

3. The method of claim |, further comprising

i5 detormining whether a route through the network meets a metriy
wharein the output address of the first computer system and the inpat address of
the second computer systom are assigned based on whether the route meets the metrie
4. The method of claim 3, wherein, i the route does not meet the metric,
20 sssigning comprises gssigning a new output address of the first compuler system and a
pew input address of the second computer system to thereby select a now route thicugh

the network;
wherein the compmumication is sent from the pew output address of the first

conpuier system and received at the new input address of the second computer system.
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The wethod of claim 3, wherein the metde comprises plural metrios, the plorsl

MEUIes comprising an attribuie of the route and a quality of communication.

3 &. The method of claim 5, wherein the attribute of the route comprises at least one

%

of a guality of the route and & bandwidth associated with the rowte.

e

7. The method of clam 3, wherein the mietric comprises 2 bandwidth associated

with the route,

(o
8. The method of claim 7, hurther comprising:
asstpning a second output address of the first computer systent and a seoomad npat
address of the seeond computer system i there 18 not sufficient bandwidth associated with
the mopte & accammodate the conununication.
i3
The method of claim 1, wherein the network comprises an namanaged
network, over which a predefined bandwidth is not guarantesd for communication,
16, The methed of claim 1, wherein the unmanaged network comprises the
28 intertiet,

The method of clainn 1, wheram the network comprise

¢ nranaged notwork,

ver which a predefined bandwadih s guaranteed for commudoation,

&
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12, One or more machine-readable media comprising instructions that are
execulable © affect routing of a commumication from o fist computer systom, through a
network, (0 & second computer svsterm, the instractions being executable by one or more
processing devices o

assign an outpat address of the first computer system and an fiput addvess of the
Seeona compricy systamy;

wherein the commmunication is sent frow the ouipol address of the firg

system and received at the taput address of the second compaier system.

{3, The one oy more machine-readable medis of claim 12, wherein sssigning

7

comprises generating a route list comprising the output address of the Hrst computer
system and an input address of the seeond computer system, the route st comprising ong
ot more addittonal outpol addresses of the first computer system patred with one vr more

additionn! input addresses of the second computer svstem,

P4 The one or more machine-readable media of elaim 12, fnrther comprising
imsiructions o

deternune whother ¢ route through the network meets a metric;

whergin the cutput address of the first computer system and the input address of

the second computer svstem are assigned based on whether the route meets the meiric,

15, The one or more machine-readable wmedia of clatm 14, whersin, i the route

f,-x

does not mieet the metric, assigning comprises asstgning a new ouiput address of the it
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congrder system and a new mput address of the sceond computer system 1o thereby sclect

X

a new routs through the network,

o

wherein the commmunication s sent from the new output address of the §

:—»}-
ey
%
N

computer systew and received at the new input address of the second computer system.

16, The one or more machine-readable media of claim 14, wherein the metric
comprives phial metrivs, the plural metrics comprising an attritmats of the route and 8
guality of communication.
3t 17, The one or more machine-readsble media of elaim 16, wheretn the attribute of
the ronte comprises at least one of a quality of the route and a bandwidth assocated with
the oo
IR, The one or mors machime-readable media of claim 14, wherein the metne
cougwises & bandwidth assoetated with the route.
19, The one or more machine-readable medin of claim 18, futher comprising
ISHUHNNY )
asxizn a second output address of the first computer system and 8 second inpng
24 sddress of the second compater system tf there is pot sufficient bandwidth assosiated with

the routs o secommodats the communicstion.

43
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The one o more machune-readable media of clann 12, wherein the network

<
i

comprises an unmanaged network, over which a predelined bandwidth 18 not goarantoed

for communication,

3 21, The ene or more maching-readable media of ¢laim 12, wherain the

unmanaeged network comprises the Internet.

The one o more machine-readable media of claim 12, wherein the network
comprises s munaged netwaork, over which g predefined bandwdth s guaranteed for

i} COIMTHANCHtON,

330 A systern 1o affect routing of communigation over a network, comprising:
a first computer system having plural output addresses;
a second computer system having ploral inpot addresses
1s at least one of the Hrst computer system and the second computer system being
configured 1o assign an output address of the Hrst compuier systorn and an nput address
of the second computer systers, through which addresses communication is routed, via
the network, hetween the fivst computer system and the second computer system.
2 24, The system of claim 23, wherein at least one of the frst computer system and

the second computer systens is configured to generate g route Hst comprising the oulpu

addreas of the Hrst computer system and an inpat address of

the yoote st comprising one or more additional cutpa addresses of the fird

’) =
ool
o]
[
i
=
o
ort

=

e

"y
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2.

system paived with one or more additional input addresses of the second comprer

)

)

25, The system of claim 23, wherein at least one of the first compater system and

,r
(,.

the second computer yystem iy configured o
determine whether @ route through the network meets & metri, and
3

rusign the ouptpu address of the first computer system and the inpul address ot the

&

cond computer system based on whether the route meets the metric,

e
o
(’;

&. The system of claim 24, further comprising a registration server, the

a2

3
i

registeation server being onfigured to recaive the route hist and to send the route hst fo at

least one of the first computer system and the second comiputer system;

whersin at least one of the first computer system and the seconsd computer system

configured o use the route list to determine the output address of the first computer

P
e

syatem over which to oatput the communication to the network and to determine the inpat

~

address of the seeond computer systent o which o divect the conmnunication.

f claim 25, wherein the metric comprises phuval motries, the

]
3
.
ol
e
o
L4<
., ,:o‘
(2]
d
5
,"“

(ﬂ

omprising an ativibute of the route and a quality of the communivstion.

o

plural metnes

28, The system of claim 27, firther comprising one av more servers contigured o
store information relating to quality of communications ransmitted over the route and to
provide the information 1o at least one of the first computer systers and the second

computer system, the wnformation corresponding to the metnie
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38, The systemn of claum 27, whereln the attvibute of the ronte conprises at loast

one of 2 guality of the route and a bandwidth associated with the route,

3 30, The systenvol elaim 25, wheretn the wmetric comprises & bandwidth assocated

svith the routs

310 The systom of claim 23, wherein, f the route dees not sieet the molrie, sl

least ane of the first compoter syatem and the second computer system s configured o

nd a new inpat address of the

4-"4
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i
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b3

second computer svstam to thereby seleet @ new route twough the network;

wheretn the communication is sent from the new output address of the first
computer system and received st the new fnput address of the secoud computer system.
14 32, The systern of claim 235, wherein the route 1s dictated, at least in part, by an

.

fitial output adddvess of the first computer system and an inifial input address of the

second computer systen.

a3

%
3

he system of olaim 23, wheretn the network comprises an unmanaged

o
=
o

;

T
o)

network, over which a predefined bandwidth is not guaranteed for communication.

The systent of claim 33, wherein the unmanaged network comprises the

Internet,

o
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1

35, The systeny of claim 23, wherein the network conmprises & managed network,

over which a predefined bandwidth is goaranteed for comymunication.

36, The method ofelaim 1, wherein the commuenication comprises a telepheone
call.

37, The svstem of clabn 23, wherein the communication comprises a telephong
call

38, The systen of olaim 23, whercin the first comgpnter system 13 coplfigured o
assign an output address of the first computer systemn and an foput address of the yecond
computer syatem, the cutput address of the first computer systens and the input address of
the second computer system corresponding to a route through the network; and

wherein the second compater system s configured to receive the route from the

KX

first computer system and to propose, to the first computer system, an aliergate route

throueh the netwerk.

=

39, The system of claim 23, wherein the first computer system is configured o
assign an ouiput address of the frst compuoter system and an nput address of the sevon

comprter xystem, the output address of the first computer sysiom and the inpat address of
the second computer system corresponding to g route through the networle and

wherein the second computer system s configured fo receive the route trom the

first computer systom, to determine whether the route ¥s accepiabls 1o the seeond
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compuier system, and, i the ronie 1s not acceptable, to wall for an alernate route from the

first compusier system

5

44,

P

Thesystem of clanm 23, wherein the second computer system is configured o
g aasign an ouiput address of the frst computer svstem and an input address of the sceond

computer system, the owtput address of the first computer system and the mput addr

the seeond computer system corresponding to & route through the network; and
wherein the frst computer system is configured to recetve the route fram the

second compater system and 0 propose, 1o the second computer system, an alfernate

0 rosgte threuigh the network.

41, The svatem of claim 23, wherein the second compater systent is conligured

assign sn output address of the first computer system and an input address of the second
computer system, the oatput address of the first computer svstem snd the input address of
i3 the second computer system corresponding 1o a route through the nebwork; and

wherein the Hrst computer system s configured to reeive the route from the
seooud compuier system, to determine whether the route is acceptable to the first
computer systam, and, (U the route is not acceptable, to wait for an slivmate route from the
seconsd computer system.

N
20

42, The system of claim 23, wherein the first computer system Is configured @

&2

5
e

assign a Hrst output address of the first computer systen and a first input address of the

ascond computer Systen, the frst cutput address of the first computar system and the first
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mput address of the second computer systen corresponding o a first route through the

sebwork;
jen o secoud output

wherein the second computer 3ystem is configured to assips

address of the first computer system and 4 second jnput address of

of the first computer systern and the second input

systony, the seeond cudput address
address of the second computer system corresponding to g second ronte thepugh the

nebwork; and
wer svstem

1 ai feast one of the Brst compuder system and the secomd compt

wherein
are configured to determine whether to use, for communication, the fivst route, the second

rorute, of netther route.

3, The system of claim 42, wherein, if the first computer svatem determines that

43,
neither ronie i3 10 be wed for communication, the first computer systom is configured o
sebect a third computer system with which to communicate; and
t netther route ts 1o be used

vheredn, i the second computer system determines that

R
for communication, the second computer system is configured to select the thivd
computer system with which o communicate.
44, A system to affect routing of communication over a petwork, comprising:
20 5 first computer systern that 1s that 18 configured tn communicate over the network
vig one or more outpul addresses
syt 3 &

P

stent that is that is configurad to communicate over th

8 second computer 8y

twork vis one or more wmput addresses; and

a third computer systens that is configured 1 commumiate Oy
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al least one of the Hirst computer sysiem, the second computer systam, and the
third computer system being configured to assign an output address of the first computer
systern and an mnput address of the second computer system for commusncation belween

3 3 o

the fivst comyputer system and the second computer system, the output sddress of the

(/
e
jss
M
i
po4

computer system and the input address of the second computer systam corresponding to g

roate thvough the network.

45, The system of claim 44, wherain the onipal address of the Hirst computer
system and the input address of the second compuder systemn comprize party of & ronte hist,
the route Hst comprising pairs of addresses over which communications can be routed
between the first computer system and the second computer syatemn; and

wherein, if the fiest compuoter system is configured fo assign the output address of
the first computer system and the fuput address of the second computer system, the first

compater system is eonfigured to provide the route Hist © st least one of the second

computer systen and the third computer systen.

46, The system of chim 44, whereln the owpat address of the Srst computer
system and the input address of the second computer system comprise parts of a route s
the route st comprising pairs of addresses over which commumcations can be rogted
hetween the first conymier system and the second computer systony ad

whereiy, i the second computer system is contigured to assign the outpul address
of the first computer svstem and the input address of' the second computer systen, the

sovond computer system i3 configored 1o provide the route list to at least one of the first

comprisy system and the third computer system.
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47, The aysteny of claim 44, wherein the cutput address of the Sest computer
svetem and the input address of the second computer system comprise parts of a route Hag,
the route list comprising pairs of addresses over which communicstions can be routed
hetween the first computer syatem and the second computer system and

wherely, i the third computer system s configured to assipn the cutput sddress of
the frst computer systom and the input address of the second cornputer systony, the thied

N

computer system 15 configured o provide the route list to at least one of the

o
=

st compuier

Y

system and the second computer system.

38

48, The system of elaire 44, wherein af least one of the first compniter system, the
seveud pater system, and the third computer system s configured {00

determine whether a route throwgh the petwork meets & motric, and

w8 of the first computer systent and the nput address of the
1§ second computer system based on whether the route meets the metric.

49, The system of claim 48, wherein the metric comprise one or oove metrics that
are oblained vig one or more of the first computer system, the second computer system,
and the third computer system.

20

~

S, The system of elaiim 48, wheredn, in a case that the frst computer system

assigns the outpat address of the frst computer system and the tput address of the

>,

i

npnter system, the metric comprises one or move metries that are determinged

ot
o
b

SLCONRG GO

by the first compater system.
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$1. The system of claim 48, whersin, in a case that the second compder systony

asuipns the output address of the first compuier system and the input address of the

second compruter system, the metrie comprises one or more wetries that are detenmined

3 hy the seeond computer System.

he systemn of claim 48, wherein, in a case that the third computor system

v
¥

asstgns the onipat address of the first computer system and the input address of the

<

fint are detprmined

g §

meiric COMPrisEs ONne Or more metrics

e

second computer system, the n

3¢ by the thingd compuier system.

33, The system of claim 48, whereln, s cage that the first computer gystom

{{he first compater system and the input addvess of the

cond computer syster, the metric comprises oue or more metrics that are determmed

3

second computer system and the third computer system,

fuas,
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The system of claim 48, whereln, 10 a case that the second computer system

assigns the output address of the frst computer system and the fnput address ot the

second computer system, the metrie comprises one or more metricos that sve determined

26 by al feast one of the first computer system and the third computer systom,

FAY)

system of olabm 48, wherein, in 8 case that the turd computer System

fdress of the first computer system and the input address of the
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second compuler system, the metric comprises one or more metrics tht are determined

by al

cast one of the first computer system and the second coruputer system.

[

St

36, The system of claim 48, wherein the metric relates 1o ong or move of jitter on

5 the network, packet loss on the netwark, latency on the nebwork, and bandwidth

N

utilization on the network,

57, The system of claim 44, wherein at loast one of the first computer system, the

senond computer system, and third computer systens is configured o generate a route Iist

0 conprising the output address of the first computer systent and an input address of' the
sevond compnier system; and
whereln, priot to engaging in 2 commumnication over the network, the first
computer system is configured to obtain the route list and o route the comumunication in
accordance with the route st
A%, The system of claim 7, wherein the route List is obtained from one of the
second computer systom and the thivd computer system,
59, The svstem of clalm 44, wherein at Teast one of the first computer system, the
it second covaputer systen, and third computer systern is configured o generate a route fiy

comprising the output address of the first computer systemt and an inpit address of the

second computer systam; and
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LA S

whereln, during @ set-up provess for engaging o communication over the network,
the Hirst compuier system 1s configoared to obtain the voute Hst and 1o voute the

commpnieation i aceordance with the roule Hat

z &8, 3

The systerm of claim 39, wherein the route Hst i3 obtained froms one of the

N

second compter system and the third computer system.

1. The method of claim 1, whorein assigning compiis

cornprising the output address of the Hrst computer system and an input address of the

o
¥
£

whersin, Proy 1o engag

computer system is configured 1o obtain the route list and fo route the communication u

accordanee with the reute Hat

5;;4(

2 TPk
67, The

one or more machine-readable media of claim 12, whersin assigning

Q{}}’KPH LA

enerating & route Hst comprising the outpnt address of the s

ystern and an fnput address of the second computer systern; and

where

sy the one or more machine-readable media ¢

the route Hst and o woute

54
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