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(57) Abstract: Suggested is a method for processing a request message in a wireless communication system according to one ex-
ample of the present invention. The method comprises the steps of: receiving, by a first M2M entity, a request message relating to an
operation for a specitic resource from a second M2M entity; determining whether or not the first M2M entity has the specitic re-
source; and if the first M2M entity does not have the specific resource, determining whether or not an integrity code is included in
the request message, and if the integrity code is included in the request message, delivering the request message to a third M2M en -
tity, or the method may comprise the steps of: if the first M2M entity has the specific resource, determining whether or not the first
M2M entity has a registration relation with the second M2M entity; and if the first M2M entity has no registration relation with the
second M2M entity, performing verification on the integrity code included in the request message.
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AR S QlTh a2 A AA A FAY T 220 B E A
<

)

3 lufo] 2 2, MaM U] ufo] 232
W, 71713F Sl A3 A S, M2M A H 2
A& o B B/ = 24 Al B RS F5AlehE 24 7] 7] S0l
ool &gt} 471 M2M U] Hho] 2~ 5= © i (Terminal Equipment), MS(Mobile
Station), MT(Mobile Terminal), UT(User Terminal), SS(Subscribe Station),
7] 7] (wireless device), PDA(Personal Digital Assistant), 41 2.5 (wireless
modem), 5t 7] 7] (handheld device) 5 2.2 B 4= v}, ok H dbdof] Qlof A,
M2M A B = D42 0 & MM TlHlo] A5 W/ ThE M2M A B ¢ B2l
314 ¥ A & (fixed station)S &3, M2M T Hlo]| A& /= TFE M2M A H ¢}
TAlate] Zhg dHolH R AR RE n sk}

olalel A= & g 2 vk ¥l V)<= ol o) A g

M2M off =] 7 o] A

AH| 2~ 228 Adstar 7 QIE H o] A& F3ll 4+ 715 $H(accessible) 3
18] 22 <] E] (Common Service Entity; CSE)& AF-8-3F= ol &) Al o] 4. M2M
of & 2] Al o] -2 M2M t]Hlo] 22, M2M Alo| E gl o] Fi= M2M A B o] A X] HE+=
A 5= Ak

M2M && X H] *

E3hE IE o)~ 5 & F8 M2M CSE7F o] 87H53H A 8t 71559 A

oneM2M-2 T} M2M ol & 2] Al o] A (= o &2 Al o] A < E] E](Application
Entity; AE)) 52 93 &% M2M A B] 2 L g o) 9 F (3= An) 2 A E 35
A38) 2~ QlE]E](CSE) 5)Z A 2] et} M2M off & 2] 7l o] A o] 2} 4L 314, e-Health,
City Automation, Connected Consumer, Automotive 52| A H] 2~ 2 2] & & gt
A ESOJEAL & = glor, o] g th gt MaM o EE Aol &S st
Ad, ¥EAH 0B AR 7] 5ES oneM2M A B A Z Q9] 3= £33
At whehA, oneM2M A H| 2 | 9] 91 A5 o] &5, th S M2M
fZe A HE npct Ao gt Zbzbe] LUl AE FAT H A §lo], o] E M2M
NEeANHES AA T 5 At} o] = AA| Smart Building, Smart Grid,
e-Health, Transportation, Security 5 ¢ 21 M2M H E] A (Vertica) & & %G =] ]
A= M2M A4S T 5 oneM2M A H) 2= 29 A5 F4H o= 53a 4
o, o= M2M A& A A 318 2o =& Vo f T,

% 1S M2M 41 Al 2=Blel| A o] 75 25 EAR A RIEEE
A st gk

NEZ Aol A MBI E (AE, 101): o & &7l o] A el Bl 1= i vk M2M
EFMAE Aol Zg Aol A4S A F et AR o 2= 3t E 54, 94
dd FUH Y, 94 19 54 R Alo] of ZF 7 o] A o] 3T} (Application Entity
provides Application logic for the end-to-end M2M solutions. Examples of the
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Application Entities can be fleet tracking application, remote blood sugar monitoring
application, or remote power metering and controlling application.) }.T} 4] o] 3l &
Hsll, AEi= M2M ol e} Aol a2 A4 5= 3ot

3% 4] 2= QNEJE] (CSE, 102): CSE= M2M 37 o] 5-%-%] 21 oneM2M )| 4]
BoE Mu) 2 Vs 'R o FoA Atk o2 g MH| A Vs ES dHd s
FER1E Mca, MccE &3l =& 5o 55 ¥ (A2 %) AE?} B} CSE<l 98l AF-8-2
% gk A5 ¥ 2 EQE Ments ATl ek WIES 2] Au] 28 3 2ehizv
AF8-F1 T}, (A Common Services Entity comprises the set of "service functions" that
are common to the M2M environments and specified by oneM2M. Such service
functions are exposed to other entities through Reference Points Mca and Mcc.
Reference point Mcn is used for accessing Underlying Network Service Entities.)

CSE°N A Al gsh= M| 2 7552 ol &= do]¥ e, vulo] X~ whe], M2M
75 (subscription) ¥, §12] A ¥~ Fo] Jlh. o]H @ V] eEE = A LR
CSF(Common Services Functions)® U3 ¢ 2 4= 1t} CSEQHe] Y2 CSF+=
A o7 EAstofof shal, R & e A o w E4 7Hs et L3 CSFete
HEl 72 Ao g EAlstelof atar, B Vw2 HEH o g EA)
7Fe sttt (ol "Hubol £ el CSEetell, o E el Aol 22 E g o] A, 4o
ol E, 24, R UHY 5 222 A5 7| solH, ¥R S JH= 7] 5ot}

Ad et HIE A AMn] 2 AEE (NSE, 103): NSET= CSEC M8 =&
Agapiz ], o] 2§ A H| 29 o Bz vufo] & e, A A A n] 2, vlufo] &
EfAE g0l At NSE= 54 7= 2 4 sh4] o, yE] A7}
71E-A 0 2 A Fa]a= EWM AN E(transport) 2] 74 -9- NSEQ] A H] =2 A Z}&} %]
2 =T}.(An Underlying Network Services Entity provides services to the CSEs.
Examples of such services include device management, location services and device
triggering. No particular organization of the NSEs is assumed. Note: Underlying
Networks provide data transport services between entities in the oneM2M system.

Such data transport services are not included in the NSE.)

Mca HHH 2~ FIE
Mca @3 @ 2= LA E = AES} CSEZFS] @l A EQIE o]t} Mca 2| H -~
JANE = AE7} CSEZ} Al F38h= A1 8| 28 AME-3 5= QL 55, AE7} CSE$}

(o]
-
B2 4= 9l 55§} (This is the reference point between an Application Entity

Ay

and a CSE. The Mca reference point shall allow an Application Entity to use the
services provided by the CSE, and for the CSE to communicate with the Application

Mca Al 2= RN EE 8 Al T8 = AH]| 252 CSEOlA Al g8t
71550l 9 E3h AESF CSE= & B )4 Ao 9le 5 glon, &

B2 4 A A]eol 22 95 AT} (The services offered via the Mca reference point are



WO 2016/013846 PCT/KR2015/007546

[62]
[63]

[64]
[65]

[66]

[67]

[68]

[69]

[70]

thus dependent on the functionality supported by the CSE. The Application Entity and
the CSE it invokes may or may not be co-located within the same physical entity.)
Mcc Bl H g1~ EQNE
Mcc Al H 2 ERIE= 5 CSERF] Al HH 2 A EO|T) Mcc @l HH 2~
FEQIES= CSEZF U CSES] B 238 75 o] MU 28 AR 4= QL5 3,
Mce Bl 2 IR E S F38)) Al e ¥ = A H] 252 CSEC A Al g5k 7559

o] &), (This is the reference point between two CSEs. The Mcc reference point

shall allow a CSE to use the services of another CSE in order to fulfill needed
functionality. Accordingly, the Mcc reference point between two CSEs shall be
supported over different M2M physical entities. The services offered via the Mcc
reference point are dependent on the functionality supported by the CSEs)

Mcn HHEH 2~ EQ1E

Men 2 ¥ 2> F Q1 E 3= CSE9} NSEZF| #l| 2 ¥ 1 E o]t} Men | ¥ 2~
S QI E = CSEZFNSEZF Al g 8h= M u] 25 & ARE-3t 5= Q=5 §he). (This is the

reference point between a CSE and the Underlying Network Services Entity. The Mcn

reference point shall allow a CSE to use the services (other than transport and
connectivity services) provided by the Underlying Network Services Entity in order to
fulfill the needed functionality. ) NSE7} A &6} A H] 2~= %] <(transport) 2}
7 Zx(connectivity) A H] 2~ -2 T g A H] 2 o] 9] 9] A& 523, Yol &
E 2] A " (device triggering), 2> U] ©| E| 7] %-(small data transmission), % #|
A A (positioning) 2} -2 A H] 227} 71 o o] T},

Mcc' HHEH 2 EQIE

Mcc' @3 @ 2~ FRIE = A& th& M2M A 8] 2> A g2kl Al 43F= CSE 1+
TS 98l AREE Th Mec' 3 /1 22 ERIE = Mee 9312 ¥R1IE9 CSEE
MR ARG Holl A vl 5 ey, 7IE Mee Bl H -2 ER1IET G
M2M A H| 2= Al g2 o] B4l 08 5k o] ATk Mee' #l ¥ 2 FR1E=
A2 T2 M2M A B2 A AR MecE BHgEHE g o2 5 5= gl

523 M2M 715 &l 71Rbsko] M2M B4l Al 2~ jl o] Al sk A S
SALRIGE M2M B4 AR A A of) =5 @t ) a1 U vk A&
A Ak 7] BAIE A S ol skl T 28 = (Node)eh= 7 o
el A AR ek g

of &gl Al o] A -8 == (Application Dedicated Node; ADN): CSE7} <= Al] 5} 4]
oFa1, o] &}l AEE ZH= = (An Application Dedicated Node is a Node
that contains at least one Application Entity and does not contain a Common Services
Entity). Mca | {2~ ¥JQEE 53| g} v & == L= 39
Az EYR mEo¢ldd &= Itk ADN2 M2M tjufo| o) SR 4
A

of &gl Al o] A A H] 2 == (Application Service Node; ASN): 5}1+2] CSE7}
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A8l oF 5far, Ao & 3F}e] AEE ZH = = (An Application Service Node is a
Node that contains one Common Services Entity and contains at least one Application
Entity). Mcc 2] ¥ 2 F1EE Ecﬂ st U =B = S
et e A mro] A H 52 9k ASNS M2M tlulo] 2ol EA) 8

)

H] £ = (Middle Node; MN): 3}1}2] CSE7} E Al 8 oF 3la1, AEE 7HE 1=
3= SE(A Middle Node is a Node that contains one Common Servrces Entity and
may contain Application Entities). Mcc @3 2= XN EE F3| 4 o} t}&
Fre|arg) o £:8h= F =29 914 ¥ o] oF 3} (A Middle Node communicates over a
Mcec references point with at least two other Nodes among either (not exclusively)):

- Sh o) e ol & Al ol A A& mE(ASN)F;

- 3k ol el V' =E(MN)E;

- el A E 2 R I (IN).

LE3H, MN< ADN# Mca #l H 2 IRIE S Faff 144 5 vl MNS M2M
Al Edolell A o= 3

TP AEZ X (Infrastructure Node; IN): 3}}+2] CSE7}F &4 &) of s} aL
AEE 7} =% 91+ == (An Infrastructure Node is a Node that contains one
Common Services Entity and may contain Application Entities). IN<> M2M 4| H <]
EAE = A

JNIZ~EZA 3= MN = ASNT Mec Al H ¥ 2 Q1 ES 38 oh &
=53 5418 9= T} (An Infrastructure Node communicates over a Y reference
point with either:

Sahuf ol abel WE wr(S);

S/ sht ol kel ol Eel Aol A H 2 e (E)

AZTH~EZ A ¥ 5% ADNY Mea Al H A~ FRIEE S8 S48 5=l
(An Infrastructure Node may communicate with one or more Application Dedicated
Nodes over one or more respective Mca reference points.)

532 M2M B4 Al 8ol A Al g ¥ = - A H 2 7] e S B A g

M2M E41 Al 28 o] Al & 8= M2M A H| & 7] 5(5, &8 Ml & 7] 5) 2=
%= 39 =X ¥ A A ¥ ‘communication Management and Delivery Handling', ‘Data
Management and Repository’, 'Device Management', 'Discovery', ‘Group Management',
'Addressing and Identification', 'Location’, 'Network Service Exposure, Service
Execution and Triggering', 'Registration’, 'Security’, ‘Service Charging and
Accounting', 'Session Management', 'Subscription and Notification'®] )

obehiz 7 7]l thekg avpol .

Communication Management and Delivery Handling (CMDH): E} CSE&, AEE
NSEE %2 SAl& AlgstaL o DA vAAE HEe A& g =gt

Data Management and Repository (DMR): M2M ©Jl &&] #| o] A o] t] o] H & L3}



WO 2016/013846 PCT/KR2015/007546

[86]

[87]

[88]

[89]

[90]

[91]

[92]

[93]

[94]

[95]

[96]

[97]

[98]

[99]

o

§8 5 QS s qBE FRAT,

Device Management (DMG): M2M T 8lo] 2~/A ol E9] o] & Fe] 3} 7] 9] &
e LA AN 7S s n, ol Eel ol A B AT, A7k
a7, B g o] (Firmware) Y B o] E, 7] (Logging), 14 E| % (Monitoring),

7 H(Diagnostics), & ¥ 2 ] (Topology) ¥&] 5°] 3}

Discovery (DIS): &30l 7]8kg 2] a2 W QAR E 33 5 JuF o= 9=
T3y gy,

Group Management (GMG): 8] 422>, M2M Tl H}o] &~ = Aol E
SEe 44T 5 o, 1B naE 0 Aesh q8e Faw,

Addressing and Identification (AID): E¢] 1= =] glALE AE 2
o] == 9]/ (addressing) 3} = & &S 43 gl

Location (LOC): M2M oﬂﬂa] 7| o) A E0] M2M ] nfo] 2 iz A o] E 9] o] <]
AN AN E NSHES bz B FYIG,

Network Service Exposure, Service Execution and Triggering (NSE): 1T &} <)
U EQ A FA1E 7hsshA shar, At el IEY A7 Al g8k 75
AR e g

Registration (REG): M2M |l &% 2] Al o] A Ei= th& CSE7} 54 CSE9l 55 &
Helahis e AT S5 54 CSES MIM A B2 7] 5.2 AFEE)
EERT LI

Security (SEC): H.QF 7] ¢} & 71 7hsl to| g &%, H.<F ¥7|(Association)
49, ©1 = (Authentication), 21 7H Authorization), 2] '8 (Identity) .3 5 2] 93-S
T3y gy,

Service Charging and Accounting (SCA): CSE®l| 8.7 77} 7] 5& A &8h=
Oﬂ aFe 4= 6(H shj-

Session Management (SM): &t t(end-to-end) 5215 ¢+ M2M A A&
e

T2 (Subscription) 3 3% €] 427k WA H W o & el o e S B,

o] M2M & & AH] 2= 7] 52 CSEE T3l Al & 4™, AE(S 2, M2M
=g AoldE)ol Mea el A2 ERJES T8, E=1= BF CSE7F Mcc #H 1 2
FOEZ B ald BE AJu] A 755G o] &3 2= glt} I o] 2] & M2M BE
AE) 2~ 752 A ek HES] El(Underlymg Network)((= AT 2te] U ES =
9l E] E] (Underlying Network Service Entity; NSE), ¢ll: 3GPP, 3GPP2, WiFi,
Bluetooth) 2} 1-&3to] &2Hg 4= At}

52 v vbo] 2/ o] E sl ol/9l Z ek~ E A} 9] 752 T 7hA = AL
olUth g 7155 F ¢ 7S5} A 7|55 28 e 7HA 5= 9)

MM 520 2] =506l 4 2] A2 M2M A A] 25l B m s T
HA] 1% A0 URIR 488 5 Q= BE AL o @tk 37 e ant
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2 oj1}-g- 2% ¥ 4 Z~(announced resource) =

g o= v

[100] THE Bl Az T ElALTE 5 TEAN S E ‘1]74 [ 24 Rt g A= T WA= =
A}E ¢ E ] H(retrieve) 8= Hl] A8 %Y, CSE & -1-4 0.2 &A)8H4] & =1

[101] AU AH gh oy 2y o= Ay A s X EH) 4B
Yi ol A U4 CSEoﬂ A= gl hzolrh o b2 2 B AE dE
Yo 5H T ARE FAS iy AHEE g BN e
17 (discovery) & 4%3}71] St} A CSEl = oAy 29 gl AT AV
AA CSEe A 2 ] 229 214 of*’-—"i A8k FAY At g Ao
AU}-& A4 zpAl o] o} 2}Al gl AAEES AASH] Y8l AFeE .

[102] Art g A TR i oL 2 T e R A E ] o, AT
g]ﬁ\_/\t ohj]. g]/\/\o]q_

[103] 5 43= M2M o Z & Al o] d A M2 = 9F MM QI e A E g A o
EA8hE B Al T E2E A 5&5}

104 MM EA A2 & et 2] 22sE i A3 A olahind), o] & 42E
A A, o E el Aol & %‘io}j AA Ghe o] 3= 5o M2M A H| =5
T F AT AV HAhaE s B 2R 4] o] H, CSEH
el A 0% AF Ei= CSECl A 7dH o] M2M HHbo] 2~ M2M Al o] E 9] o],
HES A LvQl Soll A2 5= Ut o] 2§ ol A, CSE= g A28
e she AE B R A A 5 vk A7) 2l& 7 <cseBase>E E] FEE
7EA ), TR A QL 2] A= of e o ok

[105] <cseBase> & 22~ EYE FAE MM 8 A 49 FE gAhroy tE VE
g AainE EESr

[106] <remoteCSE> #] A~ 2~: <cseBase> 3} ¢ o] A8} &l A2 A4 3l CSE
TE(AA)H B CSEY] FR7F £EH T

[107] <AE> ] A2 <cseBase> U <remoteCSE> t] &2~ 319 o] A48 = ] AL 2 A4,
<cseBase> 2| 3} 9] ol =418 -5 | & CSE® Ei( A)H o =] A O]’ﬂ%ﬂ
A H 7} A A B, <remoteCSE> 31 9] o] =48 7 - EF CSE(CSE ©] &2 7)<l
TE5H NEY Al HES] R A G

[108] <accessControlPolicy> €] A~ 2x: 54 gl A2of ot 5] At I d ARE
At gl Aotk & Aol E3E 2 A3 JRE o] &5,

1 Z(authorization)©] ©] Fo] A A ),
[109] <container> ©] A~Z~: CSE'H, = AEV}T} H|o|H & A4 35)= 8] Aot
[110]  <group> & &z=: o e] ZlAAE PR IFo] 34 43 = A =5 sf=
715& Auste g izolt

[111] <subscription> #] A2~ Bl A9 gL o AEIZFH A E A
& Al(notification) = &3l & F+= 75 T g bzolT

[112] 525+ M2M o & 2|7l o] A A H] 2 (ol A Th, M2M T H}o] 22)9F M2M
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[113]

[114]

[115]

[116]

[117]

[118]

[119]

ANIZgAEZ X mof EAlehE glias 725 A g

o & o], M2M I X & A~ E B A 9] 555 AE(application2)”7} M2M
tupo] 2] AA ghg ¢l = Wigel tial A dtt 7] A= B
S %9 AHE 7Fe] 71, M2M t]ulo] 2 Afell &4 31 AE(application])< ©|
A Aol A gL ¢lo] ApAl o] 5=-3F CSE(CSEL)®l container #] A2~ S E] & 12
e A sl M2M H vl 2 Agol) E A 3h= AE= ©] & 9l 8l M2M
tjuto] 2ol EAsh= CSEol| W1A] S & Hojof 5t T5o] 4xEH, &
50 A 9} o] cseBaseCSE1/application] 2] A&2-2] S Ej & 555 M2M
of Z| Aol He R IF A g

cseBaseCSE1/application] 2] A2~ 39 9] container 2] A2l Al 4] ko] M2M

tjuto] 2ol Al sz AEC] o &l A EM, IZ G AEY R rrd SE5H
AE7} 3l gholl A <teo] 7he e 4 Atk <ol 7hsshA skl sl A = 7]
X AEHR o] FEH AER GA A7) Az g AEZ ] w9
CSE(CSE2)°l| 550] % o] glojof 3}, o] 3= applicationl 7} CSE1 ¢l 5353}=
mmﬂﬂﬂmﬁm&MW@mmmﬂﬂA*ﬂ@ﬂm@ﬂﬂWﬂﬁﬁé

A g o 2 M o] Fo] AT}, W, application] = application2$} 2 3] F-218F= 4l o]
ol g} 5 3ke] CSE1 3 CSE2E& &3l B4l8H H =), o] & 18] ¥4 CSE1+=
CSE2¢l] 555 o] glofof dtr}. CSE1¢] CSE20l &5 = A ¥ ¥, cseBaseCSE2
2] A2 ¢l el CSE1 #& A B (o 71, Link) 7} <remoteCSE> 2] A2~ B 2
A AT} =, <remoteCSE>= 55 ¥ CSE¢l thdh CSE EFY, A =4(1P 54
5), CSE ID, reachability 4 ¥. 52 A &3l =1}

Sk | 2] 42~ Al (resource discovery)©] @ €14 o] CSEel| 9= 2l AAE
Bl g A 8wt} @) A2 BHAlS 2] E ¢ H(RETRIEVE) &%
o] Fo] Aw glAs S 5l gEeH 9 ol o] W&& £ ST

<startURI>: URIS A ]3}111 o] URIT& B4 §AS a3 gl /I E
A gl =t AF8E 4= AT THeF <startURI> 7| 2] 4222 F-E 2l <cseBase>&
7H IO, & Y EYH Q3 & e Ao A gAasE o= gis
gAS 85k "ok 212 <startURI>7F 2] F 81z @]9 71 5)9]
YA2rAE oz g g 235 A o),

filterCriteria: ©] A R.ol| &= AT g A~ HAE AR 7} 7T} A2 +=
<startURI>7} A4 9] 31 g] A2~ g4 H 9] 0l ]l A~ Fof| A filterCriteriaS
TEA 7] = gl A ATE AAske] B 2 o e Aol Al dEShA "ok

T40= 1:501] 1:/\]11;_] q;q@ M2M /\]/\Eﬂoﬂ}q: ‘7/]/\/\7]. EF/] ?FLZJ_:"{L_H
xdE Qo FE 49 BFQS <CSEBase>® & ¥ U}, ufehA,
<CSEBase> 2] &= BHY & 3-8 A 4] 2 B E[(CSE)7} A= 74 F-¢ll = REEA]
LA &l oF gkt

(o

562 Mca 2 Mcce Bl 2~ EQEE AFo] dubx 2l B4 £29-5 A gt
M2M A] 2~ 8l 2] Z 212 o] ] n3H-S 7|uto & 3l ") o B S0, A 134X 7}
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[120
[121
[122
[123
[124

—t e e d

[125]
[126]

[127]
[128]
[129]

[130]

[131
[132
[133
[134
[135

—t e e e e

[136
[137
[138
[139

—t e e

27 (Request) WA Aol &= th5-3F 42 AR 7} £ EE T
-Operation: 2 &2 52} 9] & B (Create/Retrieve/Update/Delete/Notify % B )

To: 878 418 E E 9] ID(Z, 7421 2H2] ID)

From: &7 = A g E412H9] 1D

‘Request Identifier: 2.7 #A| %] ] ID(L.% WA A & -8 7] 98l A5 =
1D)

-Content: A& %= 2| A2~ Ul

5% (Response) WA Aol = th&-3 -2 AR 7 £shET), 4 39 2%
HAIX] 7} T A 02 Al A g0, 471 S5 wAIA =

To: 7= A g EA12ke] ID

From: 87 A ¢F 412H9] 1D

‘Request Identifier: 2.7 #A| %] ] ID(L.% WA A & -8 7] 98l A5 =
1D)

-Result content: 2.7 2] 2] A3} (o] & & 9], Okay, Okay and Done, Okay and in
progress)

Content: A5 = g]A2] W& (AAgkas)W A9 7 &

£ F39tetar, @ wlA[ Ao A 7F et Bg- o] S HA

To: 7= A g EA12ke] ID

From: 87 A ¢F 412H9] 1D

‘Request Identifier: 2.7 #A| %] ] ID(L.% WA A & -8 7] 98l A5 =
1D)

o

rs: 2.4 2] A ] A3} (o E 9], Not Okay)

5 23 5 S

s, the-o] 79 e thekat g A ebglo] E A3kt
3T
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[3%1]
Resource |Short Description Child Parent Resource
Type Resource |Types
Types
AE AE°l 3t A B E A At subscriptio |remoteCSE, CSEBase
S5 A CSESHAEY A& 41 n,
=2 AvEA container,
A 2] ¥ T} Stores information group,
about the AE. It is created as a accessCont
result of successful registration of |rolPolicy,
an AE with the registrar CSE). mgmtObj,
commCapa
bilities,
pollingCha
nnel
cmdhNwAcce [ EQ] 9] AL-&-& A8 12 & schedulesu |cmdhNetworkAccessRu
essRule Ay 9] gt ch(Defines a rule for the  |bscription |les
usage of underlying networks).
CSEBase |31 CSE “goll &A= 2% |remoteCSE |None
garss A 7249 , node,
2] (root)©] t}. 3l & CSE A} A ] |application
et HHE A sf| oF shcl(The |, container,
structural root for all the resources |group,
that are residing on a CSE. It shall |accessCont
store information about the CSE  |rolPolicy,
itself). subscriptio
n,
mgmtObj,
mgmtCmd,
locationPol
icy,
statsConfig
group o R AqeE H_7F = |fanOutPoin |Application,
A% EFY 9] glAzo #gk  |rsubscriptio |remoteCSE, CSEBase
QRE At 1F A2 |n
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information about resources of the
same type that need to be
addressed as a Group. Operations
addressed to a Group resource
shall be executed in a bulk mode
for all members belonging to the

Group).

locationPoli

cy

%‘j/] 0}7] H GL ARE=
LA AHOHRETE
e e ol o

contentInstances7} ¥ %] A B E

A| &8+ (Includes information to

A
o,
i
sy

obtain and manage geographical
location. It is only referred from
container, the contentlnstances of
the container provides location

information).

subscriptio

. |1

CSEBase

remoteCSE

CSEBase #] A 2=9] 2] 5
A= 554 CSE9F 55
daHE 3 94 CSEE

L} e}l TH(Represents a remote
CSE for which there has been a
registration procedure with the

registrar CSE identified by the

CSEBase resource).

application
, container,
group,
accessCont
rolPolicy,
subscriptio
n,
mgmtObj,
pollingCha

nnel, node

CSEBase

subscription

Aozt AddEE 5 ARE
LhebdTE o] 2] gt g
subscribe-to & A22~5 9] gt #}2]

] 4~ 2~ ©] T}(Subscription resource

represents the subscription

[ DA

information related to a resource.

schedule

accessControlPolicy,
application,
cmdhBuffer,
cmdhDefaults,
cmdhEcDefParamValu
es, cmdhDefEcValue,
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Such a resource shall be a child cmdhLimits,
resource for the subscribe-to cmdhNetworkAccessRu
resource). les,
cmdhNwAccessRule,
cmdhPolicy, container,
CSEBase, delivery,
eventConfig,
execlnstance, group,
contentlnstance,
locationPolicy,
mgmtCmd, mgmtObj,
m2mServiceSubscriptio
n, node, nodelnfo,
parameters,
remoteCSE, request,
schedule, statsCollect,
statsConfig
container A E]E] & Alo]of| A H]o|H container, |application, container,
ANAHAES FH3H AEE contentlnst |remoteCSE, CSEBase
== CSEE Aol ol A ance,
"dolE"E n3kslr] ¢t subscriptio
tlolH & By o] Hlo] A= |n
< A A2 AF-8-* (Shares data
instances among entities. Used as a
mediator that takes care of
buffering the data to exchange
"data" between AEs and/or CSEs).
contentlnsta |47] container & A 2=9]| subscriptio |container
nce SAE= ol A=A AES |0
L} e} A TH(Represents a data
instance in the container
resource).

[140] Zb g s B2 sl gl A2 B o R 2] A2 B (Parent Resource Type)
ol AXT 4= o, 24 gl A2 EFY (Chlld Resource Type)< 7H2 5% Sl T}
S 77 el gl Bl A4 (Auribute) =& 7HA M, Aol A A dh=0]
A7 o

[141] &0 & o}l ¥ 2-& <container> 2] A2~ BEFY 9] 224 (Attribute) 52 4 9] 3F
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Zlolth. AA ghE o] 41745 = 43 Multiplicity & & 8Fo] WHE=A]

AARACHE A, B AR HA0.1)E = vk B3l S5 A
E-4 ol w}2} RO(Read Only), RW(Read and Write), WO(Write Only)2} 7+0]
AAAY. A, 3% 19 eI A A 9, <container> B A= A2 ] A2~ E A
<container>, <contentInstance> X <subscription>% 7}2 4= 91T}

32
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Attributes of

<container>

Multiplicity

RW/RO/
WO

Description

resourceType

RO

gl A2 B o) g

o)A (57 A2 ol F WA
F gl asnel By
AR 7 7he) g
o2 B 42

7zt =T}H(Resource Type. This Write
Once (at creation time then cannot
be changed) resourceType attribute
identifies the type of resources.
Each resource shall have a

resourceType attribute.)

resourcelD

RO

o) 432 19 A F 7 URT W
= ID 7]k A -2 9l
AEEREESS Tk
Aazpeltt, o] 4& FY
CSE7} 8] &2 A A&
Fehatiz 5o 47) By
CSE®ll o3| Al g AT} 47

T 2~¥ CSEF A H8 gl
IDE &% 3H(This attribute is an
identifier for resource that is used
for 'non-hierarchical URI
method'or 'IDs based method'
cases. This attribute shall be
provided by the Hosting CSE when
it accepts a resource creation
procedure. The Hosting CSE shall
assign a resourcelD which is
unique in the CSE).

parentID

RO

Al 2~ 81-& A4 (CREATE)
QA Fo) 2 gheb| e E
upe} o] £A4d o)) gh& Tett.
o] 242 g A2 o] W 9]

Ao o s A2 A 7}
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A RET ol e & A8 A
H]- Al 54 URI 28 W&
ARSI ol & B0, YA
".../example.com/oneM2M/myCSE
"shelol A E AE At
"mytAE1"E Zt AE €] &2~ 9
F-RID®] 4k ".../[parentID" &
3£ 3}$HCH(The system shall assign
the value to this attribute according
to the parameters given in the
CREATE Request.It establishes the
parent-child relationship by
identification of the parent of this
child resource. Such identifier shall
use the non-hierarchical URI
representation. For example, an AE
resource with the identifier
"myAEI1" which has been created
under the resource
".../example.com/oneM2M/myCSE
", the value of the parentID

attribute will contain ".../parent/D

H‘)

expirationTime

RW

S 228 CSE°l 98l )47t

A A A G}, o] 4L
1A ZH(originator)©l] 2] 8l A &2
T AL, ol gk 7 5ol gl A9
I~ (lifetime)°l] Tt T ~E
CSE°l th$F gl E(hint) =
AAZ 7] 28 CSEE
gy AA REE AL o 5
A 7 vt 7ok A7

g] &2~ 0] =& 74 AI(UPDATE)
B2l A o] EAdell ek Al gk
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Age o Agd el
= g S gL
AR

off 1E W v 82 ox x° fof

Aol A gk AlsekA] o,
|2:5o] 27 44 Wi
M2M A1) 2 1 & o] o] nfa}
A% gh& - ti(Time/date
after which the resource will be
deleted by the hosting CSE. This
attribute can be provided by the

>

Originator, and in such a case it
will be regarded as a hint to the
hosting CSE on the lifetime of the
resource. The hosting CSE can
however decide on the real
expirationTime. If the hosting CSE
decides to change the
expirationTime attribute value, this
is communicated back to the
Originator.The lifetime of the
resource can be extended by
providing a new value for this
attribute in an UPDATE operation.
Or by deleting the attribute value,
e.g. by not providing the attribute
when doing a full UPDATE, in
which case the hosting CSE can
decide on a new value.This
attribute shall be mandatory. If the
Originator does not provide a value
in the CREATE operation the




WO 2016/013846

20

PCT/KR2015/007546

system shall assign an appropriate
value depending on its local
policies and/or M2M service

subscription agreements).

accessControlPolicylDs

0..1(L)

RW

o] £4-& <accessControlPolicy>
2 2 m0] AHARA B anTt
EABF=A] of 3ol whe} ID =
URIY)Q] 2] ~EE ¥ g3,
2% <accessControlPolicy>
2ol ol H AHEL
7k S B AT,

A A (Retrieve), 7821, 24| (Delete)
5% A8 ol £ TYse
Bt I B o el

5] 8% =45 A4 ¢ H(The
attribute contains a list of
identifiers (either an ID or a URI
depending if it is a local resource
or not) of an
<accessControlPolicy> resource.
The privileges defined in the
<accessControlPolicy> resource
that are referenced determine who
is allowed to access the resource
containing this attribute for a
specific purpose (e.g. Retrieve,
Update, Delete, etc.)).

labels

0.1

WR

JarEg W] 9
7(key)y= 2M AL H = ES 5.
o] 42 AE &40 Rhef
EABHA o ] gasrt
g71 7] 7] sl B R A o
A& AHE s R AR E

o HHE o gles

o] 1] &t} (Tokens used as keys for
discovering resources.This attribute

is optional and if not present it
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means that the resource cannot be
found by means of discovery
procedure which uses labels as key

parameter of the discovery).

creationTime

RO

7] € 2 222] A4 ARY A0
e WE B 2B O
B Aol ) ghe
g]/\ 7} ZR A o7 A E =
cEX R E BRI
ol g 4L WY 5

&1 tH(Time/date of creation of the

resource. This attribute is

O

L b
¥ o

mandatory for all resources and the
value is assigned by the system at
the time when the resource is
locally created. Such an attribute

cannot be changed.)

creator

0.1

RO

A}7] <container> Bl A&
A28 AE-ID B+ CSE-ID(The
AE-ID or CSE-ID of the entity

which created the resource).

lastModifiedTime

RO

A7) B o) mpx]upo &
HAE A7l H o] £AL8 do=
4ol 4k Bl
Janrt AN FAL 5
#749 ujwicl A] 25 o )
g o 2 s th(Last
modification time/date of the
resource.This attribute shall be
mandatory and its value is assigned
automatically by the system each
time that the addressed target
resource is modified by means of
the UPDATE operation.)

stateTag

RO

g izmof gk A IS5
A= 72 El (counter). B 27}
A=A, o] 7HEH =022
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g s ar, w2 Azsel "G
R R EE X RN
R gl F7HEH, A
B2 ] A9 stateTag 4] 0|
WA F7F% AL o] stateTag
Aol FARE o] oF &t} (An
incremental counter of
modification on the resource.
When a resource is created, this
counter is set to 0, and it will be
incremented on every modification
of the resource. The stateTag
attribute of the parent resource
should be incremented first and
copied into this stateTag attribute
when a new instance is added to

the parent resource).

announcelo

0.1

RW

o] 42 A =4
17808 27t

o] 1}-& 222 URIE/CSE-IDE <]
EESSESIRA i S S M e
A = 78 e ol X3t
At o] £AE A a7t
dEA o8 & CSEE
oJubE A V] 9 2l 2
sl A rE S &, o] £ 2
HEA o oih gy

g AarEREO URIES B 2EE
FA Bt o] Aol th gt
BANES MEE o
ofubg- 2 = o b2 S Al &
E ] A Al o] th(This attribute
may be included in a CREATE or
UPDATE Request in which case it
contains a list of URIs/CSE-IDs

which the resource being

270

created/updated shall be announced
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to.This attribute shall only be
present on the original resource if it
has been successfully announced to
other CSEs. This attribute
maintains the list of URIs to the
successfully announced resources.
Updates on this attribute will
trigger new resource announcement

or de-announcement).

announcedAttribute

0.1

RW

o] £ HY AE

oJ L& 2(0A)E B £ 50l
U CSEE R ofuhg 24 45
A gzl e EA T
o] £ A YoM

ojub-F 2 A E A £ 5(0A
Bl S5 B AEE

FA B o] Aol thEt A2
whep A 2g g4 o] F7h =
A MR SA ofrhg s mis
EA 8= EA o A = A
oJuhE= A E Eg e

71 ©] T(This attributes shall only
be present on the original resource
if some Optional Announced (QA)
type attributes have been
announced to other CSEs. This
attribute maintains the list of the
announced Optional Attributes (
OA type attributes) in the original
resource. Updates to this attribute
will trigger new attribute
announcement if a new attribute is
added or de-announcement if the

existing attribute is removed.)

maxNrOfInstances

0.1

RW

<contentInstance> A}2
2 AmE o] Ao QlaE 20

“*~(Maximum number of instances
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of <contentInstance> child

resources).

maxByteSize

0.1

RW

2o 9 R E

T .

<container> & A2~
AT AEES A7
<container> &} 2~ E 9| &
g FHof vlo] E 45 (Maximum
number of bytes that are allocated
for a <container> resource for all
instances in the <container>

resource).

maxInstanceAge

0.1

RW

<container> 1} 2]
<containerInstance> ] 2=~ 5 2]
AN=E o] Hof 1}o](age). T
& 2= 3 H (Maximum age
of the instances of
<contentInstance> resources within
the <container>. The value is

expressed in seconds).

currentNrOfInstances

RO

<container> ©] A2~ A A )=
Q262
maxNrOfInstances©l] 2] 3]

A| gk (Current number of
instances in a <container>
resource. It is limited by the

maxNrOfInstances).

currentByteSize

RO

<container> &) A 2~ol #4=
to]E o] ol ER T ¥ =

A A 7], maxNrOfBytes®l| 2] 3]
#)| ¢+ (Current size in bytes of
data stored in a <container>
resource. It is limited by the
maxNrOfBytes).

latest

0.1

RO

S = A5, HE
<contentInstance> ©] A~ 2~ 9] tf g+
7+ Z (Reference to latest

<contentInstance> resource, when
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[145]

[146]
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present).

locationlD 0..1

RW

 EEEEEEE EEEE
e =8 Golshe

_L/H C/ZJ zﬂEO] 0)\1_‘:_ ‘1]5\_5:9]
URL ©] 4/ <container>

2l 227t A AR E E36]
el AR E = Aol Tt

3 o] E (URI of the resource where
the attributes/policies that define
how location information are
obtained and managed. This
attribute is defined only when the
<container> resource is used for

containing location information).

ontologyRef 0..1

RW

&71 AE°] 2ol &l el w i

ol a5 = A HE el 7] 98]
A& ¥ = 25 2 4 (ontology) 9]
URI(A URI of the ontology used to
represent the information that is
managed and understood by the
AE).97| M, 2 EE A+

U} 314 5h= S 9l el A
AL GOl A ol
TE Aol o] BAE el ahi
WAE A At

= O
H

5 L(sum)ol 5] %E}Toixlfq,f,*ﬁ

=

O nglo] E g 2~ E (white list)" B = A dH(privileges) O &
o5, 2zt AR 54 T REEo) B S g
A AHE

[ s

1 E 52
ol A8 AFE

/el o] A5l o &

5]-8-%H 1 52 (action)©] &]-&F T}, selfPrivilege 4] -2 2] A~
<accessControlPolicy> 1 XA & 91k ¢171/78 21/2F Al (Read/Update/Delete)©l| T g+

el S 2= A E 5 D7 @),
£, W2 A G Ao A Gelg
o) el 29} B A

B o

91, ehe) AEF R 1P

2] 4= 2= 4J-9] accessControlPolicylD 440 -& A3t o 22X, o 2] Ao
A23sh7] 9§k EgkE o] <accessControlPolicy> ©] A~ 220l 4] 7 2] ¥ &= H gl & 9]
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ol e el
[147] 1= 7 <accessControlPolicy> & A~ 22| 325 LA §Hr}, T -9
<accessControlPolicy> 2] A2~ 9] &4 8- el

[148] k3

=

T
T .
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[3£3]

Attribute Name of Multiplic RW/RO/ |Description

<accessControlPolicy> [ity WO

resourceType (rT) 1 RO w2HEx

parentID (pID) 1 RO w2HEx

expirationTime (eT) 1 RW ¥2xz

labels (1Bs) 0..1 RW ¥2xz

creationTime (cT) 1 RO ¥23x

lastModifiedTime 1 RO ¥2xz

(IMT)

link 1 WO This attribute shall be present only on
the announced resource. This attribute
shall provide the link (URI) to the
original resource. This is only for
<accessControlPolicy Annc>.

announceTo 1 RW ¥2xz

announcedAttribute 1 RW This attributes shall only be present on
the original resource if some Optional
Announced (OA) type attributes have
been announced to other CSEs. This
attribute maintains the list of the
announced Optional Attributes (OA
type attributes) in the original resource.
Updates to this attribute will trigger
new attribute announcement if a new
attribute is added or de-announcement
if the existing attribute is removed.

privileges (ps) 1 RW The list of privileges defined by this
<accessControlPolicy> resource. These
privileges are applied to resources
referencing this <accessControlPolicy>
resource using the
accessControlPolicylD attribute.

selfPrivileges (sP) 1 RW Defines the list of privileges for the

<accessControlPolicy> resource itself.




28

WO 2016/013846 PCT/KR2015/007546
[149] AFE LS A= TS 8= A A 7 Ao, S AAlsHAl= A B Al
g A= 52, S Ul H Y S BEE e A A& Ad 5 el

214k 3}(generalize)d 5= T WIS 2% AL A A, requestor) 2] 2] E A},
EA4E AEAE A Qe BFel 32 Als X9 5 e, 25 E dikskE
T Ao A ZE7|RE 20 E5S  2EE 7 2 Aot

[150] <t Ao} Aol 718ke 5 <F 51 ] A W £ <accessControlPolicy>
gl A zmof] A g whal2p o) whAl o] A wj A gt o 2w 2hekt) g 4]l
v 2] 7 A EH A @ 9 H F Aol 2 o], RETRIEVE) o] v A gk A f-2}e} A vh¥
5185 Ba15 0l 4 E-E o] Bako] A=Ls|v; mhof of A\Z7k AshshA 4]
84 7 H Y o218k Fo] AT E L= A "

[151] Az {ekE 2 8HE -2 <accessControlPolicy> €] A2~ 71 AFA| 1] a1
<accessControlPolicy> 2] A~ 2~ X accessControlPolicylD &% &4 =
o] = 2]/ (address)H= W& U2 a2 BFY ol 42 485 = A3t
S 15 AdE = EAA A g AE S|

[152] HE Alo] A Ao A oy BE AES e g 53 Aol /A, AI3E
AL L Ip =g 2~ B

[153] Ax fstE 9 AskE Wl Z7be] A ek s Aot E A E 5 Sl
olegt d et dgt o5 Y 1 sto] Foly M2M A B = 5 HaiE
o] =&/ &= URLeN &8l At a7 54 93 & 1 218 el &
739, FE Alo] AL MM A H] 2 5 g oA PAlE 5 o3t
o= Y A2EEH 9 RS v A g o B 4 F2gho)

[154] AgtE WAL AghE g 2EoM Ao A v AU ESR
TAET

[155] x4
[3%4]
Name Description
originatorPrivileges xs53x
contexts X 6FE
operationFlags r7ExE

[156] 71 originatorPrivilegesi= ¢} e & Fo} -2 AR E E 33,

[157] S
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[3%5]
Name Description
Domain FQDN domain

[158]
[159]

[160]
[161]

[162]

[163]
[164]

originator identifier

CSE ID or AE ID which represent a originator identity

Token Access token usually provided as query parameter
All All originators
Role A role name associated with the URL the a Service

Subscription resource where such role is defined

¥ 49 contexts =59 Fof 42 AR E xgsi)

6
[3£6]
Name Description
Context Defines the context in which every privileges of the present

access control policy resource applies, e.g. time windows,

location, IP address.

I 49] operationFlags ™ U9 T} -2 HHE E3Hstt),

7
[3£7]
Name Description
RETRIEVE Privilege to retrieve the content of an addressed resource
CREATE Privilege to create a child resource
UPDATE Privilege to update the content of an addressed resource
DELETE Privilege to delete an addressed resource
DISCOVER Privilege to discover the resource
NOTIFY Privilege to receive a notification

M2M 521 Al =5l A= A2 Alo] A w]asE 2 Alo] G Ao 481

_—

2] a9} el sto] A s dvk AT Alo] Aol A gH Hasis T

Aoy A 2229 AccessRightID(H * Al o] A & ¢ 42229 URDRHE 7HA]

R

ATH Tl BE, M2M A EE 7 54 gl iaso At Ao S glstE A
AccessRightIDE Fz 3] oF gt}

dl ] E] 5= (Entity Registration)

M2M QMEE] = = Tuld] & Iz A~ER R Ewcle] 3LE A7
T o] A ¥ E| o} 55 (Registration) ¥ & =8 8Fo] A| 2B/ H| 25 o] &S
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[165]

[166]

[167]

[168]

[169]
[170]

[171]

[172]

TR & v Th o] 2§t T 52 55 g AH(Registree) 9] 87l o & & 2ol
TP E T AoEA] A o7 FH gAY GRE 55T AH(Registrar) ©l
A gkt
o] g 55 7o) Ft F 8] 2 oneM2M N E] E] = 5 33} o] CSE7}
A&3HE 5 71 5ES ol 834 M2M A 1| =5 o] &3 4= 9l
oneM2M < E] E] o) == AE®} CSEZ} 93, o] of) whe} A7) T=
CSE 5502 Wi 4~ glon, o] 0] AE®} CSEE B.5F S5 UIAE ot
TEH T A= CSEC|t. CSE 59 45 F7H4 08 55534 CSEQ] AR &=
SE AR CSECl 5= A et
582 AE 65 #4 % CSE 55 #4 & EA gt 5 89 (a)2 AE 55
S8, 5533 A) 3= AELS 559 A1 CSELC) Al <AE> A A
3 (S81-1), ©]oll CSE1- 4}7] AEL19] A H.E o]-83}o] <AE> AHY &
I ATH(S82-2). Le] aLL}A, CSELS A7 55 34 o) thet A=
S ARl Al A 53 = A Th(S83-2).
b):= CSE 55 A4S =A%} & 89 (b)&= 553} &= FA 7
CSEl°] 3l TZ w27k CSE2%! A1 3 CSE27}F CSE19] &5 87 ol of
2 4+(S83-2)31A, CSE1-S CSE29] A H.Z o] 83}9] <remoteCSE> A}
A (S84-2)8= AR Al 2l = 89 (a)9} & U5,
BHot AA =& X 29 T (Security association establishment framework)
Heob A ¢ Ze| A9 542 F AE g (o] F SNE]E (entity) A, NE]E]
B} A A, o] 714 A EE] A, B3 AE 3= CSEY = -8, MAF(M2M
Authentication Function) 7] HF H.¢F 7] a=§ 2] 74 $-of = A E]E] A<} MAFZ}H
Het A €& 33l a MAFZE QI EIE] Bell Al dlEJE] A<} <N E]E] B 7He]
Helk AA oA Abgshis A2 HRE AFste] F e E 7] Bt
AA FHE FE AL E 7)1 AT 2 Bt AA 1 o] F 2] wAA]
doshiEs e 9 wAlA] FAL BSMAA AN REe S5 MAIA S
A ggk e E] Q15 7Fe) & gl At Bet A HE 3] YelA=
T Qe Bl ol] = 2] ¥l (Credential) 4 2.7} ] 2] A= o] 9l ofof ghr}.
A FR 7] AR EE UHS Az g ARE AAE 9L Fn
W, L= o] AR AYE 5 At o7 A, Aol e} 3 Bt

1 o
© &

Ml ooz o
UE’IL' oX oXf ol
ot et o o

ki
o0
1o
-~ O

V
2L
i
Mo rot

key), T 71 o] 2 ¥ 2} (Identifier) 5 ©] ¥, 7] 7] 718ke] Bk A2} A9
3 7071 (=public key) == & 77| & ¥ &g 13- (Certificate), & 7] 7] 2}
2 (pair) S ©] T B8 7] (=private key), $1 5/ & A F =1 A= 154
A 21 (Certificate Chain), & 7l 7| ID H=+= 541 ID 5-©] L o o]t}
oneM2Mol| 4] A4 2]t Hol A7 -7 TP AEL AT A 7] Bl A7

T Z 7| Y 9] H(Provisioned Symmetric Key Security Association Establishment
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[173]

[174]

[175]

[176]

[177]

[178]

Framework), $15-A1-7] 1k B.oF A 7| 4~7] 3Z 9| 9 9] A (Certificate-based Security
Association Establishment Framework), MAF-7| g} T & 7] H.QF o4 A 4~
32 7 9J 9] A (MAF-based Symmetric Key Security Association Establishment
Framework)7} 9121, o] 7] Al Al g th A 7] Bt AA 9 Zd =<
MAF-7|5F Tt A 7] Bt A A ¢ Zd L9 A= U3 7] 7|Hke] Bel A5
AL-E-3H, QIS4 -7IHE Bt A7 ¢ T A A= 3717] 71HEe] Bt A A&
AREghoh Al S A 7] Bt A 7 2 A9 A9F 1S -7 HE BQE A
TH ZH A A= T AU 1He] TS FEl 3, MAF-7] vt A 7]
Hol A =9 Z 99 33 MAF(M2M Authentication Function) A B] 7}
LAl sko] MEJE] A9l QNEIE] B7F B A A7} 7hs 8 =5 QN EE] A<} <lE] ¥
Bl A 7] & AA &l

HbtAA =4 2y d o= A2dld AR, A AA, A Bt
=4 ©] A (handshake) 2 74 ¥ 3= & 3@ A 2 o] Fo] A 3

A RE Ao M= e 2zt dE o At & A5t dA o] i,
AA Ao M= 2 AAEH Bt AAE RS e e o AR}
AAF T AE o= Bt AAE P& e E o JHIF 3 E o] 9] a1
AEE 7} FH5HE A} 5ol o] FoA AL o] F Bt AAE HE
AEjE o] ARE 5T 7 vt o] A5 AA Bt d=4o)l= Al A -4
A A A METE 7} IFH A @41, 55 o] F Het AA o] ¥
AAIE MEE7FAEE 5= o) A B o] AoA= dAH
A RE S T A NEE A9 B E] B7F A= {18t a Bt
L H 2~ E (Security Context) E W=1}. o] o] A g gl o] AZ(N5)HH A7
T3 SA oA AAH AEE 7} AFH

A7 AA A S Sl Bt AA = 2d R el A 7] ID e 1S A
O] 5 A5 o2 A oneM2M < EE| 7] Q15(55, A 21 H 2} 4 50|
M aoia=

T, A B A A A} o] 5 Al s w Al Aol T g 915 AT =,
oo 21 AE®] 749~ Kot AA ol M AL-E-3F oneM2M ID(AE-ID H2:= CSE-ID) &
AREBEA] ol vE A EALE AFE T S AT ol T AE-ID(0x1234)E 7]
Bt QAo A AHE-3F L=, 8l D AE7F oneM2M HIAI A & B Al 0x5678-%
AE-ID(oneM2M H A %] ¢ fr s}e}n]Ef o]l & T ID AF )R AF&38l= A o]t o]
745 7 QEE R o|n] Q150 $iiE o] Q= Aol 7] wj<Eoll 47 #l A A] &
T2 A= Qo] YR Al ddsh)

7h bk gk EF 42 A7) WAL 9Fe] fr st E o] 8 AE-ID9} 3
A A E Bl o o Bt Al S 5] 918 Bek Aol =3 gk a4
A o) A A3 oneM2M QM E E] ID7F T 3HA] AE3= Aolt) = 9=
Fzsto] o] & A st S g,

1A 2} (originator, 910) 2} & & CSE(920)3= A& o] H.ot &1 4=

P

)

°|
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[179]

[180]

[181]

[182]

[183]

[184]
[185]

[186]
[187]

2F5(S910) ¥ vtar 7hA &t Tre) aayb A, A7) kA Rb = A o] IDE
EEE AR & 47| T8 CSERE A58 4= 9l th($5920). o], 7] T8
CSEx= 7] A AA A AAHE DS} A7 #l A A f 22 IDE H| 0L S 4
A THS930). o] w], 7o} AF7] WAl X o] E 5+ BN X} D7} A7) 9 A A A ol A
A ¥ Do} EekebA, Aby] F A8 CSEE 91Fo] Ao giv)ar dhret Ao

SRR, AF7] DA 29} 4F7] &2~ CSE 7H2] HE] & (multi-hop) 3+ ol A =
A7) 9 e HF Mol HEH A eki=t) o A, A7) WAz} 4} &8 CSE
AFolol] ahute] Z=7K(transit) CSE(Z, A7) w2l zte] o8] A& E WA A& A7)
I 28 CSER Addh= oS 3l= CSEy7F EA18 35, ZF Svjc} o4 A A
2 B AA T} o] Fo] A 7] wlFol 7] 2 CSEL= 7] F1F CSESFS] Bt
AATE W W 7] WA Rpeli= Bot AA T EASA] izt

o] &t H -2 oneM2M 2] 54 ol 7|18k}, =5, A A7) A &8s WA A =
& Hlo] F(hop by hop) 2. = HF ¥, 72} F = P Fo| X 7] v A A] <]
gk =2fo] =3l o= Q)

o & Fof, 7] AR 7F A 55h= o| ¥l E ZFE| AL 2] (event category) 7} 73 7]
2127 ]88k o] Ml E ZhE| are] o W9 E Hlojvk= A5, S1F CSEE 7]
IHE 7Hel| a2 & W ste] e 5= Qo). =, W42 7 AEY 4 9, AE7H
CSE-*t] 2-AE-IDE AF&(fr Ielu] g o] AF2)3}o] 55 H A} CSE(Y 7] AE7}

£5 CSEZ 21])o] 9] 2] e} AEE Al WA A& AE5H= 4 9(F, to
v B 7t 559 A CSE7F ol A9, A7) S5 H @A CSEE Al 9
CSE-IDE 53l SP-"J T 4-AE-IDE A4 5haL, o] & 7] vl A| Aol 27 (fr
vhehu g o] AAg)sle] WA A& HAEE 5=

o] 5%, CSET= Wt WA A] e o] 9] of WAl X o)) th&k 22} 7153} aL, o] =
ZF CSES}F & T2k AME Bl 7} A #] (trusted) FHA] o] $1& Al 3= A A ZFH
& okE Al AT o HolE 7 S AAR wmEo] HE wAl o] A gkt

1=

o]
Zp7F g 4 Q)= A2 ¥ & A (impersonation) & 2 4], A} o] whX|

o 1o

(o]

Mo

-

He SA[g

ElE](1010):= A 241 E] E](1020) &
U TH(S1020). A29ME Bl = 7]
WA A & 2 5 5F A 1A E B &} 2] 3] (direct) 12 A (=, Al 1< E E =
A2 E E] Abo) o] 71 ME El(CSE)7} §18)7F 9l=A] &<l 3t}

AETE] (o) 8F, A AEEDoF vA A& =418 IE[Ef (0] 3},
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AL AE e 7E 55 dAC s B9 A A dA R Ade 5 ol
[188]  AAlsHAIE, A7 EC’L AA TG ol A AREE A 2] |8 7 A7 | oneM2M

o st
ElE] ID7} 71 5741 e gl o] AE AEE 9 55 GRIF A5 o] = A
A (oA, <AE>, <remoteCSE> A9 E}9) 2] =
8] ghell A7) A A AAE DS} A 7F = Ak ol 9)\3 45
5 BAl dvkar dekgio
[189] -2l Qe El o] 213 A4 Aol o= MEE] gl AETF A o] Q)AL A7
ok o1 7] I} ol A ALg-3 = e dl A%Jr A7 ¥ oneM2M <NETE] ID7} 471
NEE 7 ~Eo] E3tEo] 9= Ao A7 AZA 74 = A}
[190] ghA, H A A & FAl8E 2 A "c}ﬂ Bt A Bgol A ALggE A il d
AAE oneM2M <NE E] ID7} EA]8HA] &2 5 vt o] A5 & AA]d+=
T B A oL o] ] HAxprt
[191]  z8]avbA, 5240 SlElE], & A2 E Bl 7} Al 1NE E] 9 214 A4 A o
ATk Ag A, A7) A2 E E = A7) wA A o] AR A B (A, A
H Al 4] 2] from TFEFH] B 709 7] oneM2M Sl E E] ID7}F A3 Al of] 91 =X)
st 2= 9)
[192] o}%%ﬁ]ﬂ' E}J——’ Tk = 75, A2 E = A2 A 1ol gk 9
Al

T T

2 T

[193] A A7 ek a s Lﬂ = 745, Al2<lE
[194] gk, of 7
[e]

[195] AR AR = ol o} & & = ,
ANE|E ol o E4] 0 7 ol efof 2 FAo] EA g

[196] (a) A 8] 2= Al 3 ZHD(l| 71 Y], //m2m.lguplus.com, /m2m.skt.com, m2m.kt.com) +
8] 2 A F AL A A €1 el E] ID(e) A, /CSE1/CAEL, /SsmartMeterAE1,
JCSED), 1714 +3i= AL %3 (concatenation)

[197] (b) Service Provider Relative Entity ID (¢l Z1tll, /CSE1/CAEL, A 8] 2= A| &=}
2t 2 Q1 ol E] €] ID() A th, /CSE1/CAEL, /SsmartMeterAE1, /CSEI)

[198] % 112 & o] e o Aol mE W8 EA[ g

[199] Hol A =98 98 (S1110) ©]F AE(1110)= 5393 A CSE(1120) & ¥Ha1 2}
IDE 233 WA A& AEE 5 ATHS1120). 7] 55 H T A CSE= 73]
WA X & A4 A7) ARS A& A 34 (=, A7) AE L A7) 523}

AMEEJ(CSE)7F $12)7F A=A &l kot
A BAE s WH2 of gl o)
1.

k
[200]  A7IAM, AA <
£ A5 dEE (e, A AE B 7] MAAE A7

[201] - WAIA
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AE el (o] &}l =2 AAEE)7F S22 A0 A& A9 2AH A4 AA7 9=
Ao 7 ekat 4= )

[202]

[203]

[204]

[205]

[206]

[207]

[208]

[209]

[210]

[211]

[212]
[213]

71 AeEld st AR Dok AT ol A 910l 9l A5 55wl
AT}ar Fatt) o] 714, <AE> AHY EFY RHS SF1 ks A2 AERHS §HQ15})
3tol T,

- 5220 <lElEl o] 43 A2 #A9) QL= e E 2 2Bt A g o] Qa4
Rt AA B ALggk A2 el A 3 A ¥ oneM2M QN E| E| ID7} /7]
MEE] g 2B 3o = 4% 23] 12 dA = ddeit

SHA, WA A& A& Al 7] Bt A g o A ARg-g ]l ®

A7) 5 oneM2M A EJE] ID7F E 41314 %2 5 9tk o] 25 2 Ao =
ey A ko o) 5] @At sk,

el s, 24 QUE B, 2 A2NE E AL A LA E e o) 25 A Ao
ATk RHEHa 5, 37] A2 E = 7] WA X 2] A4 (el e, 3]
#1212 trom b1 41547 anehzm SUE1 € 107} kA0 94

P77 ek dheE = 4 A2SLEl Bl WAl ol o] 914
&4 (impersonation)©] $1thal FEE}aL, 7] A1 H WA A E A g 5 Q)
A3 pAF ek SR 49 A29lE B A4 E R o 9
A o] Jlvhal dekstar, 7] AL wA[ Aol o gk 4] A gk Bl 5 (status
code)( el Th, 974 &4 L= ID LAt &7 7 MAA S AF2 - 3

2L A B ofeffof 22 g o] EAETH =, s U e AEEH Yol &= 2]
AE e o) &4 0= oo} L2

(a) A 8] 2= Al 3 ZHD(l| 71 Y], //m2m.lguplus.com, /m2m.skt.com, m2m.kt.com) +
A ) 22 Al F A A A Q) SNE]E] ID(l| A HH, /CSE1/CAEL, /SsmartMeterAE,
JCSED), 1714 +3i= AL %3 (concatenation)

(b) Service Provider Relative Entity ID (¢l Z1tll, /CSE1/CAEL, A 8] 2= A| &=}
A A Q1 el E] ID(e A o, /CSE1/CAEL, /SsmartMeterAE1, /CSE1)

g o] e A AA| oo wE W& A et E g

2 HPH 2 & ~E CSEC A 9] ¥4 & A (Impersonation) = " 4| 5}= 7] ] o| T}
S AT S48 CSEol A wA[ Aol thal] 7] WA A] el o gk
Al A4 A= (Integrity Code)E A3 = 9131, A7) 28 CSEE= 7418
Al Aol el 7] WA A A 2285 4 T U= sl A 7hs s

olN o
oy
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[214]

[215]

[216]

[217]

[218]

[219]

[220]

[221]

[222]

[223]
[224]
[225]

wheb A, A7) AR eF A 7] S <8 CSEZF FAA ZEE AT o ALE ] =
HE AR (AT, 7] G R)7F & 5] o] of g

PR A = g AL AL e ] E
A E] E] (5, 5 ZH(Transit) CSE)7} w| A] A 2] st 9= 9
arEskar ok o) el gk WA X o] WA S TSl A WAl A] A 2ol t] g QoS(Quality
of Service)E T AsHA A 7hsstar, 7] whalzte] H & 98l T 1 ME e 7}
A7 HAAE gl alste] e of ki Al 5% 3T 5 ok Az, 447

S AEE 7L HAA D] S "AT 7 LS Aoltt
Uk, 23k EE 7 A4 ARl 75, WA o) 3] 854 = wIA A o] 54

o]
o
ot vAAE AEE 5= A

HEE A

A4 & A (Impersonation)& WA 3F= 7 2 H-4-2 43 5 Ao )
=, 0025 Ad R A E g o2 R d ke Hehs i Eke] 3 4 Q)
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<?xml version="1.0" encoding="UTF-8"7>

<m2m:reqestPrimitive xmlns:m2m="http://www.onem2m.org/xml/protocols"”

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
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xsi:schemalocation="http://www.onem2m.org/xml/protocols
CDT-requestPrimitive-v1l_0_0.xsd">

<operation>3</operation>

<to>/CSE1Base/AE1</to>

<from>/AE1</from>

<role>Administrator</role>

<requestldentifier>AE1/1234</requestldentifier>

<primitiveContent>

<m2m:ae xmlns:m2m="http://www.onem2m.org/xml/protocols"”
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemalocation="http://www.onem2m.org/xml/protocols CDT-ae-vl_0_0.xsd">

<label>Seoul Seocho Bangbae-dong</label>

<expirationTime>20141003T111111</expirationTime>

<applicationName></applicationName>

<pointOfAccess>192.168.0.6/AE6</pointOfAccess>

</m2m:ae>

</primitiveContent>

</m2m:reqestPrimitive>

ol @ WA A F AF A & W, WA FAY TER W ETojof &
ol el 24 228 A g 9 o dlol A mAIAE AE3 EA 9}
Roles .3 afjoFet 4-5-, ofef| o] -Ap Aol th A Pr@*é HEE A3 o
AL S e S Y] dA A e Y] 2 A

/AE1lAdministrator

ol g A A3 ¥ T2/ =7} "d41d8cd98L00b204e9800998ec8427e" 0] £}
A= S A AEE ofefiof do] wiA Ao £FAA HF T = At

<?xml version="1.0" encoding="UTF-8"7>

<m2m:reqestPrimitive xmlns:m2m="http://www.onem2m.org/xml/protocols"”
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:schemalocation="http://www.onem2m.org/xml/protocols
CDT-requestPrimitive-v1l_0_0.xsd">

<operation>3</operation>

<to>/CSE1Base/AE1</to>

<from>/AE1</from>

<role>Administrator</role>

<requestldentifier>AE1/1234</requestldentifier>

<primitiveContent>

<m2m:ae xmlns:m2m="http://www.onem2m.org/xml/protocols"”

xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
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xsi:schemalocation="http://www.onem2m.org/xml/protocols CDT-ae-vl_0_0.xsd">

[252] <label>Seoul Seocho Bangbae-dong</label>

[253] <expirationTime>20141003T111111</expirationTime>

[254] <applicationName></applicationName>

[255] <pointOfAccess>192.168.0.6/AE6</pointOf Access>

[256] </m2m:ae>

[257] </primitiveContent>

[258] <integrityCode>d41d8cd98f00b204e9800998ecf8427e<integrityCode>
[259] </m2m:reqestPrimitive>
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