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SPONSORED FACSIMILE TO E-MAIL
TRANSMISSION METHODS AND
APPARATUS

CROSS-REFERENCES

[0001] This application is a continuation of U.S. patent
application Ser. No. 11/509,408, filed Jul. 24, 2009, entitled
“SPONSORED FACSIMILE TO E-MAIL TRANSMIS-
SION METHODS AND APPARATUS,” which claims the
benefit of U.S. Provisional Application No. 61/083,634, filed
Jul. 25, 2008, entitled “SPONSORED FACSIMILE TO
E-MAIL TRANSMISSION METHODS AND APPARA-
TUS,” the disclosures of each of which are hereby incorpo-
rated by reference in their entirety for all purposes.

BACKGROUND OF THE INVENTION

[0002] The present invention relates to methods and appa-
ratus for transferring digitized representations of documents
via selected computer network transfer protocols. More par-
ticularly, some embodiments of the present invention pro-
vides for, receiving a digitized image representing a docu-
ment (including text, images, or the like), converting the
digitized representation from a first file format into a second
file format, and outputting the second file to an appropriate
destination based upon data derived from the digitized repre-
sentation of the document, via a desired computer network
transfer protocol.

[0003] Inthe past, fax images can be moved over the Inter-
net by converting fax signals having a fax format to an email
format (e.g. RFC-822). Once the conversion is completed, the
email is then transferred over the Internet to the intended
destination according to the Simple Mail Transfer Protocol
(SMTP) or similar protocol. The Internet is the worldwide
network of networks based on the TCP/IP (Transmission
Control Protocol/Protocol). Currently, there are various sub-
scriber based service that permit a subscriber to send fax
images over the Internet.

[0004] According to one type of service, offered or previ-
ously offered by companies such as eFax, Jfax, a subscriber is
provided with a unique telephone number. Any documents
faxed to that number are converted to email format and trans-
ferred to the subscriber’s email inbox. One drawback of this
type of service is that it requires the subscriber to have a
specific telephone number associated with their email
address. A second drawback is that the subscriber must dis-
tribute the personal fax telephone number to any persons who
would potentially want to send a fax to the subscriber. Finally,
this type of service is expensive to operate from the service
provider’s perspective since the costs associated with buying
and operating so many individual and dedicated phone num-
bers is very high.

[0005] Another type of service previously provided by
UUNET (now WorldCom), requires a subscriber to attach
additional hardware between the subscriber’s fax machine
and the service’s network. The purpose of this service is to
reduce long distance faxing costs for high volume users. The
UUNET system converts a fax to the equivalent of an email
and then routes the email over UUNET’s network to the
nearest UUFAX server. The UUFAX server converts the
email back to fax format and transmits the fax using a local
call to the fax machine at the destination. A drawback of this
type of service is that it takes time and up-front hardware
additions and expenditures to have access to the service.

Mar. 7, 2013

[0006] Other types of client hardware solutions include
products from RightFAX and HP Scanners. Drawbacks to
these solutions are that a user must invest in expensive hard-
ware.

[0007] Hence, it would be desirable to provide a method
and system that is capable of efficiently transferring digitized
documents through appropriate network protocols to desired
destinations.

SUMMARY OF THE INVENTION

[0008] The present invention relates to methods and appa-
ratus for automatically transferring digitized representations
of documents via specified computer network protocols to
electronic data destinations. More particularly, some embodi-
ments of the present invention provide for receiving optically
digitized representations of documents (e.g. text, images,
etc.) Various methods are contemplated, including receiving a
facsimile transmission via a facsimile machine (e.g. a stand
alone machine, a computer); receiving digitized data from a
scanner or multifunction copier/scanner; receiving digitized
data from a digital camera (e.g. camera phone, PDA, digital
camera, digital video camera); receiving a “print-to-file” file;
or the like.

[0009] In various embodiments, the digitized data may be
automatically converted from one data storage format to
another storage format prior to transmission to the electronic
data destinations. For example, facsimile transmissions may
be converted into a widely-used file format, such as .pdf, .tiff,
.doc, .txt, or the like; a scanned .tiff image may be converted
into another graphics file format, such as .jpg, .bmp, .pdf, .gif;
or the like. In various embodiments, the electronic data des-
tination for the digitized data may be a web server, an e-mail
server (e-mail box), a storage directory, a database, a storage
network, an FTP location, a web server, a directory location,
or the like. Further, in various embodiments, the data format
may be a format appropriate for subsequent retrieval by a
receiver via a number of different ways, such as via an e-mail
client, via a web browser, via a web client, via a database
management system, via a specified directory, or the like. In
some embodiments of the present invention, various com-
puter network protocols may be used to transfer the data to the
intended destinations, such as HTTPS, FTP, HTTP, SMTP,
WAP, or the like.

[0010] Inthediscussionbellow, some embodiments referto
a fax template or cover page, a fax machine, and a fax trans-
mission. It should be understood that the fax template page is
merely one embodiment of a cover page for a digitized rep-
resentation of a document. Additionally, other apparatus for
creating such a digitized template page include an optical
scanner, a multi-function machine (e.g. copier/scanner), a
digital camera, a computer or the like. Additionally, other
transmission methods other than a fax to e-mail transmission
are contemplated, such as a transmission using computer
network protocols, using infrared or optical link, using a
Bluetooth or other wireless link, and the like.

[0011] Embodiments of the Secure Document Transforma-
tion Architecture are engineered for scalability, security, pri-
vacy, reliability and compatibility. Various embodiments
include a scalable architecture including:

[0012] 1. Alternate-Path Telco Circuits used to provide call
failover in case of fiber outages. Embodiments of the present
invention (for example, implemented by MongoNet) utilize
super-trunks pairs of T1 circuits, that provide both carrier and
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physical loop diversity thereby reducing the probability of an
external service outage (i.e. a backhoe cutting fiber).

[0013] 2. Multiple Data Centers used to co-locate Services
with geographic diversity.

[0014] 3. Clusters used to bring high-availability to
embodiments of the present invention (MongoNet Services).
Various embodiments are deployed on RedHat AS 2.1 (Ad-
vanced Server) with a SAN backend.

[0015] 4. Distributed, Threaded, Message-based Architec-
ture used to provide back-bone for embodiments of the
present invention (e.g. MongoNet Services) scalability,
failover and fault tolerance.

[0016] 5. Packages are used to ease the time to production
for new server machines and for new releases of service
software to existing machines.

[0017] Various embodiments of the present invention pro-
vide high-levels of security by reducing exposure to security
exploits by deploying packet filtering, firewalling, and
VLANing coupled with tight ACLs and access procedures.
No outside or DMZ traffic is allowed into the internal subnets
for any reason except at the initiation of an internal process
(i.e. outbound email). For sites supporting the SMTP verb
STARTTLS, embodiments are delivered via TLS. As an
added layer of security, various embodiments can be deliv-
ered to a customer’s SMTP server or posted to a customer
URL for further handling (for compliance, indexing, and/or
archiving). In still other embodiments, secure email appli-
ance servers are also available as a bolt-on option for further
customization within the customer’s firewall.

[0018] Various embodiments provide a high level of pri-
vacy, as operation may be fully automated. In some embodi-
ments, documents are converted and routed via character
recognition systems, such as described in the parent applica-
tions. Various embodiments of the present invention do not
store any intermediate files, unless instructed to do so by the
customer as a custom account option. Under some configu-
rations, all content files are deleted instantly following the
transmission of a transmission sent from various embodi-
ments.

[0019] Various embodiments are directed to including
“compliance” or “gatekeeper” features that allow a customer
to view and approve all faxes or transmission before they are
sent. Various secure embodiments send a link to the fax
recipient, or the like, (minus the PDF attachment) and
requests the receiver to login securely to receive the PDF.
Such solutions may be used together and may be fully hosted
in various embodiments. In other embodiments, the customer
may choose to install a Secure Email Appliance Server
embodiment as a bolt-on within the customer’s firewall. Vari-
ous secure and compliance embodiments provide the cus-
tomer with the highest levels of security possible, eliminating
content delivery through email.

[0020] Various embodiments of the present invention may
maintain multiple instances of all services. Each request mes-
sage presented to a service should conform to internal stan-
dards and may be presented to any instance of a particular
service. Message Router response checking provides that a
response makes sense for the message presented. Various
embodiments may be stateless. Various embodiments use an
Oracle database in a HA (High-Availability) configuration.
[0021] Various embodiments utilize a template approach to
email construction, or other delivery vehicle construction,
thus providing a high degree of compatibility with customers’
systems. If a site has a special constraining (i.e. no HTML
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mail), embodiments may be configured to meet the custom-
er’s needs. In some embodiments, Adobe® ubiquitous PDF
format, freely available at www.adobe.com, are used.

[0022] According to an aspect of the invention, a method
for sending an e-mail message is disclosed. One technique
includes receiving a transmission instruction page, entering a
plurality of text entries from a user on the transmission
instruction page to form a filled-in transmission instruction
page, wherein the plurality of text entries includes an e-mail
address, and sending a facsimile to a facsimile server, wherein
the facsimile includes the filled-in transmission instruction
page and one or more pages of a document. In various
embodiments, the facsimile server converts the facsimile into
an e-mail attachment, and the facsimile server sends the
e-mail message including a service provider indicator and the
e-mail attachment to the e-mail address. In various embodi-
ments, the facsimile server optically derives the e-mail
address from the transmission instruction page of the fac-
simile, and facsimile server need not know the e-mail address
prior to receiving the facsimile.

[0023] According to another aspect of the invention, a
method for sending an electronic transmission is disclosed.
One technique includes receiving a transmission instruction
page, providing a plurality of text entries from a user for the
transmission instruction page to form a filled-in transmission
instruction page, wherein the plurality of text entries includes
an electronic destination address, and sending a facsimileto a
facsimile server, wherein the facsimile includes a digitized
representation of the filled-in transmission instruction page
and one or more pages of a document formatted in a facsimile
transmission format. In various embodiments, the facsimile
server converts the facsimile into an attachment formatted in
an attachment format, and wherein the facsimile server sends
the electronic transmission including a service provider indi-
cator and the attachment in the attachment format to the
electronic destination address. In various embodiments, the
facsimile server optically derives the electronic destination
address from the transmission instruction page of the fac-
simile, and wherein facsimile server need not know the elec-
tronic destination address prior to receiving the facsimile.

[0024] According to an aspect of the invention, a computer
system for sending an electronic transmission is described.
One apparatus includes a receiving portion configured to
receive a facsimile or scanned image, wherein the facsimile or
scanned image comprises a digitized representation of an
instruction document, wherein the digitized representation of
the instruction document includes an optical representation of
an electronic destination address, and wherein the digitized
representation of the instruction document is encoded in a
first format, and a determining portion configured to deter-
mine the electronic destination address from the optical rep-
resentation of the electronic destination address, wherein the
electronic destination address need not be known to the com-
puter system before receiving the facsimile or scanned image.
One system includes a converting portion configured to con-
vert the digitized representation of the instruction document
encoded in the first format to a digitized representation of the
instruction document encoded in a second format, a portion
configured to determine additional service provider data in
response to the facsimile or the scanned image, and a trans-
mitting portion configured to transmit the additional service
provider data and the digitized representation of the instruc-
tion document encoded in the second format to the electronic
destination address. In various embodiments, the digitized
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representation of the instruction document includes a repre-
sentation of user-entered data on a instruction document tem-
plate.

[0025] Reference to the remaining portions of the specifi-
cation, including the drawings and claims, will realize other
features and advantages of various embodiments of the
present invention. Further features and advantages of various
embodiments of the present invention, as well as the structure
and operation of various embodiments of the present inven-
tion, are described in detail below with respect to accompa-
nying drawings. Like reference numbers indicate identical or
functionally similar elements.

BRIEF DESCRIPTION OF THE DRAWINGS

[0026] FIG. 1 is a simplified block diagram of a system
according to an exemplary embodiment of the present inven-
tion;

[0027] FIG. 2 is a simplified block diagram showing a
hardware configuration of a Point of Presence (POP) provid-
ing a fax/email interface according to an exemplary embodi-
ment of the present invention;

[0028] FIG. 3A is an illustration of a process of obtaining
an email cover page, according to an exemplary embodiment
of the present invention;

[0029] FIG. 3B is an illustration of a process of a user
interacting with the system of the present invention to send an
email from a fax machine, according to an exemplary
embodiment of the present invention;

[0030] FIG. 4isanexemplary illustration of an email cover
page received from the POP of FIG. 2;

[0031] FIG. 5 is a simplified block diagram showing the
software architecture of the POP of FIG. 2;

[0032] FIG. 6A is an exemplary illustration of a fax-to-
email confirmation page received from the POP of FIG. 2;
[0033] FIG. 6B is another exemplary illustration of a fax-
to-email confirmation page received from the POP of FIG. 2;
[0034] FIG. 7 is a simplified block diagram of a network
operations center (NOC);

[0035] FIG. 8A is an illustration of a process of a user
interacting with the system of the present invention to send a
fax from an email, according to an exemplary embodiment of
the present invention;

[0036] FIG. 8B is anillustration of a reply process wherein
a recipient of the fax, delivered in the process according to
FIG. 8A, replies to the fax using a return fax page;

[0037] FIG. 9 is a flow diagram illustrating exemplary
operations of a security mechanism used to protect against
unauthorized access of emails in accordance with an exem-
plary embodiment of the present invention;

[0038] FIG.10is asimplified block diagram illustrating an
exemplary application in accordance with the present inven-
tion;

[0039] FIG.11 is an example of another embodiment of the
present invention;

[0040] FIG.12 is an example of another embodiment of the
present invention;

[0041] FIG.13is ablock diagram of a flow chart according
to an embodiment of the present invention;

[0042] FIG. 14 is a simplified block diagram illustrating a
network dataflow according to embodiments of the present
invention;

[0043] FIG. 15 is a simplified block diagram illustrating a
network architecture according to various embodiments of
the present invention;
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[0044] FIG. 16 is a block diagram of another embodiment
according to an embodiment of the present invention;
[0045] FIGS.17A-Dillustrates examples according to vari-
ous embodiments of the present invention;

[0046] FIG. 18 illustrates an embodiment of the present
invention;
[0047] FIGS. 19A-C illustrate examples according to

embodiments of the present invention;

[0048] FIG. 20A-C illustrates a block diagram of a process
according to various embodiments of the present invention;
and

[0049] FIGS. 21A-G illustrate typical graphical user inter-
faces according to various embodiments of the present inven-
tion.

DETAILED DESCRIPTION OF THE INVENTION

[0050] The present invention in the form of one or more
exemplary embodiments will now be described. FIG. 1is a
high-level block diagram of a facsimile/email communica-
tion system 5 according to one embodiment of the present
invention. System 5 comprises a network operations center
(NOC) 8, selectively coupled to both the Plain Old Telephone
System (POTS) and the Internet, and a plurality of Points of
Presence (POPs) 10 selectively coupled to NOC 8 via the
POTs and the Internet. The “Internet,” as meant here, means
the worldwide network of networks based on the TCP/IP
protocol and all means of access thereto (e.g. a local area
network having an email system and being coupled to the
Internet). (TCP/IP stands for “Transmission Control Proto-
col/Protocol” and is a language governing communication
between all computers on the Internet.)

[0051] As will be explained in detail below, system 5 per-
mits a user to, among other things, send an e-mail from any
standalone fax machine 2 and receive faxes from a fax or
email sender without having to distribute a unique and pre-
defined fax number to the fax or email sender. Here, it should
be emphasized that the fax machine 2, as shown in FIG. 1, is
only a working example. In other words, fax machine as it is
used in the context of various embodiments of the present
invention may also comprise any facsimile protocol compli-
ant communication device or any other scanning device.
Similarly, computer workstation 4, in FIG. 1, is only a work-
ing example. In other words any device that is capable of
sending an email may be used instead of computer worksta-
tion 4.

[0052] POPs 10 are distributed over a wide geographic
area, for example, the United States or throughout the world.
An exemplary embodiment of a POP 10 is shown in FIG. 2.
POP 10 comprises one or more fax modem banks 20; one or
more fax servers 22; an advertisement and statistics (ad/stat)
server 24; an email server 26; an interactive voice response
(IVR) unit 28; an Ethernet switch 30; an IP router 32; and a
T-1 channel service unit (CSU) 34. It should be emphasized
that the embodiment of POP 10 in FIG. 2 is only exemplary.
For example, other configurations are within the spirit and
scope of various embodiments of the present invention,
including but not limited to use of higher-capacity Internet
access lines (e.g. T-3), provision for multiple switched email
servers, etc. FIGS. 1 and 2 will be described in further detail
in the context of the description presented below.

[0053] Referring now to FIG. 3A, there is shown an illus-
tration ot how a user obtains an “email cover page” from a fax
server 22, according to an exemplary embodiment of the
present invention. At step 40, the user dials a specific toll-free
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(e.g. 1-800) fax-back number from any fax machine or tele-
phone. It should be understood that this fax-back number is
not limited to a toll-free telephone number but may include
any other type of telephone number as well. This fax-back
number is routed by the telephone network via the POTS to a
POP 10, based on the user’s geographic locale. As shown in
FIG. 2, fax modem bank 20 of POP 10 receives the fax over,
for example, a B-1 line, which comprises 24-line telephone
bundle. Then, at step 42, POP 10 sends a blank “email cover
page” back to the user with further instructions on how to
send an email from the user’s fax machine.

[0054] The email cover page looks like a normal fax cover
sheet, but it contains lines of blank character boxes and a local
telephone number the user can use so that the fax can be sent
without the user having to incur any cost. The local telephone
number is generated by a table driven translation process
through automatic number identification, detectable from
outbound 1-800 numbers. In an alternative embodiment each
POP 10 of system 5 would be accessible using a single toll-
free number. An exemplary email cover page is shown in FIG.
4. In one embodiment the character boxes 61 have “tick
marks” 63 on the edges of each character box 61. Tick marks
63 have the effect of coercing the user to enter characters in
the character boxes 61 but away from the character box edges.
Characters entered away from the character box edges is
beneficial, since later in the process, when character recogni-
tion is performed, the characters can be identified more accu-
rately.

[0055] In one exemplary embodiment, the email cover
page, or more generally, the cover page, further includes a list
of special features or options that can be selected by a user.
For example, one of the special features or options may be an
archive option. If a user checks off this option, an archive
copy of the facsimile or transmission is automatically gener-
ated and archived at a storage location. The storage location
may vary depending on the design choice. For example, the
storage location can be the sender’s own computer system.
Some other special features or options may be document
format options. For instance, the document to be faxed or
transmitted can be sent as text only within an email or sent as
a Word attachment to an email (after using OCR techniques
onthe document), or sent as a PDF formatted attachment to an
email (with or without selectable text). Based on the disclo-
sure provided herein, other types of special features or
options will be apparent to a person of ordinary skill in the art.
Further details will be given below.

[0056] In an alternative exemplary embodiment, the cover
page can be miniaturized to the size of small adhesive note
sheets, such as, Post-its. A user can still fill in the requisite
information on this miniaturized email cover page. Once
completed, this miniaturized email cover page can then be
adhered onto the front page of a document for facsimile
transmission. Subsequent character recognition can be
adjusted to heighten the sensitivity needed to locate and iden-
tify the miniaturized email cover page on the front page of the
document. Due to the reduced size of the miniaturized email
cover page, special markings or symbols, such as a unique bar
code, may be included to facilitate the character recognition
that needs to be performed to allow the email addresses to be
more easily located and identified within the miniaturized
email cover page. Miniaturized email cover pages can be sold
as peel-off pads. When a document needs to be faxed to an
email address, a user simply fills in the requisite information
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on the miniaturized email cover page, peels off the completed
miniaturized email cover page and affixes it on the front page
of the document.

[0057] In another alternative exemplary embodiment, an
electronic version of the email cover page in the form of an
electronic file is provided to a user via e-mail or download
from a website. In such embodiments, a user obtains the cover
page by visiting a web page of a service provider. In some
embodiments, a user may log-into the service provider to
obtain a cover page customized for the user. The customized
cover page may be stored in the form of a .pdf document, or
other standardized format (e.g. Word document). In other
embodiments, a user need not log-into the service provider
and may obtain a pay-per-use-service cover page, as
described herein. When implemented in this manner, the elec-
tronic file can be activated to generate the email cover page on
acomputer. The email cover page is then shown to a user. The
user can then directly input the desired information onto the
email cover page using an input device, such as, a keyboard.
Information entered in this manner is more reliable, thereby
reducing the number of errors that might occur when subse-
quent character recognition is performed. The completed
email cover page can then be printed out and faxed with the
desired document.

[0058] In addition, in some embodiments, when an elec-
tronic email cover page is used to capture the requisite infor-
mation, some of the captured information, for example, the
email address, can be regenerated on another part of the email
cover page. For instance, the email address may be reprinted
on another part of the email cover page, or alternatively, the
email address may be encoded in bar code form, or other
machine-readable format, and then be printed as part of the
email cover page. This provides redundancy and further
enhances the accuracy of the character recognition that needs
to be performed subsequently.

[0059] Optionally, certain information on the email cover
page may be rendered unreadable to the recipient of the email.
For example, the fax number used by the sender may be
printed within a grey scale pattern or the like, such as, a moire
pattern, in which the fax number is visible to the eye of the
sender before the email cover page is faxed. When faxed,
however, the fax number and the pattern will not be distin-
guishable from each other due to the limitations of fax scan-
ning technology thereby rendering the fax number unusable
to the recipient.

[0060] In various embodiments, an fax-to-e-mail message
that is sent, as described below, may not only include a con-
verted document, but also a “return” fax-to-email cover page.
In various embodiments, the “return” cover page may be a
blank cover page as described herein, or may have some
pre-filled-in data. As an example, a realtor may send a fax to
a client including a document requiring the client’s faxed
signature in return. The realtor may include the client’s email
address in TO field of the cover page, and may include the
realtor’s email address as a FROM email address in the cover
page. In such an example, the “return” cover page may have
the client’s email address in the FROM field on the cover
page, and may have the realtor’s email address as the TO
email address on the cover page. In various embodiments, the
realtor may also specify on the “return” cover page that the
realtor will pay the service charge for the return fax/email
transmission (e.g. via providing the realtor’s fax-to number).
In various embodiments, “return” cover pages with some
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pre-filled-in data make it more likely the client will respond,
and/or will respond in a timely manner.

[0061] Referring now to FIG. 3B, there is shown an illus-
tration of how a user interacts with the system 5 of various
embodiments of the present invention to “send” an email
from a fax machine 2, according to an exemplary embodiment
of the present invention. At step 44, the user fills in the
letterboxes, in normal handwriting, with the final email
address(es) it wishes to send to, e.g., “john_doe@generic.
com”. Alternatively, the email address can be printed in a
machine-readable format. In an alternative exemplary
embodiment, the cover page includes an “advanced features
page,” which can be downloaded to the user’s fax or email
address. This advanced features page may also be generated
at the user’s computer. The advanced features page permits
the user to select one or more options or services offered by
the system 5 such as, for example, creating a group distribu-
tion list. In other embodiments, one or more options may be
provided on the cover page.

[0062] One or more group distribution lists for a particular
user can be maintained by the system 5. For example, one or
more group distribution lists may be associated with or linked
to a particular sender email address. The email addresses
within a group distribution list can be stored by the system 5.
When filling out the email cover page, the user only needs to
provide an alias or other identification information for a par-
ticular group distribution list. The system 5 is able to retrieve
the sender email address and the alias for the particular group
distribution list from the completed email cover page. The
system 5 then looks up the group distribution lists associated
with the sender email address and determines if the alias is
associated with one of the group distribution lists linked to
that sender email address. If so, the fax will be forwarded to
all the email addresses in that group distribution list.

[0063] At step 46, the user sends the fax to the telephone
number associated with the selected POP 10, where it is
received by a fax modem bank 20 on fax server 22. Fax
modem bank 20 includes an incoming fax spooler 60, which
converts the fax to an image file format, which may be, for
example the standard G3 TIFF format and then temporarily
stores the imaged fax in a spool area on a local disk drive (not
shown in the figures). The imaged email cover page is then
transmitted to one of the fax servers 22 of POP 10 for further
processing.

[0064] Inadditionto fax spooler 60, and as is shown in FIG.
5, the software architecture 70 for each fax server 22 com-
prises a front page (i.e. cover page) character recognition
module 62, a fax-to-email gateway 64, an email-to-fax gate-
way 66 and an outgoing fax spooler 68.

[0065] At step 48, front page character recognition module
62 operates to extract the imaged email address from the
imaged email cover page. Preferably, front page character
recognition module 62 does this by optical character recog-
nition (OCR). Optionally, the imaged email cover page may
be cleansed or filtered as many times as is deemed appropriate
to remove any undesired markings or patterns before the front
page character recognition module 62 is invoked to perform
its functions. Furthermore, as described above, the imaged
email cover page may include redundant information relating
to the imaged email address. The front page character recog-
nition module 62 can be adjusted to cross-check the redun-
dant information to ensure that the imaged email address is
accurate.
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[0066] At step 50, the electronic image of the fax is encap-
sulated and formatted into a MIME-compliant email message
by fax-to-email gateway 64. “MIME” stands for Multipur-
pose Internet Mail Extensions and refers to an official Internet
standard that specifies how email messages must be formatted
so that they can be exchanged between different email sys-
tems. The electronic image of the fax is then transmitted to
email server 26 as an attachment to the email. In an alternative
exemplary embodiment, certain information is removed from
the electronic image ofthe fax before it is transmitted to email
server 26. For example, the specific fax number that is used by
the sender may be scrubbed or otherwise rendered unreadable
by the recipient of the email.

[0067] Upon receipt of the fax image by email server 26,
email server 26 transmits the delivery status of the email to
advertisement and statistics server (ad/stat server) 24. As
shown in FIG. 5, the software architecture 71 of ad/stat server
24 comprises a confirmation and instruction page composer
72, a title page composer 74 and a PostScript rendering
engine 76. Confirmation and instruction page composer 72
receives the delivery status of the email from email server 26
and subsequently generates delivery or non-delivery notifi-
cations and user instruction pages in PostScript format.
[0068] In an alternative exemplary embodiment, email
server 26 and/or ad/stat server 24 may include a real-time
billing engine (not shown). The real-time billing engine is
used to keep track of usage by various users and generate the
appropriate billing information accordingly. Usage may be
tracked in a number of different ways. For example, usage
may be tracked via minutes used against a specific fax num-
ber, number of pages sent, amount of data or the like. In that
regard, a user, such as a company, may be assigned one or
more specific fax numbers for use by its employees. Usage
against each specific fax number may be monitored by the
real-time billing engine. Billing information may be calcu-
lated on a real-time basis and made available to authorized
users via a website on the Internet. In addition, the billing
information for each fax sent may also be included in a
confirmation and instruction page as described below.
[0069] At step 52, confirmation and instruction page com-
poser 72 generates a confirmation and instruction page, and,
at step 54, retrieves advertisements from ad/stat server 24 and
incorporates the advertisements into the confirmation and
instruction page. Additionally, at step 56, confirmation and
instruction page composer 72 retrieves advertisements from
ad/stat server 24, which are incorporated, e.g. in banner for-
mat into the email. In various embodiments of the present
invention, banner advertisements and other types of adver-
tisements typically include ad tracking data that may identify
to whom the advertisement is sent, the advertisement, the
source of the advertisement, or the like. In the example in
FIG. 6 A, this ad tracking data is shown as “Your personal ID
code is: 78W9ZST.” In various embodiments where banner
advertisements are used in an email message, as is known, the
banner or advertisement may be associated with a network
destination and ad tracking data. When a user clicks upon the
banner or advertisement, a network connection to the network
destination and the ad tracking data is provided to that web
site. In various embodiments, based upon the ad tracking
data, the advertiser may provide a customize a web page, or
the like for user.

[0070] In one example of this, an advertiser such as an
affiliation group, such as a social network (e.g. facebook.com,
myspace.com, youtube.com), educational or professional
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organization (e.g. IEEE, a realtor group, @alum.mit.edu), a
forum (e.g. Digg.com, Slashdot.org), a paid service (e.g.
AOL, Amazon Prime), an ISP service provider (e.g. Qwest,
Comcast), an e-commerce provider (e.g. Amazon.com, Ebay.
com), an e-mail provider (e.g. Google, Yahoo!, @me.com),
an interest group (e.g. Yelp, Flicker), or the like may provide
its registered members with an e-mail address page, as illus-
trated in FIG. 4 or 11. In some embodiments, the affiliation
group may underwrite or subsidize this service by advertis-
ing, as described herein. In various embodiments, when the
sender fills-in the cover page, the sender may identify them-
selves as a registered member. This may be performed in a
number of ways, for example, the user the user may provide
their user name as known to the affiliation group, in a notes
field of the cover page or other field, e.g. 460-490, in FIG. 11;
the user may use an e-mail address provided by the affiliation
group; or the like.

[0071] In various embodiments, once the sender identifier
is recognized by the transmission server, as described herein,
the sender identifier may forward it to the affiliation group. In
response, if the sender identifier is recognized as a registered
member of the affiliation group, the affiliation group may
respond with a positive indication. In various embodiments,
the transmission server continues processing the facsimile
transmission if the result is positive. In some embodiments,
the e-mail message to be sent to the receiver with the affilia-
tion group advertisement, i.e. may be branded with the adver-
tiser brand. In other examples, the e-mail message may also
include information about the sender known to the affiliation
group. For example, the e-mail may include a link to the
sender’s web page within the affiliation group (e.g. the send-
er’s Myspace page), may include pictures of properties listed
by a realtor/sender, or the like.

[0072] In various embodiments, the transmission server
may send an error message if the result is negative, i.e. the
sender is not recognized. In such cases, an error message may
be sent to the sender via e-mail or fax indicating the trans-
mission did not proceed, and that they would need to sign-up
with the affiliation group to obtain this service (i.e. provides
an advertisement for the affiliation group). An error message
may also be sent to the receiver via e-mail indicating a similar
message/advertisement.

[0073] In various embodiments, the receiver e-mail may
also be forwarded to the affiliation group to determine if the
receiver is a member of the affiliation group. In various
embodiments of the present invention, if the receiver e-mail
address is found in the affiliation group database as a member,
the e-mail message may be branded or formatted in a way that
recognizes the receiver as a member. As examples, data asso-
ciated with the receiver may be provided from the affiliation
group for inclusion to the e-mail address, such as announce-
ments of the affiliation group, number of e-mail messages in
the receiver’s affiliation group mailbox, special offers (e.g.
third party advertisements), and the like.

[0074] In various embodiments, if the receiver is not rec-
ognized by the affiliation group, the outbound e-mail (includ-
ing the facsimile transmission attachment) may include an
specially formatted advertisement including a network link to
the affiliation group, inviting the receiver to become a mem-
ber, in order to have the same benefits as the sender. In such a
case, the network link to the affiliation group may include sets
or subsets of data such as the receiver’s e-mail address, the
sender’s e-mail address or sender identifier, an identifier iden-
tifying the present fax to e-mail transmission (e.g. tracking
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number), a service provider identifier (e.g. Mongonet) or the
like. In various embodiments, the network link may be
formed by the affiliation group, may be formed by the trans-
mission server, or may be formed with input from both the
affiliation group and the transmission server.

[0075] Subsequently, if the receiver of the e-mail message
clicks upon the advertisement including the network link, the
receiver may be redirected to the sign-up page or other page
of the affiliation group. Since the network link typically
includes additional data described above, the affiliation group
can keep track of the source of the link (e.g. the service
provider). In another example, the receiver of the e-mail
address may be redirected to an information page of the
service provider (e.g. Mongonet), that includes a formed net-
work link to the affiliation group. In yet another example, the
receiver of the e-mail address may be directed to the service
provider (e.g. Mongonet), which in turn automatically redi-
rects the receiver to appropriate the affiliation group network
link. Such an example would be useful to the service provider
to keep track of the number of click-throughs. In various
embodiments, the affiliation group may provide payments per
click-through, payments per receiver sign-up, and the like.

[0076] In other embodiments of the present invention, the
advertisements may be in the form of dynamic advertise-
ments served by an external ad server, such as Google, Yahoo,
orthe like. In various embodiments, the advertisements incor-
porated in the confirmation and instruction page are specifi-
cally targeted to the user’s geographic locale, to the user
based upon user profile, to the user base upon relevance of the
message sent, or the like. In some embodiments, the system 5
determines the user’s geographic locale from the user’s fax
number’s prefix and/or area code and advertisements are then
targeted based on demographic data characteristic of the
user’s neighborhood, e.g., average income bracket. In an
alternative embodiment, the email address confirmation page
includes an electronic commerce aspect, wherein the user is
provided with a “check box” on the confirmation and instruc-
tion page, which the user can check to indicate further interest
in a particular advertising offer. An exemplary embodiment of
a confirmation and instruction page is shown in FIG. 6A.
Optionally, the confirmation and instruction page may further
include thumbnail sketches of one or more of the faxed pages,
as shown in FIG. 6B. As shown in FIG. 6B, the service
provider name and company logo is, of course, considered an
advertisement in various embodiments.

[0077] Inanotheralternative embodiment, atoll-based (e.g.
1-900; 1-(area code+telephone number) (e.g. 1-415, 1-650,
1-847); local telephone number; or CIC code (e.g. 10288+
number) number is provided to the user at the beginning of the
process, i.e., in lieu of step 10 in FIG. 3A, as a pay-per-use
service. In such toll-based (e.g. pay per use) embodiments,
advertisements may not be delivered to the sender, recipient,
or other parties. In some pay-per-use service embodiments,
the user may or may not pay to make the local, long-distance,
or international telephone call, depending on the user’s tele-
phone service plan. Additionally, in some embodiments, the
user is billed for the service described in various embodi-
ments, via a telephone bill associated with their fax machine,
with the phone line, and/or, with the phone number. For
example, the user may be billed for the service of sending a
fax to an e-mail recipient via their monthly telephone bill. As
will be described further below, in various embodiments, the
billing may be provided to the user’s telephone bill directly
from the pay-per-use service provider, or via one or more
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billing intermediaries. In other embodiments, the billing may
be arranged directly between the user and the pay-per-use
service provider. For example, the user may have an account
with the service provider.

[0078] In various embodiments, charges for the service
may be made per page of fax transmission, per minute of
connection time, per amount of data transferred, and the like.
For example, the cost may be $2 for the first minute of con-
nection time, and $0.50 for each additional minute; $3 for the
first page, and $0.25 for each additional page; or the like.
Additionally, the time of day may affect the charges, for
example, service fees for fax to e-mail transfer illustrated
herein may be more costly during business hours compared to
in the middle of the night.

[0079] In still other embodiments, a toll-free number (e.g.
1-800) may be provided to the user at the beginning of the
process, as part of an advertising subsidized service where
faxes, e-mail messages, e-mail attachments, and/or the like
include advertisements. Such examples were illustrated in
FIGS. 6A-B, above. Additional examples of advertising sub-
sidized embodiments will be discussed below.

[0080] In one alternative exemplary embodiment, upon
receipt of the fax image by email server 26, email server 26
contacts ad/stat server 24 to retrieve preferences that may be
associated with the email that is to be generated for that fax
image. Preferences can be specific format, marketing infor-
mation, graphics etc. and can be sender-oriented or recipient-
oriented. Information from the email cover page, such as,
account number, respective sender and recipient email
addresses, fax number used by the sender or other unique
markings or symbols, can be used to determine the prefer-
ences that are to be incorporated into the email. For example,
if a fax is received from a sender using a specific fax number,
the email to be generated from that fax may include informa-
tion about that sender. If the specific fax number is dedicated
for a particular company, certain company specific marketing
information and graphics may be incorporated into the email
to provide branding or standard look and feel.

[0081] In another alternative exemplary embodiment, the
confirmation and instruction page may include dynamic con-
tent that is provided based on the sender’s historical and/or
past activities or behavior. The ad/stat server 24 may keep
track of a sender’s historical and/or past activities or behavior.
For example, the ad/stat server 24 may keep track of the
number of times faxes sent by a particular sender failed to go
through because of poor handwriting or incorrect recipient
email address. The ad/stat server 24 may even keep track of
the type of problems that caused past failures, such as, a
sender’s handwriting of the letters “v” and “u” repeatedly
caused faxes to fail to go through. Based on the sender’s
historical and/or past activities or behavior, the ad/stat server
24 then provides the appropriate information to the email
server 26 to be included in the confirmation and instruction
page. Such information may include, for example, tips or
helpful hints to avoid problematic handwriting.

[0082] Afterthe confirmation and instruction page has been
composed, it is rasterized into a fax encoded bitmap image by
PostScript rendering engine 76 and then sent to fax server 22
where outgoing fax spooler 68 operates to store the rasterized
confirmation and instruction page on a local disk drive for
subsequent delivery. Because bitmap image rendering is a
computationally intensive process, a custom load-sharing
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software for distributing the rasterization process between a
number of fax servers 22 machines may be employed as an
alternative embodiment.

[0083] In another alternative exemplary embodiment, for
promotional or marketing purposes, the email may further
include a link that allows a recipient to use the services
provided by the system 5 on a trial basis. The recipient/trial
user may click on the link and be directed to a website. The
website may show the trial user a trial offer and prompt the
trial user to enter his’/her email address to receive the trial
offer. Assuming the trial user decides to take the trial offer and
enters his/her email address, an electronic version of the
email cover page is forwarded to the provided email address.
This email cover page includes a specific fax number that is
valid only for trial purposes. For example, this specific fax
number may only be used for a limited number of fax trans-
missions. When the trial user uses the services provided by
the system 5, the emails sent by the trial user similarly include
links that allow the recipients to try the services, as described
above.

[0084] At steps 58, the email (with the advertisements) is
sent over the Internet to the intended recipient using, for
example, SMTP protocol, including an attachment in a stan-
dard format, e.g. GIF file, .pdf, .jpg, .bmp, tiff, etc. viewable
on a variety of different computing platforms (e.g. MAC,
Windows, Linux) where emails messages may be received.
[0085] In an alternative exemplary embodiment, a link to
the email is sent over the Internet to the intended recipient.
The link is created dynamically for each email. More specifi-
cally, the address for the link is randomly generated for an
email on an ad hoc basis. This is done to protect against
unauthorized access of the email. The intended recipient may
then click on the link to retrieve and view the email.

[0086] Optionally, upon the intended recipient clicking on
the link and viewing the email, a receipt is generated and
forwarded to the sender to confirm that the intended recipient
has received the email.

[0087] Optionally, when a link is used to access the email
over Internet, a security mechanism is provided to allow only
authorized access to the email by an intended recipient. FIG.
9 is a flow diagram illustrating exemplary operations of the
security mechanism. As shown in FIG. 9, when a user
receives a link, at 90, s/he clicks on the link to request access
to the email or fax. By clicking on the link, the user in effect
contacts a security manager 92 that controls access to the
email. Ifthe security manager 92 determines that the user is an
authorized recipient, then access to the email is granted and,
at 94, the security manager 92 may then send the email to the
user. One way to determine that the user is an authorized
recipient is for the security manager 92 to first check if the
user has logged in with the security manager 92. If the user
has logged in with the security manager 92, then certain
credentials associated with the user is available. The creden-
tials may include, for example, a session ID which is tied to
the email address of the user. The security manager 92 then
checks the email address of the user retrieved based on the
credentials against the email address of the intended recipient
of the email. If the two email addresses match, then the user
is an authorized recipient of the requested email.

[0088] On the other hand, if the two email addresses do not
match, then the user is validly logged on but is not an autho-
rized recipient of the requested email. Then, at 96, the security
manager 92 invokes an error handler routine 98. At 100, the
error handler routine 98 informs the user that access to the
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requested email is denied because the user is not an autho-
rized recipient. Optionally, at 102, the error handler routine
98 logs the denied request for archival and/or security pur-
poses.

[0089] Iftheuserisnotlogged in with the security manager
92, then at 104 the security manager 92 prompts the user to
login. To login, at 106, the user presents his/her email address
oruser name and password. The password is given at the time
the user registers with the security manager 92. If the email
address/user name for the user and the provided password
match those maintained by the security manager 92, at 108,
the user is considered logged in and credentials such as a
session ID are forwarded to the user. Once the user has the
credentials, the process as described above can be repeated to
determine if the user is an authorized recipient.

[0090] Ifthe user is not a registered with the security man-
ager 92, i.e., the user does not have a password associated
with his/her email address, the user is then prompted to reg-
ister with security manager 92. To register with the security
manager 92, at 110, the user provides his/her email address.
Upon receiving the email address, the security manager 92
generates a password that is linked to that email address and,
at 112, forwards the password to the user. The security man-
ager 92 also creates an account for the user for future refer-
ence.

[0091] Finally, at step 59, the confirmation and instruction
page is sent to the user for confirmation purposes, the confir-
mation and instruction page possibly incorporating an adver-
tisement as explained above. For example, the confirmation
and instruction page can be sent over the POTS to the user in
the form of a confirmation fax if a fax number for the sender
is available; similarly, the confirmation and instruction page
can also be sent to the user in the form of a confirmation email
or as a part thereof.

[0092] In an alternative exemplary embodiment, the con-
firmation and instruction page may also be sent to other
e-mail addresses. For example, if the fax that is sent relates to
company business, a confirmation copy of the email gener-
ated from that fax may be forwarded to the company’s archive
or storage facility for storage or archive purposes. In one
example, the user may specify the archive or storage facility
via the specification of a specific account in one field. For
example, one transmission may include a CC field entry of
“03111995@webpost.com.” In this example, “03111995”
represents the account number, and “webpost.com” repre-
sents the server the transmission may be sent to. Additionally,
in this example the CC and/or BCC field entry includes “mol-
dreport.pdf.” In this example, the transmission attachment is
then stored under the name “moldreport.pdf” for storage at
“webpost.com” in account number “03111995” Custom
fields for specification for such data are disclosed in FIG. 11.
In light of this disclosure, one of ordinary skill in the art can
imagine many other embodiments of the present invention.
[0093] At this point, it should be emphasized that, whereas
the software modules of the software architecture of FIG. 5
are shown to be distributed over multiple servers, one skilled
in the art would understand that all the software modules
could reside on a single server or on different servers than is
shown in the embodiment of FIG. 5.

[0094] In an alternative exemplary embodiment, a user can
interact with the system of various embodiments to send a
facsimile from any standalone facsimile machine to any other
standalone facsimile machine. To do this, the user procures a
“facsimile number page,” as for example, similar to procuring
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the “email cover page” described above in relation to steps 40
and 42. The user then enters a facsimile number of the
intended facsimile recipient, for example, in handwritten for-
mat or printed machine readable format, and then faxes the
facsimile to the local number of the selected POP 10 as in
steps 44 and 46 described above (or, alternative, enters a
pay-per-use toll-based number as is also described above).
Upon receipt of the facsimile by the selected POP 10, the
facsimile number is then extracted and the electronic image of
the facsimile is formatted into a MIME-compliant email mes-
sage by fax-to-email gateway 64, similar to steps 48 and 50
above. Next, email server 26 transmits the MIME image to an
email-to-fax gateway 66, which could reside on a different
POP 10, where the email-to-fax gateway 66 converts the
MIME image into a text-formatted (e.g. PostScript) file.
Then, PostScript rendering engine 96 operates to rasterize the
text-formatted file into a fax encoded bit map image. And,
finally, outgoing fax spooler 68 receives the fax encoded bit
map image and transmits it to the intended facsimile recipi-
ent.

[0095] Inyetanother exemplary embodiment ofthe present
invention, web pages can be downloaded via fax. In this
embodiment, a user is provided with an “email cover page” as
described above. This email cover page provides letterboxes
for entering the desired web address (which, for example can
be entered in normal handwriting or printed in a machine
readable format) and an indicator of some sort, which the user
can use to request the number of pages from the web address
the user wishes to download. One type of indicator on the
cover page, for example, could be a series of bubbles posi-
tioned at predetermined positions on the cover page.

[0096] Referring now to FIG. 7, there is shown a network
operations center (NOC) 8, according to an exemplary
embodiment of the present invention. NOC 8 functions as the
system headquarters and is configured to communicate with
all POPs 10, as was shown and described in reference to FIG.
1. NOC 8 comprises an Internet access router and firewall
component (IP router) 82 coupled between the Internet via,
for example, a T1 channel service unit (CSU) 84 and an
Ethernet switch 86 (at a data rate of, for example, 100 Mbps);
a web server 88 coupled to IP router 82; a private branch
exchange (PBX) 90 coupled to the telephone network via, for
example, a B-1 line; an interactive voice response (IVR) unit
92 coupled to PBX 90 and a computer-telephony integrated
(CTI) server 94 coupled between IVR unit 92 and Ethernet
switch 86. Also coupled to Ethernet switch 86 is an NOC
statistics server 96; an NOC advertisement statistics server
98; NOC workstations 100; and administrative/development
workstations 102.

[0097] In the various embodiments, computer code is
stored and executed within tangible memory of NOC 8 for
one or more processors in NOC 8 to effect the functions
described herein. Additionally, the tangible memory may be
used to stored facsimile transmissions, format converters,
status data, optical character engines, advertisement engines,
operating systems, and other types of data describe in the
present patent application. In various embodiments, tangible
media may include magnetic media such as floppy disks, hard
drives, network storage devices and removable hard disks,
optical storage media such as CD-ROMS, DVDs, holo-
graphic memory, and bar codes, semiconductor memories
such as flash memories, read-only-memories (ROMS), and
battery-backed volatile memories, and the like.
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[0098] NOC advertisement statistics server 98 stores, and
makes available to advertisers, statistics relating to the adver-
tiser’s advertisement(s), for example, the number of times the
advertisement was sent, the number of positive responses
from viewers of the advertisement, a qualitative measure of
the party the advertisement was sent to, etc.

[0099] NOC administrative/development workstations
function as a help desk to those users who log onto web server
88 and also allow the system provider to do development, for
example, improving the functionality of the web site provided
by web server 88.

[0100] IVR unit 92 permits a user to dial into the NOC via
PBX 90 using the same 1-800 toll free access number used in
the initiation of a fax-to-email process described above, or the
like. IVR 92 provides user’s with voice prompts, which the
user can respond to using the telephone keypad. The prompts
may relate to, for example, use instructions or may permit a
user to download information from the Internet, e.g. stock
quotes, weather predictions, travel information, etc.

[0101] In another embodiment of the present invention, a
user can logon to web server 88 from, for example, a com-
puter workstation 4 (See FIG. 1), and then send a fax from an
email to any standalone fax machine. An exemplary process
for accomplishing this is shown in FIG. 8A.

[0102] At step 110, after the user logs on to web server 88
(See FIG. 7), the user sends an email to web server 88. Then,
at step 112, web server 88 captures and stores the user’s email
address and the fax number to which the user wishes to send
the fax. This information is relayed over the Internet to email
server 26 of the, preferably, nearest POP 10, to which the fax
number is associated. As shown in FIG. 5, each email server
26 contains a mail transfer agent 39, which accepts the email
from NOC 8. Email-to-fax gateway 66 then operates to con-
vert the email message into PostScript text.

[0103] At step 114 title page composer 74 generates a
return fax page, and, at step 116 retrieves advertisements from
ad/stat server 24 and incorporates the advertisements into the
return fax page. Preferably, the advertisements are specifi-
cally targeted to the fax recipient’s location. The system 5
determines this from the recipient’s fax number’s prefix and
area code by comparing the numbers to area code and prefix
numbers stored in ad/stat server 24. Once the neighborhood is
identified, advertisements are then targeted based on demo-
graphic data characteristic of the recipient’s neighborhood,
e.g., average income bracket. In an alternative embodiment,
the return fax page includes an electronic commerce aspect,
wherein the fax recipient is provided with a “check box on
the return fax page, which the recipient can check to indicate
further interest in a particular advertising offer.

[0104] After the return fax page has been composed, it and
the converted fax image are rasterized into a fax encoded
bitmap image by PostScript rendering engine 76 and then sent
to a fax modem bank 20 of POP 10 where outgoing fax
spooler 68 operates to store the rasterized fax and return fax
page on a local disk drive for subsequent delivery.

[0105] Atstep 118, the fax and return fax page are sent over
the POTS to the fax recipient.

[0106] Referring now to FIG. 8B, at step 120, upon receipt
of'the fax and return fax page, the fax recipient uses the return
fax page to reply to the fax and sends the reply fax at step 122.
[0107] At step 124, title page composer 74 of ad/stat server
24 operates to generate a confirmation page incorporating a
second advertisement, which is then, at step 126, sent back to
the return fax page user. Steps 124 and 126 substantially
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follow the steps 54 and 59 as described in reference to the
fax-to-email process of FIG. 3B.

[0108] The advertising subsidized aspect of the system and
method of various embodiments of the present invention also
allows a user to send a fax from any standalone fax machine
to any other standalone fax machine for free, thereby avoiding
long distance telephone charges, which are typically billed
for any long-distance fax transmission. To accomplish this, a
user simply dials the toll free (1-800) access number, as
explained above, to obtain a local number to a POP 10. Local
POP 10 then responds by faxing back a cover page to the user.
Steps 44 through 48 are then performed, as was described in
relation to FIG. 3B, followed by steps 110 through 118 as was
described previously in relation to FIG. 8A. The only differ-
ence from the process as described above would be to provide
letterboxes for fax addresses on the cover page and provide
for OCR capability for extracting fax addresses.

[0109] In another alternative embodiment of the present
invention, NOC 8 includes a local database (not shown in
FIG. 7), which is configured to store a frequent user’s email
address book. The user can logon to web server 88, upload the
address book and associate nicknames or real names with
each email address (e.g. “John Doe” for john_doe@generic.
com). By doing this, the user can then send emails from any
standalone fax machine simply by filling in the letterboxes of
the email cover page (as described previously with respect to
FIG. 3B) with the nickname or real name of the intended
recipient.

[0110] Finally, in another exemplary embodiment of the
present invention, advertisers are provided with a “dynamic
print advertising” service, whereby an advertiser can logon to
web server 88 of NOC 8, open an account, create advertise-
ments and customize them based on specific demographic
information.

[0111] Various embodiments of the present invention as
described above can be deployed in many different applica-
tions. FIG. 10 is a simplified block diagram illustrating an
exemplary application in accordance with the present inven-
tion. As shown in FIG. 10, a user 200 faxes a document using
the system 5 as described above. The faxed document is
received by a server 202 and put in a processing queue to
await processing. When the faxed document is processed, an
email generated based on the faxed document is forwarded to
a compliance/authorization officer 204. The email may be
delivered to the compliance/authorization officer 204 using a
number of different methods; but preferably, the email is
delivered through a secure website or a virtual private net-
work. In this particular application, the compliance/authori-
zation officer 204 reviews the email to determine if it is
allowed to be sent to its intended recipient. After the email has
been reviewed, the compliance/authorization officer 204
relays its approval/rejection back to the server 202 for further
actions. If an approval is given, then the server 202 forwards
the email to the intended recipient. Optionally, a confirmation
for delivery may be forwarded to the user 200. On the other
hand, if a rejection is given, then the server 202 prevents the
email from being sent to the intended recipient and informs
the user 200 of the actions taken. Based on the disclosure
provided herein, a person of ordinary skill in the art will know
of other ways and/or manners to apply various embodiments
of the present invention.

[0112] Inanalternative exemplary embodiment, the system
5 is capable of handling inputs having different types of
electronic formats. For example, instead of a user sending a
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document via a fax machine, the user may choose to first use
a scanner to scan the document into a scanned image. The
scanned image of the document is then forwarded to the fax
server 22. Depending on the scanning technology used to
produce the scanned image, the fax server 22 accordingly
converts the scanned image for processing as described
above. Based on the disclosure and teachings provided
herein, a person of ordinary skill in the art will be able to
implement various embodiments of the present invention to
handle inputs with different types of electronic formats.
[0113] In light of the above, various embodiments allow a
user to, among other things, send a fax or other electronic
communication from stand-alone fax machine, scanner, or
the like. Based upon the data graphically included on the fax
or other electronic communication, the fax or other electronic
communication is routed to the appropriate destination. For
example, the communication may be routed to an e-mail
inbox,

[0114] Novel Template Cover Page

[0115] FIG. 11 illustrates an example of a novel template
page (cover page), which may be optically digitized via a
facsimile machine. In various embodiments, the fax template
page is derived from an Adobe .pdf document type that is
opened via Adobe Reader™, Acrobat™, or similar software.
In various embodiments, the fax template page includes “fill-
in” capability, that allows the user to type-in information onto
the page. As will be described in-depth below, within the
template page, the user may enter a variety of data and may
make a number of functional choices for transmission pur-
poses.

[0116] In other embodiments of the present invention, the
template page can be derived from other sources. In one
example, the template page may be derived in response to a
web-based form submission where the user inputs data on a
web form, as was mentioned earlier. In such an example,
when the user is finished typing-in data, the web server pro-
vides a user with a digitized representation of a filled-in
template page she can print-out, or save electronically. In an
alternative embodiment, for security and accounting pur-
poses, the filled-in template page may be sent to the FROM
sender’s e-mail address. In some embodiments, the web
server, or the like checks whether the sender’s e-mail address
is authorized to receive the template page, before sending the
filled-in template page.

[0117] In off-line embodiments, the template page may be
derived from an office-productivity macro plug-in, such as
Word, Excel, or the like that prompts the user for information.
In such examples, after the user enters the data, the data
automatically populates fields within in a document. The
document can then be printed out, “printed-to-file” in the
computer, or the like.

[0118] Intheembodimentin FIG. 11, a number of fields are
illustrated. In other embodiments, a greater or fewer number
of fields may be used for the template page. In FIG. 11, the
template page 400 includes a to field 410, a carbon copy field
420, a blind carbon copy field 430, a from field 440, a subject
field 450, a filename specification field 460, custom fields 470
and 480, and a notes field 490.

[0119] As will be described below, fields 410-480 typically
include human and machine readable data upon which optical
character recognition (OCR) techniques operate, so as to
determine the transmission destinations, e.g. e-mail
addresses of the sender, cc recipients, the receiver, fax num-
bers, or other destinations. If OCR techniques provide
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ambiguous results, a human operator may review data entered
in these fields in order to attempt to determine the intended
e-mail addresses, or the like. In various embodiments, a
human operator may also provide feedback to the sender
regarding the quality of the transmission, e.g. the scanner or
fax machine has a dirty scanning surface, or the like.

[0120] Importantly, data in notes field 490 and any page
after template page 400 is inaccessible to human operator
review while in transit from the sender to the recipient. Such
datais keptin encrypted form on typical transmission servers.
Accordingly, any confidential data within notes field 490 and
within the document are secure and cannot be accessed or
relied-on by an operator.

[0121] In some embodiments of the present invention,
when a filled-in template page 400 is received by a server,
images of fields 410-480 are extracted (along with bar codes
590 and 600, described below) from the original transmis-
sion. The images are then recognized using OCR techniques
to attempt to recognize the routing data (e.g. e-mail addresses,
fax numbers, data format and the like). After the data from
fields 410-480 are recognized and used for transmission pur-
poses, the data may be discarded, may be used for billing or
logging purposes, etc. Any other data present in the original
transmission besides specified portions of template page 400
are not viewable, and the transmission is kept secure and
confidential. Additionally, after the original transmission has
been transformed and sent to the appropriate destinations, the
original transmission and the sent transmission are deleted
and cannot be recovered. Some embodiments may allow a
compliance officer, or the like, to review the transmission
before it is sent, as was described above, and will be discussed
further below.

[0122] Asshown in FIG. 11, a variety of functional options
are provided in template page 400 including an option 500 to
make the filled-in data searchable, an option 510 to electroni-
cally archive the transmission, an option 520 to initiate a
certification process for time-stamped delivery or access of a
transmission, an option 530 to provide an electronic post
mark receipt, an option 540 to imprint a digital watermark to
the transmission, options 550 and 560 for two-sided docu-
ment transmissions, option 570 to indicate whether the hand-
printed data should have precedence over any machine-rec-
ognized data on fields such as To field 410, Carbon copy field
420, blind carbon copy field 430, from field 450, and the like.
[0123] Invarious embodiments, when the filled-in data are
selected to be searchable (option 500), optical character rec-
ognition techniques may be used to convert the digitized
representation of the document into searchable text (e.g.
ASCII characters) and graphics. Other types of OCR engines
may be used to recognize characters of other written lan-
guages such as Chinese characters, Japanese Kana characters,
Korean phonetic characters, Hebrew characters, Arabic char-
acters, and the like. In one embodiment, a text file based upon
the recognized text may be provided to the recipient, as men-
tioned above. In another embodiment, where the document is
converted into a .pdf format, the recognized text is stored as
part ofthe .pdffile, however is not typically visible to the user.
Instead, the user typically views the digitized representation
of the document. In some embodiments, the searchable text
may be searched for archiving purposes, advertisement pur-
poses, or the like, as will be discussed below.

[0124] In other embodiments of the present invention,
where the digitized representation of a document is to be
stored in an electronic data archive, data warehouse or the
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like, the searchable text may be used for document indexing
of the digitized representation in the data archiving system.
The document may subsequently be identified within the data
archive based upon the indexed terms. For example, words
from the document that are repeatedly recognized by the
OCR may be used as key words. For example, a transmission
including a digitized representation of a home loan applica-
tion may be associated with the key words “home loan”
and/or “application for home loan.” In such examples, the
received transmission may be converted from the facsimile
format, for example, into another form, such as a .PDF for-
mat, and the .PDF format document may be stored in a file
management system under the key words “home loan” and/or
“application for home loan.” In other embodiments, the key
words used may be manually specified by the sender of the
transmission. For example, the user may specify the key
words for OCRing in subject field 450, custom fields 470 and
480, notes field 490, or the like.

[0125] In other embodiments of the present invention,
where the digitized representation of a document is to be
stored in an electronic data archive, data warehouse or the
like, the filename and location of the archive may be provided
in subject field 450, filename field 460, custom fields 470 and
480, notes field 490, TO field 410, CC field 120, BCC field
130, FROM field 140, or the like. As one example, the user
may specify the archive server or storage facility via the
specification of a specific account in one field. For example,
one transmission may include a TO field 410 entry of
“09101960@webpost.com.” In this example, “09101960”
represents the account number of the user, or the like, and
“webpost.com” represents the server the transmission may be
sent to. Additionally, in this example filename field 460, CC
field 120, or the like includes “Lawrence Wells Fargo State-
ments.pdf” In this example, the transmission attachment is
then stored under the name “Lawrence Wells Fargo State-
ments.pdf” for storage at “webpost.com” in account number
“09101960.” In various embodiments, any number of trans-
mission protocols may be used by NOC 8, POP server 10, or
the like, to post the document at the desired location, such as
FTP, a secure protocol, or the like. In light of this disclosure,
one of ordinary skill in the art can imagine many other
embodiments of the present invention.

[0126] Also shown in FIG. 11 is a transmission tracking
number 580. Additionally bar codes 590 and 600 are illus-
trated at different orientations and different positions on tem-
plate page 400. In some embodiments, transmission tracking
number 580, and barcodes 590 and 600 are generated within
Adobe Reader™/Acrobat™ and implemented as a plug-in
application. Further details will be given below.

[0127] Insome embodiments of the present invention, less
than all of the above fields and options may be provided onthe
template page. For example, in one embodiment, simply to
field 410, and from field 440 are supported, in another
embodiment, To field 410, from field 440, and subject field
450, are included on the template page, etc.

[0128] In still other embodiments, additional types of ser-
vices may be provided by the service provider based upon
options selected on the cover page. Additional options that
may be provided to a sender may include: crop, enlarge/
reduce, N-up, vcard, other copier/printer/multi-function
machine functions, such as collate, as described herein, N
number of duplicates, fit-to-page, watermarks/borders,
rotate, deskew/straighten, key-stone correction, warp,
increase or decrease contrast/brightness/gamma, sharpen/
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blur, or the like. The inventors also recognize that other types
of image manipulation functions, provided in software such
as PhotoShop, PaintShopPro, or the like may also be provided
in various embodiments, such as warping, perspective cor-
rection, layering, adding frames, red-eye correction, image
softening, or the like. Combinations of these types of func-
tions may be selected by the user, as will be seen in the
examples.

[0129] In one embodiment, a sender of the document may
specify portions of a faxed document or scanned document
for enlargement. For example, a user may specify an enlarge-
ment option of a cover page, and draw a thick black region
around a portion of one of the pages to scan/fax. In response,
the transmission server may identify the location of the thick
black region from one or more of the pages, and enlarge the
contents of the box, until it fills the page. For example, a page
may be a front page from a newspaper, and a thick black box
may highlight a specific article. In response the portion of the
front page that is highlighted (including the article) may be
enlarged to “fit to page” when sent to the recipient. In other
embodiments, the amount of zoom or de-zoom may be speci-
fied by the sender via characters that are OCRed by the
transmission server, via mark-sense-type marks, or the like.
[0130] In a related embodiment, the sender may specify
N-up deliver of an e-mail attachment, or the like. For
example, a fax may include 20 pages, but when the sender
specifies 4-up printing, the resultant e-mail attachment (elec-
tronic document) may include only 5 pages. Each page would
thus include representation of 4 pages of the original fax. In
other embodiments, N may be virtually any specifiable num-
ber of pages, such as 2, 3, 4, 6, 8 or the like. The number N
may also be determined by the transmission server via OCR
characters, via mark-sense marks, or the like.

[0131] FIGS.17A-Dillustrates examples according to vari-
ous embodiments of the present invention. More specifically,
FIGS. 17A-C illustrate some examples of copier-type (image
processing-type) operations that a user may specify to be
performed upon digitized documents that are faxed to
embodiments of the present invention.

[0132] Inthe example in FIG. 17A, a facsimile is transmit-
ted to a transmission server for retransmission as an e-mail
attachment. In FIG. 17A, a user selects one or more options
1000 on a transmission instruction page. In this example, the
selected options include duplication and fit-to-page (zoom)
crop. As can be seen, the user may specify a region 1010 ina
document they are interested in enlarging, via a dark border,
or the like. The transmission server optically recognizes the
e-mail address, as previously described, and these user-se-
lected options. In response, as illustrated, the bordered region
is zoomed to fit on the page, and multiple copies 1020 are
delivered.

[0133] In the example in FIG. 17B, a user selects one or
more options 1030 on a transmission instruction page. In this
example, the selected options include de-zoom (N-up print-
ing) and a crop. As can be seen, the user may specify a region
1040 in a document they are interested in cropping, via a dark
border, or the like. The transmission server optically recog-
nizes the e-mail address, as previously described, and these
user-selected options. In response, as illustrated, two pages of
the document are output 1050 in a 2-up printing configura-
tion, and the bordered region is cropped.

[0134] In the example in FIG. 17C, a user selects one or
more options 1060 on a transmission instruction page. In this
example, the selected options include a de-skew operation, a
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watermark option, and a border option. As can be seen, pages
of document 1070 may be skewed or the like during trans-
mission. The transmission server optically recognizes the
e-mail address, as previously described, and these user-se-
lected options. In response, as illustrated, a border 1100 (or
other graphic) may be retried by the transmission server and
overlaid upon document 1070. As also illustrated, skew pages
of document 1070 may be straightened, or the like. In this
example, the watermark 1090 (and/or the border) is provided
by the user to the transmission server during the transmission.
In the example shown in FIG. 17C, the watermark 1090 may
be specified as the last page of the facsimile transmission,
may be the page immediately after the transmission instruc-
tion page, or any other page. For example, the user may
specify on the transmission instruction sheet, which numeric
page is the watermark/border page. In another example, the
user may place a mark at a predetermined portion of that page,
to indicate that page as a watermark/border. Many other
methods of providing such functionality are envisioned by the
Inventors in light of the present disclosure.

[0135] In other embodiments, may other combinations of
copier-type or other functions may be selected by the user. In
other embodiments, certain types of options are automati-
cally selected (defaulted), and may be specifically removed
by the user. For example, the user may have a default opera-
tion to have all their transmissions include a confidentially
watermark, in such cases, via the transmission instruction
page, or the like, the user may select to suppress the confi-
dentially watermark for a particular transmission.

[0136] In another embodiment, a sender may specify that
the facsimile is a business card, or other “standardized” type
of form. In such embodiments, the information included in
the business card may be OCRed to obtain business contact
data. Next, the transmission server may take the business card
data and format it into a standardized electronic business card
format, such as a vcard, hcard, or the like. As an example, a
user may specify their own e-mail in a fax cover page, and
checka veard option box. In response, the transmission server
receives the fax (cover page and business card), and OCRs the
e-mail address and the business card data. The transmission
server then forms an e-mail message to the sender e-mail and
includes a vcard attachment based upon the business card
data. Additionally, a .pdf, or the like of the business card may
also be sent. The vcard data received by the sender in the
e-mail message may then be included into a contact manage-
ment application (e.g. Outlook), or the like. An example of
this is illustrated in FIG. 17D.

[0137] Inthe example in FIG. 17D, a facsimile is transmit-
ted to a transmission server for retransmission as an e-mail
attachment. In FIG. 17D, a user selects one or more options
1110 on a transmission instruction page. In this example, the
selected options include converting a business card 1120 to a
vcard (or similar) attachment format. The transmission server
optically recognizes the e-mail address, as previously
described, and these user-selected options. In response, as
illustrated, an e-mail attachment includes an image 1130 of
the business card. In addition, the transmission server opti-
cally detects text from a business card 1120 and populates
appropriate data fields of a vecard (or similar) file. As shown,
the recognized text and data fields may be stored in the form
of an additional e-mail attachment, such as a .vcffile, 1140, or
the like.

[0138] One significant advantage to embodiments for add-
ing contact information, such as business cards, as described
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above, includes that no additional business card scanner hard-
ware or dedicated OCR software would be required on the
user’s system. Thus, a user could simply send a fax from an
ordinary fax machine and have an e-mail sent to herself that
included the vcard attachment (.vef). The user would simply
add the vcard to her e-mail contact management system via a
click of a button. Such embodiments can now provide simple
contact management abilities to users using PDA’s, smart-
phones, or the like, for business travelers, or the like.

[0139] In still other embodiments, the inventors of the
present invention now recognize that many other types of
traditional copier machine-type functionality are now
enabled using the architecture described herein, such as: add-
ing specified margins, adding header or footer data, removing
border data, number of duplicate pages, output paper size,
document orientation (e.g. portrait, landscape), automatic
insertion of pre-formatted document breaks, resolution, reso-
Iution, smoothing functions, descreen functions, sorting,
print order (e.g. back to front, or front to back), and the like.
Accordingly, as can be seen, the inventors of the present
invention recognize that a fax machine may become a general
purpose scanner for users.

[0140] Billing Issues

[0141] In some embodiments of the present invention,
where the template page is for a facsimile, a dial-in fax num-
ber listed on template page 400 is associated with a particular
organization. Accordingly, billing to the organization may be
tracked based upon the traffic sent to the listed dial-in fax
number. In other embodiments, the billing may be based upon
the telephone number of the senders’ sending fax. In such
cases, a number of sending fax numbers may be associated
with a particular organization, and as faxes are received from
these sending fax numbers, the usage may be billed back to
the particular organization by transmission server 5.

[0142] Some embodiments of the present invention may be
embodied as a public kiosk fax machine or the like. Such
kiosks may be found in airports, libraries, hotels, convention
centers, and the like. In such embodiments, a magnetic stripe
reader, smart card reader, keypad or keyboard, coin and bill
slots, a biometric input device and the like may be provided
allowing the user to provide payment for services. For
example, for payment, a user may swipe a credit card and
enter a billing zip code; a user may swipe a bank card or debit
card and enter a password; a user may use a smart card reader
and enter a password, or other secure stored value or credit
card or token; a user may input paper or coin currency or the
like. After a user document is scanned, or the like, and only
after the appropriate payments have been made or payment
source identified, the kiosk machine sends the scanned docu-
ment to system 5 in FIG. 1 for processing, as described above.
[0143] In various embodiments, by a sender taking the
action of sending a transmission through the embodiments
described above, the sender agrees (via contract, subscrip-
tion, “click-through” agreement, or the like) to be billed for
the transmission service. In such cases, language to this effect
is explicitly stated on the template cover page. In another
embodiment, a sender may be required to sign at a pre-
determined location of the template cover page, or the trans-
mission will not be provided. Appropriate optical detection
techniques may be included in transmission server 5 to detect
and to log a sender’s signature. In some cases, if the signature
were missing, an e-mail may be sent to the FROM: e-mail
address indicating the problem. It is contemplated that the
digitized representation of the document not be provided in
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such examples, to reduce fraud. In embodiments where sig-
natures are required, appropriate contractual language may
be explicitly stated on the template cover page next to the
signature line.

[0144] In light of the embodiments above, where the user
agrees to be billed for the transmission services, any number
of methods may be used to settle the bill such as via direct
billing, via third-party payment mechanism, (e.g. Visa, Pay-
Pal,) or the like.

[0145] In some embodiments, tracking and/or billing for
the services may be based upon the transmission, bill-to, or
charge party telephone number of the sender, or the like. In
such cases, the sender may call-into a general fax number
coupled to transmission server 5 via a direct inward dial
(DID) local or long-distance number, a toll-free number (e.g.
800, 888), a toll-based number (e.g. 900, area code number),
or the like. In various embodiments, the sender’s transmis-
sion/billing telephone number may be determined and pro-
vided to transmission server 5. In various embodiments, this
information may be obtained via Automatic Number Identi-
fication (ANI) service, specially configured hardware/soft-
ware that provides the bill-to-number (BTN), ANI, Charge
Number ID, or the like.

[0146] The inventors of the present invention have realized
that conventional Calling Party Number (CPN) (e.g. Caller
ID) or Calling Number Identification (CNI) Service provided
by to transmission server 5 by a telephone carrier may or may
not reflect the actual calling telephone number of the user.
Various reasons for this include that the Caller ID number
may be provided by a private PBX operated by the private
party that may not accurately identify the actual caller tele-
phone number. As an example, telephone calls from different
(direct outward dialing) extensions at a business may all show
the same Caller ID number such as the main switchboard
number and not the DID telephone number. Additionally, in
other cases, the Caller ID number may be spoofed, forged, or
manipulated. In some cases, the CPN (Caller ID) number may
not be transmitted to transmission server 5, per privacy
request of the user.

[0147] In light of these limitations above for Caller ID
signals, embodiments of the present invention may alterna-
tively use Automatic Number Identification (ANI) to identify
the user’s telephone number. Usage of ANI to identify callers
of toll-free calls (e.g. 800, 888, 877, 866, (in the future pos-
sibly 855, 844, 833, 822), 911 calls), and of toll-calls (pay per
use calls) (e.g. 900, 976 calls) is well-known to the inventors.
Even though a user/caller may request privacy, the ANI or
equivalent number is still generally provided to recipients.
[0148] A typical small business may not receive the ANI
(also known as a bill-to-number (BTN))/Charge Number 1D
(CNID)/or the like when using a local DID number, because
typically alarge, expensive telephone switches are required to
receive the data. In particular, it is believed that because the
BTN/CNID/ANI/or the like is transferred as an out of band
signaling system 7 (SS7) signal, it requires a SS7 switch. In
various embodiments of the present invention, a telephone
service provider substitutes the standard Caller ID field with
the BTN/CNID/ANI field, and then transmits the BTN/
CNID/ANTI to the transmission server. Accordingly, the trans-
mission server can thus be provided with the BTN/CNID/
ANI field without investment into a dedicated SS7 switch.
[0149] In some cases, the sender’s telephone number may
be associated with a specific organization that has a direct
billing relationship with transmission server 5. Accordingly,
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the specific organization may be directly billed for the service
(e.g. fax to e-mail transfer service, fax to archive transfer
service).

[0150] Insome embodiments, the sender’s telephone num-
ber is not associated with a specific organization and further,
the template cover page includes language that the sender
agrees to pay for the transmission service. In various embodi-
ments, the language on the template cover page may specify
how the transmission service is billed. In one embodiment,
the user agrees to pay for the bill via their local telephone bill
from which the sender is calling from. Such mechanisms
include “casual billing” practices as is currently used in the
telephone industry, and is described further below.

[0151] FIG. 16 illustrates a overview diagram according to
another embodiment of the present invention.

[0152] In the diagram 800 in FIG. 16, a fax machine or
scanner 810 is coupled to a transmission server 820, typically
over telephone line 900 via telephone service provider 980. In
various embodiments, transmission server 820 is coupled to
provide a formatted representation of a fax/scanned docu-
ment to destinations such as a document archive 830, an
e-mail server 840, a compliance server 850, or the like, as
described above. Additionally, in FIG. 16, transmission
server 820 may be coupled to one or more billing intermedi-
aries 910 and 920, who are coupled to one or more phone
companies 930-960. Types of telecommunications compa-
nies may include: a local exchange carrier (LEC), a Regional
Bell Operating Company (RBOC), a competitive local
exchange carrier (CLEC), an incumbent local exchange car-
rier (ILEC), an interexchange carrier (IXC), foreign telecom-
munications company, or the like. In this example, LEC 930
is associated with a telephone (telephone line, telephone
number, etc.) coupled to fax machine/scanner 810. Another
LEC 970 is also shown, but not associated with a billing
intermediary.

[0153] Inoperation, a user 890 scans/faxes a document via
fax/scanner 810 using any of the embodiments described
herein. For example, using cover page 400 in FIG. 11, includ-
ing characters indicating an electronic destination for the
transmission. In this example, the transmission is delivered
via telephone line 900 to transmission server 820 via tele-
phone service provider 980.

[0154] In various embodiments, telephone line 900 (tele-
phone number) is associated with user 890, a company or
organization associated with user 890, or a company provid-
ing a service to user 890 (e.g. hotel business service, a copy-
ing services store, or the like.) When fax/scanner 810 calls
transmission server 820, telephone service provider 980
receives the ANI number associated with telephone line 900.
As discussed above, in various embodiments, telephone ser-
vice provider 980 provides the ANI/BTN/CNID/or the like
number to transmission server 820.

[0155] In various embodiments, transmission server 820
receives the transmission and receives the ANI/BTN/CNID
or the like number. Transmission server 820 may monitor the
size of the transmission, the duration of'the call, the number of
pages, or the like, for billing for the service. Additionally,
transmission server may determine which services are being
requested, also for billing purposes. For example, each of the
options 500-570, described and illustrated in F1G. 11, may be
associated with an additional billing service charge. Gener-
ally, based upon characteristics of the transmission, and the
selected options, a service charge is determined.
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[0156] In various embodiments, the service charge, a ser-
vice description of the service charges, and the ANI are then
provided to one or more of billing intermediaries 910 and
920. In the present example, billing intermediary 920 has a
“casual billing” arrangement with LEC 940-960, but not LEC
930. Accordingly billing intermediary 920 may report that the
service charge cannot be billed. In the present example, bill-
ing intermediary 910 has a “casual billing” arrangement with
LEC 940-960 and LEC 930. As discussed in this example,
because LEC 930 is associated with telephone line 900, LEC
930 can bill user 890, and billing intermediary 910 accepts
billing responsibility for the service charges, the service
description, the ANL, and the like. Eventually, the service
charges, and the like are provided to LEC 930 who then
presents the service charges, and the like via a conventional
telephone bill 990, or the like.

[0157] Insomeembodiments ofthe present invention, once
the billing arrangements have been approved, as described
above, transmission server 810 may operate as described in
various embodiments herein. For example, a transmission
may be reformatted into a document 860, or the like, and be
posted to a computer network location; the transmission may
be reformatted into an attachment 870 to one or more e-mail
messages, and sent along with the e-mail messages; the trans-
mission may be formatted 880 and delivered to a compliance
server 850, prior to the above transmissions, or the like.
[0158] In some embodiments of the present invention, if a
telephone of a user is associated with telephone carrier, e.g.
LEC 970, that does not have an agreement with a billing
intermediary (or the service provider of the herein described
embodiments), the transmission service is modified. In vari-
ous embodiments, the transmission may be reformatted to a
document and stored in a temporary memory location of
transmission server 820. Next, instead of transmitting the
document to the requested destination, transmission server
may send a transmission to user 890 indicating that the trans-
mission has not been sent to the desired destination. Addi-
tionally, the transmission may indicate alternative ways of
authorizing the transmission, for example, user 890 calling-in
a credit card number, or the like.

[0159] Insome embodiments of the present invention, user
890 may be notified of the failure of the transmission via a
responsive fax to fax/scanner 810, an e-mail sent to user 890
(identified by the FROM: field), or the like. A time limit may
be placed on the transmission, before the transmission is
deleted from the temporary memory location of transmission
server 820. For example, user 890 may have 24 hours, 3 days,
1 week, or the like to provide payment information. Ifthe time
limits expire without payment for the service, the transmis-
sion is deleted.

[0160] In another embodiment, the user agrees to pay for
the bill via the ISP with whom they have an account. This data
may be derived from the FROM: data field, illustrated in FI1G.
10, or the like. For example, if FROM: field 440 specified:
“CarolineCL@Earthlink.net,” the ISP “Earthlink” may bill
the sender through her monthly account.

[0161] Invarious embodiments, to reduce the possibility of
fraud, an e-mail may be sent to the FROM: sender verifying
that a transmission was sent, and that the ISP will be billed for
the transmission. Embodiments may also require that the
FROM: sender confirm a transmission via an e-mail message,
before the transmission is provided to the TO: recipient. In
still another embodiment, the sender may pay for a transmis-
sion via an on-line payment system, such as PayPal, Visa, or
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other payment system. Then, once PayPal, Visa, or the like
notifies transmission server 5 that payment was received, the
transmission may be provided.

[0162] In various embodiments, additional filled-in data
fields or options may be provided on the template page to
enable the user to enter billing information data, or third-party
billing information mechanism. For example, in various
embodiments, a user may enter a Federal Express, a UPS, a
US Postal Service, a DHL, or the like account number, a
PayPal or other electronic payment data, a Visa/MasterCard/
Discover number or other credit card-related data, a prepaid
telephone calling card account information, a stored value
card, a checking, savings, or debit account number, a billing
telephone number, and the like.

[0163] In some embodiments of the present invention, a
“collect-on-delivery”-type (COD) payment mechanism may
be implemented. In such cases, a sender may send an e-mail
to a recipient, and the recipient is sent an e-mail notice from
transmission server 5 that a transmission is waiting for them.
To retrieve the transmission, the recipient may use any appro-
priate payment mechanisms, for example discussed above,
such as direct billing, third-party billing, or the like. Such
embodiments are envisioned useful for business travelers, or
the like. As an example, a person may fax a copy of a docu-
ment from on the road to her home office. Later, when she
arrives back home, she opens the e-mail notice from trans-
mission server 5, takes appropriate actions (e.g. provides
account number and password) from a web-site, for example,
and then retrieves a copy of the transmission from the web
site.

[0164] As described earlier, some embodiments are based
upon advertiser sponsorship. Such embodiments may be
based upon transmission data. For example, one embodiment
detailed above included targeting geographically relevant
advertising based upon area code of the telephone coupled to
the transmission machine (e.g. fax machine, computer).
Another embodiment is based upon targeting subject-matter
relevant advertising based upon data optically character rec-
ognized from the transmission.

[0165] FIG. 13 illustrates a flow diagram according to vari-
ous embodiments of the present invention. More specifically,
FIG. 13 includes additional detail of steps 54 and 56 in FIG.
3B, and/or steps 116 and 124 in FIGS. 8A and/or 8B.

[0166] Initially, the digitized representation of data (e.g. a
document) is processed through an optical character recog-
nition (OCR) engine, step 300. In various embodiments, the
data (e.g. text) obtained in this step may also be used for
archiving purposes, document indexing purposes, text
searching purposes, compliance purposes, or other purpose
previously described above. Accordingly, this step may or
may not actually be part of steps 54, 56, or the like. In some
embodiments, the OCR engine may include an automatic
spell checker/spell correction functionality. As a result, the
recognized words in the document are more likely to be
correctly spelled. In various embodiments, the image of the
document may be modified to indicate where text captured by
the OCR is not spelled correctly, where the OCR could not
recognize characters, or the like, as a convenience to the
receiver.

[0167] Invariousembodiments ofthe present invention, the
recognized words in the document are then passed through a
relevance engine, step 310. It is contemplated that the rel-
evance engine may parse and process the recognized words in
the document to semantically determine what the document is
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about, or the “relevance” of the document. In other words, the
processing engine attempts to determine the subject matter of
the document. As a first example, if the words “loan,” “title,”
and “automobile” appear together frequently in a document,
arelevance engine may conclude the document is related to an
automobile loan; as a second example, if the words “loan,”
“title,” and “property” appear together frequently in a docu-
ment, a relevance engine may conclude the document is
related to a mortgage; as a third example, if the words “loan,”
“title,” and “property” do not appear together, but appear
frequently in a document, and the terms “farmer” and “fertil-
izer” appear frequently, the relevance/advertisement engine/
server may conclude the document is related to farming; and
the like.

[0168] In various embodiments, recognized (key) words
from a document may be passed from the to a relevance
engine to an advertisement server. For example, in some
embodiments, the key words that are passed to the relevance/
advertisement server, such as Google, Yahoo, e-Bay, MSN
(Windows Live Search), A9, Lycos, Ask Jeeves (Ask), AOL,
Fast Search, Baidu or the like, are simply a set of key words,
orthe like. Further, in return, what is returned from Google, or
the like are one or more links, advertisements, messages,
good/service listing, auction listing, search results, media, or
the like, based upon the key words. Thus, as can be imagined,
these and other types of search results, in response to the key
words, can be provided in various embodiments of the present
invention.

[0169] Insomeembodiments, the operator ofthe relevance/
advertisement server (e.g. Google, or the like) does not know
who the search is from. In such embodiments, user privacy is
thus maintained. In other embodiments, a user may voluntar-
ily identify themselves to the relevance/advertisement
engine. For example, the user may include tracking informa-
tion that the relevance/advertisement engine can identify,
such as a user name. As examples, when a user lists their
specific e-mail address or user name in a FROM: CC: field, or
the like, the user name/e-mail address, or the like may be
passed to the relevance engine such as A9.com, Google.com,
Yahoo.com, or the like. In response, the relevance engine not
only provides one or more advertisements, but maintains the
search results for the benefit of the user, e.g. A9, Google
Desktop, and the like.

[0170] In various embodiments of the present invention,
any number of semantic parsing, relevance/advertisement
engines, or the like may be used to perform the above analy-
sis. This may include publicly available and as proprietary
engines used by Yahoo!, Microsoft Search, Google and
Google Search, Excite, AskJeeves, and the like. Such engines
are well-known to be able to determine metrics, such as one or
more key search terms, to represent a document.

[0171] In some embodiments of the present invention,
based upon the document metrics determined by the rel-
evance engine, transmission server 5 determines one or more
appropriate advertisements to include in the document trans-
mission, step 320. Continuing the examples above, advertise-
ments about car insurance, car accessories, car wash coupons,
or the like may be identified for a document using “title,”
“loan,” and “automobile”; advertisements about moving
companies, cleaning services, or the like may be identified for
a document using “title, “loan,” and “mortgage”; and adver-
tisements about weather, farm equipment, or the like may be
identified for a document using “farm,” and “fertilizer.”
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Accordingly, the advertisements selected are typically highly
relevant to the subject matter of the documents.

[0172] In various embodiments of the present invention,
one or more advertisements that are selected are sent to the
sender of the document, step 330. In various embodiments,
the advertisements may be presented as a return fax, as illus-
trated in FIG. 6 A; the advertisements may be presented in the
body of the return e-mail message; the advertisements may be
incorporated into the e-mail attachment; or the like. In various
embodiments, one or more user-clickable links, or hypertext
links may also be included into an email. In various examples,
the advertisement may a service mark, a banner-type ad, a
watermark, a sponsorship logo, a frame, or the like. In addi-
tional embodiments, these types of advertisements may also
be sent to the recipient of the e-mail message.

[0173] Invarious embodiments, with the addition of click-
through-type advertisements incorporated to the e-mail mes-
sages, revenue may be obtained. For example, revenue may
be based upon number of impressions, number of click-
throughs, number or amount of purchases resulting from
click-throughs, and the like. Such revenue may be used to
subsidize the service, enhance revenues, or the like.

[0174] In various embodiments of the present invention,
advertisements may also be sent to the recipients of the docu-
ment, such as the FROM: and CC: recipients, step 340. In
various embodiments, the advertisements may be presented
in a transmitted fax; the advertisements may be presented in
the e-mail message; the advertisements may be incorporated
into the e-mail attachment; or the like. Similar to above, in
various embodiments, one or more user-clickable links, or
hypertext links may also be included.

[0175] Insome embodiments of the present invention, after
the one or more advertisements have been provided, data is
typically updated in advertisement statistics server 98, step
350.

[0176] Two-Sided Source Document and Large Source
Document Transmissions

[0177] Most fax machines and scanners have the capability
to digitize documents that have printing only on one side of
the paper, i.e. are one-sided documents. However, transmit-
ting two-sided documents from such fax machines or scan-
ners has been a challenge. One method to transmit two-sided
documents has been to initially transmit only even or only odd
pages in a first transmission, and then to transmit the remain-
ing even or odd pages in a second transmission.

[0178] One problem with this solution is that on the receiv-
ing end, the transmissions, must be manually combined by
the receiving party. In other words, the receiving party is
burdened with the task of tracking two separate transmissions
and collating and interleaving the pages of the separate trans-
missions so that that pages of the source document are in the
correct order. In an example, a first transmission may include
odd pages 1, 3, 5, 9, etc. and a second transmission may
include even pages 2, 4, 6, 8, etc. When the first and second
transmissions are received, the recipient must manually
assemble the two transmissions so that the pages are in order:
1, 2, 3, 4, etc. This is extremely time consuming, especially
for large transmissions. Further, because it requires two or
more separate transmissions, there is a greater chance that one
of'the transmissions will be delayed, lost or mis-routed, espe-
cially in a busy office environment.
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[0179] Another method for transmitting two-sided docu-
ments has been for the sender to first copy the two-sided
document onto single-sided paper, and then to fax the single-
sided copy to the recipient.

[0180] A problem with this solution is that it requires the
sender to make a separate copy of the document. For example,
the sender must manually make a single-sided copy of the
two-sided pages on a copier, or the sender must use a copier
that can copy two-sided documents onto single-sided paper
with a document feeder. However, because document feeder
copiers are expensive to own or to lease, they are typically
found only in office settings, and not at home offices. Accord-
ingly, most users must manually make the single-sided cop-
ies. Other drawbacks include that making a separate single-
sided copy of the document just for transmission (e.g. faxing)
purposes is extremely wasteful of paper resources and is
wasteful of copier resources.

[0181] Currently, only a small percentage of fax machines
and scanners have the capability to digitize two-sided docu-
ments. The document feeders of such fax machines and scan-
ners are typically expensive, and accordingly, such feeders
are mostly found in office settings, and not at home offices.

[0182] In some embodiments of the present invention, the
inventors propose novel methods for transmitting documents
from two-sided source documents without the drawbacks
described above.

[0183] In one embodiment, using the system described in
the application incorporated by reference, a user opens a copy
of the template page (a .pdf file) using Adobe Reader™ or
Acrobat™ software or other appropriate software (e.g. Word,
PowerPoint). In response the template page, such as that
illustrated FIG. 11 is opened and displayed to the user.

[0184] In some embodiments of the present invention, the
user has a two-sided document that they wish to transmit. To
do so, the user first fills-in the appropriate data in fields
410-490. Next, the user manually selects option 550 on fax
template page 400, and when ready, prints out the filled-in
template page. This filled-in cover page is then placed as a
cover-sheet on the odd-numbered pages (e.g. the front sides
of the two-sided document.) The assembled pages are then
transmitted to the transmission server as previously described
above. In response, the transmission server acknowledges
receipt of this first transmission, as also described above, with
response fax, e-mail message, and the like.

[0185] In the present embodiments, while the template
page is still open within Adobe Reader™ software, the user
then manually selects option 560 on template page 400. By
doing so, option 550 is automatically de-selected. In the vari-
ous embodiments, the user then prints-out a copy of the
filled-in template page for the remaining even pages. This
filled-in cover page is then placed as a cover-sheet on the
even-numbered pages (e.g. the back sides of the two-sided
document.) The assembled pages are then transmitted (e.g.
faxed) to the transmission server as previously described
above. In response, the transmission server acknowledges
receipt of this second transmission, with a response fax,
e-mail message, and the like.

[0186] In some embodiments of the present invention, the
odd page transmission may be sent before or after the even
page transmission. In such embodiments, it is assumed that
the odd page transmission includes the first page of the source
document. In other embodiments, the first transmission sent
is assumed to include the first page of the source document.
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[0187] In other embodiments of the present invention,
when either option 550 or option 560 are checked, two sepa-
rate cover-pages are automatically generated for the user: one
cover page for odd page transmissions, for example, and one
cover page for even page transmissions. In one embodiment,
one cover page has option 550 already checked, and the other
cover page has option 560 already checked. In alternative
embodiments, two substantially similar cover pages are
printed-out, and the user manually selects option 550 or
option 560. In various embodiments, the user manually prints
out each cover page, whereas in other embodiments, the pair
of cover pages are printed-out in response to a single user
print command.

[0188] In other embodiments, a single option may be pro-
vided instead of option 550 and option 560, as a fill-in option
within the fax template page that indicates that the faxed
document will transmitted as two or more separate fax trans-
missions. As described above, two separate cover pages may
be automatically generated for the user to print out and use as
cover pages when the single option was selected. In various
embodiments, most of the user entered data will be the same
for both separate cover pages. However, to differentiate
between the cover pages, any type of visible notice or indi-
cators may be included on the cover page that instructs the
sender which cover page to use for even pages and which
cover page for odd pages. For example, a “first” word may be
stamped in a specific location on the first cover page, and a
“second” word may be stamped in the same location, or
different location on the second cover page, or the like. In
various embodiments, the first cover page and the second
cover page may look very different.

[0189] In specific examples of the present invention, a fax
server receives a fax transmission, and determines that the
transmission is a first half of a transmission, in response to
data on the first cover page. In various embodiments, the fax
server “reads” that option 550 is selected; the fax server
“reads” text, such as “first” on the cover page; notices a mark
at a pre-determined location; or the like. After receiving the
fax transmission, the fax server typically will not automati-
cally send the transmission to the recognized TO e-mail
address (or destination), unless requested. In various embodi-
ments, the fax server automatically indicates success of the
first fax transmission to the FROM e-mail address. In various
embodiments, the fax server stores the fax transmission and
awaits the second fax transmission.

[0190] Next, in such examples of the present invention, the
fax server subsequently receives a second fax transmission,
and determines that the transmission is the second half of a
transmission. The fax server may determine this based upon
identical filled-in data, such as the TO, FROM, SUBJECT
fields, tracking number, and the like. The fax server may also
determine this based upon data on the second cover page,
such as recognizing that option 560 is selected, recognizing
text, such as “second” on the cover page, or the like. After
receiving the second fax transmission, the fax server typically
does not automatically send the transmission to the recog-
nized TO e-mail address (or destination), unless requested,
however may send acknowledgement to the FROM e-mail
address. Time window limitations may also be used in various
embodiments so that two un-related documents from the
same sender and to the same recipients are not unintentionally
mixed. An example time window may be 24 hours, or the like.
[0191] Insomeembodiments ofthe present invention, once
the transmission server determines that a pair of transmis-
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sions (e.g. even page transmission and odd page transmis-
sion) have been received, the transmission server combines
the transmissions into a single transmission. In the example
above, the fax server automatically interleaves odd-pages of
the document from the first transmission with even-pages of
the document from the second transmission. Accordingly, the
assembled document includes a single (or both) cover page
(s), then page one of the two-sided source document, page
two of the two-sided source document, page three of the
two-sided source document, and the like.

[0192] The assembled document may then be saved in a
desired file format in various embodiments. For example, the
assembled document can be stored as a single multi-page
Adobe .pdf document, a single multi-page tiff document, or
the like. In various embodiments, the assembled document is
subsequently sent to the TO e-mail address (or destination),
with appropriate copies to the carbon copy recipients, if any,
and typically to the FROM e-mail address.

[0193] In other embodiments, other ways for combining
data from multiple transmission are envisioned. For example,
pages of multiple transmissions need not be fully interleaved
or interleaved at all, and in another example the order for the
multiple transmissions may be specified. Such embodiments
are useful when source documents may be very long and
unpractical to send as a single transmission. As an example, a
first transmission may include part 1 of a 500 page article, a
second transmission may include part 3 of the article, and a
third transmission may include part 2 of the article. In such
embodiments, a user may be prompted for the number of
transmissions for the source document, on the template page.
In response, these number of pages may automatically be
generated as cover sheets for the respective transmissions.
Based upon the data on the cover sheets, or the like, the
receiving server (e.g. fax) can identify how the multi-part
transmission should be reassembled. For example, the cover
sheets indicate which transmission is to be the first, which is
the second, and which is the third, in order. Other types of
document collation are also envisioned by the inventors.
[0194] In another embodiment of the present invention, in
addition to automatically generated cover pages for multi-
part transmissions, “chapter divider” pages may also be gen-
erated. Such chapter divider pages may be used to indicate
places within a single transmission where there are logical
divisions. These logical divisions may be used, as above, to
indicate how multi-part transmissions, should be recon-
structed in the fax server. As an example, a first transmission
may include chapters 1, 3 and 4 of a book (using the chapter
divider pages), and a second transmission may include chap-
ters 2, 5 and 6 of abook (also using the chapter divider pages.)
In various embodiments, the user may indicate via markings
on the cover pages or the chapter divider pages, how the
“chapters” of the transmissions are to be reassembled. Refer-
ring to such markings, in one example, the fax server com-
bines the transmissions and creates a single transmission with
chapters 1-6 in order. In other embodiments, many other ways
to group pages between separate transmissions are contem-
plated of the present invention.

[0195] According to the embodiments described in the
above-mentioned application, the combined transmission
may then be converted into one or more data file in a data
storage formats, such as Adobe .pdf-compatible, TIFF, JPEG,
BMP, X-Docs, XML, .tiff, operating system-specific data
storage formats, operating system-independent data storage
formats, or the like.
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[0196] Next, based upon the data “recognized” from the
cover page, the transmission server (e.g. fax server) deter-
mines transmission information for the data file. In various
embodiments, as described above, the transmission informa-
tion may include an e-mail address for a receiver, a socket for
a server on a computer network, a hyperlink for the receiverto
click upon to access the data file, a receiver account number,
or the like. In some embodiments of the present invention,
based upon the routing information, the transmission server
also determines an appropriate network transfer protocol for
the data file. In various embodiments described above, the
network transfer protocol is SMTP when the routing infor-
mation is an e-mail address. In other embodiments, other
types of network transfer protocols may be used including
HTTPS, FTP, HTTP, or the like.

[0197] In some embodiments of the present invention, the
server then sends the data file out according to the routing
information, using the appropriate network transfer protocol.
[0198] Tracking Data

[0199] As illustrated in FIG. 11, tracking number 580 may
be provided on cover pages. Tracking number 580 may be
generated at the time the user prints-out the filled-in template
page, or when the template page is received by the transmis-
sion receiver/server, or the like. In various embodiments,
tracking number 580 may be reproduced on the filled-in tem-
plate page, sent in a confirmation e-mail to the sender or
receiver, or the like. In various embodiments, tracking num-
ber 580 may include virtually any alphanumeric character, or
the like.

[0200] In various embodiments, the tracking number may
be based upon data filled-in by the user, based upon user data,
based upon the time and date, media access controller (MAC)
address, and the like. In various embodiments, based upon
such data, a hash, or other method for generating unique
tracking numbers are contemplated.

[0201] In operation of specific embodiments, if a tracking
number is assigned on the sender system, when the transmis-
sion server (e.g. fax server) receives the transmission (e.g. fax
transmission), the transmission server performs optical char-
acter recognition to recognize the tracking number. In various
embodiments, the tracking number may appear at a specific
predetermined location on the filled-in cover page, or any
other location. In the various embodiments, the tracking num-
ber is also recognized using OCR techniques. The tracking
number is then associated with the entire facsimile transmis-
sion.

[0202] In some embodiments of the present invention, as
the transmission server processes the transmission, a log is
generated which indicates the status of the transmission
within the transmission server. For example, in various
embodiments, the types of data that the transmission server
stores may include: number of pages currently received by the
transmission server (e.g. fax server), the status of the trans-
mission (e.g. fax received?), the total number of pages
received, the resolution of the transmission (e.g. 400 dpi), the
recognized TO, FROM, BCC, and CC e-mail addresses, if
any, the recognized file names, the data file format (e.g. .pdf,
.Jpg, XML, etc.), the status of converting the transmission into
the data file format, the network transfer protocol (e.g. SMTP,
HTTP, HTTPS, FTP, etc.), the status for sending the data file
(e.g. e-mail accepted by e-mail server at X time, e-mail
bounced by e-mail server, e-mail reported as SPAM, etc.),
whether a transmission was approved or denied, whether a
user opened the transmission in the data file format, whether
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auser requested the data file in a certified delivery system, and
the like. Many other types of status and information can be
logged in other embodiments of the present invention. In
some embodiments, the type and/or amount of tracking data
available to a requester may be restricted.

[0203] In various embodiments, the sender of a transmis-
sion may request information regarding the fax transmission
via e-mail, IM, or the like, by submitting the tracking number
to the transmission server. In response, the requested status
information is provided back to the requester. In other
embodiments, at various stages in the transmission process,
status reports may automatically be provided to the sender,
for example, an e-mail with the information may be provided
to the sender.

[0204] In other embodiments of the present invention, the
tracking number is generated by the transmission server as it
processes the transmission to determine the transmission
data. The generated tracking number is then provided back to
the original sender of the fax. As above, the sender may then
request status information regarding the transmission to the
transmission server based upon the tracking number such as
when an e-mail was sent to the recipient, or the like.

[0205] OCR Improvements

[0206] Optical character recognition (OCR) of human-
readable data (e.g. hand printing), as well as machine-read-
able data (e.g. barcodes, MICR fonts) addresses, and the like
have been successful for recognizing filled-in data for trans-
mission cover sheets. Problems arise, however, when the
OCR subsystem has difficulty recognizing the sender-entered
data. Typical reasons why the OCR may have difficultly rec-
ognizing may include improperly printed characters, mis-
aligned and/or rotated fax pages, noisy transmissions, and the
like. Accordingly, the inventors have recognized that addi-
tional ways to strengthen the recognition of sender-entered
data is desired.

[0207] In the example in FIG. 11, sender-entered data dis-
played and represented at more than one location of the cover
page to improve the OCR recognition process. More specifi-
cally, as illustrated in FIG. 11, To field 410, Carbon copy field
420, blind carbon copy field 430, from field 440, subject field
450, filename specification field 460, and custom fields 470
and 480 are provided. Additionally, bar codes 590 and 600 are
also provided. In various embodiments, bar codes 590 and
600 may include the identical data, or different data.

[0208] Insome embodiments of the present invention, it is
contemplated that template 400 will be printed-out from
within Adobe Reader™ software, an Office productivity pro-
gram (e.g. Word), or the like, after having these fields filled-in
by the sender. In such embodiments, fonts for human-read-
able characters in fields 410-480 may be output in a font style
more conducive to OCR techniques, such as MICR E-43B,
CMC-7, and the like.

[0209] FIG. 12 illustrates a example of another embodi-
ment of the present invention. More specifically, a portion of
a printed-out template page 710 is illustrated. As can be seen,
fields 720 and 730 may include the same data, and are not
aligned on the page. By positioning fields 720 and 730 out of
phase, vertical streaks 740, which are often present of fax
transmissions, tend not to obscure the same portion of fields
720 and 730. Accordingly, the chance of recognizable data
being transmitted for both fields 720 and 730 are higher.
[0210] Insomeembodiments of the present invention, vari-
ous types of syntax checking may be performed before the
filled-in cover page is printed-out. For example, for e-mail
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addresses, an appropriate top-level domain suffix (.com, .net,
.gov, .biz, .org, etc.) may be checked and flagged if there is an
error. As an example, if a user enters “apple@aol.con,” a
message may be presented to the user, indicating that the
top-level domain suffix does not exist.

[0211] Additionally, in other embodiments, syntax check-
ing may be based upon the domain name (e.g. aol.com, mit.
edu) entered. In such embodiments, the validity of the domain
name may be validated before the cover page is printed-out.
As an example, if the user enters a domain name such as
“fotmail.com” the system may access the internet to perform
a domain name look-up. In this example, if “fotmail.com”
does notresolve to a server, a message may be presented to the
user, indicating that the domain name does not exist. Alter-
natively, “fotmail.com” may be automatically corrected to
“hotmail.com.” In other embodiments, dictionaries, or other
sources of common names may be the basis of other auto-
matic corrections.

[0212] Other types of syntax checking may also be per-
formed in other embodiments, such as checking the e-mail
addresses of the filled-in fields to the sender’s address book,
or the like. In various embodiments, the syntax checking
functionality catches potential errors before the document is
transmitted to the transmission server.

[0213] In other embodiments of the present, the transmis-
sion server may perform syntax checking, described above,
based upon the optical character recognition results, instead
of the sending system. For example, if the OCR results read
“aol.con,” or “mit.com” several options are available. Insome
embodiments, the transmission server may automatically
determine a best guess based upon syntax. As an example, a
fax server may change “aol.con” into “aol.com” and/or “mit.
com” to “mit.edu.” In other examples, correction of data, such
as e-mail addresses may be based on part of prior history of
the sender. For example, if a sender has previously sent many
transmissions to “davidcl@mid.edu,” but for a present trans-
mission, the OCR system recognizes “qavidcl@mid.edu,” the
transmission server may automatically correct it to read
“davidcl@mid.edu.” In various embodiments, the sender
may be recognized by a telephone number which the sender
calls-into, based upon the FROM e-mail address, a telephone
number of the sender’s fax machine, and the like. In other
embodiments, automatic correction may be made based upon
e-mail addresses or like for an organization a sender is asso-
ciated with, or the like.

[0214] Insome embodiments, the transmission server may
highlight the syntax problems to an operator at the transmis-
sion server. In response, the operator may decide whether the
proposed correction should be used or not. In various embodi-
ments, as discussed above, only the user-entered address
fields illustrated in FIG. 11 are displayed to an operator.
Additionally, the remaining portions of the cover page,
including notes field 490 remains unavailable for operator
review. Similarly, the operator does not have access to any
other part of the transmission, or any other page of the fax
transmission. Using template pages with additional OCR tar-
gets is believed to increase the accuracy of the transmissions,
without sacrificing the high level of security and confidenti-
ality already provided by embodiments of the present inven-
tion.

[0215] In other embodiments of the present invention, an
“address” book based upon prior transmissions by the sender
may be maintained by the transmission server, or the like. In
cases where there is a syntax error, the transmission server
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may automatically determine if there is a best guess, and send
the fax to that guess. In other embodiments, the transmission
server may alternatively output the syntax error to an opera-
tor.

[0216] Instill other embodiments, if there is a syntax error,
the transmission server may automatically contact the sender
via e-mail, instant messenger, or the like, and indicate the
syntax error, or the like. In such embodiments, the sender may
be invited to provide the corrected data by return communi-
cation. In some embodiments, the transmission server may
automatically determine the corrected data from the sender
and proceed based upon the corrected data. In other embodi-
ments, an operator may review the corrected data from the
sender, and make the correction, if appropriate.

[0217] The above syntax checking and syntax error report-
ing and handling may also be uses to notify a sender of
delivery failure errors for bounced e-mail messages, or the
like.

[0218] Additional OCR Enhancements

[0219] In the embodiment illustrated in FIG. 11, barcodes
590 and 600 are included into fax template page 400. In
various embodiments, barcodes 590 and 600 provide OCR
targets for the transmission server, in addition to fields 410-
490. In the embodiments illustrated, fields 410-490 are typi-
cally human-readable and machine-readable, however bar-
codes 590 and 600 are typically only machine-readable.

[0220] In various embodiments, the printed characters in
fields 410-490 are recognized using optical character recog-
nition of the text characters. In other embodiments, other
language text characters may be supported by OCR tech-
niques geared towards such languages. Additionally, bar-
codes 590 and 600 are typically independently recognized
using OCR of the bar codes. In some embodiments of the
present invention, the recognized data from the three OCR
targets must match to a high degree of confidence before the
recognized data is used by the transmission server. In other
embodiments, candidate data recognized by two out of three
OCR targets must substantially match before the recognized
data is used by the transmission server. In still other embodi-
ments, if option 570 is selected, the OCR targets may be
ignored, and fields 410-480 are used.

[0221] In some embodiments of the present invention, the
dataencoded in barcodes 590 and 600 include only a subset of
data in fields 410-480, for example, barcodes 590 and 600
may include only field 410 data and field 440 data; only field
410 data, field 420 data, field 440 data; fields 410-450 data; or
the like. In other embodiments, other combinations or subsets
of fields 410-480 are envisioned. In still other embodiments,
the same data may be encoded to barcodes 590 and 600, or
different data may be encoded to barcodes 590 and 600. For
example, in one embodiment, both barcodes 590 and 600
include data from fields 410-420, data from fields 410-450, or
the like. As additional examples, barcode 590 includes data
from field 440, but not data from field 430, whereas barcode
600 includes data from field 430 but not data from field 440.
In cases where data is unique to barcode 590 or 600, it is
contemplated that two out of two OCR engines (e.g. fields
410-480 OCR, and barcode OCR) return candidate data that
must substantially agree upon, otherwise an error is identi-
fied. Other types of examples can be envisioned.

[0222] In still other embodiments of the present invention,
barcodes 590 and 600 may include check-sum, or hashed data
based upon data from one or more fields 410-490.
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[0223] In operation, before the filled-in cover page is
printed-out, the filled-in data, and/or a hash of the filled-in
data, or the like, is encoded into a bar-code format. The bar
codes are then typically written into different orientations in
barcode 590 and barcode 600, in FIG. 11.

[0224] Invarious embodiments ofthe present invention, the
fonts appearing as text within fields 410-490, as well as the
barcode fonts may be included in a template .pdffile. To do so,
in various embodiments, copyrights to the included fonts
must be obtained, and a flag must be set within the font library
embedded within the .pdf file that includes the copyright
status of the fonts.

[0225] Next, when the transmission server receives the
filled-in cover page, separate OCR engines are used to rec-
ognize the filled-in data in fields 410-490, and barcode 590
and 600. In one embodiment, if the recognized data from two
or three of the OCR engines substantially match, the trans-
mission server processes the transmission using the recog-
nized data. In another embodiment, if a hash of the data in
fields 400-490 substantially match the data encoded in bar-
code 590 and/or 600, the transmission server processes the
transmission using the recognized data. In case where the data
do not match, the sender may be notified of the error and
requested to correct the error, as described above. Also, an
operator may be notified of the error and requested to inter-
vene in the transmission process.

[0226] Other Enhancements

[0227] FIG. 11 identified additional functionality that may
be enabled by the transmission server. In some embodiments
of the present invention, when a sender selects field 500, the
transmission server may use an optical character recognition
engine to recognize the text in some/all of the pages of the
received transmission. In one embodiment, the recognized
text is combined with the images of the sent transmission in
an Adobe .pdf file. In other embodiments, the recognized text
may be provided as a .txt, .rtf, .doc file, or the like, along with
the transmission to the recipient.

[0228] In some embodiments of the present invention,
when a sender selects field 520, the transmission server may
initiate an e-mail certification process whereby certification
of when an e-mail message, or the like is delivered to the
recipient, when the e-mail message is opened by the recipient,
and the like. In such embodiments the original transmission is
typically stays resident upon the transmission server. Addi-
tionally, the recipient receives notification that a transmission
has arrived for the recipient in the form of an e-mail, page,
cell-phone call, or the like. In response, the recipient logs-into
the transmission server with a password to retrieve the trans-
mission. In such embodiments, when the recipient receives
the transmission time is recorded.

[0229] Inotherembodiments, it is not desired that the origi-
nal transmission be stored upon the transmission server. In
such embodiments, a recipient may pre-register with trans-
mission server their associated e-mail address or an associ-
ated storage location, and provide a password. When a fax or
other transmission is received by the transmission server, and
the detected recipient e-mail address or storage location is
associated with the recipient, the transmission server may
encode the attachment with the password. In various embodi-
ments, the encoding may be a symmetric password encoding
process, for example with a .zip encoding process with the
password, with a password on a .pdf document, or the like.
Upon receiving the encoded attachment, the recipient would
then decrypt the attachment using the password. In other
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embodiments, the password may be asymmetric, for example
using public-key cryptography techniques. In such embodi-
ments, the recipient would provide their public key to the
transmission server. Upon receiving the encoded attachment,
the recipient would then decrypt the attachment using their
private key.

[0230] In other embodiments, transmissions to a facsimile
transmission server may be encrypted. For example, in some
embodiments, a hardware-based and/or software encryption
process may be provided on the outbound facsimile transmis-
sion. For example, a hardware “dongle” may be provided
in-line with the facsimile machine telephone, such that the
facsimile transmission is automatically encrypted while
being transmitted to the transmission server. In various
embodiments, a password may be programmed-in. In such
embodiments, once the facsimile transmission is received by
the transmission server, it may be decrypted. Similar to
above, the encryption may include symmetric or asymmetric
password processes. In various embodiments, the “dongle”
may be activated for only transmissions sent to the transmis-
sion server. Various methods for selective activation are con-
templated, for example, when the dongle recognizes the fac-
simile identification data provided by the transmission server,
as being “Mongonet.com,” for example, the dongle may
encrypt the transmission. Other transmissions not to “Mon-
gonet.com” would not be encrypted by the dongle. In various
embodiments, the dongle may be powered via the telephone
line voltages, a battery, or the like.

[0231] In some embodiments of the present invention,
when a sender selects field 530, the transmission server may
provide an electronic post-mark receipt. In some embodi-
ments of the present invention, it is envisioned that an official
US Postal Service electronic post-mark stamp may be asso-
ciated with fax transmissions. This provides several benefits,
including officially certifiable electronic delivery of fax trans-
mission data between parties, including certification of dates
and delivery of data, and the like. In such embodiments, an
inbound and/or outbound transmissions may be hashed, and
the hash then sent to a certifying authority. In various embodi-
ments, hash algorithms may be used that uniquely calculate a
value based upon the transmission, such as MD(5) or the like.
In response to the hash, a US Postal service electronic post-
mark, or any other certifying authority mark, records the
hash, as well as the time and data into the certifying authority
database. It is envisioned that such certifications could be
used to prove the sending or delivery of the transmission.

[0232] FIG. 18 illustrates an embodiment of the present
invention. More specifically, FIG. 18 illustrates the electronic
post-mark receipt example described above. In this example,
via an transmission instruction page, a user may specify that
the facsimile 1210 be “certified” as discussed above, via one
ormore user selectable options 1200. The transmission server
1220 optically recognizes the e-mail address, as previously
described, and the user-selected certification option. In
response, a hashing algorithm (a “digital fingerprinting”
algorithm), or the like is applied to the facsimile 1210, and the
hash is provided to a certification authority 1230, or the like.
In one example, certification authority 1230 provides a US
Postal Service post mark to the hash, and the hash and the post
mark are stored in a authentication database 1240. In various
embodiments, certification authority 1230 may be Authenti-
Date Holding, Incorporated, Berkeley Heights, N.J. In the
example shown, transmission server 1220 receives an elec-
tronic post mark (EPM) or the like from certification authority
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1230. In various embodiments, the EPM may be provided as
an e-mail attachment 1260; and in other embodiments, an
EPM may be affixed as mark 1270 to one or more pages of
email attachment 1250.

[0233] In other embodiments of the present invention, the
hashing algorithm may be implemented within certification
authority 1230. In such embodiments, transmission server
1220 may forward facsimile 1210 to certification authority
1230 for it to perform the hashing (digital fingerprinting). As
above, certification authority 1230 may simply provide in
return, the electronic receipt or similar data to be provided for
mark 1270 or separately as e-mail attachment 1260.

[0234] Various embodiments of the present invention, may
be used for electronic greeting cards, gift cards, occasion
cards, achievement certificates, gift certificates, awards,
forms, or other image compositing service. In some embodi-
ments, users may select a greeting card style via a web inter-
face, or via a transmission instruction page. Additionally, the
user may provide custom hand-written greetings via the
transmission instruction page, or another part of a facsimile
transmission. Examples are given below in FIGS. 19A-C.
[0235] FIGS. 19A-C illustrate examples according to
embodiments of the present invention. In the example in FIG.
19A, atransmission instruction page 1300 may be provided at
a number of locations, such as a greeting card store, a tourist
event, or the like; available for download on a computer; or
the like. In this example, transmission instruction page 1300
includes a location 1310 where the user can specify an e-mail
orother electronic destination, graphical representations (e.g.
thumbnails) 1320 of a number of greeting cards, or the like,
along with a check box 1330 and/or user entry field 1340, that
the user can enter the identifier of the desired greeting card. In
other embodiments, selection of the greeting card type need
not be located on transmission instruction page, but on a
separate page.

[0236] In various embodiments, a blank region 1350 may
be provided where the user can enter their own hand-written
greeting. In this example, user hand writes the desired e-mail
address and greeting in blank region 1350 and selects a greet-
ing card via check box 1330 or user entry field 1340, as
mentioned above. In various embodiments, the transmission
server optically recognizes the e-mail address in location
1310, as previously described, and the user-selected greeting
card. In response, as illustrated, an e-mail is generated and
sent to the e-mail address. In various embodiments, the elec-
tronic greeting card (static or animated) is combined with the
hand-written message from blank region 1350, and attached
to the e-mail as an e-mail attachment 1360. In other embodi-
ments, the blank region 1350 need not be located on trans-
mission instruction page, but on a separate page.

[0237] In various embodiments, instead of a greeting card,
auser can select among a number of graphics templates, such
as: certificates of completion, real or novelty diplomas, work-
orders or other form-type agreements, mass-marketing let-
ters, sports cards, memorabilia, and the like. In light of the
present disclosure, one of ordinary skill in the art will be
image many other types of embodiments where hand-written
drawings or text is to be combined with graphics/text tem-
plates.

[0238] In FIG. 19B, transmission instruction page 1400
may be provided at a number of locations, such as a greeting
card store, a tourist event, or the like; available for download
on a computer; or the like. In this example, transmission
instruction page 1400 includes a location 1410 where the user
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can specify a target e-mail addressor other electronic desti-
nation, and a location 1420 for entry of identifier data. In
various embodiments, before the above steps, the user logs
into a web site 1440 that includes a number of on-line elec-
tronic greeting cards. After selecting one of the greeting cards
on the web site, the user may associate the identifier for the
selected greeting card with the user’s user name, name,
e-mail address; the target e-mail address, or the like. In other
embodiments, the user may note the number of the desired
electronic greeting card, or the like.

[0239] Returning to transmission instruction page 1400, in
location 1420, the user may provide the user’s user name,
name, number of the desired electronic greeting card, or the
like. Additionally, a blank region 1430 may be provided
where the user can enter their own hand-written greeting. In
this example, user hand writes the target e-mail address and
greeting in blank region 1430. In various embodiments, the
transmission server optically recognizes the target e-mail
address in location 1410. In some embodiments, the trans-
mission server determines the desired greeting card by pro-
cessing the identifier data in location 1420. For example,
transmission server may look-up whether user has previously
selected a greeting card at the web site, via user name, name;
or has specified a greeting card identifier. In other embodi-
ments, transmission server determines the desired greeting
card by processing the target e-mail address, the user’s e-mail
address or the like. For example, based upon the target e-mail
address, transmission server may determine that when the
user visited the web site, the user selected a specific greeting
card to be associated with the target e-mail address. In
response, an e-mail is then generated and sent to the target
e-mail address. In various embodiments, the electronic greet-
ing card (static or animated) is combined (composited) with
the hand-written message from blank region 1430, and
attached to the e-mail as an e-mail attachment 1450.

[0240] In various embodiments, via the web site, the user
may also upload images. In such embodiments, the greeting
card along with the uploaded images may be composited and
provided to the transmission server. As described above, this
image would be composited with the greetings, formatted as
an e-mail attachment, and e-mailed to the recipient.

[0241] In still other embodiments of the present invention,
the composited electronic greeting card may be placed on the
web site for retrieval by a user associated with the target
e-mail address. In various embodiments, the electronic greet-
ing card may include well-known features such as color/black
and white images, animated text, animated graphics, sound,
music, or the like.

[0242] FIG. 19C illustrates another embodiment of the
present invention. In this example, a user again accesses a
web page 1500 that may provide a selection of a number of
electronic greeting cards. At web page 1500, a user may enter
a destination e-mail address, a sender e-mail address, a selec-
tion of a card, etc. Additionally, the user may enter payment
information such as a credit card, debit card, bank card, etc; an
authorization for a pay-per-service model (as described
above, payment made via a telephone bill); electronic pay-
ment system (e.g. PayPal, Google Payments, etc); or the like.
[0243] Inthe embodiment illustrated in FIG. 19C, the user
then prints out a “cover sheet” 1520 or 1530, via a printer
1510. In other embodiments, cover sheet 1520 or 1530 may
be faxed to a facsimile machine specified by the user. In
various embodiments, cover sheet 1520 or 1530 may include
a representation of a blank greeting card 1540, 1550, respec-
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tively. Blank greeting card 1550, for example includes a spe-
cific bar code associated with this transaction, in addition to a
“line art” version 1570 of graphics of the selected greeting
card. Line art version 1570 (typically in black and white) is
used to represent the graphics of the greeting card. In various
embodiments, line art is preferred over the actual gray-scale
or color graphics of the greeting card, as performing a fax
transmission of gray scale or color graphics is slower than
black and white line art. Thus, to reduce facsimile transfer
time, line art version 1570 is used. In other embodiments,
gray scale and color graphics may also be included on cover
sheet 1520 or 1530.

[0244] In various embodiments, cover sheet 1520 may also
include a bar code 1580 that specifically identifies the desired
transaction, and/or a region 1590 for entry of text characters,
as previously discussed. In various embodiments, region
1590 may be automatically filled-in with text representing the
e-mail address entered by the user on web site 1500.

[0245] As illustrated in FIG. 19C, a user may enter text or
drawings 1600 on cover sheet 1530 to form cover sheet 1530'.
Alternatively, a user may enter text or drawings 1610 on cover
sheet 1520 to form cover sheet 1520' Additionally, the user
may enter hand-write characters 1620 representing the desti-
nation e-mail address, in some embodiments.

[0246] In various embodiments, cover sheet 1520' or a
1530" are then sent via facsimile machine to transmission
server 1630. As illustrated, transmission server 1630 may
recognize data 1640 (e.g. the bar code and/or the optically
recognized destination e-mail address) from the facsimile
transmission. Recognized data 1640 is then matched to the
user-selected greeting card from web site 1500. In response,
a blank template 1650 for the electronic greeting card may be
provided to transmission server 1630.

[0247] In various embodiments, blank template 1650 is
typically a full-color representation of the electronic greeting
card. In various embodiments, the full-color representation
may be an image such as a .jpg, a .pdf, or the like; may be a
Shockwave or Flash-based application; may be an applet (e.g.
Java-based applet), or the like.

[0248] In various embodiments, the text/drawings 1600 or
1610 are extracted from the facsimile transmission, and then
merged into blank template 1630. The merged greeting card
1660 is then transmitted to the appropriate e-mail recipient in
the form of an attachment to an e-mail, or the like.

[0249] In various embodiments, the transmission facsimile
machine may also transmit the ANI telephone number to
transmission server 1630, for pay-per-service payments,
described above. In other embodiments, based upon recog-
nized data 1640, the sender/user may be billed via the pay-
ment information (e.g. credit card, PayPal account, telephone
number) entered on web site 1500, if any. In other embodi-
ments, the service may be a sponsored service, accordingly, a
service sponsor identifier may be added to merged greeting
card 1660, in the e-mail body, in the e-mail attachment, or the
like. In still other embodiments, sponsorship data may be
presented on web site 1500. In still other embodiments, a
“stamp” or the like may be affixed by a sender user on cover
sheet 1520 or 1530'. This stamp may represent pre-payment
for the transmission service, similar to conventional elec-
tronic postal stamps. In some embodiments, electronic postal
stamps may be used. In various embodiments, transmission
1630 would look for a valid stamp before sending merged
greeting card 1660.
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[0250] In still some embodiments of the present invention,
when a sender selects field 540, the transmission server may
perform an additional action of affixing a digital watermark
(e.g. USPS EPM), or the like to the transmission. In various
embodiments, the digital watermark may utilize electronic
watermarks onto .pdf; .tiff, .gif, .doc documents, or others. In
other embodiments, the digital watermark may include deter-
mining a unique hash or identifier for a transmission, and
providing the hash or identifier as part of the fax transmission,
or in a follow-up transmission, or the like. Many other meth-
ods for watermarking are also contemplated.

[0251] In additional embodiments of the present invention,
additional functionality buttons for a template cover page
may be displayed on the display. For example, in one embodi-
ment, a “problem” or “trouble” button is provided. It various
embodiments, if a user selects the “problem” button, the user
is coupled, for example, via a launched browser, to a service
page. In some embodiments, the version number of the tem-
plate page, version number of the software (e.g. Adobe
Reader), and the like may be automatically sent, for remote
problem diagnoses. In some embodiments, in response to the
diagnoses, a patch may be provided to the user, an updated
template page may be provided to the user, the user may be
provided with a link to an upgrade page, and the like.

[0252] In other embodiments of the present invention, for
upgrading purposes, updates to the template page are checked
when the user opens the template page. In cases where there
is an update available, the user may be presented with the
option to update the template page and software. In various
embodiments, appropriate telephone numbers and passwords
may be required from the user prior to an update being pro-
vided to the user.

[0253] In other embodiments of the present invention,
when a sender sends a fax, as part of the copy of the trans-
mission the sender receives, an updated template page may
automatically be provided. Accordingly, users are automati-
cally updated when they use the transmission service.

[0254] In some embodiments of the present invention,
when a sender selects field 510, the transmission server may
perform an additional action of sending the data to an archival
system. In various embodiments, the archival system may be
associated with the transmission server, with the sender, with
a third-party server, or the like. Typically, status information
associated with the transmission to the receiving party may
also be sent to the archival system. In various embodiments,
various methods for generating archival indexing terms may
be used, including based upon send date, sender, receiver, and
the like. In such embodiments, the source document may be
faxed, may be scanned, may be electronically “printed” or the
like to the transmission server. In some embodiments, trans-
missions from users may be from fax machines, scanners,
multi-function machines, print-to-file computer output, and
the like. In such embodiments, fields on the transmission
cover sheet, such as fields 450-490, may be used for the
sender to identify keywords useful for indexing the transmis-
sion in the data archive.

[0255] In various embodiments, the cover page may be
application-specific, and provide drop-down boxes to the
sender for fields 410-490, limiting the senders’ options. As
examples, field 470 may be used to specify certain types of
SEC filings, such as 10Q, 8K, or the like; field 410 may be
used to specify between a limited number of data archives,
such as “tax return form,” “trust request form,” and the like;
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field 480 may be used to specify a scanning resolution, such
as 200 dpi, 300 dpi, 72 dpi, and the like.

[0256] Additionally, fields such as fields 410-440 may
specify the appropriate data archive. The data archive may
include a storage area network, or other data store. In various
embodiments, such embodiments, the transmission server
processes the transmission from the sender, and sends the
transmission to the data archive.

[0257] As an example, a sender specifies on the transmis-
sion cover-page that a document is to be sent to a tax data
archive via field 410 or option 510. Additionally, the sender
also specifies the tax payer ID in field 470, and tax form on
field 450. As discussed above, option 500 may also be
checked to make the contents searchable.

[0258] In one embodiment, once the transmission cover
page has been filled-in, the sender prints-out the cover-page.
Next, the sender assembles the cover page and the document,
and then transmits (e.g. faxes) it to a pre-specified telephone
number. In various embodiments, the transmission server
then receives the cover page, and then based upon OCR
techniques determines that the attached document is to be
stored in the specified tax data archive. The attached docu-
ment is also OCRed according to option 500. The attached
document may then be transformed into another format, such
as .pdf, .tiff, or the like. The document, or the transformed
document, and the OCRed text, and keywords are then pro-
vided to the tax data archive. In this example, the server
associated with the data archive receives the keywords, and
stores the document, or transformed document, along with
the OCRed text, according to the keywords.

[0259] In another embodiment, the transmission may be
placed into a holding server, and only when the transmission
is authorized, is the transmission input into the data archive.
For example, in one embodiment, a compliance officer, or the
like approves the transmission, before the transmission is
stored in the data archive. In another example, a sender
reviews the keyword data, and other portions of the transmis-
sion, before the sender authorizes the storage of the transmis-
sion. In still other embodiments, when the sender reviews the
transmission, the sender enters the keywords, and then
approves the transmission.

[0260] In other embodiments of the present invention, the
sender interface, described above may be web-based. For
example, the user, via a web browser, or the like, connects to
a web page which prompts her for data possibly similar top
fields 410-490 and options 500-570. The web page may be a
web-based form. In some embodiments of the present inven-
tion, the user may type data into fields, or select entries, based
upon drop-down boxes, as discussed above.

[0261] In various embodiments, based upon the form data,
a template cover page is prepared for the sender to print out.
In some embodiments of the present invention, the cover page
may bea .pdf, .gif, .tiff, .doc, or any other printable format, for
transmission, as discussed above. Additionally, for multiple
transmission documents, multiple cover pages may be pro-
vided, for transmission purposes, as discussed above.

[0262] In some embodiments of the present invention, the
web server providing the web form may provide a number of
functions prior to providing the printable cover page. As an
example, the web server may automatically perform context
checking of the sender entered data. For example, as
described above, entries with incorrect top level domain
names, would be flagged as incorrect to the sender, and the
cover page would not be provided. As another example, the
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web server may store the sender-entered data or provide this
data to the transmission server. Subsequently, when the
sender send the transmission to the transmission server, the
transmission server uses OCR to attempt to recognize the user
filled-in data. However, if there is an ambiguity in the OCR
process, the transmission server cross-references the previ-
ously sender-entered data, to determine the intended data. In
other embodiments, a special mark may be provided on the
cover-page indicating that the transmission included data that
was previously provide to the transmission server (e.g. via the
web form). In such examples, the transmission server may
perform sufficient OCRing of the cover page to uniquely
identify the sender-entered data previously stored. Next, the
transmission server may use the sender-entered data for trans-
mission purposes.

[0263] Various embodiments, may include some, but not
necessarily all of the features describe above. For example,
one embodiment may allow digitized documents to be con-
verted only to .pdf, or .tiff format and sent only to e-mail
addresses. Other embodiments may allow digitized docu-
ments to be converted into another file format, and be placed
in a storage location. In such embodiments, an e-mail would
be sent to a recipient including instructions to access the
converted document at the storage location. Such embodi-
ments allow tracking of receipt by the recipient. Another
embodiment may redirect outbound digitized documents
from specified senders to a centralized queue for compliance
purposes. In response, if a compliance officer approves the
transmission, the digitized document may again be converted
into another file format, and then sent via e-mail to an e-mail
address. Yet another embodiment may allow for distributed
archiving and indexing of digitized documents. For example,
outbound transmissions are placed in a queue for indexing
purposes. In response, a sender manually provides indexing
key words for the digitized document. Once the index words
are determined, the digitized document and key words are
provided to an archiving system.

[0264] In additional embodiments of the present invention,
in addition to a transmission sent to the recipient including the
digitized document, the transmission may include a return fax
coversheet. This option may be specified by an option box on
the coversheet, or the like. This fax coversheet may be pre-
filled-out with data from the “from” e-mail address and “to”
e-mail address automatically switched. In this way, the
receiver can easily send a return transmission to the sender.
For example, a loan officer may send documents for a appli-
cant to sign, and the digitized documents come to the appli-
cant’s e-mail box as a .pdf document. Along with the e-mail is
afilled-in return fax coversheet. In this example, the applicant
prints out and signs the documents, places the filled-in return
fax coversheet on the signed documents, and faxes it to the
number listed on the filled-in return fax coversheet. The
signed document is then converted to a .pdf document, or the
like, and sent to the loan officer’s e-mail box. In various
examples, the loan officer can pay for the cost of both trans-
missions. In other embodiments, a generic blank coversheet
may be provided to the recipient. In other embodiments, the
e-mail recipient may obtain an return fax e-mail coversheet in
other ways described above. For example, the recipient may
connect to a particular service provider web site via a com-
puter network link provided in the received e-mail. Similar to
the above, the link may be to a service provider home page, to
a .pdf, or other similar standardized document, or the like. As
above, the return fax-to-e-mail (or electronic destination)
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service may be paid from the original sender’s account, a
pay-per-service model, or the like.

[0265] FIG. 20A-C illustrates a block diagram of a process
according to various embodiments of the present invention.
The process will be described referring to FIGS. 21A-G
FIGS. 21A-G illustrate typical graphical user interfaces
according to various embodiments of the present invention.
More specifically, FIGS. 21A-G illustrate methods for allow-
ing a user to use on-line billing mechanisms for pay-per-use
fax to e-mail embodiments, and other embodiments
described above.

[0266] In FIG. 20A, initially, a user navigates to a web
page, as illustrated in FIG. 21A, step 1700. In various
embodiments, the user may enter a URL, click on a link, or
navigate to the web page in any conventional manner. As can
seen in FIG. 21 A, a number of fields are provided for the user
to enter data for a fax-to-e-mail coversheet. For example,
fields 1910 and 1920 are provided for the user to enter one or
more destination or to e-mail address for a facsimile trans-
mission; field 1930 is provided for the user to enter her e-mail
address where one or more e-mail messages are sent to con-
firm receipt of the facsimile transmission by a fax-to-e-mail
server, confirm transmission of the e-mail message to the
destination e-mail servers, and the like; field 1940 is provided
for the user to type-in additional comments.

[0267] Insomeembodiments, fields 1910-1940 are initially
blank, whereas in some other embodiments that will be
described below, some of these fields may be pre-populated
for the user by a web server.

[0268] Invariousembodiments ofthe present invention, the
user may also be prompted for a password. In various embodi-
ments, this password may be used for password protection of
incoming e-mail to the user’s e-mail address, as was
described above. In other embodiments, the password is used
for the automatic creation of an account for the user. In such
cases, the user’s e-mail address may be the account name.
[0269] Returning to FIG. 20A, the user enters the appropri-
ate data to fields x-y, step 1710. Any conventional input
method, such as keyboard, handwriting recognition, speech
recognition, or the like may be used by the user to enter data.
In various embodiments, the user may click on button x to
continue the process.

[0270] Invarious embodiments ofthe present invention, the
server determines whether the user has previously used the
fax-to-e-mail service, step 1720. In some embodiments, this
determination is made based upon the user’s e-mail address.
For example, the server may determine whether the user’s
e-mail address has ever been entered for a successful fax-to-
email transmission. In other examples, the server may deter-
mine whether the user’s e-mail address has associated pay-
ment data stored in the server, or the like.

[0271] In cases where the user has not previously used the
service, or the cookies on the user’s computer have expired,
the user is directed to the graphical user interface illustrated in
FIG. 21B.

[0272] In various embodiments, as can seen, a number of
fields are provided for the user to enter payment information,
step 1730. For example, fields 1950 and 1960 are provided for
the user to enter credit card and credit card verification codes;
field 1970 is provided for the user to enter a mail address; field
1980 is provided for the user to enter a name In other embodi-
ments, other payment data may be captured on similar graphi-
cal user interfaces, for example, a PayPal account, a bank
routing number and account number, a bill-to-telephone
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number (discussed in various embodiments above), and the
like. In response to this graphical user interface, the user
enters her payment data, step 1740.

[0273] Invarious embodiments, if it is determined that the
use has previously used the services, the server may provide
an alternative graphical user interface, as illustrated in FIG.
21C. As can be seen in FIG. 21C, data indicating previously
used payment data may be provided to the user in field 1990
for the convenience of the user, However, in this example, the
user may still be prompted for a sub-set of data compared to
the graphical user interface of FIG. 2000. For example, the
user may be prompted for a credit card verification code and
an expiration date, or the like. Other embodiments of the
present invention may prompt the user for other types of
security information. For example, if the user has previously
provided a password, above, in this step, the user may enter
her password to verify payment authorization.

[0274] In various embodiments, the user may click on but-
ton 2010 or 2020 to submit the payment information, step
1750. In response to the user the payment information, that
information is submitted for verification, step 1760. If the
payment is not verified, i.e. incurred credit card number,
security code, name, or the like, the user may be made aware
of the problem, and given another chance to enter correct
payment information. In various embodiments, there is no
charge placed against the payment account at this time. In
such embodiments, charges may be placed after receipt of the
facsimile, after transmission of the outgoing e-mail mes-
sages, or the like.

[0275] In cases where the payment data is verified (but not
necessarily charged against at this time), a cover page is
generated by the server, step 1770.

[0276] In various embodiments, the cover page is then pre-
sented to the user, step 1780. In various embodiments, the
cover page is provided in a multi-computer platform format,
such as Adobe’s .pdf format, a .jpg format, a .tiff format, a
Microsoft Word-type formation, or the like. In various
embodiments, the user may be presented with the graphical
user interface of that instructs the user to download and/or
print the generated cover page. In other embodiments, the
user may be directly presented with the cover page, via the
web browser as illustrated in FIG. 21D. In various cases, the
user prints out the generated cover page, step 1790.

[0277] FIG. 21D illustrates a cover page according to vari-
ous embodiments of the present invention. As can be seen,
various data similar to previously described cover pages are
included on the cover page, including: destination e-mail
addresses, sending e-mail addresses, assignment of a file
name, a notes field for hand-written or typed notes, and the
like. Further, as previously discussed one or more robust bar
codes 230 are computed and provided that encodes data such
as destination e-mail addresses, sending e-mail addresses, a
transaction identifier (e.g. tracking number), and the like. In
various embodiments, the web server sends user-entered data
to the transmission server for storage, such as the transaction
identifier in association with the data the user entered on the
graphical user interface illustrated on FIG. 21A.

[0278] As also illustrated in FIG. 21D, a call-in telephone
number 2040 is provided on the cover page. The user takes the
printed-out cover page, and other pages she wishes to fax, and
faxes them to the provided call-in telephone number, step
1800.

[0279] In accordance to various embodiments of the
present invention described above, the transmission server
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receives the facsimile image, step 1810, and performs optical
recognition on the cover page, step 1820. In some embodi-
ments, the bar code 230 is used to determine the transaction
identifier, then based upon the transaction identifier, the user-
entered data previously stored is retrieved and used for send-
ing the e-mail message, step 1830. More specifically, as dis-
cussed above the e-mail addresses typed-in by the user in FIG.
21A is retrieved from the transmission server memory and
used to populate the To:, CC:, From: e-mail address, and the
like. Additionally, the Subject:, Filename:, Notes: ficld data
may also be retrieved from the transmission server memory.
[0280] In various embodiments, charges are placed against
the provided payment information associated with the trans-
mission identifier, the facsimile transmission is converted
into an e-mail attachment format, as described above, and the
e-mail is sent using the data in step 1830, step 1840. In some
embodiments, if the payment cannot be processed, an e-mail
message is sent to all parties indicating the decline in pay-
ment. Typically, the faxed information, is then deleted.
[0281] In various embodiments, the recipient of the e-mail
message receives an e-mail message with the e-mail message
portion illustrated in FIG. 21E, step 1850. As illustrated, the
facsimile message is attached in a platform independent for-
mat 2050. As illustrated in FIG. 21F, some data may be
scrubbed from the cover page, such as the bar code 2030 and
telephone number 2040, illustrated in FIG. 21D. This is done
in various embodiments for security purposes or to reduce
recipient confusion.

[0282] Additionally, the user who views the e-mail mes-
sage is provided with a number of options 2060, 2070, and
2080, that are independent of the e-mail box options. For
example, in many cases, the user may be expected to reply by
signing and initialing some documents and faxing back the
signed documents, accordingly, she could not simply hit
“Reply” of her e-mail system to send back the signed docu-
ment.

[0283] Invarious embodiments, by selecting one of options
2060, 2070 or 2080, the user can easily use the facsimile to
e-mail embodiments described herein. As an example, the
user may hit reply option 2060 or reply all option 2070, step
1860. In various embodiments, the options is associated with
a pre-formed network or internet link that includes the trans-
mission identifier. In response to the click, the transmission
server determines the transmission identifier, step 1870 and
determines the data (e.g. e-mail addresses, subject line, etc.)
used for the e-mail transmission, step 1880.

[0284] Next, the user is typically directed to a web page
similar to that illustrated in FIG. 21A, however, the To:,
From:, Subject, and other fields may be partially pre-filled in,
based upon the data used for the original e-mail transmission,
step 1890. As an example, suppose the cover page illustrated
in FIG. 21D was To: Joe@aol.com and sent From:
matt@mongonet.net. In such a case, if Joe, the e-mail recipi-
ent of FIG. 21E clicked reply 2060, the web page in FIG. 21A
may automatically be generated with the To: recipient now
being Matt@mongonet.net, the From: field being Joe@aol.
com, and a Subject: field indicating that it is a reply facsimile.
In various embodiments, when the user selects link 2070,
additional e-mail addresses may be included in the CC: field.
In other embodiments, if option 2080 is selected, the From:
field may be filled-in on graphical user interface FIG. 21A,
but, the other data may be left blank.

[0285] The process described above, may then be repeated
for this user. More specifically, if this user is a new user, the
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graphical user interface of 21B may be presented, whereas, if
this user is a returning user, the graphical user interface shown
in FIG. 21C may be presented. In some embodiments, the
process described can be repeated any number of times
because the transmission identifier, or the like, is associated
with the appropriate e-mail addresses and subject lines in the
transmission server.

[0286] In other embodiments, a reply facsimile may be
pre-paid by the original sender. In such cases, a cover page
including the appropriate data may automatically be gener-
ated when the user clicks upon link 2060 or 2070.

[0287] FIG. 21G illustrates an example of an e-mail mes-
sage sent back to a sender of the facsimile. As can be seen, the
e-mail message provides an electronic receipt to the user. In
some embodiments, a per-page charge is assessed, along with
afirst page charge. In other embodiments, many other ways to
assess charges can be used. Additionally, the service may be
provided by an advertiser or other sponsor.

[0288] In the case the user wants additional data, in FIG.
21G, the user may click on link 2090, which may provide the
user with information regarding the e-mail transmission, or
the like.

[0289] InFIG. 21G, an option 2100 is also provided to the
user and is similar in operation to options 2060 and 2070 of
FIG. 21E. More specifically, option 2100 includes a link with
the transmission identifier. Then, when the user clicks upon
the link, the transmission server determines the e-mail data
associated with the transmission identifier, and pre-populates
the graphical user interface 21 A, with the same e-mail data. In
some embodiments, the user may leave the data alone, and
choose to reprint a cover page, whereas in other embodi-
ments, the user may edit the pre-filled-in data, and choose to
reprint the cover page. Examples of where the former case
may be desired is when the user has to send back counter-
signed documents, or where the user has to send periodic
facsimiles. Examples of where the latter case may be desired
is when the user realizes that he entered an erroneous e-mail
address, when another e-mail recipient is desired, or if an
alternative e-mail address is provided by a recipient, or the
like.

[0290] Invarious embodiments ofthe present invention, the
user may choose to have their billing information maintained
by the transmission server, web server, or the like. In some
embodiments, when the user submits the payment informa-
tion in step 1750, the transmission server runs a (one way)
hash of the payment data, or the like. The hash(es) are then
provided back to the user, and stored in a cookie on the user’s
computer, sometimes with the user’s e-mail address, or other
user or session identifier. In some embodiments, the cookie is
set to expire in a short amount of time, e.g. a month. As
described in step 1760, above, the cookie may be used to
determine whether the user has previously used/paid for the
service. If so, the graphical user interface of FIG. 21C is
presented to the user.

[0291] In various embodiments, credit card information
stored on the transmission server includes an encrypted credit
card information, and the card member (user name). Based
upon the security code field 2000 entered by the user, these
three pieces of information are provided to the credit card
company, or other payment service, for authorization.
[0292] Many changes or modifications are readily envi-
sioned. In light of the above disclosure, one of ordinary skill
in the art would recognize that many variations may be imple-
mented based upon the discussed embodiments. For example,
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in various embodiments described above, the e-mail attach-
ment was converted into the Adobe .pdf file format, however,
it should be understood that in other embodiments, different
“industry standard” file formats currently developed, or
developed in the future may also be used. These may also
include “open” or “closed” (e.g. proprietary) document for-
mats.

[0293] FIG. 14 is a simplified block diagram illustrating
potential dataflows discussed above, according to various
embodiments of the present invention. Many other types of
dataflows are also envisioned, as discussed above. FIG. 15 is
a simplified block diagram illustrating a network architecture
according to various embodiments of the present invention.
Many other types of network architecture may be used in
other embodiments of the present invention.

[0294] Further embodiments can be envisioned to one of
ordinary skill in the art after reading this disclosure. As an
example, the inventors of the present invention believe that
embodiments of the present invention may easily be applied
to other forms of communication besides email, such as
instant messaging. Thus, embodiments may be developed
that provide converting an incoming facsimile to an instant
message attachment. In some embodiments, the service pro-
vider may use its own instant messaging client, whereas in
other embodiments, the sender of the fax may provide their
instant messaging client name and/or password, so that the
instant message appears to be from the sender’s messaging
client. Embodiments may be applied to any instant messaging
framework, such as AOL, Yahoo, MSN, or the like. As another
example, the transmission may be sent to other destinations
than an e-mail address, web post, or the like, for example to a
forum (e.g. Edmunds.com), a blog (e.g. Myspace.com, Tribe.
net), a news site (e.g. Reuters, digg.com), or the like.

[0295] Inother embodiments, combinations or sub-combi-
nations of the above disclosed invention can be advanta-
geously made. The embodiments are grouped for ease of
understanding. However it should be understood that combi-
nations of blocks, additions of new blocks, re-arrangement of
blocks, and the like are contemplated in alternative embodi-
ments of the present invention.

[0296] The specification and drawings are, accordingly, to
be regarded in an illustrative rather than a restrictive sense. It
will, however, be evident that various modifications and
changes may be made thereunto without departing from the
broader spirit and scope of the invention as set forth in the
claims.

What is claimed is:
1. A method for sending an e-mail message with a com-
puter system including a processor and a memory comprises:

receiving a request for a facsimile cover page from a user
via a web site in the processor, wherein the request
includes a destination e-mail address and a user e-mail
address, and wherein the request includes user payment
information;

determining user tracking data associated with the user in
the processor in response to the request;

storing an association of the user tracking data and the user
payment information in the memory;

generating the user facsimile cover page for the user with
the processor, wherein the facsimile cover page includes
a representation of the destination e-mail address, the
user e-mail address and a representation of the user
tracking data associated with the user;
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providing the user facsimile cover page to the user via the
web site; thereafter

receiving a facsimile transmission from the user, wherein
the facsimile transmission comprises a visual represen-
tation of at least the user facsimile cover page;

determining the user tracking data, the destination e-mail
address, and the user e-mail address with the processor
in response to the visual representation of the user fac-
simile cover page;

determining the user payment information from the
memory with the processor in response to the user track-
ing data;
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asserting a charge against a payment service provider with
the processor in response to the payment information
and in response to the facsimile transmission;

converting the visual representation of the user facsimile
cover page into a file formatted in a standardized file
format with the processor;

creating an e-mail message with the processor, wherein the
e-mail message includes the destination e-mail address,
the user e-mail address, and the file as an e-mail attach-
ment;

sending the e-mail message to the destination e-mail
address and to the user e-mail address with the proces-
SOr.



