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(57) ABSTRACT

The present invention provides methods and systems for per-
forming preliminary cause-based classification of events in a
computer or networked computer system. Methods are pro-
vided in which, based on an event message, cause-based
preliminary classification of an associated event is per-
formed. The result of the preliminary classification is used to
facilitate subsequent cause-based analysis, such as root cause
analysis, relating to the event. Methods are provided in which
preliminary classification is performed using a database
including a catalog associating event messages with appro-
priate preliminary classifications of events associated with
the event messages.
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PRELIMINARY CLASSIFICATION OF
EVENTS TO FACILITATE CAUSE-BASED
ANALYSIS

CLAIM OF PRIORITY

[0001] This application is a continuation of U.S. patent
application Ser. No. 11/313,284, filed Dec. 20, 2005, which is
incorporated by reference.

RELATED APPLICATIONS

[0002] This application is related to the following com-
monly owned applications, each of which is hereby incorpo-
rated herein by reference in its entirety:

[0003] Application entitled “Systems and Methods for
Containment Modeling and Network Rediscovery”,
U.S. patent application Ser. No. 11/313,292, filed Dec.
20, 2005;

[0004] Application entitled “Method and System for
Autopartitioning of Network Topologies”, U.S. patent
application Ser. No. 11/313,558, filed Dec. 20, 2005;

[0005] Application entitled “Control Plane Event Nor-
malization and Correlation”, U.S. patent application
Ser. No. 11/313,273, filed Dec. 20, 2005;

[0006] Application entitled “Systems and Methods for
BGP Discovery and Root Cause Analysis Withina Com-
munication Network”, U.S. patent application Ser. No.
11/313,215, filed Dec. 20, 2005; and

[0007] Application entitled “Systems and Methods for
Flexible Use of Event Suppression With a Communica-
tions Network™, U.S. patent application Ser. No. 11/313,
234, filed Dec. 20, 2005.

COPYRIGHT NOTICE

[0008] A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile repro-
duction by anyone of the patent document or the patent dis-
closure, as it appears in the Patent and Trademark Office
patent files or records, but otherwise reserves all copyright
rights whatsoever.

BACKGROUND OF THE INVENTION

[0009] This inventionrelates in general to classification and
analysis of events within a computer or computer network,
and in particular to methods and systems for performing
preliminary cause-based classification of events to facilitate
cause-based analysis.

[0010] As computer networks become increasingly impor-
tant and complex, so do the tasks of monitoring, evaluating,
maintaining, managing, and trouble-shooting in connection
with network-associated functioning and communications.
[0011] Computer networks can generally be described as
including nodes, with various interconnections allowing mes-
saging, communications, or interaction between nodes.
Nodes can be or include a wide variety of physical or con-
ceptual components, such as computers, servers, clients, rout-
ers, hubs, switches, bridges, software, applications, program-
ming modules, and other components. The route of a
communication from a source node to a destination node may
depend on a variety of factors, such as network configuration,
efficiency, traffic, hardware or software availability, etc.
[0012] Certain events or conditions occurring or existing
within a network, (which together may be broadly referred to
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as events), may trigger or cause event messages to be gener-
ated and stored relating to the events or conditions. The event
messages may relate to any of a variety of situations or con-
ditions, including, for example, status messages, error mes-
sages, alert messages, alarm messages, informational mes-
sages, and others. The messages may contain various pieces,
sets, or fields of information relating to the event, such as, for
example, where (physically or conceptually), or in connec-
tion with what communication, the event occurred, when the
event occurred, information concerning the nature of the
event, circumstances associated with the event, parameters
associated with the event, and other information.

[0013] Often, it is desired or required to perform cause-
based analysis with regard to an event. Cause-based analysis
can include root cause analysis and determining cause-based
relevancy relating to the event or related or associated events.
For example, cause-based analysis may be used to determine
or attempt to determine whether the event was caused by
another event or condition, whether the event caused another
event or condition, whether the event is a root cause or cause
of a series or chain of events or conditions, or other cause-
related information. Such cause-based analysis may be useful
ornecessary to determine the appropriate action or conduct to
take with respect to the computer network in light ofthe event
or events. For instance, if an event message indicates a prob-
lem in the network, cause-based analysis may be needed to
determine or facilitate determination of what corrective,
remedial, or proactive measures may need to be taken to
correct the problem, cause or causes of the problem, or symp-
tom or symptoms of the problem, or to prevent further related
problems.

[0014] Computer network management methods and sys-
tems are known in the art. “Integrated Network Management
VII: Integrated Management Strategies for the New Millen-
nium”, 2001 IEEE/IFIP International Symposium on Inte-
grated Network Management Proceedings, edited by George
Pavlou, Nikos Anerousis, and Antonio Liotta, discusses net-
work management strategies including fault analysis and
management.

[0015] “Expert Systems Applications in Integrated Net-
work Management”, edited by Eric C. Ericson, Lisa Traeger
Ericson and Daniel Minoli, discusses network management
including alarm monitoring and analysis.

[0016] U.S. Pat. No. 5,392,328, issued on Feb. 21, 1995,
and entitled, “System and Method for Automatically Detect-
ing Root Causes of Switching Connection Failures in a Tele-
phone Network™ discusses root cause detection and error
message processing.

[0017] U.S. Pat. No. 6,012,152, issued on Jan. 4, 2000, and
entitled, “Software Fault Management System” discusses
fault management in a mobile telecommunications network.
[0018] FIG.1 depicts a prior art computer network 100. The
network 100 includes a number of nodes, including a source
node 102 from which a data packet 106 is sent and a destina-
tion node 104 which is the ultimate destination of the data
packet 106. The data packet 106 traverses a route through
nodes of the network 100 as depicted by interconnections
108, 110,112,114, and 116. As a consequence of some event
(which can be an event or condition) occurring or existing in
the network 100, event messages E1, E2, and E3 are stored at
nodes 118, 120, and 122. Event information 124, which may
include event messages E1, E2 and E3, is collected and com-
municated to a database for later use and analysis.
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[0019] Cause-based analysis, such as root cause analysis or
cause relevancy determination, may be performed with
respect to each of the events indicated by the event messages
E1, E2, and E3. In many instances, the faster, more efficient,
or more accurate the cause-based analysis or determination,
the faster and more effectively appropriate responsive or cor-
rective action or conduct may be taken. For example, if the
event messages are alert or error messages, then the faster,
more efficiently, or more accurately cause-based analysis is
performed relating to the event messages, the faster and more
effectively any remedial, corrective, or proactive action may
be identified and taken. Furthermore, timely and appropriate
action may greatly limit negative or costly consequences of
problems, such as by allowing timely re-establishment of
effective communications or interaction between network
nodes. Additionally, more efficient cause-based analysis
means that less time, computing power and resources need to
be expended to perform the cause-based analysis.

[0020] Thereis a need for methods and systems to facilitate
cause-based analysis in a networked computer system.

SUMMARY OF THE INVENTION

[0021] Insome embodiments, the invention provides meth-
ods and systems for performing preliminary cause-based
classification of events in a computer or networked computer
system. In some embodiments, based on an event message,
preliminary cause-based classification of an event associated
with the event message is performed. The results of the pre-
liminary classification can be used to facilitate subsequent
cause-based analysis relating to the event, which can include
root cause analysis, cause relevancy determination, or actual
cause-based classification determination. In some embodi-
ments, preliminary classification is performed using a data-
base including a catalog associating events or event types
with appropriate preliminary classifications of the events.
[0022] Event messages may be obtained from a networked
computer system, such as event messages stored at one or
more nodes of the networked computer system. The event
messages may be received by and stored in one or more
databases accessible by one or more server computers. The
server computers may include a cause-based preliminary
classification program or engine for cause-based preliminary
classification of events associated with the event messages.
The preliminary classification may include, prior to cause-
based analysis relating to events, determining most likely
cause-based classifications of events based on associated
event messages. The determined preliminary classification of
events may be used to facilitate cause-based analysis relating
to events. For example, the preliminary classification may
provide useful input for cause-based analysis, and may be
useful in increasing the speed, efficiency, or accuracy of such
cause-based analysis.

[0023] In one embodiment, the invention provides a
method for facilitating cause-based analysis relating to com-
puter-related events. The method includes obtaining, from a
computer, a plurality of event messages, each of the event
messages relating to an event associated with the computer,
and the plurality of event messages including a first event
message associated with a first event. The method further
includes, prior to performing cause-based analysis relating to
the first event, performing preliminary cause-based classifi-
cation of the first event to determine a preliminary cause-
based classification of the first event from among a plurality
of possible cause-based classifications, in which the prelimi-
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nary cause-based classification is performed based on the first
event message. The method further includes using the deter-
mined cause-based preliminary classification of the first event
to facilitate cause-based analysis relating to the first event.

[0024] In another embodiment, the invention provides a
method for facilitating cause-based analysis relating to events
in a networked computer system. The method includes
obtaining, from the networked computer system, a plurality
of' event messages, each of the event messages relating to an
event within the networked computer system, and the plural-
ity of event messages including a first event message associ-
ated with a first event. The method further includes, prior to
performing cause-based analysis relating to the first event,
performing preliminary cause-based classification of the first
eventto determine a preliminary cause-based classification of
the first event from among a plurality of possible cause-based
classifications, in which the preliminary cause-based classi-
fication is performed based on the first event message. The
method further includes using the determined cause-based
preliminary classification of the first event to facilitate cause-
based analysis relating to the first event.

[0025] In another embodiment, the invention provides a
system for facilitating cause-based analysis relating to events
in a networked computer system. The system includes one or
more server computers, one or more event message databases
connected to the one or more server computers, and one or
more preliminary cause-based classification databases con-
nected to the one or more server computers. The one or more
event message databases are adapted to receive and store a
plurality of event messages, each of the event messages relat-
ing to an event within the networked computer system, and
the plurality of event messages including a first event message
associated with a first event. At least one of the one or more
server computers is adapted to, prior to cause-based analysis
relating to the first event being performed, perform prelimi-
nary cause-based classification of the first event to determine
a cause-based preliminary classification of the first event
from among a plurality of possible cause-based preliminary
classifications, in which the preliminary cause-based classi-
fication is performed based on comparing the first event mes-
sage with information contained in the one or more cause-
based preliminary classification databases. At least one of the
one or more server computers is adapted to use the deter-
mined preliminary cause-based classification of the first event
to facilitate cause-based analysis relating to the first event.

[0026] In another embodiment, the invention provides a
computer usable media storing program code which, when
executed on one or more computerized devices, causes the
computerized devices to execute a method for facilitating
cause-based analysis relating to events in a networked com-
puter system. The method includes obtaining, from a net-
worked computer system, a plurality of event messages, each
of the event messages relating to an event within the net-
worked computer system, and the plurality of event messages
including a first event message associated with a first event.
The method further includes, prior to performing cause-based
analysis relating to the first event, performing preliminary
cause-based classification of the first event to determine a
most likely cause-based classification of the first event from
among a plurality of possible cause-based classifications, in
which the preliminary cause-based classification is per-
formed based on the first event message. The method further
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includes using the determined most likely cause-based clas-
sification of the first event to facilitate cause-based analysis
relating to the first event.

BRIEF DESCRIPTION OF THE DRAWINGS

[0027] The invention is illustrated in the figures of the
accompanying drawings which are meant to be exemplary
and not limiting, in which like references are intended to refer
to like or corresponding parts, and in which:

[0028] FIG. 1 is a block diagram of prior art networked
computer system,

[0029] FIG. 2 is a block diagram of a networked computer
system according to one embodiment of the invention;
[0030] FIG. 3 is a block diagram of a networked computer
system according to one embodiment of the invention;
[0031] FIG. 4 is a flow diagram of a method according to
one embodiment of the invention; and

[0032] FIG. 5 is a flow diagram of a method according to
one embodiment of the invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT

[0033] In the following description of the preferred
embodiment, reference is made to the accompanying draw-
ings that form a part hereof, and in which is shown by way of
illustration a specific embodiment in which the invention may
be practiced. It is to be understood that other embodiments
may be utilized and structural changes may be made without
departing from the scope of the present invention.

[0034] Herein, unless otherwise indicated, the term “event
message” can include a message relating to an event or con-
dition. Furthermore, unless otherwise indicated, the term
“event” can include an event or a condition.

[0035] Herein, the term “cause-based preliminary classifi-
cation” means and is synonymous with “preliminary cause-
based classification”.

[0036] Herein, the invention is described primarily with
reference to events within a networked computer system.
However, it is to be understood that, in come embodiments,
the invention includes cause-based preliminary classification
of events within a single computer or computing environ-
ment. For example, in some embodiments, the invention
includes cause-based preliminary classification of events
within single computer that includes physically or conceptu-
ally separate or modular components or aspects, which may
communicate or interact with each other.

[0037] FIG. 2 is a block diagram of a networked computer
system 200 according to one embodiment of the invention.
The system 200 includes one or more computer networks
(three or shown) 202, one or more server computers 204, one
or more event message databases 206, one or more event
cause-based preliminary classification databases 208 (pre-
classification, as used herein, means preliminary classifica-
tion), one or more event cause-based preliminary classifica-
tion results databases 210, and one or more event cause-based
analysis results databases 212. The databases 206, 208, 210,
212 may be queryable, relational databases. Additionally, the
system 200 can include multiple networks, which can include
one or more local area networks, one or more wide area
networks, and may also include a connection to the Internet,
although embodiments of the invention are contemplated in
which no connection to the Internet is provided. Event mes-
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sages 212 stored in the networks 202, such as by being stored
in nodes thereof, are sent to and stored in the event message
database 206.

[0038] While the databases 206, 208, 210, 212 and the
server computer 204 are depicted outside of the networks
212, in some embodiments, the databases 206, 208, 210, 212
and the server computer 204 can be located inside one or more
of the networks 202. Additionally, while the databases 206,
208, 210, 212 are depicted outside the server computer 204
and the networks 202, the databases 206, 208, 210, 212 can
also be located or partially located in the server computer 204
or one or more of the networks 202 or elsewhere. Further-
more, while the databases 206, 208, 210, 212 are depicted
separately, they could be merged or partially merged with
each other or other databases.

[0039] The server computer 204 includes one or more cen-
tral processing units (CPUs) 214 and one or more data storage
devices 216. Other computers in the system 200 also include
one or more CPUs and one or more data storage devices.

[0040] The data storage device 216 of the server computer
204, as well as the databases 206, 208, 210, 212 and other
computers or components of the system 200, may comprise
various amounts of RAM for storing computer programs and
other data. In addition, both the server computer 204 and
other computers in the system 200 may include other com-
ponents typically found in computers, including one or more
output devices such as monitors, other fixed or removable
data storage devices such as hard disks, floppy disk drives and
CD-ROM drives, and one or more input devices, such as
mouse pointing devices and keyboards.

[0041] Generally, the server computer 204 and other com-
puters in the system 200 operate under and execute computer
programs under the control of an operating system, such as
Windows, Macintosh, UNIX, etc.

[0042] The data storage device 216 of the server computer
204 includes an event cause-based preliminary classification
program 218 and an event cause-based analysis program 220.

[0043] The event cause-based preliminary classification
program 218 is intended to broadly represent all program-
ming, applications, software, APIs, or other tools, used to
implement methods for preliminary cause-based classifica-
tion according to embodiments of the invention. Additionally,
the event cause-based analysis program 220 is intended to
broadly represent all programming, applications, software,
APIs, or other tools, used to implement methods for event
cause-based analysis according to embodiments of the inven-
tion.

[0044] While the programs 218, 220 are located in the
server computer 204 in the depicted embodiment, they could
be located elsewhere, or can include portions or components
distributed among different hardware, devices, software, and
locations.

[0045] In the embodiment depicted, event messages 207
are sent from the networks 202 to be received and stored in the
event message database 206. Each of the event messages 207
relates to an event, which can include an event or a condition,
associated with the network from which it came, such as
being associated with a particular node in one of the networks
202. An event message, for example, may be stored in a node
of a network and, immediately or eventually, and alone or
with a group of other messages, is sent to the event message
database 206. Event messages may be processed, parsed, or
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otherwise manipulated either prior to being stored in the event
message database 206, or before being sent to the server
computer 204, or both.

[0046] The event cause-based preliminary classification
program 218 is used to perform cause-based preliminary
classification of events based on associated event messages
obtained from the event message database 206. In the
embodiment depicted, the event cause-based preliminary
classification database 208 is used to store information used
in performing the cause-based preliminary classification of
events, such as by providing a catalog associating particular
event messages or event message characteristics with most
likely cause-based classifications. Result information, relat-
ing to results of the preliminary classification of the event, is
stored in the event cause-based preliminary classification
results database 210.

[0047] The event cause-based analysis program 220 is used
to perform cause-based analysis relating to the event, using
the results of the preliminary classification of the event as
obtained from the event cause-based preliminary classifica-
tion database 210. Result information regarding the cause-
based analysis, such as determined actual cause-based clas-
sifications or cause relevancy of events or conditions, is stored
in the event cause-based analysis database 212.

[0048] Event cause-based preliminary classification and
event cause-based analysis are described herein primarily
with reference to computerized methods and systems, but
can, in some embodiments, include human or by-hand com-
ponents.

[0049] Herein, a distinction is made between event cause-
based preliminary classification and event cause-based analy-
sis. Event cause-based preliminary classification of an event
is performed without reference to, consideration of, or taking
account of any factors, events, conditions, or cause-related
information associated with the network from which the
event message came, other than factors, events, or conditions
which are indicated by the event message itself.

[0050] Event cause-based analysis, by contrast, includes
determination of, or attempted determination of, the actual
causal classification or causal relevance of an event associ-
ated with an event message. Furthermore, the event cause-
based analysis does utilize factors, events, conditions, or
cause-related information associated with the network from
which the event message came, above and beyond factors,
events, and conditions which are indicated by the event mes-
sage itself (although factors or conditions indicated by the
event message itself may also be utilized). For example, event
cause-based analysis may include analyzing an event in the
context of other event messages or their associated events,
such as event messages or events occurring at different nodes
in a network than a node at which the event associated with
the event message occurred or is associated, or other condi-
tions or factors relating to the network or its components.

[0051] For instance, for a multi-nodal computer network, a
first event message may be stored in a particular node, then
sent to an event message database. Event cause-based pre-
liminary classification can include performing preliminary
classification of an event or condition associated with the first
event message. The preliminary classification is made with-
out regard or reference to, for example, other event messages
that may have occurred in the network which may be associ-
ated with the first event message, such as events or conditions
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at other nodes in the network which may have in fact caused
or been caused by the event or condition associated with the
first event message.

[0052] Performing preliminary classification can include
utilizing information from the event cause-based preliminary
classification database 208. For example, the event cause-
based preliminary classification database 208 can include a
list or catalogue of event messages and associated most likely
cause-related classifications thereof. The associated most
likely classifications may be obtained, for example, from
empirical evidence or statistics indicating, in the past, how
often an event message or event message type was associated
with each of a number of cause-based classifications, and
indicating which classification the event message was most
often associated with, from among the given set of possible or
allowed classifications.

[0053] Insome embodiments, preliminary classification of
an event message can include parsing, analyzing, or using
fields, portions, or properties of the event message. For
example, an event message may include a time stamp indi-
cating a point in time at which an associated event occurred.
Such information may be useful in performing preliminary
classification of the event. For example, the time of day at
which an event occurs may bear upon a most likely classifi-
cation of the event.

[0054] In some embodiments, the preliminary classifica-
tion may be made using algorithms that may include one or
more data mining algorithms. However, the preliminary clas-
sification, including any analysis, data mining, or algorithms
associated therewith, is performed entirely without reference
to, consideration of, or taking account of any factors, events,
conditions, or cause-related information associated with the
network from which the event message came, other than
factors, events, or conditions which are indicated by the event
message itself.

[0055] Event cause-based analysis can include determining
or attempting to determine causal relevance of the first event,
and can include determining an actual cause-based classifi-
cation of the first event, with reference to or consideration of
factors, events, conditions, or cause-related information asso-
ciated with the network beyond such information indicated by
the first event message. For example, in a multi-nodal com-
puter network, event cause-based analysis can include ana-
lyzing the first event based on other network-associated event
messages, events, or conditions associated with other nodes
of the network, which may be determined to have caused (or
not to have caused), or have been caused by (or not caused
by), the event or condition associated with the first event
message.

[0056] Event cause-based analysis, according to embodi-
ments of the invention, is facilitated by event cause-based
preliminary classification. For example, results of prelimi-
nary classification of a first event may be used to increase the
efficiency, accuracy, or effectiveness of subsequent cause-
based analysis relating to the first event. For instance, cause-
based analysis may use the preliminary classification of the
first event to provide an input to one or more algorithms, or by
providing a useful starting point or initial presumption for the
analysis. In some embodiments, for example, the preliminary
classification facilitates cause-based analysis by providing
being utilized to indicate a most appropriate analysis method
or algorithm, or initial method or algorithm, based on the
preliminary classification.
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[0057] FIG.3 is block diagram depicting a networked com-
puter system 300 according to one embodiment of the inven-
tion. As depicted, event messages 302 are sent from networks
304 to the event message database 308.

[0058] The event messages are then utilized by an event
cause-based preliminary classification engine 312, which
may be a software-based engine stored in one or more server
computers, for example. The preliminary classification
engine performs cause-based preliminary classification of
events based on associated event messages. In the embodi-
ment depicted, in performing the preliminary classification,
the preliminary classification engine 312 utilizes information
obtained from an event preliminary classification catalog
database 310. In some embodiments, the catalog database
312 contains information associating certain event messages,
event message types, event message portions, or event mes-
sage characteristics with a most likely cause-based prelimi-
nary classification of associated events.

[0059] For example, the preliminary classification engine
312 may look up or attempt to look up an event message in the
catalog database 312, for example, by finding or attempting to
find the event message or message type in the catalog, and
may perform event cause-based pre-classification of an event
by using the listed most likely preliminary classification of
the associated event message or event message type.

[0060] In other embodiments, preliminary classification
may be more complex. For example, a preliminary classifi-
cation database may be used that contains probabilistic or
stochastic information relating to probabilities or statistics of
particular event messages, event message characteristics, etc.
being associated with a particular cause-based classification.
The preliminary classification engine may perform prelimi-
nary classification by using one or more algorithms to deter-
mine a most likely classification based on stochastic informa-
tion obtained from the database.

[0061] Results of preliminary classification are sent to and
stored in the event cause-based preliminary classification
results database 314.

[0062] Following event cause-based preliminary classifica-
tion, an event cause-based analysis engine 316, which may be
a software-based engine stored in one or more server com-
puters, for example, is used to perform cause-based analysis
relating to the event associated with the event message. The
event cause-based analysis engine 316 uses, as input, the
results of event preliminary classification relating to the event
message associated with the event. The event cause-based
analysis engine 316 also uses, as further input, information
regarding events, conditions, factors, or other circumstances
relating the network in association with which the event
occurred, which information is not indicated by the event
message itself. The event cause-based analysis engine 316
determines, or attempts to determine, actual cause-based rel-
evancy of the event. The results of the cause-based analysis
are stored in the event analysis results database 318.

[0063] Insome embodiments of the invention, cause-based
classifications include the following: root cause, symptom,
singularity, information, and unknown. These classifications
are described further below. It is to be understood, however,
that other or different cause-based classifications could be
utilized.

[0064] A “root cause” includes a first event or condition
that has an effect that results in a degraded condition or failure
(which degraded condition or failure is not the first event or
condition) within the network (or computer). For example, if
a frame relay interface fails, virtual circuits (DCLIs) travers-
ing that interface will fail. The frame relay failure is the root
cause of the virtual circuit failures.
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[0065] A “symptom” includes a first event or condition that
was caused by a degraded condition or failure (which
degraded condition or failure is not the first event or condi-
tion). For example, with respect to the failed frame relay
interface mentioned above, the virtual circuit failures are
symptoms of the frame relay interface failure. It is noted that
being a symptom does not necessarily mean that the event or
condition is not a real problem.

[0066] A “singularity” includes anevent or condition thatis
not directly caused by any other degraded condition or failure,
but also does not cause another degraded condition or failure.
In some embodiments, the singularity classification is itself
not utilized as a preliminary classification, or as an actual
classification. For example, in performing preliminary clas-
sification, an event or condition may be first marked as a
singularity as part of, and prior to final, preliminary classifi-
cation of the event. In such instances, the event or condition
may be subject to further analysis based on the associated
event message to determine its preliminary classification. The
further analysis may be performed by a program or engine, or
by human review and determination (such as by a system or
network manager or operator).

[0067] “Information” events or conditions include events
or conditions that are not-fault related but that might be of
interest or use to, for instance, a system or network manager
or operator. Information events or conditions further include
events or conditions such as, or that indicate, clearing or
resolution of a previously occurring fault-related event or
condition.

[0068] “Unknown” events or conditions include events or
conditions that are not determined to belong to (or in the case
of preliminary classification, are not determined to have a
preliminary classification as) any other classification. Insome
embodiments, an event or condition is assigned a preliminary
classification of unknown if the event or condition cannot be
determined to most likely be any particular other classifica-
tion. In other embodiments, unknown events or conditions are
considered to not be preliminarily classifiable.

[0069] As mentioned with reference to FIG. 3, in some
embodiments, an event preliminary classification catalog
database 312 may be used by the event preliminary classifi-
cation engine 310. The catalog database 312 can include one
or more databases, text files, or Internet-based services. Itis to
be noted that, in some embodiments, a human performs or
partially performs preliminary classification rather than a
computer or engine. Furthermore, in such cases, a non-com-
puter based catalog, such as a paper catalog, for example, can
be used instead of or in addition to an event preliminary
classification catalog.

[0070] A preliminary classification catalog can be imple-
mented using correlation, analysis, or a combination thereof,
for example. In some embodiments, the following rules or
guidelines are used in implementing a preliminary classifica-
tion catalog.

[0071] A Root cause preliminary classification may be
associated in the catalog with events or conditions (as indi-
cated by an event message) that are not known to be caused by
any other detectable event or condition. Root cause classifi-
cation, for example, may apply to many physical events such
as a card being pulled, device shutdown, or lost power.

[0072] A Symptom preliminary classification may be asso-
ciated in the catalog with events or conditions that are always
caused by another detectable event or condition. Such events
or conditions may indicate degraded conditions or failures of
high level entities or processes. For example, an OSPF adja-
cency loss event may always be caused by some lower level
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failure, such as an interface failure, device failure, or other
network congestion or failure event or condition.

[0073] A Singularity preliminary classification may be
associated in the catalog with events or conditions that are or
indicate a degraded condition or failure that is known not to be
able to be a root cause, and cannot be caused by another event
or condition. For example, a singularity may include an
accounting file full condition on some Cisco Systems, Inc.
equipment. This particular condition eventually results under
normal operating conditions, and therefore can be considered
not to be caused by some other event or condition. Further-
more, the condition does not cause any fault-related condition
other than the condition that it indicates, which is that the
accounting file cannot be written to.

[0074] An information preliminary classification may be
associated in the catalog with events or conditions that do not
represent degraded conditions or failures, and events or con-
ditions that indicate the clearing or resolution of previously
occurring fault-related events or conditions. For example,
information events or conditions can include events or con-
ditions such as neighbor adjacency establishment events, suc-
cessful call establishment messaging, and physically related
recovery messaging.

[0075] FIG. 4 is a flow diagram depicted a method 400
according to one embodiment of the invention. At step 402, an
event message is obtained from a networked computer sys-
tem.

[0076] Step 402 can include, for example, an event cause-
based preliminary classification program of a server com-
puter obtaining an event message from the network.

[0077] Atstep 404, prior to performing cause-based analy-
sis relating to the event associated with the event message, the
event cause-based preliminary classification program per-
forms cause-based preliminary classification of the event
based on the event message, to determine a most likely clas-
sification of the event. Step 404 can include, for example,
looking up the event message or event message type in a
catalog that indicates the most likely cause-based classifica-
tion of the associated event, from among a number of enu-
merated classifications.

[0078] At step 406, a determined most likely classification
of the event associated with the event message is used to
facilitate cause-based event analysis relating to the event.
Step 406 can include, for example, using the determined
preliminary classification of the event as well as other infor-
mation regarding conditions or other events in the associated
network not indicated by the event message to determine
cause-based relevancy of the event. Determining cause-based
relevancy can include determining an actual cause-based
classification of the event.

[0079] FIG. 5 is a flow diagram depicting a method 500
according to one embodiment of the invention. At step 502, an
event cause-based preliminary classification program is used
to determine a condition (which can be an event or a condi-
tion) indicated by an event associated with a particular event
message.

[0080] At step 504, the method queries whether the condi-
tion represents resolution of the fault condition or provides
non-fault information about a running system in the associ-
ated network. If the answer is “yes”, the method 500 proceeds
to step 506, at which the event associated with the event
message is determined to have a preliminary classification of
an informational event. This result (or other results) may then
be sent to and stored in a cause-based event pre-classification
database, to be used to facilitate subsequent cause-based
analysis. If the answer is “no”, the method 500 proceeds to
step 510.
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[0081] At step 510, the method 500 queries whether the
condition indicated by the event can cause another condition.
If the answer is “yes”, then the method 500 proceeds to step
512. If the answer is “no”, then the method proceeds to step
514.

[0082] At step 512, the method 500 queries whether the
condition can be caused by another condition. If the answer is
“yes”, then the method proceeds to step 508, at which the
event is determined to have a preliminary classification of
“unknown”.

[0083] At step 514, the method 500 queries whether the
condition can be caused by another condition. If the answer is
“yes” then the method 500 proceeds to step 518 at which the
event is determined to have a preliminary classification of
“symptom”. If the answer is “no”, then the method 500 pro-
ceeds to step 520, at which the event is determined to have a
preliminary classification of “singularity”.

1. A system for facilitating cause-based analysis relating to
events in a networked computer system, the system compris-
ing:

one or more server computers;

one or more event message databases connected to the one

or more server computers; and one or more preliminary
cause-based classification databases connected to the
one or more server computers;

wherein the one or more event message databases are

adapted to receive and store a plurality of event mes-
sages, each of the event messages relating to an event
within the networked computer system, and the plurality
of event messages comprising a first event message asso-
ciated with a first event;

wherein at least one of the one or more server computers is

adapted to, prior to cause-based analysis relating to the
first event being performed, perform preliminary cause-
based classification of the first event to determine a
cause-based preliminary classification of the first event
from among a plurality of possible cause-based prelimi-
nary classifications, wherein the preliminary cause-
based classification is performed based on comparing
the first event message with information contained in the
one or more cause-based preliminary classification data-
bases; and

wherein at least one of the one or more server computers is

adapted to use the determined preliminary cause-based
classification of the first event to facilitate cause-based
analysis relating to the first event.

2. The system of claim 1, wherein performing cause-based
preliminary classification comprises determining a most
likely classification of the first event.

3. The system of claim 2, comprising:

one or more cause-based preliminary classification engines

for performing event cause-based preliminary classifi-
cation of events to determine most likely classifications
of events; and

one or more cause-based analysis engines for performing

cause-based analysis to determine of actual classifica-
tions of events using, as input, results of cause-based
preliminary classification of events.

4. The system of claim 3, comprising:

one or more event cause-based preliminary classification

results databases for storing results of cause-based pre-
liminary classification;

one or more event cause-based analysis results database for

storing results of cause-based analysis.
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