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(57) Abstract: A distribution server for distributing updates for medical devices is disclosed. The distribution server can provide an
update to a configuration device which configures a device to be updated. The distribution server includes a portal that allows an up -
date provider to provide an update package including an update file and update package data relating to the update file. The update
package data includes dependency data indicating a condition that must be satisfied by the configuration device or a second device
so that the update file can be installed on the device to be updated. The distribution server further includes a database that is con-
figured to store package data of a plurality of update packages and locations of update files of the plurality of update packages. The
server further includes a distribution module that receives an inquiry on behalf of a medical device and provides a list of available
update packages.
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REMOTE CONFIGURATION AND SELECTIVE DISTRIBUTION OF PRODUCT
CONTENT TO MEDICAL DEVICES

FIELD
[0001] The present disclosure relates to a system and method for remote configura-
tion and selective distribution of product content to medical devices. In particular,
the disclosure relates to a distribution server for receiving the product content and

distributing the product content to a configuration server.
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BACKGROUND
[0002] Increasingly, the healthcare industry is turning to electronic medical devices
to assist patients and healthcare providers manage chronic diseases. For example,
a diabetes patient may carry a blood glucose meter, an insulin pump, and/or a con-
tinuous glucose meter as part of the patient's medical treatment. Furthermore, the
care provider of the patient may utilize disease management software that tracks
one or more patients’ data. For instance, in the context of a diabetes patient, the
disease management software can be configured to synchronize with one or more
of the patient’'s medical devices and to obtain data relating to the patient's manage-
ment of diabetes. The disease management system can obtain past blood glucose
readings, recent insulin dosage amounts, meal histories and any other pertinent da-
ta. This information can help a treating physician make diagnoses and treatment
décisions for the patient.
[0003] The disease management software may also be utilized to configure the pa-
tient's medical device. For instance, the disease management software can be con-
figured to change parameters relating o the structured testing of a patient. The dis-
ease management software utilizes the communication path between the medical
device and device hosting the disease management software, e.g., a computer of
the healthcare provider, to communicate the new parameter values to the medical
device.
[0004] Previously and with respect to configuration medical devices, the reach of
disease management software has been limited. Specifically, disease management
software is not configured to update the medical device itself. For example, disease
management software cannot be used to update the communications protocol of a
medical device or to update the operating system of the medical device. Traditional-
ly, a patient would be required to update his or her own device. As many inflicted
patients are elderly or children, updating a device can be a difficult task. Further-
more, as these medical devices may become integral to the patient’s treatment reg-
imen, a physician may not want to trust a patient to properly configure their own
medical devices. Thus, there is a need for a tool that allows the diabetes manage-
ment software of a healthcare provider to update one or more medical devices.
[0005] The background description provided herein is for the purpose of generally

presenting the context of the disclosure.
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_ SUMMARY

[0006] In one aspect of the disclosure, a distribution system for distributing a plurality
of update packages to a configuration device is disclosed. The configuration device
is configured to update a plurality of patient medical devices. The distribution sys-
tem includes a portal that is configured to allow an update package provider to pro-
vide a new update package. The new update package includes an update file for a
device to be updated and package data corresponding to the update file. The pack-
age data includes dependency data indicating a condition that must be satisfied by
the configuration device so that the update file of the new update package can be
installed on the device to be updated. The distribution system further comprises a
database that is configured to store package data of the plurality of update packag-
es and locations of update files of the plurality of update packages including the
package data of the new update package and a location of the update file of the
new update package. The distribution system further includes a distribution module
that is configured to receive an inquiry from the configuration device on behalf of a
patient medical device of the plurality of patient medical devices, and to provide a
list of update packages including the new update package to the configuration de-
vice based on the inquiry and the dependency data of the update packages.

[0007] In another aspect of the disclosure, a distribution system for distributing a
plurality of update packages to a configuration device is disclosed. The configura-
tion device is configured to update a plurality of patient medical devices. The sys-
tem comprises a portal that is configured to allow an update package provider to
provide a new update package. The new update package includes an update file
for a patient medical device to be updated and package data corresponding to the
update file. The package data includes dependency data indicating a condition that
must be satisfied by a different patient medical device so that the update file of the
new update package can be installed on the patient medical device to be updated.
The system further comprises a database that is configured to store package data of
the plurality of update packages and locations of update files of the plurality of up-
date packages including the package data of the new update package and a loca-
tion of the update file of the new update package. The system also includes a dis-
tribution module that is configured to receive an inquiry from the configuration de-

vice on behalf of a first patient medical device of the plurality of patient medical de-
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vices, and to provide a list of update packages including the new update package to
the configuration device based on the inquiry and the dependency data of the up-
date packages.

[0008] In accordance with an embodiment of the invention, the configuration
device is associated with a health care provider and the piurality of patient medicai
devices are associated with medical patients.

[0009] In accordance with another embodiment of the invention, the list of
update packages indicates available update packages for the first patient medical
device and required update packages for a second patient medical device, wherein
update files of the required update packages are required to be installed on the se-
cond patient medical device so that the configuration device can configure the first
patient medical device with at [east one update file of the available update packag-
es.

[0010] In accordance with another embodiment of the invention, the system
further comprises a rules engine that determines the required update packages for
the second patient medical device based on the available update packages for the
first patient medical device in the inquiry and the dependency data of the available
update packages.

[0011] In accordance with another embodiment of the invention, the list of
update packages indicates available update packages for an application of the first
patient medical device and required update packages for the second patient medical
device, wherein update files of the required update packages are required to be in-
stalled on the second patient medical device, so that the configuration device can
configure the application for the first patient medical device with an update' file of the
available update packages. _
[0012] In accordance with another embodiment of the invention, the first pa-
tient medical device has geographical region data associated with the patient medi-
cal device, such that an inquiry from the configuration device on behalf of the first
patient medical device includes the geographical region data of the patient medical
device, and wherein the dependency data of the plurality of update packages in-
cludes geographic location dependency data indicating geographic locations that
the update package can be installed in, wherein the list of update packages provid-
ed to the configuration device indicates available update packages for the patient

medical device and the available update packages are based on the geographic
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location data of patient medical device indicated in the inquiry and the geographic
location dependency data of the available update packages.

[0013] In accordance with ancther embodiment of the invention, the portal is
configured to receive an instruction to enable a previously stored update package
for patient medical devices associated to a particular geographic location and to
modify geographic location dependency data of the previously stored update pack-
age based on the received instruction.

[0014] In accordance with another embodiment of the invention, the portal is
configured io receive the update file and the package data and to generate a corre-
sponding update package for storage in the database.

[0015] In accordance with another embodiment of the invention, the portal
allows the update package provider to upload the update file from a device associ-
ated with the update package provider and to enter the package data via a user in-
terface.

[0016] In view of the foregoing disclosure, a distribution system for distributing a plu-
rality of update packages to-a configuration device has been disclosed. The config-
uration device is configured to update a plurality of patient medical devices. The
distribution system includes a portal that is configured to allow an update package
provider to provide a new update package. The new update package includes an
update file for a device to be updated and package data corresponding to the up-
date file. The package data includes dependency data indicating a condition that
must be satisfied by the configuration device so that the update file of the new up-
date package can be installed on the device to be updated. The distribution system
further comprises a database that is configured to store package data of the plurality
of update packages and locations of update files of the plurality of update packages
including the package data of the new update package and a location of the update
file of the new update package. The distribution system further includes a distribu-
tion module that is configured to receive an inquiry from the configuration device on
behalf of a patient medical device of the plurality of patient medical devices, and to
provide a list of update packages including the new update package to the configu-
ration device based on the inquiry and the dependency data of the update packag-

€s.
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{0017] In another aspect of the disclosure, the ceonfiguration device is associated
with a health care provider and the plurality of patient medical devices is consumer
electronics used by medical patients.

[0018] In another aspect of the disclosure, the list of update packages indicates
available update packages for the patient medical device and required update pack-
ages for the configuration device. The update files of the required update packages
are required to be installed on the configuration device so that the configuration de-
vice can configure the patient medical device with at least one update file of the
available update packages.

[0019] In another aspect of the disclosure, the system further comprises a rules en-
gine that determines the required update packages based on the available update
packages for the patient medical device in the inquiry and the dependency data of
the available update packages.

[0020] In another aspect of the disclosure, the list of update packages indicates
available update packages for an application of the patient medical device and re-
quired update packages for the configuration device, wherein update files of the re-
quired update packages are required to be installed on the configuration device so
that the configuration device can configure the application for the patient medical
device with at least one update file of the available update packages.

[0021] In another aspect of the disclosure, the patient medical device has geograph-
ical region data associated with the patient medical device, such that an inquiry from
the configuration device on behalf of the patient medical device includes the geo-
graphical region data of the patient medical device.

[0022] In another aspect of the disclosure, the dependency data of the plurality of
update packages includes geographic location dependency data indicating geo-
graphic locations that the update package can be installed in, wherein the list of up-
date packages provided to the configuration device indicates available update pack-
ages for the patient medical device and the available update packages are based on
the geographic location data of patient medical device indicated in the inquiry and
the geographic location dependency data of the available update packages.

[0023] In another aspect of the disclosure, the portal is configured to receive an in-
struction to enable a previously stored update package for patient medical devices
in a particular geographic location and to modify geographic location dependency

data of the previously stored update package based on the received instruction.
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[0024] In another aspect of the disclosure, the portal is configured to receive the up-
date file and the package data and to generate a corresponding update package for
storage in the database.

[0025] In another aspect of the disclosure, the update package data indicates
whether the update file is intended for a patient medical device or an application.
[0026] In another aspect of the disclosure, the portal allows the update package pro-
vider to upload the update file from a device associated with the update package
provider and to enter the package data via a user interface.

[0027] In another aspect of the disclosure, a distribution system for distributing a
plurality of update packages to a configuration device is disclosed. The configura-
tion device is configured to update a plurality of patient medical devices. The sys-
tem comprises a portal that is configured to allow an update package provider to
provide a new update package. The new update package includes an update file
for a patient medical device to be updated and package data corresponding to the
update file. The package data includes dependency data indicating a condition that
must be satisfied by a different patient medical device so that the update file of the
new update package can be installed on the patient medical device to be updated.
The system further comprises a database that is configured to store package data of
the plurality of update packages and locations of update files of the plurality of up-
date packages including the package data of the new update package and a loca-
tion of the update file of the new update package. The system also includes a dis-
tribution module that is configured to receive an inquiry from the configuration de-
vice on behalf of a first patient medical device of the plurality of patient medical de-
vices, and to provide a list of update packages including the new update package to
the configuration device based on the inquiry and the dependency data of the up-
date packages.

[0028] In another aspect of the disclosure, the configuration device is associated
with a health care provider and the plurality of patient medical devices is associated
with medical patients.

[0029] In ancther aspect of the disclosure, the list of update packages indicates
available update packages for the first patient medical device and required update
packages for a second patient medical device. The update files of the required up-

date packages are required to be installed on the second patient medical device so
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that the configuration device can configure the first patient medical device with at
least one update file of the available update packages.

[0030] In another aspect of the disclosure, the system further comprises a rules en-
gine that determines the required update packages for the second patient medical
device based on the available update packages for the first patient medical device in
the inquiry and the dependency data of the available update packages.

[0031] In anocther aspect of the disclosure, the list of update packages indicates
available update packages for an application of the first patient medical device and
required update packages for the second patient medical device. The update files
of the required update packages are required to be installed on the second patient
medical device, so that the configuration device can configure the application for the
first patient medical device with an update file of the available update packages.
[0032] In another aspect of the disclosure, the first patient medical device has geo-
graphical region data associated with the patient medical device, such that an in-
quiry from the configuration device on behalf of the first patient medical device in-
cludes the geographical region data of the patient medical device. The dependency
data of the plurality of update packages includes geographic location dependency
data indicating geographic locations that the update package can be installed in.
The list of update packages provided to the configuration device indicates available
update packages for the patient medical device and the available update packages
are based on the geographic location data of patient medical device indicated in the
inquiry and the geographic location dependency data of the available update pack-
ages.

[0033] In ancther aspect of the disclosure, the portal is configured to receive an in-
struction to enable a previously stored update package for patient medical devices
associated to a particular geographic location and to modify geographic location
dependency data of the previously stored update package based on the received
instruction.

[0034] In another aspect of the disclosure, the portal is configured to receive the up-
date file and the package data and to generate a corresponding update package for
storage in the database.

[0035] In another aspect of the disclosure, the portal allows the update package pro-
vider to upload the update file from a device associated with the update package

provider and to enter the package data via a user interface.
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[0036] Further areas of applicability of the present disclosure will become apparent
from the detailed description provided hereinafter. It should be understood that the
detailed description and specific examples are intended for purposes of illustration

only and are not intended 1o limit the scope of the disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS
[0037] FIG. 1 is a drawing illustrating an exemplary distribution system and devices
connecting thereto;
[0038] FIG. 2 is a block diagram illustrating exemplary components of a distribution
server,
[0039] FIG. 3 is a data model illustrating an exemplary structure of a distribution da-
tabase;
[0040] FIG. 4 is a data model illustrating an exemplary structure of an audit log da-
tabase; and
[0041] FIG. 5 is a flow chatt illustrating an exemplary method for uploading an up-
date package.
[0042] The drawings described herein are for illustrative purposes only of selected
embodiments and not all possible implementations, and are not intended to limit the
scope of the present disclosure. Corresponding reference numerals indicate corre-

sponding parts throughout the several views of the drawings.

DETAILED DESCRIPTION
[0043] A distribution system for use in updating medical devices is herein disclosed.
The distribution system allows a configuration device of a healthcare provider to up-
date a medical device of a patient. The distribution system is configured to aliow
providers to upload update files and data relating to the update files to the system,
and provides access to configuration devices that update the medical devices of
patients with one or more of the uploaded update files. As used herein, an update
file can refer to any file that contains an update for a device or an application of the
device. For example, an update file can be a language update that updates a lan-
guage file of the medical device, a software update that updates an application run-
ning on the medical device, a firmware update that updates the medical device, or a

database update that updates the database of a medical device. The distribution
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system will receive dependencies relating to the update file and can further deter-
mine additional dependencies based on the dependencies relating to the update file.
Dependencies can indicate a set of conditions that are required in order to success-
fully install the update file. For example only, with respect to a firmware update for a
blood glucose meter, the update provider may indicate that the most recent software
update for the configuration device used to install the update is necessary. Thus,
before the configuration device can update the firmware of the blood glucose meter,
the configuration device will have to be updated with the most recent software up-
date. It is noted, that the medical device may also be configured to configure itself.
Thus, the medical device may be able fo connect to the distribution system and to
obtain an update file, which is installed by the medical device itself.

[0044] FIG. 1 illustrates an exemplary distribution system 100. The distribution sys-
tem 100 includes a distribution server 102, a configuration device 110, a plurality of
medical devices 114-118 and an update source 120. The distribution server 102
communicates with a configuration device 110 over a communications network 122.
The configuration device 110 may include a configurator 112 that is configured to
update a plurality of medical devices 114, 116, and 118 with device and application
update files that are uploaded to the distribution server 102 via a portal 106. The
configurator 112 may be comprised of computer executable instructions that are
executed by a processor of the configuration device 110. In some embodiments, the
medical device 114 is configured to obtain the update files from the distribution
server 102 and configure itself. Thus, a configurator 112 may be executed by the
medical device 114 as well.

[0045] A medical device 114 will connect to the configuration device 110. For ex-
ample, the medical device 114 may connect to the configuration device 110 via a
USB interface. Once connected to the configuration device 110, the medical device
114 will provide information relating to the device 114 to the configuration device
110. For example, the medical device 114 may store data indicating a current ver-
sion of the device firmware and software, a geographic location of the medical de-
vice 114, and information relating to applications executed by the medical device
114. The configuration device 110 will use the information of the medical device
114 to generate an inquiry to the distribution server 102 requesting available up-
dates for the medical device 114 or applications running thereon. The distribution

server 102 searches a distribution database 104 using information contained in the
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inquiry to determine a list of available updates for the medical device 114 and/or
available updates for the applications running on the medical device 114. The up-
dates may also include updates to specific files, such as language files, or updates
to a database on the medical device 114.

[0046] The distribution server 102 will provide the list of available updates to the
configuration device 110. The distribution server 102 will also provide a list of de-
pendant updates to the configuration device 110. The list of dependant updates
includes updates that are to be performed in order to install an update in the list of
available updates. The dependant updates may be updates for the medical device
114, another medical device 116 or the configuration device 110. For example, if a
firmware update is available for the medical device 114, but the configuration device
110 must be updated with a more recent firmware version, the more recent firmware
version for the configuration device 110 would be a dependant update. The configu-
ration device 110 will download one or more of the available updates and dependant
updates and will install the updates on the medical device 114, another medical de-
vice 116, an application executed by the medical device 114 and/or the configura-
tion device 110.

[0047] The distribution server 102 stores update packages in a distribution database
104. An update package 108 is provided to the distribution server 102 via the por-
tal. The update package 108 includes an update file and update package data. An
update file can be any type of update including software updates, firmware updates,
middleware updates, application updates, language file updates, database updates,
or the like. The update package data includes an update identifier that uniquely
identifies the update file, an atiribute type that indicates an attribute of the update
file, a package type that indicates the type of update, and dependency data that in-
dicates condition that must be satisfied by the configuration device 110 or by.anoth—
er medical device 116 so that the update file can be installed on the medical device
114 to be updated. For instance, the dependency data may require the configura-
tion device 110 to be running a most recent version of its respective operating sys-
tem or may require that a secondary device be updated with a new language file so
that the device to be updated can be updated with an update file. The update files
are uploaded to the distribution server 102 from an update package source 120 via
a portal 106. The update package data can be inputted manually by the update

package source using the portal 106.
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[0048] FIG. 2 illustrates exemplary components of the distribution server 102. The
distribution server includes the portal 106, the user interface 202, the distribution
database 104, a rules engine 204, and a distribution module 206. The user inter-
face 202 provides an interface for update providers to interact with the portal 106.
The user interface 202 will display one or more screens which allow the update pro-
vider to provide an update package. The user interface 202 can also display
screens that provide statistical information to a user regarding various update pack-
ages and the usage thereof.

[0049] The portal 106 receives from an update provider an update package in the
form of an update file and update package data and generates an entry for storage
in the distribution database 104 using the update package data. The update pack-
age data can contain dependency data corresponding to the update file. The de-
pendency data is also stored in the update package entry, and is used by the rules
engine 204 when generating a list of available updates to a configuration device
110. The portal 106 is further configured to store the update file in a file system that
is associated with the distribution database 104, the location of which can be stored
in the distribution database 104 as part of the update package entry.

[0050] The portal 106 is further configured to allow update providers to remove up-
date packages from the system, thereby removing the update packages from publi-
cation. It is commenplace for a new update to have errors which make further dis-
tribution of the update problematic. Thus, the portal 106 is configured to allow the
update provider to pull back an update by removing the update package from the
distribution database 104. When an update provider deletes an update package,
the portal 106 will purge the update package from the distribution database 104.
[0051] The portal 106 may be further configured to allow update providers to enable
and disable update packages. In some instances, an update may be compatible
with one set of devices or applications but not compatible with another set of devic-
es or applications. For instance, an update for the firmware of a medical device 114
may be suitable for devices in Europe and North America, but not ready for devices
in Japan, Australia, China, or Korea. Thus, the update provider can provide instruc-
tion to the portal 106 to enable the update package for Europe and North America.
Similarly, the update provider can provide instruction to the portal 106 to disable the

update package for Japan, Australia, China, and Korea.
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[0052] The portal 106 is further configured to allow an update provider to view user
and product statistics. As will be discussed, the configuration device 110 provides
audit logs to the distribution server that provides information on the medical devices
and applications. This information can be aggregated and made available to the
update providers, via the user interface 202.

[0053] The distribution database 104 stores the update package data including the
dependency data of the update file of an update package. Further, for each update
package, the distribution database 104 stores a location of the update file, e.g. a
URL including a file path. The distribution database 104 stores the dependency da-
ta of an update file, such that when a request for a particular update file is received,
the dependency data is also returned. _

[0054] It is appreciated that dependencies can be defined for every update package.
As will be discussed, the dependencies are rules that are used by both the distribu-
tion module 206 and the rules engine 204 {o determine if a device or application can
be updated, and what requirements must be satisfied for the update to be performed
by the configuration device 110. As mentioned, the distribution database 104 stores
the dependencies in relation to corresponding update packages, including device
updates and application updates. FIG. 3 illustrates an exemplary data model 300
that shows the structure of a package update entry that can be stored in the distribu-
tion database 104. The data model includes an application update attribute element
310 and a device update attribute element 312, The application update attribute
element 312 includes foreign keys relating the application update attribute element
312 to an application update element 322 and an attribute type element 334. Simi-
larly, a device update atfribute element 312 has foreign keys relating the update at-
tribute element 312 to a device update element 324 and the attribute type element
334. The attribute type element 334 stores an attribute type and includes a foreign
key that relates the attribute type element 334 to a package type element 330. Ex-
amples 336 of attribute types include a version, a document type or a video codec.
[0055] The data mode! 300 further includes an application dependency element 314
and a device dependency element 316. The application dependency element 314
has a primary key indicating a dependency identifier for the application, and foreign
keys that relate an application dependency element 314 to the application update
element 322 and a dependency type element 318. Similarly, the device dependen-

cy element 316 includes a primary key indicating a dependency identifier, as well as
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foreign keys that relate a device dependency element 316 to a device update ele-
ment 324 and a dependency type element 318. Both the application dependency
element 314 and the device dependency element 316 can include a key that refer-
ences a region element 338 or another update id.

[0056] The dependency type element 318 defines a type of dependency. Examples
320 of dependency types include a device-to-device dependency, meaning that an
update or action must be performed on a device in order for the update to be per-
formed on a device that is to be updated. It is noted that a device-to-device update
can be between a medical device 114 and a configuration device 110, or between a
first medical device 114 and one or more other devices 116 and 118. Another ex-
ample 320 of a dependency type is an application-to-application, meaning that an
update or action must be performed on a first application in order for a recjuested
update to be performed on a second application. The dependency types can also
include device-to-application, language-to-region, regional dependencies, and other
update dependencies.

[0057] As mentioned the application update atiribute element 310 and the applica-
tion dependency element 314 both relate to the application update element 322.
Similarly, the device update attribute element 312 and the device dependency ele-
ment 316 both point to the device update element 324. The application update ele-
ment 322 includes a primary key of an application update identifier and foreign keys
that relate an application update element 322 to an application element 326 and to a
package type element 330. The application update element 322 can also store a
location of an application update file corresponding to the update package, e.g. the
URL of the application update file. The device update element 324 includes a pri-
mary key indicating a device update identifier and foreign keys that relate a device
update element 324 to a device element 328 and the package type element 330.
The device update element 324 can also store a location of a device update file cor-
responding to the update package.

[0058] As menticned, application update elements 322 relate to an application ele-
ment 326 and device update elements 324 relate to a device element 328. The ap-
plication element 326 includes a primary key indicating an application identifier. The
application element 326 can further store the product family members of the applica-

tion, including the products that the application can execute on. The device element
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328 includes a primary key that indicates a device identifier and can further store a
model and model number of the device.

[0059] The package type element 330 is referenced by the application update ele-
ment 322, the device update element 324 and the attribute type element 334. The
package type element 330 includes a package type as a primary key. Examples
332 of package types include a software update, a firmware update, a language up-
date, a document update, and a database update. The region element 338 may be
referenced by a dependency element 314 or 316. The region element can include a
list of regions that an update is intended for. The regions can be countries, conti-
nents, geographical regions, or another geographical division.

[0060] The foregoing organization of a distribution database 104 allows the distribu-
tion module 206 to provide a device identifier to the distribution database 104 fo de-
termine a list of available updates. The distribution database 104 will return device
update identifiers of device update elements 324 that relate to device element 328
having the device identifier as a primary key. Further, each device update element
324 can have dependency elements 314 or 316 relating thereto. Thus, by providing
the device identifier to the distribution database 104, the distribution database can
return a list of available updates, and the dependencies for the available updates.
[0061] It is appreciated that the foregoing is an exemplary structure of the distribu-
tion database 104. lt is appreciated that variations of the foregoing are contemplat-
ed and within the scope of this disclosure. |

[0062] Referring back to FIG. 2, the distribution module 206 is an interface between
the configuration device 110 and the distribution server 102. The distribution mod-
ule 206 receives device inquiries from the configuration device 110 on behalf of the
medical device 114. A device inquiry can include a firmware version number, a
model of the device, a type of device, e.g., a blood glucose meter or a blood pres-
sure meter, a serial number of the device, and/or a region of the device. The distri-
bution module 206 also receives application inquiries from the configuration device
110 on behalf of applications. An application inquiry can include an application ver-
sion number of the application, a product family of the application, and/or an appli-
cation identifier that is unique at least to the product family of the application that
needs to be updated. The distribution module 206 will receive one or more inguires
and will return a list of update packages that contain information regarding the latest

versions of device and application updates, including the dependencies of the up-
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date packages. The distribution module 206 will also return the locations of the up-
date files of the latest versions of the update packages, such that the configuration
device 110 can download the update file from the location.

[0063] The distribution module 206 may be further configured to receive audit logs of
a device or application from the configuration device 110. An audit log contains rec-
ords and histories relating to updates performed on a device or application. The
information received in the audit logs is stored in the audit log database 210. The
audit logs ¢an be used by the portal to display information to a user regarding spe-
cific devices, update packages, and versions.

[0064] FIG. 4 is a data model illustrating an exemplary structure of the audit log da- |
tabase 210. Each time an audit log is received from a configuration device 110, the
distribution module 206 creates an upgrade complete log entry 410. The primary
key of the upgrade complete log entry 410 is an entry ID, which is a unique key ref-
erencing a previously performed update operation. An upgrade complete log entry
410 can contain user specific information, device specific information, such as the
current and previous versions of the update package, and a time stamp. The up-
grade complete log entry 410 may further include foreign keys that relate to a result,
a region, an application ID, and a device ID. As can be appreciated, each foreign
key corresponds to an entry where the foreign key is the primary key. Thus, relating
to the upgrade complete log entry 410, there is a result type entry 412, a region en-
try 414, an application entry 416, and a device entry 418. The results entry 412
stores a result type 420. The result types may include, for example, “pass,” “fail,” or
“error.” The regions entry 414 stores a region, such as a country, continent, or geo-
graphical region. The application entries have a primary key of an application 1D
key and may contain the product family of the application. The device entry 418
contains a device |ID key. Thus, if a query to the audit log database 210 uses an
entry ID, the results would include information contained in the upgrade complete
log entry corresponding to the entry ID, as well as the elements for the region entry
414, results 412, application 416 and device entry 418. [t is noted that additional
elements may be incorporated into the audit log database 210, and that variations of
the audit log database 210.

[0065] Referring back to FIG. 2, the distribution server 102 may further include a
rules engine 204. As discussed, the distribution module 2068 will provide a list of

available updates to the configuration device 110 and a corresponding list of re-
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quired updates based on the dependency data. The rules engine 204 queries the
distribution database 104 with the device or application information to determine a
list of available update packages for the medical device 114 of an application. Fur-
ther, the rules engine 204 generates the list of required updates based on the list of
available updates, the dependency data of the available updates, and a device
and/or application information. Although displayed as being a component of the
distribution server, it is appreciated that the rules engine 204 may be implemented
on the configuration device 110. It is also appreciated that in some embodiments
the rules module 206 are implemented on both the distribution server 102 and the
configuration device 110, such that the distribution server 102 enforces a subset of
rules. In these embodiments, the distribution module 206 on the distribution server
102 enforces a subset of the rules or alt of the rules, and the rules engine 204 on
the configuration device 110 would provide rules for administering off-line updates.
[0066] To determine the list of available updates, the rules engine 204 can query
the distribution database 104 with information received in an inquiry by the distribu-
tion module 206. For instance, the distribution module 206 may receive a device
inquiry from the configuration device 110 on behalf of a medical device 114. The
device inquiry may indicate a device ID, the current firmware version of the medical
device 114, and the region of the device 114. The rules engine 204 can query the
distribution device 114 with the type of the device 114 and the region of the device
114. The rules engine 204 will compare the information of the device 114 with the
update package entries corresponding to the device ID to determine which, if any,
components or files of the device 114 are not current. For instance, if a language file
or firmware file of the device 114 are not the most recent versions thereof, the rules
engine 204 will determine that the language file or firmware file should be listed as
available updates. The rules engine 204 can communicate the available update
packages to the distribution module 206, which in turn communicates the list of
available update packages to the configuration device 110.

[0067] Further, for each available update package, the rules engine 204 analyzes
the dependency data of the update package to determine any required updates for
the available update package. For example, the medical device 114 may be execut-
ing firmware version 3.0 while firmware version 4.0 is the most recent update. In
order to install firmware version 4.0, the configuration device 110 must have operat-

ing system 2.0, while the configuration device is only running operating system 1.0.
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In this example, the dependency data of the update package of firmware version 4.0

would be that the configuration device 110 requires version 2.0 in order to perform
the update of firmware version 4.0. It is appreciated that the dependency data of an
update package can define requirements for the configuration device 110, the medi-
cal device 114, and/or other devices 116 and 118. Thus, for each available update
package, the rules engine 204 will determine the required update packages for the
available update packages, and will provide the required updates to the distribution
module 206. For each available update package in the list of available updates, the
distribution module 206 will provide the required updates received from the rules
engine 204 to the configuration device 110.

[0068] It is noted that variations of the distribution module 206 are contemplated.
For instance, the distribution module 206 may keep track of a medical device 114
and a corresponding configuration device 110. As new updates become available
for the medical device 114, the distribution module 206 can push any new update
packages to the configuration device 110, such that when the medical device 114
synchronizes with the configuration device 110, the configuration device 110 is
aware of the available updates for the configuration device 110.

[0069] As previously discussed, the portal 106 allows update providers to upload
update packages to the distribution server 102. The portal 106 receives instructions
from a source 120 of the update provider via the user interface 202. Thus, the por-
tal 106 wilt display different screens to the update provider via the user interface
202. FIG. 5 illustrates an exemplary method that can be executed by the portal 106
to add an update package. The update provider will initially select an Add/Delete
function from a home page, which results in an Add/Delete Instruction being sent to
the portal, as shown at step 512. Upon receiving such instruction, the portal 106 wilt
display an Add/Delete Packages page to the update provider via the user interface
202, as shown at step 514. The Add/Delete Packages page can include a se-
lectable option to add a package. If the update provider selects the option to add a
package, the portal 106 will receive an add update file instruction, as shown at step
516.

[0070] Upon receiving the add update file instruction, the portal 106 will prompt the
update provider to provide the update file via the user interface 202. The update
provider can then upload the update file to the portal, as shown at step 518. For

instance the update provider may provide a file path of the update file on the com-
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puter of the update provider or a file server associated with the update provider.
Upon receiving the Update file the portal 106 will prompt the update provider to enter
the update package data. The update provider enters the update package data, as
shown at step 520. The update package data may include a package type, a ver-
sion number associated with the package, a material number of the package, a
product name associated with the package and a file type associated with the pack-
age. The user may further enter languages contained in the package, a country or
region that the update package is intended for or any other pertinent data. It is ap-
preciated that the user interface 202 will display a screen or screens with suitable
fields, whereby the user is allowed to enter the package data in the fields.

[0071] Further, the user will provide the dependency data of the update package to
the portal 106, as shown at step 522. The dependency data can be entered in the
form of rules indicating conditions that need to be met in order to install the update
file. The dependencies can be defined for relationships between the medical device
114 and the configuration device 110, the medical device 114 and another medical
device 116, an application of the medical device 114 and the medical device 114, an
application of the medical device 114 and the configuration device 110, or other
suitable combinations. It is noted that for a particular update package there may be
different dependency groups. For instance, the update package may require that
the operating system of the configuration device 110 be a particular version number
or higher, e.g., 2.0 or higher. Further, another dependency could be that the firm-
ware of the medical device 114 must be version 3.0 or higher. In this example there
may be versions 2.0 and 3.0 of the configuration device 110 operation system and
there may be versions 3.0, 4.0 and 5.0 of the medical device firmware. The portal
106 defines the dependencies by OR’ing dependencies in a similar group and by
AND’ing together the rules of different groups. Thus in the example provided, the
dependency data for the update package would be ((configuration device software
version 2.0 OR configuration device operation system version 3.0) AND (medical
device firmware version 3.0 OR medical device firmware version 4.0 OR medical
device firmware versicn 5.0)).

[0072] Once the update package data including the dependency data has been re-
ceived, the portal 106 stores the update file at a location on the distribution server or
a location associated with the distribution server and maintains a file path, as shown

at step 524. The portal 106 will then create an update package entry to store and
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distribute to database 104 based on the received update package data, the de-
pendency data and the location of the update file, as shown at step 526. To gener-
ate the update package entry, the portal 106 generates a unique update identifica-
tion number to associate with the update package, such that the distribution module
206 can reference the update package in future transactions. Once the update
package entry is generated and all the relevant fields are filled out, the distribution
database 104 is updated.

[0073] It is appreciated that the variations of method described above are contem-
plated and are within the scope of this disclosure. Further, some of the steps de-
scribed above may be broken up into multiple steps while some steps may' be com-
bined into a single step. Further, additional steps may be performed.

[0074] The portal 106 is further configured to enable an update package for one or
more regions. The portal 106 allows the update provider to select an update pack-
age to enable. The update provider selects one or more countries and/or regions
for which o enable the update package. Upon receiving the user’'s selection, the
portal 106 will update the update package entry in the distribution database 104 us-
ing the newly entered countries and/or regions. Further in some embodiments, the
portal 106 may prompt the user to enter an enable date for the country or region.
The enable date is a date on which the update package becomes available for
download. The portal 106 may confirm that the enabie date is equal or subsequent
to the current date. The portatl 106 can then update the distribution database with
the revised update package entry.

[0075] The update provider can also disable update packages similarly as described
above, the update provider will select an update package and will remove the coun-

tries and/or regions for which the update package is being made unavailable to.
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Claims

WHAT [S CLAIMED IS:

1. A distribution system for distributing a plurality of update packages (108) to a
configuration device (110}, the configuration device being configured to update a
plurality of patient medical devices (114 - 118), the system comprising:

a portal (106) that is configured to allow an update package provider to pro-
vide a new update package (108), wherein the new update package (108) includes
an update file for a patient medical device (114) of the plurality of patient medical
devices (114 — 118) to be updated and package data corresponding to the update
file, the package data including dependéncy data indicating a condition that must be
satisfied by the configuration device (110) so that the update file of the new update
package (108) can be installed on the patient medical device (114) to be updated;

a database (104) that is configured to store package data of the plurality of
update packages (108) and locations of update files of the plurality of update pack- |
ages (108) including the package data of the new update package (108) and a loca-
tion of the update file of the new update package (108);

a distribution module (208) that is configured to receive an inquiry from the
configuration device (110) on behalf of the patient medical device (114) to be
updated, and to provide a list of update packages (108) including the new update
package {108) to the configuraticn device (110} based on the inquiry and the de-
.pendency data of the update packages (108).

2. The system of claim 1 wherein the configuration device (110) is associated
with a health care provider and the plurality of patient medical devices (114 - 118}

are consumer electronics used by medical patients.

3. The system of claim 1 wherein the list of update packages (108} indicates

available update packages (108) for the patient medical device (114) to be updated
and required update packages (108) for the configuration device (110), wherein up-
date files of the required update packages (108) are required to be installed on the

configuration device (110) so that the configuration device (110) can configure the
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patient medical device (114) to be updated with at least one update file of the avail-

able update packages (108).

4. The system of claim 3 further comprising a rules engine (204) that determines
the required update packages (108) based on the available update packages (108)
for the patient medical device (114) to be updated in the inquiry and the dependency
data of the available update packages (108).

5. The system of claim 1 wherein the list of update packages (108) indicates
available update packages (108) for an application of the patient medical device
{114) to be updated and required update packages (108) for the configuration de-
vice (110), wherein update files of the required update packages (108} are required
to be installed on the configuration device (110) so that the configuration device
(110) can configure the application for the patient medical device (114) to be updat-

ed with at least one update file of the available update packages (108).

6. The system of claim 1 wherein the patient medical device (114) to be updated
has geographical region data associated with the patient medical device (114) to be
updated, such that an inquiry from the configuration device (110) on behalf of the
patient medical device (114) includes the geogréphical region data of the patient

medical device (114) to be updated.

7. The system of claim 6 wherein the dependency data of the plurality of update
packages (108) includes geographic location dependency data indicating geograph-
ic locations that the update package (108) can be installed in, wherein the list of up-
date packages (108) provided to the configuration device (110) indicates available
update packages (108) for the patient medical device (114) to be updated and the
available update packages (108) are based on the geographic location data of pa-
tient medical device (114) to be updated indicated in the inquiry and the geographic

location dependency data of the available update packages (108).

8. The system of claim 7 wherein the portal (106) is configured to receive an
instruction to enable a previously stored update package (108) for patient medical

devices (114 - 118) to be updated in a particular geographic location and to modify
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geographic location dependency data of the previously stored update package (108)

based on the received instruction.

9. The system of claim 1 wherein the portal (106) is configured to receive the
update file and the package data and to generate a corresponding update package
(108) for storage in the database (104).

10.  The system of claim 9 wherein the update package data indicates whether
the update file is intended for the patient medical device {114) to be updated or an

application.

11.  The system of claim 9 wherein the portai (106) allows the update package
provider to upload the update file from a device associated with the update package

provider and to enter the package data via a user interface (202).
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