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810 Acquire, on the basis of instrumentation
configured on a sensitive calling point of application
software in advance, information of data flow which
flows through the sensitive calling point during a
running process of the application software

820 Determine, according to the information of data
flow, whether the sensitive calling point is polluted by
tainted data

S30 Backtrack to search for an external input point
corresponding to the sensitive calling point according
to a variable parameter of the sensitive calling point

840 Determine the external input point as a security
hole of the application software

AA If the sensitive calling point is polluted

BB If the external input point corresponding to the
sensitive calling point is successfully found

(57) Abstract: Disclosed is a method for detecting a security hole of application software. The method comprises: acquiring, on the
basis of instrumentation configured on a sensitive calling point of application software in advance, information of data flow which
flows through the sensitive calling point during a running process of the application software; determining, according to the information
of data flow, whether the sensitive calling point is polluted by tainted data; if the sensitive calling point is polluted, backtracking to
search for an external input point corresponding to the sensitive calling point according to a variable parameter of the sensitive calling
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point; and if the external input point corresponding to the sensitive calling point is successtfully found, determining the external input
point as a security hole of the application software. Also disclosed are a system for detecting a security hole of application software,
a device, and a computer-readable storage medium. The present invention greatly improves the detection efficiency of a security hole
of application software.
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