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"CRYPTOGRAPHIC APPARATUS WI )
DOUBLE FEEDFORWARD HASH FUNCTION

Apparatus is provided for authenticating
information using a double feedforward hash function
to provide complementarity in the implementation of
an encryption algo;ithm.

A cryptographic processor
has a first input for rece

iving plaintext, a second

and an output for
outputting ciphertext generated by cryptogr

processing the pPlaintext and key.
element is responsive to the cipher

plaintext for outputting a first cj
derivative.

input for receiving a key

aphically
A first circujt
text and’
phertext

A second circuit element‘is responsive
to at least a portion of the first ciphertext

derivative and the key for outputting a second .

ciphertext derivative. The first and second circuit

elements can be XOR gates. .Alternatively, these
elements can be provided using lookup tables.
Subsequent cryptographic bProcessor. stages ‘can be
provided having a first input for receiving second

plaintext, a second input for receiving the second
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ciphertext derivative as a key, and an output for
outputting second ciphertext generated by
cryptographically processing the second plaintext
and the second ciphertext deri&ative. In an
illustrated embodiment, the cryptographic processor

is a DES processor.
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