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FAST FORMAT-PRESERVING ENCRYPTION FOR VARIABLE
LEENGTH DATA

BACKGROUND

[6061] Insome cases, applications need to perform specific types of encryption for specific
purpose. For example, for some applications in order to be comphiant with data standards or
regulations, an encrypted ciphertext must have the same size and format as the original
unencrypted plaintext. An encryption scheme where the encrypted output ciphertext is in the

same format as the imput plaintext can be referred to as format-preserving encryption.

{B002] Previous approaches to format-preserving encryption for plaintext inputs suffered from
many problems including, but not limited to: requiring large databases, being overly CPU-
intensive, not providing encugh cryptographic security, or having limits on the size of the input

text.

{0083] Embodiments of the nvention are directed to addressing the above problems, and other

problems, individually and collectively.
BRIEF SUMMARY

[6604] Embodiments provide apparatuses, methods, and systems pertaining to the
implementation of format-preserving encryption. Various embodiments of format-preserving
encrypiion (FPE) can satisfy additional critenia including: prefix preservation, consistency,
irreversibility, one-to-one correspondence between plaintext and ciphertext, pseudo-randomness
and checksum. Some embodiments can provide fast and secure FPE for plaintext of arbitrary
length by using a polygraphic substitution cipher to map a plaintext block of digits to a ciphertext

block of digits.

{B005]  In exemplary embodiments, an input string can be divided into blocks (potentially of
varving length). An arrangement of cryptographic pipelines can perform operations on different
blocks, each pipeline providing an sutput block. The cryptographic pipelines can interact such

that the cutput blocks are dependent on each other. Each pipelineg can substitute a block of N
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digits of plaintext with another block of N digits, which is part of the ciphertext. The cipher may
preserve certain prefixes of plaintext. The cipher can also use one or more cryptographic tweaks.
As a result, any change in the plaintext, including the prefix, can cause an apparently random and

unpredictable effect on the encrypted part of the ciphertext.

[6006]  To encrypt plaintext, a cipher can skip any portion of the plaintext to be preserved, then
beginning with the portion to be encrypted, break that portion of the plaintext into one or more
blocks (substrings) of specified sizes. For a block P with length N, a substitution operation can
be performed using a substitution table to provide an output block C. The substitution table
corresponding to length N can include any operation that receives an input block of length N and
provides an output block of length N. The cipher can find a row in the substation table that
matches P and return a block C, which can be stored at the matching row in the substitution
table. The cipher can also apply a mask function and/or a tweak function to C and/or P. Once all
blocks are run through the cipher, any preserved prefix and resultant enciphered blocks can be
combined to produce encrypted text (ciphertext). A simular process for decryption can be

performed.

[0007] Other embodiments are directed to systems and computer readable media associated

with methods described heremn.

[B008] A better understanding of the nature and advantages of embodiments of the present
mvention may be gained with reference to the following detailed description and the

accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
[8089] FIG. 1 1s diagram showing typical environment for encrypting and decrypting data
according to embodiments of the present invention.
{8010} FIG 2 1s diagram showing an example portion of a substitution table according to
embodiments of the present invention.
{8011} FIG 3 1s a diagram showing an implementation of cipher block chaining (CBC) using

a mask (CMC} encryption mode according to embodiments of the present invention.
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{0012] FIG 4 15 a diagram showing a process of encrypting and decrypting an input string
using a modified native CBC mode algorithm according to embodiments of the present

mnvention.

{8013} FIG. 51s diagram of an example of encryption of a mine-digit number according to

embodiments of the present mvention.

{6014} FIG. 6 1s diagram of an example of encryption of a fifteen-digit number according to

embodiments of the present mvention.

{6015} FIG. 7A and 7B are a flowchart of method for performing a format-preserving

cryptographic operation according to embodiments of the present invention.

[8016] FIG 8 1s a table for encoding characters to numeric values according to embodiments

of the present invention.

[6817] FIG. 9 shows a block diagram of an example computer system 10 usable with system

and methods according to embodiments of the present invention.
TERMS

{0018] A cipher may refer to a method for performing encryption or decryption. A cipher may
include series of defined steps that operate on input data and provide output data, e g,
transforming non-encrypted data (plaintext) to encrypted data (ciphertext), or vice versa. A
polvgraphic substitution cipher can perform a substitotion on multiple characters (also referred to
a block) of the mput data to provide multiple characters of output data. Format-preserving
encrypiion (FPE) refers to performing encryption so that the format of the result of the

encryption, the ciphertext, is in the same format as the input to the encryption, the plaintext.

{8019} A cryptographic checksum may refer to a mathematical value that is calculated on an
encrypted data value and used to test the value to verify that the data has not been maliciously or
accidentally changed. A cryptographic checksum can be created by performing a series of
mathematical operations that translates the data into a hash value, which can then be used as a
checksum. If the computed checksum for input data matches the stored value of a previously
computed checksum, there 15 a very high probability the data has not been accidentally or

maliciously altered or corrupted.

(V8]
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{0020] A block cipher may refer 1o a deterministic cryptographic algorithm that operates on
fixed-length groups of bits, called blocks, with a transformation that is specified by a symmetric
kev, which may correspond to a substitution table. A symmetric-key encryption algorithm is one
that uses the same cryptographic key(s) for both encryption of plaintext and decryption of
ciphertext, e g, the same substitution table(s). The keys may be 1dentical or there may be a

simple transformation between the two keys.

{6021] A substitution table may refer to a replacement structure for use with a cipher, wherein
the substitution table provides a replacement value for an input value. For example, a
substitution table may recetve a 6-digit number as an input and return another 6-digit number. A
substitution table may take an input value, look for the corresponding entry i the table, and
return the value contained at that entry. There may be various substitution tables that take
various size mputs and return various size outputs. A substitution table may be generated by a
function, and thus the use of a substitution table may be performed by generating a full table and
then accessing the table to determine an output block or by dynamically determining an output

for a particular input.

[0022] Cipher block chaining (CBC) may refer to a mode of operation for a block cipher, 1in
which a sequence of bits are encrypted as a single unit or block with a cipher key applied to the
entire block. The decryption of a block of ciphertext can depend on one or more preceding

ciphertext blocks.

[B023] A cryptographic tweak may refer to an additional 1nput to a block cipher, along with the
plaintext or ciphertext input. The tweak, along with the key, can select a permutation computed
by the cipher. Some examples of values used 10 a tweak include a bank identification number
(BIN) and an expiration date of a payment card. The use of a tweak can increase the complexity
and time required to break an encryption scheme. A bank identification number or BIN is a
numerical code assigned to each federally msured financial institution for the routing of
transactions and other purposes.

{6024] Data scrubbing, also called data cleansing, may refer a process of amending or
removing data in a database or other data storage mechanism that is incorrect, incomplete,

improperly formatted, or duplicated.
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DETAILED DESCRIPTION

[6025] Various embodiments provide systems, apparatuses, and methods for fast format-
preserving encryption. The fast format-preserving encryption techniques may be used ina
system to encrypt data on a sending device that is then sent to a receiving device, which can then
use a format-preserving encryption method to decrypt and use the data that was encrypted by the
sending device. Embodiments can operate on any size length of input data while still preserving
the format, e.g., by breaking up the input data into blocks {potentially of different sizes) and

performing block chaining operations such that each of the blocks are dependent on each other.

L INTRODUCTION
A. Fncryption/Decryption

{#026] Encryption is the process of converting ordinary information or plaintext into
unintelligible text or ciphertext. Decryption is the reverse process, converting ciphertext back to
plaintext. A cipher can consist of algorithms that implement the encryption and the reversing
decryption. The detailed operation of a cipher can be controlled both by the algorithm and in
each instance by one or more keys. Encryption can be needed in several modern contexts to
protect data transferred between two devices, for example, two devices involved in a financial

fransaction.

{8027} FIG 1 shows a typical environment for encrypting and decrypting information
according to embodiments of the present invention. FIG. 1 s a system diagram showing a
sending device 100 with an encryption engine 101 and a receiving device 120 with a decryption
engine 122 Sending device 100 can use encryption engine 101 to encrypt private mformation
102 using encryption parameters 103, thereby producing encrypted information 110, which can

be sent to receiving device 120.

{8028} Encryption engine 101 can recetve private information 102 and encryption parameters
103. Private information 102 can include data to be encrypted and decrypted. Using private
information 102 and encryption parameters 103, encrypiion engine 101 can produce encrypted
mformation 110, Encryption parameters 103 can include substitution tables and other

information necessary to perform the encryption of private information 102,
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{0029] Encrypted information 110 can be sent from sending device 100 to receiving device
120. When encrypted information 110 is received at receiving device 120, receiving device 120
may decrypt encrypted information 110. Receiving device 120 can receive and store decryption
parameters 121, Receiving device 120 can use decryption parameters 121 and decryption engine
122 to decrypt encrypted information 110 to produce private information 102, Decryption
parameters 121 can include substitution tables and other information necessary to perform the
decryption of encrypted information 110 to produce private information 102, Decryption engine

122 can thus reverse the process that encryption engine 101 performs.
5. Format Preserving Encrypfion

{8030} In cryptography, format-preserving encryption (FPE) refers to encrypting so that the
output {ciphertext} is in the same format as the input {plaintext). It may be desirable to have
ciphertext to have the same size and format as an original plaintext in various situations,
mcluding for use in payment systems. For example, sending device 100 can use such format-
preserving encryption in its encryption engine 101 to create encrypted information 110, such as
encrypted payment information. Sending device 100 can send that encrypted information 110 to
a device, such as receiving device 120, which can use its decryption engine 122 to decrypt the
payment information to further be able to carry out a transaction or perform other activities with
the plamtext private information. If FPE is used, encrypted information 110 would have the same

format as private information 102, e.g., a same number of characters.

[0031] Personally wdentifiable mformation (PH) may be considered to be any data that could
potentially identify a specific mdividual. Any information that can be used to distinguish one
person from another and that can be used for de-anonymizing anonymous data can be considered
PIL. The protection of P can be aided by the means of encryption, particularly format-
preserving encryption. For example, the Payment Card Industry (PCT) Data Security Standard
requires protecting primary account numbers (PANs), which can be a form of PII. However, in
using encryption to protect PANs, it 1s often desirable to mamtam the same format of a PAN

when the PAN 13 in both unencrypted plaintext and encrypted ciphertext forms.

[8032] The protection of PII data can be important m various domains in addition to payment

systems. There are various requirements i many domains to protect PI data and many
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techniques for providing this protection. Many of these techniques require encryption of PII data
by various means and sometimes it 1s required to treat encrypted PH data i such a way that the
format of the PH data is preserved. For example, in the case of the protection of account
numbers, it may be required to encrypt the account numbers in such a way that the format is
preserved. When all cryptographic operations are offloaded to a centralized service, FPE can be

performed as part of a tokenization process.

{6033] However, the current technology for format preserving encryption may suffer from
many potential problems. An enciphering scheme using FPE for plaintext may need to meet
several requirements. There can be several desired features of a format preserving encryption

scheme, and several example requirements are described below.

[0034] A feature of a desired format preserving encryption system is that it should be able to
encrypt a large number of digits, and not be limited to a small, fixed size of input characters to be
encrypted. It is desired to be able to encrypt as many digits in an input string of as digits as
desired. For example, a format preserving encryption system that only can encrypt 14 digits
would not be generally sufficient for encryption of payment account numbers that are often 16
digits in length. For example, it would not be sutticient for the protection of debit cards or

private label accounts and other accounts that are longer in length.

[0035] Another desired feature of a format preserving encryption system may be that even
small changes to the an input plaintext will produce changes n resultant ciphertext. For
example, a format preserving encryption system may take an 1nput string {(e.g., an input account
number) and encrypt it to produce a first ciphertext. Following that, if any digit in the original
mput account nurnber 1s modified, then the result of a subsequent encryvption of the modified
account number wdeally should change totally and unpredictably from the first ciphertext.
Accordingly, embodiments can employ elements of pseudo-randomness. The pseudo-
randomness could provide that any change n the plaintext should cause an apparently random
and unpredictable change o the encrypted part of the ciphertext, and similarly any change in the
ciphertext can have an unpredictable effect on the decrypted plaintext.

[8036] Another potential requirement of the format preserving encryption system could be that
the encryption should preserve a set number of digits. For example, the first six digits from the

original text can be preserved in the encrypted text, but any changes to those first six digits will

~1
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stili result in changes in the ciphertext. In this example, the first six digits would be sent
unencrypted as clear text. This could be useful for account numbers, where the first six digits
can often correspond to an account range or BIN. The format preserving encryption system can
preserve the first six digits, but everything else should ideally change when encrypted. Thus,
even if any digit among the first six digits 1s changed, the results should change completely. The
format preserving encryption system can allow for very secure encryption of unlimited blocks of

data while preserving the format of the data.

{8037] For instance, the format of the text could need to be preserved when encrypted. For
example, if the original plaintext has a requirement to contain only numeric digits and have a
fixed length, then the encrypted ciphertext has to have the same number of digits as the original

plaintext, and only contain numeric digits.

{8038} It may desirable that a format preserving encryption scheme have a checksum that is
calculated. Further, the checksum could be required to be the same value. For example, it may
be desirable to have the plaintext or ciphertext have a Luhn’s checksum of zero. The checksum
of the ciphertext could also depend on additional requirements, and thus its checksum may be

zero or 1t may be a non-zero value. Any suitable checksum algorithio can be used.

{6039] The encryption scheme should produce consistent values, in that for a fixed secret key,
the encryption scheme should produce the same ciphertext for the same original plaintext. Thus,
different plamtext values should have different corresponding ciphertext. Consequently, the
encryption scheme should have a one-to-one correspondence between plaintext and ciphertext.
{deally, the encryption scheme is wrreversible in that it should be impossible to obtain the original

plaintext from the ciphertext without a secret key.

[0040] Weak scrubbing methods for plaintexts may be vulnerable to a brute-force attack when
the number of characters to be encrypied is relatively small. For example, with PANs there are a
relatively small number of possible 16-digit PANs, making them potentially vulnerable to a brute
force attack. Suppose that a cipher does not use any secret key. If the cipher preserves the first
six digits and sets the last digit to meet checksum requirements, an attacker would only need to
guess nine digits of the account to get the oniginal PAN. To achieve thus, an attacker can
tokenize all billion possible PANs and then search the output for a match with the given token.

Om a fast computer, this process may take as hittle as a few mimutes,
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{0041} The use of a secret key does not always guarantee that a cipher is secure, though., For
example, a person reading the encrypted data may know that it has to contain a certain plaintext,
and may identify 1t. If the cipher is vulnerable to a known-plaintext attack, knowing both the

original plaintext and the ciphertext makes it possible to derive the secret key.

{6042] When changes in a plaintext have a predictable effect on the ciphertext, an attacker may
be able to get some information about the data. For example, suppose that a PAN is being
encrypted and that the enciphering scheme does not depend on the BIN. Then, if the attacker

sees two tokens whose only difference s in the BIN (along with the checksum digit), it suggests

that the corresponding PANs are only different in the BIN.

{8043} Previous approaches to tokenization can require large databases, can be CPU-intensive,
or can have limits on the size of the PAN. One solution 15 to store a random mapping of PANs to
tokens n a centralized database. However, storing all possible 16-digit PANs that pass MOD 10
{Luhn’s) check requires almost 10 PB of data storage. If the database stores only PANSs in use,
complex infrastructure is required to assure that the data is up to date and that all replicas of the
data are in sync. I the stored object is a mapping of all 6- or 7-digit numbers to tokens of the
same size, using it to tokenize real PANs, with nonstandard ones having as many as 28 digits,

can be a significant challenge.

{8044} Another approach is to run a local FPE process that depends on a small (256-bit}
encryption key. An example is a Cipher-based Message Authentication Code (CMAC)
algorithm running 1n Format-preserving Feistel-based Encryption Mode (FFX) mode. This
approach however requires multiple executions of a block cipher such as AES for each
encryption. Therefore, it 1s much more CPU-intensive than ordmary non-format-preserving

encryption.

[80458] To solve these problems, some embodiments can use multiple polvgraphic substitutions
that each substitutes a block (portion of the larger number) containing an N-digit number with
another N-digit number. Different cryptographic pipelines can perform a polygraphic
substitution for different input blocks, and the pipelines can be interrelated so as to have the
output blocks dependent on each of the mmput blocks. Embodiments can use one or more
substitution tables of various sizes, where the substitution tables contain mapping rules for al

possible 1nputs of a certain size. For example, to encrypt the number P, the process includes

9
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finding the row number in the substitution table and returning the number at that row. The

process can use the suitable tables which correspond the number of digits to encrypt.

{#046] Embodiments may also be used for data scrubbing, for example, in a test environment,
which might have to deal with account numbers or other similar, sensitive test data. For example,
a merchant may want to test an internal application and need account numbers, but does not want
real account numbers. Embodiment could be used to generate encrypted test values for this
purpose. Note that when used for copying data from production to non-production

environments, embodiments can be used for data scrubbing.

i1 USE OF SUBSTITUTION TABLES
A. Substitution Tables

{0047]  In cryptography, a substitution cipher 1s a method of encoding plaintext data by which
units of the plaintext are replaced with ciphertext, according to a fixed system. These umiis may
be single characters, pairs of characters, three characters, and so forth. A recipient of the
ciphertext can decipher the text by performing the inverse substitution. The substitution cipher
can employ one or more substitution tables to perform the replacing of characters. A substitution
table can take in an N-character input and return an M-character output. Often times N and M

are the same number.

[0048] Format-preserving encryption can be performed by a polygraphic substitution cipher
that substitutes one or more blocks containing an N-digit number with another N-digit number.
Methods for format-preserving encryption may use one or more substitution tables
corresponding to a size N, where a substitution table contains the mapping rules for all possible
10" inputs (or other base number, e.g., 16 for hexadecimal numbers). The substitution tables can
be computed and used by the system for performing the format preserving encryption. For
example, if replacing one character for one character, the cipher can use the table for N=1,
where there are mapping rules for mapping each digit 0-9 to another digit 0-9. Similarly, for
replacing blocks of digits of length 4, a substitution table for size N = 4 15 employed. This table
contains mapping rules for mapping each block of digits 0000-9999 to another block of digits

0000-99%9,

10
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{0049] FIG 215 an example of a six-digit substitotion. A substitution table of size 6 can
contain mappings such as shown m FIG. 2 to map all six-digit numbers to another six-digit
number. For example, FIG. 2 shows 012937 mapped to 083733, 106189 mapped to 974688, and
974606 mapped to 537986, FIG. 2 comprises a small example sample of the data stored in a six-

digit substitution table.

[0050] The generation of the substitution table can consist of multiple (10™) random
permutations in the list of all N-digit numbers. In the following examples, it is assumed that the
largest table has N = 6. For N = 6, the process starts with the list of all numbers from 000000 to
999999. Then, for each row in the list, the process generates a random number j between O and
999999 using a secure random number generator, and exchanges the row 1 with the row J.
Similarly, the process can be used to generate a 5-digit substitution table, a 4-digit table, etc. In
practice, 1t may be necessary to have several tables for different N starting with N=1. Thus, a
substitution table corresponding to size N contains 10" randomly generated values from 0 to 107

-1, where input value from 0 to 107 -1, gives an output value from 0 to 107 -1.

[6651] Alternatively, a substitution table can be derived from an encryption key by means of a
well-known block cipher, such as AES. In this case, instead of using a random number
generator, the process can exchange the values at rows 1 and j, where j 15 the result of the
encryption of i with AES, modulo 10 Using such an encryption key is an example of how some
embodiments can generate a plurality of entries of at least one of the one or more substitution
tables. Thus, the substitution table does not need to be stored and can be generated dynamically.
Moreover, the entire substitution table does not need to be generated, as some implementations
can calculate the result of the substitution from the mput value. Other examples of the dynamic
generation of the substitution table and the calculation of the substitution result mclude Prefix
Cipher, Cycle-Walking Cipher and Generalized Feistel Cipher (J. Black and P. Rogaway,
“Ciphers with Arbitrary Finite Domains,” Topics in Cryptology — CT-RSA 2002, Volume 2271
of the series Lecture Notes in Computer Science pp 114-130, 08 February 2002).

[6052] Method for performing format preserving encryption can possibly use multiple
substitution tables of different sizes. For example, it 1t 13 needed to encrypt only 14 digits, and
the block size 1s 6, then two block of size 6 can use the 6-digit substitution table and the

remaining two digits by using a smaller (N-2) substitution table. The use of a 2-digit substitution

i1
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table does not undermine the security of the entire scheme, even though the number of possible
encrypted values is small, as embodiments can have the end result dependent on all blocks.
Embodiments can have a maximum size substitution table defined, and the plaintext can be
broken down into chunks of the maximum size or smaller using the appropriate substitution table

or tables.

A. Cipher-Block-Chaining Mode Diagram

{B083] FIG 3 15 a diagram showing an implementation of cipher block chaining using a mask
(CMC) encryption mode. FIG. 3 shows the example of the plaintext consisting of four blocks. In
FIG. 3, there are several pipelines 350, 360, 370, and 380, which may run to perform the
encryption or decryption. Some parts of the pipelines can run in parallel, while other parts can

require imput from other pipelines.

{8054] FIG 3 shows encryption or decryption using substitution tables 301-310. The
substitution tables may be of various sizes corresponding to the length of the input to be
encrypted or decrypted. The substitution tables may be used by an encryption or decryption
engine, such as 101 or 122 as depicted in FIG. 1. The encryption or decryption engines also
have the ability to perform character-wise addition and subtraction operations. Combination
operations 320-331, depicted by a circled plus, can be used for various character-wise addition
and subtraction operations or other operations, which combine two values to obtain a new value.
Operations 320, 324, 327, and 331 can also be used to perform operations for masking.

Operations 321 and 330 can also be used to perform operations for applying a tweak.

[6058] Embodiments using cipher-block-chaining may receive: an input string to be encrypted,
a desired block size N, a number of prefix account digits to not encrypt, and a mask function.
This information can then be used to perform the encryption. The mask may also be computed
from one or more iput values. The block size N would be smaller than the length of the mput
string. The digits from the input string that are supposed to remain intact would stay
unencrypied as cleartext, and the rest (referred to as P) of the mput string would be encrypted as
ciphertext. P can be the entire string if there are no characters that are to be unencrypted

(cleartext).
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{0056] P can be divided into a plurality of blocks Py, Po... Py (m 15 4 in this example), so that a
block Py has up to N digits and all remaining blocks have exactly N digits. P; may be any block
of characters from the input string, not necessarily sequential characters to be encrypted from the
nput string.  As part of encrypting block (substring) P;, the block Py can be found inanentry in a
substitution table, such as one of 301-310, and return an output block C stored at the
corresponding entry in the substitution table. The substitution tables can all be of the same size,

different sizes, or some can be the same and others can be different size.

{8057} I N was 6 and if the number of characters to be encrypted s larger than six,
embodiments can split the input string P into several blocks Py, Py, ..., Py (m 15 4 1n this
example), so that a single block P; has up to six digits and all remaining blocks have exactly six
digits. In other embodiments, the block can be divided up 1n other ways, e.g., of more than two
different sizes. To assure pseudo-randomness of both encryption and decrvption, the
embodiments can have interaction between the pipelines, support blocks of varying length, and
use various character-wise operations. FIG. 3 1s now described in more detail. Various operations

in FIG. 3 are optional, e.g., mask operations and tweak operations.

[B038] In pipeline 350, input block Py 1s used to obtain output block PPP, from substitution
table 301, Output block PPP; 1s then fed into pipeline 360, Later in pipeline 350, a mask
operation 320 with value M 15 applied to PPP, to produce MP, which 1s used n a substitution
table 302. A tweak operation 321 15 applied to the resultant value to produce CCCyq. CCCyis
mnput to a substitution table 303 to produce CCy, on which a combination operation 322 (e.g,, a
character-wise operation, such as addition or subtraction) is performed with an mtermediate
value from pipeline 360 to produce output value Cs. Similar operations mn pipehines 360, 370, and

380 can be performed n a sumilar manner as o pipeline 350,

[B039]  In pipsline 360, combination operation 323 15 performed on input block P; and output
block PPP; from pipeline 350 to produce PP,. PPa1s used 1o substitution table 304 to produce
PPP,, which 1s fed 1nto pipeline 370. A mask operation 324 with value M {or other mask value}
is apphied to PPP; to produce CCC5. CCCs 15 fed back mto pipeline 350 for use in combimnation
operation 322, CCCs 1s used with substitution table 305 to produce CCs. A combination
operation 325 is performed with an imtermediate value from pipeling 370 and CCs, to produce

value (s,
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{0060]  In pipeline 370, a combination operation 326 is performed on input block P and value
PPP, from pipeline 360 to produce PP:. PPsis used with substitution table 306 to produce value
PPP;, which is fed into pipeline 380, A mask operation 327 with value M 15 apphed to PPP; to
produce CCC,. CCC, s fed into pipeline 360 and used with substitution table 307 to produce
CC,. A combination operation 328 is performed with an intermediate value from pipeline 380

and CC; to produce value C,.

{6061} In pipeline 380, a combination operation 329 1s performed on input block Py and PPPs
from pipeline 370 to produce PPy PP;is used with substitution table 308 to produce value PPP,.
A tweak operation 330 with value T is applied to PPPy, the result of which is used in substitution
table 309 to produce MC. A mask operation 331 with value M 1s applied to MC to produce
CCCy. CCCy 15 used with substitution table 310 to produce CCy, which corresponds to value Cy.
The resultant encrypted value for the input string 18 determined from Cy, G5, Gy, and Cy. The
input string P may be for example a PAN, and the result of the encryption process thus may be

an encrypted PAN. Decryption can be performed by performing the operations n reverse.
C. FEncryption and Decrvption Pseudo Code

[8062] FIG. 4 shows pseudo code for performing the encryption and decrypiion processes
described herein. The figure uses the operands Hi and [, which correspond to combination
operations like operations 320-331 in FIG. 3. Function E; denotes the use of a substitution table
for encrypting a plaintext block Py Function B denotes the use of a substitution table for
decrypting the ciphertext block €. Thus, D, 15 a reverse of Ey—i1. Although one can use the
same substitution table for By, Es, ..., Ey {and the corresponding Dy, Do, ., Dy}, it is
possible to use different substitution tables for different encryption blocks, but with each
decryption block corresponding to an encryption block. In this example, there are m blocks. The

substitution tables can correspond to substitution tables 301-310 shown in FIG. 3.

[8063] In the following description, squared plus H and squared minus H operators may
denote character-wise addition and subtraction modulo 10, respectively. For example, f A =
a8y...am, B=bib. byand C =cicy. . o are M-digit numbers, C = A H B means that ¢;=(a; +
by mod 10 fori=1 .. M, and similarly C = A = B means that ¢; = {a; — by + 10} mod 10.

Another example can use C = (A + B) mod 10" and C = (A — B} mod 10" respectively. Other
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operators are possible, pointwise and non-pointwise. For example, multiplication operations can

be performed based on the entire numbers.

{0064] Embodiments may also include a tweakable block cipher, in that it utihizes a tweak.
The tweak may be an N-digit value, for example, dernived from a BIN for embodiments involving
a PAN. In the pseudocode, P 1s an N-digit plamtext, C 1s an N-digit ciphertext, and T is an

N-digit “tweak” {e.g., derived from a BIN}.

{00658] The pseudocode shows a loop of encryption or decryption operations on the plaintext or
the ciphertext for each of the blocks. In some embodiments, the first block (P, Cp;;) may have a
size other than N characters, while other blocks may be N characters. In line 02, the encryption
or decryption operations can use the corresponding substitution table and need to keep only the
last digits, e.g., previous values in a pipeline. Line 10 corresponds to tweak operation 330 and
encryption using substitution table 309 to obtain the value MC. Line 11 corresponds to the
computation of a mask value using PPP, from the first pipeline and the MC result from the mith
pipeline. As shown, the mask function 1s determined as a point-wise subtraction followed by a
multiplication of the result by a scaling factor (2 in thus example). Such a multiphication can be
pointwise or of the entire numbers. Line 12 corresponds to mask operation 320. Line 21
corresponds to mask operation 331, Lines 22 and 23 correspond to any mask functions on
mtermediate pipelines, e.g., mask operations 324 and 37. Line 24 corresponds to tweak operation
321 Lines 30 and 31 correspond to encryption operations using substitution tables 310, 307, 303,
and 303 and combination operations 328, 325, and 322. Also i hne 11, multiplication by two
denoctes character-wise addition with itself. A possible alternative, except when the first block
has only one digtt, is to multiply by 10, effectively shifting all digits to the left by one.

[0066]  As an example, if the plaintext consists of N~digit number Py and N;-digit number P,
the ciphertext C; and ) will consist of Np-digit number C; and V;-digit number ;. And, the
encryption process would mnclude three 1nstances of a substitution operation with V-digit

substitution table and three instances of a substitution operation with the N,-digit table.
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i, EXAMPLES

{6067} Examples of encryption processes using vartous pipelines and different numbers of
mput characters. Embodiments can operate inn a block-cipher mode operation adapted to support

blocks of varying length and to support character-wise operators.

A. Fxample 16-digit encryption with 6-digit tweak

[6068] FIG. S shows an example of the encryption of a 16-digit number with a 6-digit tweak,
and a 6-digit block size. The mput string is a 16-digit number 1234567890123452. The part that
needs encryption 1s 789012345 and the result of its encryption 1s 537986038, The final result for
the encrypted message including the cleartext and ciphertext (assuming that Luhn’s checksum

should be zero) is 1234565379860388, which can correspond to a token.

{0069] FIG. 5 includes two pipelines 560 and 570 and includes block encrvption operations
501-506 using substitution tables (e.g., of various sizes}), which may be used by an encryption or
decryption engine, e.g., as depicted i FI(G. 1. Portions of substitution tables are shown mn 530
and 540, which depict 3-digit and 6-digit substitutions made in this example, respectively.
Encryption or decryption engines can also have the ability to perform combination operations,
such as character-wise addition and subtraction operations. Several combination operations 510-
515 are represented in FIG. 5. The encryption or decryption engines also have the ability to
perform masking operations. A masking operator 1s depicted by element 520, A masking

operation for this example 15 shown as calculated in 550

{0076] The last digit can be computed based on a checksum requirement. For example, the
checksum of the encrypted account can be computed in a specific way so that the checksum will
be one, while in the real account 1t will be zero. The checksum required value can be set to any
value. The checksum can be an element of what makes encrypted numbers easily
distinguishable from original plaintext values, without changing their format The real plaintext
numbers can have a certain checksum property such that the checksum must compute to a
required value, for example, corresponding to certain valid, real account numbers. Thus, the
checksum can provide an easy way to validate that there 15 a vahid plaintext value. As examples,

the checksum can take a value from 0 to 9 and therefore, if there are 15 digits, there is only one
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possible value of the 16 digits so that the entire checksum will be zero. The checksum may be

non-zero explicitly if there 13 such a requirement, e.g., as mentioned above.

o0

{B071]  Inthis example, the tweak uses the characters that are not encrypted. These characters
are left in plantext form, but the tweak nevertheless has an impact on the ciphertext. For
example, if there 15 a 16-digit number, the first 6 digits may be preserved in their original form
and format. The result of the encryption can preserve the first six digits so that the output of
encryption still has the same 6 digits. The remaming 9 digits of the 16 would then be encrypted.

For example, embodiments can encrypt the digits 789 and 012345 based on a block size of six.

{6072] Pipeline 560 takes the first block, consisting of characters 789, and uses encryption
operation 501 {corresponding to table 530} to find a substitution value. In this example,

encryption operation 501 shows that 789 1s substituted with 692, which s PPPy.

{8073} Pipeline 560 also performs a mask operation. In mask operation 550, the computation
of a mask value takes two input values (692 and 974688) and character-wise subtracts them from
each other and multiplies the result by 2 to produce a mask of 028. In this example of a mask
function, the input values are 692 and 974688, and the most significant digits are discarded in the
longer nomber so that it will have the same number of digits as the shorter number. Thus, 692
688 1s computed. Character-wise modulo 10 subtraction (6 -6 =0,9-1=1,2 -8+ 10 =4}
gives 692 H 688 = (14, Now we character-wise multiply by 2 modulo 10 and get the value of
the mask 028. A purpose of the mask can be to introduce an amount of randomness in the output
under certain conditions. At character-wise addition 510, a mask 1s apphied to 692 to obtain 610,

the value of MP.

[6074] A 3-cdigit substitution 15 performed on MP using encryption operation 502 to obtamn
value 861, In this example, encryption operation 502 corresponds to table 530, but a different 3-
digit table can be used. At tweak operation 511 (a character-wise subtraction in this example), a
tweak value 123456 15 applied to 861, to produce CCC, =415, Encryption operation 503 uses
the value of CC(C; to produce 634, using table 530 At combination operation 512, CCCy from
pipeline 570 18 character-wise subtracted from the result of operation 503 to produce the value C;

= (38,
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{B075]  In pipeline 570, the value of PPPy, 692 15 combined with P, = 012345 in a character-
wise addition 513 to produce value 012937, which 15 used in encryption operation 504
{corresponding to 6-digit substitution table 540} to produce the value of PPP;. Character-wise
addition 513 (or other combination operation) can be performed before or after encryption
operation 504, as can other combination operations in other pipelines. In some embodiments, a
combination operation, such as 513, can be performed after encryption operation 504 Values
such as PPP, and MP are examples of intermediate output blocks, and MC 15 an example of a

new intermediate block .

[6076] PPP,can then be combined with a tweak operation 514 (a character-wise subtraction in
this example}, and the result of 106189 1s obtained. At encryption operation 505 (also
corresponding to substitution table 540), 106189 1s used to produce MC = 974688, At character-
wise addition 5135, the mask value 028 15 applied to MC (value of 974688} to obtain CCCy with
value of 974606, At encryption operation 506 (also corresponding to substitution table 540 i
this example), the value of CCC, 15 used to produce the value of C; = 537986, Embodiments can
combine 537986 with the result (038) of the encryption of the first pipeline to obtain the
encrypted result, e.g., by also using the cleartext 123456 to compute checksum digit, which can
be defined as part of the cipher method. Certain operations can be done in parallel, eg., 510 and

515, and 502 and 506.

[6077}) This system s reversible. Thus, if embodiments are applied to the encrypted number,
the origimal number can be produced. A same method for encryption and decryption can be
apphied except the substitutions access the tables in opposite directions, 1.e., from the left side or
the right side. For example, the reverse operation would have 537986 used to obtain 974606,
Otherwise, embodiments can be symmetric, including the computation of the mask.
Additionally, embodiments can assure that when a tweak changes, 1t smpacts all the blocks. And,
if any change occurs i the second pipeline, then the output of the first pipeline will also change
unpredictably. These unpredictable changes advantageously make decryption very difficult,
while allowing efficient computational effort and storage to be used, as parallel operation with

relatively small block sizes can be used.

[6078] One may be concerned that the use of a small substitution table used for the furst

pipeline may undermine the security of the large substitution table used for the rest of the blocks.
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For example, suppose that the process only encrypts two blocks {as in FIG. 5), there 15 no tweak
and the mapping for the first block 1s just identity, which 1s equivalent to the case when the
corresponding substitution table has been compromised. The larger block of the ciphertext can
become C1 = E(2 P1 | MC), where MC = E(E(P1 H P2)). The smaller block of the ciphertext
can become C2 =P1 (H MC. If the smaller block had the same size as the larger block, then
embodiments can have C1 = E(P1 Hd C2), which would expose the cipher E to a known-plaintext
attack, provided that the attacker knows P1. But, the blocks have different size (and thus use a
different substitution table) and P1 Hf C2 gives away only the least significant digits of the input
to B, while the most significant digits, which come from MC, are still unknown. Thus, even with

the smaller substitution table compromised, embodiments can remain secure.
B. Fxample 22-digit encryption

[8079] FIG 6 shows an example of encryption using three pipelines, where the inputis a
hypothetical 22-digit number 1234567890123456789012. The part that needs encryption is
7890123456738901 and the output 1s 760211026444195. The value of the output i3
1234567602110264441950.

[B08B] FIG. 6 shows substitution tables that can used by an encryption or decryption engine,
such as 101 or 122 of FIG. 1. FIG. 6 shows portions of substitution tables 620 and 630, which
depict 3-digit and 6-digit substitutions, respectively. The encryption or decryption engines also
have the ability to perform character-wise addition and subtraction operations, e.g., as depicted
by 610-618. The encryption or decryption engines can also have the ability to perform masking
operations. The result of calculating a mask for this example 1s shown as calculated in 640 In
this example of a mask function, the imput values are 692 and 552327, which results 11 692 H
27 being computed. Since 6 —3=3,9-2=7and2-7+10=35, we get 692 4 327 =375
Character-wise multiply by 2 modulo 10: 3 x 2=6,7x2—-10=4, 5 x 2-10=0. Thus, the

mask 1s 640.

{6081} This example uses a 6 digit tweak of the first 6 digits that are preserved in their original
form and format. The remaining 15 digits of the 22 can be encrypted. The example uses
substitution tables of two sizes; one is 3-digit substitution and the other is 6-digit substitution.

The method uses 3 pipelines, as there are 3 blocks of digits: 789, 012345, and 678901,
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{0082] Pipeline 650 takes the first block, consisting of characters P; = 789, and uses
encrypiion operation 601 {corresponding to substitution table 620) to find a substitution value
PPP; = 692, In this example, the displayed portion of table 620 shows that 789 1s replaced with
692, This value of 692 15 combined with mask value M = 640 in a character-wise addition by
taking the remainder of division by 10. For example, 2 + 5 15 7 which is conventional. However
when adding 6 + 6, the result is 12, but what remains is only 2 as the remainder of the division
by 10, Then, the operation combines the next digit by making 9 +4 to be 3, and finally 2+ 0 1s
2, thereby providing MP = 232, Thus, the process produces the value of MP = 232, which when

mput to encryption operation 602 (also corresponding to substitution table 620) outputs 454,

{8083} Pipeline 650 continues with a tweak operation of 123456 applied at combination
operation 611 to obtain 008, In this example, combination operation 611 is a character-wise
subtraction that takes the last three digits from the tweak (436} and character-wise subtracts it
from 454 modulo 10, which gives 008: 4-4=0, 5-5=0, 4-6+10=8. The value of 008 s used to
access substitution table 630 in encryption operation 603 to obtain 468, which s subjected to

character-wise subtraction 612 with CCC, to obtain the value of T3 = 195,

[0084] At the top, pipeline 660 receives PPP; = 692 from pipeline 650 into character-wise
addition 613 produce the value of 012937, which is used by encryption operation 604
{corresponding to 6-digit substitution table 630) to produce PPP, = 083733, PPP; 1s combined
with mask value M = 640 at character-wise addition 614 to produce CCC, = 083373, A 6-digit
encrypiion operation 603 using substitution table 630 1s used with CCC; to produce 578301,
which 15 subjected to character-wise subtraction 615 with CCC; = 552967 from pipeline 670 to
produce ;= 026444, as 578301 -' 552967 = 026444 character-wise mod 10 5-5=0; 7-5=2; 8-
2=26; 3-894+10=4; 0-6+10=4; 1-7+10=4,

[BO85] At the top, pipeline 670 recetves PPP; = 083733 from pipeline 660, which 1s combined
at operation 616 with Pi: = 678901 to produce 651634, The value 651634 15 found n 6-digit
substitution table 630 as part of encryption operation 606 to produce PPP; = 236922, PPP; 18
subjected to a tweak T = 1234356 to produce 359378, and encryption operation 607 {also
corresponding to 6-digit substitution table 607 in this example} 15 used to obtain MC = 552327
At combination operation 618, this value 1s character-wise added with mask M = 640 to produce

CCC; = 552967, which 1s fed back mto pipeline 660, CCC; = 552967 1s then used with 6-digit
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substitution table 630 1n encryption operation 608 to produce a final value for this pipeline of &

= 760211

{0086] Inthis example, the mask value can be computed via a mask function. The values of
PPP, (692) and MC (552327} are character-wise subtracted from each other and multiplied by 2
to produce a mask of 640, The mask 1s applied to 692 to obtain 232 in pipeline 650, and is

apphied to 552327 n pipeline 670 to obtain 552967.

{0087] The three final values 195, 026444, and 760211 are combined with the cleartext prefix
123456 to compute a checksum digit to produce the final 22 digit, format-preserved, encrypted
value. The checksum value can be specified by the cipher technique such that all of the other
digits sum (various sums are possible) to the checksum digit. Luhn’s checksum of all the digits is

ZEY0.

IV, FORMAT PRESERVING METHOD

{B088]  As described above, embodiments can separate an input string into cleartext that 1s to
be transmutted unencrypted and into plaintext characters to be encrypted. The plamtext can be
divided into blocks (subsirings). Each block can be processed by one of a plurality of pipelines,
where the pipelines perform one or more encryption operations that involve substitution tables,
e.g., predetermined or dynamically generated, which may be generated just for the blocks
needed. The encrypted results for each pipeline can then be combined, including with the
cleartext, to form a payload message for transmitting in an encrypted form. When the
cryptographic operations are performed only through a centralized service, some embodiments
can keep confidential as part of a tokenization process, where a different code replaces a private

credential.

[6089] FIGS. 7A and B 1s a flow diagram of a method 700 for performing a format-preserving
cryptographic operation. Method 700 may be implemented by elements of a format preserving
encryption system, e.g., in communication with a payment network, as seen in FIG. 1. Thus,
method 700 can be performed by a computer system that implements an encrvption or decryption

engine.

[0090] At block 710, an input string of M characters 15 received. The input string can be to be

encrypted or decrypted. The input string of M characters (plamntext) can be extracted from a
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larger input string of more than M characters. Other characters can be identified or specified to
be sent in cleartext, e.g., a BIN part of a PAN. M ¢an be an integer greater than 4. For example,
encrypting a S-character alphanumeric string would require a 300 MB substitution table, which
would be impractical, and thus a benefit can be obtained by splitting the string into smaller

blocks. In the numeric case, a minimum value might be 7.

[0091] At block 715, the input string 15 divided into a plurality of substrings. A substring may
comprise any block of characters from the input string, 1.e., not necessarily sequential characters.
The input string can be divided m any suitable manner, as long as the manner is specified and

known by the decryption engine. The substrings can be of different lengths.

[0092] As an example, if N divides evenly into M, in other words K =M modulo N =0, then
the input string can be broken into blocks of size N, with N being an integer less than M.
However, if K is greater than zero, then there will be one substring of length K, with the rest
being of length N. Thus, a first substring of the plurality of substrings can have K characters and

one or more other substrings can have N characters, where K equals M modulo N.

{6093] At block 720, one or more substitution tables are stored. Each of the one or more
substitution tables correspond to a substring. For example, one table can correspond to a
substring of K characters, and one other table can correspond to the rest of the substrings, which
have a length of N characters. Thus, in some embodiments, a table can be re-used for multiple
substrings, and even re-used for multiple encryption/decryption operations for a same substring,
e.g., as shown in FIGS. 5 and 6. To other emnbodiments, a different table can be used for each

encryption/decryption operation.

[8094] A substitution table can be used to provide an output block of a respective nurober of
characters {e.g., N characters) based on an input block of the same respective number of
characters, e.g., output 6 characters corresponding to an input of 6 character. Thus, if N is 6, then
the substitution table providing an output block of 6 characters based on an input block of N
characters can be obtained and stored 1o memory. In some embodiments, a substitution table can
be stored as a determuustic rule for generating all or a portion of the table, e.g, a rule that

provides the output block for any nput block of the same number of characters.

b2
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{B095]  The sizes of the one or more substitution tables are dependent on the lengths of the
substrings. If N is the largest size {width) of any substitution table, making the width of the
substitution table V too small would undermine the security, while making the width too big
would use too much memory and would slow down the process. In some embodiments, a total
amount of input characters of the table #" should be greater than 100,000, or equivalently, N >
log (100000}, where r 1s the radix, which is the size of the alphabet. In the case of purely

numeric input, ¥ = 10 and thus, N> 5

[8096] At block 730, a plurality of cryptographic pipelines are loaded. Each cryptographic
pipeline corresponds to one of the plurality of substrings, e.g., as shown in FIGS. 3, 5, and 6. The
plurality of cryptographic pipelines have an ordered arrangement such that they feed into each
other. For example, a starting cryptographic pipeline has one forward neighboring pipeline, a
final cryptographic pipeline has one reverse neighboring pipeline, and any other cryptographic

pmipelines can have two neighboring pipelines, e g., as shown i FIGS. 3, 5, and 6.

[8097] Blocks 735 through 755 are performed for each of the plurality of cryptographic

pmipelines.

[8098] At block 735, a first substitution operation using a corresponding substitution table of a
same size as the corresponding substring is performed to obtain a first output block based ona
first input block that corresponds to the input string.  Thus, if there 1s a substring of length six,
then a 6-character substitution table corresponding to the substring 15 used to obiain a 6-character
output block, e.g., as shown 1n FIGS. 3, 5, and 6, such as in encryption operation 501 and 601, In
some embodiments, the first substitution operation can operate on the input substring for the
pipeline or a result of a combination operation with the input substring, e.g., as doune for

combination operation 513 and encryption operation 504,

[8099] At block 740 (in FIG. 7B), the first output block 1s sent to a forward neighbor pipeline
when the forward neighbor pipeline exists. The forward neighbor pipeline can use this first
output block and a neighbor block corresponding to a neighbor substring in a first combination
operation to obtain a neighbor input block to be used for a neighbor substitution operation. For

example, PPP; in FIG. S 15 sent from pipeline 560 to pipeline 570
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{0186]  In some embodiments, the forward neighbor pipeline can use the neighbor mput block
in a first neighbor substitution operation to obtain a neighbor output block for sending to a
further neighbor pipeline when the further neighbor pipeline exists. For example, pipeline 660
can send PPP; to pipeline 670. The neighbor input block could be sent after a combination

operation, e g., combination operation 613 could be performed after encryption operation 604.

{0181} At block 745, a mask function s applied to an intermediate input block corresponding
to the first output block to obtain an intermediate output block. As examples, the intermediate
input block can be the first cutput block, the result of the first output block and a combination
operation, or another encryption operation, e.g., in pipeline 670. The mask function can compute
a mask value, and the mask value can be applied to the intermediate input block in a combination
operation, e g., operation 610. The mask function can be dependent on output blocks of at least
two of the plurality of cryptographic pipelines. For exarople, mask operations 550 and 640
generate a mask value based on PPPy and MC. Dependence on a last block can be required for

security, and dependence on the first block can provide symmetry for encryption/decryption.
v o o

[0162] At block 750, if the cryptographic pipeline has a reverse neighbor pipeline, a first
mtermediate block 15 sent to a reverse neighbor pipeline to use the first intermediate block with a
neighbor mtermediate block 1n a second combination operation. This first intermediate block
can be the intermediate output block or derived from the intermediate output block. For example,
CCCy s sent from pipelines 660 to pipeline 650, or CCC,, which 1s derived from potential

mtermediate output block MC.

[0163] At block 755, a final substitution operation may be performed using the corresponding
substitution table as part of obtairung a final output block based oo the imtermediate output block,
where the final output block has a same size as the corresponding substring. The final output
block can be obtamed further based on the second combination operation when the forward
neighbor pipeline exists. For example, encryption operations 603 {with combination operation
612}, 605 {with combination operation 615}, and 608 can provide the final output blocks Cs, (3,

and CL

{8104] At block 760, after all the substitutions are made for each pipeline, the final output
blocks of the plurality of cryptographic pipelines are assembled to obtain an output string of M

characters. When the cryptographic operation is encryption, the encrypted output string can be
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combined with any cleartext of the larger input siring, e.g., a prefix that is kept intact, as i3

described for FIGS. 5 and 6.

{0105] A checksum digit can also be determined when the operation 1s encryption, as is
described above. For example, a first sum can be calculated using the encrypted cutput string and
potentially any cleartext. A checksum character 1s determined such that a checksum of the first
sum and the checksum character provides an expected value (e.g. 0 or 1). The checksum
character can be added to the encrypted output string to create a message for sending to another

device such that the message has the correct checksum.

{01066] The input string of M characters can be part of a larger string, and a set of characters of
the larger string that are not to be encrypted can be identified, e g., a BIN or other values to be
sent in cleartext. The set of characters and the encrypted output string of M characters can be
combined to create a message of cleartext and ciphertext. The message can then be sent to

another device.

{6187} Insome embodiments, a tweak function can be applied to an intermediate block. The
tweak function can be dependent on cleartext values of the input, t.e, characters that are not to
be encrypted. The tweak function can apply the cleartext to one or more intermediate block ina
combination operation. In this manner, if one changes the cleartext part of the nput, this would
also change the encrypted part of the message. If there was no cleartext, then a tweak function
would not be performed, e.g., a social security number or a phone number might be entirely

encrypied.
Y. METHOD FOR ENCRYPTION OF NON-NUMERIC DATA

[0108] In the methods described above so far, the data was primarily described for numeric
plaintext (such as PAN, phone number, social security number, zip code, etc.). Similar methods
can be applied for non-numeric PH data {such as cardholder last name or street address) as well.

To do so, an encoding table can be constructed.

{8109] 1Inan encoding table, each of r characters that can possibly appear in the plamtext
corresponds to a numeric code. As a result, the result of the format-preserving encryption can

appear as a string of random characters from the same character set. For example, suppose that 1t
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is desired to encrypt a cardholder’s last name that uses only uppercase Latin alphabet. This

alphabet has r = 20 characters (A-Z)}, and each character can correspond to a numeric value.

{0116] FIG 8 shows a sample encoding table for the Latin alphabet according to embodiments
of the present invention. Various encoding tables can be constructed for other desired mappings
to numeric values. In FIG. 8, character A maps to code 00, character B maps to code 01,

character C maps to code 02, and so on, representing all characters in the Latin alphabet

{0111] Fach character in the plaintext can be replaced with the corresponding code according
to the encoding table. In the example, “SMITH” becomes a sequence of code values {18, 12, 08,

19, 07}.

{8112} The radix (or base) can be changed from 10 to the number of characters in the alphabet
r {in the considered case 1t 1s 26). In particular, the definitions of character-wise addition and
subtraction modulo r can be defined as follows. If A=alaZ...aN,B=0b1bZ2.. . bNand C=

cic2.. . cN are N-character strings, C = A Hf Bmeans that ci= (a1 + biymodrfori1=1 ... N, and
suotlarly C = A [ B means that ¢1 = (at — bt + 1) mod . Another example cao use:

T M= (% a A b M } mod # and S A= (3, a A S b p } mod M

respectively.

[0113] Likewise, the polygraphic substitution cipher E substitutes a block containing an N-
character string with another N-character string. A substitution table can have the mapping rules
for all possible i inputs. In the case r = 26, the largest table could have N=4 or 5. Since the
rest of the method is described in terms of the cipher E, the reverse operation D, and operands H

and H, the methods described above apply with no further changes.

{8114] After the encryption, each code can be replaced with the corresponding character
according to an encoding table, which could be the same one used previously or another
encoding table. In the above example, the result of encryption of the word “SMITH” can be a 5-
character string consisting entirely of uppercase Latin characters, perhaps “WRZMU.” Similar

encoding tables can be created for various languages.
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Vi. COMPUTER SYSTEM

{8115} Any of the computer systems mentioned herein may utilize any suitable number of
subsystems. Examples of such subsystems are shown 1in FI(3. 9 in computer apparatus 10, In
some embodiments, a computer system includes a single computer apparatus, where the
subsystems can be the components of the computer apparatus. In other embodiments, a
computer system can inchude multiple computer apparatuses, each being a subsystem, with

internal components.

{6116} 'The subsystems shown in FIG. 9 are interconnected via a system bus 75, Additional
subsystems such as a printer 74, kevboard 78, storage device(s) 79, monitor 76, which is coupled
to display adapter 82, and others are shown. Peripherals and input/output (I/0) devices, which
couple to I/0 controlier 71, can be connected to the computer system by any number of means
known in the art such as input/output (1/0) port 77 (e.g., USB, FireWire"). For example, /O
port 77 or external interface 81 {e g. Ethernet, Wi-Fi, etc.) can be used to connect computer
system 10 to a wide area network such as the Internet, a mouse input device, or a scanner. The
mterconnection via system bus 75 allows the central processor 73 to communicate with each
subsystem and to control the execution of instructions from system memory 72 or the storage
device(s) 79 {e.g, a fixed disk, such as a hard drive or optical disk), as well as the exchange of
mformation between subsystems. The system memory 72 and/or the storage device(s) 79 may
embody a computer readable medium. Any of the data mentioned herein can be output from one

component to another component and can be output to the user.

{0117} A computer system can include a plurality of the same components or subsystems, e.g.,
connected together by external mterface 81 or by an internal interface. In some embodiments,
computer systems, subsystem, or apparatuses can comrunicate over a network. In such
mstances, one computer can be considered a client and another computer a server, where each
can be part of a same computer system. A client and a server can each include multiple systems,

subsystems, or components.

{0118] Tt should be understood that any of the embodiments of the present invention can be
implemented in the form of control logic using hardware (e.g. an application specific integrated

circuit or field programmable gate array} and/or using computer software with a generally

b2
-~
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programmable processor in a modular or integrated manner. As used herein, a processor
includes a single-core processor, multi-core processor on a same integrated chip, or multiple
processing units on a single circuit board or networked. Based on the disclosure and teachings
provided herein, a person of ordinary skill in the art will know and appreciate other ways and/or
methods to implement embodiments of the present invention using hardware and a combination

of hardware and software.

{0119] Any of the software components or functions described in this application may be
implemented as software code to be executed by a processor using any suitable computer
language such as, for example, Java, C, C++, C#, Objective-C, Swift, or scripting language such
as Perl or Python using, for example, conventional or object-oriented techniques. The software
code may be stored as a series of instructions or commands on a computer readable medium for
storage and/or transnussion, suttable media include random access memory (RAM), a read only
memory (ROM), a magnetic medium such as a hard-drive or a floppy disk, or an optical medium
such as a compact disk (CD) or DVD (digital versatile disk), flash memory, and the like. The

computer readable medium may be any combination of such storage or transmission devices.

[0120] Such programs may also be encoded and transmitted using carrier signals adapted for
transmission via wired, optical, and/or wireless networks conforming to a variety of protocols,
wcluding the Internet. As such, a computer readable medium according to an embodunent of the
present invention may be created using a data signal encoded with such programs. Computer
readable media encoded with the program code may be packaged with a compatible device or
provided separately from other devices {e.g., via Internet download). Any such computer
readable medium may reside on or within a single computer product {e.g. a hard drive, a CB, or
an entire computer system}, and may be present on or within different computer products within
a system or network. A computer system may include a monstor, printer, or other suitable

display for providing any of the results mentioned heren to a user.

[8121] Any of the methods described herein may be totally or partially performed with a
computer system ncluding one or more processors, which can be configured to perform the
steps. Thus, embodiments can be directed to computer systermns configured to perform the steps
of any of the methods deseribed herein, potentially with different components perfornung a

respective steps or a respective group of steps. Although presented as numbered steps, steps of
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methods herein can be performed at a same time or in a different order. Additionally, portions of
these steps may be used with portions of other steps from other methods. Also, all or portions of
a step may be optional. Additionally, any of the steps of any of the methods can be performed

with modules, circuits, or other means for performing these steps.

{0122] The specific details of particular embodiments may be combined in any suitable
manner without departing from the spirit and scope of embodiments of the invention. However,
other embodiments of the invention may be directed to specific embodiments relating to each

mndividual aspect, or specific combinations of these individual aspects.

{0123] The above description of exemplary embodiments of the invention has been presented
for the purposes of tllustration and description. It is not intended to be exhaustive or to himit the
imnvention to the precise form described, and many modifications and variations are possible in
light of the teaching above. The embodiments were chosen and described i1n order to best
explain the principles of the invention and its practical applications to thereby enable others
skilled in the art to best utilize the mnvention in various embodiments and with various

modifications as are suited to the particular use contemplated.

{8124] A recitation of "a", "an" or "the" is intended to mean "one or more" unless specifically
mdicated to the contrary. The use of “or” 1s intended to mean an “inclusive or,” and not an

“exclusive or” unless specifically indicated to the contrary.

{0125] Al patents, patent applications, publications, and descriptions mentioned herein are

incorporated by reference in their entirety for all purposes. None is admitted to be prior art.
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WHATIS CLAIMED IS:

1. A method for performing a format-preserving cryptographic operation,
the method comprising performing, at a computer system:
receiving an input string of M characters, M being an integer greater than 4
dividing the input string into a plurality of substrings;
storing one or more substitution tables, each of the one or more substitution tables
corresponding to at least one substring and providing an output block of a respective number of
characters based on an mput block of the same respective number of characters;
loading a plurality of cryptographic pipelines, each corresponding to one of the
plurality of subsirings, wherein the plurality of cryptographic pipelines have an ordered
arrangement such that a starting cryptographic pipeline has one forward neighboring pipeline, a
final cryptographic pipeline has one reverse neighboring pipeline, and any other cryptographic
pipelines have a two neighboring pipelines;
for each of the plurality of cryptographic pipelines:
performing a first substitution operation using a corresponding substitution
table of a same size as the corresponding substring to obtain a fust output block based on a
first input block that corresponds to the input string,
after the first substitution operation, sending the first output block to a forward
neighbor pipeline when the forward neighbor pipeline exists for the forward neighbor
pipeline to use the first output block and a neighbor block corresponding to a neighbor
substring in a first combination operation o obtain a neighbor input block to be used for a
neighbor substitution operation;
applying a mask function to an mtermediate 1nput block corresponding to the
first output block to obtain an mtermediate output block, the mask function dependent on
output blocks of at least two of the plurabity of cryptographic pipelines;
when the cryptographic pipeline has a reverse neighbor pipeline, sending a
first intermediate block to the reverse neighbor pipeline to use the first intermediate block
with a neighbor mtermediate block in a second combination operation, the first intermedhate
block being the intermediate output block or derived from the intermediate output block; and
performing a final substitution operation using the corresponding substitution

table as part of obtaining a final output block based on the mtermediate output block, the

30
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final output block being obtained further based on the second combination operation when
the forward neighbor pipeling exists, wherein the final cutput block has a same size as the
corresponding substring; and

assembling the final output blocks of the plurality of cryptographic pipelines to

obtain an output string of M characters.

2. The method of claim 1, wherein a first substring of the plurality of
substrings has K characters and one or more other substrings have N characters, where K equals

M modulo N, N being an integer less than M.

3. The method of claim 2, wherein storing one or more substitution tables
inciudes;

storing a first substitution table, the first substitution table providing an output
block of N characters based on an input block of N characters; and

storing a second substitution table providing an output block of K characters

based on an input block of K characters.

4. The method of claim 1, wherein the forward neighbor pipeline uses the
neighbor input block in a first neighbor substitution operation to obtain a neighbor output block

for sending to a further neighbor pipeline when the further neighbor pipeline exists.

5. The method of claim 1, further comprising performing, by the computer
system:
generating at least one of the one or more substitution tables using a random

number generator,

6. The method of claim 1, further comprising performing, by the computer
system:
generating a plurality of entries of at least one of the one or more substitution

tables using an encryption key.

~
/

The method of claim 1, wherein the cryptographic operation comprises
encryption of the input string of M characters to obtain the encrypted output string of M

characters.

31
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8. The method of claim 7, further comprising performing, by the computer
systemt:

calculating a {irst sum using the encrypted output string; and

determining a checksum character such that a checksum of the first sum and the
checksum character provides an expected value; and

adding the checksum character to the encrypted output string 1o create a message

for sending to another device.

9. The method of claim 7, wherein the mmput string of M characters is part of
a larger string, the method further comprising performing, by the computer system:

identifying a set of characters of the larger string that are not to be encrypted;

combining the set of characters and the encrypted output string of M characters to
create a message of cleartext and ciphertext; and

sending the message to another device.

10. The method of claim 9, further comprising performing, by the computer
system:

applying a tweak function to one or more intermediate output blocks of one or
more of the plurality of cryptographic pipelines to generate one or more new intermediate blocks
prior to performing the final substitution operation in the one or more cryptographic pipelines,

wherein the tweak function is dependent on the set of characters that are not to be encrypted.

11 The method of claim 1, wherein the mput siring comprises non-numeric
characters, the method further comprising performing, by the computer system:
using an encoding table to convert the non-numeric characters of the input string

to numeric values.

12. The method of claim 1, wherein the input string of M characters is
encrypted, and wherein the cryptographic operation comprises decrypting the input string to

obtain the decrypted output string of M characters.

13. A computer system for performing a format-preserving cryptographic

operation, the computer system comprising:
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3 one or more processors; and

4 a computer readable medium storing instructions for controlling the one or more

S processors to perform:

6 receiving an input string of M characters, M being an integer greater than 6;

7 dividing the input string into a plurality of substrings;

8 storing one or more substitution tables, each of the one or more substitution

9 tables corresponding to at least one substring and providing an output block of a respective
10 number of characters based on an input block of the same respective number of characters;
11 loading a plurality of cryptographic pipelines, each corresponding to one of
12 the plurality of substrings, wherein the plurality of cryptographic pipelines have an ordered
i3 arrangement such that a starting cryptographic pipeline has one forward neighboring
14 pipeline, a final cryptographic pipeline has one reverse neighboring pipeline, and any other
15 cryptographic pipelines have a two neighboring pipelines;
16 for each of the plurality of cryptographic pipelines:
17 performing a first substitution operation using a corresponding substitution
18 table of a same size as the corresponding substring to obtain a first output block based on
19 a first mput block that corresponds to the mput string,
20 after the first substitution operation, sending the first output block to a
21 forward neighbor pipeline when the forward neighbor pipehine exists for the forward
22 neighbor pipehine to use the first output block and a neighbor block corresponding to a
23 neighbor substring 1n a first combination operation to obtain a neighbor input block to be
24 used for a neighbor substitution operation;
25 applying a mask function to an intermediate input block corresponding to
26 the first output block to obtain an intermediate output block, the mask function dependent
27 on output blocks of at least two of the plurality of cryptographic pipelines;
28 when the cryptographic pipeline has a reverse neighbor pipeline, sending a
29 first intermediate block to the reverse neighbor pipeline to use the first intermediate block
30 with a neighbor intermediate block in a second combination operation, the first
31 mtermediate block being the mtermediate output block or derived from the intermediate
32 output block; and

33



b2

a3

(2N ]

-3

WO 2017/123199 PCT/US2016/012880

performing a final substitution operation using the corresponding
substitution table as part of obtaining a final cutput block based on the intermediate
output block, the final output block being obtained further based on the second
combination operation when the forward neighbor pipeline exists, wherein the final
output block has a same size as the corresponding substring; and
assembling the final output blocks of the plurality of cryptographic pipelines

to obtain an output string of M characters.

14. The computer system of claim 13, wherein a first substring of the plurality
of substrings has K characters and one or more other substrings have N characters, where K
equals M modulo N, N being an integer less than M, and wherein storing one or more
substitution tables includes;

storing a first substitution table, the first substitution table providing an output
block of N characters based on an iput block of N characters; and

storing a second substitution table providing an output block of K characters

based on an mput block of K characters.

15 The computer system of claim 13, wherein the forward neighbor pipeline
uses the neighbor input block in a first neighbor substitution operation to obtain a neighbor

output block for sending to a further neighbor pipeline when the further neighbor pipeline exists.

16. The computer system of claim 13, wherein the one or more processors are
further controlled to perform:
generating a plurality of entries of at least one of the one or more substitution

tables using an encryption key.

17. The computer system of claim 13, wherein the cryptographic operation
comprises encryption of the input string of M characters to obtain the encrypted output string of

M characters.

18 The computer system of claim 17, wherein the one or more processors are
further controlled to perform:

calculating a first sum using the encrypted output string; and

34
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determining a checksum character such that a checksum of the first sum and the
checksum character provides an expected value; and
adding the checksum character to the encrypted output string 1o create a message

for sending to another device.

19, The computer system of claim 17, wherein the input string of M characters
is part of a larger string, wherem the one or more processors are further controlled to perform:

identifying set of characters of the larger string that are not to be encrypted;

combining the set of characters and the encrypted output string of M characters to
create a message of cleartext and ciphertext; and

sending the message to another device.

20. The computer system of claim 19, wherein the one or more processors are
further controlled to perform:

applying a tweak function to one or more intermediate sutput blocks of one or
more of the plurality of cryptographic pipelines to generate one or more new intermediate blocks
prior to performing the final substitution operation in the one or more cryptographic pipelines,

wherein the tweak function 1s dependent on the set of characters that are not to be encrypted.
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6-digit substitution
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'
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From 735

SEND THE FIRST OUTPUT BLOCK TO A FORWARD
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'

745 APPLY A MASK FUNCTION TO AN INTERMEDIATE
INPUT BLOCK

'

WHEN THE CRYPTOGRAPHIC PIPELINE HAS A

750 REVERSE NEIGHBOR PIPELINE, SEND A FIRST
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'
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740
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l
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760 PLURALITY OF CRYPTOGRAPHIC PIPELINES TO
OBTAIN AN OUTPUT STRING OF M CHARACTERS.

FIG. 7B
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