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(57) Abstract: A method for transmitting a packet is disclosed. An intermediate device in a network may acquire, after receiving a
service packet of a target service from a server in the network, a guaranteed bandwidth of the target service corresponding to service
information of the target service according to the service information carried in the service packet. Then the intermediate device may
transmit the service packet of the target service according to the guaranteed bandwidth.
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PACKET TRANSMISSION

Background

[0001] The disclosure relates to network communication, especially to a method and device
for transmitting a packet.

[0002] In a large-scale data center, more than one physical device such as a server may be
deploved. Through virtualization technology, multiple virtualization platforms may be virtually
constructed on a hardware platform of any physical device, and cach of the virtualization
platforms may correspond to a virtual machine (VM). And at least one service may be operated
on cach VM.

{00031 When transmitting service packets for different services, an intermediate device on a
network may identify service packets from the same physical device and allocate a transmission
bandwidth in a voit of a physical device. When multiple traffic {lows corresponding to different
services are transmitted from the same physical device concurrently, the different services may
obtain an equal fransmission bandwidth if a fransmission bandwidth is allocated in a unit of a
physical device. However, different types of services may have different demands for
fransmission resource. For example, video service having a high real-time requirement may

have a greater demand for transmission resource than that for file transmission service.

Brief Description of the Drawings

{0004} Fig.1 is a schematic diagram illustrating packet transmission in a SDN according to an
example of the disclosure;

{0005} Fig.2 is a flowchart illustrating a method for transmitting a packet according to an
example of the disclosure;

{00068} Fig.3 is a flowchart illustrating a method for transmitting a packet according to another
example of the disclosure;

{0007} Fig4 is a flowchart illustrating a method for transmitting a packet according to another
cxample of the disclosure;

{0008} Fig.5 schematically illustrates hardware structore of an apparatus on which a device for
transmitting a packet according to an example of the disclosure is located;

{0009} Fig.6 is a block diagram illustrating a device for transmitting a packet according to an
exampie of the disclosure; and

{0010} Fig.7 is a block diagram illustrating a device for transmitting a packet according to

another example of the disclosuare.
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Betailed Description of the Embodiments

[0011] Hercinafter, examples according to the disclosure will be described with reference to
the drawings. Firstly, see Fig.1, which is a schematic diagram illustrating packet transmission in
a SDN according to an example of the disclosure.

{0012} In Fig.1, a Software Defined Network (SDN) is taken as an example for description. In
the SDN architecture, servers 111 and 112 may transmit a packet to each other based on Open
Flow protocol. And wherein, the servers 111 and 112 may be connected with a controller 130
through an intermediate device 120. The mtermediate device 120 may be a physical gateway
having a switching function or may be a physical device provided with one or more Open
Virtual Switches (OV3s). As illustrated in Fig.1, the intermediate device 120 may be provided
with an OVS 1 and an OVS 2. Each of the servers may be provided with one or more virtual
machines (VMs). As illustrated in Fig. 1, the server 111 may be provided thereon witha VM 1, a
VM 2 and a VM 3, and connected with the controller 130 via the OVS 1. The server 112 may be
provided with a VM 4, and connected with the controllier 130 via the OVS 2. And wherein, each
of the VMs may be installed with a different application (APP) to operate a different service.
The service may include data synchronous-exchange service, video service and file transmission
service, efc. The controller 130 may allocate corresponding guaranteed bandwidths according (o
demands for transmission resource with respect to different services by registering the services
on the controller 130. For example, a service having a high demand for transmission resource
may be allocated with a greater guaranteed bandwidth, such that the demands for transmission
resource of different services may be satisfied respectively. Thus the transmission performance
for service packets may be improved and services may be prevented from interruption.

{0013] Next, refer to Fig.2 which is a flowchart illustrating a method for transmitting a packet
according to an example of the disclosure. This example may give description from the
intermediate device side, and the description may include the following blocks.

[0014] At block 201, a service packet of a target service may be received from a server,
wherein the service packet carries service information of the target service.

{0015] In this example, one or more servers may transmit a service packet via the intermediate
device, and one or more services may be operated on each of the servers. The example may
focus on a target service operated on some server to describe a packet transmission process. The
target service may generate a service packet corresponding to its service type during operation.
For example, when the target service is a video service, a video service packet may be
generated.

{0018} The service information of the target service may include the Internet Protocol (1P)
address and the Media Access Control (MAC) address of the server which operates the target
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service, and the port number of the target service.
{00177 At block 202, a guaranteed bandwidth corresponding to the service information of the
target service may be acquired.
{0018} In this example, each of the services including the target service may {ransmit a register
packet to the controller via the intermediate device when started, and then the controller may
allocate a guaranteed bandwidth to each service according to the register packet. In an optional
manner, the controller may acguire service information carried in the register packet of the
target service, and acquire a service priority preset for the target service according to the service
information, such that the controller may allocate a guaranteed bandwidth to the target service
according to the proportion of the service priority of the target service in the sum of the service
priorities of all registered services. In another optional manner, after acquiring the service
information carried in the register packet of the target service, the controller may acquire a
COST value of the target service corresponding to the service information, such that the
controller may allocate a guaranteed bandwidth to the target service according to the proportion
of the COST value in the sum of the COST values of all registered services. No matter whether
the controller allocates the guaranteed bandwidth to the target service according to the service
priority or the COST value, the guaranieed bandwidth is correspondingly allocated (o the target
service according to the weight of transmission demand for the target service in those for all the
registered services, or in other words, the importance grade of the target service in all the
registered services.
{0018] When the controller distributes to the intermediate device the guaraniced bandwidth
aliocated for the target service, the intermediate device may establish a forward entry for the
target service in a preset forward priority table, and the forward entry may include
correspondence between the service information of the larget service and the guaranteed
bandwidth. Thus, when the intermediate device receives a service packet of the target service,
the mtermediate device may acquire the service information of the target service from the
recetved service packet, determine the forward entry for the target service from the forward
priority table according to the service information of the target service, and acquire the
guaranteed bandwidth of the target service according to the forward entry.
{00207 At block 203, the service packet of the target service may be transmitted according to
the guaranteed bandwidth of the target service.
{0021} According to an example., when the intermediate device acquires the guaranteed
bandwidth of the target service, the service packet of the target service may be transmutied
according to the guaranteed bandwidth of the target service. In this way, the transmission
performance for the service packet of the target service may be guaranieed by the guaranieed
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bandwidth such that the target service can be guaranteced without interruption.

[0022] Combining with the above-described cxample, in an optional mannper, when the
above-described target service shuts down, the server may {ransmit a deregister packet of the
target service to the intermediate device, and the intermediate device may {forward the deregister
packet to the controller. The deregister packet may carry the service information of the target
service, and the controller may learn from the deregister packet that the target service no longer
needs the guaranteed bandwidth. Then, the controlier may inform the intermediate device to
release the guaranteed bandwidth allocated for the target service while the guaranieed
bandwidth for a remaining service is unchanged. Here the remaining service includes a service
registered on the controller through the intermediate device other than the target service. Or the
controller may reallocate a guaranteed bandwidth for a remaining service according to the
service information in the deregister packet, for example, the guaranteed bandwidth of the target
service may be reallocated to a remaining service according to a different priority of the
remaining service. When reallocating a guaranteed bandwidth for a remaining service, the
controller may distribute the reallocated guaranteed bandwidth fo the intermediate device, and
the intermediate device may update the forward entry of the remaining service in the forward
priority table according to the reallocated guaranteed bandwidth.

{00231 Combining with the above-described example, in another example, the intermediate
device may monitor a hitting number for each of different services, wherein, the hitting number
for a service indicates how many times the forward entry in a f{orward priority table
corresponding to the service is hit by service packets of the service in a preset period. When the
intermediate device monitors an abnormal service of which the hitting number is not within a
preset range, the intermediate device may transnit a notification message to the controller. The
controller may adjust the guaranteed bandwidth of the abnormal service according to the
received notification message, and may further adjust the guaranteed bandwidths of all the
services of which service packets are transmitied via the intermediate device. And wherein,
when the intermediate device monitors an abnormal service of which the hitting number is
lower thao the lower limait of the preset range. it indicates that the aboormal service has a very
little flow or even has no packet flow in the preset period. Then the controller may reduce the
guaraniced bandwidth of the abunormal service and further allocate the reduction in the
guaranteed bandwidth to other normal services of which service packets may be transmitied via
the intermediate device. When the intermediate device monitors an abnormal service of which
the hitting number is higher than the upper limit of the preset range, it indicates that the
abnormal service has a large packet flow in the preset period. Then the controller may increase
the guaranteed bandwidth for the abnormal service, and may {urther correspondingly reduce the
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guaranteed bandwidths of other normal services of which service packets are transmitted via the
ntermediate device.

{0024] 1t can be seen from the above-described example that, since service information may
reflect transmisston resource demands for different services, the controller may allocate proper
guaranteed bandwidths to the services according to service information. For example, while
normal transmission are not influenced for the services having a relatively low demand for
transmission resource, the services having a relatively high demand for transmission resource
may be allocated with greater guaranteed bandwidths, such that the transmission performance
for service packets can be improved and services can be guaranieed without interruption.

{00251 Next, refer to Fig.3 which is a flowchart illustrating a method for transmitting a packet
according to another example of the disclosure. This example gives description from the
controlier side, and the description may include the following blocks.

{00261 At block 301, a register packet may be received from a first intermediate device,
wherein the register packet is transmitted to the first intermediate device when the target service
on the server starts.

{0027} In this example, the controller may be connected with one or more intermediate
devices including the lirst interroediate device, and this example may take the {irst intermediate
device as an example to illustrate the interaction between the first intermediate device with the
controller.

{0028} When a target service on the server starts, the server may transmit a register packet to
the first intermediate device connected therewith, and the first intermediate device may forward
the register packet to the controller. The register packetl may carry service information of the
target service. And wherein, the service information may include the IP address and the MAC
address of the server which operates the target service and the port number of the target service.
{00297 At block 302, according to the service information of the target service carried in the
register packet, a guaranteed bandwidth may be allocated to the target service.

{0030} In this example, the controller may be provided thereon with a preset service priority
table, and the service priority table may pre-store correspondences between service information
and service priorities of different services. And the controller may also be provided thereon with
a preset register information table, and the register information table may store correspondences
between service information of registered services and allocated guaranieed bandwidths. And
wherein, the services registered by the same intermediate device may be identified with a device
wdentity (ID) of the same mntermediate device, and the device ID may be, {or example, the IP
address of the intermediate device.

{0031} When receiving a register packet of the target service, the controller may acquire the
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service priority from a service priority table according to the service information of the target
service. And the controller may acquire the service priorities of all services registered on the
controller through the first intermediate device from a register information table. Then the
controller may calculate a guaranteed bandwidth of the target service according to the maximum
bandwidth pre-allocated to the first intermediate device, a service priority of the target service
and the service priorities of all the regisiered services. When calculating the guaranteed
bandwidth of the target service, the controller may calculate a sum of the service priority of the
target service and the service priorities of all the registered services, then acquire the goaranteed
bandwidth of the target service by multiplying the maximum bandwidth with a value obtained
by dividing the service priority of the target service by the sum.

{00321 At block 303, the guaranteed bandwidth may be distributed to the first intermediate
device, so that the {irst intermediate device may transmit a service packet of the target service
according to the allocated guaranteed bandwidth when receiving the service packet.

{00331 When the controller distributes the guaranteed bandwidth allocated for the target
service to the first infermediate device, the first interroediate device may transmoit the service
packet of the target service according to the allocated guaranteed bandwidth. Regarding how the
first intermediate device transmits the service packet according to the guaranteed bandwidth, it
may refer to the above example tllustrated in Fig.2 and its description may be omitted here.
{0034] In combination with the above-described cxample, in an optional manner, when the
above-described target service shuots down, the {irst intermediate device may {orward to the
controller a deregister packet transmitted {rom the server. The deregister packet may carry the
service information of the target service, and the controller may learn from the deregister packet
that the bandwidth for the target service is not necessary to be guaranteed. Then the controler
may instruct the first intermediate device to release the guaranteed bandwidth allocated for the
target service while the guaranteed bandwidth for a remaining service is unchanged. Here the
remaining service includes a service regisiered on the controller by the intermediate device
other than the target service. Or the controller may further reallocate a guaranteed bandwidth for
a remaining service according to the service information in the deregister packel. When
reallocating a guaranteed bandwidth for the remaining service, the controller may distribute the
reallocated guaranteed bandwidth to the first intermediate device, and the first intermediate
device may update the corresponding {orward entry in the {forward priority table according to
the reallocated guaranteed bandwidth. When reallocating a guaranteed bandwidth for a
remaining service, the controller may determine a register entry of the remaining service
registered by the first intermediate device from the register information table, and the register
eniry of the remaining service may ioclade the guaranieed bandwidth and the service priority of
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the remaining scrvice. Then the controller may recalculate a guaranteed bandwidth for a
remaining service according to the propostion of the service priority of the remaining service in
the sum of the service prioritics of all remaining services by using the maximum bandwidth of
the first intermediate device, current guaranteed bandwidth and the service priority of the
remaining service.
[0035] In combination with the above-described example, in another example, when the first
intermediate device monitors an abnormal service of which the hitting number is not within a
preset range, the fivst intermediate device may fransmit a notification message to the coniroller.
Then the controller may adjust the guaranteed bandwidth of the abnormal service according to
the notification message, and may further adjust the guaranteed bandwidths of all services of
which the service packets are transmitted through the {irst intermediate device.
{0038} In an cxample, when the controller learns from the notification message that the hitting
number of an abnormal service is lower than the lower limit of the preset range, it indicates that
the abnormal service has a very little flow or even has no packet flow in a preset period, then
the countrolier may reduoce the guaranieed bandwidth of the abnormal service and may further
allocate the reduction in the guaranteed bandwidth to other normal services of which service
packets are transmitted through the intermediate device. If the votilication message carries a
service priority reduction value of the abnormal service, the controller may acquire an actual
service priority of the abnormal service according to the value. Then the controller may
reallocate a guaranteed bandwidth for the abunormal service according to the actual service
priority. Or, after receiving the notification message, the controller may also firstly reduce the
service priority of the abnormal service by a preset value, and reallocate a guaranteed bandwidth
for the abnormal service according to the reduced service priority.
[0037] In another example, when the controller learns from the notification message that the
hitting number of an abnormal service is higher than the upper limit of the preset range, it
indicates that the abnormal service has a relatively large packet {low in the preset period, and
thus, the controlier may increase the guaranteed bandwidth of the abnormal service and further
correspondingly reduce the guaranieed bandwidths of normal services of which service packets
are transmitted through the intermediate device. If the notification message carries a service
priority increase value of the abnormal service, the controller may acquire an actual service
priority of the abnormal service according to the value, and then reallocate a guaranieed
bandwidth for the abnormal service according to the actual service priority. Or, after receiving
the notification message, the controller may also firstly increase the service priority of the
abnormal service by a presct value and then reallocate a guaranteed bandwidth for the abnormal
service according to the increased service priority.

3
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{0038] In combination with the above-described example, in another optional manner, when
the maximum bandwidth of the first intermediate device is changed, e.g., when the maximum
bandwidth of the first intermediate device is reallocated by the controller, the controlier may
reallocate the guaranteed bandwidths for the services registered by the first intermediate device
according to the changed maximum bandwidth.

[0038] It can be seen from the above-described example that, since the service information
may reflect different demands for transmission resource of different services, the controller may
allocate proper guaranteed bandwidths for different services according to different demands. For
example, while normal transmission of the services having a low demand for transmission
resource is not influenced, the controller may allocate a greater guaranteed bandwidth to the
service having a high demand for transmission resource, such that the transmission performance
for service packets may be improved and services can be guaranteed without interruption.
{00407 Next, refer to Fig.4 which is a flowchart illustrating a method for transmitting a packet
according to another example of the disclosure, and this example illustrates a packet
transmission process in detail in combination with Fig. 1.

{0041} The following blocks 401~408 illustrate a service registering process.

{00421 At block 401, a controller may pre-store maximum bandwidths allocated for different
intermediate devices and pre-store a service priority table.

{0043] The service priority table may comprise correspondence between service information
and service priorities of different services. The service information may include the IP address
and the MAC address of the server which operates the service and the port number of the
service.

{0044} Referring to Fig.1, the following table 1 illustrates an example of a service priority
table. The service priority table may include service priority information of four services
operated on VMs 1~4. Suppose that a first entry represents service 1 operated on the VM 1 on
the server 111, a second eniry represents service 2 operated on the VM 2 on the server 111, a
third entry represents service 3 operated on the VM 3 on the server 111 and a fourth entry

represents service 4 operated on the VM 4 on the server 112.

Table 1
MAC P Port Number Service Priority
i-1-1 BN 21 10
i-1-1 BN 200 30
i-1-1 BN 5000 60
1-1-2 1.1.1.2 200 50

[0045] At block 402, the VM 3 on the server 111 starts to operate the service 3 after the VM 3
8
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starts.
{00461 Atblock 403, the server 111 transmits a register packet of the service 3 to the controller
130 by the OVS 1, wherein the register packet carries the port number of the service 3 and the
1P address and the MAC address of the server 111.
{00471 In this example, the register packet may be a packet conforming to an Open Flow
protocol based on SDN. The register packet may have a format of TYPE/LENGTH/VALUE
(TLV). The following table 2 illustrates a register packet of a TLY format.
Table 2

TYPE LENGTH VALUE

01 8 Port Number, IP address, and MAC

address

{0048} In the above table 2, the TYPE “01” represents that the packet is a “register packet”,
the LENGTH “8” represents that the VALUE has a length of 8 bytes, and the VALUE may
include the port number of the registered service and the IP address and the MAC address of the
server on which the registered service is operated, for example, for service 3, the VALUE is
“5000, 1.1.1.1, 1-1-17,

{00491 At block 404, when receiving the register packet of the service 3, the controller 130
may acquire the service priority of the service 3 from the service priority table according to the
VALUE in the register packet.

{00507 In combination with the table 1, the corresponding service priority “60” may be
acquired from the table 1 according to the VALUE “5000, 1.1.1.1, 1-1-17 10 the register packet.
{00511 At block 405, the controller 130 may allocate the guaranteed bandwidth for the service
3 according to the service priority of the service 3.

{00821 In this example, the controller 130 is provided thereon with a register information table
for storing register information of all registered services, the register information including
correspondence among the service information, the service priority, the allocated guaranteed
bandwidth and the corresponding OVS address of the service. The following table 3 is an
example of a register information table.

{0053} Referring to Fig.1, suppose that the registered services in table 3 include services 1 and
2 registered by OVS 1 and service 4 registered by OVS 2, and different OVSs may be
distinguished {rom each other through their IP addresses. Taking services 1 and 2 registered by
OVS 1 as an example, suppose that the controller 130 has allocated a maximuom bandwidth of
1000M for OVS 1 beforehand, the controller 130 may then allocate an guaranteed bandwidth of
250M to the service 1 and an guaranteed bandwidth of 750M to the service 2 according to the
ratio (10 : 30) of the priorities of services [ and 2.

o
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Table 3
OVS address MAC P Port Service Guaranteed
Nurmber Priority Bandwidth
OvsS1iIpt 1-1-1 1.1.1.1 21 10 250
OQvsS1Ipt 1-1-1 IR 200 30 750
QvsS2iIp2 1-1-2 1112 200 50 500

{00541 In this block, when the controller 130 acquires from the above table 3 that the services
1 and 2 registered by OVS 1 respectively have priorities of 10 and 30, by using the service
priority 60 of the service 3 and the maximum bandwidth 1000M of OVS 1, the guaranieed
bandwidth may be calculated according to the following equation:
Guaranteed Bandwidth = (Service Priority of Target Service / Sum of Service Priorities of
Al Registered Services) * Maximum Bandwidth
[0055] According to the above equation, the guaranteed bandwidih of the service 3 may be
calculated as [60/(10+30+60)] * 1000 M = 600M.
[0056] In the same way, according to the above equation, the guaranteed bandwidths of the
services 1 and 2 may be recalculated as 100M, and 300M respectively.
{00577 At block 406, the controller 130 may add the register entry of the service 3 into the
register information table, and update the guaranteed bandwidths of the services 1 and 2. The

following table 4 is an updated register information table based on the table 3.

Table 4
OVS address | MAC P Port Service Guaranteed
Nurober Priority Bandwidth
OVS 1Pl I-1-1 [N 21 10 100
OvVS1iP1 I-1-1 .11t 200 30 300
OvVS1iP1 I-1-1 .11t 5000 60 600
OovVS2ip2 1-1-2 1112 200 50 500

[0058] At block 407, the controlier 130 may distribute the updated register information {o the
OVS L

{00591 In combination with the example in block 406, the updated register information
distributed by the controller 130 to the OVS 1 may include the register information of the
service 1, the service 2 and the service 3 which are registered by the OVS 1.

{00607 At block 408, the OVS 1 may update the forward priority table according to the
10
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recetved register information.

[0061] The OVS 1 is provided thereon with a forward priority table and each forward entry in
the forward priority table may include the register information of all the services registered by
the OVS 1 which is distributed from the controller, for example, may include correspondence
between the service information and the guaranteed bandwidth. When receiving the updated
register information, the OVS 1 may update the {orward priority table. The following table § 1s

an example of a forward priority table.

Table 5
MAC P Port Numbe Service Priority Guaranteed
Bandwidth
i-1-1 111 21 10 100
i-1-1 111 200 30 300
i-1-1 111 5000 60 600
{00621 The following blocks 409~411 illustrate a service packet transmission process.

[0083] Atblock 409, the OVS 1 receives a service packet of service 3 from the VM 1, wherein
the service packet carries service information including the MAC address and the IP address of
the server 111 and the port number of the service 3.

[0064] At block 410, the OVS 1 acquires the guaranteed bandwidth from the forward priority
table according to the service information.

[0085] Suppose that the service packet of the service 3 carries the service information “1-1-1,
1.1.1.1, 50007, the OVS 1 may acquire the guaranteed bandwidth 600M of the service 3 from
the {orward priority table as illustrated in the table 5,

[0068] At block 411, the OVS 1 may transmit the service packet of the service 3 according to
the acquired guaranteed bandwidth.

{00671 The following blocks 412~416 illustrate a service deregistering process.

[0068] At block 412, the server 111 may transmit a deregister packet for the service 3 to the
controller 130 by the OVS 1, wherein the deregister packet carries the port number of the
service 3 and the IP address and the MAC address of the server 111.

{00897 In this example, the deregisier packet may also be a packet according to an Open Flow
protocol based on SDN, and the deregister packet may have a TLV format. The following table

6 illustrates a deregister packet of a TLV format.

11
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Table 6
TYPE LENGTH VALUE
00 8 Port number, IP address and MAC

address

{00701 The deregister packet illustrated in the table 6 is different in TYPE {rom the register
packet illustrated in the table 2. For example, the TYPE “00” in the table 6 represents that the
packet is a “deregister packet”.

{00717 At block 413, the controller 130 may delete the register entry corresponding to the
service information of the service 3 carried in the deregister packet from the register
information table.

[0072] According to the service information of the service 3, that is, the VALUE “5000,
1111, 1-1-17 carried in the deregister packet, the controlier 130 may delete the register entry
corresponding to the service 3 from the register information table as illustrated in the table 4.
[0073] At block 414, the controller 130 may reallocate guaranteed bandwidths for the services
registered by the OVS 1.

{0074} After the register entry of the service 3 is deleted, the OVS 1 no longer needs to
allocate the guaranteed bandwidth for the service packet of the service 3, and the controller 130
may reallocate guaranteed bandwidihs for the services 1 and 2 registered by the OVS 1. The
detailed reallocating process is the same with that in block 405 and its description may be
omitted here.

{00757 At block 415, the controller 130 may distribute the reallocated guaranteed bandwidths
to the OVSI.

{0078} At block 416, the OVS 1 may update the forward priority table according to the
received guaranteed bandwidths.

{00771 It can be learned from the above-described example that, when the OVS 1 receives the
guaranteed bandwidths reallocated for the services 1 and 2 by the coniroler 130, the OVS 1
may update the guaranieed bandwidths in the forward entries corresponding to the services 1
and 2 and delete the forward entry corresponding to the service 3 from the forward priority table
as illustrated in the table 5.

{0078} The following blocks 417~419 illustrate a process in which the OVS 1 adjusts the
guaranteed bandwidth of the service 3.

{00791 At block 417, when the OVS 1 monitors that the hitting number which indicates how
many times service packets of the service 3 hit the corresponding forward entry in a preset
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period is lower than a preset number, the OVS 1 may determine that the service 3 is an
abnormal service.

{00807 The OVS | may determine changes of a packet flow of a service by comparing the
hitting number indicating how many times service packets of the service hit the corresponding
forward entry in the forward priority table in the preset period with the preset number. For
example, the preset period may be 10 minutes, and the preset number may be 1000. Assume that
the hitting number indicating how many times service packets of the service 3 hit the forward
entry in 10 minutes is 0, and U indicates that the packet flow of the service 3 1s 0 in the preset
period. At this time, the controller 130 may adjust the gnaranteed bandwidth of the service 3
according to a request.

{00817 At block 418, the OVS T may transmit a notification message including the priority
decrease value of the service 3 to the controiler 130.

{00827 The notification message transmitted from the OVS | to the controller 130 may have a

packet format as illustrated in the following table 7.

Table 7
TYPE LENGTH VALUE
03 10 Port number, 1P address, MAC address

and priority decrease value

{0083} In the above table 7. the TYPE “03” represents that the packet is a “notification
message”, the LENGTH “10” represents that the VALUE has a length of 10 bytes, and the
VALUE may include the port number of the service 3, the IP address and MAC address of the
server on which the service 3 is operated and the priority decrease value.

{0084} At block 419, the controller 130 may recalculate guaranteed bandwidths of all the
services registered by the OVS 1 according to the notification message.

{0085} In combination with the above table 7, the service 3 has a VALUE of “5000, 1.1.1.1,
1-1-1, 507, wherein the “50” represents that the service priority of the service 3 is reduced by 50.
Referring to the register information table illustrated in the table 4, the service priority of the
service 3 may decrease from 60 to 10. Then the controller 130 may recalculate the guaranteed
bandwidths of the services 1, 2 and 3 according to the reduced service priority 10 of the service
3. The specific calculation process may refer to block 405 and will not be described here.
[0086] Subsequently, the controller 130 may distribute the recalcnlated guaranteed bandwidths
to the OVS 1, and the OVS | may uvpdate the corresponding guaranteed bandwidths of the
services 1, 2 and 3 in the forward priority table, and the specific process may be omitted here
for avoidance of redundancy.
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{00871 Based on the above example, it can be seen that service information may reflect
different demands for transmission resource of different services, and the controller may
distribute proper guarantced bandwidths to different services according to different demands.
For example, while normal transmission of services having a low demand for transmission
resource is not influenced, services having a high demand for transmission resource may be
allocated with greater guaranteed bandwidths, thus the trassmussion performance {or service
packets may be improved and service can be guaranteed without interruption.

{0088} The disclosure {urther provides an example of a device {or transmitting a packet .
[0089] The device for transmitting a packet according to the disclosure may be applied on an
intermediate device or a controller. The device for transmitting a packet may be realized through
software, and may also be realized through hardware or combination of software and hardware.
For example, the device for transmitting a packet may be logically formed by a processor in an
apparatus on which the device for transrmitting a packet is located by reading out and executing
machine executable instructions from a non-volatile storage medium to an internal memory.
Fig.5 illustrates a hardware structure for an apparatus 500 on which the device for transmitting a
packet is located. Besides a processor 510, an internal bus 520, a network interface 550, an
internal memory 540 and a non-volatile memory 530 illustrated 1o Fig.3, the apparatus 500 ray
further include other hardware, such as a packet forward chip used for processing a packet,
which are omitted here.
{00907 Next, refer to Fig.6 which is a block diagram illustrating a device for transmitting a
packet according to the disclosure. The device 600 illustrated in Fig.6 may be applied on an
intermediate device in a SDN, and the device 600 may include the following function units.

A receiving unit 610 may receive a service packet of a target service transmitied from a
server, wherein the service packet carries service information of the target service.

An acquiring unit 620 may acquire a guaranteed bandwidth corresponding to the service
information of the target service.

A transmitting unit 630 may transmit the service packet of the target service according to
the guaranteed bandwidth.
{00911 In another example, the receiving unit 610 may further receive a register packet of the
target service transmitted from the server when the target service starts, wherein the register
packet carries the service information of the target service. In this case, the device 600 may
further include a transmitting unit (not shown in Fig.6) which is used to transmit the register
packet to the controller such that the controller may allocate the goaranteed bandwidth for the
target service according to the service information. Further, the receiving unit 610 may also
receive the service information and the guaranieed bandwidth of the target service distributed
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from the controller.

{00921 Further, the device 600 may further include a storing unit (not shown in Fig.6) used to
store a forward entry of the target service in a forward priority table, wherein the forward entry
includes correspondence between the service information and the guaranteed bandwidth. Io this
case, the acguiring unit 620 may determine the forward entry of the target service from the
forward priority table according to the service information of the target service and further
acquire the gnaranteed bandwidth of the target service from the forward entry.

{0093] In another example, the receiving unit 610 may further receive a deregister packet of
the target service transmitted from the server when the target service shuts down, wherein the
deregister packet carries service information of the target service. The transmitting unit may
further transmut the deregister packet to the controller such that the controller may reallocate a
guarantced bandwidth for a remaining service according to the service information, wherein the
remaining service inclades a service registered on the controller by the intermediate device
other than the target service. The receiving unit 610 may also receive the guaranteed bandwidth
reallocated for the remaining service distributed from the controller. In this case, the device 600
may further include an updating unit (not shown in Fig.6) used to update a forward eniry of the
remaining service in the forward priority table according to the reallocated goaranteed
bandwidth.

{00841 In another example, the device 600 may further include a monitoring unit (not shown
in Fig.6) used to mounitor the hitting number indicating how many times service packets of
different services hit corresponding forward entry in the forward priority table in a preset period.
In this case, the transmitting unit may further transmit a notification message to the controller
when the monitoring unit monitors an abnormal service of which the hitting number is not
within a preset range in the preset period, such that the controller may adjust the guaranteed
bandwidth of the abnormal service according to the notification message.

[00958] Next, refer to Fig.7 which is another block diagram illustrating a device for
transmitting a packet according to another example of the disclosure. The device 700 may be
applied on a controller in a SDN and may include the following units.

A receiving unit 710 may receive a register packet transmitted from the first intermediate
device, wherein the register packet is transmitted to the first intermediate device when a target
service on a server starts.

An allocating umit 720 may allocate a guarantced bandwidth for the target service
according to service information of the target service carried in the register packet.

A distributing unit 730 may distribute the guaranteed bandwidth to the first intermediate
device such that the first intermediate device may transmit a service packet of the target service
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according to the guaranteed bandwidth when receiving the service packet.
{00961 In another example, the allocating unit 720 may include the following function units
{(not shown in Fig.7}.

A first lookup subunit may acquire a service prionity of the target service from a preset
service priority table according to the service information.

A second lookup subunit may acquire service priorities ol all services registered on the
controller by the first intermediate device from a register information table.

A bandwidth calculating subunit may calculate a guaranteed bandwidth of the target
service according to maximum bandwidth of the {irst intermediate device, the service priority of
the target service and the service priorities of all the services registered on the controlicr.

{00971 In another example, the receiving unit 710 may also receive a deregister packet
transmitted from the first intermediate device, wherein the deregister packet is transmitted to the
first intermediate device when the target service shuts down. The allocating unit 720 may also
reallocate a guaranteed bandwidth for a remaining service according to service information of
the target service carried in the deregister packet, wherein the remaining service includes a
service registered on the controller by the {irst intermediate device other than the target service.
The distributing unit 730 may also distribute the reallocated guaranteed bandwidth to the first
intermediate device.

{0088} In another example, the allocating unit 720 may include the following function units
{not shown in Fig.7}.

An entry deleting subunit may delete a register entry of the target service from a register
information table according to service information of the target service.

An entry lookup subunit may determine a register entry of a remaining service registered
on the controller by the first intermediate device from the register information table, wherein the
register entry of the remaining service includes a guaranteed bandwidth and service priority of
the remaining service,

A bandwidth calculating subunit may calculate the guaranteed bandwidth reallocated for
the remaining service according to the maximum bandwidth of the first intermediate device, and
current guaranteed bandwidth and service priority of the remaining service.

{00981 In another example, the receiving unit 710 may also receive a notification message
transmitted from the first intermediate device, wherein the potification message is transmitted
when the first intermediate device monitors an abnormal service of which the hitting number 1s
not within a preset range, wherein the hitting number of a service indicates how many times the
forward entry in a forward priority table corresponding to the service is hit by service packets of
the service in a preset period. The allocating vnit 720 may also adjust the guaranteed bandwidth
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of the abnormal service according to the notification message.
[001001The specific processes about the above-described umits/subupits may refer to the
description about the corresponding blocks in the above-described method according to the
disclosure, and are not described here.
{00101} Since the above-mentioned device correspond to the method for transmitting a packet,
the detailed description about the examples of the device may refer to the examples of the
method for transmitting a packet. The above-described device is merely illustrative, wherein,
the units described as separate components may be or may be not physically separate from each
other, and the components illustrated as the units may be or may be not physical units, for
cxample, these units may be integral or distributed to a plurality of network units. Part or all of
the modules/units/blocks may be selected to realize the disclosure according to practical needs,
and those having ordinary skill in the art may readily understand and practice the disclosure
without creative work.
{00102} 1t can be seen from the above examples that, since service information may reflect
different demands for transmission resources of different services, the controller may allocate ¢
proper guaranteed bandwidth to each of the services according to their different demands. While
guaranteeing the normal transmission of service packets having a relatively low demand for
transmission resource, services having a relatively high demand for transmission resource may
be allocated with relatively greater guaranteed bandwidths, thus the transmission performance
for service packets may be improved and services can be guaranteed without interruption.
{80103]Other examples of the disclosure will be apparent to those skilled in the art upon
reading the description and practicing the above-described examples of the disclosure. The
disclosure is intended to encompass all modifications, use or adaptive variations to the
described examples of the disclosure, wherein these modifications, use or adaptive variations
shall comply with the general principle of the disclosure and may include common knowledge
or customary techuical means in the art which are not mentioned herein. Further, the
Description and the described examples shall be viewed as exemplary, and the scope and spirit
of the disclosure shall be defined only by the appended claims.
[00104]Besides, it shall be understood that, the disclosure is not limited to the specific
structures described above and illustrated in the attached figures, and various modifications and
changes can be made without departing from the scope of the disclosure, which is defined only

by the appended claims.
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CLAIMS

1. A method for transmitting a packet, including:

recetving, by an intermuediate device in a software defined network (SDN), a service packet
of a target service from a server in the SDN, wherein the service packet carries service

information of the target service;

acquiring, by the intermediate device, a guaranteed bandwidth corresponding to the service

information of the target service; and

transmutting, by the intermediate device, the service packet of the target service according

to the guaranteed bandwidth.

2. The method according to claim 1, wherein, acquiring the guaranteed bandwidth

corresponding to the service information of the target service, includes:

receiving, by the intermediate device, a register packet of the target service from the server
when the target service starts, wherein, the register packet carries the service information of the

target service;

fransmitting, by the intermediate device, the register packet to a controller of the SDN such
that the controller allocates the guaranteed bandwidth for the target service according to the

service information;

receiving, by the intermediate device, the service information and the guaranteed bandwidth

of the target service distributed {rom the controller;

storing, by the intermediale device, a forward entry of the target service in a forward
priority table, wherein the forward entry includes correspondence between the service

information and the guaranteed bandwidth; and

determining, by the intermediate device, the forward entry of the target service from the
forward priority table according to the service information of the target service, so as to acquire

the guaranteed bandwidth of the target service from the forward entry.

3. The method according to claim 2, further including:

receiving, by the intermediate device, a deregister packet of the target service from the
server when the target service shuts down, wherein the deregister packet carries the service
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information of the target service;
transrmiiting, by the intermediate device, the deregister packet to the controller such that the
controller reallocates a guaranteed bandwidth for a remaining service according to the service
information cartied in the deregister packet, wherein the rermaining service includes a service

registered on the controller by the intermediate device other than the target service;

receiving, by the intermediate device, the reallocated guaranteed bandwidth for the

remaining service distributed from the controller; and

updating, by the intermediate device, the forward entry of the remaining service in the

forward priority table according to the reallocated guaranteed bandwidth.

4. The method according to claim 2, {urther incloding:

monitoring, by the intermediate device, a hitting number for each of different services,
wherein, the hitting number for a service indicates how many times the forward cntry in the
forward priority table corresponding to the service is hit by service packets of the service in a

presct period; and

when monitoring an abnormal service of which the hitting ourober is beyond a preset range,
transmitting, by the intermediate device, a notification message to the controller such that the
controller adjusts the guaranteed bandwidth of the abnormal service according to the

notification message.

5. A method for transmitting a packet, including:

receiving, by a controller in a software delined network (SDN), a register packet {or a target
service on a sever in the SDN from an intermediate device n the SDN, wherein the register
packet is transmitted to the intermediate device when the target service starts;

allocating, by the controller, a guaranteed bandwidth for the target service according to
service information of the target service carried in the register packet; and

distributing, by the controller. the guaranteed bandwidth to the intermediate device, such
that the intermediate device transmits a service packet of the target service according to the

guaranteed bandwidth.

6. The method according to claim 5, wherein, allocating the guaranteed bandwidth for the target
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service according to the service information of the target service carried in the register packet,

includes:

acquiring, by the controller, a service priority of the target service from a preset service

priority table according to the service information;

acquiring, by the controller, service priorities of all services registered on the controller by

the intermediate device from a register information table; and

calculating, by the controller, a guaranteed bandwidth of the target service according {o a
maximum bandwidth of the intermediate device, the service priority of the target service and the

service prioritics of all the services registered on the controller.

7. The method according to claim 6, wherein, calcalating the guaranteed bandwidth of the target

service, includes:

calculating, by the controlier, a sum of the service priority of the target service and the

service priorities of all the services registered on the countroller; and

acquiring, by the controller, the guaranteed bandwidth of the target service by multiplying
the maximurn bandwidth with a value obtained by dividing the service priority of the target

service by the sum.

8. The method according to claim 3, further including:

receiving, by the controller, a deregister packet for the target service from the mtermediate
device, wherein the deregister packet is transmitted to the intermediate device when the target

service shuts down;

reallocating. by the controller, a goaranteed bandwidth for a remaining service according to
the service information of the target service carried in the deregister packet, wherein the
remaining service includes a service registered on the controller by the intermediate device

other than the target service; and

distributing, by the controller, the rcallocated guaranteed bandwidth to the intermediate

device.

9. The method according to claim 8, wherein, reallocating the guaranteed bandwidth for the
remaining service according to the service information of the tfarget service carried in the
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deregister packet, includes:
deleting, by the controller, a register entry of the target service from a register information

table according to the service information of the target service;

determining, by the controller, a register entry of the remaining service registered on the
controller by the intermediate device {rom the register information table, wherein the register
eniry of the remaining service includes a guaranieed bandwidth and a service priority of the
remaining service; and

calculating, by the controller, the guaranteed bandwidth reallocated for the remaining
service according to a maximum bandwidth of the intermediate device and current guaranteed

bandwidth and the service priority of the remaining service.

10. The method according to claim 3, further including:

receiving, by the controller, a notification message from the intermediate device, wherein
the notification message is transmutted when the intermediate device monitors an abnormal
service of which a hitting number is beyond a preset range, wherein the hitting number of a
service ndicates how many times the forward entry in a {orward priority table corresponding to

the service is hit by service packets of the service in a preset period; and

adjusting, by the controller, a guaranteed bandwidth of the abnormal service according {o

the notification message.

11. A device for transmitting a packet, which is applied on an intermediate device in a software
defined network (SDN), including:

a recetving unit to receive a service packet of a target service {rom a server in the SDN,
wherein the service packet carries service information of the target service;

an acquiring wnil to acquire a guaranteed bandwidth corresponding to the service
information of the target service; and

a transmitting unit to transmit the service packet of the target service according to the

guaranteed bandwidih.

12. The device according to claim 11, further including a transmitting unit and a storing unit,

wherein,
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the receiving unit receives a register packet of the target service from the server when the
target service starts, wherein the register packet carries the service information of the target
SETVice;
the transmutiing onit transmits the register packet to a controller of the SDN such that the
controller allocates the guaranteed bandwidth for the target service according to the service

information of the target service;

the receiving unit receives the service information and the guaranteed bandwidth of the

target service distributed from the controller;

the storing unit stores a forward entry of the target service in a forward priority table,
wherein the forward entry includes correspondence between the service information and the

guaranteed bandwidth; and

the acquiring unit determines the forward entry of the target service from the forward
priority table according to the service information of the target service, so as to acquire the

guarantced bandwidth of the target service from the forward entry.

13. The device according to claim 12, further including an apdating unit, wherein,

the receiving unit receives a deregister packet of the target service from the server when the
target service shuts down, wherein the deregister packet carries the service information of the
target service;

the transmitting unit transmits the deregister packet to the controller such that the controller
reallocates a guaranteed bandwidth {or a remaining service according to the service information
carried in the deregister packet, wherein the remaining service includes a service registered on
the controller by the intermediate device other than the target service; and

the receiving unit receives the reallocated guaraniced bandwidth for the rernaining service
distributed from the controller; and

the updating unit updates the forward entry of the remaining service in the forward priority

table according to the reallocated guaranteed bandwidth.

14. The device according to claim 12, further including a monitoring unit, wherein,

the monitoring unit monitors a hitting number for cach of different services, wherein, the

hitting number for a service indicates how many times the forward entry in the forward priority
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table corresponding to the service is hit by service packets of the service in a preset period; and
when the monitoring unit monitors an abnormal service of which the hitting namber is
beyond a preset range, the transmitting unit transmits a notification message to the controller
such that the controller adjusts the guaranteed bandwidth of the aboormal service according (o

the notification message.

15. A device for transmitting a packet, which is applied on a controller in a software defined

network (SDN), including:

a receiving unit to receive a register packet for a target service on a server in the SDN from
an intermediate device in the SDN, wherein the register packet is transmitied to the intermediate
device when the target service starts;

an allocating wnit to allocate a guaranteed bandwidth for the target service according to
service information of the target service carried in the register packet; and

a distributing unit to distribute the guaranteed bandwidth to the mtermediate device, such
that the intermediate device transmits a service packet of the target service according to the

guaranteed bandwidih.

16. The device according to claim 15, wherein, the allocating unit includes:

a first lookup subunit to acquire a service priority of the target service {rom a preset service
priority table according to the service information;

a second lookup subunit o acquire service priorities of all services registered on the
coniroller by the intermediate device from a register information table; and

a bandwidth calculating subunit to calcnlate a guaranteed bandwidth of the target service
according to a maximum bandwidth of the intermediate device, the service priority of the target

service and the service priorities of all the services registered on the controller.

17. The device according to claim 15, wherein,
the receiving unit receives a deregister packet for the target service {rom the intermediate
device, wherein the deregister packet is transmitted to the intermediate device when the target

service shuts down:

the allocating unit reallocates a guaranteed bandwidth for a remaining service according to
23
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the service information of the target service carried in the deregister packet, wherein the
remaining service includes a service registered on the controller by the intermediate device

other than the target service; and

the distributing unit distributes the reallocated guaranteed bandwidth to the intermediate

device.

18. The device according to claim 15, wherein,

the receiving unit receives a notification message from the intermediate device, wherein the
notification message is transmitted when the intermediate device monitors an abnormal service
of which a hitting number is bevond a presel range, wherein the hitting nurnber of a service
indicates how many times the forward entry in a forward priority table corresponding io the

service 1s hit by service packets of the service in a preset period; and

the allocating unit adjusts a guaranteed bandwidth of the abnormal service according to the

notification message.
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